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(57) ABSTRACT 

Systems and methods of authentication and authorization 
between a client, a server, and a gateway to facilitate commu 
nicating a message between a client and a server through a 
gateway. The client has a trusted relationship with each of the 
gateway and the server. A method includes registering the 
client with the gateway. The client also constructs the address 
space identifying the gateway and the client. The client com 
municates the address space to the server. The client receives 
an identity identifying the server. If the client authorizes to 
receive a message from the server through the gateway, the 
client informs the authorization to the gateway. The client 
puts the identity identifying the server on a list of servers 
which are authorized to send messages to the client. In addi 
tion, the client communicates the list of servers to the gate 
way. 
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SECURE PUSH AND STATUS 
COMMUNICATION BETWEEN CLIENT AND 

SERVER 

BACKGROUND 

0001 Mobile clients are often non-addressable or even 
unreachable from the public internet due to the Network 
Address Translation, firewall filtering and other network 
related reasons. In such situations, the mobile client connec 
tivity is asymmetric, since it is virtually one way: the client 
can initiate a connection to a server with a public internet 
address, but the server cannot initiate a connection to the 
client. 

0002. When it comes to delivering messages “instantly.” 
also known as “push delivery, the client can “push” a mes 
sage instantly to the server, but the server typically cannot do 
the same. If the server has a message to be sent to the mobile 
client, the server cannot send it immediately, but instead has 
to wait until the client first initiates a connection. 

SUMMARY 

0003. This summary is provided to introduce a selection of 
concepts in a simplified form that are further described below 
in the Detailed Description. This Summary is not intended to 
identify key or essential features of the claimed subject mat 
ter, noris it intended to be used in any way as to limit the scope 
of the claimed subject matter. 
0004 Embodiments described herein relate to systems 
and methods of authentication and authorization between a 
client and a server to facilitation message communication 
between the client and the server through a gateway. 
0005. As discussed herein, an aspect of some embodi 
ments relates to a method of authentication and authorization 
between a client, a server, and a gateway to facilitate commu 
nicating a message between the client and the server through 
the gateway, the client having a trusted relationship with each 
of the gateway and the server, the method including: register 
ing the client with the gateway, including: forming a push 
channel between the client and the gateway to allow the 
gateway to communicate with the client, and receiving an 
address space identifying the gateway; constructing the 
address space identifying the gateway and the client; commu 
nicating the address space to the server; receiving an identity 
identifying the server; and if the client authorizes to receive a 
message from the server through the gateway, informing the 
authorization to the gateway, including: putting the identity 
identifying the server on a list of servers which are authorized 
to send messages to the client; and communicating the list of 
servers to the gateway. 
0006 Another aspect of some embodiments relates to a 
system for authenticating and authorizing a client and a server 
through a gateway to facilitate message communication, the 
system including a push channel controller programmed to 
control an open channel between the client and the gateway. 
The system also includes a client registration and status mod 
ule programmed to register the client, the client registration 
and status module communicating with the push channel 
controller to track a communication link status of the client, 
the client registration and status module distributing the com 
munication link status of the client to the server. The system 
further includes a push authorization module programmed to 
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authorize a message to be sent to the client based on compar 
ing an identity of the server to an authorization list of 
approved servers. 
0007 Further aspects relate to a method of communicat 
ing a message between a client and a server through a gate 
way. The method includes requesting a token from the client. 
The method also includes receiving the token from the client, 
the token identifying the client and the gateway and authoriz 
ing the server. The method further includes sending a message 
along with the token to the gateway. The gateway forwards 
the message to the client after the token is validated by the 
gateway. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008 FIG. 1 is a block diagram illustrating an exemplary 
system for a message communication between a client and a 
server through a gateway according to the present disclosure; 
0009 FIG. 2 is a block diagram illustrating communica 
tion modes that the server may have with the client in FIG. 1; 
0010 FIG.3 is a schematic block diagram of an exemplary 
message communication system according to a possible 
embodiment of the present disclosure; 
0011 FIG. 4 is an exemplary computing system for imple 
menting aspects of the present disclosure; 
0012 FIG. 5 is an example method of communicating a 
message between a client and a server through a gateway; 
0013 FIG. 6 is another example method of communicat 
ing a message between a client and a server through a gate 
way: 
0014 FIG. 7 is an example method of communicating a 
message between a client and a server through a gateway; and 
(0015 FIGS. 8 and 9 show an example method for com 
municating a message between a client and a server through 
a gateway using a token according to another possible 
embodiment of the present disclosure. 

DETAILED DESCRIPTION 

0016. This disclosure will now more fully describe exem 
plary embodiments with reference to the accompanying 
drawings, in which specific embodiments are shown. Other 
aspects may, however, be embodied many different forms and 
the inclusion of specific embodiments in the disclosure 
should not be construed as limiting such aspects to the 
embodiments set forth herein. Rather, the embodiments 
depicted in the drawings are included to provide a disclosure 
that is thorough and complete and which fully conveys the 
intended scope to those skilled in the art. When referring to 
the figures, like structures and elements shown throughout are 
indicated with like reference numerals. 
0017 Embodiments described herein relate to systems 
and methods of authentication and authorization between a 
client and a server to facilitate message communication 
between a client and a server through a gateway. 
0018 FIG. 1 is a block diagram illustrating an exemplary 
system 100 for a message communication between a client 
110 and a server 130 through a gateway 120 according to the 
present disclosure. The message to be communicated in the 
system 100 can be any kind of information or data such as 
texts, emails, Voice messages, images and pictures. The client 
110 can be a computer that accesses a service on another 
computer through network. The client 110 can also be a 
mobile phone, a portable media player, a Smartphone, a per 
Sonal digital assistant, an information appliance, a personal 
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communicator, a handheld game console, an ultra-mobile 
personal computer, a handheld television, or any other type of 
electronic device which is able to communicate with another 
system through a network. 
0019. The client 110 is in communication with the gate 
way 120 and the server 130. The client 110 registers with the 
gateway 120. For example, the client 110 establishes a bi 
directional communication link with the gateway 120 so that 
the gateway 120 can forward messages to the client 110. In 
addition, the client 110 establishes a trust relationship with 
the gateway 120 so that the client 110 trusts the gateway 120 
for forwarding messages to the client 110. In other words, the 
client 110 accepts messages forwarded by the gateway 120. 
0020. When the client 110 registers with the gateway, the 
client 110 also receives an address space that identifies the 
gateway 120. The client 110 can further construct the address 
space to identify the gateway 120 and the client 110. The 
client 110 then can communicate the address space to the 
server 130 and instruct the server 130 to contact the gateway 
120 if the server 130 wishes to send a message to the client 
110. The gateway 120 filters out unwanted messages from 
reaching the client 110. The client 110 receives the message 
from the gateway 130 after the server 120 sends the message 
to the gateway 120 based on the address space. 
0021. In some embodiments, the address space can be a 
universal resource locator (URL). The address space can be 
any other type of identifier that can identify the gateway 120. 
In the example shown, the URL has a hierarchical format that 
encodes multiplexing criteria. Generally, the URL has the 
following exemplary format: {Gateway DNS Name}/{Client 
Name}/{Application Name}/{Extension. The first portion 
“Gateway DNS Name” is the domain name of the gateway in 
the Domain Name System (DNS). The first portion thus tells 
a server where to send a message (i.e., the push gateway). The 
second portion “Client Name” tells the gateway 120 which 
client should receive the message. The third portion “Appli 
cation Name' tells the client 110 which client application 
residing on the client should receive it. The fourth portion 
“Extension' is an extension of the application. The “Exten 
sion' is optional. One particular example can be shown as: 
PushGW.xyz.com/Client123/App456/doc. 
0022. The gateway 120 is in communication with the cli 
ent 110 and the server 130. The gateway 120 is responsible for 
registering the client 110 to the gateway 120. The client 110 
establishes communication between the client 110 and the 
gateway 120. 
0023. In some embodiments, the gateway 120 also main 
tains an online/offline status of the client 110 so that the 
gateway 120 knows whether the client 110 is connected or 
disconnected. The gateway 120 is also programmed to know 
whether the client 110 is still connected, or newly connected 
to the gateway 120. The gateway 120 can distribute the status 
information of the client 110 when queried by a third party or 
can communicate the change in status information to parties 
that Subscribe to receive the client status changes. 
0024. In example embodiments, the server 130 is any type 
of server that is programmed to push content to the client 110. 
For example, the server 130 can be an email server, a sales 
server, a web server, a database server, a file server, a print 
server, or any other kind of line of business server. In one 
example, the server 130 is a Microsoft Exchange Server 
offered by Microsoft Corporation of Redmond, Wash. Other 
configurations are possible. 
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0025. When the server 130 wishes to send a message to the 
client 110, the server 130 sends the message to the gateway 
120 first. After the gateway 120 receives the message from the 
server 130, the gateway 120 determines whether the gateway 
120 should forward the message to the client 110 based on 
identifier (authentication and authorization) information in 
the message. The identifier information can be an address 
space such as that described above. The identifier information 
can also be a token, which is described further below in 
reference to FIGS. 8 and 9. Once the message is authorized by 
the gateway 120, the gateway 120 forwards the message to the 
client 110. 
0026. In one possible embodiment, the communication 
between the gateway 120 and server 130 is conducted using a 
Transport Layer Security (TLS) protocol or its predecessor, 
Secure Sockets Layer (SSL) protocol communication both of 
which provide secrecy as well as mutual authentication 
between the server 130 and the gateway 120 such that the 
gateway 120 securely knows the identity of the sending server 
130. In alternative embodiments, the communication can be 
based on other protocols that provide secure communications 
on the Internet for Such activities as web browsing, e-mail, 
Internet faxing, instant messaging and other data transfers. 
The message can be in the form of Hypertext Transfer Proto 
col (HTTP) or Service Oriented Architecture Protocol 
(SOAP) message. In alternative embodiments, the message 
can be a message based on other protocols for exchanging 
messages over computer networks. 
0027. In one possible embodiment, if the messages for 
multiple clients come from a same server 130 and use a same 
gateway 120, the message communications can be aggre 
gated over a single communication channel between the 
server and the gateway as described above. The single chan 
nel can be a SSL or TLS communication channel. 

0028. The server 130 is in communication with the client 
110 and the gateway 120. The server 130 queries a commu 
nication link status of the client 110 through the gateway 130. 
The server 130 also maintains information about the client 
110 whether it is connected to the server 130 and how to reach 
the client 110 for pushing a message. Once the server 130 
wishes to send a message to the client 110, the server 130 
sends it to the gateway 120 first. The gateway 120 forwards 
the message to the client 110 after the message is authorized 
by the gateway 120. 
0029. As discussed above, the server 130 usually commu 
nicates with the gateway 120 when the server 130 wishes to 
send a message to the client 110. However, the client 110 can 
initiate and directly communicate with the server 130. In 
addition, the server 130 can have multiple server applications 
running on the server 130. Each server application may send 
a separate message to the client 110. 
0030 FIG. 2 is a block diagram illustrating communica 
tion modes that the server 130 may have with the client 110 in 
FIG. 1. The first mode is a pull mode. The pull mode is a 
network communication where the initial request for data 
originates from the client 110, and then is responded to by the 
Server 130. 

0031. The second mode is a push mode. In the push mode, 
the server 130 initiates a request to the client 110 through the 
gateway 120 and over a push channel 125. In other words, the 
server 130 sends a message to the client 110 through the 
gateway 120. In some embodiments, the message exchange 
between the server 130 and the gateway 120 is conducted 
using the address space or token described herein. Once the 
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gateway 120 receives the message, the message can also be 
saved in a message buffer 127. In one possible embodiment, 
the gateway 120 operates in a mode queuing the message in 
the message buffer 127 until it can be delivered to the client. 
Preferably, the message buffer 127 is a persistent message 
storage such that messages are first stored in a shared message 
queue database, and any one of an array of the gateways can 
pick up messages for any of the clients 110 connected to it at 
the time. The advantages of this embodiment are that the 
messages Survive long client device offline periods. In addi 
tion, the clients 110 can move between gateways 120 without 
losing their queued messages. Further, the gateways 120 can 
be recycled without any loss of messages. 
0032. The third mode is the status query mode where a 
query is sent to the gateway 120 by the server 130. A response 
is sent back by the gateway 120 indicating the status of the 
client 110, i.e., whether or not the client 110 is offline or 
connected to the gateway 120. 
0033 FIG.3 shows a schematic block diagram of another 
exemplary message communication system 300 according to 
a possible embodiment of the present disclosure. The com 
munication system 300 can be a more detail application of the 
embodiments illustrated in FIGS. 1 and 2. The communica 
tion system 300 includes a client 310, a gateway 320 and a 
server 330. Generally, a message is communicated from the 
server 330 to the client 310 through the gateway 320. 
0034. The client 310 includes a client application 312, a 
registration module 314, a client push channel controller 316, 
and a message redirector 318. The client application 312 is 
configured to run on the client 310. The client 310 can have 
multiple client applications 312. In example embodiments, 
the client application312 is a program that performs a task for 
the client 310, such as an email application client. The client 
application 312 receives service from the server 330 and 
server applications 332 (discussed below). The service can be 
any kind of service that the server 330 and the server appli 
cations 332 are able to provide to the client 310 and the client 
application 312. For example, the service from the server 330 
and the server applications to the client 310 and the client 
applications 312 can be providing updated information, 
delivering messages, transferring data, updating Software 
versions, requesting information, and any other service to be 
used in the client 310 and the client applications 312. 
0035. The registration module 314 is programmed to reg 
ister the client 310 with the gateway 320. The registration 
module 314 builds a push channel 315 between the client 310 
and the gateway 320. In particular, the registration module 
314 receives an address space from the gateway 320. The 
address space identifies the gateway 320. In one possible 
embodiment, the address space is a URL. The registration 
module 314 constructs an address space for specific applica 
tions that register for pushing a message. The registration 
module 314 also builds a multiplexing database including the 
address space and application information for the message 
redirector 318 to use to forward incoming push messages. 
0036. The client push channel controller 316 is respon 
sible for controlling the open channel 315 between the client 
310 and the gateway 320. The client push channel controller 
316 supports both connecting and disconnecting from the 
gateway 320. In addition, the client push channel controller 
316 maintains an open connection with the gateway 320. In 
one possible embodiment, the client push channel controller 
316 maintains the open connection with the gateway 320 
throughkeep-alive messages, which are periodic, Small pack 
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ets of data sent between the client 310 and the gateway 320. In 
other words, receiving the keep-alive messages indicates that 
the client is connected and online. On the other hand, missing 
the keep-alive messages suggests that the client 310 is dis 
connected and offline. 

0037. When there is a failure of connection between the 
client 310 and the gateway 320, the client push channel con 
troller 316 supports recovering from the failure. The client 
push channel controller 316 can be configured to support 
various open channel types. For example, the client push 
channel controller 316 supports at least three different chan 
nel types: Virtual Private Network (VPN), long lived TCP 
and/or HTTP connection, and clearline of sight (non NAT-ed) 
registration of client Internet Protocol (IP) address (similar to 
dynamic DNS). 
0038. The message redirector 318 is programmed to for 
ward from the gateway 320 to the client application 312 a 
message that specifies the client 310 and the client application 
312 to receive the message. In one possible embodiment, the 
message redirector 318 forwards the message based on a URL 
inside the message and the registration database formed by 
the registration module 314 as discussed above. 
0039. The message communication system 300 also 
includes the gateway 320. The gateway 320 includes a gate 
way push channel controller 322 which is programmed to 
control the open channel 315 between the client 310 and the 
gateway 320. The gateway push channel controller 322 is the 
counterpart of the client push channel controller 316 in the 
client 310. 
0040. The gateway 320 also includes a client registration 
and status module 324 which is programmed to register the 
client 310. The client registration and status module 324 is 
responsible for registering any new clients for the gateway 
320. In addition, the client registration and status module 324 
communicates with the gateway push channel controller 322 
to track a communication link status of the client 310. The 
gateway 320 is the hub of the status information. 
0041. In example embodiments, the client 310 does not 
communicate directly with the server 330 to communicate its 
status since the direct communication consumes battery and 
overall air bandwidth. Instead, the server 330 gets the status 
information directly from the gateway 320, which gets the 
status information from the client 310. In one possible 
embodiment, the client registration and status module 324 
tracks a communication link status of the client 310 based on 
keep-alive messages from the client 310. In another possible 
embodiment, the client registration and status module 324 
can also learn about the client status from explicit disconnect 
signaling sent either from the client 310 or the radio controller 
or other networking component the client 310 is or was con 
nected to. The client registration and status module 324 inter 
acts with the gateway push channel controller 322 to figure 
out whether the client 310 is still connected, and to identify 
status change events (like disconnect and reconnect). 
0042. The client registration and status module 324 also 
distributes the communication link status of the client 310 to 
the server 330 when inquired or for subscribers when the 
communication link status changes. In particular, the server 
330 can ask the gateway 320 with a one-time query for the 
client status. The server 330 can also subscribe to a client 
status “news' channel which maintains the client status infor 
mation. If servers 330 subscribes to the “news’ channel, the 
gateway 320 will notify all the servers 330 on the subscription 
list when the gateway 320 learns about a client status. For 
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example, the gateway 320 will notify the subscribers of the 
servers 330 when the client 310 changes connection status, 
i.e., comes online or goes offline. 
0043. Typically, with the absence of direct disconnect sig 
naling, the gateway 320 may not know about the disconnec 
tion of the client 310 immediately. The gateway 320 learns 
about it implicitly when the next scheduled keep-alive mes 
sage from the client 310 does not arrive, or when attempts to 
push down a message to the client 310 fail. In addition, when 
subscribing to the client status news channel, the server 330 
may specify its tolerance for out-of-date information. The 
gateway 320 may adjust a keep-alive timer with the client 310 
to comply with those tolerance requirements. For example, if 
the keep-alive timer is 30 minutes, but a server has a 10 
minute tolerance, the keep-alive frequency may need to 
change to 10 minutes. 
0044) The gateway 320 further includes a push authoriza 
tion module 326 which is programmed to authorize a message 
to be sent to the client 310. The gateway 320 filters unwanted 
push messages from reaching the client 310. This filtration 
can be done to, for example, save client bandwidth and bat 
tery. In one possible embodiment, the push authorization 
module 326 performs authorization of pushing a message to 
the client 310 based on a server white list which lists servers 
that are authorized to send a message to the client 310 through 
the gateway 320. 
0045. The gateway 320 supports at least two forms of 
server authorization. The first one is an information technol 
ogy (IT) configured server list on the gateway 320. Those 
servers on the server list are allowed to push a message to the 
client. The secondone is a client-initiated list which is a list of 
authorized servers as maintained by the client 310. The logi 
cal relationship between the two lists may vary based on a 
gateway configuration mode. In other words, whether a push 
message can reach the client 310 depends on the gateway 
configuration mode. 
0046 For example, the gateway 320 can be configured to 
the following four different modes. The first mode is called 
the Bunker mode. In the Bunker mode, the push authorization 
module 326 authorizes a message to be sent to the client 310 
from the server 330 when the server is authorized on both the 
IT configured server list and the client initiated list. The 
second mode is the open mode. In the open mode, the push 
authorization module 326 authorizes a message to be sent to 
the client 310 from the server 330 when the server is autho 
rized on either the IT configured server list or the client 
initiated list. The third mode is the IT mode. In the IT mode, 
the push authorization module 326 authorizes a message to be 
sent to the client 310 from the server 330 when the server is 
authorized on the IT configured server list. The fourth mode 
is the client mode. In the client mode, the push authorization 
module 326 authorizes a message to be sent to the client 310 
from the server 330 when the server is authorized on the client 
initiated list. 

0047 Although particular white lists and authorization 
modes are illustrated in the exemplary embodiment, other 
embodiments might use different authorization methods, lists 
and modes. For example, an ad-hoc authorization (like Ker 
beros) can be used. A per-push payment mechanism can also 
be used. In addition, the authorization list format can be as 
simple as pairs consisting of combination of a DNS name of 
a server and a trusted root, where the server name is validated 
through a certificate by any trusted root (or specific trusted 
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root). For example, an identity of the server can be considered 
as a specific trusted root that identifies and distinguishes the 
server from other servers. 
0048 Since the authorization lists are maintained on the 
gateway 320 and the client 310 side, the lists and any server in 
the lists can be revoked instantly at any time without notice to 
the servers. This revocation without a notice is particularly 
useful where there is a need to respond to excessive activities, 
a change in a client state (e.g., roaming), or a distributed 
denial of service (DDoS) attack. 
0049 Finally, the gateway 320 includes a message for 
warder 328. The message forwarder 328 is programmed to 
first receive the message from the server 330. The message 
forwarder 328 consults with the push authorization module 
326 on authorization of the message. The message forwarder 
328 delivers the message to the client 310 subject to the 
authorization of the push authorization module 326 and based 
on an address space identifying the client 310 in the message. 
0050. The message communication system 300 also 
includes the server 330. The server 330 includes one or more 
server applications 332 configured to run in the server 330. 
The server applications 332 provide service to the client 
applications 312. The server application 332 can send a mes 
sage to the client 310 through the gateway 320. Particularly, a 
push message channel 333 is formed between the message 
forwarder 328 and the server application 332. In one possible 
embodiment, the message communication through the push 
message channel 333 between the gateway 320 and server 
330 is a SSL communication. In a possible embodiment, the 
message communicating through the push message channel 
333 is a SOAP format message. 
0051. The client application 312 can contact the server 
application332 directly if the client application 312 wishes to 
do so. The server 332 instead then can respond to the client 
312 directly. If the client application 312 does not directly 
communicate to the server application 332 first, the server 
application 332 needs to push a message to the client appli 
cation 312 through the gateway 320. 
0.052 The server 330 also includes a push registration and 
status library 334. The push registration and status library 334 
maintains information about clients that are connected to the 
server 330. The push registration and status library 334 also 
contains information about how to reach clients for push. A 
device status channel 335 is formed between the push regis 
tration and status library 334 and the client registration and 
status module 324. The push registration and status library 
334 communicates the client registration and status module 
324 to queue and receive the client status information from 
the gateway 130 which receives the client status information 
from the client 310. 
0053 FIG. 4 is an exemplary computing system 400 for 
implementing aspects of the present disclosure. For example, 
computing system 400 can be one of client 310, gateway 320 
and/or server 330 as discussed above. In its most basic con 
figuration, computing system 400 typically includes at least 
one processing unit 402 and memory 404. Depending on the 
exact configuration and type of computing system, memory 
404 may be volatile (such as RAM), non-volatile (such as 
ROM, flash memory, etc.) or some combination of the two. 
This most basic configuration is illustrated in FIG. 4 by 
dashed line 406. Additionally, computing system 400 may 
also have additional features/functionality. For example, 
computing system 400 may also include additional storage 
(removable and/or non-removable) including, but not limited 
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to, magnetic or optical disks or tape. Such additional storage 
is illustrated in FIG. 4 by removable storage 408 and non 
removable storage 410. Computer storage media includes 
volatile and nonvolatile, removable and non-removable 
media implemented in any method or technology for storage 
of information Such as computer readable instructions, data 
structures, program modules or other data. Memory 404. 
removable storage 408 and non-removable storage 410 are all 
examples of computer storage media. Computer storage 
media includes, but is not limited to, RAM, ROM, EEPROM, 
flash memory or other memory technology, CD-ROM, digital 
Versatile disks (DVD) or other optical storage, magnetic cas 
settes, magnetic tape, magnetic disk storage or other mag 
netic storage devices, or any other medium which can be used 
to store the desired information and which can accessed by 
computing system 200. Any such computer storage media 
may be part of computing system 400. 
0054 Computing system 400 may also contain communi 
cations connection(s) 412 that allow the computing system to 
communicate with other devices. Communications connec 
tion(s) 412 is an example of communication media. Commu 
nication media typically embodies computer readable 
instructions, data structures, program modules or other data 
in a modulated data signal Such as a carrier wave or other 
transport mechanism and includes any information delivery 
media. The term "modulated data signal” means a signal that 
has one or more of its characteristics set or changed in Such a 
manner as to encode information in the signal. By way of 
example, and not limitation, communication media includes 
wired media such as a wired network or direct-wired connec 
tion, and wireless media Such as acoustic, RF, infrared and 
other wireless media. The term computer readable media as 
used herein includes both storage media and communication 
media. 

0055 Computing system 400 may also have input device 
(S) 414 Such as keyboard, mouse, pen, Voice input device, 
touch input device, etc. Output device(s) 416 such as a dis 
play, speakers, printer, etc. may also be included. All these 
devices are well known in the art and need not be discussed at 
length here. 
0056. In some embodiments, memory 404 includes one or 
more of operating system 420, application programs 422, 
other program modules 424, and program data 426. In some 
embodiments, global data, client-specific data, and transfor 
mation rules may each be stored in memory 404, removable 
storage 408, non-removable storage 410, or any other com 
puter storage media described herein. 
0057 FIG. 5 illustrates an example method of communi 
cating a message between a client and a server through a 
gateway. The client orchestrates the gateway and the server in 
communicating the message by having a trusted relationship 
with each of the gateway and the server. At operation 502, the 
client registers with the gateway. The client includes one or 
more client applications which run in the client. The client 
applications use service from the server which also includes 
one or more server applications. The client registers with the 
gateway regarding its client applications. 
0058 Registering the client and the client applications 
includes forming a bi-directional push channel. Forming the 
push channel is shown in the operation 504. The bi-direc 
tional push channel is formed between the client and the 
gateway so that they can communicate each other. In particu 
lar, through the push channel, for example, the gateway can 
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communicate with the client asynchronously and send asyn 
chronous messages to the client and the client applications at 
any time. 
0059 Registering the client and the client applications 
also includes receiving an address space from the gateway. 
Receiving the address space is shown in operation 506. When 
the client registers with the gateway, the client receives the 
address space identifying the gateway. In one possible 
embodiment, the address space is a URL. In other words, 
once the client gives the URL to the server, the server should 
be able to locate the gateway by the URL and know where to 
send a message. 
0060 Operational flow proceeds to an operation 508. At 
the operation 508, the client constructs the address space of 
the gateway also to identify the client and the client applica 
tion. 
0061 Operational flow proceeds to an operation 510. At 
the operation 510, the client gives the address space to the 
server so that the server knows where to send a message to the 
client. Since the address space identifies the gateway, the 
server thus knows that the server will send the message to the 
gateway first. In addition, since the address space also iden 
tifies the client and its application, the server is able to specify 
which client and application should receive the message. As 
discussed above, for example, the form of the address space 
can be a URL format. 
0062 Operational flow proceeds to an operation 511. At 
the operation 511, the client receives an identity identifying 
the server. This identity may be in the form of a server DNS 
name and a trusted root. 
0063 Operational flow proceeds to an operation 512. At 
the operation 512, the client determines whether the client 
authorizes the server to receive a message from the client. 
0064 Operational flow proceeds to an operation 513. At 
the operation 513, the client notifies the gateway if the client 
authorizes to receive a message from the server through the 
gateway. In other words, the client will notify the gateway this 
authorization so that the gateway will forward the message to 
the client if the gateway receives it from the server. If the 
server is not authorized by the client, the gateway will drop 
the message and do not forward it to the client. Even after the 
client has authorized the server to send the message to the 
client through the gateway, the client can revoke the authori 
Zationatany time without a notice to the server. The client can 
authorize as many as servers and server applications to send a 
message to the client through the gateway. The gateway thus 
lookups the list of the authorized servers to decide whether a 
message received from servers should be forwarded to the 
client and its applications. As discussed above, the client can 
revoke any authorization and thus can remove any authorized 
server from the list to have the message be sent to the client. 
In other words, the client is in control which server to receive 
a message from. 
0065 Operational flow proceeds to an operation 514. At 
the operation 514, the client receives the message from the 
gateway after the server sends to the gateway the message 
identifying the client as a recipient. In particular, once the 
gateway receives the message, the gateway will determine 
whether the server is authorized by the client. If so, the gate 
way will forward the message to the client and its application 
which is specified in the message. 
0066 FIG. 6 illustrates another example method 600 of 
communicating a message between a client and a server 
through a gateway. At operation 602, the gateway receives the 
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message from the server. The message includes information 
identifying the client to receive the message. In one possible 
embodiment, the communication between the gateway and 
the server is conducted over a SSL connection. The message 
from the server to the gateway is a SOAP message. In alter 
native embodiments, the communication between the gate 
way and the server can be conducted over a TLS connection. 
0067. Operational flow proceeds to an operation 604. The 
operation 604 determines whether the gateway delivers the 
message to the client. In particular, if the client has authorized 
the server to send the message to the client, then operational 
flow branches “Yes” to an operation 610. If the client has not 
authorized the server to send the message to the client, the 
operation flow branches “No” to an operation 606. At the 
operation 606, the gateway rejects to send the message to the 
client. Operation flow then proceeds to an operation 608 
which is an optional operation to return an error notice to the 
SeVe. 

0068. The operation 610 determines whether the client is 
communicatively linked to the gateway. In particular, the 
gateway tracks the client status to see whether the client is 
connected. If the operation 610 determines that the client is 
communicatively linked to the gateway, then operational flow 
branches “Yes” to an operation 614 where the gateway for 
wards the message to the client. If the operation 610 deter 
mines that the client is not communicatively linked to the 
gateway, then operational flow branches “No” to an operation 
612 where the gateway stores the message in storage until the 
client is communicatively linked to the gateway. At an opera 
tion 616, the gateway sends a confirmation notice to the server 
that the message has been delivered to the client. 
0069 FIG. 7 illustrates an example method 700 of com 
municating a message between a client and a server through 
a gateway. At an operation 702, the server receives from the 
client an address space that indicates the gateway and the 
client. One possible format of the address space is a URL 
format, as discussed above. By knowing the URL, the server 
can know where to send a message, i.e., the server will send 
the message to the gateway first. 
0070 Operational flow proceeds to an operation 704. At 
the operation 704, the server queries a client status through 
the gateway which tracks the client online/offline status infor 
mation. Once the server gets the client status information, the 
server may send a message to the client through the gateway. 
In an alternative embodiment, the server can send a message 
to the client through the gateway without first querying the 
client status. 

0071 Operational flow proceeds to an operation 706 
where the server sends a message to the client through gate 
way. Once the gateway receives the message, the gateway will 
determine whether to forward the message to the client based 
on whether the server has been authorized to send a message 
to the client. Generally, the client can make the authorization. 
In alternative embodiment, the gateway makes authorization 
in term of an information technology configured list. In 
another possible embodiment, the decision is based on both 
the client initiated list and the information technology con 
figured list. 
0072 Finally, operational flow proceeds to an operation 
708 where the server receives a confirmation once the mes 
sage has been successfully delivered to the client. On the 
other hand, if the gateway determines the message will not be 
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forwarded to the client, the gateway may also optionally send 
an error notice that the message is filtered out and is not sent 
to the client. 
(0073. Referring now to FIGS. 8 and 9, an example method 
800 for communicating a message between a client and a 
server through a gateway is shown according to another pos 
sible embodiment of the present disclosure. In the method 
800, the client is configured to register with the gateway. The 
client generates a token to identify the client and the gateway 
and authorize the server. The client receives the message from 
the gateway after the server sends the message with the token 
to the gateway and the gateway validates the token. 
0074. Operational flow starts with an operation 802. At the 
operation 802, the client registers with the gateway. In par 
ticular, the client opens a communication link between the 
client and the gateway. The client keeps the communication 
link persistent and open. Finally, the client establishes a trust 
relationship between the client and the gateway. 
0075 Operational flow proceeds to an operation 804 
where the client generates a token which identifies the client 
and the gateway. The token may also identify the server and 
include a range of other restrictions such as start/expiration 
date and maximum number of messages that can be autho 
rized by this token. 
0076 Operation flow proceeds to an operation 806. At the 
operation 806, once the token is generated, the client issues 
the token to the server. The token indicates that the server is 
authorized to push messages to the client through the gate 
way. Since the token is originally generated by the client and 
is dedicated to a specific gateway and server, the client can 
always contact the gateway and revoke the token even without 
a notice to the server. This revocation is particularly useful 
where there is a need to respond to excessive activities, a 
change in a client state (e.g., roaming), or a DDoS attack. 
0077 Operational flow proceeds to an operation 808. At 
the operation808, when the server wants to deliver a message 
to the client, the server sends the message with the token to the 
gateway first. The gateway will process the message as dis 
cussed below. 
0078. Operational flow proceeds to an operation 810. At 
the operation, when the gateway receives the message with 
the token, the operation 810 validates the token and deter 
mines whether the token is a valid token. In particular, the 
operation 810 validates whether the token is authorized to 
send the message to the client through the gateway. The 
operation 810 also validates whether the restrictive condi 
tions of the token have been met. These restrictive conditions 
include dates and usage counts which have been specified in 
the token. If the token is restricted to a specific server, the 
operation 810 will also challenge the server to prove its iden 
tity. If the operation 810 determines that the token is a valid 
token, then operational flow branches “Yes” to an operation 
812. If at operation 810 it is determined that the token is not 
a valid token, then operational flow branches to an operation 
814. 

0079 At the operation 814, the gateway refuses to deliver 
the message to the client. The gateway also optionally returns 
an error notice to the server at the operation 816. 
0080. The operation 812 determines whether the client is 
communicatively linked to the gateway. In particular, the 
gateway tracks the client status to see whether the client is 
connected. If the operation 812 determines that the client is 
communicatively linked to the gateway, then operational flow 
branches “Yes” to an operation 818 where the gateway deliv 
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ers the message to the client. If the operation 812 determines 
that the client is not communicatively linked to the gateway, 
then operational flow branches “No” to an operation 820 
where the gateway stores the message in storage until the 
client is communicatively linked to the gateway. At an opera 
tion 822, the gateway may optionally send a confirmation 
notice to the server that the message has been delivered to the 
client. 
0081. An ad doc security mechanism can be used in the 
method 800. The ad doc mechanism can work securely over 
non-secure networks that lack any security infrastructure, 
such as the Internet. The adhoc token security can work in the 
following way. The server first gives the client a public key 
when the server sends a token request to the client. The client 
then generates a token that includes the public key inside it as 
a restriction and encrypts it with the gateway. After the client 
delivers the token to the server, the server sends a message 
with the token to the gateway. The gateway decrypts the token 
and extracts the public key. The gateway then sends the server 
a random nonce encrypted in the public key. The server sends 
the random back to the gateway. If the server successfully 
decrypts nonce, the gateway will accept the message and 
deliver it to the client. 
0082 Although the subject matter has been described in 
language specific to structural features and/or methodologi 
cal acts, it is to be understood that the subject matter defined 
in the appended claims is not necessarily limited to the spe 
cific features or acts described above. Rather, the specific 
features and acts described above are disclosed as example 
forms of implementing the claims. 
What is claimed is: 
1. A method of authentication and authorization between a 

client, a server, and a gateway to facilitate communicating a 
message between the client and the server through the gate 
way, the client having a trusted relationship with each of the 
gateway and the server, the method comprising: 

registering the client with the gateway, including: 
forming a push channel between the client and the gate 
way to allow the gateway to communicate with the 
client, and 

receiving an address space identifying the gateway; 
constructing the address space identifying the gateway and 

the client; 
communicating the address space to the server, 
receiving an identity identifying the server, and 
if the client authorizes to receive a message from the server 

through the gateway, 
informing the authorization to the gateway, including: 

putting the identity identifying the server on a list of 
servers which are authorized to send messages to 
the client; and 

communicating the list of servers to the gateway. 
2. The method of claim 1, further comprising receiving the 

message from the gateway, wherein the gateway authenti 
cates a server communication between the server and the 
gateway, wherein the gateway forwards the message to the 
client when the identity identifying the server is on the list of 
servers authorized to send messages to the client. 

3. The method of claim 1, the method further comprising: 
Selecting servers to be authorized to send messages to the 

client; and 
revoking any authorized server to send messages to the 

client at any time without a notice to the authorized 
SeVe. 
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4. The method of claim 1, the method further comprising: 
maintaining a communication link between the client and 

the gateway. 
5. The method of claim 1, wherein the address space is a 

uniform resource locator. 
6. The method of claim 1, the method further comprising: 
generating a list of servers which are authorized to send 

messages to the client. 
7. The method of claim 6, the method further comprising: 
publishing the address space to the authorized servers. 
8. A system for authenticating and authorizing a client and 

a server through a gateway to facilitate message communica 
tion, the system comprising: 

a push channel controller programmed to control an open 
channel between the client and the gateway; 

a client registration and status module programmed to reg 
ister the client, the client registration and status module 
communicating with the pushchannel controller to track 
a communication link status of the client, the client 
registration and status module distributing the commu 
nication link status of the client to the server; 

a push authorization module programmed to authorize a 
message to be sent to the client based on comparing an 
identity of the server to an authorization list of approved 
SWCS. 

9. The system of claim 8, further comprising: 
a message forwarder programmed to receive the message 

from the server, consult with the push authorization 
module on authorization, and deliver the message to the 
client subject to the authorization of the push authoriza 
tion module and based on an address space identifying 
the client in the message. 

10. The system of claim 8, wherein the client registration 
and status module distributes the communication link status 
of the client to servers subscribing to a notification on the 
communication link status when the communication link sta 
tus changes. 

11. The system of claim 8, wherein message communica 
tions are aggregated over a single communication channel for 
messages of multiple clients if the messages come from a 
same server and use a same gateway, the single channel being 
a Security Socket Layer or Transport Layer Security commu 
nication channel. 

12. The system of claim 8, wherein the authorization list 
includes a configuration list maintained by the gateway and a 
client initiated list maintained by the client. 

13. The system of claim 12, wherein the message is autho 
rized to be sent to the client if the server is on both the 
configuration list and the client initiated list. 

14. The system of claim 12, wherein the message is autho 
rized to be sent to the client if the server is on either the 
configuration list or the client initiated list. 

15. A method of authentication between a client and a 
server to facilitate communication of a message between a 
client and a serverthrough a gateway, the method comprising: 

requesting a token from the client; 
receiving the token from the client, the token identifying 

the client and the gateway and authorizing the server, 
and 

sending a message along with the token to the gateway, the 
gateway forwarding the message to the client after the 
token is validated by the gateway. 

16. The method of claim 15, wherein the client issues the 
token to the server. 
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17. The method of claim 15, the method further compris 
ing: 

using an ad hoc security mechanism to communicate 
between the client and the server, the ad hoc security 
mechanism working securely over non-secure networks. 

18. The method of claim 17, wherein using the ad hoc 
security mechanism includes providing a public key to the 
client. 
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19. The method of claim 18, wherein using the ad hoc 
security mechanism includes decrypting random information 
encrypted by the gateway using the public key. 

20. The method of claim 15, wherein the token specifies 
usage restrictions authorized by the token, the usage restric 
tions including a range of start and expiration dates and a 
maximum number of messages to be sent. 

c c c c c 
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