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(7) ABSTRACT

A method for actively detecting link failures on a high
availability backplane architecture. The backplane system
includes redundant node boards operatively communicating
with redundant switch fabric boards. Uplink ports of the
node boards are logically grouped into trunk ports at one end
of the communication link with the switch fabric boards. A
probe packet is sent, and a probing timer is set whenever
either a specified number of bad packets are received, or an
idle timer expires. If a response to the probe packet is
received before the probe timer expires then the link is
deemed valid, otherwise the link is presumed to have failed.
Preferably, either the node boards or the switch fabric boards
are configured to properly handle a probe pack, which
preferably has identical source and destination addresses.
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APPARATUS FOR LINK FAILURE DETECTION
ON HIGH AVAILABILITY ETHERNET
BACKPLANE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This is a continuation-in-part of Application Ser.
No. 10/284,856 filed Oct. 31, 2002.

BACKGROUND OF THE INVENTION

[0002] This invention is related to the field of networking
devices, and more particularly to an Ethernet network device
having backplane architecture for detecting a link failure and
switching to a good port in response thereto.

[0003] Any business operating on a 24/7 basis strives
cannot afford to suffer from outages for longer than just a
couple of minutes or perhaps no more than half an hour.
Unplanned outages can severely hamper data operations
and, can be extremely expensive in terms of lost revenue and
manpower expended to correct such situations. Two recent
1995 studies showed that average businesses lost between
$80,000 and $350,000 per hour due to unplanned outages.
With these dollar loses in mind, it becomes quickly obvious
that setting up a redundant information technology structure
comes at a cheaper price than the risk of even a short outage.
This is especially true when considering the relatively low
prices of computers running versus the cost of such down-
time. Furthermore, administrators know exactly how expen-
sive the additional equipment, software and operator edu-
cation is, whereas the cost of unplanned outages can be very
difficult to quantify beforehand.

[0004] The Ethernet network has been overwhelming
deployed in Local Area Networks (LAN) because of its low
cost, easy deployment and installation. After years of
improvements on the Ethernet technology, today, the appli-
cation of Ethernet has been extended from LAN to the both
WAN/MAN. More recently, the Ethernet technology is also
incorporated into the backplane of chassis-based systems
due to the low cost, widely available sources, and embedded
error detection capability.

[0005] In the chassis-based system, the backplane is
required to provide the reliable and robust connections
among link cards and modules. However, since the Ethernet
network was originally developed in a LAN environment,
the “availability” requirement for the LAN application is
quite different from the one for the backplane application.
For example, in a conventional LAN environment, the
spanning tree protocol is used to provide a “failover”
function by reconfiguring the active topology when the
network detects a link or port failure. However, the conver-
gence time is relative long. From the time of detection of the
failure, it can take as long as twenty to fifty seconds to
complete the change in topology and resume to normal
operation. Even using a conventional “improvement” pro-
tocol, the fast spanning tree could take fifty msec (millisec-
onds) to resume normal operation after detecting the failure
in a switch or a link.

[0006] According to the Institute of Electrical and Elec-
tronics Engineers 802.3 standard, link aggregation has been
developed to increase bandwidth and availability by aggre-
gating more than one link together to form a link aggregation
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group. The media access control layer (MAC) can treat the
multiple links as a single logical link. When a link in the
aggregating group fails, the traffic can be distributed (or
rerouted) over the remanding operating links. However, link
aggregation only provides failover among parallel connec-
tions, which parallel connections are shared with the same
end nodes.

[0007] For the backplane application, the Ethernet net-
work usually has very simple configuration, e.g., a star
topology, meaning that from every card slot there connects
a first bus to a first switch fabric and a second bus to a second
switch fabric. If the first bus fails to work, the device
switches automatically to use the second bus. However, the
convergence time of twenty to fifty seconds in a spanning
tree recovery is not acceptable in a backplane environment.
Additionally, link aggregation, as indicated hereinabove,
only provides failover among parallel connections that are
shared by the same end nodes. That is, a backup link is not
shared with the same ends of failure link. Thus, link aggre-
gation may not find application to the Ethernet backplane
environment.

[0008] Therefore, what is needed is a simple, rapid, and
robust solution to achieve high availability for the Ethernet
backplane environment with link failure detection and
failover switching.

SUMMARY OF THE INVENTION

[0009] In view of the aforementioned needs, the present
invention contemplates a method, computer-readable
instructions, apparatus, and system that actively detects link
failures.

[0010] In one embodiment, the method for determining
failure of a communications link comprises, the steps of
setting a timer for a predetermined interval; resetting the
timer to the predetermined interval whenever a valid packet
is received; and sending a probe packet and setting a probe
timer when the timer expires. The status of the communi-
cation link is changed to a failure mode if the probe timer
expires and a valid response to the probe packet has not been
received.

[0011] In another embodiment, the method for determin-
ing failure of a communications link comprises the steps of
sending a probe packet and setting a probe timer after a
predetermined number of consecutive invalid packets are
received, and changing the status of the communication link
to a failure mode if the probe timer expires and a valid
response to the probe packet has not been received.

[0012] In yet another embodiment of the method for
determining failure of a communication link, a probe packet
is sent upon the occurrence of either an idle timer expiring
or a predetermined number of consecutive invalid packets
are received. The status of the communication link is
changed to a failure mode if the probe timer expires and a
valid response to the probe packet has not been received.

[0013] The present invention also includes a computer-
readable medium of instructions, comprising means for
setting a timer for a predetermined interval; means for
resetting the timer to the predetermined interval whenever a
valid packet is received; means for sending a probe packet
and setting a probe timer when the timer expires; and means
for changing the status of the communication link to a failure
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mode when the probe timer expires and a valid response to
the probe packet has not been received.

[0014] In another embodiment, there is disclosed herein
computer-readable medium of instructions, comprising
means for sending a probe packet and setting a probe timer
after a predetermined number of consecutive invalid packets
are received. and means for changing the status of the
communication link to a failure mode when the probe timer
expires and a valid response to the probe packet has not been
received. The computer readable instructions may further
comprise means for sending the probe packet and starting
the probe timer when an idle timer has expired.

[0015] The present invention further contemplates an
apparatus for link failure detection on a high availability
Ethernet backplane, comprising means for setting a timer for
a predetermined interval, means for resetting the timer to the
predetermined interval whenever a valid packet is received,
means for sending a probe packet and setting a probe timer
when the timer expires and means for changing the status of
the communication link to a failure mode when the probe
timer expires and a valid response to the probe packet has
not been received.

[0016] In another embodiment, there is contemplated an
apparatus for link failure detection on a high availability
Ethernet backplane, comprising means for sending a probe
packet and setting a probe timer when a predetermined
number of errors are received, and means for changing the
status of the communication link to a failure mode when the
probe timer expires and a valid response to the probe packet
has not been received. In addition, means for setting a timer
for a predetermined interval may also be used with this
embodiment wherein the probe packet is sent and the probe
timer is set if the timer expires. The timer would be reset
every time a valid packet is received.

[0017] The present invention also contemplates a back-
plane system comprising a plurality of node boards and a
plurality of switch fabric boards wherein each node of the
plurality of node boards has a single link to each of the
plurality of switch fabric boards. At least one of the group
consisting of the plurality of node boards and the plurality of
switch fabric boards further comprises means for setting a
timer for a predetermined interval, means for resetting the
timer to the predetermined interval whenever a valid packet
is received; means for sending a probe packet and setting a
probe timer when the timer expires, and means for changing
the status of the communication link to a failure mode when
the probe timer expires and a valid response to the probe
packet has not been received. The system may further
comprise means for sending a probe packet and setting a
probe timer after a predetermined number of consecutive
invalid packets are received.

[0018] Another embodiment of the backplane system
comprises a plurality of node boards and a plurality of
switch fabric boards wherein each node of the plurality of
node boards has a single link to each of the plurality of
switch fabric boards, and means for sending a probe packet
and setting a probe timer after a predetermined number of
consecutive invalid packets are received and means for
changing the status of the communication link to a failure
mode when the probe timer expires and a valid response to
the probe packet has not been received. The means for
sending a probe packet and the means for changing the status
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of the communication link may be coupled to either the node
boards, switch fabric boards, or the combination thereof.

[0019] In yet another embodiment of the aforementioned
backplane systems, the switch fabric boards further com-
prises a redirect table and when a switch fabric board detects
a failed link, the switch fabric board communicates failed
link data to the remaining switch fabric boards, causing the
other switch fabric boards to update their redirect tables.

[0020] In the preferred embodiments, the probe packet is
distinguished by having identical source and destination
addresses and the receiving side of the probe packet is
configured to respond to the probe packet by sending it back
to the sender.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] For a more complete understanding of the present
invention and the advantages thereof, reference is now made
to the following description taken in conjunction with the
accompanying drawings, in which:

[0022] FIG. 1 illustrates a general block diagram of the
topology of a dual fabric packet switching backplane;

[0023] FIG. 2 illustrates a more detailed block diagram of
the backplane system, according to as disclosed embodi-
ment;

[0024] FIG. 3 illustrates a flow chart of the failover
process of a node board, according to a disclosed embodi-
ment;

[0025] FIG. 4 illustrates a flow chart of the failover
process of a fabric board, according to a disclosed embodi-
ment;

[0026] FIG. 5 illustrates a state diagram of the heartbeat
signal from the sending side;

[0027] FIG. 6 illustrates a state diagram of the heartbeat
signal from the receiving side; and

[0028] FIG. 7 illustrates a state diagram of the probe
packet at the sending side; and

DETAILED DESCRIPTION OF THE
INVENTION

[0029] The disclosed architecture provides a high avail-
ability Ethernet backplane by automatically detecting a link
failure and performing “failover” to a backup link. Failover
is defined to be the process or mechanism for switching “off”
a failed redundant component and switching “on” the work-
ing backup component. One aspect of the invention facili-
tates rapid and simple failover. Additionally, control mes-
sage exchanges between nodes are minimized to reduce the
processing load on the CPU (Central Processing Unit).

[0030] Several schemes are available for link failure
detection. One scheme includes sending “heart beat” mes-
sages at the MAC (media access control) module. Another
scheme uses a frame error rate. Either one or both of the
detection schemes can be implemented to detect link fail-
ures. Once a link failure is detected, the CPU is utilized to
perform the failover procedure. In addition to the two
aforementioned link failure detection schemes, a more gen-
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eralized failure detection scheme may be used which does
not require special hardware implementation at the receiver
side.

[0031] When the logic circuits of a node board have
detected a failed port, traffic of that node board is failovered
(or redirected) to the working ports (assuming that all nodes
have at least two ports and each port connects to a switch
fabric node). On the switch fabric node, there is a switchover
link to connect two switch fabric nodes. When the switch
fabric node detects a failed port, the traffic destined to the
failed port is switched over to the switchover (or backup)
port. Then, the other switch fabric node forwards the failover
traffic to its destination device.

[0032] Referring now to FIG. 1, there is illustrated a
general block diagram of the topology of a dual fabric packet
switching backplane (PSB) 100. The backplane 100 is used
to connect multiple link cards or modules together in the
chassis-based system. A typical topology of the backplane
100 is a star topology. Since reliability and availability are
the critical design requirements for backplane systems, dual
links are usually deployed in a high availability system. For
example, the CompactPCI®Packet Switching Backplane
specification (also denoted as the PICMG® 2. 16 specifica-
tion), hereby incorporated by reference, defines a packet
switching backplane standard of up to twenty-four node
boards based upon Ethernet technology, and adopts the star
topology.

[0033] In this particular embodiment, the PSB 100 con-
sists of fourteen node boards 102, a first switch fabric board
(SFB) 104 and a second SFB 106. However, the present
invention may be expanded to be used with any number of
node boards or fabric boards. Similar to the operation of all
of the node boards 102, a node board 108 operatively
connects to the first SFB 104 to communicate the transfer of
packets therethrough. To increase availability, the second
SFB 106 is added in operable connectivity to the node board
108 for the communication of packets therethrough. Each
node board 102 has two link ports, one of which connects to
the first SFB 104 and the other of which connects to the
second SFB 106. The dual fabric PSB system 100 is referred
to a dual star topology. The link port is a full duplex Ethernet
connection, normally with speeds of be approximately
10/100/1000 Mbps. This link port can be any speed as long
as the framing is Ethernet.

[0034] The following Table 1 defines the general compo-
nents of the high availability backplane system 100 of FIG.
1.

TABLE 1

General Components of the High Availability Backplane

Node Board Consists of a subsystem, which can generate and
sink packets.

Link port A physical port that is an endpoint of a link, which
connects to a node board and a switch fabric board.

Link A physical connection between a node board and

a switch fabric board.

A node that consists of multiple link ports and
provides switching functions between node boards.
A link that connects two fabric boards, and is used
to reroute the failover traffic.

Fabric Board

Redirect Link

[0035] Referring now to FIG. 2, there is illustrated a more
detailed block diagram of the Ethernet backplane system
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100, according to one embodiment. A first node board 200
includes two (or redundant) uplink ports (e.g., Ethernet); a
first PHY uplink port 204 and a second PHY uplink port 206
each of which provide respective communication connec-
tions between the first SFB 104 and to the second SFB 106.
The first SFB 104 and the second SFB 106 are thus are
connected in parallel with respective to the first node board
200. the node board 200 includes a function executing
subsystem 210, a traffic distribution controller 208 and two
uplink port interfaces 204, 206. The traffic distribution
controller 208 performs buffering and scheduling and then
dispatches the traffic from the function executing subsystem
210 to one of the uplink port interfaces 204, 206 based on
the algorithm for port trunking.

[0036] The PHY uplink ports (204 and 206) of each node
board are grouped as a logical port, called a trunk port 207.
When a packet is received into the trunk port 207, the
backplane system 100 does not distinguish which physical
uplink port (204 or 206) should receive the packet. However,
when a packet is transmitted out of the trunk port 207 of the
first node board 200, the traffic distribution controller 208
determines to which physical uplink port (204 and 206) the
packet will be sent, and forwards the packet to that uplink
port. The data utilized for selecting the outgoing uplink port
(204 or 206) in the trunking port 207 can be based upon the
source and/or destination MAC address, or any other com-
bination of packet information. For example, it can be based
upon a hash key from the source and destination MAC
address.

[0037] The CPU utilizes and maintains a trunking table in
the traffic distribution controller 208 for determining which
of the uplink ports (204 or 206) to use for outgoing packet
traffic. The trunking table stores the current mapping infor-
mation of the trunk port to the physical uplink ports for
outgoing packets. The backplane system 100 controls the
distribution of packet traffic between the first SFB 104 and
second SFB 106 by accessing the mapping information of
the trunk table and determining which trunk port and physi-
cal uplink port should be used for the packet traffic. This
association in the trunk table changes dynamically according
to normal mode operations and failover operations.

[0038] The system 100 further comprises a second node
board 202 includes two uplink ports (e.g., Ethernet): a first
uplink port 214 and a second uplink port 216 which provide
a communication connection between the first SFB 104 and
to the second SFB 106. The first SFB 104 and to the second
SFB 106 are thus are connected in parallel with respective
to the second node board 202. The second node board 202
also includes a traffic distribution controller 218 (e.g., an
Ethernet switching device, in this embodiment) that selects
which of the first and second uplink ports (214 and 216) is
downlinked to a function executing subsystem 220 of the
second node board 202. The first and second uplink ports
214, 216 are redundant systems.

[0039] The first and second SFBs (104 and 106) provide
the means of communication between the node boards 102
and 202. The first SFB 104 includes, in this particular
embodiment, a fabric switch device 224 and multiple PHY
port devices 226 (e.g., Ethernet type). The switch device 224
includes a redirect bitmap (also known as an unreachable
bitmap) 229 accessed for redirect information for redirecting
packets during failover and a trunk table 231 for storing
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status information of any of a number of trunk ports. The
switch device 224 interfaces with the second SFB 106 via an
AB PHY port 230. The second SFB 106 includes, in this
particular embodiment, a fabric switch device 232 and
multiple PHY port devices 234 (e.g., Ethernet type). The
fabric switch device 232 also contains a redirect bitmap 236
accessed for redirect information for redirecting packets
during failover, and a trunk table 233 for storing the status
information of any of a number of trunk ports. The switch
device 232 interfaces with the first SFB 104 via an AB PHY
Port 238 over an AB Link 240.

[0040] In this embodiment, the backplane system 100
connects the first PHY uplink port 204 of the first node board
200 to a PHY port 242 of the first SFB 104 via a first link
209. The second PHY uplink port 206 connects to a PHY
port 244 of the second SFB 106 via a second link 211. The
first PHY uplink port 214 of the second node board 202
connects to a PHY port 246 of the first SFB 104 via a third
link 213, while the second PHY uplink port 216 connects to
a PHY port 248 of the second SFB 106 via a fourth link 2185.

[0041] In one embodiment, node board signals between
the node boards 200 and 202 are communicated between the
function executing subsystem 210 of the first node board
200 and the function executing subsystem 220 of the second
node board 202 through the first SFB 104 via the respective
first uplink ports (204 and 214). Similarly, in response to a
detected link failure of the first link 209, failover occurs, and
the node board signals are communicated between the
function executing subsystem 210 of the first node board
200 and function executing subsystem 220 of the second
node board 202 through the second SFB 106 via the respec-
tive second uplink ports (206 and 216). Once the link failure
of the first link 209 has been resolved, operation resumes in
normal mode via the first uplink ports (204 and 214).

[0042] Link failure detection can be implemented in dif-
ferent levels. For example, IEEE 802.3 specifies a PHY-
level detection mechanism for the Ethernet PHY. In the
absence of the data traffic, a transmitting PHY device
periodically (e.g., every 16+8 msec) sends a simple heart-
beat (HB) pulse, called Normal Link Pulse (NLP). If the
receiving PHY device does not detect the arrival of either a
data packet or NLP within a predefined window (e.g.,
50-150 msec), the receiving PHY device will assume the
link has failed.

[0043] At the system level, a local CPU on the node board
or attached to a switching fabric can be utilized to check link
integrity by periodically sending the heartbeat packet to a
CPU on the other side of the system. However, this method
utilizes more processing power and time by the CPU’s for
message processing to interrogate the link to detect the link
failure has occurred. This method also requires additional
bandwidth, even when the link is busy. Link recovery by his
method tends to be slower because of the long decision path.

[0044] In the present invention, link failure detection is
implemented at the MAC level Detection at the MAC level
in the backplane system 100 is preferable for the following
reasons. In the backplane environment, not all implemented
PHY devices may be capable of embedding a link failure
detection mechanism like the Ethernet PHY device (e.g.,
LVDS devices cannot utilize such detection techniques).
Therefore, a MAC module needs to provide the link failure
detection. Moreover, rapid link failure detection in the PHY
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implementation requires approximately 50-150 msec of pro-
cessing time, whereas the MAC module can detect the link
failure much faster depending on the speed of the port. For
a Gigabit port, detection can occur in less than one milli-
second, whereas for a 100 Mbps port, detection occurs in
milliseconds. Furthermore link detection at the PHY level
cannot detect a link failure due to a malfunction of the MAC
module. Note, however, that the disclosed MAC-level detec-
tion scheme can accommodate the PHY link failure detec-
tion scheme where such a PHY scheme is implemented.

[0045] In discussing a failover operation, it is assumed in
this particular embodiment that the backplane control logic
controls the routing of a packet from the first node board 200
through the first PHY uplink port 204, across the first link
209, into the fabric port 242, switched through the fabric
switch 228 for output of the fabric port 246, across the third
link 213, into the first uplink port 214 of the second node
board 202, and switched by the switch device 218 into the
first subsystem 220 of the second node board 202. Thus
when the first node board 200 detects the failure of the first
link 209, the backplane control logic initiates failover of the
packet traffic from the first PHY uplink port 204 to the
second uplink port 206 though the second SFB 106. This is
accomplished by changing the trunking table, and forcing all
the packet traffic of trunk port 207 originally using the now
failed first uplink port 204, to use only the second uplink port
206.

[0046] Initially, the first link 209 interconnecting the first
uplink port 204 of the first node board 200 (of FIG. 2) is
assumed to have failed. When the first SFB 104 detects the
failure of the first link 209, all packet traffic from the first
uplink port 204 is then redirected for forwarding to the
redirect link 240. Then, the second SFB 106 receives the
packets (or frames) from the redirect port 238 and forwards
the packets to the first SFB 104 via the second link 213.

[0047] In operation, the node board utilizes port trunking
to perform failover. As indicated hereinabove, the uplink
ports of a node board are grouped into a logical trunk port.
When a packet arrives from the functional subsystem 210,
the traffic distribution controller 208 will first search the
destination MAC address of the packet in the local MAC
address table. The MAC table shows the association of the
MAC address and the destination port can be one of the
uplink port or logical trunk port. In the case that the MAC
is associated to one uplink port, either 204 or 206, the traffic
will always be forwarded to that particular port and the
failover will not apply to this particular traffic. If the
destination is to the uplink trunk, the traffic distribution
controller 208 will execute the trunking distribution algo-
rithm to dispatch the packet to one of the uplink ports 204
or 206.

[0048] Selection of the physical port can be based upon
the hash key, which is generated by hashing the source MAC
and/or the destination MAC addresses.

MAC table at the first Node Board

MAC Address Control information Status Port/trunk port

MAC_b Trunk port 1
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-continued

MAC table at the first Node Board

Trunk port table for Trunk port 1 at the first Node Board

Hash Key Physical Port
0 Portla
1 Portlb
2 Portla
3 Portlb

[0049] The CPU of the first node board 200 controls the
load distribution of packet traffic among the uplink ports
(204 and 206) in the trunk port 207 by appropriately
assigning the physical ports “ON” in the trunk table.

[0050] When the CPU of the node board 200 is informed
of a link failure of, e.g., link 209, of the trunk port 207, the
CPU changes the status of all of the first uplink ports (204
and 214, also denoted as Ports 1a in the trunk table) and
second uplink ports (206 and 216) for the two redundant
node boards (200 and 202) in the trunk table. Therefore, all
packet traffic using the trunk port 207 will now be forced to
use the second uplink ports (206 and 216, also denoted as
Ports 1b in the trunk table). Failover is then achieved.

[0051] When the fabric node 104 detects a link failure of
any of its ports, the CPU of the fabric board is notified and
initiates the failover procedure. The fabric board propagates
failure to inform the other fabric board nodes. For example,
the CPU of the first SFB 104 signals the second SFB 106 of
the node board that connects to the failed link (i.e., now an
unreachable node). There exists an redirect bitmap 229 in
the first SFB 104 that indicates which port cannot be reached
by the other fabric node. When the link failure notice is
received, the CPU updates the redirect bit map 229 and
sends back an ACK. The redirect bitmap 229 works as a
forwarding domain for traffic received from the redirect link
so that the node boards with both uplinks working will not
receive two copies of a broadcast packet.

[0052] Packets received by the redirect link can only be
forwarded to the port connected to the node, as indicated in
the redirect node bitmap. By providing the redirect bitmap,
a node can be prevented from receiving a duplicate broad-
cast packet. If the redirect bitmap is not provided, a broad-
cast packet is forwarded to all the ports, including the
redirect port. The second SFB 106 will also broadcast the
packet. Consequently, all the nodes, except one uplink port
of the source node board 204, will receive two copies of
packets, one copy form each fabric board. By utilizing the
redirect bitmap, the second SFB 106 only forwards packets
to the unreachable nodes of the first SFB 104, without
sending to other nodes that receive packets from the first
SFB 104.

[0053] Since the traffic from the node with the failed link
will be redirected to the working link, the switch fabric
board with the failed link will no longer see the source MAC
address associated with the failed port. Thus, the MAC entry
on that node board will be aged out eventually. Conse-
quently, the packet with the destination to A will be flooded.
therefore, the CPU of the switch fabric board that received
the link failure notice shall set the status to ‘static’ for all
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MAC entries associated with the failed link port. The table
entries with the ‘static’ status will not be aged out.

[0054] After the first SFB 104 receives acknowledgement
(ACK) of the Link Failure message from the second SFB
106, the CPU of the first SFB 104 starts to failover to the
redirection port packets destined to the failed port by remap-
ping the failed port to redirection port.

[0055] On the transmit side, a transmission MAC module
periodically sends out a MAC heartbeat message when no
packets are currently being transmitted. The duration of the
heartbeat message is configurable. In the current implemen-
tation, the unit of the period is a time slot, 512-bit trans-
mission time, i.e., 51.2 usec for 10 Mbps and 5.12 usec 100
Mbps. If the link is actively sending regular packet traffic,
the link heartbeat message packet will not be transmitted,
allowing optimum bandwidth to the link when the link is
busy. This is one advantage over the link failure detection
done by CPU like spanning tree method.

[0056] Note that the PHY devices utilized for the uplink
ports and the switching fabric board are not restricted to
Ethernet devices, but can be other conventional backplane
PHY devices such as LVDS (Low Voltage Differential
Signaling). (LVDS is a low-power, low-noise differential
technology for high-speed transmission.)

[0057] Referring now to FIG. 3, there is illustrated a
flowchart of the failover process of a node board, according
to one embodiment. When a device detects a link failure, it
immediately enters the failover mode and redirects the traffic
on the failed link to a working link. Flow begins at a function
block 300 where a trunk port is created of redundant PHY
uplink ports. In a function block 302, link integrity check is
initiated for all ports. Flow is to a decision block 304 where,
if a link failure is not detected, flow is out the “N” path back
to the input of function block 302 to perform the next link
integrity check. On the other hand, if a link failure is
detected, flow is out the “Y” path of decision block 304 to
a function block 308 to failover the packet traffic to a
working port. Flow is then to a decision block 310 to
determine if the failover condition had been resolved. If not,
flow is out the “N” path to function block 308 to continue
failover of the packet traffic. If so, flow is out the “Y” path
of decision block 310 to function block 312 to resume
normal mode. Flow is then back to function block 302 to
perform the next integrity check.

[0058] Referring now to FIG. 4, there is illustrated a flow
chart of the failover process of a fabric board, according to
another embodiment. Flow begins at a function block 400
where the backplane system 100 is performing normal
functions in normal mode. In a function block 402, a link
integrity check is performed. In a decision block 404, if a
link failure is not detected, flow is out the “N” path back to
the input of function block 402 to perform the next link
integrity check. If a link failure is detected, flow is out the
“Y” path of decision block 404 to a function block 406 to
enable failover mode. In failover mode, link failure data is
transmitted to other fabric boards, as indicated in a function
block 408. A MAC table is then updated with the failed port
status information, as indicated in a function block 410.
Flow is then to a decision block 412 to determine if an
acknowledgement (ACK) signal has been received from the
other fabric boards. If not, flow is out the “N” path to
continue checking for receipt of the ACK signal. If the ACK
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signal has been received, flow is out the “Y” path of decision
block 412 to a function block 414 to map the failed port to
a redirect port, based upon redirect information contained in
the redirect bitmap. Packet traffic is then redirected accord-
ingly until failover is resolved. In a decision block 416, a
check is made to determine if failover has been resolved. If
not, flow is out the “N” path to a function block 418 to
continue operating in failover mode. Flow then loops back
to the input of decision block 416 to perform the next
failover recovery check. If link recovery has occurred, flow
is out the “Y” path of decision block 416 to a function block
420 where link recovery data is forwarded to the other fabric
board. The MAC table is then updated accordingly to reflect
the link recovery, as indicated in a function block 422. The
redirect bitmap is then updated to remove the redirection
information to the redundant port, as indicated in a function
block 424. The backplane system 100 then resumes normal
operating mode, as indicated in a function block 426. Flow
then loops back to function block 400 to begin performing
normal operation switch functions.

[0059] Referring now to FIG. 5, there is illustrated a state
diagram of the heartbeat signal from the sending side. Flow
begins at a function block 500 where the MAC link heartbeat
(LHB) signaling is enabled, and the status is designated as
“Ready”. If a LHB signal has been received, then the status
is designated as “OK”, as indicated in a function block 502.
In a decision block 504, it is determined if the link status is
“Pending”. If so, flow is out the “Y” path to a function block
506 to forward only CPU packet traffic. In a decision block
508, a check for link failure is made. If no link failure is
determined, flow is out the “Y” path to the function block
500 to continue enabling the MAC LHB signal.

[0060] On the other hand, if a link failure has been
detected, flow is out the “N” path of decision block 508 to
an End Terminal.

[0061] If a link status check is not pending, flow is out the
“N” path of decision block 504 to a decision block 510 to
determine if a packet is ready for transmission. If so, flow is
out the “Y” path to a function block 512 to forward the
packet, and reset the LHB timer. Flow then loops back from
function block 512 to decision block 504 to determine again
if the system is in a pending state for a link status update. If
a packet is not ready for transmission, flow is out the “N”
path of decision block 510 to a decision block 514 to
determine if the LHB timer has expired. If not, flow is out
the “N” path back to the function block 504 to check on the
link status. If the LHB timer has expired, flow is out the “Y”
path of decision block 514 to a function block 51 to send one
or more LHB packets. Flow is then back to the function
block 504 to again check on the link status.

[0062] Following is a format of the 64-byte link heartbeat
(HB) message (values in Hex).
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PAUSE operation is shared. The port MAC address field is
used as the Source MAC address, which is six bytes. The
Ethertype field is two bytes, and is 88-08, which indicates
the MAC control format. The 2-byte Opcode value is a value
that can be programmable (e.g., a value of 00-02), except the
value “00-01”, which has been defined as the flow control
frame in IEEE 802.3x. Both the transmitting and the receiv-
ing ends must use the same Opcode value. The 44-byte Pad
field adds forty-four bytes of zeros “00” to meet the 64-byte
minimum length of the Ethernet frame.

[0064] The HB control message format.

0 1 2 3 4 5 6 7

01 80 c2 00 00 01 00 00

00 00 00 00 88 08 00 02

00 00 00 00 00 00 00 00
CRC32

[0065] Referring now to FIG. 6, there is illustrated a state
diagram of the heartbeat signal from the receiving side. To
initiate a MAC module, power is applied, at which time all
ports are reset and the status changes to LINK READY. The
CPU enables the Heartbeat feature, and the MAC starts
sending the MAC LHB signal. The MAC waits for the
receiver to send its first LHB signal showing the equivalent
capability from remote device, and then changes the status
to LINK OK. Switched traffic is then forwarded. On the
receiving side, a MAC link detection module monitors the
arriving packets. If a good packet arrives within a predefined
window time from the last receiving frame (which time
window is denoted LINK_FAIL), then the link is in the
working mode. The value of the LINK_FAIL time window
is configurable, and usually set to approximately twice the
transmission period of the LHB message. A good packet
indicates that a good data frame or control frame including
a MAC heartbeat message has been communicated. Note
that the MAC LHB signal is absorbed at the MAC module
and cannot be forwarded to the CPU or other ports. Once the
MAC does not detect a frame within the LINK_FAIL
window, it will enter the LINK PENDING status and send
a HEARTBEAT LOST message to the CPU. When the MAC
receives N consecutive bad frames, it also enters the LINK
PENDING status. In the LINK PENDING status, the MAC
module stops transmitting switched traffic. However, the
CPU packet and the LHB packet will be continuously
transmitted in this state. The CPU may verify the final link
status by trying to communicate with the remote device. If
the connection cannot be resumed, this port enters LINK
Failure status.

Dest_ MAC_ad- SRC_MAC Ethertype(2) Opcode (2) Pad (44) CRC(4)
dress(6) _ address(6)

01-80-C2-00- Port MAC 88-08 00-02 Pad 44 “00” CRC-32
00-01 Address

[0063] As indicated, the Destination MAC Address field is
a 6-byte value, and is 01-80-C2-00-00-01. The address of the
Flow Control Message for IEEE Std. 802.3x Full Duplex
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[0066] Flow begins at a decision block 600 to determine of
the LHB has been enabled. If not, flow is out the “N” path
to an End terminal. Otherwise, flow is out the “Y” path to a
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function block 602 to receive the first LHB packet. The link
status is then set to “OK”.

[0067] Flow is to a function block 604 to reset both the
timer and error counter. In a decision block 606, the system
determines if an end-of-frame has been received. If so, flow
is out the “Y” path to a decision block 608 to determine if
the received frame was a good frame. If so, flow is out the
“Y” path to the function block 604 to reset both the timer and
counter in preparation for the next packet (or frame). If the
received frame was not good, flow is out the “N” path of
decision block 608 to a function block 610 to increase the
error count. Flow is then to a decision block 612 to deter-
mine the magnitude check on the error count. If the error
count is not greater than or equal to a predetermined value
N, flow is out the “N” path to the input of decision block 606
to determine if the next end-of-frame has been received. If
the error count of the error counter is greater than or equal
to a predetermined value N, flow is out the “Y” path to a
function block 614 to change the status to “Pending”. Flow
is then to a decision block 616 to determine if CPU verifi-
cation has failed. If so, flow is out the “Y” to the End
terminal. If CPU verification has not failed, flow is out the
“N” path to the function block 604 to reset both the timer and
error counter.

[0068] If an end-of-frame has not been received, flow is
out the “N” path of decision block 606 to a decision block
618 to determine of the LHB timer has expired. If not, flow
is out the “N” path to the input of decision block 606. If the
LHB timer has expired, flow is out the “Y” path of decision
block 618 to a decision block 620 to determine if packet
receiving is in process. If not, flow is to the function block
614 to change the status to “Pending” and to the decision
block 616 to determine if the CPU verification has failed. If
packet receiving is in process, flow is out the “Y” path of
decision block 620 to a decision block 622 to determine if
a good frame (or packet) was received. If so, flow is out the
“Y” path to the function block 604 to reset both the LHB
timer and the error counter. If a good packet was not
received, flow is to the function block 614 to change the
status to “Pending” and to the decision block 616 to deter-
mine if the CPU verification has failed.

[0069] In addition to the aforementioned link failure
detection schemes based on MAC heartbeat messages as
described hereinabove, there is described hereinbelow
another scheme to actively detect the failure of a connection
This scheme makes use of a common setting wherein when
a packet is received with identical source and destination
MAC addresses, the packet is bounced to its receiving
board. A node board can utilize this feature to detect the
connection failure.

[0070] The process used by this scheme is exemplified as
follows. The traffic distribution controller on the node board
has to monitor the receiving activities of all access ports. An
idle timer will be reset and started every time a good end of
packet has been received. If the controller does not receive
a good packet prior to the idle timer expiring, the controller
will send a special formatted probing packet to the switch
fabric board probing the link integrity. Using the bouncing
feature mentioned previously, the switch fabric board should
send the packet back to the node board. A timer is started
after the probing packet is sent. If the probing packet, or any
other good packet, is received before the timer expires, the
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connection is deemed to be working and the idle timer is
restarted. However, if the timer expires, then the link will
enter a failover state. The waiting period for the bounced
packet can be very short since the receiving side is currently
silent, meaning the output queue on the switch fabric board
is empty. The waiting time should only consist of transmis-
sion and switching latency.

[0071] The insertion of the special probe packet is not
limited to any particular layer of the traffic distribution
controller. The probe packet can be inside the MAC module,
or in the distribution module on top of the MAC. Moreover,
the probe packet can utilize the various packet formats based
on which module will bounce back the probe packet. Some
possible packet formats include, but are not limited to:

[0072] 1) Use the format of the PAUSE FRAME (as
described in U.S. application Ser. No. 0/284,856
filed Oct. 31, 2002 from which this application
claims priority and hereby incorporated by refer-
ence). The MAC module can bounce this type of
probe packet.

[0073] 2) Make the Source MAC address equal to the
destination MAC address as has been described
herein supra.

[0074] 3) Utilize the general control MAC format
where the Destination MAC address is in the range
from 01-80-C2-00-00-00 to 01-80-C2-00-00-FF. It
should be noted that the MAC address of the afore-
mentioned PAUSE FRAME address 01-80-C2-00-
00-01, a special case of this format. Most of the
Control MAC packets are forwarded to the CPU,
therefore, the CPU can bounce this kind of packet,
except for the PAUSE FRAME packet which is
processed at the MAC module.

[0075] 4) Send out the probe packet with a pre-
defined destination MAC address. At the receiving
side, the system can be set the pre-defined MAC
address in the MAC address table to associate to the
CPU port. Hence, the CPU can bounce the probe
packet back to the source port. It is possible that the
traffic distribution controller 208 can bounce the
probe packet by setting the MAC address table such
that this pre-defined destination MAC address is
associated to the same source port.

[0076] The idle expiration time is the main factor affecting
performance. In order to quickly detect actual link failures,
the idle period before sending the probe packet should be as
short as possible. However, by setting a short idle period,
this will increase the number of probing packets sent on the
transmission side, regardless of the volume of traffic flow.
Thus, to minimize transmission overhead, the timer should
be set for as long a period as possible.

[0077] The implementation of this link failure detection
scheme can also be reversed. In another embodiment, the
switch fabric board may send the probe packets and the node
boards would then handle packet bouncing. In yet another
embodiment, the implementation may be symmetric
wherein both sides can probe the link. However, a symmet-
ric implementation would increase transmission overhead,
especially when compared to the link heartbeat method
described hereinabove.
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[0078] The benefit of this scheme is that no additional
hardware is required on the side not using this scheme. Only
one side needs the embedded module for creating the
message, and the other side does not require special hard-
ware to detect this message. Instead the other side just
bounces the message to its receiving port by the regular path
without any special MAC module to help. For example if the
node board uses this scheme, no modification to the switch
fabric boards is required.

[0079] Referring now to FIG. 7, a method 700 that is
contemplated by the probe packet scheme. It should be noted
that as shown in FIG. 7, the method 700 utilizes both an idle
timer and an error counter as discussed hereinabove. As
those skilled in the art can readily appreciate, the method of
the present invention may be used with either the idle timer
or error counter separately, or in combination as shown in
FIG. 7.

[0080] The process begins at step 702. At step 704 it is
determined whether probe packet is enabled, that is whether
the system can properly handle a probe packet. If not, then
as shown at step 706 the process aborts.

[0081] If at step 704 it is determined that probe packet is
enabled, then as shown at step 708 the idle timer and error
counter is reset. Next at step 710 it is determined whether the
end of a frame has been received. If the an end of frame is
received, then processing proceeds to step 712 where it is
determined whether a good frame was received. If at step
712 a good frame was received, then the idle timer and error
counter are reset.

[0082] However, if at step 712 a bad frame was received,
then processing continues at step 714 wherein the error
count is increased. Then at step 716 the error count is
compared to a threshold value (N). If at step 716 the error
count is less than the threshold value, then processing
returns to step 710. However, if at step 716 it is determined
that the error count is above the threshold value, the pro-
cessing proceeds to step 724 wherein a probe packet is sent
and a probing timer is set.

[0083] If at step 710 the end of a frame has not been
reached, then processing begins at step 718. If at step 718 it
is determined that the idle timer has not expired, then
processing returns back to step 710. If at step 718 it is
determined that the idle timer expired, then as shown at step
720 it is determined whether receiving is in progress. If a
good frame is received, then processing returns to step 708
and the idle timer and reset counter are reset. If at step 720
nothing is being received, or at step 722 it is determined that
a bad packet was received after the idle timer expired, then
processing goes to step 724, triggering a probe packet and
starting a probing timer.

[0084] Step 724 may be reached either from step 722 after
a bad frame has been received and the idle timer has expired,
from step 720 when the idle timer expires and no packet is
in the process of being received, or from step 716 wherein
the error counter has exceeded a predetermined threshold.
After the probe packet has been sent, and the probe timer has
been started, at step 726 it is determined whether a response
was received for the probe packet within a predetermined
time. If a response was received within the allotted time,
then processing proceeds from step 726 to step 708 wherein
the idle timer and error counter are reset. However, if at step
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726 it is determined a response to the probe packet has not
been received within the allotted time, processing proceeds
to step 728. If at step 728 CPU verification has not failed,
then, then processing returns to step 708 wherein the idle
timer and error counter are reset, otherwise, the processing
ends as indicated by block 706.

[0085] Although the preferred embodiment has been
described in detail, it should be understood that various
changes, substitutions, and alterations can be made therein
without departing from the spirit and scope of the invention
as defined by the appended claims.

What is claimed is:
1. A method for determining failure of a communications
link, the steps comprising:

setting a timer for a predetermined interval;

resetting the timer to the predetermined interval whenever
a valid packet is received; and

sending a probe packet and setting a probe timer when the

timer expires.

2. The method of claim 1 further comprising changing the
status of the communication link to a failure mode when the
probe timer expires and a valid response to the probe packet
has not been received.

3. The method of claim 1, the steps further comprising
sending a probe packet and setting a probe timer after a
predetermined number of consecutive invalid packets are
received.

4. The method of claim 3 further comprising changing the
status of the communication link to a failure mode when the
probe timer expires and a valid response to the probe packet
has not been received.

5. The method of claim 1 wherein the probe packet
destination address is equal to the source address.

6. A computer-readable medium of instructions, compris-
ing:

means for setting a timer for a predetermined interval;

means for resetting the timer to the predetermined interval
whenever a valid packet is received; and

means for sending a probe packet and setting a probe
timer when the timer expires.

7. The computer-readable medium of instructions of claim
6 further comprising means for changing the status of the
communication link to a failure mode when the probe timer
expires and a valid response to the probe packet has not been
received.

8. The computer-readable medium of instructions of claim
6, further comprising means for sending a probe packet and
setting a probe timer after a predetermined number of
consecutive invalid packets are received.

9. The computer-readable medium of instructions of claim
8 further comprising means for changing the status of the
communication link to a failure mode when the probe timer
expires and a valid response to the probe packet has not been
received.

10. An apparatus for link failure detection on a high
availability Ethernet backplane, comprising:

means for setting a timer for a predetermined interval;

means for resetting the timer to the predetermined interval
whenever a valid packet is received; and
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means for sending a probe packet and setting a probe

timer when the timer expires.

11. The apparatus for link failure detection on a high
availability Ethernet backplane of claim 10 further compris-
ing means for changing the status of the communication link
to a failure mode when the probe timer expires and a valid
response to the probe packet has not been received.

12. The apparatus for link failure detection on a high
availability Ethernet backplane of claim 10, further com-
prising means for sending a probe packet and setting a probe
timer after a predetermined number of consecutive invalid
packets are received.

13. The apparatus for link failure detection on a high
availability Ethernet backplane of claim 12 further compris-
ing means for changing the status of the communication link
to a failure mode when the probe timer expires and a valid
response to the probe packet has not been received.

14. A backplane system comprising:

a plurality of node boards;
a plurality of switch fabric boards;

wherein each node of the plurality of node boards has a
single link to each of the plurality of switch fabric
boards

wherein at least one selected from the group consisting of
the plurality of node boards and the plurality of switch
fabric boards further comprises

means for setting a timer for a predetermined interval;

means for resetting the timer to the predetermined
interval whenever a valid packet is received; and

means for sending a probe packet and setting a probe
timer when the timer expires.
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15. The backplane system of claim 14 wherein the at least
one selected from the group consisting of the plurality of
node boards and the plurality of switch fabric boards further
comprises means for changing the status of the communi-
cation link to a failure mode when the probe timer expires
and a valid response to the probe packet has not been
received.

16. The backplane system of claim 14, wherein the at least
one selected from the group consisting of the plurality of
node boards and the plurality of switch fabric boards further
comprises means for sending a probe packet and setting a
probe timer after a predetermined number of consecutive
invalid packets are received.

17. The backplane system of claim 16 wherein the at least
one selected from the group consisting of the plurality of
node boards and the plurality of switch fabric boards further
comprises means for changing the status of the communi-
cation link to a failure mode when the probe timer expires
and a valid response to the probe packet has not been
received.

18. The backplane system of claim 14 wherein each
switch fabric board further comprises a redirect table; and

wherein when a switch fabric board detects a failed link,
the switch fabric board communicates failed link data
to the remaining switch fabric boards, causing the other
switch fabric boards to update their redirect tables.
19. The backplane system of claim 14 wherein the probe
timer is set for a minimum interval comprising a transmis-
sion and switching latency time period.
20. The backplane system of claim 14 wherein the probe
packet is inserted in a distribution module on top of a Media
Access Controller layer.
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