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Figure 9-29 Linksys SecureEasySetup Assigns a New SSID

Step 4 Click the Wireless Security subtab (see Figure 9-30). You see that SES has set the
wireless router to use WPA Personal (on some Linksys routers, this may be WPA or
WPA Pre-Shared Key) and TKIP mode. You also see that SES has generated a random
WPA preshared key (2iwitleatw9yphq?2 in this example). Write it down; you will need it
when you have to program wireless NICs that do not support SES.

Step 5 Click the Basic Wireless Settings subtab again. You are now ready to trigger the router
to accept new wireless NICs using SES. When you are ready (you may want to jump to
the section “Linksys SecureEasySetup on the Wireless NIC” before proceeding), click
the green padlock icon to begin the SES process. A confirmation dialog box appears, as
shown in Figure 9-31, stating that the SES process has been started. Click "#.
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Figure 9-30 Displaying the WPA PSK Generated by Linksys SecureEasySetup
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Step 6 The wireless router will now accept new connections from wireless NICs for about a
minute or two. During the acceptance period, the message shown in Figure 9-32 is dis-
played. When the router returns to the main menu, the SES acceptance period has ended.

Figure 9-32 Wireless Router Is Accepting New Connections
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It’s important that you synchronize the steps on the wireless router and wireless NIC you are con-
necting. You need to make sure the wireless router is accepting new clients at the time that you trig-
ger the NIC to associate itself (see the next section).

You can repeat Steps 5 and 6 as many times as necessary to connect a wireless NIC to the wireless
router. At a future time, if you need to add a new wireless NIC to your network, you can go straight
to Step 5. You should not start with Step 1 in this case, because Steps 1 through 4 are needed for your
network only when you initially set it up, not every time you add a new device.

As a caution, though, if you repeat starting from Step 1, you will reset all the security settings for
your wireless network and therefore have to repeat Steps 5 and 6 with each computer in your net-
work to obtain the modified settings.

Note: Alternatively, to enable SecureEasySetup to accept a new wireless device, you
can press the Cisco logo or the green circle with a padlock icon on the front of the
wireless router instead of following Steps 5 and 6. The logo or icon will start flash-
ing, indicating it is accepting new NIC clients. When it stops flashing, the acceptance
period has ended. By the way, you will see the icon flashing if you follow Steps 5
and 6 also.

%\3

{
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Linksys SecureEasySetup on the Wireless NIC

With Linksys SES, the wireless NIC obtains the WPA key (and SSID) directly from the wireless
router. To use SES, you need to first execute the steps in the preceding section for the wireless router,

up through Step 4. When you execute Step 5 in the preceding section, you need to execute the SES
process on the wireless NIC. Here is an example for a PCMCIA laptop NIC (Linksys WPC54G):

Step 1 Launch the Linksys WLAN Monitor by double-clicking the icon on the far right of your
Windows taskbar (the example shows a computer running Windows XP). If you do not

see such an icon, try going through Start > Programs > Linksys Wireless Card >

WLAN Monitor.

Step 2 Click the Profiles tab (see Figure 9-33).

Figure 9-33 Launch the WLAN Monitor Utility

& sz o G Sysiems, .

Profiles

Click the Profile name and the Connect button to use pre-configured wireless
network settings. Use the menu below to manage your wireless network's Profiles
and Advanced settings.
Profile ssiD Site Information
B et linksys Wireless Mode  Infastructure |
TammitRale  Auto
Channel Auto
Security Disabled
Authentication  Open
) Comnect.
|l-[am[|n|m[apn[mn

Secure® - Setup
Push Button

Adapter Is Active

ireless - G Notebook Adapter

Wireless Network Monitor v3.1

uoteiia WPC54G

Step 3 Click the green circle with a padlock icon on the right side of the dialog box (refer to
Figure 9-33). A dialog box appears telling you it is time to initiate SES on the wireless

router, as shown in Figure 9-34. Follow Steps 5 and
point and then return here.

6 in the previous section at this

Figure 9-34 Trigger Linksys SecureEasySetup on the Wireless Router

A Dvision o Cico Systens, nc.

Creating a Profile

| Whera can I find the button ? |

K

cncet | wew
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Step 4 Click Next on the WLAN Monitor utility. The wireless NIC retrieves the WPA pre-
shared key (and SSID) from the wireless router. Figure 9-35 shows a successful result,
where you can see that the random WPA key that was created by the router is now pro-
grammed into the NIC (2iwitleatw9yphq?2 in this example). Also notice that the SSID
has been reassigned to the one provided by the router as well (linksys_SES_64409 in
this example). Click Connect to Network.

Figure 9-35 Wireless Security Settings Are Retrieved

Linksys'

A Diviion of Cisca Systems, .

Congratulation !

‘You have successfully set up a secure wireless connection.
Click Save to save your configuration to a text file, or Print to print your configurations.

Your New Wireless Seltings

Network Name (SSID)  finksys_SES_E4409
Security WwPA-Personal
Passphrase 2iwitlieatwIyphg2

Save Print.

|
e ———

Step 5 A new wireless profile is created automatically by SES for the wireless network just

programmed using SES (see Figure 9-36). You can rename the profile to something
more recognizable if you want.

Figure 9-36 New Wireless Profile Created

LiNksYSs® Q@
A Dosion G e,
Profiles
Click the Profile name and the Connect button to use pre-configured wireless T
network settings. Use the menu below to manage your wireless network's Profiles ‘@g 74 _@?ﬁgﬁ ) |
and Advanced settings. =211y |
Profile SSID Site Information —
B cefaut k|| WiressMode  Infrastuctue |
SRR e || TammitRale  Auto
= o Channel Auto || 8
Security WPA-Personal \R
Authentication  Open |
3 I B ’ Secure: -y Setup
e ) Connect Push Button
| mew | e | wport | eport | oeete Adapter fs Active

55 - [ Notebook Adapter Wi Network Monitor ¥3.1 uoiia WPC54G

Step 6 Click the Link Information tab. The Signal Strength and Link Quality should show
green bars, indicating a connection to the wireless router (see Figure 9-37).
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Figure 9-37 Successfully Connected
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You can repeat this process with each wireless NIC, each time triggering SES to accept clients on the
wireless router and then triggering SES on the wireless NIC to retrieve its wireless security settings
from the router. In other words, you need to follow this procedure for every NIC that is capable of
being set up using SES.

Each time you add a new NIC, check to see whether the connection is established to the wireless
router.

Setting Up Wireless Encryption with Linksys EasyLink Advisor

As discussed in Chapters 7 and 8, there is a new software setup utility for Linksys routers (under
development at the time of this writing) named EasyLink Advisor. EasyLink provides a simplified
way to set up wireless routers and add wireless computers to the network.

You also can use EasyLink to aid in the setup of wireless security. Before starting, you need a USB
memory stick. Similar to Chapter 8, if the computer runs Windows XP and higher, we can use
EasyLink to create a wireless profile on a USB memory stick, including the wireless security settings
(see Figure 9-38), and then simply plug that USB memory stick into the computer we want to join
the secure wireless network, automatically updating the wireless profile with the security settings.

Note: In Figure 9-38 you see that 128-bit WEP is being referenced. At the time of this
I' writing, 128-bit WEP is the encryption option that Linksys EasyLink Advisor sup-
ports. Newer versions of EasyLink may support additional encryption types.

'\
e

(

Also at the time of this writing, using a USB memory key to set up wireless security
using EasyLink Advisor works only for computers running Windows and higher, and
only when using the Windows Wireless Network Connection utility. It does not work
if a separate program utility is required to manage wireless NICs, including the
Linksys WLAN Monitor program or other manufacturers’ wireless connection man-
ager programs.
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Figure 9-38 Setting Up Wireless Encryption with Linksys EasyLink Advisor

indows Wireless Network Connection Utility

1. Run EasyLink ConnectPC utility from
USB memory stick.

Linksys EasyLink Advisor
2. Automatically enable WEP 128-bit encryption.

. Turn on encryption (such as WEP 128-bit).
. Automatically generate a passphrase
and WEP key. n
Create a USB memory key. ! /5
Write down/print out WEP key information. Wireless NIC ~ Computer
4"
hO) OR
*
Your Wireless
Router
*
—/

Wireless NIC ~ Computer
Linksys WLAN Monitor Utility

=

1. Turn on encryption (such as WEP 128-bit).

2. Generate WEP key from passphrase.

If you are using an older version of Windows (for example, Windows 2000 or 98SE), the EasyLink

program helps you print out the wireless profile security settings you need. Then, you have to use the
printout to manually configure the wireless security settings on your wireless NIC using a wireless
connection manager program, like the example shown earlier in “Enabling WEP Encryption on the
Wireless NIC” for the Linksys WLAN Monitor program.

We will continue the example started in Chapters 7 and 8, with a Linksys WRT54G wireless router
and two computers with wireless NICs, both running Windows XP.

Linksys EasyLink Advisor on the Wireless Router

When you are using EasyLink Advisor to manage your home network, the first step to setting up
encryption is to set up the wireless security parameters on the wireless router. The steps for doing so
are as follows:

Step 1 On the computer with Linksys EasyLink Advisor installed, launch the EasyLink
Advisor program by double-clicking its icon on the running tasks taskbar or by choos-
ing Start > Programs > Linksys EasyLink Advisor. You should see the network.
Click the Actions tab and then click Secure My Wireless Network, as shown in Figure
9-39.
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Figure 9-39 Secure Wireless Network with Linksys EasyLink Advisor
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Step 2 The Wireless Security Wizard starts up, as shown in Figure 9-40. Click Next.

Figure 9-40 Start the Wireless Security Wizard
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(¥) Benefis of ¥Wireless Security
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Cancel

Step 3 Click the Override Current Wireless Settings radio button, as shown in Figure 9-41.

Step 4

Click Next.

The Wireless Security Wizard turns on 128-bit WEP on the wireless router, creates a

random WEP passphrase, and generates a WEP key from the passphrase. When com-

plete, the dialog box shown in Figure 9-42 is displayed. Click the Yes, I Have

Computers or Other Devices That Are Wireless radio button and then click Next.
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Figure 9-41 Secure the Wireless Network
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Step 5 The Wireless Security Wizard displays the wireless security settings it created, as shown
in Figure 9-43. Write them down in your notebook and print them out. Click Next.

Step 6 The Wireless Security Wizard asks if you have an additional computer to add, as shown
in Figure 9-44. Click Yes, I Have an Additional Computer to Add and then click
Next. Even though you already said Yes in Step 4 to add computers, you must say Yes
again in Step 6.
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Figure 9-43 Write Down and Print Out the Wireless Security Settings
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Figure 9-44 Yes, We Want to Add an Additional Computer
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Step 7 The Wireless Security Wizard asks you if the additional computer is wired or wireless,
as shown in Figure 9-45. Click Wireless and then click Next.

Step 8 The Wireless Security Wizard then asks you to plug in a removable media device, as
shown in Figure 9-46. Plug a USB memory stick into an open USB port on the comput-
er running EasyLink and click Next. The Wireless Security Wizard confirms the loca-
tion you want to save the wireless profile to (on the USB memory key, in this example
E:/). Click Next.
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Figure 9-45 Yes, It Is a Wireless Computer
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Figure 9-46 Wireless Security Wizard Requests to Plug in USB Memory Key
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Step 9 The Wireless Security Wizard saves a program file to the USB memory key, as shown
in Figure 9-47. You can now remove the USB memory key and take it to the computer
you want to add to your wireless network.

Step 10 If you click the My Network tab (as shown in Figure 9-48), you will notice that only
the wired computer appears on the network diagram, not the wireless computers. This is
normal, because we changed the wireless security settings but have not yet changed the
corresponding settings on the computers.
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Figure 9-47 Wireless Profile Program Saved on the USB Memory Key
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Figure 9-48 Wireless Connected Computers No Longer on the Network Diagram
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Using EasyLink Advisor to Add Encryption to Wireless NICs

As discussed in Chapter 8, you can manage the wireless connection in each of your computers in a
couple of different ways, including with the Windows Wireless Network Connection utility or the
Linksys WLAN utility. The same wireless connection manager you use to associate and set up wire-
less connections is used to also enable wireless security.

The sections that follow show two examples:

m A Windows XP laptop with a built-in wireless NIC that we set up using the Windows Wireless
Network Connection utility
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m A Windows XP laptop computer with a PCMCIA wireless card that we set up with the Linksys
WLAN utility

EasyLink Advisor with Windows-Managed NICs

For wireless NICs that are managed with Windows Wireless Network Connection utility, we can easi-
ly transfer the wireless security settings from the wireless router to the wireless NIC using a USB
memory key. The following steps show how to do so:

Step 1 Plug in the USB memory key to an open USB port. Double-click My Computer and
then double-click the USB memory key “drive” (E:/ in this example). You will see a
program on the USB memory key named LinksysConnectPC.exe. Double-click the pro-
gram icon to launch the program.

Step 2 A very small version of the Linksys EasyLink Advisor program starts executing on the
computer you are adding to the wireless network, as shown in Figure 9-49. Click Next.

Figure 9-49 Linksys EasyLink Advisor Wireless Profile Creator Utility Launches

s Easylink Advisor o

Wireless Setup of Your Computer

EasyLink Advisor will set up a wireless connection between your
camputer and the Router.

Click Next ta begin.

(¥) Benefits of Wireless

Cannectivity
(¥) How ta Find Out if Your
Computeris Wireless

Computers Wireless Settings

Step 3 The program modifies the wireless profile with the wireless security settings and re-
establishes the wireless connection (see Figure 9-50).

Step 4 As shown in Figure 9-51, the program creates a wireless profile using the wireless net-
work information from the wireless router (that it has stored on the USB memory key).
Click Finish.

Note: The window shown in Figure 9-51 makes a reference to removing the network
cable. If you had previously connected the computer to the network with a cable,
you can remove it at this point. If this is the first time connecting the computer to
the network, ignore the comment.

%\3

Q
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Figure 9-50 Linksys EasyLink Advisor Re-Establishing the Wireless Connection
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Figure 9-51 Wireless Profile Created
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Router.

|E| Click here 1o test your Internet Cannection with your web browser,

©

| Finish |

Step 5 Go back to the computer where the (main) EasyLink Advisor program is installed and
see if the router now “sees” the computer we just added. Click the My Network tab. As
shown in Figure 9-52, you can see graphically that there are two computers now con-
nected to the wireless router: Computerl, which is the computer we used in Chapter 7
to set up the wireless router, and now the computer designated as Susie, which is the
computer we just re-joined to the wireless network.

At this point the wireless profile should be created, including the wireless security settings, and your
wireless NIC should reassociate with your wireless router. Just like in the other examples, start your
Internet browser and see if you can browse a web page. You can now remove the USB memory key
and take it to the computer you want to add to your wireless network.
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Figure 9-52 Computer Reappears in the Network Diagram
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Note: The USB memory key you created is valid until you change any of the settings
on your wireless network. We recommend keeping it handy; hang it on the side of
your refrigerator or in some other easily accessible place. When you have guests
staying at your home who want to connect to your wireless network, you can hand
them the USB memory key and walk them through creating a wireless profile on
their Windows XP laptop.
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EasyLink Advisor with Linksys Utility—Managed NICs
Now, let’s walk through an example of setting up encryption on a computer running Windows XP,
using a PCMCIA wireless NIC (Linksys WPC54G) and the Linksys WLAN utility.

In this case, we cannot propagate the wireless security information automatically using a USB media
key like we did earlier. We need to take the printout of wireless security settings from EasyLink
Advisor and manually enter the key information. The steps to do so follow:

Step 1 Launch the Linksys WLAN Monitor by double-clicking the icon on the far right of your
Windows taskbar (the example shows a computer running Windows XP). If you do not
see such an icon, try going through Start > Programs > Linksys Wireless Card >
WLAN Monitor.

Step 2 Click the Profiles tab. Select the profile for your home wireless network, and click Edit
at the bottom of the screen, as shown in Figure 9-53.

Step 3 No changes are needed to the network settings. Click Next. The Wireless Security win-
dow appears (see Figure 9-54). Choose WEP and click Next.
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Figure 9-53 Select and Edit the Wireless Profile
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Step 4 A second Wireless Security settings window appears (see Figure 9-55). From the WEP
field, choose 128 Bits.

Figure 9-55 Enter the WEP Key
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Step 5 Enter in the Passphrase field the passphrase exactly as it appears in the printout from

EasyLink Advisor, when you enabled security on the router (vulxae for this example).

You will see the WEP key being built as you enter the passphrase. After you enter the

complete passphrase, click Next.

Make sure to enter the passphrase exactly as it appears on the printout.

Lowercase a is different from uppercase A. The two keys (on the router and on the wireless

card) must be identical.

Step 6 A confirmation window appears (see Figure 9-56). Double-check the new security set-

tings and click Save (with some Linksys wireless NICs, the option may be Connect to

Network).

Figure 9-56 Confirm and Activate the New Settings
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Step 7 Click the Link Information tab. If you entered everything correctly, the Signal Strength

and Link Quality should reappear as green bars, as shown in Figure 9-57.

Figure 9-57 Successfully Connected
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Step 8 Go back to the computer where the (main) EasyLink Advisor program is installed and
see if the router now “sees” the computer we just added. Click the My Network tab. As
shown in Figure 9-58, you can see graphically that there are three computers now con-
nected to the wireless router: Computerl, which is the wired computer we used in
Chapter 7 to set up the wireless router, and now Computer2 and Computer3 (which we
named Susie and John), which are the computers we just added wireless security to.

Figure 9-58 Computers Reappear in the Network Diagram
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Again, the green bars may or may not be solid the whole way across. It depends on the strength of
the wireless signal and how far away you are from the wireless router, much like a cell phone. If the
link information shows no connection, you may have entered something incorrectly. Repeat the steps
and double-check the settings, particularly that the passphrase is typed in exactly the same on the
router and the wireless NIC. Also see the troubleshooting information in Part IV of this book, partic-
ularly Chapter 10.

You can further test the connection by trying to browse the Internet. Launch your web browser (such
as Internet Explorer) and see if you can browse a web page.

More Wireless Security Steps

Enabling encryption is the most critical step to securing your wireless network. With that completed,
there are a couple more simple steps you can take to make your wireless network secure. These steps
by themselves will not provide bullet-proof security, but they do add to the security you have just
implemented and they only take a few moments each to implement. First, we can stop “advertising”
to other wireless NICs. Then, we can make sure the firewall function is enabled on the wireless
router. Finally, we can make sure our NICs do not unintentionally roam to other wireless routers.
These steps are discussed in the next few sections.
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