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40- Receive signal informing of a 
topology change at a port, such as 
when a host, ie a computer, 
connects to the network. 
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421 - Update, distribute/sync 
host information data to other 
interested network 
switches/routers. 

420- Receive forwarded host information associated with the host that 
caused the topology change, including: 

a) Layer 2 MAC address: 
b) Layer 3 IP address (static or dynamic); 
c) Device Type: 
d) Location, including the Switch and port information, 

from the associated access Switch. 

- V 

430 - Compare the host 
information to the current data 
table of host information, 

44 - Block unauthorized 
-b device. 

w 

440 – Compare the host 
information to a black list and/or 
a white list of host information. 

45 - Block unauthorized 
- device. 

w 

450 - Authenticate the new device 
by receiving authentication data 
either directly from the host or via 
a AAA server. 

461 - Block unauthorized 
- device. 

w 

460 - Update the host information data table stored in the core switch or on a 
location server. 

470 - Transmit host information data table update to all applicable switches. 
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410 – Receive signal informing of a 421 - Update, distribute/sync 
topology change at a port, Such as host information data to other 
when a host, ie a computer, interested network 
connects to the network. Switches/routers. 

420 – Receive forwarded host information associated with the host that 
caused the topology change, including: 

a) Layer 2 MAC address: 
b) Layer 3 IP address (static or dynamic); 
c) Device Type: 
d) Location, including the Switch and port information; 

from the associated access Switch. 

430 - Compare the host 441 - Block unauthorized 
information to the current data device. 
table of host information. 

440 - Compare the host 451 - Block unauthorized 
information to a black list and/or device. 
a white list of host information. 

450 - Authenticate the new device 461 - Block unauthorized 
by receiving authentication data device. 
either directly from the host or via 
a AAA Server. 

460 - Update the host information data table stored in the core Switch or on a 
location server. 

470 - Transmit host information data table update to all applicable Switches. 

FIGURE 4 
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521 - Update, 
distribute/sync host 
information data to other 

510 - Detect a topology 
change at a port, Such as 
when a host, ie a 

DISCONNECT 

interested network 
Switches/routers. 

computer, connects to 
the network. 

CONNECT 

520 - Receive the host information and authentication data 
associated with the host that caused the topology change, including: 

a) Layer 2 MAC address; 
b) Layer 3 IP address (static or dynamic): 
c) Device Type. 

530 – Forward host information, authentication, and corresponding 
Switch and port data towards core Switch. 

540 – 
Authenticated? 

550 - Receive host 
information table 
update. 

560 - Allow 561 – Block Host. 
connection to 
network. 

FIGURES 
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1. 

ADDRESS SECURITY IN A ROUTED ACCESS 
NETWORK 

RELATED APPLICATIONS 

The present application claims priority under S35 U.S.C. 
119(e) to U.S. provisional patent application No. 61/017.625 
filed Dec. 29, 2007 entitled “Address Security In A Routed 
Access Network' assigned to the Assignee of the present 
application, Cisco Technology, Inc. of San Jose, Calif., the 
disclosure of which is incorporated herein by reference for all 
purposes. 

TECHNICAL FIELD 

The present disclosure relates to address security in routed 
access networks. More specifically, the present disclosure 
relates to methods and systems for providing multi-layer 
address security incorporating Layer 2 Media Access Control 
(MAC) addresses and corresponding Layer 3 Internet Proto 
col (IP) addresses for host machines on a routed access net 
work. 

BACKGROUND 

In today's network security technology, there are two main 
types of protection; layer 2, or Media Access Control (MAC), 
protection, or layer 3, or Internet Protocol (IP) protection. 

Layer 2 protection incorporates feature where when the 
maximum number of secure MAC addresses is reached on a 
secure port and the source MAC address of the ingress traffic 
is different from any of the identified secure MAC addresses, 
or if the traffic with a secure MAC address as its source that is 
already configured or learned on anothersecure port attempts 
to ingress through a different secure port, a security violation 
is generated. This practice is known as port security and is a 
layer 2 recommended best practice for security. 
When Layer 3 routing is pushed to the access layer, the 

access Switches not directly connected to the end device, get 
to see the IP addresses and not the MAC addresses of con 
nected devices, as the routing protocols only distribute the IP 
addresses. While this allows for layer 3 IP protection proto 
cols to be in effect, it breaks the layer 2 protection security 
protocols. Pushing routing to the access layer, has another 
undesired side effect, in that it eliminates the possibility of the 
network infrastructure devices (like switches) present in the 
earlier (before pushing routing to the access layer) layer 2 
network from validating the binding of the source MAC 
address and source IP address for the data traffic, and identi 
fying conditions when an IP address is, for example, being 
spoofed. 

OVERVIEW 

In one embodiment of the present disclosure providing one 
or more Switches in the network, providing one or more host 
devices for accessing the network, providing a database of 
host information, accessible by at least one of the one or more 
switches in the network, storing the database of host infor 
mation in each Switch in the network, and synchronously 
updating the database of host information accessible by at 
least one of the one or more switches in the network and the 
database of host information stored in each switch in the 
network when a change in the topology of the network is 
detected based at least in part on one or more of an end host or 
end device connectivity change detection in the network, is 
provided. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of a routed access network, 
including core Switches, distribution or intermediary 
Switches, access Switches, and host or end point machines or 
devices, for practicing one or more embodiments of the 
present disclosure; 

FIG. 2 is a block diagram of a routed access network, 
including core Switches, distribution or intermediary 
Switches, access Switches, host or end point machines or 
devices, and additionally containing a location server, 
authentication authorization accounting (AAA) server, and 
dynamic host configuration protocol (DHCP) server, for 
practicing one or more embodiments of the present disclo 
Sure; 

FIG. 3 is a sample data table of host information, for 
practicing one or more embodiments of the present disclo 
Sure; 

FIG. 4 is a flow chart illustrating the commands executed 
by the core Switches in the routed access network, for prac 
ticing one or more embodiments of the present disclosure; 

FIG. 5 is a flow chart illustrating the commands executed 
by the access Switches in the routed access network, for 
practicing one or more embodiments of the present disclo 
Sure; and 

FIG. 6 is a representation of a routing apparatus device for 
practicing one or more embodiments of the present disclo 
SUC. 

DESCRIPTION OF EXAMPLE EMBODIMENTS 

FIG. 1 is a block diagram of a routed access network, 
including core Switches, distribution or intermediary 
Switches, access Switches, and host or end point machines or 
devices, for practicing one or more embodiments of the 
present disclosure. Referring to FIG. 1, a basic routed access 
network includes core switches 110, 111, distribution or 
intermediary switches 121, 122, access switches 131-134, 
and host devices 141-145, linked together over a wired or 
wireless network, and generally connected to the internet 
100. The number of switches and maximum host devices is 
variable depending upon the size of the network, and for Small 
networks, the distribution or intermediary switches are not 
necessary. 

Referring still to FIG. 1, data from the host devices 141 
145 is generally routed through the access switches 131-134, 
also referred to as forwarders, then through the distribution or 
intermediary switches 121, 122, and to the core switches 110. 
111, which may be connected directly to the internet or to the 
data center switches. Each host device 141-145 has a unique 
and distinctive host address associated with it. This address is 
made of two main layers of information; the layer 2 media 
access control (MAC) address and the layer 3 internet proto 
col (IP) address. The MAC address, also know as the Ethernet 
hardware address (EHA), is generally a globally unique iden 
tifier attached to most network adapters, and acts as a name 
for the particular network adapter. Most MAC addresses use 
one of the IEEE standardized protocols; MAC-48, EUI-48(R), 
and EUI-64(R). The IP address is generally a location address 
in a network. There are currently two main versions of IP and 
their associated IP address families; IPv4 and IPv6. IP 
addresses can be either static or dynamic, and are generally 
unique within a network, however, unlike MAC addresses, 
are usually not globally unique. 

FIG. 3 is a sample data table of host information, for 
practicing one or more embodiments of the present disclo 
sure. Referring to FIGS. 1 and 3, in one embodiment of the 
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present disclosure, when an access switch 131-134 detects the 
connection of a new host device 141-145 to the network, the 
host information data of the host device 141-145 is received 
by the access switch 121-124 and is forwarded to the core 
switches 110, 111. The host information provided by the host 
device 141-145 includes both the MAC address and the IP 
address of the device, which is forwarded along with port and 
forwarder information determined by the access switch 131 
134 to the core switches 110, 111. The host information is 
compared to a data table of host information 300, and it is 
determined if the host device 141-145 is authorized to access 
the network. Including both the MAC address 301 and IP 
address 302 of the host device helps eliminate the practice of 
spoofing, which is when an unauthorized host device trans 
mits an IP address 302 corresponding to a different host 
device, in order to gain access to the network. It is much more 
difficult to counterfeit both a MAC address 301 and an IP 
address 302 of a host device in order to gain unauthorized 
access to the network, and additionally, with the incorpora 
tion of the data table of host information 300, the network can 
determine if the host device corresponding to the MAC 
address 301 and IP address 302 forwarded is already con 
nected to the network from a different location based on the 
port and forwarder information provided by the access switch 
121-124. The overall result is a multi-layered security mea 
sure to protect the network from access by unauthorized host 
devices. 

Referring to FIG.3, the host information data table 300 can 
include many different categories of information for host 
devices 141-145. In addition to the MAC address 301 and the 
IP address 302, the data table 300 may include information 
such as the IP address type 303, virtual local area network 
(VLAN) identification 304, the address of the forwarder 305 
the host device is currently connected to, or the specific port 
306 the host device is currently connected to. Furthermore, 
the host information data table 300 may include identification 
tags for easier grouping of users and locations. For example, 
there may be tags for, but not limited to, the meta role of the 
specific user 307 logged in to the network device, a device 
security posture status defining group 308, and a specific 
device type 309. The data included in the data table in FIG.3, 
is an example of a host information data table 300 for a routed 
access network for a location Such as a hospital. 

FIG. 2 is a block diagram of a routed access network, 
including core Switches, distribution or intermediary 
Switches, access Switches, host or end point machines or 
devices, and additionally containing a location server, 
authentication authorization accounting (AAA) server, and 
dynamic host configuration protocol (DHCP) server, for 
practicing one or more embodiments of the present disclo 
sure. Referring to FIG. 2, FIG. 2 is another possible arrange 
ment for a routed access network including a core Switch 210, 
distribution switches 221-222, access switches 231-234, host 
devices 241-245, a location server 211, an AAA server 212, 
and a DHCP server 213. 

Referring to FIGS. 1, 2 and 3, in one embodiment of the 
present disclosure, the data table of host information 300 is 
stored in the core switches 110, 111. The data table 300 is 
updated whenever a topology change in the network occurs, 
Such as a connection or disconnection of a host device. In a 
different network arrangement, the data table of host infor 
mation 300 may be stored on a separate location server 211, 
coupled to the core switch 210, freeing memory space in the 
core switch 210. The AAA server 212 may be included in the 
network arrangement for the purposes of authenticating host 
devices 241-245 that do not have the capability of transmit 
ting their own authentication data. The DHCP server 213 may 
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4 
be included for the network to have the added ability of using 
dynamic IP addresses for host devices 241-245 connected to 
the network. 

Referring back to FIG. 1, in one embodiment of the present 
disclosure, a copy of the host information data table 300 is 
stored in every switch in the network. In this case, when a 
topology change. Such as a connection or disconnection of a 
host device 141-145, occurs in the network, a synchronous 
update of the host information data table 300 is distributed 
throughout the network. Two possible distribution protocols 
are Service Advertisement Framework protocols and Open 
Shortest Path First protocols. It is understood and incorpo 
rated herein that other possible protocols may be used to 
distribute the updated host information data table throughout 
the network. 

Referring back to FIG. 2, in another embodiment of the 
present disclosure, the data table of host information 300 is 
stored on a location server 211. The core switch 210 and the 
access switches 231-234 are all linked to the database of host 
information 300 stored on the location server, however, as it is 
not necessary for the distribution or intermediary switches 
221, 222 to access the host information data table 300, these 
switches are not linked to the location server. This method 
serves to save memory in each of the Switches as it does not 
require memory to be used to store the data table of host 
information 300 in each individual switch. 

Referring to FIGS. 1, 2, and 3, in yet another embodiment 
of the present disclosure, the host information data table 300 
is also useful for the operation of troubleshooting the net 
work. Since the location and host information for every host 
device 141-145, 241-245 and every switch is located in the 
host information data table 300, it is much simpler to find 
where any possible problems are occurring and allow for 
quicker troubleshooting. Previously, troubleshooting had to 
be done in a sequential manner, moving through each Switch 
until the desired host was reached. With the incorporation of 
the host information data table 300, network administrators 
can tell specifically where the troubled device is located, both 
in a network setting and physically by the Switch and port 
location and Subsequent device tags. 

FIG. 4 is a flow chart illustrating the commands executed 
by the core Switches in the routed access network, for prac 
ticing one or more embodiments of the present disclosure. 
Referring to FIGS. 2, 3, and 4, in one embodiment of the 
present disclosure, the first step executed by the core switch 
210 is to receive a signal informing of a topology change in 
the network 410. This topology change can be either a con 
nection of a host device, a disconnection of a host device, or 
a change in user of a host device. In the case that the topology 
chance is the disconnection of a device or a user logging out 
of a connected host device, the core switch 210 simply 
updates 421 the data table of host information 300 located in 
either the core switch itself 210 and all the other switches in 
the network, or a location server 211, where only the core 
switch 210 and access switches 231-234 are informed of the 
update. In the case that the topology change is a connection of 
a host device 241-245 or the logging in of a user, the core 
switch 210 then executes a procedure of security authentica 
tion and verification. The first step in the security authentica 
tion and verification procedure is to receive the host informa 
tion 420 associated with the connected host device 241-245. 
This information can include the MAC address 301, IP 
address 302, IP address type 303, VLAN ID 304, forwarder 
address 305, port location 306, logged in user role 307, group 
308, or device type 309. 

Still referring to FIGS. 2, 3, and 4, once the core switch 210 
has received the host information data from the host device 
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241-245 and access switches 231-234, the data is then com 
pared with the current host information data table 300 to 
check if the specific user or device is already currently con 
nected 430. These check are to protect against spoofing, or 
stealing an IP address to pretend to be an authorized device in 
order to connect to a network without authorization. Should 
the host information data received have an IP address or MAC 
address that shows to be the same as another device already 
authorized and connected to the network, the core switch will 
determine that spoofing has occurred and the intruding 
machine will be blocked, regardless of which port it is con 
nected to, and network security notified in order to protect the 
security of the network 441. Should it be determined that the 
IP address 302 and MAC address 301 are unique, the core 
switch 210 may then optionally compare the host information 
with a black list and/or a white list of host information, 
including IP address 302 and MAC address 301, to check if 
the particular host is either authorized or banned from access 
ing the network 440. Should the host information be on the 
black list or not on the white list, the host device would then 
be blocked from accessing the network 451. Should the host 
information pass the white list or black list, the core switch 
would move on to the authentication process. 

The device authentication may be done by either receiving 
the device authentication information forwarded directly 
from the host device 241-245, or via an AAA server 212450. 
In the case that the host device is not authenticated, the device 
would be blocked from accessing the network 461. Should 
the host device pass the authentication process, the core 
switch 210 would then update the host information data table 
300, located on the core switch 210 or a location server 211, 
to indicate the connection of the new authorized host 460. 

In the case that the host information data table 300 is stored 
on the core switch 210 and all the other switches in the 
network, the core switch 210 would then forward the updated 
host information data table to all the other switches in the 
network, distributing the update synchronously to all the 
other switches using either Service Advertisement Frame 
work protocols or Open Shortest Path First protocols. Alter 
natively, the data table of host information 300 could be 
stored on a location server 211, where only the core switches 
210 and access switches 231-234 have access to the updated 
data table of host information 300 470. 

FIG. 5 is a flow chart illustrating the commands executed 
by the access Switches in the routed access network, for 
practicing one or more embodiments of the present disclo 
sure. Referring to FIGS. 2 and 5, in one embodiment of the 
present disclosure, the first step executed by the access Switch 
is to detect a topology change, such as a connection or dis 
connection of a host device 241-245 from the network. In the 
case of a disconnection from the network, the access Switch 
231-234 would forward a signal to accordingly update the 
data table of binding information 300 to the core switch. In 
the case of a connection of a host device 241-245 to the 
network, the access switch 231-234 would then receive the 
host information and authentication data from the host device 
241-245, including the MAC address, IP address, and device 
tag 520. The access switch 231-234 would then forward the 
host information and authentication data received from the 
host device 241-245, along with its own access switch loca 
tion data and the corresponding port information data towards 
the core Switch 210 for authentication 530. 

In the case where the response from the core switch 210 is 
that the host device 241-245 is not authenticated, the Switch 
will close the port to which the device is connected. However, 
should the device beauthenticated, the access switch231-234 
will receive the updated host information data table 300 either 
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6 
directly from the core switch 210 via the synchronous update, 
or via access to the location server 211 550. Once authenti 
cation has been confirmed and the updated host information 
data table 300 is received, the access switch 231-234 will 
allow the host device 241-245 to connect to the network. 

FIG. 6 is a representation of a routing apparatus device for 
practicing one or more embodiments of the present disclo 
sure. The device 600 includes a network communication 
interface 610 with one or more communication terminals 
611-61n, coupled to one or more processors 640, which will 
execute a set of instructions 630 encoded onto a memory 620. 
The program code 630 encoded onto the memory 620 is a set 
of instructions that when executed by the one or more pro 
cessors defines the above method of providing address Secu 
rity incorporating layer 2 Media Access Control (MAC) 
addresses and corresponding layer 3 Internet Protocol (IP) 
addresses for host machines on a routed access network. 

In one aspect of the present disclosure, there are provided 
method, system and computer program product to implement 
address security in a routed access network that has a multi 
layer security measure. The security measure may include in 
one aspect, the layer 3 IP address security layer and the layer 
2 MAC address security layer. 

In one embodiment of the present disclosure, a data table of 
host information data is kept on the network. This data table 
of host information includes both the MAC address and the IP 
address of each host connected to the network. With both 
MAC and IP addresses tracked by the network security pro 
tocols, it becomes Substantially more difficult to gain unau 
thorized access to the network. This is done by creating Secu 
rity violations based upon detecting either MAC addresses, IP 
addresses, or both, at unauthorized ports. The host informa 
tion data table is synchronously updated on all applicable 
Switches upon any end host or end device connectivity change 
in the access layer of the network. 

In another embodiment of the present disclosure, addi 
tional device information can be included in the host infor 
mation data table. Such information can include, but is not 
limited to, the specific switch and port location of the host 
device, device tag information to disclosure the type of device 
connected, different device groups, and physical locations of 
devices corresponding to specific Switch and port locations. 
All these categories assist in determining if an unauthorized 
device is attempting to penetrate the network, as any of the 
categories can be compared with the host information data 
table information to check if the received information is con 
sistent with what is expected. 

In yet another embodiment of the present disclosure, the 
use of the host information data table can also be imple 
mented for the use of optimizing troubleshooting. While 
today, for troubleshooting, network administrators must go 
from switch to switch through the tree to discover the prob 
lems, with the use of the host information data table, a net 
work administrator can directly determine a device type and 
location without needing to travel through the entire branch of 
Switches. 

Accordingly, a method in one aspect of the present disclo 
Sure includes providing one or more Switches in the network, 
providing one or more hosts for accessing the network, and 
providing a database of host information, accessible by at 
least one of the one or more switches in the network, where 
when one or more of the switches detects an end host or end 
device connectivity change. Such as the connection, discon 
nection, or relocation of a host, in the network, the database of 
host information is updated. 
The database may include one or more of the host's MAC 

address, IP address, Switch location, port location, and device 
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tag, and further, where the IP address may be dynamic, and 
where the database of host information may include a device 
type tag corresponding to the host information. 

In another aspect, a copy of the database of host informa 
tion may be stored in every switch in the network and all 
copies of the database are synchronously updated upon a 
change in the topology of the network, where the update to the 
database of host information may be distributed using Service 
Advertisement Framework protocols. 

Also, the update to the database of host information may be 
distributed using Open Shortest Path First protocols. 

In a further aspect, the database of host information may be 
stored on a server coupled to a switch in the network, where 
only the core Switch and the access Switches may be linked to 
the database of host information. 

In another aspect, the method may include device authen 
tication, which may be performed by a server coupled to a 
switch in the network. 
The method may also include a white list linked to the 

database of host information, where the white list may be 
based on one or more of a host's MAC address and IP address. 

The method may also include a black list linked to the 
database of host information, where the black list may be 
based on one or more of a host's MAC address and IP address. 
An apparatus in accordance with another aspect may 

include means for providing one or more Switches in the 
network, means for providing one or more hosts for accessing 
the network, means for providing a database of host informa 
tion, accessible by at least one of the one or more Switches in 
the network, where when one or more of the Switches detects 
an end host or end device connectivity change. Such as the 
connection, disconnection, or relocation of a host, in the 
network, the database of host information is updated. 
An apparatus in another aspect of the present disclosure 

may include a network communications interface, one or 
more processors coupled to the network communications 
interface, and a memory storing instructions which, when 
executed by the one or more processors, provides a method 
for address security in a network based on a database of host 
information, where when one or more of the switches detects 
a topology change. Such as a connection, disconnection, or 
relocation of a host, in the network, the database of host 
information is updated. 

In this manner, in accordance with the embodiments of the 
present disclosure, methods, apparatus, system and computer 
program product for providing multi-layer address security 
incorporating Layer 2 Media Access Control (MAC) 
addresses and corresponding Layer 3 Internet Protocol (IP) 
addresses for host machines on a routed access network. A 
data table of host information of all the host devices con 
nected to the network is created and updated with each host 
device connectivity change of the network. The data table 
includes, among others, the IP address, MAC address, and 
optionally other pieces of information about the end point 
devices. The data table of host devices is synchronously for 
warded to all the participating switches in the network. The 
data table storing information about the host devices is used to 
create a distributed security blanket covering both Layer 2 
and Layer 3. 

Various other modifications and alterations in the structure 
and method of operation of the particular embodiments will 
be apparent to those skilled in the art without departing from 
the scope and spirit of the disclosure. Although the disclosure 
has been described in connection with specific particular 
embodiments, it should be understood that the disclosure as 
claimed should not be unduly limited to such particular 
embodiments. It is intended that the following claims define 
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8 
the scope of the present disclosure and that structures and 
methods within the scope of these claims and their equiva 
lents be covered thereby. 

What is claimed is: 
1. A method, comprising: 
providing a plurality of Switches in a network; 
providing a plurality of host devices for accessing the net 

work; 
providing a database of host information, the database of 

host information accessible by at least one of the plural 
ity of switches, the database of host information includ 
ing a plurality of entries, each entry of the database of 
host information associated with a host device con 
nected to the network through at least one of the plurality 
of Switches, each entry further including a layer 2 
address and a layer 3 address assigned to the respective 
host device; 

storing the database of host information in multiple 
Switches in the network; 

synchronously updating the database of host information 
stored at the multiple Switches when a change in topol 
ogy of the network is detected based at least in part on a 
host device connectivity change in the network, the 
update to the database of host information distributed 
based on Service Advertisement Framework protocol; 

receiving a signal indicating that a new host device is 
connecting to the network through a given Switch, the 
signal including a layer2 address and a layer 3 address of 
the new host device; 

comparing, by a processor of at least one switch, the layer 
2 address and the layer 3 address of the new host device 
to layer 2 addresses and layer 3 addresses stored in the 
database of host information; and 

if at least one of the layer 2 address and the layer 3 address 
of the new host device matches a layer 2 address or a 
layer 3 address of one or more entries of the database of 
host information, blocking the new host device from 
accessing the network. 

2. The method of claim 1 wherein the connectivity change 
in the network includes detection of one of a connection, a 
disconnection, or a relocation of one of the plurality of host 
devices. 

3. The method of claim 1, wherein 
the database of host information includes a Switch location, 

and a port location, 
the layer 2 address assigned to the respective host device is 

a Media Access Control (MAC) address, and 
the layer 3 address assigned to the respective host device is 

an Internet Protocol (IP) address. 
4. The method of claim 3, wherein the IP address is one of 

dynamic IP address or static IP address. 
5. The method of claim 1, including a white list associated 

with the database of host information. 
6. The method of claim 1, including a black list associated 

with the database of host information. 
7. The method of claim 6, wherein the black list is based at 

least in part on one or more of a host device Media Access 
Control (MAC) address or a host device Internet Protocol (IP) 
address. 

8. An apparatus, comprising: 
a network interface; 
one or more processors coupled to the network interface; 

and 
a memory for storing instructions which, when executed by 

the one or more processors, causes the one or more 
processors to 
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store a database of host information, the database of host 
information including a plurality of entries, each 
entry of the database of host information associated 
with a host device connected to a network through at 

10 
13. The apparatus of claim 8, including a black list associ 

ated with the database of host information. 
14. The apparatus of claim 13, wherein the black list is 

based at least in part on one or more of a host device Media 
least one of a plurality of switches, each entry further 5 Access Control (MAC) address or a host device Internet 
including a layer 2 address and a layer 3 address 
assigned to the respective host device; 

synchronously update the database of host information 
with a copy of the database of host information stored 

Protocol (IP) address. 
15. An apparatus, comprising: 
a plurality of Switches in a network; 
a plurality of host devices for accessing the network; 

at another apparatus when a change in topology of the 10 a database of host information, the database of host infor 
network is detected based at least in part on a host mation accessible by at least one of the plurality of 
device connectivity change in the network, the update Switches, the database of host information including a 
to the database of host information distributed based plurality of entries, each entry of the database of host 
on Service Advertisement Framework protocol; information associated with a host device connected to 

receive a signal indicating that a new host device is 15 the network through at least one of the plurality of 
connecting to the network through a given Switch, the Switches, each entry further including a layer 2 address 
signal including a layer2 address and a layer3 address and a layer 3 address assigned to the respective host 
of the new host device; device, the database of host information stored in mul 

compare the layer 2 address and the layer 3 address of tiple switches in the network, one or more of the multiple 
the new host device to layer 2 addresses and layer 3 20 Switches in the network performing: 
addresses stored in the database of host information; synchronously updating the database of host informa 
and tion stored at the multiple Switches when a change in 

if at least one of the layer 2 address and the layer 3 topology of the network is detected based at least in 
address of the new host device matches a layer 2 part on a host device connectivity change in the net 
address or a layer 3 address of one or more entries of 25 work, the update to the database of host information 
the database of host information, block the new host 
device from accessing the network. 

9. The apparatus of claim 8 wherein the connectivity 

distributed based on Service Advertisement Frame 
work protocol; 

receiving a signal indicating that a new host device is 
change in the network includes detection of one of a connec 
tion, a disconnection, or a relocation of one of the host 30 
devices. 

10. The apparatus of claim 8, wherein 
the database of host information includes a Switch location, 

and a port location, 
the layer 2 address assigned to the respective host device is 35 

a Media Access Control (MAC) address, and 
the layer 3 address assigned to the respective host device is 

an Internet Protocol (IP) address. 
11. The apparatus of claim 10, wherein the IP address is 

one of dynamic IP address or static IP address. 40 
12. The apparatus of claim 8, including a white list asso 

ciated with the database of host information. k . . . . 

connecting to the network through a given Switch, the 
signal including a layer2 address and a layer 3 address 
of the new host device; 

comparing, by a processor of at least one switch, the 
layer 2 address and the layer 3 address of the new host 
device to layer 2 addresses and layer 3 addresses 
stored in the database of host information; and 

blocking the new host device from accessing the network, 
if at least one of the layer 2 address and the layer 3 
address of the new host device matches a layer 2 address 
or a layer 3 address of one or more entries of the database 
of host information. 

Amazon    EX1048   Page 12




