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Figure 14-9 Successful Connection to the Hotspot

Step 4 Windows XP typically adds the hotspot to the Preferred Networks list upon successful
connection. To check this, in the Network Connections window, choose Change
Settings for "his Connection # Wireless Networks. You should see the hotspot in the
Preferred Networks section (see Figure 14-10). Click $%.

Figure 14-10 Verify Hotspot Is Added to Preferred Networks

Note: Being in the Preferred Networks list in Windows means that your laptop will
' automatically connect to the wireless network in the future if encountered. This can
be convenient if you use hotspots often. If you would prefer not to connect automat-
ically, remove the entry from the Preferred Networks section.
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Connecting to Hotspots Using Boingo

A third possibility for connecting to hotspots, which can generally be used on any of the Windows
operating system versions (98, 2000, Me, XP), is to use a connection manager software program that
is provided by the hotspot system provider you have a membership with. For example, if you sub-
scribed to a T-Mobile or Boingo hotspot service, using the provided connection manager software
can make location of and connection to hotspots literally just a click of a button.

Boingo Wireless operates through a collaboration of many different hotspot providers who choose to
affiliate with Boingo Wireless and list their hotspots in the Boingo database. Figure 14-11 shows the
connection manager program that Boingo provides.

Figure 14-11 Boingo Connection Manager Program

@ Boingo Wireless $ 2 x|
Options Detals Help

3 Available Wireless Networks

BOING 9) Use the "Connect” and "Disconnect” buttons to access networks or
WIRELESS sever your cannection, Many signals are private and not for public
‘access. Signals with a lock icon require a security code or login
privileges,
Available Signals Wirgless Network [

V" conHEeT

My Profiles
Find A Location

Boingo Account

The Boingo application automatically detects wireless hotspots you encounter. To connect, you sim-
ply click the Connect button for the hotspot network you choose.

Boingo also provides a searchable database of hotspot locations. You can use the Boingo application
if you have a paid membership with Boingo, or you can use it for free (limited functionality) as a
general connection manager application, whether you are connecting to Boingo-affiliated hotspots or
someone else’s.

Passing the Membership Test

At this point, you have accomplished getting your laptop to talk properly with the wireless hotspot
access point. But you are not yet to the point of being able to access the Internet. The next step is the
membership test.

Whether using a free site or a pay site, the membership test is almost always started the same way:
by launching your Internet browser. When your browser first attempts to access the Internet, you will
be redirected to the membership page for that service. For free services, this web page may ask you
to fill out some information about yourself and possibly hit you with a quick survey. For pay servic-
es, you typically must enter your user ID and password to prove that you have a valid subscription to
their service.
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Following are two examples: one for a free service, and one for a pay service.

Example: Connecting to a Free Service at Bear Rock Cafe

The following is an example of using the hotspot service at a Bear Rock Cafe. In this example,
access is free with registration. The registration process lets you create a user ID and password for
easy repeat access in the future.

Step 1 Use your chosen connection manager program to connect to the hotspot. In this exam-
ple, we used the Boingo free connection manager (see Figure 14-12). We can see that
the SSID is wiresnap. Click the blue Connect button next to the wiresnap network.

Figure 14-12 Using Boingo to Connect to the Hotspot

@ Boingo Wireless
Options  Detalls  Help

Available Wireless Networks
BOING 9) Use the "Connect” and "Disconnect” buttans to access networks or

WIRELESS sever your connection, Many signals are private and not for public
access. Signals with a lock icon require a security code or login
privileges.

AvailablaBTaRals. [Action | Wireless Netwark | [ stren...

2 (@ZIIED) brhhpos

My Profiles

Find A Location wiresnap

Boingo Account

Step 2 Launch your Internet browser (such as Internet Explorer) and type in any web page
address (see Figure 14-13).

Figure 14-13 Launch Internet Browser to Trigger the Redirect

2} No page to display - Microsaft Internet Explorer 3 P ] 73
File Edt View Favortes Tools Help |ﬁ

= Back - @D [ | Qsearch hiFavorites Pveda (BB S >
Address [€1 1 =] @ ‘Llnks ”| c

B Action canceled

Internet Explarer was unable to link to the Web page you
requested. The page might be temporarily unavailable.

Please try the following:

e Click the [f] Refresh button, or try again later,

o If you have visited this page previously and you want to
view what has been stored on your computer, click File,
and then click Work Dffline.

® For information about offline hrowsing with Internet
Explorer, click the Help menu, and then click Contents
and Index,

Internet Explorer

i
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Step 3 You are redirected to the membership test page, prompting for the user ID and password
(see Figure 14-14).

Figure 14-14 Hotspot Membership Login Page

2 Login - Powered By Wiresnap - Microsoft Internet Explarer i =] B3
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Welcome to your wireless intemet experience.

Wiresnap Login Area

Userid - Your e-mall address

GREAT NEWS! You've landed in a FREE intemnet hot spot.

Access the internst with your laptop or PDA right here, right now. Passward
This location is powered hy wiresnap, provider of high-guality, high-
speed Wi-Fi.
Get some work done, surf the internet, even use your VPN to ﬂl
access your corporate netwark — all for no cost. We think you
deserve a little something extra to make your life more convenient. New User?
Create your new ascount now,
S0 go ahead, log on! Its easy and FREE!

Forget Password? Click hiere

Elome T B @ e

If you have already registered previously, you can enter the user ID and password and
immediately log in.

If you have not already registered previously, you can click the Create Your New
Account Now link . To register for a free account, you provide your name, address,
e-mail address, and age. You also create a user ID and password.

After logging in to the free service, you can then use the Internet.

Example: Connecting to T-Mobile Service at Borders Book Stores

This section provides another example of using the hotspot service, this time at a Borders store. In
this example, T-Mobile owns and operates the Borders hotspots as a pay subscription service. (This
example assumes you have already signed up for service with T-Mobile.)

Note: It is never a good idea to sign up for a new hotspot subscription service over
l. the hotspot. Remember, you are in a public location on a public network, and you do

not want anyone to obtain your personal information or credit card number. Plan in
advance where you are going, determine what hotspots you may want to use, and
sign up from home or office.

'\
H

(

Step 1 Use your chosen connection manager program to connect to the hotspot. In this exam-
ple, we used the T-Mobile-provided Connection Manager (see Figure 14-15). The
Connection Manager program indicates (with bars of service, much like a cell phone)
when there is a T-Mobile hotspot in range. Click Connect.
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Figure 14-15 T-Mobile Connection Manager
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Step 2 Launch your Internet browser (such as Internet Explorer) and type in any web page

address.

Step 3

You are redirected to the membership test page, prompting for the T-Mobile login cre-

dentials (see Figure 14-16). Enter the user ID and password that you chose when you

signed up for a T-Mobile HotSpot account.

Figure 14-16 T-Mobile Login Page
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Connect to the Internet

User Name:
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Login
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&] Done [

|5 [@ mternet v

Step 4 A login confirmation box appears. Shrink this down to your taskbar and save it. When
you are ready to log off, go back to this little box and click Log Off or simply click
Disconnect in the main T-Mobile Connection Manager window.

After you pass the membership test, you can finally move on to using the Internet. Make sure to read

the following section for some important security tips.

What Not to Do When Using a Wireless Hotspot

Okay, so you never thought you would actually need to use a hotspot when you suddenly find that
you need to take a cross-country trip or go to visit family for a week and, to your horror, discover
that they do not have broadband access in their home. We discuss how to deal with this so-called
family of yours later, but in the mean time, you need to find a hotspot and reconnect.
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Unfortunately, many people start using hotspots without advanced planning, which leaves them
extremely vulnerable. Hotspots are convenient and kind of cool in a nerdy way, but you must protect
yourself if you are going to use what is, by design, a very open and unsecure medium. Unlike a home
or business network, a hotspot is wide open to allow maximum use through the provider’s network.

In this environment, security is second to access, so you need to take some precautions. Using a
hotspot is a bit like being out in public: You don’t go leaving your credit card lying around, speaking
loudly about a confidential topic, or handing out spare keys to your house.

Keep these commonsense things in mind when using hotspots:

m Be aware of what hotspot you are connecting to. Use known, reputable services like those listed
previously. Sometimes you get what you pay for; free sites are very attractive, but if they are
provided by individuals and not businesses, you should eye these with great suspicion.

m Do not shop online or enter your credit card information into websites over a hotspot connection.
Exercise caution when reading e-mail, using instant messaging programs (chat), and other forms
of personal communication. Assume everything you read or type might be read by others sitting
next to you.

m If you use a pay hotspot service, change the password to your account frequently. Someone can
grab the user ID and password “off the air,” and then use your subscription on your dime. When
you are typing passwords, take a quick look around to make sure no one is looking over your
shoulder (or over your fingers).

m Make sure your laptop is running a personal firewall program (such as ZoneAlarm) and an
antivirus program (such as Norton AntiVirus, McAfee VirusScan, or Trend Micro PC-cillin). For
a more thorough discussion on security, pick up a copy of Home Networking Security Simplified.

m Turn off ad hoc wireless networking. Chapter 9, “Wireless Security Setup,” discusses how to do
this. Turn off all file sharing while using your computer in a public place. In the off chance that
someone does access your computer, don’t make it easy on them by sharing your entire C: drive.
(You should never do this anywhere, ever.)

m If you have the need to use hotspots frequently, ask your provider about using a Virtual Private
Network (VPN) software program. These programs encrypt all communications between your
laptop, through the hotspot access point, and up to the Internet. Boingo Wireless provides a VPN
service included with a pay subscription. Eventually, all service providers should do the same. If
you already have access to a VPN service through your employer, use it!

Note: One of the biggest security issues with PCs is laptop theft. A big problem
l. using hotspots can be the logistics of a bathroom break. Having to disconnect and
reconnect can be a pain. Taking the laptop with you to the bathroom is an option,
but obviously that creates some other “logistics issues.”

=

(

The bottom line is, if you are in a public place, treat your PC the same way you treat
your wallet. Don't walk away from it, or it will walk away from you.

Following these simple steps should keep you plenty safe while using public hotspots, especially
because the vast majority of folks don’t take these measures, and hackers hit the easy targets first. We
do realize that some of this might be a pain, but if you have ever lost data on a hard drive, or had
your identity stolen (and had to deal with fixing your credit), you know that the pain of prevention is
far, far less than the pain of getting burned by a hacker or thief.
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So go out there and surf the Internet while sipping a cappuccino-coffee-hot milk thingy—you hip
thing you—but protect yourself and your PC first.

Setting Up Your Own Portable Hotspot

Wireless networking is pretty addictive. After you start using it, you will find very quickly that when
you have to switch back to a wired connection, you feel like someone just leg-cuffed you to a ball
and chain.

Fortunately, availability of wireless connectivity is increasing at a dramatic pace. But still, there are a
significant number of places where it is not available. For example, many higher-end business hotels
are installing wireless networks throughout their hotels, including room access. However, others are
installing wireless only in common areas such as the lobby, and rooms are still wired-only.

This can be fine. After all, do you really need wireless in your hotel room? Can you not just sit at the
desk and use the wired connection? Well, maybe. But we are telling you, when you start using wire-
less, you will quickly forget how to plug in an Ethernet cable.

So what do you do if your favorite hotel, travel destination, family member you visit, and so on, does
not have wireless access? The answer is: get a Linksys Wireless Travel Router.

How Wireless Travel Routers Work

Wireless travel routers essentially work just like your home wireless router, but they are more
portable. When you use an Internet connection in a travel location, such as a hotel, what occurs is
shown in Figure 14-17.

Figure 14-17 Wired Internet Access from a Hotel Room

Q.aptop MAC Address>

Laptop with In-Room Wired
Wired NIC Connection

Hotel
Network

You connect your laptop to a wired Ethernet connection that is connected to the Internet through the
hotel’s network. You launch your Internet browser and are redirected to a membership page (very
much like a wireless hotspot). After verifying your information, and possibly charging you a fee,
your access is opened up and you can access the Internet.

How does the hotel network know that it is your laptop it needs to allow through to the Internet? It is
based on your laptop’s MAC address. As long as the hotel network sees that the traffic is coming
from that MAC address, it is permitted and forwarded on to the network.

So now if we want to convert the wired connection to a wireless connection using a travel router,
what needs to happen is shown in Figure 14-18.
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We can simply connect the travel router to the wired connection instead of connecting the laptop to the
wired connection. Then, the laptop can connect through the wireless router and onto the hotel network.

Figure 14-18 Wireless Travel Router in a Hotel Room

In-Room
Portable Hotspot

< ; Laptop MAC ; l

Address

Laptop MAC Address m

Hotel
Network

In-Room Wired
Connection

Laptop with 802.11g
802.11g NIC Wireless
Travel Router

One very important point to remember is that the hotel network permission is based on the MAC
address of our laptop. So, a critical function of the travel router is to be able to “clone” the laptop’s
MAC address and make the hotel network think that it is the laptop. It turns out that the Linksys
Wireless Travel Router makes this extremely easy to do.

‘.’ Note: Do not worry, the MAC cloning performed by the travel router is a perfectly
’1‘ legal thing to do. Essentially, it is just passing along the MAC address of your lap-
< top’s NIC to the hotel network.

After you establish a connection to the wireless router with the laptop, you can simply launch an
Internet browser, get redirected, and enter the authorization or payment information, just as if you
were connected over the wired connection. Very, very easy.

Setting Up a Wireless Travel Router

Before you travel, you want to set up the wireless travel router while you are still at home. This sec-
tion explains the steps you need to take. Use the same laptop computer you plan to use when travel-
ing, with a wired connection during the setup.

This example uses a Linksys WTR54GS Wireless-G Travel Router:

Step 1 Start an Internet browser and type the router’s default address, 192.168.1.1, into the
Address field and hit Enter. When prompted for the username and password, leave the
username blank and enter admin for the password.

Amazon EX1013 Page 330



312 Wireless Home Networking Simplified

Step 2 Click the Setup tab and the Basic Setup subtab, and set up the basic router setup infor-
mation, as shown in Figure 14-19. Set the following parameters:

m Incoming Internet Type: Wired
m Internet Connection Type: Automatic Configuration - DHCP

Step 3 Click Save Settings.

Figure 14-19 Wireless Travel Router Basic Setup
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Step 4 Click the Wireless tab and the Basic Wireless Settings subtab, as shown in Figure 14-
20. Create an SSID for your travel router (see Chapter 6, “What to Buy,” on how to
choose SSIDs). For this example, we chose d92JdIPq. It is also a good idea to disable
the SSID broadcast at this point. Click Save Settings.

Step 5 Click the Wireless Security subtab, as shown in Figure 14-21. We strongly recommend
that you use either WPA or WPA2 wireless security, not WEP. For this example, we
chose WPA-Personal, and created a WPA key of 3kD$df501ncOwaZ. It is also a good
idea to “tighten up” the key renewal period. The example here shows 300 seconds, or 5
minutes, for renewal. Click Save Settings.
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Figure 14-20 Choose an SSID
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Step 6 Click the Setup tab and the MAC Address Clone subtab, as shown in Figure 14-22.
Click Enabled and then click the Clone My PC’s MAC button. You should see the
MAC Address field change from all 00s to the MAC address matching the wired NIC in
your laptop. Click Save Settings.
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Figure 14-22 Enabling MAC Address Cloning
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Step 7 Make sure to change the router’s administration password.

Setting Up Your Laptop to See the Travel Router

Next, we need to create a wireless profile in the laptop for the wireless travel router. If you are using
Windows Wireless Network Connection utility, choose Start > Connect To > Show All
Connections. Select the wireless NIC and then click Change Settings for This Connection. Click
the Wireless Networks tab and then click Add.

In Figure 14-23, we set the SSID to d92JdIPq, WPA-PSK as the network authentication method, and
TKIP as the data encryption type. Then, we need to enter the WPA key twice, once in the Network
Key field and again in the Confirm Network Key field. Take extra care to type in the WPA key exact-
ly as we set it up on the travel router, paying attention to upper- and lowercase letters. For this exam-
ple, we typed in a WPA key of 3kD$df501n0waZ. Click OK to save the settings.

Figure 14-23 Adding the Travel Router Profile in Windows XP
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If we typed everything in correctly, the laptop should be able to connect to the wireless travel router.
If it does not, then follow the troubleshooting suggestions in Chapter 10, “Troubleshooting: I Can’t
Connect at All.”

Verify at home that you can connect to the wireless travel router with the laptop. You may even want
to temporarily connect the travel router to your home broadband connection (through a wired connec-
tion on the home wireless router) to verify that you can reach the Internet on the laptop.

How to Use a Wireless Travel Router
When you have set up the travel router and laptop, using the travel router is very easy. Here is how:
Step 1 When you arrive at the location in which you need a portable wireless connection, plug

the router into an electrical socket. The Linksys WTR54GS Wireless-G Travel Router
has a plug built into the router instead of a cord, which is a very nice travel feature.

Step 2 Connect the Ethernet cable from the hotel’s wired Internet connection to the port on the
travel router marked “Internet.”

Y

; . Tip: Pack your own Ethernet cable in the bag with your travel router. You cannot
l always count on a cable being in the hotel room.

|

(

Step 3 Turn the laptop on and use Windows XP (or your chosen wireless NIC manager) to con-
nect to the wireless travel router.

Step 4 Launch your Internet browser. You should be redirected to the hotel’s authorization
page, such as the example shown in Figure 14-24. Enter the authorization code you
received from the front desk, or click the appropriate pay option.
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Figure 14-24 Hotel Connection Authorization Page Example
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You should now be able to access the Internet over wireless within your hotel room. Coolness.

Summary

Wireless networking is addictive. When you use it at home, you will feel naked when you do not have
wireless Internet access when you are away from home. Fortunately, there are many wireless hotspots
where you can get connected when you travel. If you travel to a location that does not have a wireless
hotspot, you can create your own portable hotspot with a wireless travel router. It’s easy, and it’s fun.

Where to Go for More Information

Microsoft provides an article titled “Tips for Working Securely from Hotspots” by Armelle O’Neal:
www.microsoft.com/atwork/stayconnected/hotspots.mspx.

About.com offers an article titled “Top 10 Ways to Find a Hot Spot” by Catherine Roseberry:
http://mobileoffice.about.com/od/locatinghotspots/tp/locatehotspot.htm.

For more information about JiWire, visit www.jiwire.com/.
For more information about T-Mobile HotSpot, visit http://hotspot.t-mobile.com/.

For more information about setting up security in your home network, check out our other book,
Home Network Security Simplified (Cisco Press, 2006).
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CHAPTER

The Future of Wireless
Networking

The future of technology is always difficult to predict. Usually you get some pretty generic statements
that do not really tell you anything, or wild predictions that are usually wrong and provide little
insight for those trying to figure out if the $400 worth of stuff they just bought is going to be useless
a year from now.

In this chapter, we try to give you some points to think about regarding where this technology is
going in the near future (which we see as being 2 to 5 years out). We hope to avoid being too generic
or making any wacky predictions. We see wireless networking evolving as follows:

m Wireless networks will be faster.

m Wireless networks will go farther.

m Wireless networks will be in more places.

m Wireless networks will move with you.

m More devices will connect to wireless networks.

This chapter explores each of these, including how it will affect your network and the stuff you just
bought.

Wireless Networks Will Be Faster

There is no doubt that wireless users are addicted to speed. With perhaps the sole exception of securi-
ty improvements, speed is where most of the R&D and engineering dollars get spent in companies
that provide wireless equipment. The interesting thing is that most people’s high-speed Internet con-
nection is slower than the slowest wireless standard currently on the market (which is being phased
out because consumers are demanding the faster standards).

Paying for extremely high speeds doesn’t make sense unless you are using wirelessly enabled com-
puters where the connections are faster (perhaps at the office or Internet cafés) or if you are using
bandwidth-intensive applications within your network, such as music or video servers or head-to-
head video or computer games. The funny thing is that most wireless users are not doing this, but
folks are addicted to speed whether they are on the road or on their own network.

So, how fast will wireless home networks get? We are already up to 100 Mbps. That is as fast as
most corporate wired computer networks have been for a couple of years. The next big jump would
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then be to 1 Gbps (that’s a billion bits per second), which is where corporate wired networks are
moving today. But we don’t think that home wireless networks will go that far any time soon (nor do
they need to). They may double or triple in speed but we think that’s about it. Given that most people
have a hard time using up 54 Mbps with home-based applications, 300 Mbps should be a lot.
Remember that if your downloads or uploads bog down, it’s your broadband connection, not your
wireless router, that is the choke point.

Another aspect of speed that will improve is latency, which is the delay of signals to and from the
router. This improvement will have a big impact on the performance of online gaming and streaming
video applications.

Wireless Networks Will Go Farther

Another aspect that is improving all the time with wireless networks is the range of wireless equip-
ment. Most of the wireless routers claim that the usable distance is about 150 feet (for B, G, and A
networks), but this is rarely achieved except in lab environments without obstructions such as floors
or walls between the router and the computer. In the real world, the range is quite a bit less than that,
and signal strength at that range is so low that the speed would noticeably drop. Even worse, the
power drain would suck your laptop battery dry in no time.

The good news here is that the range is getting much better, and will continue to do so as more
improvements come along, such as the 802.11n standard. The range will get a boost as computer
manufacturers begin to embed 802.11n technology into the computer itself. This type of technology
addition will improve range without decreasing battery performance. In others words, the distance
that your computer will work away from your router will increase much faster than the rate your bat-
tery will drain due to the added power requirements of the wireless transmissions. If you are plugged
in, even better.

So how far do we think it will go? The N standards claim a range of about 600 feet today (which we
expect means about 300 to 400 or so in the real world). As the technology improves, we think the
usable range (without signal-sucking obstructions such as metal framed buildings) could approach
800 to 1000 feet, which is great if you want to do e-mail from the neighborhood pool. By the way,
this range will make turning on your security options even more important, because war-drivers who
would usually sit in front of your house in a car will be able to access your network from around the
block.

Wireless Networks Will Be in More Places

The general availability of wireless has been increasing for years from coffee shops to hotel rooms to
airports. When it first appeared, it was always a pay-for-service model, but now many places are
offering wireless connections for free. Now the race is on, as more and more places offer wireless
access, and more and more of both the new and existing hotspots offer free access.

For any business that offers other types of services (such as hotels or coffee shops), the free wireless
access is the hook that gets you to buy their coffee at a 5000 percent markup while you browse the
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Internet. For business travelers, the choice between a hotel without wireless access and one with
(even if the cost or quality of the hotel without is better) is almost an automatic decision.

The list of places offering wireless service is also growing to include RV parks, vacation resorts, and
apartment complexes and underserved rural areas (no more dialup for those of you in the country). In
addition, the phenomenon is growing in many countries, which is great if you are in Vietnam or Sri
Lanka and want to check your e-mail. A good place to check for places with free wireless access is
the Wi-Fi-FreeSpot Directory, at http://www.wififreespot.com.

The really interesting trend, though, is citywide free Wi-Fi, also known as muni Wi-Fi (short for
municipality provided Wi-Fi). Several cities, including San Francisco, Portland, Chicago, and
Philadelphia, are in various phases of planning or implementing citywide wireless networks.
According to an article written by Michael Grebb at Wired.com, many city officials view free city-
wide wireless as a form of public works, much like libraries and public schools. Others view city-
wide wireless as a way to operate existing city services more cost effectively, such as meter reading,
public safety, and city planning.

So, how far will it all go? The idea of coast-to-coast wireless is interesting, but it’s a long, long way
off. We do think that we will see a significant number of cities (both large and small) implement free
wireless access in the next few years, despite the cost and complexity of implementing a network of
that size. Some cities may offset the cost by asking people to agree to viewing advertising content
while on the system. We think that within 3 to 5 years, many cities will either have it deployed or
will be taking a serious look at it.

Wireless Networks Will Move with You

Most people think that wireless capability gives them the ability to be “mobile.” To be specific,
though, wireless in its current form allows portable access rather than mobile access. This means that
you move to where you want to go and then you use your computer on the wireless system. When
you want to go somewhere else, you disconnect your computer, move somewhere else, and then con-
nect again. Many view this working model as “portable” or “nomadic” wireless access.

Our prediction is that in 3 to 5 years truly mobile wireless will start to become available. This means
that while riding in a train, bus, or car (as a passenger only, please), you will be able to get connected
and stay connected as you move from one place to another. The distance you can go and stay con-
nected will be limited (usually to a city or along train routes between cities) but it will be a huge
improvement, especially for long-distance commuters taking trains into major metropolitan areas.

One of the big difficulties that must be solved is roaming. Much like your cell phone, your computer
will need to switch from access point to access point as you move between different coverage areas.
The good news is that many of the technical issues here have long been solved by wireless compa-
nies. The bad news is that wireless ISPs (also known as WISPs) have a different cost structure, so
some business issues (including roaming fees between companies) need to get sorted out. At this
point, it’s a toss up as to who will win: the current ISPs who have the speed and access or the mobile
carriers who have the roaming (and billing) parts down. Chances are there will be consolidation in
the form of mergers and acquisitions and both will win in parts.
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By the way, some airlines (such as Germany’s Lufthansa) offer Internet access on their flights today
via satellite link, and more are expected to follow.

More Devices Will Connect to Wireless Networks

Probably the most significant change impacting wireless networks will be the number and types of
devices that connect to it. A number of new devices have already come out, but these are network-
specific types of gear like print servers and such.

In the next wave, we see all types of devices connecting to the network, including some obvious
devices such as TVs, stereos, and digital recording devices (DVRs), but also appliances, home
security systems, and electronics that can control home lighting, sprinkler systems, air conditioning,
and answering machines.

Connecting these devices will have some pretty important implications on security and processing
requirements for your wireless router. Because most routers are underutilized today, the processing
power required should not be an issue. Even if processing power were an issue today, it wouldn’t be
an issue in 3 to 5 years given the pace of technology. Security is particularly important because in
this scenario a hacker could really mess with you.

Having a handle on how this technology really works is also important. If you think it was annoying
when the clock was blinking 12:00 on your VCR for 5 years, just wait until you have to upgrade the
firmware on your toaster. That said, as manufacturers make it easier to connect, secure, and use this
technology with tools such as EasyLink Advisor, adoption will increase.

Summary

This chapter provided not so timid but not too crazy predictions on where wireless networks are
going. The capability for everything we mentioned in this chapter exists today. The issue is that the
technology is too expensive. Technology costs are dropping all the time, however.

The real determining factor with wireless (and all technology for that matter) is its usefulness to the
average consumer or business user. It is a rare event when a technology is broadly adopted within 5
to 10 years of its discovery. In fact, the history of fax machines, cellular phones, and the Internet sug-
gests that the new technology adoption time frame is closer to 25 years than to 5. There are a lot of
great “solutions” out there waiting for the right problem to come along. The day that the public
demands wireless networking that is faster, goes further, exists in more places, moves with you, and
connects to more stuff is the day someone will be standing there with a box that does it.

Where to Go for More Information

The Michael Grebb article for Wired is called “Cities Unleash Free Wi-Fi.” You can find it at
Wired.com: www.wired.com/news/technology/technology/wireless_special/0,68999-0.html.
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APPENDIXES

Appendix A MAC Address Filtering
Appendix B  802.11n Wireless Channels

Appendix C 802.11 Additional Revisions

We end the book with a few appendixes. You do not need to read these unless you are curious about
MAC address filtering, 802.11n wireless channels, or revisions to 802.11.

Appendix A, “MAC Address Filtering,” shows you how to add MAC filtering to your wireless net-
work security. MAC filtering can be a bit difficult to implement and maintain, so we chose not to
make it a core part of the security steps you should take. Instead, it is offered as an optional security
measure.

Appendix B, “802.11n Wireless Channels,” contains a discussion on how the 802.11n standard uses
wireless channels. If you want to set up a wireless network based on the 802.11n standard, it uses
wireless channels differently from 802.11b or 802.11g.

Appendix C, “802.11 Additional Revisions,” contains a list of other, lesser-known 802.11 standards.
Most of them do not affect home networking, but they are included for completeness.
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MAC Address Filtering

Just like a wired NIC, a wireless NIC also has a MAC address, which is a unique identification for
every single NIC manufactured, much like a social security number or a set of fingerprints. It is pos-
sible to use MAC addresses as a security measure for your wireless network.

Because you know the MAC address for each wireless NIC you have purchased and planned to use
on your network, it is possible to “lock™ those into your wireless router and instruct it to let only
those wireless NICs access your network. Then, if someone should try to access the wireless network
using a laptop with a different NIC (that is, a different MAC address), the wireless router will deny
access, even if the correct SSID and encryption key are provided.

Sounds great, right? Yes, but there is a trade-off. MAC address filtering can be difficult to manage
and even harder to troubleshoot. Every time you add a new wireless NIC or another wireless device
to your network, it won’t work until you add the MAC address for it to the network. You receive no
warning or reminder that you need to do so; the new device just won’t work.

Another disadvantage occurs when a visitor, like a relative, comes to your house and wants to join
your wireless network during her stay. You have to find out the MAC address for her wireless NIC
and add it to your wireless router’s permission table. Again, if you forget to do this, you and your
visitor could spend hours trying to figure out why the laptop simply can’t see your wireless network.

‘,’ Note: MAC addresses can also be “spoofed” by hackers and clever users, so it's not
‘ﬁT a bulletproof solution, but it does add to your overall security if you choose to
" implement it.

Overall, we believe that the wireless security measures outlined in Chapter 9, “Wireless Security
Setup,” will make your wireless network secure enough about 99.77 percent of the time. If you want
to spend the time (and potential frustration) to nail down the other 0.23 percent with MAC address
filtering, this appendix is for you.

Enabling MAC Address Filtering

To enable MAC address flitering, you do not need to do anything on the computers with wireless
NICs (or wireless devices) on the network. For the wireless router, it takes a couple steps.

First, make sure all the computers with wireless NICs (and devices) are configured for the wireless
network (see Chapter 8, “Wireless NIC Setup”) and the other security measures have been success-
fully turned on (see Chapter 9).
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Then, access the router using your Internet browser as you have done before and perform the follow-

ing steps:

Note: You will want to perform these st

%\3

1

eps from a computer that has a wired, not

wireless, connection to the router. As soon as you do Step 1, your wireless NICs will
not be able to access the wireless network any longer, until you complete Steps 2

and 3. However, you won't be able to do those steps because you have, as the say-
ing goes, “sawed off the branch you were standing on” in Step 1.

Step 1 Click the Wireless tab and click the Wireless MAC Filter subtab (see Figure A-1). (On
some Linksys products, this is labeled Wireless Network Access.) Click Enable and
select Permit Only. (On some Linksys products, this is labeled simply Restrict Access.)

Click Save Settings.

Enabling MAC Address Filtering

Figure A-1

A Wireless MAC Filter - Microsoft Internet Explorer B@”g|
Fle Edt View Favortes Tools Help .-'a'
‘ = @ b 7
0.0 H® B | L % @ %
Back Farward Stop  Refresh  Home Search  Favortes  History Print
address | €] hitps/f192.168,1,1/witer.htm >

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless

Setup Wireless Security

Security

Firmi

Wireless-G Broadband Router

Access
Restrictions

Status

Wireless MAC Filter

Wireless MAC Fiter: &) Enable O Disable
Prevent:

Permit only: (& Permit only PCs listed

Edit MAC Filter List

O Prevent PCs listed fram accessing the wireless

to access the wireless network

<

Cancel Changes

&) Dore

& Internet

Step 2 Click the Edit MAC Filter List button.

The MAC Address Filter List dialog box

appears, but it is empty until we add addresses (see Figure A-2).
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Figure A-2 Viewing the MAC Address Filter List

A http://192.168.1.1 - MAC Address Filter List - Microsoft Internet ... [2|[E]X]
o~

MAC Address Filter List

Enter MAC Address in this format: »¢060¢3000¢0¢

| Wireless ClientMACList |

wem[ ]

| |

E

E Done

0 Inkernet

Step 3 Click the Wireless Client MAC List button. A list displays all the computers (by NIC)
and their associated MAC addresses (see Figure A-3). Check each entry’s check box in
the Enable MAC Filter column. Click Update Filter List and then click Close.

Figure A-3 Adding a New MAC Address to the Filter List

A http://192.168.1.1 - Wireless Active Client MAC List - Microsoft Internet Explorer (=153
Wireless Client MAC List
Active PC
Client Host Name IP Address MAC Address Enable MAC Filter
COMPUTERZ 192.168.1.102 00:14:BF;1A:E6:DB
Inactive PC \
Client Host Name IP Address MAC Address Enable MAC Filter
Update Filter List ] [Cluse ]
EI Done @ Internet
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Step 4 Back in the MAC Address Filter List dialog box (see Figure A-4), click Save Settings.

Figure A-4 Save the New MAC Filter List

2 http://192.168.1.1 - MAC Address Filter List - Microsoft Internet E... [= (21X

MAC Address Filter List

Enter MAC Address inthis format: 1000000000 0

|| Wireless Client MAC List ||

MACO1: macit:[ |
wacor[ | wam[ |
wacos[ | [ |
weot[ | wcw[ |
wacos[ | wacw[ |
O — T E—
wacor| | wem[ | |
wacon [ | macw[ |
wacon [ | macw[ |
wacwo[ | wacm[ |

T — I —
S — T —

R J—

@ Done @ Internet

[

Now the wireless network is “locked” to permit only our NICs to gain access. Check each of the
computers with a wireless NIC to make sure it still can connect to the wireless router. If any of the
computers can no longer connect, it is possible the MAC address for that computer did not make it
into our “lock down” table.

‘,’ Note: MAC address filtering only works for computers or devices trying to connect
‘ﬁ? via wireless. A computer with a wired connection to the router will be able to con-
" nect even if the MAC address has been placed on the MAC Address Filter List.
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Troubleshooting Tips for MAC Address Filtering

If any of the computers do not re-establish communication, check these items:

m Make sure the number of entries in the MAC address table on the wireless router is the same as
the number of computers with wireless NICs in your network.

m Disable the MAC address restriction, reboot the computer that is not connecting properly, and
see if it re-establishes a connection. If it does, repeat these instructions and add the “missing”
MAC address from the computer.

m If all else fails, manually enter the MAC address for the computer’s wireless NIC. You can find
the MAC address usually on a sticker label attached to either the NIC itself or the package it
came in.

m Remember that if you upgrade your NIC or plug-in card, you need to update your MAC list with
the new address because the list has the MAC address of the card and not the computer.

Amazon EX1013 Page 348



This page intentionally left blank

Amazon EX1013 Page 349



APPENDIX

802.11n Wireless Channels

The 802.11n standard uses the same band (2.4 GHz) and channel plan (channels 1 through 11) as the
802.11b and 802.11g standards. However, 802.11n has two possible modes of operation: standard
channel and wide channel. In the standard channel mode, 802.11n uses a single channel, very similar
to 802.11b and 802.11g. In the wide channel mode, 802.11n uses a secondary channel to gain addi-
tional speed.

With the Linksys Wireless-N Broadband Router (WRT300N), you have the ability to choose between
standard channel and wide channel modes. If you choose standard channel, then you are asked to
select a wireless channel from 1 to 11, the same as 802.11b or 802.11g. In this case, the router acts
like an 802.11g router, using only the single channel. In this mode you will not get the extra speed
advantages of 802.11n wide channel mode.

If you choose wide channel, you are presented with the option to choose a wide channel as the pri-
mary channel and a standard channel as the secondary channel, as shown in Figure B-1.

Figure B-1 802.11n Wireless Channel Selection with the Linksys WRT300N Router
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Back Stop  Refresh  Home Search  Favortes  History Print
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Wireless-N Broadband Router ~ wnT3001

Administration Status

Wireless Access Applications &
ng

Setup Wireless Security i iioee =

Ba: ettings | urity r |

Network Made; [Mixed ]

Netwark Name (SSID) |kF34DC3 |

Radio 5and [t - somrz crarnet |
Wide Channel: |Z:__‘

Standard Channel [5-24326H7 | R
SSID Broadcast @ Enabled O Disabled

Cisca SysTEMS

Save Settings Cancel Changes:

[

@ Internet
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The Linksys WRT300N implementation of 802.11n restricts wireless channel selection to certain
possible “pairs” of channels, as shown in Table B-1.

Table B-1 802.11n Primary to Secondary Channel Map

Channel Possible Channel Pairs
Primary (Wide) 3 4 5 6 7 8 9
Secondary(Std) lor5 2o0r6 3or7 4or8 Sor9 6or10 7orll

The default is wide channel mode, with channel 5 as the primary channel and channel 7 as the sec-
ondary channel.

When the 802.11n router is set to wide channel mode, wireless clients associate with the wireless
router on the primary channel, and this channel is used during normal single-channel communica-
tions. When both the wireless router and the wireless NIC have 802.11n capability, they can addition-
ally take advantage of the secondary channel to increase the data rate.
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802.11 Additional Revisions

The following list outlines additional revisions to the 802.11 standard. Most of these revisions do not
directly impact the home networking user.

m 802.11c, “Operation of Bridge Procedures”—The 802.11c specification provides guidance for
companies developing access points or hotspots.

m 802.11d, “World Wide Regulation Compliance”’—The IEEE created the 802.11d update to
promote the widespread adoption of 802.11 by ensuring compliance with the regulations of more
countries than the original standard. When the original 802.11 specification was written, only a
few countries had regulations in place for wireless LAN transmissions. This amendment ensures
that the rules for wireless LANs (WLANs) meet the restrictions of multiple countries. This spec-
ification was ratified in 2001.

m 802.11e, “QoS Enhancements”—Quality of service (QoS) is a method for prioritizing certain
types of traffic (for example, voice and video) that are prone to quality issues when delay occurs.

m 802.11f, “Access Point Roaming”—802.11f provides rules for vendors to follow to ensure that
computers that roaming (or switching) from one access point to another works, even when the
access points are from different vendors. This enhancement was ratified in 2003.

m 802.11h, “802.11a Enhancements for Europe”—802.11h addresses additional European regu-
latory requirements for the 802.11a standard. This was necessary because of the potential for
802.11a to interfere with satellite communications (which have priority on the frequencies in
question). This enhancement was completed in 2003.

m 802.11i, “Security Improvements”—802.11i is a security enhancement that makes it much
more difficult for hackers to decipher wireless encryption keys. The original specification used
static keys, which meant that hackers using automated programs (which could try millions of key
combinations) would eventually stumble on the right key code. Once that happened, the user’s
security would be compromised. The updated standard (completed in 2004) addresses this issue
and allows for dynamic key updates.

m 802.11j, “802.11a Enhancements for Japan”—Much like the h update for Europe, the j update
addresses regulations for the 5-GHz frequency band in Japan.

m 802.11k, “Radio Resource Measurement”’—S802.11k provides rules for system management on
commercial or enterprise network infrastructures.

m 802.111 (not used)—The 1 standard was skipped due to possible confusion with the I standard (I
and 1 look alike).
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m 802.11m, “Documentation Upgrades”—The 802.11m specification will update the documenta-
tion of the entire 802.11 standard.

m 802.110 (not used)—The IEEE skipped 802.110 to avoid confusion with 802.110 (zero).

m 802.11p, “Wireless Access for the Vehicular Environment”—This specification extends the
802.11 standard for use in moving vehicles and may be adopted in 2008.

m 802.11r, “Fast Roaming/Fast BBS Transition”—This specification describes fast roaming sup-
port via Basic Service Set (BSS) transitions.

m 802.11s, “ESS Mesh Networking”—This specification describes Extended Set Service (ESS)
mesh networking for access points.

m 802.11t, “Wireless Performance Prediction”—This specification describes wireless perform-
ance prediction (WPP) testing standards.

m 802.11u, “Interworking with External Networks”—This specification describes internetwork-
ing with external networks such as 3G/cellular.

m 802.11v, “Wireless Network Management”—This specification describes device configuration.

m 802.11w, “Protected Management Frames”—The 802.11w specification provides security
enhancements.

m 802.11y, “Contention Based Protocol”—This specification describes interference avoidance.
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2.4 GHz
Operating frequency shared by cordless telephones, wireless home networks (WLAN or Wi-Fi), and
(unfortunately) microwave ovens and other devices that can cause interference.

5.8 GHz
Operating frequency for newer cordless telephones and wireless home networks (WLAN or Wi-Fi),
with less interference (yet) from other devices.

802.11
IEEE working group and standards dealing with wireless networking.

802.11a
An IEEE wireless networking standard that specifies a maximum data transfer rate of 54 Mbps and
an operating frequency of 5 GHz. Not compatible with 802.11b, 802.11g, or 8§02.11n.

802.11b
An IEEE wireless networking standard that specifies a maximum data transfer rate of 11 Mbps and
an operating frequency of 2.4 GHz. Forward compatible with 802.11g and 802.11n.

802.11g

An IEEE wireless networking standard that specifies a maximum data transfer rate of 54 Mbps and
an operating frequency of 2.4 GHz. Backward compatible with 802.11b and forward compatible with
802.11n.

802.11n
A fairly new IEEE wireless networking standard that specifies a maximum data transfer rate of 100
Mbps (and higher) and an operating frequency of 2.4 GHz. Backward compatible with 802.11b and
802.11g.

A

ad hoc mode
Refers to a wireless network that is computer to computer, without a wireless router.

Advanced Encryption Standard (AES)
A very secure encryption algorithm used as part of WPA2 wireless security encryption (and is also
used for other types of data encryption).
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B

bandwidth
The measure of how much data can be sent over a network connection, for example between your
router and the broadband provider’s network, at a point in time.

bit
Short for “binary unit”; this is a single digit of information, which is a 1 or 0.

broadband
A term used to describe high-speed Internet service. The term comes from the fact that a broad range
of frequencies is used to attain high information exchange rates.

browser
A program used to access content on the Internet.

brute-force attack
Defeating a password or encrypted data by successively trying a large number of possibilities; for
example, exhaustively trying password combinations using a dictionary attack program.

byte
A standard-size “chunk” of computer language or network information. A byte is made of 8 bits.

C

cable
A wire with connectors to connect two devices together. Also, the type of broadband service you get
from your cable TV provider.

cable modem
A device that provides a broadband Internet connection to your home network by transmitting over
the cable TV network.

chat
Instant messaging session where often there are three or more people involved.

D

delay
The length of time required to transmit packets from their origination point to their destination.
Sometimes called latency.

denial of service (DoS) attack
An attack on a computer system or network that causes a loss of service to users, by consuming the
bandwidth of the network or overloading the processor and memory of the computer system.

Amazon EX1013 Page 355



firewall 337

DHCP (Dynamic Host Configuration Protocol)
Protocol used by routers and similar network equipment to automatically assign IP addresses from a
pool rather than assign permanent IP addresses to users.

Domain Name Service (DNS)
Fast computers at your ISP that can translate URLs (web links) into their actual IP addresses.

downlink
The connection and information flow from the service provider to your computer.

DSL (digital subscriber line)
A high-speed Internet connection that uses unused frequencies on phone lines to deliver very high
data rates with the use of a specialized modem.

DSL modem
A device that provides a broadband Internet connection to your home network by transmitting over
the public telephone network.

dynamic DNS
A service that tracks the dynamic IP address of your broadband connection and associates it with
your own URL.

dynamic IP address

An IP address that is assigned by a device in the network (such as a wireless router for a private
home network or a device at the ISP for public networks), which can change each time an address is
requested. See also static IP address.

E

e-mail
An application used to exchange notes and files between two or more people. An e-mail address is
identified by the username and the service provider, such as bob@network.com.

encryption
The manipulation of data to prevent accurate interpretation by all but those for whom the data is
intended.

Ethernet
A protocol that defines the rules for computer communication over certain types of network cables
and other physical media. It is the dominant protocol in use for both home and businesses.

F

firewall
A physical device or software program that prevents unwanted access into a private network from an
outside location.
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G

Gb (gigabit)
1 billion bits.

GB (gigabyte)
1,073,741,824 bytes.

GHz (gigahertz)
Measurement of a radio frequency equating to 1 billion cycles per second.

H

hack
A clever or elegant modification to computer software to gain unauthorized access or otherwise cause
computer software to malfunction.

hacker
A person able to exploit a computer system or gain unauthorized access, usually by creating or modi-
fying computer software.

hotspot
A wireless network available for use in a public place such as a coffee shop or airport.

HTTP (Hypertext Transfer Protocol)
The computer network protocol used to retrieve information from web pages written in certain
“markup” languages.

IEEE

Institute of Electrical and Electronics Engineers, commonly pronounced “eye triple-e,” is a group of
professionals from many companies, governments, agencies, and so on that gets together to standard-
ize different technologies.

infrastructure mode
A topology for deploying wireless networks in which a centralized “base station” (such as a wireless
router) provides a common access point through which all computers and devices communicate.

Internet
The worldwide system of computer networks. Although many private networks connect to it, the
Internet is public, cooperative, and self-sustaining.

IP (Internet Protocol)
Defines the communication rules for devices on the Internet. Communication within this protocol is
based on the assignment of IP addresses.
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IP address
Numerical address by which computers, web servers, and devices are known on the Internet. IP
addresses have little bearing on geographic location.

ISP (Internet service provider)
A company that provides access to the Internet for residential or business use.

J-K-L

kilobit (Kb)
1000 bits. This is a standard transmission-rate unit for dialup modems when referred to over a portion
of time such as kilobits per second (Kbps).

kilobyte (KB)
1024 bytes.

LAN (local-area network)
A small network within a house, department, or business.

loss
A measure of communication link quality, by measuring the number or percentage of packets that are
lost between their origination point and destination.

M-N

MAC (Media Access Control) address
The unique physical serial number given by the manufacturer to every networking device used for
network communication.

MAC address locking
A security measure for wireless networks whereby access through a wireless signal is restricted to
specified MAC addresses, and others are rejected. Also called MAC filtering.

megabit (Mb)
1 million bits. When measured over time, this is the standard transmission-rate unit for high-speed
modems, such as 2 megabytes per second (Mbps).

megabyte (MB)
1,048,576 bytes.

modem (modulator demodulator)
Device that translates computer language for transmission over a network media (phone line, cable,
DSL, and so on) and back again.
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Network Address Translation (NAT)

The technology by which a home router translates the private IP addresses used by computers on
your home network into a single public IP address assigned to your broadband modem, providing the
ability for multiple computers to share a connection, and also providing a degree of privacy because
the computers on your home network are not able to be accessed directly from the Internet.

NIC (network interface card)

Provides the connection for a computer to either a wired or wireless network. Can be installed inter-
nally in the computer (PCI), connected externally to a USB port, or plugged into the PCMCIA slot of
a laptop.

O-P

packet
A message containing data that is transmitted between an origination and destination in a network.

passphrase
Used much like a password, typically, to seed an ecryption key.

peer-to-peer
Another term for ad hoc wireless networking, whereby two computers establish a connection directly
to each other without a wireless access point.

ping
Utility program on most PCs that can be used to test a network connection.

Point-to-Point Protocol over Ethernet (PPPoE)
Communication protocol commonly used on DSL broadband connections to communicate between
your DSL modem and the DSL service hub.

Q-R

registry
A database that stores settings and options for the Microsoft Windows operating system, containing
information and settings for all the hardware, software, users, and preferences of the PC.

RJ11
The connector on the end of a telephone cable, typically four wires, thinner than an Ethernet jack.

RJ45
The connector on the end of an Ethernet cable, typically eight wires, wider than a telephone jack.
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router
A networking device that makes “intelligent” decisions regarding how traffic is moved across or
through a network.

S

Skype
Popular free Internet-based voice chat service.

SSID (service set identifier)
A term used for the name of a wireless network.

SSID broadcast
An advertisement by a wireless router announcing its network’s assigned SSID. Disabling SSID
broadcasting can be one wireless networking security measure.

stateful packet inspection (SPI)

Examining each packet that flows through a firewall to make sure that the packet is both in response
to a legitimate request by a computer on the home network and the correct packet in the expected
sequence of packets.

static IP address
An IP address that is assigned by the ISP (or installed on a private home network) and that does not
change. See also dynamic IP address.

-

TCP (Transmission Control Protocol)
A subset of the Internet Protocol (IP) set of rules to send data in the form of message units between
computers over the Internet.

Temporal Key Integrity Protocol (TKIP)
A wireless encryption protocol that periodically changes the encryption key, making it harder to
decode. Commonly used in WPA.

throughput
The amount of data moved successfully over a network connection, from one place to another in a
given time period.

TiVo
A digital video recorder service that allows digital recording of live TV. Warning: The authors have
found TiVo to be highly addictive.
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U

uplink
The data flow from the computer to the service provider (and then to the Internet).

URL (uniform resource locator)
The official term for a link to a website or other material on the Internet; also known as the web
address.

USB (Universal Serial Bus)
An interface that allows other devices to be connected and disconnected without resetting the system.
Also a serial communication standard that allows high-speed data communication to many devices.

Vv

VolIP (voice over IP)
A protocol for transporting voice conversations across a data network. Also known as IP telephony.

VolIP chat

Using the Internet for voice conversations and phone calls, where there is typically no number to call
but you reach others through their “handle,” much like instant messaging. Online gaming systems,
such as Xbox Live, often provide a voice chat feature for players to communicate during games.

W-X-Y-Z

WEP (Wired Equivalency Protocol)
Encryption security standard for 802.11-based wireless home networks.

Wi-Fi
A common reference to wireless networking; playing on the 1980s term for a high-fidelity (or Hi-Fi)

stereo, Wi-Fi refers to wireless fidelity.

WiMax
A future wireless standard in the works that promises outdoor wide-area wireless networking, much
like your cellular phone does today for voice.

WLAN

A wireless local-area network. See also LAN.
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WPA (Wi-Fi Protected Access)

More recent encryption security standard for 802.11-based wireless home networks, considered more
secure than WEP.

WPA2 (Wi-Fi Protected Access 2)

Latest encryption security standard for 802.11-based wireless home networks, considered more
secure than WEP and WPA.
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A

access

free Internet, 49
hotspots
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304
networks, 328
security, 47-50
encryption, 52-55
SSID, 51
wireless access points, 11
wireless video cameras, 268-275
WPA, 53
ad hoc networks, 35, 54-55
adapters, wireless games, 282-283
adding
computers, 114-120
encryption, 123-135, 137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137, 140-141
addresses
P
assigning, 177, 180, 210-216
dynamic, 277
MAC
enabling filtering, 327
locking, 166
troubleshooting filtering, 329
administration, passwords, 55. See also pass-
words
Advanced Encryption Standard. See also AES
advertising, stopping, 163
AES (Advanced Encryption Standard), 53
applications

Linksys EasyLink Advisor, 91-98
Viewer Client, 271-275

assigning
IP addresses, 177, 180, 210-216
IP ports, 275

associating

NICs with routers, 105-111, 113-120
routers, 176, 180, 193-195
attenuation, 187

authentication, 176, 209

automatic speed negotiation, 245-247
availability, future of, 319-320
avoiding proprietary extensions, 58

bad signals, verifying Windows XP, 246

base stations, 11
Boingo monitor, 252
Boingo utility, 305
bottlenecks, 239-242
broadband connections
speed, 243
testing, 239-242
upgrading from dial-up, 75
broadcasts
SSID settings, 51
troubleshooting, 192-193
browsers. See also interfaces
connections, 181-183
routers, 84-90

C

cables. See also connections

Ethernet, 263
overview of, 4
routers, 78
cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276
cards, laptops, 59
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346 channels

channels

IEEE 802.11n standard, 331-332
interference
cordless phones, 252-254
troubleshooting, 248-251
characters, WEP passphrases, 125

clients, troubleshooting, 215-216
CNET.com, 67
combinations of standards, 21
comparing ExpressCards/PCMCIA, 59
compatibility

cordless phones, 252-254

standards, 24-26
computers

adding, 114-120

capabilities, 40-41

USB wireless NICs, 103-104
configuring

DVRs, 289
Encryption, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
Troubleshooting, 167
WPA137, 140-141
hotspots, 310-316
NICs99
associating with routers, 105-111, 113-120
installing, 99-104
routers, 75-77
connecting, 74-75
Internet browsers, 84-90
Linksys EasyLink Advisor, 91-98
Linksys Setup Wizard, 77-84
viewing wireless camera images, 274-275
topologies, 6
wireless online gaming, 282-283
wireless video cameras, 277-279
connections, 11-12

DVRs, 288-292
configuring, 289
uses of, 289

future of, 317
availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

hotspots, 299-300
Boingo, 305
configuring, 310-316

Linksys WLAN Monitor, 300-301
membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304

Linksys Setup Wizard, 80

managing, 108-120

NICs
wired, 40
wireless, 40-41

overview of, 4

profiles, 106-108

routers, 74-75

security, 52-55

slow
degraded signals, 248-254
speed tests, 243
testing broadband connections, 239-242
troubleshooting, 239-245
verifying speed, 245-247

SSID, 51

Troubleshooting, 174-181, 218
assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
detecting, 181-183
matching, 176-179, 189, 192-193
scanning, 176-178, 184-188
securing, 176, 180, 196-204, 206-209
testing, 216-217

Wi-Fi, 10-11

wireless online gaming, 281-288

wireless video cameras, 263-268

consoles, wireless online gaming, 284-285

cordless phones, interference, 252-254
costs

hotspots, 298-299
standards, 29
customizing routers, 76

D

data rates, 10
decoding keys, 52
default channels
cordless phones, 252-254
troubleshooting, 248-251
degrading signals, 248-254
desktops. See also computers
NICs, 101-102
PCI wireless cards, 101-102
USB wireless NICs, 103-104
detecting connections, 181-183
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devices

future of, 321

interference, 252-254

purchases, 57
determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69

standards
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332

wireless online gaming, 279
connecting, 281-288
options, 280-281
servers, 280

wireless video cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276

DHCP (Dynamic Host Configuration Protocol),
210, 215-216

dial-up connections, upgrading to broadband, 75
digital video recorders. See also DVRs

disabling ad hoc networks, 54-55

drivers, war-drivers, 49. See also devices
dual-band products, 26

DVRs (digital video recorders), 288

configuring, 289

connecting, 290-292

uses of, 289
Dynamic Host Configuration Protocol. See also
DHCP

dynamic IP addresses, 277

E

e-mail, overview of, 7
EasyLink Advisor, 76, 91-98
connections, 113-120
encryption, 150-162
enabling
encryption, 126-127
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-143, 150

NICs, 130-137
Routers, 128-129
WPA, 137-141
firewalls, 164
MAC address filtering, 327-329
NICs, 185-186
encoding keys, 52
encryption, 52-55. See also security

configuring123-137
connections, 196-197, 199-209
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
standards, 28-29
troubleshooting, 167
WPA137, 140-141
entering SSIDs, 82
episodes (TV), recording, 291. See also DVRs
Ethernets, 17, 263. See also connections
ExpressCards, 59
extending VoIP, 60

extensions, proprietary, 27, 58

F-G

filters (MAC addresses)
enabling, 327
troubleshooting, 329
firewalls. See also security
enabling, 164
encryption, 28-29
forwarding ports, 274
free Internet access, 49
frequency, unregulated ranges, 17
future of wireless networking, 317
availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317

games, 279
connecting, 281-288
options, 280-281
servers, 280
good signals, verifying Windows XP, 246
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H

hackers, war-drivers, 49. See also security
hotspots, 295-297
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

I-K

IEEE (Institute of Electrical and Electronic

Engineers) standards

combinations of, 21
comparing to WLAN, 30-31
compatibility, 24-26
cost, 29
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332
range, 28
security, 28-29
selection of, 23-24
speed, 27-28
images (wireless video cameras)
troubleshooting, 277
viewing, 271, 276
incoming messages, 7
incompatible standards, 184-185
infrastructure, 35
installing

NICs, 99-104
wireless video cameras, 263-268

Institute of Electrical and Electronic Engineers.

See also IEEE standards
interfaces

connections, 181-183
NICs, 99
routers, 84-90
USB, 58

interference, 10, 17
cordless phones, 252-254
planning, 38
routers, 248-251

Internet

broadband connections
speed tests, 243
testing, 239-242
browsers, 84-90
connections, 80
images
troubleshooting, 277
viewing, 271-276
Wi-Fi, 305. See also Wi-Fi
wireless online gaming, 279
connecting, 281-288
options, 280-281
servers, 280

Internet Explorer, detecting connections, 181-

183

Internet Protocol. See also 1P
Internet service provider. See also ISP
Interoperability, 10

IP (Internet Protocol)

addresses
assigning, 177, 180, 210-216
dynamic, 277
ports, 275
ISP (Internet service provider), 7

keys
encryption, 52
mismatch, 197-208
selecting, 53-54
PSKs, 125
renewal periods, 137
WEP, 125

L

LANSs (local area networks)
connections, 11-12
overview of, 4-11

laptops
cards, 59
hotspots, 302
NICs, 99
PCMCIA cards, 102-103
travel routers, 314
TV episodes, 291

layouts, planning networks, 37-39

leeching onto networks, 49

limitations of IEEE 802.11g, 19
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Linksys. See also routers

EasyLink Advisor, 91-98
configuring encryption, 150-162
managing connections, 113-120

SES, 142-150

Setup Wizard, 76-84

wireless game adapters, 282-283

Wireless-N Broadband Router (WRT300N), 331

WLAN Monitor, 111-113, 300-301
WLAN utility, 131-132
local area networks. See also LANs

locking

MAC addresses, 166
Networks, 328

M

N

MAC (Media Access Control) addresses

enabling filtering, 327

locking, 166

troubleshooting filtering, 329
management

connections, 108-118, 120
profiles, 106-108
manually configuring encryption, 127

maps, channels, 332
matching SSIDs, 176, 179, 189-193
Mbps (megabits per second), 16
megabits per second. See also Mbps
membership tests, hotspots, 305-308
messages, 7. See also e-mail
methods, encryption, 53
Microsoft Xbox, 280. See also wireless online
gaming
MIMO (multiple inputs, multiple outputs), 20
mismatch (encryption)

keys, 197-208

type, 196-206
modes, IEEE 802.11n standard, 331-332

monitoring

Boingo monitor, 252

Linksys WLAN Monitor, 300-301
motion detectors, configuring video cameras as,
277-279

multiple inputs, multiple outputs. See also
MIMO

negotiation, automatic speed, 245-247
networks

computer capabilities

wired NICs, 40
wireless NICs, 40-41

connecting

assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195

detecting, 181-183

matching, 176, 179, 189-193

scanning, 176, 178, 184-188

securing, 176, 180, 196-209

testing, 216-217

troubleshooting, 174-181, 218

connections

degraded signals, 248-254

slow, 239, 244

speed tests, 243

testing broadband connections, 239-242
upgrading routers, 244-245

verifying speed, 245-247

disabling, 54-55
DVRs, 288

configuring, 289
connecting, 290-292
uses of, 289

encryption

configuring, 123-137

Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167

WPA, 137-141

future of, 317

availability, 319-320
devices, 321
portability, 320
range, 319

speed, 317

hotspots, 295-297

Boingo, 305

configuring, 310-316
connecting, 299-300

Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298

services, 298-299
troubleshooting, 308-310
Windows XP, 302-304

layouts, 37-39
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locking, 328

purchases, 57
determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69

readiness, 44

security, 47-50
enabling firewalls, 164
encryption, 52-55
optimizing, 162
preventing roaming, 164-165
SSID, 51
stopping advertising, 163

topologies, 35-37

wireless online gaming, 279
connecting, 281-288
options, 280-281
servers, 280

wireless video cameras
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
viewing, 271, 276

worksheets, 43-44

NICs (network interface cards)

compatibility, 25
configuring, 99

associating with routers, 105-114, 117-120

installing, 99-104
connecting

assigning IP addresses, 177, 180, 210-216

associating, 176, 180, 193-195
detecting, 181-183
matching, 176-193
scanning, 176-188
securing, 176, 180, 196-209
testing, 216-217
troubleshooting, 174-181, 218
encryption
configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137-141
hotspots
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301

membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304
locking, 328
proprietary extensions, 27
readiness, 57-61
selecting, 63-65
standards
costs, 29
ranges, 28
security, 28-29
speed, 27-28
topologies, 36
upgrading, 244
wired, 40
wireless, 40-41

o)

omnidirectional signals, 47
optimizing
connections
degraded signals, 248-254
slow, 239, 244
speed tests, 243
testing broadband, 239-242
upgrading routers, 244-245
verifying speed, 245-247
security, 162
enabling firewalls, 164
preventing roaming, 164-165
stopping advertising, 163

options
hotspots, 298-299
routers, 76

wireless online gaming, 280-281

P

packets

firewalls, 164
SPI, 29
passphrases
generators, 53
selecting, 128
WEP, 125
passwords

routers, 80

wireless video cameras, 269
PCI wireless cards, installing on desktops,
101-102
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PCMCIA (Personal Computer Memory Card
International Association), 59-60, 102-103
peer-to-access point networks, 35
peer-to-peer networks, 35
performance, compatibility, 26
Personal Computer Memory Card International
Association. See also PCMCIA
ping utility, 241. See also testing
planning
networks
computer capabilities, 40
layouts, 37-39
readiness, 44
topologies, 35-37
wired NICs, 40
wireless NICs, 40-41
worksheets, 43-44
purchases, 57
determining readiness, 57-61
NICs, 63-65
selecting routers, 62-63
travel routers, 65-66
where to, 67-69
pools, troubleshooting, 215-216
portability, 320
ports. See also connections
forwarding, 274
1P, 275
power of transmissions, 10
preshared keys. See also PSKs
preventing roaming, 164-165
primary channels, 332
privacy, WEP, 52
profiles, 106-108, 110-120
proprietary extensions, 27, 58
protocols
DHCP, 210, 215-216
Ethernet, 7
IP. See also 1P
TKIP, 53
providers, connecting to online games, 285-288
PSKs (preshared keys)125
purchases (planning), 57
determining readiness, 57-61
selecting NICs, 63-65
selecting routers, 62-63
travel routers, 65-69

R

radio frequency. See also RF
ranges

future of, 319

standards, 28

transmissions, 10

unregulated frequency, 17
readiness

determining, 57-61
planning networks, 44
recording, DVRs, 291. See also DVRs
relationships, wireless standards, 25
renewal periods, keys, 137
Repair function (Windows XP), 214
revisions, IEEE 802.11 standards, 333-334
RF (radio frequency), 9-10
ring topology, 6
roaming, preventing, 164-165
routers, 6
associating, 176, 180, 193-195
broadband connections
speed, 243
testing, 239-242
compatibility, 26
configuring, 74-77
connections, 4, 11-12
encryption
configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137, 140-141
extensions, 27
interference, 248-251
Internet browsers, 84-90
Linksys EasyLink Advisor, 91-98
Linksys Setup Wizard, 77-84
NICs, 105-114, 117-120
passwords, 80
purchases, 57
selecting, 62-63
travel, 65-66, 310-316
upgrading, 244-245

S

saving router configuration settings, 83
scanning signals, 176, 178-188
scrambling signals, 52-55
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searching for hotspots, 297-298
secondary channels, 332
SecureEasySetup. See also SES
Security, 47-50

connections, 176, 180, 196-209
encryption, 52-55
configuring, 123-137
Linksys EasyLink Advisor, 150-162
Linksys SES, 142-150
troubleshooting, 167
WPA, 137-141
hotspots
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
troubleshooting, 308-310
Windows XP, 302-304
optimizing, 162
enabling firewalls, 164
preventing roaming, 164-165
stopping advertising, 163
SSID, 51
standards, 28-29
wireless video cameras
accessing, 268-275
configuring as motion detectors, 277-279
troubleshooting, 277
viewing, 276
selection
encryption keys, 53-54
IEEE 802.11n wireless channels, 331-332
NICs, 63-65
routers, 62-63
standards, 23-24
compatibility, 24-26
cost, 29
range, 28
security, 28-29
speed, 27-28
travel routers, 65-66
WEP passphrases, 128
servers, wireless online gaming, 280

Service Set Identification. See also SSID
services, hotspots, 298-299

SES (SecureEasySetup), 142-150

Setup Wizard, 263

setup. See also configuring

signals

Boingo monitor, 252
degrading, 248-254
omnidirectional, 47
RF, 9-10
scrambling, 52-55
scanning, 176, 178-188
troubleshooting, 187-188
Windows XP, 246
slow connections, 239, 244
degraded signals, 248-254
speed tests, 243
testing broadband connections, 239-242
upgrading routers, 244-245
verifying speed, 245-247
snooping, 8
SoloLink, 277
speed
broadband connections, 243
future of, 317
overview of, 244-245
standards, 27-28
verifying, 245-247
Speed Booster, 19, 58
SPI (stateful packet inspection), 29, 164
SSID (Service Set Identification), 11, 51
entering, 82
hotspots, 299-300
matching, 176, 179, 189-193
standard channel, 331-332
standards, 16

AES, 53
combinations of, 21
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332
incompatible, 184-185
overview of, 244-245
selection of, 23-24
compatibility, 24-26
cost, 29
range, 28
security, 28-29
speed, 27-28
WLAN, 30-31
starting Linksys Setup Wizard, 78

stateful packet inspection. See also SPI
static IP addressing, 211
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353

stopping advertising, 163

strength, troubleshooting signals, 187-188
surveillance, 261, 277-279

switches, 6

-

T-Mobile, connecting, 307. See also hotspots

telephones, troubleshooting interference, 252-
254

Temporal Key Integrity Protocol. See also TKIP
testing

broadband connections, 239-243
connections, 216-217
hotspots, 305-308
TiVo, 288
configuring, 289
connecting, 290-292
TiVoToGo, 291
uses of, 289
TKIP (Temporal Key Integrity Protocol), 53
tools
Boingo, 252, 305
Linksys WLAN Monitor, 111-113, 300-301
Linksys WLAN utility, 131-132
ping, 241. See also testing
Windows Wireless network Connection
utility, 109
Windows XP, 135-137
topologies
overview of, 6
types of, 35-37
transferring TV episodes (DVRs), 291
transmissions, power of, 10
travel routers, 65-66, 310-316
troubleshooting

connections, 174-181, 218
assigning IP addresses, 177, 180, 210-216
associating, 176, 180, 193-195
degraded signals, 248-254
detecting, 181-183
matching, 176, 179, 189-193
scanning, 176-178, 184-188
securing, 176, 180, 196-209
slow, 239, 244
speed tests, 243
testing, 216-217, 239-242
upgrading routers, 244-245
verifying speed, 245-247

cordless phones, 252-254

encryption, 167

hotspots, 308-310
MAC address filtering, 329
router interference, 248-251
wireless video cameras, 277
types
of encryption mismatch, 196-206
of NICs, 99
of topologies, 35-37
of wireless connection managers, 108

U

unregulated frequency ranges, 17
upgrading
dial-up connections to broadband, 75
NICs, 244
overview of, 244-245
routers, 244-245
USB (universal serial bus). See also connections

interfaces, 58
NICs, 103-104

\'

verifying speed, 245-247
video
DVRs, 288
configuring, 289
connecting, 290-292
uses of, 289
wireless cameras, 259
accessing, 268-275
configuring as motion detectors, 277-279
connecting, 263-268
troubleshooting, 277
uses of, 261-262
viewing, 271, 276
Viewer Client, 271-275
viewing wireless video cameras, 271, 276
VoIP (Voice over IP), 17, 60

vulnerabilities, 50. See also security

W

W-Fi hotspots, 295-297
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 302-310
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war-drivers, 49 wizards
web sites, CNET.com, 67 Setup, 263
WEP (Wired Equivalent Privacy), 52 Wireless Security Wizard, 152
keys, 125, 197-203 WLAN (wireless LAN)
NICs, 130-137 connections, 11-12
passphrases, 125, 128 Linksys Monitor, 111-113
routers,128-129 Linksys WLAN Monitor, 300-301
Wi-Fi Protected Access. See also WPA overview of, 4-11
wide channel, 331-332 standards, 30-31

worksheets, planning networks, 43-44
WPA (Wi-Fi Protected Access), 53

enabling, 137, 140-141
preshared key mismatch, 207-208

Windows XP

authentication, 209
hotspots, 302-304
Repair function, 214

speed, 246 PSKs, .125

WEP encryption, 135-137 type mismatch, 203-206
Wired Equivalent Privacy. See also WEP X
wired NICs, 40

wireless access points, 11 Xbox, 280. See also wireless online gaming

wireless devices

standards
IEEE 802.11, 16, 333-334
IEEE 802.11a, 17
IEEE 802.11b, 18
IEEE 802.11g, 19-20
IEEE 802.11n, 20-21, 331-332
wireless hotspots, 295-297
Boingo, 305
configuring, 310-316
connecting, 299-300
Linksys WLAN Monitor, 300-301
membership tests, 305-308
searching, 297-298
services, 298-299
troubleshooting, 308-310
Windows XP, 302-304
wireless LAN. See also WLAN
wireless networks, 317
availability, 319-320
devices, 321
portability, 320
range, 319
speed, 317
wireless NICs, 40-41
wireless online gaming, 279
connecting, 281-288
options, 280-281
servers, 280
wireless profiles, 106-108, 110-120
Wireless Security Wizard, 152
wireless travel routers, 310-316
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