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(57) ABSTRACT

A method for installing software on a controlled device
(110), comprising the steps of: instructing (203) the con-
trolled device (110) to download a software file; sending
(206) a notification to a controlling device (120) that soft-
ware can be installed; receiving (208), from the controlling
device (120), an acceptance message to install the software;
and instructing (212) the controlled device (110) to install
the software file.
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METHOD AND SYSTEM FOR INSTALLING
SOFTWARE

TECHNICAL FIELD

[0001] The present disclosure is related to installing soft-
ware, in particular to an opt-in process for firmware
upgrades for embedded appliances.

BACKGROUND

[0002] Technology development, in particular in the areas
of networks and embedded devices, results in an increasing
number of network-connected devices of various types.
These devices may cooperate with each other, for example
in an Internet of Things infrastructure. A networking device
typically comprises a set of hardware elements, including a
software-controlled processor. The basic operation of the
device is controlled by a so-called firmware, i.e. software
that provides control, monitoring and data manipulation of
engineered products and systems. In order to keep the device
up to date with the latest technology developments, the
firmware may need to be updated, e.g. to allow communi-
cation according to new standards.

[0003] Firmware update methods are generally known.
For example, a US patent application US20050055595
presents a system for remotely updating software on an
electronic device connected to a network. The electronic
devices have a non-volatile rewritable storage unit divided
into at least two partitions, one of which will contain core
firmware and the other of which will contain auxiliary
software. When an update is received at the device, the
updated core firmware is written to overwrite the partition in
the rewritable storage unit that contained the auxiliary
software. When this is completed and verified, the previous
version of the core firmware stored in the storage unit is
disabled from execution by the device. Next, the updated
auxiliary software is written to overwrite the old version of
the core firmware. When this write is complete, the device
determines a suitable time for it to be rebooted to execute the
updated software.

[0004] In many cases it is necessary to obtain user
approval before applying a new firmware version in a
device, due to operational or regulatory constraints. This
process can be called an opt-in firmware update. Sophisti-
cated devices, such as smartphones, having their own user
interface, may simply run a firmware update application that
asks the user for approval via the user interface of that
device.

[0005] For example, U.S. Pat. No. 6,023,620 presents a
method for downloading software into a remotely located
cellular telephone via wireless communication. An update
server processor sends an offer to remotely update the
cellular telephone software. The offer to update appears on
an alphanumeric display of the cellular telephone intended
to receive the offer. After receiving the offer the cellular
telephone subscriber can choose to accept the offer and is
typically instructed to press a single or a series of keys
located on the cellular telephone. Then, the cellular tele-
phone transmits an SMS message to the update server
processor, wherein the message contains an acceptance
code.

[0006] However, there is a large group of devices, such as
embedded appliances, that do not have their own user
interface or have an interface that is very limited, e.g.
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comprises only 7-segments display and buttons or knobs.
Presenting a meaningful message to a user may be very
problematic.

[0007] Therefore, there is a need to improve the methods
of opt-in software installation for devices having that have
a limited user interface.

SUMMARY

[0008] There is disclosed a method for installing software
on a controlled device, comprising the steps of: instructing
the controlled device to download a software file; sending a
notification to a controlling device that software can be
installed; receiving, from the controlling device, an accep-
tance message to install the software; and instructing the
controlled device to install the software file.

[0009] The method may comprise sending the notification
to the controlling device as a push notification and awaiting
reception of an opt-in API call.

[0010] The method may further comprise the step of
logging the acceptance message and associated metadata in
a database.

[0011] The method may further comprise scheduling the
time of installation of the software file.

[0012] The method may further comprise the steps of
monitoring for receipt of a message from the controlled
device confirming software installation or expiry of a tim-
eout, and rescheduling the time of installation of the soft-
ware file.

[0013] The method may further comprise the step of
sending a notification to the controlling device that software
has been installed.

[0014] The method may comprise communicating with
the controlled device using Message Queuing Telemetry
Transport (MQTT) or a Constrained Application Protocol
(CoAP).

[0015] The method may comprise communicating with
the controlling device using Representational State Transfer
(REST) API over Hypertext Transfer Protocol Secure
(HTTPS).

[0016] There is also disclosed a computer program com-
prising program code means for performing all the steps of
the method as described above when said program is run on
a computer, as well as a computer readable medium storing
computer-executable instructions performing all the steps of
the method as described above when executed on a com-
puter.

[0017] There is also disclosed a system for installing
software, the system comprising: at least one controlled
device comprising a control unit coupled to a software
memory and a network interface; at least one controlling
device; and at least one server communicatively connected
via a network with the controlled device and the controlling
device and operating a device management module config-
ured to perform the steps of the method as described above.

BRIEF DESCRIPTION OF DRAWINGS

[0018] The system and method are presented by means of
example embodiments shown in a drawing, in which:
[0019] FIG. 1 presents a system for installing software on
a controlled device;

[0020] FIGS. 2A and 2B present a flowchart for software
upgrade with user opt-in;
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[0021] FIG. 3 presents a call flow for software upgrade at
the controlled device 110 with user opt-in.

NOTATION AND NOMENCLATURE

[0022] Some portions of the detailed description which
follows are presented in terms of data processing proce-
dures, steps or other symbolic representations of operations
on data bits that can be performed on computer memory.
Therefore, a computer executes such logical steps thus
requiring physical manipulations of physical quantities.
[0023] Usually these quantities take the form of electrical
or magnetic signals capable of being stored, transferred,
combined, compared, and otherwise manipulated in a com-
puter system. For reasons of common usage, these signals
are referred to as bits, packets, messages, values, elements,
symbols, characters, terms, numbers, or the like.

[0024] Additionally, all of these and similar terms are to be
associated with the appropriate physical quantities and are
merely convenient labels applied to these quantities. Terms
such as “processing” or “creating” or “transferring” or
“executing” or “determining” or “detecting” or “obtaining”
or “selecting” or “calculating” or “generating” or the like,
refer to the action and processes of a computer system that
manipulates and transforms data represented as physical
(electronic) quantities within the computer registers and
memories into other data similarly represented as physical
quantities within the memories or registers or other such
information storage.

[0025] A computer-readable (storage) medium, such as
referred to herein, typically may be non-transitory and/or
comprise a non-transitory device. In this context, a non-
transitory storage medium may include a device that may be
tangible, meaning that the device has a concrete physical
form, although the device may change its physical state.
Thus, for example, non-transitory refers to a device remain-
ing tangible despite a change in state.

[0026] As utilized herein, the term “example” means serv-
ing as a non-limiting example, instance, or illustration. As
utilized herein, the terms “for example” and “for example”
introduce a list of one or more non-limiting examples,
instances, or illustrations.

DETAILED DESCRIPTION

[0027] The present invention is applicable to various types
of devices that have network connection capabilities. in
particular, it is applicable to devices that have limited
man-machine user interfaces or do not have any man-
machine user interface at all. The devices can be for example
appliances (such as a washing machine, a microwave, a
dishwasher), sensors (such as a movement sensor, a tem-
perature sensor, a window opening sensor, a camera, a
microphone) or actuators (such as a motor, a driver, a
loudspeaker). The device for which the software will be
installed (e.g. to perform firmware upgrade) will be called
herein a controlled device.

[0028] The method and system presented herein include a
remote management system with a push notification channel
towards an application of a controlling device (such as a
device with a user-friendly interface, e.g. a smartphone) via
which the user may control software (such as firmware)
update on a controlled device (such as an appliance with
limited user interface).
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[0029] In general, the presented remote management sys-
tem may execute a multi-step software upgrade procedure
that comprises the following actions. A new software file is
downloaded to the controlled device. Once download is
completed, a push notification is sent to a remote application
running on a controlling device. The remote application
informs end the user of the availability of a new software
and request user approval to apply it. Once the user provides
approval, the remote application sends a message to the
remote management system confirming the user acceptance.
Then, the remote management systems logs user acceptance
for auditing purposes and instructs the controlled device to
apply the new software.

[0030] FIG. 1 presents an example embodiment of a
system for installing software (such as firmware) on a
controlled device 110. The controlled device comprises a
software memory 113, typically a non-volatile memory such
as Flash memory, wherein the software that can be updated
is stored. The device comprises a processor 111 that is
controlled by the software stored in the memory 113. The
controlled device 110 may communicate with other devices
via a network interface 112.

[0031] The network interface 112 allows connecting the
controlled device 110 to a network 130, wherein a cloud
system may operate including various modules. The cloud
system is operable by one or more servers. The modules may
communicate with the controlled device 110 via a machine
to machine (M2M) channel 131. The cloud system includes
also a device management module 134 with its associated
database 135, an Application Programming Interface (API)
132 and a push notification channel 133 towards an appli-
cation 121 running on a controlling device 120.

[0032] In one embodiment, the system can use Message
Queuing Telemetry Transport (MQTT) as the M2M channel,
a smartphone as a controlling device, a Representational
State Transfer (REST) API over Hypertext Transfer Protocol
Secure (HTTPS) and a smartphone system-specific push
notification channel.

[0033] In another embodiment, the system can use Con-
strained Application Protocol (CoAP) as the M2M channel,
a tablet as a controlling device, a REST API over HTTPS
and email as the push notification channel.

[0034] The detailed operation of particular modules of the
cloud system will be apparent from the description that
follows.

[0035] FIGS. 2A and 2B present a flowchart for software
upgrade with user opt-in.

[0036] In step 201, the device management module 134
schedules a software (e.g. firmware—FW) download task.
When processing such task in step 202 the device manage-
ment module 134 checks the connection state of the con-
trolled device 110 and reschedules the task if the controlled
device 110 is not connected. If the controlled device 110 is
connected, a download command is sent to the controlled
device 110 in step 203 and device management module 134
waits until a download completed message is received from
the controlled device 110 in step 204. In step 205 if the
download completed message is not received before a
timeout occurs, then the task is rescheduled for execution.
[0037] Once the download complete message is received,
the cloud system 130 sends in step 206 a push notification
to a remote application 121 registered for the controlled
device 110 (in particular, it can be registered for the owner
of the controlled device) and waits for reception of a
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dedicated opt-in API call in step 207. The remote application
121 is operated by a remote controlling device 120 that
offers a convenient man-machine user interface for that
application (for example, a smartphone or a tablet device
offering a touch-sensitive graphical user interface). The
remote application 121 requests the owner of the controlled
device 110 to accept the software upgrade for the controlled
device 110 and upon acceptance (i.e. receiving an accep-
tance message), notifies the cloud system 130 via an opt-in
API call. In step 208, in case opt-in API call is not received
before a timeout occurs, the cloud system 130 issues a new
push notification to the remote application 121 and waits
again.

[0038] Once the opt-in API call is received, in step 209 the
cloud system 130 logs user acceptance message and asso-
ciated metadata (such as a timestamp and a remote appli-
cation ID) in the cloud system database 135 for auditing
purposes. Then, the system schedules (i.e. determines the
time at which the update task shall be performed) in step 210
an apply update task to the target controlled device 110.
When processing the apply update task in step 211, the
device management module 134 checks the connection and
functionality state of the controlled device 110 and resched-
ules the task if the controlled device is not connected, or if
it is connected but not in an idle state (e.g. an operating cycle
is running). If the controlled device 110 is connected, an
apply update command is sent to the controlled device 110
(i.e. the device is instructed to install the software file) in
step 212 and the device management module 134 waits in
step 213 until an update completed message is received from
the controlled device 110. In step 214, if an update com-
pleted message (i.e. a message confirming software instal-
lation) is not received before a timeout occurs then the task
is rescheduled for execution.

[0039] Once the update completed message is received, in
step 215 the system 130 updates the inventory data in the
cloud system database 135. Then, in step 216, the system
130 sends push notification to the remote application 121 to
inform the owner of the controlled device 110 of the update
completion and terminates execution for this controlled
device 110.

[0040] The method can also be applied without checking
if the controlled device 110 is idle state in step 211.
However, such check will provide added convenience to the
owner of the controlled device, preventing execution of a
software upgrade while the controlled device 110 is busy
performing an operational cycle, which could be interrupted
by the software upgrade.

[0041] Step 216 is optional and provides additional con-
venience for the owner of the controlled device 110.

[0042] FIG. 3 presents a call flow for software upgrade at
the controlled device 110 with user opt-in.

[0043] The device management module 134 sends a
download command 301 to the M2M channel 131, which
delivers it as a message 302 to the controlled device 110.
Once the controlled device 110 has completed the download,
it sends back a download completed message 303 to the
M2M channel 131, which delivers it to the device manage-
ment module 134.

[0044] Upon receipt of the download completed message,
the device management module 134 requests the delivery of
a push notification message 305 via the push notification
channel 133 to the remote application 121. The push noti-
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fication channel 133 delivers it (306) to the remote appli-
cation 121 registered for the controlled device owner.
[0045] The remote application 121 requests a user accep-
tance of software upgrade for the controlled device 110 and
executes an opt-in API call 307 to notify the user acceptance.
[0046] The API 132, upon receipt of the incoming opt-in
call, notifies the device management module 134 via a
message 308.

[0047] The device management module 134 then sends to
the M2M channel 131 an apply update command 309, which
is delivered as a message 310 to the controlled device 110.
[0048] Once the controlled device 110 has completed the
software upgrade, it sends an update completed message 311
to M2M channel 131, which delivers it to the device
management module 134 as a message 312.

[0049] The device management module 134 can option-
ally issue a push notification 313 to inform the controlled
device owner that the software upgrade process is com-
pleted. In case such push notification is used, it is delivered
to the remote application 121 by the push notification
channel 133 as a message 314.

[0050] The disclosed invention enables to execute soft-
ware upgrades with user opt-in on a fleet of controlled
devices in a scalable and effective manner, requiring neither
any user interface element on the controlled device itself nor
direct user interaction with the controlled device.

[0051] This provides better user experience and lower
controlled device costs, as no additional hardware is needed
in the user interface and no manual activity is required at the
controlled device.

[0052] Thus, the presented system and method provide a
useful, concrete and tangible result.

[0053] The aforementioned system and method are appli-
cable in computer networks wherein devices, such as loT
controlled devices, communicate with the cloud service and
wherein the cloud service communicates with a controlling
device. Specific data processing is required during the
process. As a result, new software is delivered to the
controlled device and the state of the controlled device is
changed by installing the updated software therein. There-
fore the machine or transformation test is fulfilled and the
idea is not abstract.

[0054] At least parts of the methods as described herein
may be computer implemented. Accordingly, the presented
system and method may take the form of an entirely hard-
ware embodiment, an entirely software embodiment (includ-
ing firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that
may all generally be referred to herein as a “circuit”,
“module” or “system”.

[0055] Furthermore, the presented system and method
may take the form of a computer program product embodied
in any tangible medium of expression having computer
usable program code embodied in the medium.

[0056] It can be easily recognized, by one skilled in the art,
that the aforementioned method for installing software may
be performed and/or controlled by one or more computer
programs. Such computer programs are typically executed
by utilizing the computing resources in a computing device.
Applications are stored on a non-transitory medium. An
example of a non-transitory medium is a non-volatile
memory, for example a flash memory while an example of
a volatile memory is RAM. The computer instructions are
executed by a processor. These memories are exemplary
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recording media for storing computer programs comprising
computer-executable instructions performing all the steps of
the computer-implemented method according the technical
concept presented herein.

[0057] While the system and method presented herein
have been depicted, described, and has been defined with
reference to particular preferred embodiments, such refer-
ences and examples of implementation in the foregoing
specification do not imply any limitation. It will, however,
be evident that various modifications and changes may be
made thereto without departing from the broader scope of
the technical concept. The presented preferred embodiments
are exemplary only, and are not exhaustive of the scope of
the technical concept presented herein.

[0058] Accordingly, the scope of protection is not limited
to the preferred embodiments described in the specification,
but is only limited by the claims that follow.

1. A method for installing software on a controlled device
(110), comprising the steps of:

instructing (203) the controlled device (110) to download

a software file;

sending (206) a notification to a controlling device (120)

that software can he installed;

receiving (208), from the controlling device (120), an

acceptance message to install the software; and
instructing (212) the controlled device (110) to install the
software file.

2. The method according to claim 1, comprising sending
(206) the notification to the controlling device (120) as a
push notification and awaiting reception (207) of an opt-in
API call.

3. The method according to claim 1, further comprising
the step of logging the acceptance message and associated
metadata in a database (135).

Dec. 7,2017

4. The method according to claim 1, further comprising
scheduling (210) the time of installation of the software file.
5. The method according to claim 4, further comprising
the steps of monitoring (213) for receipt of a message from
the controlled device (110) confirming software installation
or expiry of a timeout, and rescheduling the time of instal-
lation of the software file.
6. The method according to claim 1, further comprising
the step of sending (216) a notification to the controlling
device (120) that software has been installed.
7. The method according to claim 1, comprising commu-
nicating with the controlled device (110) using Message
Queuing Telemetry Transport (MQTT) or a Constrained
Application Protocol (CoAP).
8. The method according to claim 1, comprising commu-
nicating with the controlling device (120) using Represen-
tational State Transfer (REST) API over Hypertext Transfer
Protocol Secure (HTTPS).
9. A non-transitory computer readable medium storing
computer-executable instructions performing all the steps of
the method according to claim 1 when executed on a
computer.
10. A system for installing software, the system compris-
ing:
at least one controlled device (110) comprising a control
unit (111) coupled to a software memory (113) and a
network interface (112);

at least one controlling device (120); and

at least one server communicatively connected via a
network (130) with the controlled device (110) and the
controlling device (120) and operating a device man-
agement module (134) configured to perform the steps
of the method according to claim 1.

#* #* #* #* #*
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