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A computer system includes a processor, a communications
subsystem. and a non-transitory computer-readable storage
medium 1)ie computer-readable mediuni stores instmctions
that when executed by the processor adapt the computer
system to receive an indication of a second device selected,
at a first device. for update; send an indication signallin the
second device to scud state uifonnation about the simond
dcvicc, rcceivc state mfornuition about the second device,
determine, based on the stare inforniation. that the second
device is ready to perform an update: send, to the first
device. an indication that the second device is ready to
perfomt the update; receive. from the first device, an indi-
cation to update the second devicet and. send a correspond-
ing indication to thc second des ice. Thc second device is
coniigurcd to begin updating ui rcsponsc to such an indica-
tion without any direct interaction with it. Related methods
and computer-readable media are also descnbed.
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1

SYSTEM AND METHOD FOR
CO'(TROLLING UPDATES TO

INTERNET-OF-THLNGS DEVICES

line is a continuation ofU.S. application Ser. No. 16/064,
004 filed Au . 3. 201g, the contents of which are incorpo-
rated herein by reference.

FIELD

This reLstes to updating software and. more particuLarly,
lo nniianng and controlluig thc apphcalion ol'pdates for
Internet-of-Tltings devices.

BACKGROUND

Soflivare updates can be perfilrmed for a variety of
Ictisiiiis iiiclUiiiti' Ior cxdiitplc) lo correct lssiics oi delccls
or to provide new featums or functionality

In recent years. many conventional devices such as, for
example, cars, washmg machines. refrigerators. and the hke,
have been enhanced v ith the addition of embedded com-
puting dciiccs.

Software. including firmware. included in embedded
computing dcviccs may rcquirc penoihc updates. Currently
such updates niay be pmvided by bringing updated softv are
lo a des ice such as by way of portable media. For example,
an update may be written to a US13 thumb drive using a
desktop or laptop computer and then the USB thumb drive
may be bmught to the device to perfilrm the update In the
case of consumer devices, for example, this can be cumber-
some. Moreover, as Internet-of-Things devices continue to
bimome more conunon. flm need lo visil and operate/uilcracl
with each such dcvicc in order lo pcnodically update il
becomes increasingly cunibersome Iiurthennore. in some
cases to apply those updates may require the use of a
specialized hardware or even. potentially. the services of a
specialized tecluiician may be required.

13RII!I'IIS('RIP'I'ION Ol'I'Ul'. 1)RAWINGS

Reference ivill nov be made. by way of example, to the
accompanyin drav in s In which:

FIG. 1 illustrates a simplflicd schematic operation dia-
gram illustralin an arrangemcnl of compuling devices in
the operating environment of an exainple embodiment,

FIG 2 illustrates another arrangement of the computing
devices of lil(i. I:

FIG, 3 shoivs a simphfied hi h-level block din ram of an
example computin device:

FIG. 4 depicts a simphiicd sofiwarc orgamzanon of thc
example computing dcvicc of FIG. 3.

11(i 5 is a diagrani illustrating conununications between
the computing devices of lil(i I; and

11(i 6 is a flow chart illustrating an exainple method of
one of the computing devices of Flfi. 1.

Dl,'I'Ail.1iD Dl:S('RIP 11ON Oli I'.XAMP[,l I

I:MI IOI )I M I IN'lg

Inteniet-of-Things iioT) devices are devices including
cnhanccd embedded computing devices fimturing hardware
and sofiware allowuig Interact connccttvity. IUT devices
ititl)'ioviih: dddilioiial fUiiclioiialil)'s coitlpBrcil lo siittilar
non-lo I'evice such as, for example, similar devices includ-
ing enibedded coniputmg devices Additionally or alterna-

tively. IoT devices may serve ncw or additional purposes nol
previously addressed by non-Io'I devices

Due to the availability of nenvork connectivity in Io'I'evices,

it is possible to update loq devices onhne
In one aspect, there is provided a computer system. The

computer system includes a processor. a communications
subsystem, and a non-ndnsilory computer-readable storage
mednim. Thc non-transitory computer-rcadablc storage
medium stores instnictions that v hen executed by the pnl-

18 cessor adapt the coniputer system to receive, fnlm a first
device using the coninninications subsysteni. an indication
of a second device selected, at the first device. for update;
send, to the second device using the conununications sub-
system, an indication signalluig Ihc second dcvicc to scud
state uifiinnalion about the second device, rimcive, from thc
second device using the communications subsystem, the
state infiirmation about the second device; determine, by the
pmcessor based on the state information about the second
device. that the second device is ready to perform an update;

zo send, to the first device using the communications subsys-
tem. an indication that lhc second device is ready lo pcrfiinn
dii iipihitc; rcccivc, hoist llic iiist dcvicc iisiitg llic coitiiiiU-
nications subsystem, mi indication to update the second
device, and send, to the second device using the conununi-
cations subsystem, an indication to begin performing the
update. v:herein the second device is configured to begin
updatutg responsive to such an indication without any direct
interaction with Ihc second dcvwe.

Iii Biioflicr dspccl, Ilicfc Is pioviihxl 8 coitipUIC'I-iiiiph:-
sc mented niethod I'he method includes receiving, at a server

from a first device, an indication of a second device selected,
at the first device. for update; sending, by the server to the
second device. an indication signallin the second device to
send state information about the second device to the server;

ss receiving, by Ihc sorter Ibom the second device, the staie
infiirmation about Ihc second device, dclcrmimng, by Ihe
scrvcr based on thc rccmi cd the state information about Ihe
second device, that the second device is ready to perforin an
update; sending. by the server to the hrst device, an indica-

do tion that the second device is ready to perform the update;
receiving. by the server from the first device. an indication
to update thc scmond device: dnd sending, by the scrvcr to thc
second dcvicc, an indicdiion io begin pcrfiirmuig Ihe upddle.
wherein thc second device is conligurcd to begin updatuig
responsive to such an indication ivithout any direct interac-
tion with the second device.

In another aspect, there is provided a non-transitory
computer-readable storage niedium The medium stores
inslnictions that when cxcculed by a processor of a com-

IJ pUn:I svstciti iiilapt llic coiiipu let 8)'slciit to. receive, Iroiti 8

lirst device, an indication ol a second device sclccted, at Ihe
first device, fiir update; send. to the second device, an
indication signalling the second device to send state intilr-
mation about the second device: receive. from the second

s. device. the state information about the second device; deter-
mine, by the processor bastxl on thc state inl'onnalion about
thc second dcvicc, Ihdl ihe second dcvicc is ready lo perl'onn
an update; send, lo Ihc first device. an indication Ihal Ihc
second device is ready to perform the upiLste: receive, from

ic the hrst device, an indication to update the second device;
and send. to the second device. an indication to begin
perfomiing the update, ivherein the second device is con-
ligured lo begui updanng responsive lo such m»nihcalion
without any dirix:I uileraclion 8 ilh Ihc second device.

Ss II may bc that a user is only ui a posinon to uilcracl with
the user-interface of a device /if any such UI exists) at times
when they are intending to use it Iior exmnple. a user may
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univ'isit Ih011 w 8 shnlg nui ch«lc when Ihcv lra vc linniih y 10

be done. In another exaniple, a user Inay only get in her car
if she is intendmg to take it for a ride (:onveniently,
accordin to various enibodimentc. a user may initiate
updating of a device such as, for example. an loT device
using a device remote from that device.

Additionally or Bltcrnauvely, «may bc that a device (such
as an IoT device) Is not capable ol'rovnlm a rich user
interface as would allow appropriate revieiv and control of
updating lior example. an Iol'evice may include no01'nly

a small display screen on which information about an
update can be reviewed. Additionally or alteniatively, it mny
be that a user would prefer to be able to review such
information using a morc I'amihar dcvirc such as, for
example. at a convcrucnt ume or place. Convmuently,
accordin to various embodiments, a user may be able to
remotely initiate and control updating of a device such as,
for example, an IO'I device

Additionally or alternatively. update of a device mny
make it unusable for its usual or intended purposes for at
least a po«ion ol' pcnod in wluch thc update Is being
retneved and apphcd to Ihe device. ConveiuenIly. according
to various enibodinients. a user may be able to control v hen
updates are applied to prevent a device being unavailable at
an inconvenient time due to an update I'Or example. a user
may be able to contml v hen an update is applied ro a
cvashing maclune to avoid updating it if they have an urgent
w ash load. In another exmnplc, a user may be able Io control
Bn update of their veluclc to avoid updatuig « ii'hey arc
planning to take it Out to run an errand.

Other aspects and features of the present application will
be understood by those of ordinary skill in the art front a
reviecv of the fbllowing description of examples in conjunc-
tion with the accompanyin figure~.

In Ihc present apphcauon, thc term '*and/or" Is «Itcndui 10
covcI'li possibh: conlbniations Bnd sub-couth«IB110«s of Ihc
hstixl elements, includuig any one of Ihc is(cd elements
alone, any sub-conibination. or all of the elements. and
without necessarily excluding additional eleinents

In the present application. the pluase "at lensr one of...
or... "

is intended to cover any one or more of the hated
clcmcnts. including any onc of Ihc h aux! elements alone, any
subcombination, or all of Ihc clcmci«s, w«hour noceasarily
cxclinhng Bnv'dd«ional clcnlcntw Bnd with001 noccssarilv
requiring all of the elenients

lq(i I illustrates a simplified scheinatic operation dia-
rnm illustrating an arrangement of computin devices in

the operating environment of an example embodiment
As ill usu a ted. a Iirst device 100. B scc «chboard server 110,

and a second device 120 arc in commurucation via a network
130.

1iach of the first device 100, the switchboard server 110,
and the second device 120 may be in geographically dispa-
rate locations Put difi'erently. one of the first device 100, the
switchboard server 110, and the second device 120 may be
rcmotc Io others of thc Iirst device 100, Ihe switchboard
scrvcr 110. and thesccond device 120.

For example, «may bc that first dcvicc Is located ui Onc
part of a user's home or business, the second device 120 may
be carried by a user from place to place, and the switchboard
server 110 may be hosted in a data center.

The first device 100 is or includes a computing device.
Thc Iirst device 100 may, as illustrated, bc a sma«phone.
Hocccvcr. the Iirst dcvicc 100 may bc B device of another
type such as. Ibr example, a personal computer. a laptop
compmer. a tablet computer, a notebook coinputer. a hand-
held computer, a personal digital assistant, a v earable coni-

puIuig device (c.g., B snuirt watch, B wearablc Bctiv«y
monitor, cvearable smart jev elry. and glasses and other
optical devices that include optical head-niounted displays),
or any other type of computing device that may be config;
ured to store data and sofiivare inst«ictions. and execute
software instructions to perform operations consistent with
disclosed cmbodunents.

Thc sccitchboard scner 110 is a server computer system
adapted for providing setvices to various client devices

IB including the first device 100 and the second device 120
('Omputer systems may include one or inore computing
devices. For example. a computer system may include
multiple computing devices such as„ for example, database
servers, compute scrc crs, and tlu: hkc. The muluplc com-
puting devices may bc in communication usuig a computer
network I or exaniple, coinputin devices niay coninmni-
cate using a local-area network (I AN) ('oniputer systems
may include nndtiple computing devices organized in a
tiered arrangement. For example. a computer system mny

Io include middle-tier and back-end computing devices. A
computer system mny be a cluster formed of a plumlity of
intcropcrating compu«ng dei Iccs

I'he second device 120 includes a computing device It
may be tlmt the second device 120 is an ICT (Internet of
Things) device such, for exmnple. a vehicle, an appliance
such as. for example, a washing mnclfine or a refngerator, a
smart device. a connected device. n building such as. for
cxiunplc, B home, an Enterprise of Tlungs (EoT) devices
(I e., an IoT device ui;m enterprise) or a node or combma-

so tion thereof. Vehicles includes niotor vehicles (e g, auto-
mobiles, cars, tnicks. buses, motorcycles. etc ), aircmsft (e.g,,
airplanes, unmanned aerial vehicles, unnianned aircraft sys-
tems. drones. heiicopters, etc.)„spacecraft (e.g.. spaceplanes,
space sluittles. space capsules. space stations, satellites,

Ic etc ), cvatcrcraft (c.g., slnps, boats, hovcrcrafb submaruies,
etc ), railed vclucles (e.g.. Irauis Bnd trams. ctc.), and other
types of vchiclcs includmg Bny comb&nations of any ol'he
foregning, whether currently existing or after ansing It may
be that the second device 120 is a component of another

so device
As further described below, the switchboard carver 110

conunuiucatcs with the Iirst device 100 and Ilm siwond
device 120 10 facd«ntc iniuation and control update of thc
second device 120 as Ihrcclcd by thc Iirst device 100.

lii(i 2 illustrates another example arrangement of the
computing devices of lii(i. I In some enibodinients. it Inay
be that one or both of the first device 100 and the second
device 120 is not directly addressable on the network 130.
For cxamplc. onc or both of thc first device 100 Bnd Ihe

0 second device 120 may have an address In a private address
space not routable from Ihc network 130. In B particular
exaniple, v;here the network 130 is the Internet. it nmy be
that the Internet Protocol (IP) address(es) assigned to one or
both of the first device 100 and the second device 120 is in

ss a pnvnte address space. For example. it may, as illustrated,
bc that Ihc IP address of the switchboard scrvcr 110 Is B

globally Bddressablc IP address ui an IP address space 200.
By contrast. thc IP addresses of thc Iirst dcvicc 100 and thc
second device 120 may be pnvate addresses in a private

ro addrecs space 210 and a private address space 220, respec-
tively For example. this may occur if a device ic accessin
the address via a router employing network address trans-
lation (NAT) tccluuqucs. Convemcntly, in such B scenario,
the scvitchboard scrvcr 110 is reachable/addressablc dirccily

sc by either Of the first dcvicc 100 and the second device 120.
Accordingly, it may be that the first device 100 and the
second device 120 communicate via the switchboard server
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i

110, winch can act as a relay. Further, as descnbrxl below,
teclutiques may be employed that take advantage of the fact
thai thc switchboard scrvcr 110 Js directly addreswrblc Jn
order to facilitate conrmunicatioo between various of the
lira( device 100, tlm switchboard server 110, and the second
device 120

As noted above. each of the first device 100. the switch-
board server 110, and the second device 120 is or may
include a computing device. FIC). 3 is a high-level operarion
dragrtun of an cxamplc computurg device 300. Example
computing device 300 may be an example of one or more of
the switchboard scrvcr 110, the lirst device 100. and thc
second device 12U. As will be discussed in greater detail
below. each of the switchboard server 110, thc tirst device
100. and Jhe second device 120 includes software that adapts
it to perfi&rm a particular function.

1he exrunple conrputing device 300 includes a variety of
modules. For example, as illustrated, the example comput-
ing device 300 may utcludc a processor 310, a memory 320,
and a conununications subsystem 330. As illustrated. the
loregoiilg cxtriliplc Jilodiilcs of thc cxBillplc cotilpU(iitg
device 300 are in communication over a bus 340

1he processor 310 is or includes a hardware processor and
ntay. tor exainple. be or mclude one or inure processors
using ARM„X8G, MIPS, or PowerPC™ instruction sets For
example, the processor 310 mav be or include InteE
Coro&U processors, Qualcomnflu Snapdragon™ processors,
or thc like.

'lire ntemory 320 may include random access mentory,
read-only mentory. persistent storage such as„ fi&r example,
flash mentory. a solid-state drive or the like Read-oifly
memory and persistent storage are a computer-readable
medium. A computer-readable medirun may be organized
using d life system such as may bc adnunrstcrcd by an
operatmg system governing overall operation of tlm example
computing device 300.

1he communications subsystem 330 allows the example
compmina device 300 to communicate with other contput-
ing devices anc/or venous communications nehvorks. For
example, the communications subsystem 330 may allow the
example compuung dcvicc 300 to send or receive commu-
nicatrorrs signals. Communications signals may be sent or
rrwervcd accordutg to onc or more protocols or accordutg to
one or more standards lior exmnple. the communications
subsystem 330 ntay allow the example computinp. device
300 to conrnnuiicate via a cellular data network. such as for
example. according to one or more standards such as. for
cxtunple, Global Systmn lbr Mobile Commurucations
(GSM). Code Division Mulirplc Access (CDIVLA), Evolution
Ddia Optimrzrxl (EVDO). Long-temr Evoluuon (LTE) or the
like Additionally or alternatively. the cornrminications sub-

systemm

33U may allow the example computing device 300 to
conrnuuiicate via WI-FI™, using Bluetooth™ or via some
conrbination of one or more networl s or protocols. All or a
portion of the communications subsystmn 330 may bc
iniegrattxl uito a component of thc exiunple compuiinp
dcvicc 300 For cxamplc, thc communications subsystmn
may be integrated into a communications chipset

Soft&vere con&prising instnictions is executed by the pro-
cessor 310 from a computer-readable medium. For exiunPI,
software may be loaded into random-access memory fmm
persistent storage of the memory 320. Additionally or alter-
natively. instructions may becxrouied by the processor 310
directly from read-only memory of'he memory 320.

FIO 4 depicts a simplified organization of softv are
components stored in the memory 320 ot the example

computing dcvicc 300. As Illustrated these sot(werc com-
ponents include an operating system 400 and an application
41U

'I'he operating system 4UO comprises software and may
comprise. for example, sotbvare such as. for example,
Android™. QNXI", Linux™. Apple™ JOS™, MicrosofVU
Wurdows™, or the like. Thc operdtutg system 400 conuuls
the overall operation of the cxtunple computing device 300
and allows the application 410 to access the processor 310,

iii the niemory 320, and dre cominuiticatioits subsystem 330
I'he application 410. comprises soflware that, in combi-

nation with the operatingsystem 400. Bdapts the example
computing device 300 to operate as a device for various
purposes. For cxamplc. the applmdtion 410 may cooperate
with thc operating system 400 to adapt a suitable urstancc of
the example computing device 3UU to operate as the switch-
board server 110, the firs device IOU, or the second device
12U

Referring to FIO. 5, the operation of each of the switch-
Io board server 110, the first device 100. and the second device

120 will bc dcscnbcik
FIO 5 illustrates a scqucncc diagram 500, sunrlar to a

l)nihed Modelling l,anauaae (HMI.) sequence diagram, that
shows how the first device 100. the switchboard server 110,
and the second device 120 may communicate In particular,
the sequence diagram 500 depicts messages exchanged
between the first device 100, the switchboard server 110, and
thc second device 120 in uriiraiurg and controlling update of
thc sroond dcvicc 120.

ic In the followinp description of the sequence diagram 500,
discussion is made of various messages being sent and
received via a contpuier network such as, for example,
network 130. The exchanged nressages may be implemented
as messages. However. it may be that some or all of the

&I illustrated messages may not correspond to messages per se
when sent over thc computer network but may instead be
Jiltp)CIIJCIJJCil Usiilg JCChiliqUCB BUCII trs for cxaillp)C ICIUOIC

pmcedure calls ()1 P(') anrb'or v eb services application pn&-

pram mterfaces (AP)s)
do The sequence diagram 500 presumes that bi-directional

conununication is available at least betv een the tirst device
100 mrd thea&B itchboard server 110 and bctwccn thc sroond
device 120 and thc svstchboard svrver 110 Note. however.
as furilmr dcscribcd below, ii Js not rcquircd that thc first
device IUU and the second device 120 can communicate
v ith one another directly.

The sequence dia ram 500 further presumes that an
update is available ti&r the second device 120 and that this
avrulabrlrty Js known to ai least thc first device 100. The

o avrulabilrty of such dn update may has bccn previously
dcirotcd in a venery of nunuicrs such as. for cxmuplc, by
periodic polling by one or more of the hrst device )00, the
sv itchboard server 110. or the second device 120 l&or

example. one or more of the first device 100. the switch-
» board seri er 110. or the second device 120 may periodically

poll an update scrvcr (noi shown) such as may be provided.
for cxamplc. by a mimu fee (urer of thc second device 120. In
ditotllCI CXainplc. Jt Indv'C thdt B JlotifJCBJIOJI that Bit Update
is available is received by one or more of the first device

ii& )UU, the switchboard server 110, or the second device 120
such as for example front such an update server. In yet
another example, it may be that updates for various devices
includuig, li&r example. Jhc second device 120 arc main-
taurcd by the switchboard sets cr 110 for distnbutron. The

ss lirst device 100 may bc providrxl w Jth a notification that an
update is available by another computer system such as, ti&r

exanrple, from the sivitchboard server 110, further to the
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other computer system learnuig of Ihc avmlability of thc
update. Put differently. another machine such as. for
cxrunple, thc switchboard scrvcr 110, may send a notitica-
tion that an update is available for the second device 120 to
the Iirst device 100.

A user of the first device 100 may select to initiate the
update of the second device 120. For example, a notiTication
of the availability of the update of the second device 120
may be provided to the user by a notification such as by way
ol, for cxriiIiplc, a visilal iiidicalioii /c.g. via tltc Aixlroiip
notification tray)„an email, etc. A user mny then select to
perform such mi update of the second dcvicc 120. Respon-
sive to such a selection, the first device may send a message
510 indicating that thc second device 120 has bema selcctcd
/at the hrst device 100) for update to the sivitchboard server
110. As such, the switchboard server 110 may receive the
ntessage 510 fmm the first device IUO. For example, where
the switchboard server 110 is or includes a suitably contig-
urcd usa(ance of Ihc cxmnple computing dcvwe 300, it may
receive an indication of the second device 120 being
sclcctcd, at thc first device 100, for update by way of the
communications subsystent 330.

Nexn responsive to thc message 510, Ihe switchboard
server 110 may, as illustrated, send a message 520 to the
second dcvicc 120. The mcssagc 520 mdy sigmil die second
device 120 to send state information about itself.

State infomtation about the second device 120 may tal e
a variety of forms and ntay be specific to the nature of the
second device. For example. where the second device 120 Is

d rcfisgcrriloi; i( tiiriv iitdicdtc'. ulicliici (lie coiIiprcssoi is
currently nnuung. In another example. where the second
device 120 is a washer or a dryer, it mdy indicate whcthcr a

cycle is currently running In yet another example, where the
second device 120 is a veluclc thc udormation may mcludc,
for example. whether the car is in motion„ ivhether it is
fueled, a battery char e level. and/or v:hether the et(gine Is

isiiliiing
The second device 120 may send one or more messages

530 includuig state uitonuation aboul imell Io Ihe switch-
board server 110. As such, it may be that the switchboard
scrvcr 110 may rccmvc state uilbnuauon onc or morc tuues
from the second dciucc 120. Such state infomtation may. for
example. be received by way of the coinmunications sub-
systeni 330 ivhere the switchboard server (10 is or includes
a suitably configured instance of the example computing
device 300 as suggested above.

It may be that each of the one or morc meswigcs 530 is
sent responsive to thc mcssagc 520. For example. the second
device 120 may pcnodicdlly transmit s(dtc uffhmuition to
the sivitchboard server 1(0 Additionally or alternatively, the
switchboard server 110 may periodically send one or ntore
further requests 1not shown) akin to the message 520 tri-
gering sending of one or more of the messages 530.

llic su itchbourd scrvcr 110 may dctcrmmc. based on thc
riucivcd state inlonnation about Ihe second device 120 Ihat
the second device 120 is in a suite where it may bc
considered ready to perform an update. I 'or example, where
the sivitchboard server is or mcludes a suitably coidigured
instance of the example computing device 300. a detemti-
nation may be made by the processor 310.

For example, whcrc the second device is a washer/dryer,
detcrmuung that it is rcndy for update nuiy uicludc detcctutg
that no cycle is currently underway.

In another example, where the second device is a refrig-
emtor. determining that it is ready for update may include

dctiuting that thc compressor is not currmitly ruruung or diat
a frost-free freezer is not currently performing a de-icing
openstion

In annther example. where the second device 120 includes
a battery. determining that it is ready for update may include
detectin that the battery is of a sufficient charge level or that
the dcvicc has bccn connected to mnins power. For example,
conniution ol'hc second device 120 to a charger may be
required to ready it fiir update.

In In another example, determining that the second device
120 is ready for update nmy include a determination that the
second device 120 is in a suitable location. For example,
where the second device 120 is a vehicle„determining that
i( Is Icddy foi update itiav iiicludc ilctcritiitiiiig tlirit it is
parked in a suitable location such as, for cxamplc, a lot. a

garage, or an owned parkin spot.
In another exaniple, ivhere the second device 120 is a

component of annther device, determining that the second
device 120 is ready to perform an update may include

m detennuting that that device is not in use. For example,
whcrc thc sicond device 120 is a component ol' vcluclc,
dctcrnuning that Ihe second dei icc 120 is ready Io pcrfiinn
an update inay include determining that the vehicle is not in
use

It niay, as noted above, be the case that the second device
120 is not directly addressable by the switchboard server
110. As such, it may be that the second device 120 com-
muiucatcs periodically w ith the switchboard scrvcr 110 6 C..

polls) Io dctemunc whether any mcssugcs arc peuduig for in
so Accordmgly, the niessage 52U may be sent responsive to

such a poll Additionally or alternatively. the second device
12U may maintain an open connection stream with the
switchboard server 110 for use in conmutnicating therebe-
tween For example, svhere the switchboard server 110

is provulcs a wcb scrvwes API. thc second device 120 may
make an HTTP GET request Io winch thc switchboard server
110 later responds when it has a mcssagc to conmturucatc Io
the second device 120 Iror example. the ntesssge 520 may
correspond to a response to a such a "hanging (ill l"1

do Responsive to the determination that the second device
120 is ready for update, the sivitchboard server 110 may
acrid tI iticssdgc 540 (o Ilic liIst dcvicc 100 iitdicdtiitg Iiidt (lie
second dcvicc 120 is ready to perform the update. For
cxtunplc, whcrc the switchboard scrvcr 110 i ~ or includes a
suitably configured instance of the example computing,
device 3UU, it may send such an indication using the
conununications subsystem 330.

Further to the message 540. the first device 100 may
dctcrnunc that Ihc second dci ice 120 should bcgui pcrform-

O iug thc update.
For cxamplc, Ihc lira( device 100 may provide a user

interface respnnsive to the message 540 allowmg a user to
start the update of the second device 12U. As such the tirst
device 100 may determine tint the second device 120 should

ss begin performing the update responsive to initiation of the
update via such as user uitcrlbce. Couvcnicntly, ut this way.
a user nuiy initiate update of Ihc second dcvicc 120 withou1
thc need Io visiung or. potmttially, cvmi cnteruig uito physi-
cal proximity with the second device 120 Instead, the user

io needs only use the first device IOU Notably, where the first
device 100 is a mobile device with wireless connectivity
such as, for example, a smartphone. this may even mean that
the user can irutiatc update ol'hc second device 120 from
pracIically any location ol'heir choosing. Morc particularly,

ss update ol the second des ice 120 is initinted by way of Ihc
first device IOU, no direction interaction with the second
device 120 such by way of any physical interface elements
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(c.g.. buuons. keys, display mounted on thc second device
(20. etc.) is required to update the second device 120 In
other lvords, as further descnbed below. after update of the
second device (20 is initiated as a consequence of an
indication sent from the first device 100 to the switchboard
server 110. update of the second device 120 will be per-
lornlcxl w lthoil( Buy'hri ct llilcrdc licit with Ihc si colxl deva c
120 (c.g. interaction con(rois providoxl on/bv thc second
device (20. etc ) Put differently. the second device 120 is
confiaured to begin performing the update responsive to a
cotTCBpotnhtlg hldlcatlon wlthoirt allv ultei'Bctliltl reqult'lllg
an operator to attend the second device 120. For exninple,
the updsate will be triggered without an operator providing
dny ulput to the second dcvicc 120 by way ol'a con(rol panel,
but(on, and/or user in(erfacc. ctc. thereof.

I 'urthennore, since. as noted above. providing such a user
interface may allow a user to mitiate an update at a time of
their choosing, such a user interface can also allow a user to
defer update of the second device 120 until a time the user
finds convenient for update. even if the switchboard server
110 consnlcrs it ready I'or upda(c at ml carher time. Allowing
a user to dctcr update of thc second device 120 until a time
the user finds convenient for update may allow initiation of
the update to take into account infi&rmation uilknowii to or
not considered by the switchboard server 110 such as, fi&r

example, that the user intends to use the second device 120
soon and that, therefore, update should be deferred For
example. win:rc thc second dcvicc 120 is d washer or a dryer,
the user may be pkun»ng to run B load and may, 0&ercfi&rc,

want to wait to update the second device 120 In another
example. where the second device (20 is a vehicle. the user
may be plmining to take it out for a drive and inav, therefore,
want to defer update.

Such a user interface may be the same user interface as
was provided to allow thc user Io sclec( Ihc sccoixl device
120 for update. For example, it may bc tha( thc user is
provided a lis( of devices available for upda(e via the user
interface I he user nlay then select a device for update and
be pmvided with a visual indication ofwhether the device is
ready fi&r update. Then. upon receipt of the message 540 the
user interface may be updated such as, for example. by
mal ulg an update control such as. Ior cxamplc, a button
available such as, for example. by addulg such a control
available in Ihc user ul(erfacc or by making ml cxis(ing
update contn&l active (e g, not "o rayed out"). Alternatively,
such an update control may be made available in advance
but if B user attempts to activate it prematurely they mny be
provided with an appropriate error and/or other feedbocl

As no(cd above, i(may bc that thc lira(device 100 is not
dircc(ly;Bldrcssablc by Ihe swi(chboard server 110. Accord-
ingly, it may be that techniques similar Io (hose descnbcd
above in the context of the mess&Re 520 are employed. I'r
example, it may be that a connection to the sv itchboard
server 110 is maintained. For example, the message 540 mny
correspond to a conmuuucatton over a channel that was
opcntxt between the first device 100 Bnd the swi(chboard
scrvcr 110 to scud communications corresponding to thc
message 510. In a particular example, filc message 510 may
correspond to an I IT I'P (i)I'I'hat is then left hanging until
a reply (corresponding to the message 540) is sent.

Upon detenninin that the second device 120 should
begin performing the update. the first device 100 may send
a message 550 to thc switchboard scrvcr 110 mdicating Ilmt
thc second device 120 should be updd(ciL As suclb the
su i(chbodrd scrvcr 110 may rccmvc the message 550 from
the first device 100 I'or example, where the sv itchboard
sei& er (10 is or includes a suitably configured instance of the

cxtunplc computul dc& icc 300, such an uldicduon may bc
received using the comnninications subsystem 330

Responsive to the message 550. the switchboard server
110 may send a messa e 56U to the second device 12()

indicating that the second device 120 should begin perform-
in the update.

Rcsponsivc to thc mcssagc 560, thc second dcvicc 120
may begin perfornnng thc update.

I'he second device (20 may download the update respon-
lo sive to the mess&Re 560 lior example, the second device 120

may download the update from an update server (not
shown). either directly or tlu ough a relay. For example, the
sv itchboard server 110 may act as a relay. In another
cxtunplc, 1(may bc Iha( Ihesixond device 120 will download
thc update Rom thc su i(chboard server 110 rcsponsivc to thc
mess&ge 560 Alternatively. the second device 120 may have
previously doivnloaded the update I'or exanlple, it may be
that the second device (21) is configured to automatically
download updates such as. for example. during idle periods.

lo It may be that the state information provided by the second
dcvicc 120 (c.g. ul thc messages 530) includes a sta(us of
any such download. Fur(hcr, i( may bc tha( a dc(cmlina(ion
that the second device 120 is ready for update requires
detectmg or deternlinina that any pending update has been
downloaded

During the update, the second device 120 may send one
or more messa es (not sin&wn) indicating one or more of the
initta(ion ol thc updating process. the progress of Ihe upda(-
ing process (e.g., pcnodically). and thc complcnon Ihereol.

lo Notably, responsive to such messages, the switchboard
server I I 0 may send one or more messages to the first device
IUU (not sholvn) indicating initiation of the updating pro-
cess. progress of the updating progress (e.g., periodically),
and/or compietion of the updatin progress. Responsive to

&s rccclvulg such lncssdgcs lndv pritv lie B User lltlclldcc uldl-
cation corresponding lo Ihc mcssagc As such, a user may
moni(or thc stunts of an iniud(cd update includulg to dcler-
nune whether such an update has been starred, how: quickly
it is proceeding, and whether it is completed ('onveniently,

do in this way. a user may determine whether the second device
120 is available for use afier update thereof has been
initta(cd without thc ncod Io visit or attend thc second device
120

In some cmbodimml(s, the lirst device 100 may also
receive an estimate of how long the update will take to
complete mid/or may determine such an estimate based on
received infi&nnation (e.g.. based on pro ress updates).
Conveniently. in this way, B user may determine (by way of
the first device 100) whml a second dcvicc 120 will agam be

o avtulablc for usc after upda(e thercol'as bccn ituualcx(
withou( the need to auend or 1 isit the second dcvicc 120.

In some embodiments, user intertace provided by the first
device 100 may allow a user to cancel update of the second
device 120 after initiation. For example. it may be that

» update of the second device 120 can be canceled after
initta(ion by way ol user ul(erfacc provided by the firsl
device 100 if thc update ol'hc second dcvicc 120 not yet
started. Additionally or Bl(enid(ivcly, 1(may bc that updaic of
the second device (20 can canceled by lvay of such user

io interface even after startina such as, fi&r example. w:here the
update process supports rollback of partial updates.

It may be that the update cannot be performed by the
second device 120 for venous reasons. For example. a
failure may occur dunng applying thc update. Additionally

ss or altcmativcly. 1(may bc Iha( Ibllowing thc second device
120 bemg determined to be ready to perform the update and
before the receipt and handlin of the message 560, the

Exhibit 1001 
NRG Energy, Inc. et al. v. Malikie Innovations Limited 

012



US 11,119,756 B2
12

second dc&ice 120 cxpcrwnccs a state change sigh that it is
no longer ready to perfilrni the update Accordingly, it may
be that a message (not shown) indicating that the update
cannot be perfilrnled or that the update has failed is sent to
the switchboard server 110 responsive to the message 560
and the switchboard server 110 may. in turn. send a corre-
spondulg massa e to thc first device 100. A corresponding
noiilicat ion may Ihcn bc prov&dcxt to a user by the Iirs! dev&ce
100 (:onveniently, in this way, a user may be inti&rntoI by
way of the first dev&ce I IH) if update of the second device 120
has failed v ithout the need to attend or visit the second
device 120.

It may be tllst the state information sent by the second
dcvicc 120 to the switchboard server 110 mcludes ufihmia-
uon about v&he&her thc second device 120 cons&ders itself to
be in a state ready for update 'I'he switchboard server llfi
may then defer to the deternimation of the second device 120
in nlaking its determination as to whether the second dev&ce
is ready for update or, alternatively. may rely both on tlmt
state infounation and other state information provided by the
second de&ice 120 &s combu&ation to dc(ermuic whether the
second dev&ce 120 &s &n a co&ah&&on ready for update based
the state information. ('Onveniently. in this way, cons&der-
ations i nored by the secimd device 120 in making its
detemiination nlay be incorporated into the determination of
its readiness for update by the switchboard server 110 while
still leveraging the information about whether the second
dcvicc 120 cons&dcrs &tscll'o bc in a state ready I'or update.
Add&uonally. &t may bc that further ull'ormat&on &s rccc&ved
fmm other sources that &s factored into the determination.
lior example. &t may be that information is received Indi-
cating that mamtenance has been scheduled for power or
communications systems aff'ecting one or more of the tirst
device 100, the switchboard server 110, and second dev&ce
120 and that. thcrcforc, &t may be necessary or desirable to
deicr update bc&ng as reaihncss for updalc may bc &u&pic&cxI.

Addiuonally or altemauvcly, it may be &liat ufibmlati&111 ls
received or obtained indicating that an outage such as, filr
example, a communications outage is underv ay. Such an
interruption may unpact readiness for update. For example,
it nlay be that the update cannot be accessed such as. for
example. where &t &s to be downloadcd subscxtuent to un-
&Id(1011 Ol Updatillg.

It may bc that thc Iirst dcv&cc 100 is authenucated by thc
switchboard server I (0 as being m&thorized to update the
second device 120 Authentication information may be sent
by the first device 100 to the switchboard server 110. For
example. an indication that the second device 120 has been
sclccted for update (e g. the massa c 510) may fu&ther
indicdic Ihe au&hen&&cat&on &nfonnauon. The swilchboard
server 110 may cond&t&ou scndulg any indication s&gnalling
the second device 120 to send state information about the
second device 120 to the switchboard server (10 (e.g . the
message 520) on the sw&tchboard server 110 determining
that the authentication information indicates authorization to
update thc second dcv&cc 120. For cxamplc, the switchboard
scrvcr 110 may detcnnu&e based on Qle aufilentication infor-
Illdno&1 ghC&hCI B i&scr BSSOCIB&Cd with tl&C Bilfi&oil&&Cd&&oil

information is mithorized to update the second device 120.
'I'he sivitchboard server 110 may comnnuiicate with another
server such as. for example, an authentication server (not
shown) to confirm such mithorization.

As noted above, &t may be 01st thc lira& device 100 may
provide a user Interface whereby a user could atlcmpt lo
prematurely &rut&atc an update and &lid)'ccclvc &I co&re-
sponding error or explanation Iior exainple. the user may
receive an explanation as to why the device is not available

for update yct. It may, there(bra, bc that thc sw&tchboard
server 110 may transmit one or more period&c updates to the
first device 100 following selection of the second device 12()

for update and prior to it becoming ready for update pro-
vidin an explanation and/or allowing deternunation of an
explanation of ivhy the second device 120 may not be
consulcrixl ready for update.

Thc operat&on ol'hc sin &tchboard server 110 in uuuatulg
an update of the second dev&ce 12U is described ivith

ia reference to a tioivchart 600 of Iil(i 6. Opemstions 610 and
onward are performed by one or nlore processors of a
computing device. such as for example the processor 310 of
a suitably contigured instance of the example computing
dcv&ce 300. cxecuung sof&vivre such as, Ibr cxmuple. B

suitable instance of thc application 410.
At the operation 610, the sivitchboard server I I 0 receives

an indication of a device selected filr upthste Iior example,
it nlay be that the first device 100 may select fmm amongst
a variety of devices filr which it may initiate an update. As

io such, the switchboard server 110 may receive a message
indicating that a part&euler dcv&ce to bc consldercxt the
second device 120. Put dfiTi:rcntly, thc sw&tchboard server
110 may receive an indication such as, filr exaniple, the
messa e 510 described above and/or may handle such an
indication in manners consistent with the description of the
handluig of the messa e 510 above.

From the operation 610, control fiow advances to an
operation 620. At the opera&&on 620. thc sw&tchboard scrvcr
110 sends an &nd&cation to the sclccted devmc i.c.. thc

io second device 120 that it should send state information to
the switchboard server IIU. I&or example, the switchboard
server may send a message like the niessage 520 and/or
consistent with the description of the sendin thereof above.

From the operation 620. control fiow advances to an
ls opera&&on 630. At thc opcrauon 630, thc sw&tchboard server

110 processes im uid&cat&on of state uiformat&ou rcccivcxI
from thc schmtcd dcvwe. For example, thc sw&tchboard
server 110 may receive and process a message hke one of the
messa es 530 anrgor consistent with the description of the

do handluig thereof above.
From the operation 630, control fiow advances to an

operation 640. At the opcrauon 640 &I &s dctcnnincxt whether
tile select&xi dcvtcc ls re&id)'or i&piste co&lslstcllt with
miuu&crs for dctcrnuning whether thc second device 120 is
ready for update as described above

lirom the operation 640, if &t &s deterni&ned tlmt the
selected del ice is ready filr update„control fiow proceeds to
an operation 650. Alternatively. if it is determined that the
sclectcd dcvicc &s not ready, control (low returns to the

o opera&&on 630 to receive and process I'urthcr a&etc infonnd-
t&on. For example, control (low may return to process a
messa e like another of the messa es 530

At the opemstion 650. the sivitchboard server I lt) sends an
indication that the selected device is ready to the device from

11 which the indication was received at the operation 610. For
cxiunplc, it may bc tluit Ihc svv&tchboard server 110 scuds Bn

iud&cat&on to thc Iirst dcv&ce 100 such as, for cxamplc, B

mcssagc as may bc nk&n to the message 540 and/or may bc
generated in manners consistent ivith the description of the

io sending of the message 54() above
From the operation 650„contml flow proceeds to an

operation 660. Consistent with the description above. it is
the sclcctulg dcv&cc (e.g. the Iirst device 100) that dcier-
nuncs when the update of the sehxtcd device should be

ss init&a&cd. As dcscribcd above. th&s may, for cxamplc, allow
a user of the selecting device to identify an opportune time
for update Once a detenliination that the second device
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should bc updated is made, an indication thcrcof may bc smil
to the sivitchboard server 110. Such an indication may then,
fiir example. be received such as by way of a mewsage akin
to tbe niessage 550 and/or may be processed consistent v ith
the description of handling of the messs e 550 above.

From the operation 660. control flow proceeds to Bn

operation 670. yxl thc operation 670, thc switchboard scrvcr
110 sends an Indicauou lo thc dcvicc (lwl it is lo begin
updating itselfconsistent with the description ofthe message
560 fill(i 51 Such an indication may be, for example. be
sent by ivay of a message akin to the inessage 560 and/or
may be generated in manners consistent with the description
of the sending of the message 560 above.

Il may be thai addiuoual or altcnmlive opcrauons to (hose
illusudtcil ul FI( h 2 are pcrlhnucd by lhe su itchboaril server
110. I'or exmnple, additional or alternative operations may
be performed consistent one or more of the variations
discussed above as regards ill(i. 5

Further. as discussed above it may be that the first device
100 and the second device 120 are not able to conmlunicate
directly via thc network 130. A particular cxmnplc of such
a sccnauo is shown In FICi. 2.

1ixantple embodintents of the present application are not
limited to any particular operating system. System architec-
ture. mobile device architecture, server architecture. Or conl-
puter programming Lmguage.

The various embodiments presented above Bre merely
examples and are in no way meant lo lumt flie scope of tlus
dppllciilliiu. I/111allous of lhi: uulovalious ilcsc11bcil herl:ul
will be apparent to persons of ordinary skill in the an. Such
variations beiim within the intended scope of the present
application. In particular, features fmm one or more of the
above-described example embodiments may be selected to
create alternative example embodiments including a sub-
combuiation of features which may not be explicitly
descnbcd above In addition, firn(urea from onc or morc ol
thc above-descnbed example cmbodunenls may bc selcctcd
and combined to create alternative example embodinlents
including a combination of features which ulay'111t be
explicitly described above Features suitable for such com-
binations and sub-combinations would be readily apparent
lo persons skillcxt ui thc arl upon rcvmv; of the presmil
dpphcauon as a whole The subicct mailer described hcrcln
dnd in thc rixltixl clauns intends lo cover mid embrace all
suitable changes in technology

yyhat is claimed is
1. 5 computer system comprisin:
a processor:
a communicauons subsystem, and
d niiu-ISBBSI(ON Coulpuli:I-lidilablC Sloldgi: utuihilul slor-

ing instructions that when execuloxl by tlm processor
adapt the computer system to:

receive. from a device for w:hich an update is available,
usin the communications subsystem. state infomlation
about the device,

dclenninc. by thc processor based un lhe slate mfiimla! ion
about the device lhr wluch thc update is available, that
thc dei ice Is In a conihtion wlmrc thc device is rwidy to
perform the update;

receive. front another device using the coinnninications
subsystem„an indication to update the device for which
the update is avaiLable: and

after dcteuniuulg that thc device for winch (hc update Is
available Is In a condition lo pcrfoml lhc updalc and
receiving thc uidicduon to updale lhe device, send, 10

the device for which the update is available using the
communications subsystem, an indication to begin per-

fiinning the update, whereui thc device for which thc
update is available is contigured to begin updating,
responsive to such an indication without any direct
interaction with the device for ivhich the update is
available.

2 The computer system of claim 1. wherein the instruc-
tions, when executixl by the processor, further adapt lhe
i:oulpotcr svstcui 10.

receive, from the device for which the update is avaiLsble,
la one or inore indications as to a status of the performing

of the update; and
send. to the another device. information about the per-

fomling of the update based on the one or more
indications.

3 The computer system of clmm 1. whereul thc siatc
infornlation about the device tiir which the update is avail-
able indicates ivhether the device is ready to perform the
update.

4 The computer systenl of claun 1. wherein the state
Io information about the device for ivhich the update is avail-

able indicates whclhcr the dcvicc for wluch thc update Is
aviulablc has downloadcd thc update.

5 I'he computer system ofclaim 1. wherein the device tiir
which the update is available is configured to download the
update responsive to the indication to begin performing the
update.

6 The computer system of claim 1. wherein the computer
svstcnl couuullnlcalcs A'ilh I:;Ich ol lhc ilcvli:c for which lhc
ilpihllC IS IIVBihible iiilil lhC BuolhCI ill:VICC Vld B ui:lwork.

io v herein the device fiir ivhich the update is available and the
araither device cannot communicate directly with each other
via the network

7 The computer system of claun I, v herein the another
device is configured to provide a user interface. responsive

ii to lhc indication lhal ihe dcvwe fiir wluch lhc updale is
aviulablc is ready to perfonu the update, for uuualing the
update ol the device for wluch the update I ~ available and
wherein the another device is confi ured to send the indi-
cation to update the device tiir ivhich the update is available

do responsive to initiation of the update via the user interface.
0 The computer systenl ofclaun 1. wherein the device for

which the update is avmlablc is a component ol' further
device and wherein dctcnninulg that lhc device for wluch
thc update is aviulablc is ready to perform thc update
comprises detemiinin that the further device is not in use

9 I he computer system of claim l. wherein the instmc-
tions ivhen executed by the processor further adapt the
computer system to send, to the another device usin the
conumuucatiolw subsystem. d no(i(ication that lhc update is

o aviulablc I'or the dcvicc for which thc update is available.
10. Thc computer system of claim 9, whcrcln thc ulslruc-

tions when executed by the processor further adapt the
cmnputer system to send an indication to the device tiir
which the update is available using the conununications

11 subsystem to notify that the update is available.
11. Thc computer system of claim 10 wherein thc device

for which thc upthuc is avmlable ls couiigurixl lo download
thc update responsive lo thc uldicatiou tlrdt thc update is
available

io 12 1'he computer system of claim I, wherein the another
device is a smartphone.

13. The computer system of cLaim I, wherein the device
fiir which the update is available is ulcluded ln an Intcmcl-
of-Things cotulccled ilcvicc.

si 14. /1 computer-unplemcnlcd method comprising.
receiving. fmm a device tiir ivhich an update is avaiLsble,

state infomiation shorn the device:
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dclennining, based on thc suite information about thc
device for which the updaste is available. that the dev&ce

Is hl B ciuld&t&on vvhcic lhc ili:vlcc ls leafy'0 pi:&foun
the update,

rccclvhlg, tron& Bnolhcl dcvtcix Bn Bid&cat&in& to i&pit&le thc
device fi&r wh&ch the update is availablel and

after determining that the device for which the update &s

available &s in a cond&tion to perti&nn the update and
receiving the indication to update the device, send, to
the device for wh&ch thc update &s avmlablc, im uld&-

cation to begin performing the update. wherein the
device for wh&ch thc update is availdblc &s conligurcd to
begin updating responsive to such an indication w&th-

oul any d&rect u&&cree&ion with Ihc dcv&ce for winch the
update is available

15. The nlethod of claim 14, further comprising:
receiving, from the device ti&r ivhich the update is avail-

able. one or more indications as to a status of the
performing of tlm update: and

sending. to the another device, information about the
pcrfonning ol'hc update based on lhc one or more
indications

16. 11&c method ofclaim 14, whereul the slate mfi&mlalion
about the device for which the update is available indicates
whciher Ihc deuce &s ready lo pcrlonn Ihe update.

17. 'Ihe method ofclaim 14. wherein the state infornlation
about the device for which the update is available indicates
whether the device for which the update is available has
downloaded the update

16

20

18. Thc method of clmm 14, 0 hcrcin thc dcv&cc for 0 luch
the update &s ava&labia is conligurcxl to download lhc updmc
responsive to the indication to begin performing the update.

19. The method of claim 14. wherein the another device
is configured to provide a user interface. responsive to the
indication that the device for which the update &s available
is ready to perform lhe updaux lor &n&tiaung Ihc update of Ihe
dcv&ce fi&r wh&ch the update &s ava&labia Bnd whcrcul thc
another device is configured to send the indication to update

1&1
the device for which the update is available responsive to
in&t&ation of the update via the user interface

21). A non-transitory computer-readable storage medium
stonng instruct&ons Ihal when execu&est by a processor of a
computer system adapt thc computer syslmn to.

receive. from a device for which an update is available,
state information about the device:

deternline, based on the state infi&nnation about the device
for which the update is ava&lable, that the device is in
a condition where the device &s rmdy to pcrfonn Ihc
&.I

pi 'I

IC;

receive. from am&ther device, an indication to up&Late the
dcv&ce lbr winch thc update &s ava&labia, tmd

after dctcrmuung that ihe device for wh&ch Ihc update &s

available is in a condition to perform the update and
receiving the indication to update the device, send, to
the device, an indication to begat performing the
update. &vherein the device for which the update is
available is configured to begin updating responsive to
such Bn nldlcdnon wllhout Bnv'n'CCI nllcldcuon with
thc device for which the update &s Bva&labia.
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