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destination IP:port for a response 209 to a module 101 can change over time, such as the proper destination IP:port changing due to the use of sleep states by module
101 and/or function of a firewall 104. Consequently, according to an exemplary embodiment, a response 209 can utilize a destination IP:port number equal to the source
IP:port number received in the last message 208 from module 101 received by server 105.

At step 517, server 105 can authenticate the message 208 received in step 516 using the shared secret key 510 described in step 513. Server 105 could record the
shared secret key 510. If step 517 occurs for the first time in a lifetime of module 101, then shared secret key 510 could comprise a pre-shared secret key 129 a recorded
by server 105 in a module database 105 k illustrated in FIG. 1 f. If step 517 occurs at subsequent time, then server 105 could have sent shared secret key 510 in a server
encrypted data 504 and recorded shared secret key 510 in a module database 105 k for later use (such as at step 517). Server 105 can authenticate the message 208
according to message digest, or using the shared secret key 510 as a symmetric key 127 within a symmetric ciphering algorithm 141 b, where the successful encryption
and decryption of data within message 208 using the shared secret key 510 on both ends could be confirmation that message 208 is authenticated, since both parties
would only be able to mutually encrypt and decrypt by sharing the same shared secret key 510.

Other possibilities exist as well for server 105 to use a shared secret key 510 in order to authenticate a message 208 that contains a new module public key 111 (where
module 101 contains a new module private key 112). In one embodiment, message 208 in step 516 could include a module digital signature 405, where the module 101
used the shared secret key 510 as a private key to generate the module digital signature 405. After receiving authenticated new module public key 111 in steps 516 and
517, according to a preferred exemplary embodiment, server 105 can preferably only accept and process (A) either incoming (i) a symmetric keys 127 ciphered with a
asymmetric ciphering algorithm 141 a, and/or (i) incoming server instructions 414, when (B) the next or a subsequent incoming message 208 from module 101 using
module identity 110 also includes a valid module digital signature 405 verified by using the new module public key 111, received at step 516.

According to an exemplary embodiment, shared secret key 510 can be associated with a module public key identity 111 a, and shared secret key 510 can be used to
authenticate a particular value for a module public key identity 111 a. In this embodiment, (i) a message 208 with module public key 111 and a first module public key
identity 11 a may be authenticated using a shared secret key 510, but (i) a second message with module public key 111 and a second module public key identity 111 a
may not be authenticated using the same shared secret key 510. Thus, in accordance with an exemplary embodiment, shared secret key 510 can be used for both (i) a
single time for authenticating a module public key 111, and (ii) authenticating a module public key 111 with a particular value for the module public key identity 111 a.
Note that module public key identity 111 a can be particularly useful with key revocation, such that a key revocation could specify a particular module public key identity
111 a (associated with a particular module public key 111) to be revoked, but other module public keys 111 with different module public key identities 111 a could remain
valid and not revoked.

Although not illustrated in FIG. 5 b, server 105 could operate with a certificate authority 118 in order to utilize a new module public key 111, as described in this
paragraph. At step 516, new module public key 111 could be received by server 105 in the form of a uniform resource locator (URL) or domain name for download of a
certificate 122 corresponding to the new module public key 111. If new module public key 111 is included in a certificate 122 in this embodiment of step 517 (or a URL to
the certificate 122), then module 101 could send server 105 a URL or address on the Internet 107 where server 105 could download the new module public key 111, such
as if module 101 had a certificate authority 118 sign the new module public key 111. In this case, (i) the certificate authority 118 (or a separate server than server 105)
could perform the steps of 516 and 516 before server 105 conducts step 518 below, and (ii) certificate authority 118 would need some confirmation module 101 using
module identity 110 was the correct owner of new module public key 111. Certificate authority 118 could authenticate module 101 using the shared secret key 510
(instead of server 105 authenticating module 101 directly with the shared secret key 510). Other possibilities exist as well for module 101 to utilize shared secret key 510
to authenticate a module public key 111 that has been derived by module 101.

After steps 516 and 517, server 105 can update a module database 105 k using the module identity 110 to insert or update the new module public key 111, and
parameters 126 associated with new module public key 111. Server 105 may communicate with a plurality of modules 101, and thus could utilize a module database
105 k in order to record the new module public key 111 and parameters 126 with the module identity 110. In one embodiment, the module identity 110 could preferably
operate as an index within a table of module database 105 k in order to speed reads and writes from the table used with module public key 111, parameters 126, and
also selecting a symmetric key 127 for a symmetric ciphering algorithm 141 b in later messages. As described in FIG. 1 g, parameters 126 can include data useful for
the operation of cryptographic algorithms 141 and module public key 111. According to a preferred exemplary embodiment, some modules 101 in a system 100 could
utilize a first elliptic curve, such as using a first set of ECC parameters 137 or first ECC standard curve 138 within a parameters 126, and other modules 101 could utilize
a second and different elliptic curve within a parameters 126, such as a second set of ECC parameters 137 or second ECC standard curve 138.

After updating the new module public key 111, in step 518 of FIG. 5 b, server 105 could receive a second message 208, and the second message 208 can include a
module identity 110 and module encrypted data 403. Although not illustrated in FIG. 5 b, the second message 208 could also include a module digital signature 405,
wherein the module digital signature is created with the new module public key 111 received in step 516. Server 105 could then utilize the steps illustrated in FIG. 4 in
order to process the incoming message 208 with the new module public key 111, including using the module identity 110 received in the second message 208 to select
the new module public key 111 and subsequently verify a module digital signature 405 using the new module public key 111 and digital signature algorithm 141 d. Also
as discussed in FIG. 4 in connection with processing a received message 208, server 105 could decrypt the module encrypted data 403 in the second message 208 by
using server private key 105 c. In one embodiment, the second message 208 as illustrated in FIG. 5 b, which could be the next message after authenticating module
public key 111 in step 517, could include a symmetric key 127.

The module encrypted data 403 in step 518 could include a symmetric key 127 for utilization with a symmetric cipher 141 b. Module 101 could also send sensor data in
a module encrypted data 403 at step 518. Or, at step 518 the second message 208 could be a signal for server 105 to use a key derivation function 141 f with the server
public key 114 and the new module public key 111 (received at step 516) to create a new derived shared key 129 b for use with symmetric ciphering algorithms 141 b in
subsequent messages 208. If the second message 208 in step 518 comprises a signal for server 105 to derive a new derived shared key 129 b, then this second
message 208 could then optionally leave off module encrypted data 403 and/or a module digital signature 405. The successful use of a new derived shared key 129 b
(using the new module public key 111 and existing server public key 114) with symmetric ciphering algorithms 141 b at subsequent steps by both module 101 and server
105 can indicate to each the communications are mutually authenticated. Second message 208 could also include a server instruction 414, and other possibilities exist
as well without departing from the scope of the present invention.

At step 519, server 105 can send a response 209 to module 101, where the response 209 includes server encrypted data 504 and a module instruction 502. Server 105
could take the steps to create and send response 209 as depicted and described in connection with FIG. 5 a . Response 209 could be formatted according to the
exemplary response 209 illustrated in FIG. 6 a . The module instruction 502 could be an acknowledgement 501 that the second message 208 sent in step 518 was
received by server 105. At step 520, server 105 can receive a third message 208 with a confirmation 414 to server 105. Confirmation 414 can be used to signal proper
execution of module instruction 502, if module instruction 502 comprised an instruction other than an “ACK” or acknowledgement 501. If module instruction 502 in step
519 was an acknowledgement 501 from server 105, then the confirmation 414 may omitted and in this case step 520 could be skipped.

At step 521 server 101 can determine or evaluate if a new module public key 111 and/or certificate 122 are required for continued operation. One reason for the need of
new keys could be the expiration of a certificate 122 for module 101, or the desire to utilize a different set of parameters 126 such as a longer key length for increase
security or the use of a different ECC parameters 137 or a different ECC standard curve 138 with cryptographic algorithms 141. As described elsewhere herein, many
other possibilities exist for reasons why module 101 and/or server 105 can prefer for module 101 to utilize a new module public key 111 and new module private key
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112. Either server 105 or module 101 may determine that the use of a new module public key 111 and new module private key 112 may be preferred at step 521. If
module 101 determines that the use of a new module public key 111 and new module private key 112 is preferred or desirable, module 101 could send server 105 a
signal that new keys will be generated either before step 521 or at step 521.

Upon determining new keys are desirable at step 521, then server 105 could instruct module 101 to derive new private and public keys by returning to step 515. Although
not illustrated in FIG. 5 b, upon determining “yes” at step 521, server 105 could send a module instruction 502 of “new key generation” and also a new set of parameters
126 to utilize with the new module private key 112 and module public key 111. In accordance with exemplary embodiments, module instruction 502, including the “new
key generation” instruction and set of parameters 126, can be sent in a response 209 both (i) after module 101 wakes from a sleep or dormant state and sends a
message 208 after waking from the sleep or dormant state, and (ii) before the expiration of a firewall port binding timeout value 117 after receiving the message 208. If
server 105 determines that new keys are not required or desirable at step 521, server 105 can then proceed to step 312 and wait for additional incoming messages 208
from module 101 or other modules. Step 312 is also depicted and described in connection with FIG. 3 .

FIG.6a

FIG. 6 a is a simplified message flow diagram illustrating an exemplary message received by a server, and an exemplary response sent from the server, in accordance
with exemplary embodiments. FIG. 6 a illustrates exemplary details within message 208 received by server 105 and also response 209 sent by server 105. Message 208
may comprise a TCP/UDP packet 601 a sent from module 101 source IP:port 204 to server 105 destination IP:port 207. According to an exemplary embodiment, UDP or
UDP Lite formatting for TCP/UDP packet 601 a may be preferred. Source IP:port 204 and destination IP:port 207 in message 208 may be included within a header in
TCP/UDP packet 601 a. Although a single message 208, response 209, module 101, and server 105 are shown in FIG. 6 a, system 100 as illustrated in FIG. 2 may
comprise a plurality of each of these elements. As contemplated herein, the term “datagram” may also refer to a “packet”, such that referring to an element as datagram
601 a can be equivalent to referring to packet 601 a.

TCP/UDP packet 601 a may include a body 602, which can represent the data payload of TCP/UDP packet 601 a. The data payload of message 208 can optionally
include channel coding 406 as described in FIG. 4 above, if the transport protocol for TCP/UDP packet 601 a supports the transmission of bit errors in the body 602 (as
opposed to entirely dropping the packet), such as with the UDP Lite protocol. Support for the transmission of bit errors in body 602 by wireless network 102 would be
preferred over entirely discarding a packet, since the programs such as module controller 105 x could include support for and utilization of channel coding 406. Without
UDP Lite formatting, message 208 can alternatively sent by module 101 as a UDP datagram, such as if wireless network 102 (or a wired connection) does not support
the UDP Lite protocol. Note that in this case (no support for the transmission of bit errors in a body 602), wireless network 102 and nodes within Internet 107 would
preferably include channel coding on the data link layers of the OSI stack in order to maintain robustness to bit errors at the physical layers of various hops along the path
between module 101 and server 105.

Note that if (A) message 208 comprises (i) regular UDP or TCP formatting (i.e. not UDP Lite or similar variations) within an IPv6 network, or (i) a UDP or TCP format
within an IPv4 network with a 603 enabled, then (B) channel coding 406 may optionally be omitted. Checksum 603 can comprise a value to for an integrity check of a
packet 601 a, and the calculation and use of checksum 603 is defined in IETF standards for TCP and UDP packets. In accordance with a preferred exemplary
embodiment, including the use of IPv6 for Internet 107 and a UDP datagram for message 208 and response 209, a checksum 603 sent by module 101 in a message 208
does not equal a checksum 603 in the message 208 received by server 105.

The body 602 can include a module identity 110, module encrypted data 403, and channel coding 406. Although not illustrated in FIG. 6 a, body 602 could also include a
module digital signature 405, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401. Module identity 110 is illustrated in FIG. 6 a as external to module
encrypted data 403, although module identity 110 may optionally only be included in module encrypted data 403, and in this case module identity 110 would not be
external to module encrypted data 403 in a body 602. By including module identity 110 as external to module encrypted data 403, server 105 can use the unencrypted
module identity 110 in order to select either (i) the appropriate module public key 111 to verify module digital signature 405 if an asymmetric cipher 141 a is used within
cryptographic algorithms 141, or (i) the appropriate symmetric key 127 within cryptographic algorithms 141 to decrypt the module encrypted data 403. Module public
key 111 and symmetric key 127 may preferably be recorded in a database 105 d, such that server 105 can access a plurality of public keys using module identity 110 in
body 602 for a plurality of modules 101.

Thus, by including module identity 110 external to module encrypted data 403, server 105 can utilize the module identity 110 to query a database 105 d and select the
appropriate module public key 111 or symmetric key 127. As noted previously, module identity 110 could comprise a string or number that is uniquely associated with
module identity 110, such as a session identity, as opposed to being a module identity 110 that is read from hardware in module 101 such as an IMEI number, Ethernet
MAC address, etc. Module identity 110 is illustrated in FIG. 6 a as a session identity that is a different representation of module identity 110 of a serial number such as in
FIG. 2, but in both cases the values can comprise a module identity 110 since the values can be uniquely associated with module 101 at any point in time.

According to an exemplary embodiment where asymmetric ciphering 141 a of module encrypted data 403 is utilized, such as (i) the first message 208 sent by module
101 and (i) where a symmetric key 127 had not been previously exchanged, module identity 110 can be (a) within module encrypted data and (b) not external to module
encrypted data 403. In this case, server 105 can utilize server private key 105 c to, in sequence, decrypt module encrypted data 403, extract module identity 110 from the
decrypted module encrypted data 403, and then used the module identity 110 to select module public key 111 from module database 105 k in order to verify a module
digital signature 405. Note that if a module identity 110 is in body 602 and external to module encrypted data 403, then module identity 110 could be obfuscated or
otherwise ciphered according to a pre-agreed algorithm with server 105, such that server 105 can utilize the obfuscated or ciphered module identity 110 to select a
module public key 111 from module database 105 k. The value of “[Module Identity String]” shown in FIG. 6 a could comprise an obfuscated module identity 110.
According to an exemplary embodiment where (i) symmetric ciphering of module encrypted data 403 is utilized, such as after a first message 208 had already been sent
by module 101 and a symmetric key 127 had previously been exchanged, then (ii) module identity 110 can be external to module encrypted data 403 and in body 602 in
order for server 105 to utilize module identity 110 and select symmetric key 127 from a module database 105 k, thereby enabling server 105 to decrypt the module
encrypted data 403 using the selected symmetric key 127.

The module digital signature 405 can be calculated using the steps and algorithms described in FIG. 4 above. Module digital signature 405 can be a secure hash string or
number, and can be calculated using module private key 112 and digital signature algorithms 141 d. Server 105 can verify module digital signature 405 using module
public key 111 according to the standard techniques for verifying digital signatures using PKI as described at step 410 in FIG. 4 . Note that module digital signature 405
can be useful for server 105 to maintain security, since server public key 114 may be shared and potentially other nodes besides module 101 could attempt to send in
encrypted data using server public key 114.

In addition, the module digital signature 405 may optionally be omitted from body 602 after module 101 has previously sent symmetric key 127 in a previous message
208 to the message 208 illustrated in FIG. 6 a . In other words, in a series of messages 208, module 101 can preferably change from (i) using asymmetric ciphering 141 a
with an initial message 208 that includes symmetric key 127 in a module encrypted data 403 (where the initial message 208 also includes module digital signature 405
and module identity 110) to (i) using symmetric ciphering 141 b with subsequent messages 208 without module digital signature 405 in the series (where the
subsequent messages 208 can include an obfuscated module identity 110 external to module encrypted data 403 for server 105 to select the appropriate symmetric key
127). The series of messages 208 could begin when the initial message 208 is sent by module 101 and end when expiration time 133 of symmetric key 127 has
transpired, and subsequently a new series of messages 208 could begin where the first message 208 in the new series of messages changes back to asymmetric
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ciphering 141 a with initial message 208 that includes symmetric key 127 in a module encrypted data 403 (where the initial message 208 also includes a new module
digital signature 405). Other possibilities exist as well without departing from the scope of the present invention.

Using a message 208 with a module digital signature 405 can be both more efficient and overall more secure than digest authentication (such as the digest
authentication described in IETF RFC 2069), although using digest-based authentication may be alternatively used. First, the use of a module digital signature 405
requires only a single packet for message 208 and a single packet for response 209 for secure communication between module 101 and server 105. The alternative
digest-based authentication would normally require at least 4 packets comprising: (i) message 208, (ii) a challenge to message 208 from server 105 with a security token
401, (iii) a second message from module 101 with a hashed string generated using (i) the challenge, (ii) cryptographic algorithms 141, and (iii) the module private key
112, and then (iv) an acknowledgement from server 105. The additional messages with digest-based authentication would thereby drain battery life faster or utilize more
energy compared to using module digital signature 405.

Second, the use of module digital signature 405 allows a system 100 to be more highly secured since (i) server 105 may need to be connected to the Public Internet 107
and receive packets from a wide range of IP addresses that are not known before messages 208 arrive, and (ii) by using module digital signature 405, server 105 can
then preferably not respond to incoming packets and messages without first receiving a properly signed module digital signature 405 (where the module identity 110
associated with module digital signature 405 could also be verified using a certificate 122 and a certificate authority public key 131). By server 105 remaining silent to all
packets except packets with a properly signed module digital signature 405, system 100 can thereby remain more secure. In other words, according to preferred
exemplary embodiments, server 105 does not send a response 209 to a first message 208 in a series of messages 208 that does not include a validated module digital
signature 405 (where the validated module digital signature 405 includes a verified module identity 110), thereby increasing security. Once at least one module digital
signature 405 has been received by server 105, then server 105 could use a symmetric key 127 to verify a module identity until a timer expiration 133 for the symmetric
key 127. Server 105 could receive a symmetric key using the message 208 illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401, and other possibilities exist
as well for securely sending and receiving a symmetric key 127.

Module encrypted data 403 can be processed using the steps and algorithms described in FIG. 4 . Note that module encrypted data 403 as illustrated in FIG. 6 a is shown
in a plaintext form for ease of illustration, but actual module encrypted data 403 within body 602 of a packet 601 a could be transmitted as binary, hexadecimal, Base64
binary-to-text encoding, or other encoding rules. Note that encryption by module 101 may optionally be omitted, and the server instruction 414 with corresponding data
could be included within a message 208 without encryption, such as if security could be maintained at the network level. As one example in this case without encryption,
server instruction 414 could be included in body 602 as plaintext. The encryption and/or security could be applied through other means, such as a secure tunnel between
module 101 and server 105, although setting up and maintaining a secure tunnel and similar or other means of security may require more processing and bandwidth
resources than the efficient techniques described herein.

Module encrypted data 403 can include a server instruction 414, a server identity 206, a module identity 110, a security token 401, a timestamp 604 a, and a sensor
measurement 604 b. The server instruction 414 can represent the purpose of the message 208 for server 105, and FIG. 6 a illustrates an “update” for server instruction
414. An update for server instruction 414 could be used to periodically notify server 105 of regular, periodic sensor measurements 604 b acquired by a sensor 101 f. An
update for server instruction 414 may also comprise a periodic report regarding monitored unit 119, and a server instruction 414 is described in FIG. 4 . Other server
instructions 414 besides an “update” may be included in a module encrypted data 403 within a body 602. The “update” illustrated in message 208 in FIG. 6 a can also
include a new symmetric key 127, and the module encrypted data 403 illustrated in FIG. 6 a may comprise the use of either an asymmetric ciphering 141 a with
public/private keys, or (i) symmetric ciphering 141 b with a symmetric key 127.

An initial transmission or negotiation of a symmetric key 127 may preferably utilize asymmetric ciphering 141 a and the use of a public key as an encryption key and a
private key as a decryption key. Subsequent transmission of a new symmetric key 127 may utilize either (i) a symmetric cipher 141 b with a previously negotiated but still
valid symmetric key 127 (i.e. expiration time 133 has not transpired), or (ii) asymmetric ciphering 141 a. If the data within instruction 414 is longer than the maximum
data length supported by a selected asymmetric ciphering algorithm 141 a and the public/private key pair, then module encrypted data 403 within message 208 can be
broken up into several sections, such that the data within each section is less than the maximum data length supported by the asymmetric ciphering algorithm 141 a and
key length.

Server identity 206 within module encrypted data 403 can be useful for properly identifying that server 105 is the proper recipient and final destination of message 208.
Server identity 206 can be useful if a plurality of servers 105 is utilized by an M2M service provider 108 with potentially hundreds of thousands or millions of modules
101. In this case, with a plurality of servers 105, server private key 105 ¢ may represent a private key that is shared among a plurality of servers 105, since otherwise
server 105 may not be able to decrypt module encrypted data 403 if each server 105 in the plurality of servers 105 did not share the common server private key 105 c.
Continuing in this example of a plurality of servers 105, a server identity 206 may represent a server that associated with M2M service provider 108 but not the recipient
of message 208. In this case, (i) a first server 105 could receive message 208 and decrypt message 208 using a common server private key 105 ¢ or symmetric key 127,
and (ii) the first server 105 can forward message 208 to the second server 105 (not shown) with server identity 206. In this case, the first server 105 can forward
message 208 to the second server (not shown) without the encryption applied to module encrypted data 403, since (i) the second server 105 may not have access to the
server private key 105 ¢ and/or symmetric key 127, or (ii) the first server 105 could have already decrypted the module encrypted data 403 in order to read server identity
206 within module encrypted data 403.

Module identity 110 within module encrypted data 403 can represent the identity of module 110, and could represent a serial number read by module 101 from a read-
only hardware address. Module identity 110 is described in FIG. 1 ¢ and can represent a unique identifier of module 101. Module identity 110 outside module encrypted
data 403 can represent a string or number that is different than a serial number that can be used by module 101 within a module encrypted data 403. Security token 401
within module encrypted data 403 can represent a random string in order to make message 208 reasonably unique and thus system 100 in FIG. 2 robust against replay
attacks. If module encrypted data 403 includes symmetric key 127, then security token 401 could optionally be omitted since symmetric key 127 can also function as a
security token 401. Security token 401 is described in FIG. 5 a . Timestamp 604 a can represent a time value that module 101 sends message 208 or a time value that
module 101 acquired sensor data 604 b. Sensor data 604 b is described with the description of a sensor 101 fin FIG. 1 e, and sensor data 604 b can represents data
module 101 acquires using sensor 101 f. Sensor data 604 b within message 208 may be stored by server 105 in a module database 105 k, or potentially forwarded to
another server (not shown) for additional processing. Sensor data 604 b can comprise a wide range of values for a sensor 101 f besides the exemplary value of a
temperature reading shown in FIG. 6 a, including raw sensor data, compressed sensor data, and processed or averaged sensor data. The specific sensor data 604 b
shown in FIG. 6 a is illustrated to be exemplary and not limiting for sending and receiving sensor data. Sensor data 604 b may also be referred to as a sensor
measurement 604 b.

Although not illustrated in FIG. 6 a, body 602 or module encrypted data 403 may also include an (i) identity of monitored unit 119, which may be associated with sensor
data 604 b, and/or (i) a sensor identity 151 associated with sensor data 604 b, such that data from potentially multiple sensors 101 f could be properly identified and
recorded. As one example, module 101 could collect sensor data for a plurality of monitored units 119, and in this case message 208 would preferably include an identity
of monitored unit 119 associated with the sensor data 604 b. Or, a sensor 101 f could have a sensor identity 151, and message 208 could include the sensor identity 151
with the corresponding sensor data 604 b (also illustrated in FIG. 7 of U.S. patent application Ser. No. 14/039,401). As described above, message 208 could also include
a symmetric key 127, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401.
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Note that if (A) module encrypted data 403 exceeds an acceptable length for input or output into asymmetric ciphering algorithms 141 a, such as data within a module
encrypted data 403 comprising an exemplary 3000 bits but only a 2048 bit key length is utilized in an exemplary module private key 112 processed with an RSA algorithm
153, then (B) module encrypted data 403 within body 602 could comprise multiple separate sub-sections for module encrypted data 403. In this case, each sub-section
could comprise data less than the maximum acceptable length for encryption, and the sub-sections could be combined in order to form a module encrypted data 403
within body 602.

FIG. 6 a also illustrates exemplary details within response 209 sent by server 105. Response 209 may comprise a TCP/UDP packet 601 b sent from server 105 IP:port
207 the IP address 210 and port number 605, where IP address 210 represents the external IP address of wireless network firewall 104 and port number 605 is the
source port in message 208 as received by server 105 (i.e. the source port in message 208 after traversing the firewall 104 illustrated in FIG. 6 a ). Thus, IP:port with IP
address 210 and port number 605 may be different than IP:port 204 in response 209, since the presence of a wireless network firewall 104 may perform NAT routing,
which could change the source IP address and source port number from IP:port 204 to IP address 210 and port number 605 in message 208, as received by server 105.
The use of wireless network firewall 104 in wireless network 102 may require that response 209 be sent from IP:port 207 to IP address 210 and port number 605 in order
to be properly processed by firewall 104 and forwarded to module 101 at IP:port 204. Source IP:port 207 and destination IP address 210 and port number 605 in
response 209 may be included within a header in TCP/UDP packet 601 b. TCP/UDP packet 601 b could comprise a regular UDP packet, a UDP Lite packet, or a TCP
datagram, or similar protocols supported by an Internet 107. TCP/UDP packet 601 a and TCP/UDP packet 601 b can preferably utilize the same protocol.

As noted previously, the use of checksums may be mandatory in IPv6 networks, and thus a response 209 comprising a packet 601 b can include a checksum value 603
(illustrated in message 208 but not response 209) for the header. The use of firewalls such as firewall 104 can change the header values in a packet 601 b. In accordance
with a preferred exemplary embodiment, a first checksum value 603 within a response 209 sent by server 105 can be different and/or not equal to a second checksum
value 603 within the response 209 received by module 101. Likewise, in an exemplary embodiment, a first checksum value 603 within a message 208 sent by a module
101 can be different and/or not equal to a second checksum value 603 within the message 208 received by server 105.

A UDP, TCP, or UDP Lite datagram as a TCP/UDP packet 601 b within response 209 may include a body 606. Body 606 may comprise the payload or data within a UDP,
TCP, or UDP Lite packet. Body 606 can include a server identity 206, a server digital signature 506, server encrypted data 504, and channel coding 406. Server identity
206 is illustrated in FIG. 6 a as external to server encrypted data 504 within body 606, but server identity 206 may optionally be included in server encrypted data 504
instead. Module 101 may communicate with a plurality of servers 105, and server identity 206 as external to server encrypted data 504 can allow module 101 to select
the appropriate symmetric key 127 to utilize for decrypting server encrypted data 504 (since each of the multiple servers 105 that module 101 communicates with may
utilize a different symmetric key 127).

Also note that the server identity 206 can be similar to module identity 110, such that multiple different values for server identity 206 could be utilized in a system 100,
but each of the different values could preferably be uniquely associated with server 105. As one example, server identity 206, outside server encrypted data 504 as
illustrated in FIG. 6 a, may comprise a session identity or session identifier, as opposed to a different server identity 206 that could comprise a hardware serial number or
domain name for server 105. Thus, server identity 206 outside a server encrypted data 504 may be a different string or representation than server identity 206 within
server encrypted data 504, but both strings/numbers used for server identity 206 in response 209 could be associated with server 105.

Server digital signature 506 in body 606 can comprise a secure hash signature of a subset of body 606, where the subset of body 606 can comprise server encrypted
data 504, and/or server identity 206 as illustrated in FIG. 6 a . In other words, processing the secure hash signature can omit (i) server digital signature 506 itself and (ii)
channel coding 406 as input into the cryptographic algorithms 141 used to process or verify server digital signature 506. In this manner, module 101 can utilize server
digital signature 506 to authenticate that response 209 was sent by server 105. Channel coding 406 in body 606 is also depicted and described in connection with FIG. 5
a above.

Body 606 may include server encrypted data 504. Server encrypted data 504 is depicted and described in connection with FIG. 5 a above. Server encrypted data 504 may
include an acknowledgement 501, wherein acknowledgement 501 can notify module 101 that message 208 has been received by server 105. As illustrated in FIG. 6 a,
server encrypted data 504 may optionally also include a module instruction 502 for module 101. The module instruction 502 could be a string that contains instructions
or configuration parameters for module 101, such as an order to change state, parameters regarding the monitoring of monitored unit 119, server names or addresses,
radio frequency parameters, timer values, settings for actuator 101 y, etc. A module instruction 502 is depicted and described in connection with FIG. 5 a above. The
exemplary module instruction 502 illustrated in FIG. 6 a comprises a “key generation” 608 instruction for module 101 derive a new set of keys. The use of a “key
generation” 608 instruction was also depicted and described in connection with FIG. 5 b above. Other possibilities for a module instruction 502 within a response 209 are
possible as well without departing from the scope of the present invention. Although not depicted in FIG. 6 a or FIG. 2, if response 209 includes a module instruction 502,
according to an exemplary embodiment, module 101 can preferably send a second message 208 to server 105, where the second message 208 includes a confirmation
that module instruction 502 was successfully executed or implemented by module 101. This confirmation could be included in a server instruction 414 for server 105
within a second message 208.

Also, although a server encrypted data 504 may preferably be included within a body 606, body 606 may optionally omit server encrypted data 504 and include data from
server 105 that is not encrypted, such as plaintext. As one example in this case, acknowledgement 501 could be included in body 606 as plaintext. In addition, although a
server digital signature 506 is not illustrated in FIG. 6 a, a server digital signature 506 could be included in body 606 and external to server encrypted data 504. In an
exemplary embodiment, the inclusion of a server digital signature 506 in a response 209 is illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401. The server
digital signature 506 may (i) optionally be omitted as well, or (ii) included within server encrypted data 504.

Also, although not illustrated in FIG. 6 a, server encrypted data 504 could include a symmetric key 127 for module 101 to utilize with symmetric ciphering 141 b in
cryptographic algorithms 141 for processing a module encrypted data 403 in subsequent messages 208 and/or responses 209. If server encrypted data 504 includes a
symmetric key 127, then server 105 preferably can utilize an asymmetric ciphering 141 a with cryptographic algorithms 141 to process the server encrypted data 504
containing the symmetric key 127. An example for the previous sentence could be if message 208 was received without a symmetric key 127 and server 105 can issue
the symmetric key 127. As contemplated herein, more than one symmetric key 127 may be used concurrently in a system 100, such as a first symmetric key 127 utilized
in symmetric ciphering 141 b for a message 208, and a second symmetric key 127 utilized in symmetric ciphering 141 b for a response 209. Other possibilities exist as
well without departing from the scope of the present invention.

Server encrypted data 504 in a response 209 may include a security token 401. Security token 401 may be a random string and may also be generated by either server
105 or module 101. If security token 401 is generated by module 101, then security token 401 may be included in message 208 and also utilized by server 105 in
response 209, as illustrated in FIG. 6 . By including security token 401 in acknowledgement 501, system 100 can be made robust to replay attacks since each response
209 can be reasonably unique for each response 209 sent by server 105.

FIG.6b

FIG. 6 b is a simplified message flow diagram illustrating an exemplary message received by a server, wherein the message includes a derived module public key, in
accordance with exemplary embodiments. As discussed in FIG. 5 b, there can be cases where module 101 derives a new module public key 111 and new module private
key 112. On example would be the initial creation of the key pairs by module 101, and many other examples could exist as well. FIG. 6 b can illustrate an exemplary
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format and contents of a message 208 for steps 516 and 517 of FIG. 5 b . This exemplary message 208 can also help to illustrate the significant differences from
conventional technology and improvements for efficient and secure communications by utilizing embodiments contemplated herein.

A message 208 illustrated in FIG. 6 b using steps 516 and 517 can include (i) sending new module public key 111, a module public key identity 111 a, a module identity
110, a server instruction 414, and a set of parameters 126 associated with the new module public key 111 and/or cryptographic algorithms 141 for using the new
module public key 111. Exemplary parameters 126 illustrated in FIG. 11 include (i) a secure hash algorithm 141 c to utilize in signatures, which could comprise the SHA
256 algorithm as shown (which may also be known as the SHA-2 algorithm), (ii) a selected elliptic curve for use with ECC algorithms 154 or a modulus to use with RSA
algorithms 153, and (iii) a time-to-live value for the public key, such as the illustrated “time to live” value of 1 year shown in FIG. 6 b . The time value for the validity of new
module public key 111 could alternatively be specified in a set expiration date. Other values associated with cryptographic algorithms 141 could be included in
parameters 126 as well, and the illustrated values are intended to be exemplary instead of limiting. Other possibilities for data with a message 208 illustrated in FIG. 6 b
include a parameters 126 including a set of ECC parameters 126, or a specified secure hash algorithm 141 ¢ comprising SHA-3 or SHA-512.

Additional values or fields within a message 208 associated with communicating a new module public key 111 with server 105 could include a server instruction 414 of
“new public key”. This server instruction 414 could inform server 105 to utilize the new module public key 111 within the message 208. Module public key identity 111 a
can include a sequence number or identity for the new module public key 111, such that module 101 or server 105 can properly reference and/or select the key from a
plurality of module public keys 111 that could be associated with module identity 110. Although module public key identity 111 a is illustrated as a separate field in server
instruction 414, module public key sequence number 111 a could optionally be included in parameters 126, such that the value within parameters 126 specifies the
current sequence number or module public key identity 111 a for the new module public key 111 included in a message 208.

Other fields and features within a message 208 as illustrated in a FIG. 11 can be similar to the fields presented in FIG. 6 a . Since (a) FIG. 6 a can also illustrate a first
message 208 sent by a module 101 to a server 105, such as after keys are derived in a step 515, then (b) module 101 can read multiple values from RAM 101 e or a
nonvolatile memory 101 w or 101 ¢ in order properly construct or format message 208. Each of (i) destination IP:port number 207, (i) parameters 126, and (iii) shared
secret key 510 can preferably be written into nonvolatile memory at step 512 of FIG. 5 b , if message 208 in FIG. 6 b represents the first message 208 sent by module
101. The source IP:port number 204 can represent a number assigned by an operating system 101 h.

If message 208 in FIG. 6 b comprises a subsequent time message 208 is received by server 105 (i.e. not a first time module 101 sends a module public key 111), such as
after step 521 illustrated in FIG. 5 b, then each of (i) destination IP:port number, (i) parameters 126, and (jii) shared secret key 510 could be updated by server 105 using
a module instruction 502 within a server encrypted data 504 before message 208 illustrated in FIG. 6 a is received by server 105. In this manner, shared secret key 510
could change from (i) comprising a pre-shared secret key 129 a (for a first message 208 after module key derivation) to (ii) comprising a shared secret key that is sent by
server 105 within a server encrypted data 504 (for a subsequent message 208 after module key derivation).

After receiving message 208, server 105 can use the unencrypted module identity 110 illustrated in a body 602 of FIG. 6 b to select the shared secret key 510 in order
authenticate message 208. As described in step 517 of FIG. 5 b, server 105 may preferably authenticate message 208 that includes module public key 111 in order to
confirm that module public key 111 originated from physical module 101 with a hardware module identity 110 (as opposed to being an imposter submitting the module
public key 111). The use of a channel coding 406 is described in connection with FIGS. 4 and 5 a, and channel coding may optionally be omitted. If message 208
comprises a UDP Lite packet, then channel coding may optionally be applied within the body 602. If message 208 comprises a UDP packet, then channel coding may
comprise sending the exact same UDP packet 601 a multiple times, such as an exemplary 3 packets 601 a sent at the same time.

Although not illustrated in FIG. 6 b, in an exemplary embodiment module public key 111 could also be received in a message 208, where the module public key 111 and
parameters 126 can be included in an encrypted format within a module encrypted data 403. As depicted and described in connection with steps 1001 and 1002 of FIG.
10, and also FIG. 11 of U.S. patent application Ser. No. 14/039,401, the security of a system 100 can be further increased by both (i) ciphering module public key 111 and
parameters 126, and (i) only sharing the module public key 111 in a confidential manner with server 105. If module 101 needed a module public key 111 for other
purposes, such as obtaining a certificate, then a second, publicly disclosed module public key 111 could be utilized, where the second module public key 111 is different
than a module public key 111 using parameters 126 that is sent to a server 105 in a module encrypted data 403.

FIG. 6 b also illustrates an exemplary embodiment, where module public key 111 can be authenticated with server 105 using a module digital signature 405. If message
208 comprises a first time module 101 utilizes a step 516 and step 517, such that a module public key 111 has not previously been sent to server 105, then message 208
could include a module digital signature 405 using the shared secret key 510, which could comprise the pre-shared secret key 129 a. If message 208 comprises a
subsequent time module 101 utilizes a step 516 and step 517, such that a module public key 111 has previously been sent to server 105, then message 208 could
include a module digital signature 405 using the previous module private key 112 (i.e. not the new module private key associated with the new module public key 111 in
the message 208 shown in FIG. 6 b ). As noted in FIG. 5 b, module digital signature 405 could be omitted, and message 208 with module public key 111 could be
authenticated using a message digest algorithm and the shared secret key 129 a.

FIG. 7

FIG. 7 is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary
embodiments. FIG. 7 includes a system 700 and illustrates an exemplary message 208 from a module 101 to a server 105 and also an exemplary application message
701 between an application 171 j and server 105. Note that application message 701 could also be considered as transferred between, sent to, or received from server
105 and application server 171. System 700 can comprise a module 101, a server 105, and an application 171 i operating on an application server 171, and these
elements may communicate over a network such as the Internet 107. For example, application server 171 may utilize an IP:port number 702 for sending and receiving
messages with server 105. The IP address within IP:port number 702 is illustrated as an IPv4 address, but an IPv6 address could be utilized as well, or other addressing
schemes are possible. Message flows within a module 101 from a sensor 101 f and to an actuator 101 y are also included in a system 700 as illustrated in FIG. 7 .
Message flows within a module 101 could utilize a system bus 101 d.

Although not illustrated in FIG. 7, before module 101 sends a module public key 111 to server 105, possibly by using step 516 as illustrated in FIG. 7, module 101 can
derive the public and private keys using step 515 and a set of parameters 126. Alternatively, module 101 may have the module public key 111 and module private key 112
generated outside module 101 and loaded into a non-volatile memory 101 w. Server 105 can utilize step 516 to receive a module public key 111 from module 101. Server
105 can utilize a step 517 and a shared secret key 510 to authenticate a message 208 that contains the module public key 111 from step 516. Authentication of module
public key 111 may be preferred in order to ensure that the module public key 111 is properly associated with the correct physical module 101, and prevent an imposter,
hacker, etc. from sending in a fake module public key 111 for module 101. After using step 517 to authenticate module public key 111, server 105 can record module
public key 111 and associated module identity 110 (plus optionally a module public key identity 110 a) in a module database 105 k. Although not illustrated in FIG. 7,
server 105 can also send an application message 701 to application 171 i after successfully recording module public key 111.

Application 171 i operating within an application server 171 can send an application message 701 to server 105, and server 105 can receive the application message
701. Application message 701 could include a module instruction 502, where the module instruction 502 could comprise an actuator setting 706. Although not
illustrated in FIG. 7, module instruction 502 as transmitted or sent by application 171 i or application server 171 could include a module identity 110 and/or an actuator
identity 152. Actuator setting 706 could include a setting value and an actuator identity 152. As one exemplary embodiment, module 101 may have a plurality of

https://patents.google.com/patent/US11606204B2/en?0q=11606204 31/71

NWO EX2009
Samsung v Network-1, IPR2026-00115
Page 31 of 71



1/13/26, 6:41 PM US11606204B2 - Systems and methods for “machine-to-machine” (M2M) communications between modules, servers, and an appli...

actuators 101 y that comprise thermostats. Actuator setting 706, where one actuator 101 y had an actuator identity 152 of “Left”, could comprise an exemplary string like
“Left, 25.5”, where module 101 would set the “left” thermostat/actuator 101 y to 25.5 degrees C. The value “left” could also comprise the actuator identity 152. Other
possibilities exist as well without departing from the scope of the present invention, and a thermostat, temperature settings, or actuator identities are not required to use
the methods and systems contemplated herein. As discussed below in connection with FIG. 8 , actuator setting 706 within an application message 701 could be received
within a secure connection data transfer 802 from application server 171. Thus, in an exemplary embodiment, the actuator setting 706 may preferably not be plaintext as
transmitted across a network such as the Internet 107 between server 105 and application server 171 in an application message 701.

A module instruction 502 (i) from an application 171 i or application server 171, and (ii) within an application message 701 could include other exemplary values or
instructions for a module 101, besides the exemplary actuator setting. According to exemplary embodiments, a module instruction 502 could comprise information for
module 101 such as (i) sleep timers or instructions or values for a CPU wake controller 101 u, (ii) server address 106 or server identity 206 for communicating with a
server 105 (such as sending a different server address 106 for module 101 to utilize in future communications), (iii) a new or updated values for set of data reporting
steps 101 x, (iv) a new or updated module program 101 j, (v) software or firmware for operating system 101 h and device driver 101 g, (vi) a calibration value for sensor
101 f or actuator 101 y, (vii) values for a set of parameters 126, (viii) software or settings for radio 101 z, (ix) updated cryptographic algorithms 141, (x) a new module
private key 112, (xi) a symmetric key 127, (xii) a pre-shared secret key value 129 a for use in communicating with a wireless network 102 (where the pre-shared secret key
value 129 a can be the equivalent of a Ki value in a network supporting ETSI/3GPP standards), (xii) a value for a module identity 101, (xiii) a value to use in a channel
coding 406, or (xiv) a security token 401 or settings for using security tokens. Other possibilities exist as well for a module instruction 502 without departing from the
scope of the present invention. After receiving module instruction 502 in a response 209 from server 105, module 101 could record the data in module instruction 502
within a nonvolatile memory 101 w or RAM 101 e.

After receiving application message 701, server 105 can wait for wait interval 703. As depicted and described in connection with FIGS. 2 and 6 a, firewall 104 may be
present in a system 700 and/or system 100, which could block the transmission or sending of packets from server 105 to module 101 at arbitrary times. In addition,
according to exemplary preferred embodiments, module 101 can enter periods of sleep or dormancy using a CPU wake controller 101 u in order to conserve energy or
the life of a battery 101 k, if present. During periods of sleep or dormancy, module 101 may not be able to receive packets from server 105. Consequently, server 105 can
preferably wait for the wait interval 703 as illustrated in FIG. 7, before sending response 209 which could include the module instruction 502. As illustrated in FIG. 7, the
module instruction 502 could include an actuator setting 706, but module instruction 502 could include other data as well such as the exemplary module instructions
502 described in the previous paragraph.

According to exemplary embodiments, wait interval 703 can vary depending upon module 101 and monitored unit 119, and wait interval 703 could comprise a wide range
of values. Module 101 could send a sensor data 604 b or a report or a message 208 at exemplary reporting intervals such as every minute, 10 minutes, hour, 6 hours,
daily, or longer. Wait interval 703 could be associated with the reporting interval, and the wait interval 703 would end when the next message 208 from module 101 is
received. If server 105 supports a plurality of modules 101, wait interval 703 can be associated with the specific module 101 associated with the module instruction 502,
possibly by using a module identity 110 in both a message 208 and an application message 701. In other words, server 105 can preferably wait for a message 208 from
the specific module 101 associated with the module instruction 502 before sending the response 209 which could include the module instruction 502. Response 209
could be sent using the source and destination IP:port numbers depicted and described in connection with FIG. 2 .

Upon the receipt of message 208 from module 101 with module identity 110, the wait interval 703 can end. As illustrated in FIG. 7, message 208 could include a server
instruction 414. The server instruction 414 in the exemplary embodiment illustrated in FIG. 7 comprises an “update” server instruction 414, and could include a sensor
measurement 604 b. Sensor measurement 604 b could be obtained by module 101 from sensor 101 f before sending message 208, and possibly after module 101
wakes from a dormant state using a CPU wake controller 101 u. Sensor measurement 604 b could be collected by a module program 101 j using a system bus 101 d. As
illustrated in FIG. 6 a, a server instruction 414 with sensor data 604 b could be within a module encrypted data 403 and received by server 105. Server 105 could utilize
the steps illustrated in FIG. 4 to process the received message 208 at the end of wait interval 703. Sensor measurement 604 b as used by module program 101 i, server
105, application 171 i, and/or application server 171 could represent a different string or number at each element, depending upon encoding rules or encoding schemes
utilized by each element, but sensor measurement 604 b at each location can represent data or a value collected by a sensor 101 f.

After processing the received message 208 that could include sensor data 604 b, server 105 can send application 171 j operating on application server 171 an
application message 701 that includes an update instruction 704, where update instruction 704 could include sensor data 604 b, module identity 110, and sensor identity
151, if present. Update instruction 704 could include data other than sensor data 604, such as data pertaining to the state of module 101, including subcomponents
illustrated in FIGS. 1 b and 1 e . Using update instruction 704 or a plurality of update instructions 704, application 171 i can aggregate data to generate reports for
presentation to user 183 or make decisions using service controller 171 x. Based on data input in update instruction 704, application 171 i could output module
instruction 502 in an application message 701. Application 171 i could record data received in update instruction 704 within an application database 171 k.

After receiving message 208 with server instruction 414, server 105 can send a response 209 to module 101. Note that response 209 is illustrated in FIG. 7 as being sent
after sending update instruction 704 to application server 171, but response 209 could also be sent to module 101 before sending update instruction 704 to application
server 171. Response 209 can include module instruction 502, where module instruction 502 could comprise actuator setting 706, according to an exemplary
embodiment. Module instruction 502 could also comprise other data for module 101 in other exemplary embodiments, as outlined above. Although not illustrated in FIG.
7, response 209 could include module instruction 502 within a server encrypted data 503 using the steps depicted and described in connection with FIG. 5 a . Module
instruction 502 could also include actuator identity 152 associated with actuator setting 706. Response 209 can be formatted as depicted and described in FIGS. 2 and 6
a, such that response 209 can traverse a firewall 104 and be received by module 101 using IP address 204. Network firewall 104 is illustrated as a dashed line in FIG. 7,
and may be optionally not be present. But, the use of network firewall 104 may be included in a system 100 and/or system 700 and network firewall 104 may be beyond
the control of a module 101, server 105, module provider 109, M2M service provider 108, etc.

After receiving response 209 with the module instruction 502 and actuator setting 706, module 101 can process the response 209, which could also include server
encrypted data 503. Module 101 could extract actuator setting 706 from the module instruction 502. Module instruction 502 could include an actuator identity 152.
Module 101 can use a module program 101 i to send the actuator setting 706 to the actuator 101 y with actuator identity 152. Actuator setting 706 as sent by module
program 101 i may be in a different format or data structure than actuator setting 706 as sent by application 171 i, but both sets of data can achieve the same objective
of having an actuator 101 y apply a setting. According to one exemplary embodiment, actuator setting 706 as sent by module program 101 i could be an analog voltage
along a system bus 101 d, while actuator setting 706 as sent by application 171 i could be a string or number. Or, actuator setting 706 as sent by module program 101 i
to actuator 101 y could be a number in a different format than a number in actuator setting 706 sent by application 171 i, application server 171, and/or server 105. Note
that as contemplated herein, the term “actuator data” can include or comprise “actuator setting”.

After applying actuator setting 706, actuator 101 y can send an acknowledgement to module program 101 i. Module program 101 j can then send a second message 208
to server 105, where message 208 includes a server instruction 414 of “confirmation”. The server instruction 414 of “confirmation” could be included in a module
encrypted data 403 according to a preferred exemplary embodiment. Server 105 can receive the second message 208 with the module encrypted data 403 and decrypt
the module encrypted data 403 using a step 413 to extract the server instruction 414 of “confirmation”. The second message 208 may include the actuator identity 152
and/or also the module identity 110. Server 105 can send an application message 701 that includes a confirmation 705, where the confirmation can (i) inform
application 171 i that the actuator setting 706 sent to server 105 has been properly and/or successfully applied by module 101 and/or actuator 101 y. Confirmation 705
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could also include module identity 110 and/or actuator identity 152. Application 171 i could then send an acknowledgement back to server 105 after receiving the
confirmation 705.

According to preferred exemplary embodiments, actuator identity 152 is preferably globally unique, such that that including an actuator identity 152 in any packet would
allow a server 105 or application 171 i to lookup a module identity 110 and/or module 101 using the actuator identity 152 and a database such as module database 105
k. Similarly, a sensor identity 151 may be globally unique, according to preferred exemplary embodiments such that a sensor identity 151 in any packet would allow a
server 105 or application 171 i to lookup a module identity 110 and/or module 101 using the sensor identity 151 and a database such as application database 171 k.

FIG. 8

FIG. 8 is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary
embodiments. System 800 can include an application server 171, a server 105, and a module 101 in connected via a network. The network could comprise the Internet
107. Application server 171 could include an application 171 i, where application 171 j can include logic, algorithms, databases, user interfaces, and programs for
managing a plurality of modules 101 with a plurality of users 183. Application server 171 and application 171 i may be associated with an M2M service provider 108, and
M2M service provider 108 could use application 171 i to provide and manage a service with distributed modules 101 associated with a plurality of monitored units 119.

Module 101 can derive a public key 111 and a private key 112 using step 515. Module 101 can derive the public and private keys using step 515 and a set of parameters
126. Alternatively, module 101 may have the module public key 111 and module private key 112 generated outside module 101 and loaded into a non-volatile memory
101 w. Server 105 can utilize step 516 to receive a module public key 111 from module 101. Server 105 can utilize a step 517 to authenticate a message 208 that
contains the module public key 111 in step 516. Authentication of module public key 111 may be preferred in order to ensure that the module public key 111 is properly
associated with the correct physical module 101 with a module identity 110, and prevent an imposter, hacker, etc. from sending in a fake module public key 111 for
module 101. After using step 517 to authenticate module public key 111, server 105 can record module public key 111 in a module database 105 k. Although not
illustrated in FIG. 8, server 105 can also send an application message 701 to application 171 i after successfully recording an authenticated module public key 111.
Although not illustrated in FIG. 8 , a module public key 111 received in step 516 may also include a module public key identity 111 a in order to track which of a plurality of
potential module public keys 111 for a module 101 may be used.

Also, server 105 is not required to receive module public key 111 from module 101 in order to utilize the methods and systems contemplated herein. Instead of receiving
module public key 111 in a message 208 from module 101, server 105 could alternatively query another server such as application server 171 or a server associated with
certificate authority 118 for either module public key 112 or a certificate 122 associated with module 101 using a module identity 110. In addition, server 105 could have
a list or database table of module identities 110 and module public keys 111 loaded into a module database 105 k.

After recording module public key 111 and module identity 110, possibly including a module public key identity 111 a, server 105 can wait for wait interval 703. Wait
interval 703 could represent the time between reports or messages 208 submitted by module 101, and wait interval 703 for an individual module 101 could comprise a
wide range of values from several times a second to several days or longer, depending upon the application and/or monitored unit 119. The wait interval 703 can end
when server 105 receives a message 208 from module 101 with a module identity 110.

Module controller 105 x within server 105 can receive a message 208 that includes a server instruction 414 with sensor data 604 b. The sensor data 604 b and/or server
instruction 414 could be included in a module encrypted data 403, where the module encrypted data 403 can use the module public key 111 submitted in step 516 above
and derived by module 101 in step 515. According to one exemplary embodiment, module encrypted data 403 could be ciphered with a symmetric key 127 that is derived
shared key 129 b from a key derivation function 141 f and module public key 111 received in step 516 (and also server public key 114). Module controller 105 x can
process message 208 using the steps depicted and described in connection with FIG. 4 in order to decrypt the module encrypted data 403 and obtain the plaintext server
instruction 414 and plaintext sensor data 604 b. Although sensor data 604 b is illustrated as the server instruction 414 in FIG. 8, server instruction 414 could have other
values such data associated with any of the components for module 101 illustrated in FIG. 1 b and FIG. 1 e . Server instruction 414 could be a “query” where module 101
queries for information from server 105 or application 171 i, or server instruction 414 could be an alarm or error notification outside a regular reporting interval. Other
possibilities for server instruction 414 exist without departing from the scope of the present invention. Server instruction 414 could also be a periodic “registration”
message with no subsystem data for module 101, and a “registration” could be a message for server 105 indicating module 101 is awake and online with Internet 107.

Server 105 can establish a secure connection with application server 171 and application 171 i using a secure connection setup 801 and a secure connection data
transfer 802. Server 105 can utilize a server program 101 j to manage the communication with application 171 i and/or application server 171, while a module controller
105 x can manage communication with a module 101. Alternatively, server program 101 i and module controller 105 x can be optionally combined or omitted, such that
server 105 performs the actions illustrated in FIG. 8 for server programs 101 i and module controller 105 x. Likewise, server 105 and application 171 could be combined
or operate on the same local area network (LAN) and thus not be connected via the Internet 107. If server 105 and application 171 are nodes within the same LAN or
virtual private network (VPN), then the network connection can also be considered a secure connection (without using encryption between the nodes), since packets
routed between the nodes may not need to traverse the Internet 107 and thus the network layer could provide security. Although secure connection setup 801 is
illustrated in FIG. 8 as occurring after message 208 is received by server 105, secure connection setup 801 could take place before message 208 is received by server
105. Secure connection setup 801 could utilize a secure protocol such as TLS, IPSec, or VPN to establish a secure connection between server 105 and application 171 i
and/or application server 171, such that data transferred between the two nodes is encrypted and also not subject to replay attacks. As contemplated herein, a secure
connection can comprise any of a TLS connection, an IPSec connection, a VPN connection, or a LAN connection between server 105 and application server 171 and/or
application 171 i, and other possibilities exist as well without departing from the scope of the present invention.

Other secure connections may be utilized as well, including a secure shell (SSH) tunnel, future versions of standard secure connections, or also a proprietary protocol for
a secure connection. Secure connection setup 801 as illustrated in FIG. 8 may utilize a TLS protocol, such as TLS version 1.2. Secure connection setup 801 can include
the transfer of a certificate 122 for application server 171, and also the transfer of an application public key 171 w. Server 105 can utilize application public key 171 w to
encrypt data received from module 101 in a message 208, such as sensor data 604 b. According to one exemplary embodiment, application message 701 could be
ciphered with a symmetric key 127 that comprises a derived shared key 129 b from (i) a key derivation function 141 f (ii) application public key 171 w and server public
key 114.

The message flow in a secure connection setup 801 also illustrates one benefit of the present invention, where a message 208 can be securely transferred between
module 101 and server 105 using a single UDP datagram, while secure connection setup 801 may require a plurality of TCP messages in both directions. In other words,
using a secure connection setup 801 between module 101 and server 105 may not be energy efficient for module 101, while using secure connection setup 801 between
server 105 and application server 171 can be efficient, since the data from a plurality of modules 101 can be shared over the secure connection setup 801. Also note that
since module 101 may sleep for relatively long periods such as 30 minutes or longer, a new secure connection setup 801 would likely be required to support a firewall
104 after each period of sleep, and completing the process of a secure connection setup 801 each time module 101 wakes may not be energy or bandwidth efficient for
amodule 101.

After completing server connection setup 801, server 105 can use a secure connection data transfer 802 to send a first application message 701, where the first
application message 701 could include update instruction 704 that includes sensor data 604 b that server 105 received in a message 208. Data within the first
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application message 701 containing update instruction 704 could be ciphered according to the specifications of the secure connection, such as TLS or IPSec, and other
possibilities exist as well. Note that server 105 can decrypt a module encrypted data 403 that includes sensor data 604 b and subsequently encrypt the sensor data 604
b according to the format required by secure connection setup 801 for transfer to application 171 i using secure connection data transfer 802. Server 105 can use two
different server public keys 114, recorded in the form of a certificate 122 in one embodiment, to with a first server public key 114 used decrypt module encrypted data
403 and a second server public key 114 used encrypt update instruction 704. Server public keys 114 can be used by server 105 in a key derivation function 141 f to
derive a shared public keys 129 b used in a symmetric ciphering algorithm 141 b for both secure connection data transfer 802 and module encrypted data 403 (with a
different derived shared public key 129 b with module 101 and application server 171, respectively).

In another embodiment, server 105 can use the same server public key 114 to both decrypt module encrypted data 403 and encrypt update instruction 704. Other
possibilities exist as well for server 105 to use a server public key 114 to (i) encrypt update instruction 704, such as using an asymmetric ciphering algorithm 141 a, and
(i) decrypt module encrypted data 403 without departing from the scope of the present invention. As illustrated in FIG. 8, server 105 can receive an acknowledgement
804 after sending the first application message 701, with update instruction 704 that includes sensor data 604 b, where acknowledgement 804 can signal that
application message 701 with update instruction 704 has been received by application 171 i and/or application server 171. Although not illustrated in FIG. 8, the
acknowledgement 804 could optionally include a module instruction 502 for module 101.

After receiving message 208, server 105 can then send a response 209. Response 209 could be sent before or after server 105 sends update instruction 704 to
application 171 i using secure connection data transfer 802. Response 209 can include a server encrypted data 504 that includes a module instruction 502. Module
instruction 502 could be processed by server 105, or could be obtained by server 105 from application 171 i in an application instruction 701. In other words, a secure
connection data transfer 802 may be utilized by a server 105 and an application server 171 to send a second application message 701 to server 105, and be received by
server 105, in addition to the sending the first application message 701 from server 105 to application server 171 that is illustrated in FIG. 8 .

According to an exemplary preferred embodiment, server 105 waits for a response or acknowledgement 804 from application 171 i to application message 701 before
sending response 209 to module 101. One reason for waiting for a response or acknowledgement 804 from application 171 i is that response or acknowledgement 804
from application 171 i could include a module instruction 502, and the module instruction 502 may preferably be included in a response 209. Other possibilities exist as
well without departing from the scope of the present invention.

FIG. 8 can also illustrate a benefit of an exemplary embodiment contemplated herein. According to an exemplary embodiment, (i) server 105 and application server 171
can utilize a first set of cryptographic algorithms 141 for sending and receiving data between server 105 and application server 171, such as with a secure connection
data transfer 802, and (ii) server 105 and module 101 can utilize a second set of cryptographic algorithms 141 for sending and receiving data between server 105 and
module 101, such as using the second set of cryptographic algorithms 141 for a module encrypted data 403 and/or server encrypted data 504. In an exemplary
embodiment, server 105 and application server 171 can use RSA algorithms 153 in the first set of cryptographic algorithms 141, while server 105 and module 101 can
use ECC algorithms 154 in the second set of cryptographic algorithms 141. As one example, server 105 can use an (i) RSA-based asymmetric ciphering algorithm 141 b
and first server public key 114 with the application server 171 to securely transfer a first symmetric key 127 with application server 171, and (ii) an ECC-based
asymmetric ciphering algorithm 141 b and second server public key 114 with the module 101 to securely transfer a second symmetric key 127 with a module 101.

Other possibilities exist as well for a server 105 to use a different cryptographic algorithms 141 or parameters 126 for each of application server 171 and module 101.
(A) Server 105 and application server 171 could use a first set of parameters 126 for use with cryptographic algorithms 141 for an application message 701 with related
server digital signatures, while (B) server 105 and module 101 could use a second set of parameters 126 for use with cryptographic algorithms 141 for a module
encrypted data 403 and/or server encrypted data 504 and related digital signatures. In order to maximize security between servers such as server 105 and application
server 171, the first set of parameters 126 could specify (i) a longer public and private key length, (ii) a shorter key expiration time 133, (iii) a longer secure hash
algorithm (such as an exemplary 512 bits), (iv) a longer symmetric ciphering key 127 length (such as an exemplary 192 or 256 bits), (v) the use of or values for RSA
algorithm 153 and a modulus, (vi) the use of Diffie Hellman key exchange or a first key exchange algorithm for a key derivation function 141 f and key exchange, (vii) the
use of or values for a second symmetric ciphering algorithm 141 b for symmetric ciphering, (viii) the use of or values for an RSA digital signature algorithm or a second
digital signature algorithm, and similar settings.

In accordance with a preferred exemplary embodiment, in order to minimize processing power and/or energy usage required for a module 101, the second set of
parameters 126 could specify (i) a shorter public and private key length, (i) a longer key expiration time 133, (iii) a shorter secure hash algorithm (such as an exemplary
256 bits), (iv) a shorter symmetric ciphering key 127 length (such as an exemplary 128 bits), and (v) the use of an ECC algorithm 154, (vi) the use of or values for an ECC
standard curve 138 and/or ECC parameters 137, (vii) the use of or values for ECDH 159 or a second key exchange algorithm for key derivation and exchange, (vii) the use
of or values for of a second symmetric ciphering algorithm 141 b for symmetric ciphering, (viii) the use of or values for of ECDSA 158 or a second digital signature
algorithm for digital signatures, and similar settings. In an embodiment, the first set of parameters 126 (which can be used by server 105 and application server 171) and
the second set of parameters 126 (which can be used by server 105 and module 101) can both specify the use of elliptic curve cryptographic algorithms 141, but with
different sets of parameters 126 such that the first set of parameters 126 is selected for server to server communications, and the second set of parameters 126 is
selected for communications between a server 105 and a module 101. In another embodiment, the first set of parameters 126 and the second set of parameters 126 can
both specify the use of RSA based cryptographic algorithms 141, but with different sets of parameters 126 such that the first set of parameters 126 is selected for server
to server communications, and the second set of parameters 126 is selected for communications between a server 105 and a module 101.

In this manner, the use of cryptographic algorithms 141 between (i) server 105 and application server 171 and (i) server 105 and module 101 can be optimized given
different constraints for processing power and energy consumption for server 105, application server 171, and a module 101. In addition, an application server 171 may
use cryptographic algorithms 141 and parameters 126 that may not be compatible with cryptographic algorithms 141 and parameters 126 used by a module 101, and
server 105 can use cryptographic algorithms 141 and parameters 126 to enable a translation or conversion of encrypted data and digital signatures between a module
101 and an application server 171, thereby establishing connectivity between a module 101 and an application server 171 through a server 105. According to an
exemplary embodiment, server 105 can function as a gateway between application server 171 and/or application 171 i and a plurality of modules 101.

FIG. 9

FIG. 9 is a simplified message flow diagram illustrating exemplary data transferred between (i) a server and an application and between (ii) a server and a module, in
accordance with exemplary embodiments. An application server 171, a server 105, and a module 101 can send and receive data illustrated in FIG. 9 . Application server
171 can include application 171 i and use an Internet Protocol address and port (IP:port) number 903 for sending and receiving data with server 105. Server 105 can
include a server program 101 j and a module controller 105 x, where server program 101 i can access a first server IP:port number 901 for communicating with
application server 171, and module controller 105 x can access a second server IP:port number 207 for communication with module 101. In accordance with a preferred
exemplary embodiment, multiple modules 101 can send data to server IP:port number 207, and thus server 105 and/or a module controller 105 x can use a single IP:port
number 207 to communicate with a plurality of modules 101. In addition, server 105 could specify that one subset of modules 101 communicate with a first IP:port
number 207, and a second subset of modules 101 communicate with a second IP:port number 207, etc. In another embodiment, server 105 could use multiple Internet
Protocol addresses for sending and receiving data with a module 101, although a given module 101 can preferably send a message 208 to IP:port number 207 and
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receive a response 209 from the IP:port number 207, and a different module 101 could use a different value for IP:port number 207, including potentially a different IP
address 106. Module 101 can utilize an IP:port number 204 for sending and receiving data with server 105.

As illustrated in FIG. 9, a symmetric firewall 104 could be included between module 101 and server 105, and the of IP addresses and port numbers in packets between
server 105 and module 101 illustrated in FIG. 9 could also represent routing if a firewall 104 is present and functions as a symmetric firewall without NAT routing. In this
case, firewall 104 may not perform network address translation on source and destination IP addresses, but rather filter packets based on pre-determined rules. For
example, a firewall 104 that is a symmetric firewall could drop inbound packets from IP:port number 207 to module 101 unless module 101 had previously sent a packet
to IP:port number 207 within a firewall port binding timeout value 117. Alternatively, a firewall 104 may be optionally omitted, and in this case the destination address in
packets sent from server 105 to module 101 could include the IP address 202 of module 101, which is also the case illustrated in FIG. 9 . In other words, FIG. 9 illustrates
an exemplary routing of packets in the cases that (i) firewall 104 is a symmetric firewall, and (ii) firewall 104 is optionally not present.

Server 105 can receive a message 208 from a module 101. Server 105 can use a module controller 105 x to receive the message, and module controller 105 x could also
be identified as a process operating on server 105 that binds to the port number in IP:port 207, which could include a port number 205. Message 208 could include
module identity string 904, which could represent a temporary or transient string or number used by module 101 and server 105 to associate and identify message 208
with module identity 110. Module identity string 904 could also comprise a module identity 110. Server 105 can use module identity string 904 to select a symmetric key
127 in order to decrypt module encrypted data 403, since module identity string 904 may preferably be not encrypted. Server 105 and module 101 could use an algorithm
within cryptographic algorithms 141 in order to process a module identity string 904, whereby the module identity string 904 can be converted between (i) a module
identity 110 in a form such as a serial number or IMEI within module 101 and/or server 102, and (i) a module identity string 904 in a message 208 that can traverse the
Internet 107.

Message 208 as received by server 105 can also include a server instruction 414 within a module encrypted data 403, where the module encrypted data 403 could be
ciphered using a symmetric key 127. The server instruction 414 illustrated in FIG. 9 can be an exemplary “update” instruction, where the “update” instruction can include
a security token 401 and sensor data 604 b. Sensor data 604 b can include a sensor identity 151 and a sensor measurement. Server instruction 414 within a message
208 could include many other values besides an update, including a registration, a query, an alarm or error notification, configuration request, software request,
confirmation, or other values also depicted and described in connection with a server instruction 414 in FIG. 4 . Although message 208 is illustrated as a UDP datagram
601 a in FIG. 9, message 208 could also be transmitted as a TCP datagram or other Internet transport protocols including Datagram Congestion Control Protocol (DCCP)
and Stream Control Transmission Protocol (SCTP). A security token 401 can comprise a random number 128 a processed by a random number generator 128 and can be
preferably not reused and therefore can keep message 208 unique and not subject to replay attacks. Since a UDP protocol may be implemented for message 208, and
the connectionless UDP protocol may require a module 101 to send retransmissions of a UDP datagram 601 a for message 208, if module 101 does not receive a
response 209 within a specified timer period.

According to an exemplary preferred embodiment, server 105 can include a timer 905, such that multiple UDP datagrams 601 a received within the timer 905 period may
be processed, but datagrams received outside the expiration of the timer 905 would be dropped. Note timer 905 can be particularly useful for security of a system 100
when module 101 may transmit multiple copies of UDP datagram 601 a. Module 101 may transmit multiple copies of a UDP datagram 601 a in order to implement
forward error correction and compensate for any packet loss on the Internet 107 or possibly with wireless network 102. The UDP datagram 601 a may also be sent as a
UDP Lite datagram with channel coding 406. Server 105 can start timer 905 when the first UDP datagram 601 a in message 208 is received, and discard UDP datagrams
601 a for message 208 after the timer 905 expires, such as after an exemplary 2 seconds although other possibilities exist as well. In this manner (i) module 101 can
securely send multiple copies of the same UDP datagram 601 a in message 208, and (ii) server 105 can remain robust against replay attacks. Server 105 can also reset
the timer 905 to a zero value upon sending response 209, and the timer value 905 could start again upon the receipt of a first UPD datagram 601 a in the next message
208.

If the UDP Lite protocol is utilized for message 208 with multiple copies of UDP Lite datagram 601 a received, then each UDP Lite datagram 601 a could be different,
depending on the presence of bit errors in the datagram, and thus server 105 can use timer 905 to collect the multiple copies of UDP Lite datagram 601 a within the timer
905 period and process the multiple packets received, including combining the data across multiple packets, in order to eliminate bit errors within the datagrams and
collect an error-free message 208.

After receiving message 208, server 105 use the steps outlined in FIG. 5 a to process message 208 and read the plaintext server instruction 414, such as the sensor data
604 b illustrated in FIG. 9 . Other possibilities exist as well for sensor data 604 b or values or information inside a server instruction 414. Server 105 can then send or
transmit a first application message 701 to application server 171 that includes data received from the server instruction 414 from module 101 in message 208. The
data received in the server instruction 414 from module 101 could be included by server 105 in an update instruction 704. An application 171 i operating within
application server 171 or associated with application server 171 could receive the first application message 701. The first application message 701 could be formatted
according to a TCP datagram 902, although other possibilities exist as well including UDP.

In accordance with an exemplary preferred embodiment, the first application message 701 may include an update instruction 704 with sensor data 604 b, although
update instruction 704 could also contain or include other data pertaining to module 101 besides sensor data 604 b, such as a state of a component with module 101, a
state of a software routine, variable, or parameter associated with module 101. The first application message 701 sent from server 105 to application server 171 could
be a datagram within a secure connection data transfer 802 as illustrated in FIG. 8 . Sensor data 604 b could be sent by server 105 using application server public key
171 w, such as either (i) mutually deriving a common shared key 129 b between server 105 and application 171 j using a key derivation function 141 f, where the shared
key 129 b could function as a symmetric key 127 with a symmetric ciphering algorithm 141 b, or (i) server 105 sending a symmetric key 127 to application server 171
using an asymmetric ciphering algorithm 141 a and the application server public key 171 w. Message 805 in FIG. 8 with the label of “Client Key Exchange” can comprise
server 105 sending a symmetric key 127 (or value or parameter 126 for deriving symmetric key 127) to application server 171, where the symmetric key 127 can be used
by server 105 to encrypt update instruction 704 illustrated in FIG. 9 .

In accordance with an exemplary preferred embodiment, application message 701 may include (i) module identity 110 encrypted within secure connection data transfer
802 and also a server identity 206 that is not encrypted. In this manner, application server 171 can use server identity 206 to select a symmetric key 127 (possibly sent in
message 805 as described in the paragraph above) in order to decrypt the encrypted data in update instruction 704. Although not illustrated in FIG. 9, in accordance with
another exemplary embodiment, both a message 208 and the first application message 701 may also include a module digital signature 405. Server 105 can forward the
module digital signature 405 received in a message 208 with sensor data 604 b to the application server 171 in the first application message 701 illustrated in FIG. 9 .
The module digital signature 405 in a first application message 701 does not need to be encrypted. The application server 171 can verify the module digital signature
405 using step 411 of FIG. 4 (using a module public key 111). In this manner, application 171 can verify that module 101 originated the sensor data 604 b, even though
application server 171 received the application message 701 from server 105.

Application server 171 can receive the first application message 701 sent by server 105 and process the message. The message processing by application server 171
could use steps similar or equivalent to the steps utilized by server 105 illustrated in FIG. 4, in order to extract a plaintext application instruction 704. Although not
illustrated in FIG. 9, application 171 i could record data received within application instruction 704 and record the data in an application database 171 k. Application 171 i
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could use the data received in application instruction 704 or a plurality of application instructions 704 to generate reports, graphs, emails, or other user information for a
user 183.

Upon processing the information within application instruction 704, application 171 j or application server 171 could send a second application message 701 to server
105, as illustrated in FIG. 9 . The second application message 701 could be sent using a secure connection data transfer 802, and could include a module instruction 502
and a module identity 110. The second application message 701 can use the IP:port number 903 as a source IP:port number for the second application message 701,
where IP:port number 903 also represented a destination IP:port number for the first application message 701. The second application message 701 can use the IP:port
number 901 as the destination IP:port number, where IP:port number 901 was the source port number in the first application message 701. The module instruction 502
within the second application message 701 can comprise could include an actuator setting 706. The module instruction 502 within the second application message 701
can comprise other data or module instructions 502 for a module 101 that do not include an actuator setting 706, such as the exemplary data depicted and described in
connection with FIG. 5 a.

Either server 105 or application server 171 could use the application server public key 171 w to process the second application message 701. As one example, server
105 and/or application server 171 could use a key derivation function 141 f to derive a key, where key derivation function 141 f used application server public key 171 w.
The derived key could be used to encrypt and/or decrypt the module instruction 502 in the second application message 701. Other possibilities exists as well for the
second application message 701 to use the application server public key 171 w, such as server 105 sending a symmetric key 127 (used to encrypt and/or decrypt
module instruction 502 in the second application message 701), where they symmetric key 127 was ciphered using the application server public key 171 w.

Server 105 can received the second application message 701, and the message could be received using an IP:port number 901. Although an IPv4 address is shown in
FIG. 9, and IPv6 address could be utilized as well. Server 105 could decrypt a body 602, that contains module identity 110 and a module instruction 502, using
algorithms specified according to a secure connection data transfer 802. According to an exemplary embodiment, a secure connection data transfer 802 between a
server 105 and an application server 171 could also comprise the steps for encrypting/decrypting and signing/verifying that are depicted and described in connection
with FIG. 4 and FIG. 5 a, and thus secure connection data transfer 802 could also optionally use the same steps and procedures between server 105 and application
server 171 that are contemplated between server 105 and module 101. As one example, the application message 701 packets illustrated in FIG. 9 sent between server
105 and application 171 could be formatted to UDP and include a server encrypted data 504. As depicted and described in FIG. 8, a first set of parameters with
cryptographic algorithms 141 could be used with an application message 701 and a second set of parameters 126 with cryptographic algorithms 141 could be used with
server encrypted data 504 and/or module encrypted data 403.

After extracting a plaintext module instruction 502 and module identity 110 from a body 602 in the second application message 701, server 105 can take steps to
process the data within a response 209 for module 101. Server 105 can record or query for information pertaining to module 101 using module identity 110 in a module
database 105 k. In accordance with exemplary embodiments, server 105 can use module identity 110 received in the second application message 701 to select (i) a
symmetric key 127 used by module 101 for encrypting and/or decrypting a server encrypted data 504 that can include the module instruction 502, (ii) a destination
IP:port number 204 for sending a response 209, (iii) a source IP:port number 207 for sending a response 209, (iv) a determination if a wait interval 703 is required before
sending response 209, (v) a security token 401, and (vi) a set of parameters 126 for use with a cryptographic algorithms 141 in communications with module 101. In one
embodiment, different modules 101 connected to server 105 may use different parameters 126, and server 105 can select the parameters 126 using (i) the module
identity 110 received in the second application message and (ii) a module database 105 k. Server 105 can also use module identity 110 received in the second
application message 701 to select (vii) a transport protocol for a response 209, such as TCP, UDP, or UDP Light, and (viii) a channel coding 406 parameter such as a block
code, turbo code, or forward error correction coding scheme. Server 105 can use module identity 110 received in application message 701 to format and/or send a
response 209 to module 101.

According to a preferred exemplary embodiment, server 105 may receive an application message 701 with data for a module 101 at arbitrary times. Server 105 could
also receive an application message 701 at a time when a first application message 701 with module identity 110 has not (i) previously been sent by server 105, (ii) or
sent in a comparably long time such as a day or a week. As noted previously, server 105 may not be able to send a module instruction 502 to module 101 at arbitrary
times, because of either (i) a sleep or dormant period for module 101, and/or (ii) the presence of a firewall 104. Thus, server 105 may need to (i) receive a message 208
from module 101 (such as upon waking after a sleep period after a firewall port binding timeout value 117 period since the last message 208) before (i) sending a
module instruction 502. Consequently, according to a preferred exemplary embodiment, server 105 can use module identity 110 received within an application message
701 to determine (i) if server 105 should wait until a wait interval 703 expires before sending response 209 (where the wait interval 703 can end upon receipt of a
message 208 from a module 101 with the module identity 110 received in the application message 701) or (ii) if server 105 can send response 209 right away (such as a
firewall port binding timeout period 117 has not expired), where response 209 includes the module instruction 502 received in the application message 701.

After (A) using module identity 110 received within application message 701 to select values within a response 209 and timing for sending a response 209, then (B)
server 105 can send response 209 as illustrated in FIG. 9, where the specific response 209 in FIG. 9 is exemplary. Response 209 can include a server encrypted data
504. Server encrypted data 504 can include module instruction 502. The exemplary response 209 illustrated in FIG. 9 includes an actuator setting 706 within module
instruction 502, but other possibilities exist as well. Note that the use of server encrypted data 504 is optional within a response 209, and server 105 could send module
instruction 502 as plaintext. However, in this case of module instruction 502 being sent as plaintext, server 105 can preferably include a server digital signature 506 such
that module 101 can verify the server digital signature 506 using the server public key 114 and confirm the module instruction 502 was transmitted by server 105. In
accordance with exemplary preferred embodiments, (i) a message from module 101 to server 105 that does not include a module encrypted data 403 preferably includes
a module digital signature 405, and (i) a response 209, message sent back, datagram, or packet from server 105 to module 101 that does not include a server encrypted
data 504 preferably includes a server digital signature 506. If data is not encrypted within a packet and the packet includes plaintext instructions such as a module
instruction 502 or a server instruction 414, then, in accordance with preferred exemplary embodiments, the receiving node can preferably verify the identity of a sender
using a digital signature included in the packet.

Response 209 sent from server 105 to module 101 could include a checksum 603. Since firewall 104 may comprise a symmetric firewall 104 (that may not perform
network address translation routing), the destination address within IP:port 204 in response 209 illustrated in FIG. 9 may match the IP address 202 used by module 101.
In this case, where the destination IP:port in response 209 includes IP address 202, a checksum 603 sent by server 105 can be equal to a checksum 603 received by
module 101. In accordance with exemplary embodiments, response 209 is transmitted or sent by server 105 within a firewall port binding timeout value 117 after
message 208 was received by server 105. In other words, if a firewall port binding timeout value 117 was equal to an exemplary 20 seconds for UDP packets, the
response 209 illustrated in FIG. 9 would preferably be sent in less than 20 seconds after receiving the last message 208.

FIG. 10

FIG. 10 is a flow chart illustrating exemplary steps for a server to receive a module instruction within an application message, and for the server to send the module
instruction to a module, in accordance with exemplary embodiments. Since an application 171 i operating with an application server 171 may utilize a different set of
protocols for communications than a module 101, server 105 can provide connectivity between module 101 and application 171 i. As illustrated in FIG. 8 and FIG. 9
above, a server 105 can receive an application message 701 from an application server 171. The application server 171 and/or application 171 i could be identified by
the source IP address in an application message 701 received by server 105. Application message 701 could include encrypted data using a secure connection data
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transfer 802, where a body 602 within a packet could include a module instruction 502 and a module identity 110. As illustrated in system 199 in FIG. 1 i, server 105 can
support a network with a plurality of modules 101, and thus a module identity 110 within an application message 701 can be useful to (i) select the proper destination of
module instruction 502, and (ii) other values for sending a response 209 to module 101 as depicted and described in connection with FIG. 9 above.

At step 1001, server 105 can preferably utilize the protocol for the secure connection data transfer 802 (such as TLS illustrated in FIG. 8 ) to extract the plaintext module
instruction 502 and module identity 110. Server 105 could use a first symmetric key 127 with application server 171, such as (i) a first symmetric key 127 derived or
transmitted with message 805 and (ii) a symmetric ciphering algorithm 141 b. After extracting plaintext from application message 701, server 105 can record the data in
a module database 105 k, or simply store the data for further processing in a memory 101 e. Although not depicted in FIG. 10, server 105 could use a message pre-
processor 105 y to send and receive data with application server 171, where the message pre-processor could comprise a program or library such as a TLS library, and
IPSec library, an SSH library, etc.

Server 105 can then wait for a wait interval 703, where server 105 waits for an incoming message from module 101. Server 105 may need to wait for the wait interval
703 because the module may sleep or be dormant, and also a firewall 104 may block inbound packets or datagrams from server 105 to module 101 if module 101 had
not previously sent a packet within a firewall port binding timeout value 117. After the wait interval 703, server 105 can use step 503 to encrypt module instruction 502
using a second symmetric key 127 and a security token 401, where the second symmetric key 127 is different than the first symmetric key 127. As illustrated in FIG. 5 a,
the output of step 503 can be a server encrypted data 504. Although step 503 is illustrated as after wait interval 703 in FIG. 10, step 503 could also take place either (i)
before wait interval 503 or (ii) concurrently with wait interval 703.

According to exemplary embodiments, a first symmetric key 127 used by server 105 and application server 171 is different than a second symmetric key 127 used by
module 101 and server 105. In addition, according to an exemplary embodiment, server 105 may use an RSA algorithm 153 for asymmetric ciphering 141 a in packets
with application server 171 and an ECC algorithm 154 for asymmetric ciphering 141 a in packets with a module 101. Thus, according to an exemplary preferred
embodiment, server 105 can utilize (i) a first certificate 122 with an RSA-based server public key 114 for use in communication with application server 171 i and (i) a
second certificate 122 with an ECC-based server public key 114 for use in communication with a module 101. In an exemplary embodiment, the first symmetric key 127
is associated with a first symmetric ciphering algorithm 141 b between server 105 and application server 171, and the second symmetric key 127 is associated with a
second symmetric ciphering algorithm 141 b between server 105 and module 101, and the first and second symmetric ciphering algorithms 141 b are different. As
depicted and described in connection with FIG. 8, the first and second symmetric ciphering algorithms 141 b may use different parameters 126, such as a first set of
parameters 126 with the first symmetric ciphering algorithms 141 b and a second set of parameters 126 with the second symmetric ciphering algorithms 141 b.

Server 105 can receive a message 208 from module 101, where the module identity 110 or module identity string 904 in message 208 could represent a number or string
associated with the module identity 110 in application message 701. Note that the exact string, number, or digits in module identity 110 or module identity string 904 in
message 208 does not need to match the exact string, number, or digits for module identity 110 in application message 701, and the two messages could use different
encoding schemes or values for module identity 110. As one example, module identity 110 in application message 701 could represent a serial number for module 101,
while module identity 110 in message 208 could represent a session identity. Other possibilities exist as well for a string or number within a module identity 110. Server
105 can preferably uniquely associate module identity 110 in an application message 701 with module identity 110 in a message 208.

After receiving message 208, server 105 can send the server encrypted data 504 processed in step 503 above within a response 209. A server encrypted data 504 within
response 209 could include the module instruction 502, where module instruction 502 was received in the application message 701. Note that module instruction 502
within response 209 does not need to be the exact same string, number, or binary digits as module instruction 502 received by server 105 in application message 701.
As one example, application message 701 and response 209 could use different coding schemes (such as ASN.1 for response 209, and plaintext for application
message 701, although other possibilities exist as well). As illustrated in FIG. 10, module instruction 502 within an application message 701 can preferably represent an
equivalent action for module 101 as a module instruction 502 within response 209. For example, module instruction 502 in both application message 701 and response
209 could instruct module 101 to (i) throw a switch, (ii) sleep for an interval, (iii) adjust a power level, and other possibilities exist as well. As described above in FIG. 9,
the use of encryption within response 209 could optionally be omitted, but in this case response 209 may include a server digital signature 506 with module instruction
502.

After sending response 209, at step 1002 the server 105 may preferably receive a confirmation from module 101 that the module instruction 502 had been successfully
received and/or successfully applied. The confirmation could be received in the format of a second message 208 from module 101 with a server instruction 414, where
the server instruction 414 is a “confirmation”. Other data regarding the execution of module instruction 502 by module 101 could be included in the confirmation at step
1002, such as a timestamp 604 a when the module instruction 502 was executed. After receiving the confirmation from the module 101, server 105 can preferably send
a second application message 701 to an application server 171 and/or application 171 i with a confirmation 705. The confirmation 705 could be sent using a secure
connection data transfer 802. In accordance with exemplary embodiments, the application message 701 sent from server 105 to application server 171 in the form of a
confirmation 705 can include the timestamp 604 a.

In an exemplary embodiment, the reliable and secure transmission of timestamp 604 a from module 101 to application server 171 through server 105 may be useful for
proper management of a monitored unit 119. Due to any sleep or dormant states of module 101, plus periodic outages and recovery of wireless network 102, a first time
value that module 101 executes module instruction 502 may be significantly different than a second time value that application server 171 sent the module instruction
502. Consequently, application server 171 may preferably receive a timestamp 604 a sent by module 101 in an application message 701 from server 105, and the
application message 701 could comprise a confirmation 705.

Although not illustrated in FIG. 10, server 105 could then continue listening on or monitoring (i) IP:port 901 for additional incoming application messages 901 from
application server 171, and (ii) IP:port 207 for additional incoming messages 208 from a module 101. Although not illustrated in FIG. 10, module instruction 502 may
optionally be encrypted such that server 105 may not be able to read plaintext within module instruction 502, and in this case step 1001 illustrated in FIG. 10 would be
bypassed. For example, module instruction 502 may be encrypted with the module public key 111, and thus module instruction 502 may only reasonably be read by
module 101. Even if module instruction 502 cannot be read in plaintext form by server 105 upon receiving application message 701, module identity 110 within
application message 701 would preferably be in a form where server 105 can (i) process the module identity 110 into plaintext (as a minimum in order to route the
message to module 101 among a plurality of modules 101), or (i) simply read the module identity 110 from a body 602 in the application message 701.

In this embodiment where step 1001 is omitted in FIG. 10, the application server 171 can use a module public key 111 and an asymmetric ciphering algorithm 141 a to
encrypt the module instruction 502 shown in the body 602 of the application message 701 illustrated in FIG. 9 . The application server 171 can also include a digital
signature of the module instruction 502 using the application server private key 171 t and a digital signature algorithms 141 d. The encrypted module instruction 502,
module identity 110, and digital signature can be sent to the server 105 in an application message 701 using the first step shown in FIG. 10 . The application message
701 can also include an identity of the application server.

Continuing in this embodiment where step 1001 is omitted in FIG. 10, the server 105 can then use the waiting interval 703 until a message 208 is received from a
module 101. In this case where step 1001 is omitted in FIG. 10, then step 503 can also be omitted since the module instruction 502 is already encrypted with the module
public key 111 (by the application server 171). After skipping step 503 and receiving the message 208, the server 105 can then send the encrypted module instruction
502 and digital signature (signed by the application server 171) to the module 101 in a response 209, as shown in FIG. 10 . The module 101 can read receive the
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response 209, read the identity of the application server, select a public key 171 w of the application server 171, verify the digital signature of the module instruction 502,
and decrypt the module instruction 502 using the module private key 112 and an asymmetric ciphering algorithms 141 a. The module 101 can then apply the module
instruction 502 and send a message 208 with a confirmation at step 1002. The confirmation at step 1002 can include a timestamp 604 b, which the server 105 can send
to the application server 171. In this manner, the module 101 may receive instructions from the application server 171 i that are not encrypted by the server 105.

FIG. 11

FIG. 11 is a flow chart illustrating exemplary steps for a server to communicate with an application and a module, in accordance with exemplary embodiments. FIG. 11
includes a combination of different exemplary embodiments contemplated in the present invention, including (i) receiving a first module encrypted data 403 with a first
sensor data 604 b from a module 101 using a first public key 111, (i) sending the first sensor data 604 b in a first application message 701, (iii) sending a module
instruction 502 for a module 101 to derive a new public and private key pair using a set of parameters 126, (iv) receiving a second module encrypted data 403 with a
second sensor data 604 b from module 101 using the second public key, and (iv) sending the second sensor data 604 b in a second application message 701.

Server 105 can receive a first module public key 111 at step 516. The first module public key 111 can be in a message 208 that includes a module identity 110 and first
parameters 126, where the parameters can provide values associated with the first module public key 111 such as an elliptic curve name or defining equation, a modulus
for an RSA key, a time-to-live value, a certificate authority 118 name, etc. According to an exemplary embodiment, a set of parameters 126 can include a module public
key identity 111 a, in addition to other values. Server 105 can receive the first module public key 111 at step 516 in the form of a certificate 122, although a certificate
122 is not required. Although not illustrated in FIG. 11, module public key 111 could optionally be encrypted in a module encrypted data 403, as depicted and described
in connection with Step 1001 of FIG. 10 in U.S. patent application Ser. No. 14/039,401. In addition, the submission of the first module public key 111 at step 516 could be
authenticated using step 517 of FIG. 5 b of the present invention. In this manner, server 105 can ensure that the first module public key 111 is properly associated with
module identity 110 and/or module 101 (i.e. prevent an incorrect submission of the first module public key 111 or even the potential malicious submission of the first
module public key 111). In accordance with a preferred exemplary embodiment, the first message 208 received at step 516 can also include a module public key identity
111 a, so that server 105 can properly keep track of multiple different module public keys 111 used by a module 101 over time, such as module 101 periodically rotating
public/private key pairs in order to enhance security.

At step 1101, server 105 can receive a second message 208 that includes a first module encrypted data 403, where the first module encrypted data 403 was processed
by server 105 using the first module public key 111 and first set of parameters 126 received in step 516. In accordance with an exemplary preferred embodiment, server
105 can use the first module public key 111 to process the first module encrypted data 403 by (i) mutually deriving a common shared secret key 129 b as a symmetric
key 127 for use between server 105 and module 101 using a key derivation function 141 f with the first module public key 111 as an input into the key derivation function
141 f, and (ii) server 105 sending a symmetric key 127 to module 101 where (ii.a) the symmetric key 127 was ciphered using an asymmetric ciphering algorithm 141 a
and the first module public key 111 and (ii.b) the first module encrypted data 403 was ciphered using the symmetric key 127. Note that the second message 208 could
be optionally sent without ciphering or encryption, and in this case the second message 208 could use the first module public key 111 to include a module digital
signature 405 in the second message 208. The second message 208 can include a sensor data 604 b or other server instruction 414. According to an exemplary
embodiment, the second message 208 may also preferably include a module identity 110 or a module identity string 904 outside of the module encrypted data 403, so
that server 105 can select the proper key in order to decrypt the module encrypted data 403.

At step 1102, server 105 can use an application message 701 to send the sensor data 604 b from a sensor 101 f with module 101 to an application server 171 and/or an
application 171 i. As illustrated in FIG. 8 and FIG. 9, the application message 701 can use a secure connection data transfer 802, and could comprise an update
instruction 704. The application message 701 can include both a module identity 101 and a server identity 206, and the server identity 206 can be useful for application
server 171 since the application server 171 could receive a plurality of application messages 701 from a plurality of servers 105, each using a different key for ciphering.
Although not illustrated in FIG. 11, steps 1101 and 1102 could be completed in series multiple times before proceeding to step 1103, such as module 101 sending
multiple messages 208 with sensor data 604 b over several days or longer, and server 105 can correspondingly send the data to an application server 171.

At step 1103, server 105 can process a module instruction 502 for module 101 to derive a second module public key 111 and a second private key 112. Potential
reasons for the use of a new public and private key by module 101 are described in connection with FIG. 5 b and elsewhere herein, and could include the expiration the
validity of a certificate 122 with the first module public key 111 among many possible reasons. Although server 105 is illustrated as processing the module instruction
502 at steps 1103, an application server 171 or another server associated with M2M service provider 108 or module provider 109 could send a signal to server 105 for
module 101 to derive new keys, and server 105 could then send module 101 a module instruction 502 to derive new keys at step 1103. In an exemplary embodiment, any
module instructions 502 originated outside server 105 in a system 100 illustrated in FIG. 1 may preferably be sent to server 105 before sending to module 101, since
other servers besides server 105 in a system 100 illustrated in FIG. 1 would not normally be able to send a packet to module 101 due to the presence of firewall 104. In
accordance with an exemplary preferred embodiment, (i) module 101 may only receive a module instruction 502 from a server 105, where server 105 had previously
received a message 208, (ii) before module 101 receives the module instruction 502. Further, module 101 may only receive a module instruction 502 both (i) after
sending a message 208 and (ii) before the expiration of a firewall port binding timeout value 117 after sending the message 208.

Server 105 can then use step 503 illustrated in FIG. 5 a to encrypt (i) the module instruction 502 and (ii) the second parameters 126 in a server encrypted data 504, where
the module instruction 502 comprises an instruction for module 101 to derive a new pair of keys. Server 105 can use a symmetric key 127 and a symmetric ciphering
algorithm 141 b to encrypt the module instruction 502 and second parameters 126. The symmetric key 127 used in step 503 illustrated in FIG. 11 could be processed
using the first module public key 111, where server 105 had (i) verified the identity of module 101 using a module digital signature 405 using the first module public key
111, and then (i) subsequently sent or received the symmetric key 127 with module 101 after the module digital signature 405 was verified using the first module public
key 111. Alternatively, server 105 could have sent the symmetric key 127 to module 101 in a response 209 using an asymmetric ciphering algorithm 141 a and the first
module public key 111. Although not illustrated in FIG. 11, in a different but related embodiment to FIG. 11, step 506 can be substituted for step 503, such that module
instruction 502 and/or second parameters 126 are not encrypted but rather a server digital signature 506 processed for inclusion in a response at step 1104 below.

At step 1104, server 105 can then send a response 209 that includes the module instruction 502 and second parameters 126, where the module instruction 502 could be
included in a server encrypted data 504. The response 209 could be formatted according to the exemplary response 209 illustrated in FIG. 6 a , where the response 209
can include a module instruction 502 for the module 101 to derive a new key pair. The response 209 could be to (i) the second message 208 received at step 1101, or (ii)
a subsequent message 208 received by server 105 after the second message 208 received in step 1101 and not shown in FIG. 11 . The response 209 at step 1104 can
also include a second set of parameters 126 and a security token 401. As contemplated herein, the terms “parameters” and “set of parameters” may be considered
equivalent. If response 209 at step 1104 does not include a server encrypted data 504, then response 209 at step 1104 may preferably include a server digital signature
506.

The second set of parameters 126 at step 1104 could be related to the first set of parameters 126 at step 516 illustrated in FIG. 11, or may be different. As one example,
a second set of parameters 126 could include a different expiration date or time-to-live value for a new module public key 111. The second set of parameters 126 could
include a new elliptic curve name or values for a defining equation, including a new elliptic curve for a cryptographic algorithms 141 to be utilized by module 101. Thus,
according to a preferred exemplary embodiment, a set of parameters 126 sent to a module in a response 209 can include values for an elliptic curve defining equation. In
this manner, module 101 and server 105 can utilize an elliptic curve for an ECC algorithms 154 that is different than an ECC standard curve 138. For example, module
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101 and server 105 may prefer to use an elliptic curve for ECC algorithms 154 that is different than defined curves in standards such the list of curve names in section
5.1.1 of IETF RFC 4492 entitled “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)", and other related curves such as defined curves
published by NIST.

One benefit of utilizing a non-standard elliptic curve (where the curve can be defined using a ECC parameters 137 in a parameters 126) is that security can be increased,
since attempts to break encryption with standard elliptic curves could not be readily applied to non-standard elliptic curves used in an ECC algorithm 154 (i.e. rainbow
tables and the like generated for one elliptic curve would not normally be applicable for a sufficiently different elliptic curve). In accordance with a preferred exemplary
embodiment, at step 1104 the second set of parameters 126, which can include values for a defining equation and/or ECC parameters 137, can be sent to a module 101
in a response 209, where the parameters 126 are within a server encrypted data 504. The security of a system 100 can be increased by keeping confidential the elliptic
curve used in an ECC algorithm 154. By sending ECC parameters 137 (possibly within the second set of parameters 126) in a server encrypted data 504 in a response
209, where ECC parameters 137 include values for a different elliptic curve for module 101 to utilize in a cryptographic algorithms, the security of a system 100 can be
further increased since the underlying elliptic curves used with public and private keys can change over time.

Module 101 can receive the response 209 sent in step 1104 with the module instruction 502 instructing module 101 to derive a new key pair using the second set of
parameters 126. Note the second set of parameters 126 could be omitted in the response 209 sent in step 1104 and in this case module 101 can use the first set of
parameters from step 516 illustrated in FIG. 11 . Module 101 can decrypt the server encrypted data 504 in a response 209 using a symmetric key 127 and/or the first
module public key 111 sent in the first message at step 516 shown in FIG. 11 . At step 515, module 101 can derive the new key pair using the second set of parameters
126. As depicted and described in connection with FIG. 5 b, module 101 can use the second set of parameters 126, cryptographic algorithms 141, a key pair generation
algorithms 141 e, and a random number generator 128 to derive a second module public key 111 and a second module private key 112. The random number generator
128 could use input from a sensor 101 f, radio 101 z, and other hardware in order to input “noisy” data into a seed 129 used by random number generator 128, including
using a module random seed file 139.

At step 1105, server 105 can receive the second module public key 111 from module 101 in a third message 208. The third message 208 could include a module identity
110, and the second module public key 112 could be authenticated by server 105 using step 517 depicted and described in connection with FIG. 5 b above. Note that the
third message 208 may also preferably include a module public key identity 111 a, so that server 105 can properly track and identify which of a plurality of module public
keys 111 may be used. Module public key identity 111 a and module public key 111 could be received by server 105 in the form of a certificate 122, although the use of a
certificate 122 is not required. Server 105 can authenticate the second module public key 111 at step 1105 using the first module public key 111 received in step 516 in
FIG. 11 . In one embodiment, the second module public key 111 could be authenticated by server 105, where the third message included a module digital signature 405
that module 101 processed using the first module private key 112. Server 105 could use the first module public key 111 and the first set of parameters 126 received in
(or used with) step 516 of FIG. 11 to verify the module digital signature 405. In this manner, the second module public key 111 could be authenticated with or after step
1105 by server 105.

Upon receiving and authenticating the second module public key 111, server 105 can record the second module public key 111 in a module database 105 k or store the
key in other memory. After recording the second module public key 111, at step 1106 server 105 can receive a fourth message 208 that includes (i) a module identity,
and (ii) a second module encrypted data 403, where the second module encrypted data 403 may be encrypted using the second module public key 111 received at step
1105. The second module encrypted data 403 could include second sensor data 604 b or other data as well. Server 105 can decrypt the second module encrypted data
403 in order to extract the plaintext sensor data 604 b, or other data for a server 105 or application 171/, including a server instruction 414 different than an “update”
message.

At step 1107, server 105 can then send a second application message 701 to an application server 171 and/or application 171 i, were the second application message
could include the sensor data 604 received in step 1105 and the module identity 110. Server 105 can utilize a secure connection data transfer 802 to send the sensor
data 604 b and the module identity 110 received in step 1106. In an exemplary embodiment, the keys used for a secure connection data transfer 802 at step 1107 could
be the same as used in the secure connection data transfer 802 at step 1102. In this manner, server 105 can support a change in public and private keys for module 101,
while no change in public and private keys are required for application server 171 and/or application 171 i. Further, application 171 i may require a valid certificate 122 for
server 105, while server 105 may not require a certificate 122 for each module 101. Although not illustrated in FIG. 11, steps 1106 and 1107 could repeat in sequence as
server 105 continues to receive additional messages 208 from module 101 over time, and server 105 could continue to update application server 171 and/or application
171 i by sending additional application messages 701. Application 171 i can use the plurality of sensor data 604 b received in FIG. 11 to update an application database
171 k and information presented to a user 183 though a web portal 171 .

CONCLUSION

Various exemplary embodiments have been described above. Those skilled in the art will understand, however, that changes and modifications may be made to those
examples without departing from the scope of the claims.
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UICCs EMBEDDED IN TERMINALS OR REMOVABLE THERE FROM
System and Method for Identity Management for Mobile Devices

Apparatus and methods for controlling distribution of electronic access
clients

Apparatus and methods for distributing and storing electronic access
clients

Apparatus and methods for storing electronic access clients

Method and system for supporting security in a mobile communication
system

Distributed machine-to-machine connectivity

Systems and Methods for Encrypting Mobile Device Communications
Using multiple user accounts on a mobile device

Security authentication method, apparatus, and system

Electronic access client distribution apparatus and methods

Facilitating group access control to data objects in peer-to-peer overlay
networks

Two-factor authenticated key exchange method and authentication
method using the same, and recording medium storing program including
the same

Method and system for secured remote provisioning of a universal
integrated circuit card of a user equipment

Machine type communication system

Multi-sim enabling application and use of euicc in legacy terminals

Method and apparatus for managing profile of embedded uicc,
provisioning method and mno-changing method using the same

Method and apparatus for managing key information of embedded uicc,
mno system, provisioning method and mno-changing method using the
same

Method for verification of embedded uicc using euicc certificate, method
for provisioning and mno switching, euicc, mno system and recording
medium for the same

Profile management method, embedded uicc, and device provided with the
embedded uicc

Method for establishing a secure and authorized connection between a
smart card and a device in a network

Utilizing communications obfuscation proxy to protect system services

Cryptographic system, cryptographic communication method, encryption
apparatus, key generation apparatus, decryption apparatus, content server,
program, and storage medium

Privacy preserving authorisation in pervasive environments

Method for managing multiple profiles in an embedded uicc, and
embedded uicc and terminal therefor

Methods and apparatus for providing management capabilities for access
control clients

Methods and systems for secure channel initialization transaction security
based on a low entropy shared secret

Public key cryptography for applications requiring generic bootstrap
architecture

Network operator-neutral provisioning of mobile devices

Secure text-to-speech synthesis in portable electronic devices
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Devices and systems that obtain and manage subscriptions for accessing
wireless networks on an ad hoc basis and methods of use

Method and apparatus for emulating a plurality of subscriptions

System, method and apparatus providing address invisibility to content
provider/subscriber

Method, Apparatus and Applications for Biometric Identification,
Authentication, Man-to-Machine Communications and Sensor Data
Processing

Intelligent Network Streaming and Execution System for Conventionally
Coded Applications

Obtaining communication session initiation information in a wireless
communications system

Method and apparatus for network access

Migration of credentials and/or domains between trusted hardware
subscription modules

System and methods to perform public key infrastructure (PKI) operations
in vehicle networks using one-way communications infrastructure

Methods and apparatus for large scale distribution of electronic access
clients

On-demand secure key generation in a vehicle-to-vehicle communication
network

Radio management method and system using embedded universal
integrated circuit card

Methods and apparatus for delivering electronic identification components
over a wireless network

System and method for securely using multiple subscriber profiles with a
security component and a mobile telecommunications device

Small Form-Factor Cryptographic Expansion Device

System and method for secure machine-to-machine communications

Content licensing and conditional access using a mobile device

Private key generation apparatus and method, and storage media storing
programs for executing the methods

Enabling multiple authentication applications

Method and apparatus of constructing secure infra-structure for using
embedded universal integrated circuit card

METHOD FOR PROVIDING SUBSCRIBER PROFILE OF eUICC
Authentication of a mobile device by a network and key generation

User-convenient authentication method and apparatus using a mobile
authentication application

Authenticating a Device in a Network

Authentication and Validation of Smartphone Imagery
Methods and apparatus for managing data within a secure element

Efficient key generator for distribution of sensitive material from multiple
application service providers to a secure element such as a universal
integrated circuit card (uicc)

Image processing apparatus, image processing method, and storage
medium storing program

Computer-implemented methods and systems for multi-touch duplication
and swapping interactions

Sim locking

Apparatus and method for transmitting data, and recording medium
storing program for executing method of the same in computer
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An embedded universal integrated circuit card supporting two-factor
authentication

Data authentication using plural electronic keys

Multi-factor authentication using quantum communication

Automated Access, Key, Certificate, and Credential Management

Method for configuring profile of subscriber authenticating module
embedded and installed in terminal device, and apparatus using same

Methods and Devices for OTA Subscription Management

Wireless communication of a user identifier and encrypted time-sensitive
data

Method and apparatus for H(e)NB integrity verification and validation

Carrier network security interface for fielded devices

Security method and system for supporting re-subscription or additional
subscription restriction policy in mobile communications

Method for accessing a service, corresponding device and system
Methods and apparatus for automated communications forwarding
Method and apparatus for installing profile

Method for supporting subscriber's service provider change restriction
policy in mobile communications and apparatus therefor

Secure provisioning of devices for manufacturing and maintenance

Methods and apparatus for use in transferring an assignment of a secure
chip between subscription managers

Method for changing MNO in embedded SIM on basis of special privilege,
and embedded SIM and recording medium therefore

Method for control and enforcement of policy rule and EUICC

System and method for streamlined registration and management of
products over a communication network related thereto

Methods and devices for performing a mobile network switch

Hosted device provisioning protocol with servers and a networked initiator

Configuration systems and methods for secure operation of networked
transducers

Device default wifi credentials for simplified and secure configuration of
networked transducers

A hosted dynamic provisioning protocol with servers and a networked
responder

An ecdhe key exchange for server authentication and a key server
Ecdhe key exchange for mutual authentication using a key server

Storage memory unit with a shared nonvolatile memory interface for a
radio

Secure firmware transfer from a server to a primary platform

Mutually authenticated ecdhe key exchange for a device and a network
using multiple pki key pairs

Secure ids certificate verification for a primary platform

Public key exchange with authenticated ecdhe and security against
quantum computers

Distributed eap-tls authentication for wireless networks with concealed
subscriber identities
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Provisioning a shared secret to a portable electronic device and to a
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Methods and systems for providing network security in a parallel
processing environment

Derived certificate based on changing identity
Devices and methods for connecting client devices to a network
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Partner event gateway infrastructure

Systems and methods for real-time control

Method and apparatus for using temporary mobile subscriber
identification information in a device to provide services for a limited
time period

Method and apparatus for using mobile subscriber identification
information for multiple device profiles for a device

Method and apparatus for using active and inactive mobile
subscriber identification information in a device to provide services
for a limited time period

Circuit and method for handling write and read requests between a
master circuit and a slave circuit in different clock domains

Methods, systems, and devices for registering a communication
device utilizing a virtual network

Systems and methods for cloning an agent in a distributed
environment

Providing access to a lock by service consumer device

Systems and methods to orchestrate infrastructure installation of a
hybrid system

Systems and methods to facilitate infrastructure installation checks
and corrections in a distributed environment

Systems and methods to facilitate certificate and trust management
across a distributed environment

Sensor for acquiring measured values, methods, apparatus and
computer-readable storage medium with instructions for processing
measured values of a sensor

Control system and control method

Wireless data transmission energy consumption optimization
method

A kind of OPC UA secret key exchange methods based on chaos rsa
encryption

Based on the distributed SM2 digital signature generation method
and system for going secretization

Systems and methods for certificate chain validation of secure
elements

System and method for efficient and secure communications
between devices

Internet of Things Security Module

Method, related equipment and system for updating public key of
certificate issuer

Storing data from a sensor device into a neighboring device

Method for managing identification information and electronic device
supporting the same

A kind of Hamming code cyclic check machinery of consultation and
system

A kind of method, mobile terminal, electronic equipment and graphic
user interface connecting network

A system and a computer-implemented method for machine-to-
machine authentication of an apparatus

Managing session secrets for continuous packet capture systems
Method and System for Updating a Whitelist at a Network Node

Method and system for limiting data traffic transmission of network
enabled devices
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eSIM profile switching without SMS

IPv6 link local secure network with biometric security to secure I0T
devices

Anonymization of sensitive data for use in user interfaces
Transferable ownership tokens for discrete, identifiable devices

Embedded universal integrated circuit card (eUICC) profile content
management

Encrypting data in a pre-associated state
Elevator control system

Creation of modular applications with corresponding twins in the
cloud

Communication device and communication method

INSTALLATION AND TESTING OF AN ELECTRONIC PARTICIPANT
IDENTITY MODULE (eSIM)

Secure enabling and disabling points of entry on a device remotely or
locally

Secure shell (SSH) server public key validation by a SSH clientin a
high volume device deployment

Synchronizing content
Synchronizing content

METHOD OF GENERATING OPERATING ENTROPY

Encryption system and method

Network-based key distribution system, method, and apparatus
Internet of things services architecture

Entropy-based authentication of mobile financial transaction
Network-based key distribution system, method, and apparatus
Systems and methods for generating symmetric cryptographic keys

Generating ephemeral key pools for sending and receiving secure
communications

Provisioning ephemeral key pools for sending and receiving secure
communications

Sending secure communications using a local ephemeral key pool
System and method for device management

Applying filter rules in Ipwa communication networks

Network access control

Subscription concealed identifier

Method for updating network access application authentication
information, terminal, and server

Method and apparatus and computer-readable storage medium for
configuring local consensus

Apparatus and method for encapsulation of profile certificate private
keys or other data

Method for generating a public/private key pair and public key
certificate for an internet of things device

Multi-level authentication for secure supply chain asset management

Self-provisioning of mobile devices in deployable mobile
telecommunications networks
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Computer-implemented method of generating a threshold vault
Threshold digital signature method and system

Ensuring information security in data transfers by utilizing proximity
keys

Device and method for authorizing a color change of an apparel
device

System and method for improving content fetching by selecting
tunnel devices

Method for updating firmware and related apparatus

Managing embedded universal integrated circuit card (eUICC)
provisioning with multiple certificate issuers (Cls)

Secure vehicle to vehicle communication

Method and apparatus of supporting profile transfer of devices in
wireless communication system

Disabling MAC address aging time for an internet of things (loT)
device on a network switch

Method for protecting the confidentiality and integrity of firmware for
an Internet of Things device

Data processing and identity authentication method and system, and
terminal

Self-directing node

System and method for depicting and using one logical connection
with collection of input/output (1/0) modules as multiple individual
logical connections

Secure shared key establishment for peer to peer communications

Elevator request authorization system for a third party

Secure wireless communication physical layer slope authentication
method and apparatus

Methods for encrypted data communications

QUANTUM SOLID BLOCKCHAIN

Key sharing device, key sharing method and key sharing program
Easy connectivity provisioning for cellular network

Inline secret sharing

Method of enabling manual selection of all possible attributes of
encryption

Enhanced decoding of coded sequences with structured data

A tail energy optimization method based on data prefetching in LTE
cellular network

Computer system and method for distributed privacy-preserving
shared execution of one or more processes

Method and system for securely enrolling cryptographic keys on
physical media for cryptographic keys, and physical media product

Methods, computer programs, computer program product,
communication devices, network device and server

Systems and methods for randomized reward distribution exchange
for loyalty points

Random number generator generating random number by using at
least two algorithms, and security device comprising the random
number generator

Random number generator generating random number by using at
least two algorithms and security device comprising the same
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Apparatus and method for selection and transmission of server
certificate

Methods and systems for supporting fairness in secure
computations

Computer architecture for emulating a synchronous correlithm object
processing system

Method and system for verifying calling number and call receiving
equipment

On-boarding entity for remote embedded universal integrated circuit
card management

METHOD OF SHARING A KEY FOR DERIVING SESSION KEYS TO
CRYPT AND AUTHENTICATE COMMUNICATIONS BETWEEN AN
OBJECT AND A SERVER

Computer-implemented system and method
Multi-key sharing method and device
A kind of smart home system

Method and system for securing communications between a lead
device and a secondary device

Session management for communications between a device and a
dtls server

A kind of communication means between power distribution
automation main station and distribution power automation terminal

Wearable electronic device and system for tracking location and
identifying changes in salient indicators of patient health

Method and apparatus for remotely updating satellite devices

Method and system for remote dynamic upgrade of embedded
software in power system

Ranking alerts based on network monitoring

Methods and apparatus to create opportunistic network of iot
collaboration agents to collect data from mobile devices

Detection of denial of service attacks
Collision detection method

System and method for dynamic geospatially referenced cyber-
physical infrastructure inventory

Quantum-resistant double signature system
Method and apparatus for processing message data

Configuration systems and methods for secure operation of
networked transducers

Device default wifi credentials for simplified and secure configuration
of networked transducers

Dynamic certificate management for a distributed authentication
system

Wristband locking mechanism, wristband, wearable electronic device
and method of securing an article to a person

Safety certifying method and device and storage medium

Decentralized protocol for maintaining cryptographically proven
multi-step referral networks

Internet of things platform for handling firmware transfer on
machine-to-machine devices

Methods for certificate issuance in remote provisioning architectures
for embedded UICCS

A system and method for short response time data services through
cellular networks
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Preventing image or video capture of input data provided to a
transaction device

Communication system capable of preserving a chip-to-chip integrity

Using keys with targeted access to the blockchain to verify and
authenticate identity

A kind of data transmission method, device and fire-fighting system

Trust framework against systematic cryptographic

Anchor non-relocation handling in 5g

Secure wireless lock-actuation exchange

Mutual Authentication using Child Key based on ECC

Cryptography operations for secure post-quantum communications

Computer implemented system and method for encoding
configuration information in a filename

Correlating causes and effects associated with network activity
Systems and methods for managing cellular multi-connectivity

Storage memory unit with a shared nonvolatile memory interface for
aradio

Method and elevator group configured for establishing a secure data
communication between a plurality of controllers in each of a
plurality of elevators of the elevator group

CA certificate implementation method based on mobile terminal
Privacy preserving secure task automation

Execution sequence integrity monitoring system

Execution sequence integrity parameter monitoring system

Network communication encryption and decryption method and
electronic equipment

Light-based lane-change control
Systems, methods, and media for managing user credentials

Content Contract System, Content Contract Method, Right Holder
Terminal, Transferee Terminal, Control Terminal, Content Storage
Server, Right Holder Program, Transferee Program, Control Program
and Content Storage Program

Offloading upload processing of a file in a distributed system using a
key that includes a hash created using attribute(s) of a requestor
and/or the file

Cryptographic key negotiation method, equipment, storage medium
and system

Secure firmware transfer from a server to a primary platform
Mobile cellular networks authenticated access

Vehicle and controlling method thereof

Technology to provide fault tolerance for elliptic curve digital
signature algorithm engines

Bootstrapping with common credential data
Device bootstrapping
Utilizing smart data tags to track and control secure enterprise data

Data acquisition box and intelligent manufacturing-oriented industrial
big data acquisition method

Obfuscation of input data provided to a transaction device
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