




destination IP:port for a response 209 to a module 101 can change over time, such as the proper destination IP:port changing due to the use of sleep states by module

101 and/or function of a firewall 104. Consequently, according to an exemplary embodiment, a response 209 can utilize a destination IP:port number equal to the source

IP:port number received in the last message 208 from module 101 received by server 105.

At step 517, server 105 can authenticate the message 208 received in step 516 using the shared secret key 510 described in step 513. Server 105 could record the

shared secret key 510. If step 517 occurs for the first time in a lifetime of module 101, then shared secret key 510 could comprise a pre-shared secret key 129 a recorded

by server 105 in a module database 105 k illustrated in FIG. 1 f . If step 517 occurs at subsequent time, then server 105 could have sent shared secret key 510 in a server

encrypted data 504 and recorded shared secret key 510 in a module database 105 k for later use (such as at step 517). Server 105 can authenticate the message 208

according to message digest, or using the shared secret key 510 as a symmetric key 127 within a symmetric ciphering algorithm 141 b, where the successful encryption

and decryption of data within message 208 using the shared secret key 510 on both ends could be confirmation that message 208 is authenticated, since both parties

would only be able to mutually encrypt and decrypt by sharing the same shared secret key 510.

Other possibilities exist as well for server 105 to use a shared secret key 510 in order to authenticate a message 208 that contains a new module public key 111 (where

module 101 contains a new module private key 112). In one embodiment, message 208 in step 516 could include a module digital signature 405, where the module 101

used the shared secret key 510 as a private key to generate the module digital signature 405. After receiving authenticated new module public key 111 in steps 516 and

517, according to a preferred exemplary embodiment, server 105 can preferably only accept and process (A) either incoming (i) a symmetric keys 127 ciphered with a

asymmetric ciphering algorithm 141 a, and/or (ii) incoming server instructions 414, when (B) the next or a subsequent incoming message 208 from module 101 using

module identity 110 also includes a valid module digital signature 405 verified by using the new module public key 111, received at step 516.

According to an exemplary embodiment, shared secret key 510 can be associated with a module public key identity 111 a, and shared secret key 510 can be used to

authenticate a particular value for a module public key identity 111 a. In this embodiment, (i) a message 208 with module public key 111 and a first module public key

identity 11 a may be authenticated using a shared secret key 510, but (ii) a second message with module public key 111 and a second module public key identity 111 a

may not be authenticated using the same shared secret key 510. Thus, in accordance with an exemplary embodiment, shared secret key 510 can be used for both (i) a

single time for authenticating a module public key 111, and (ii) authenticating a module public key 111 with a particular value for the module public key identity 111 a.

Note that module public key identity 111 a can be particularly useful with key revocation, such that a key revocation could specify a particular module public key identity

111 a (associated with a particular module public key 111) to be revoked, but other module public keys 111 with different module public key identities 111 a could remain

valid and not revoked.

Although not illustrated in FIG. 5 b , server 105 could operate with a certificate authority 118 in order to utilize a new module public key 111, as described in this

paragraph. At step 516, new module public key 111 could be received by server 105 in the form of a uniform resource locator (URL) or domain name for download of a

certificate 122 corresponding to the new module public key 111. If new module public key 111 is included in a certificate 122 in this embodiment of step 517 (or a URL to

the certificate 122), then module 101 could send server 105 a URL or address on the Internet 107 where server 105 could download the new module public key 111, such

as if module 101 had a certificate authority 118 sign the new module public key 111. In this case, (i) the certificate authority 118 (or a separate server than server 105)

could perform the steps of 516 and 516 before server 105 conducts step 518 below, and (ii) certificate authority 118 would need some confirmation module 101 using

module identity 110 was the correct owner of new module public key 111. Certificate authority 118 could authenticate module 101 using the shared secret key 510

(instead of server 105 authenticating module 101 directly with the shared secret key 510). Other possibilities exist as well for module 101 to utilize shared secret key 510

to authenticate a module public key 111 that has been derived by module 101.

After steps 516 and 517, server 105 can update a module database 105 k using the module identity 110 to insert or update the new module public key 111, and

parameters 126 associated with new module public key 111. Server 105 may communicate with a plurality of modules 101, and thus could utilize a module database

105 k in order to record the new module public key 111 and parameters 126 with the module identity 110. In one embodiment, the module identity 110 could preferably

operate as an index within a table of module database 105 k in order to speed reads and writes from the table used with module public key 111, parameters 126, and

also selecting a symmetric key 127 for a symmetric ciphering algorithm 141 b in later messages. As described in FIG. 1 g , parameters 126 can include data useful for

the operation of cryptographic algorithms 141 and module public key 111. According to a preferred exemplary embodiment, some modules 101 in a system 100 could

utilize a first elliptic curve, such as using a first set of ECC parameters 137 or first ECC standard curve 138 within a parameters 126, and other modules 101 could utilize

a second and different elliptic curve within a parameters 126, such as a second set of ECC parameters 137 or second ECC standard curve 138.

After updating the new module public key 111, in step 518 of FIG. 5 b , server 105 could receive a second message 208, and the second message 208 can include a

module identity 110 and module encrypted data 403. Although not illustrated in FIG. 5 b , the second message 208 could also include a module digital signature 405,

wherein the module digital signature is created with the new module public key 111 received in step 516. Server 105 could then utilize the steps illustrated in FIG. 4 in

order to process the incoming message 208 with the new module public key 111, including using the module identity 110 received in the second message 208 to select

the new module public key 111 and subsequently verify a module digital signature 405 using the new module public key 111 and digital signature algorithm 141 d. Also

as discussed in FIG. 4 in connection with processing a received message 208, server 105 could decrypt the module encrypted data 403 in the second message 208 by

using server private key 105 c. In one embodiment, the second message 208 as illustrated in FIG. 5 b , which could be the next message after authenticating module

public key 111 in step 517, could include a symmetric key 127.

The module encrypted data 403 in step 518 could include a symmetric key 127 for utilization with a symmetric cipher 141 b. Module 101 could also send sensor data in

a module encrypted data 403 at step 518. Or, at step 518 the second message 208 could be a signal for server 105 to use a key derivation function 141 f with the server

public key 114 and the new module public key 111 (received at step 516) to create a new derived shared key 129 b for use with symmetric ciphering algorithms 141 b in

subsequent messages 208. If the second message 208 in step 518 comprises a signal for server 105 to derive a new derived shared key 129 b, then this second

message 208 could then optionally leave off module encrypted data 403 and/or a module digital signature 405. The successful use of a new derived shared key 129 b

(using the new module public key 111 and existing server public key 114) with symmetric ciphering algorithms 141 b at subsequent steps by both module 101 and server

105 can indicate to each the communications are mutually authenticated. Second message 208 could also include a server instruction 414, and other possibilities exist

as well without departing from the scope of the present invention.

At step 519, server 105 can send a response 209 to module 101, where the response 209 includes server encrypted data 504 and a module instruction 502. Server 105

could take the steps to create and send response 209 as depicted and described in connection with FIG. 5 a . Response 209 could be formatted according to the

exemplary response 209 illustrated in FIG. 6 a . The module instruction 502 could be an acknowledgement 501 that the second message 208 sent in step 518 was

received by server 105. At step 520, server 105 can receive a third message 208 with a confirmation 414 to server 105. Confirmation 414 can be used to signal proper

execution of module instruction 502, if module instruction 502 comprised an instruction other than an “ACK” or acknowledgement 501. If module instruction 502 in step

519 was an acknowledgement 501 from server 105, then the confirmation 414 may omitted and in this case step 520 could be skipped.

At step 521 server 101 can determine or evaluate if a new module public key 111 and/or certificate 122 are required for continued operation. One reason for the need of

new keys could be the expiration of a certificate 122 for module 101, or the desire to utilize a different set of parameters 126 such as a longer key length for increase

security or the use of a different ECC parameters 137 or a different ECC standard curve 138 with cryptographic algorithms 141. As described elsewhere herein, many

other possibilities exist for reasons why module 101 and/or server 105 can prefer for module 101 to utilize a new module public key 111 and new module private key
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112. Either server 105 or module 101 may determine that the use of a new module public key 111 and new module private key 112 may be preferred at step 521. If

module 101 determines that the use of a new module public key 111 and new module private key 112 is preferred or desirable, module 101 could send server 105 a

signal that new keys will be generated either before step 521 or at step 521.

Upon determining new keys are desirable at step 521, then server 105 could instruct module 101 to derive new private and public keys by returning to step 515. Although

not illustrated in FIG. 5 b , upon determining “yes” at step 521, server 105 could send a module instruction 502 of “new key generation” and also a new set of parameters

126 to utilize with the new module private key 112 and module public key 111. In accordance with exemplary embodiments, module instruction 502, including the “new

key generation” instruction and set of parameters 126, can be sent in a response 209 both (i) after module 101 wakes from a sleep or dormant state and sends a

message 208 after waking from the sleep or dormant state, and (ii) before the expiration of a firewall port binding timeout value 117 after receiving the message 208. If

server 105 determines that new keys are not required or desirable at step 521, server 105 can then proceed to step 312 and wait for additional incoming messages 208

from module 101 or other modules. Step 312 is also depicted and described in connection with FIG. 3 .

FIG. 6 a

FIG. 6 a is a simplified message flow diagram illustrating an exemplary message received by a server, and an exemplary response sent from the server, in accordance

with exemplary embodiments. FIG. 6 a illustrates exemplary details within message 208 received by server 105 and also response 209 sent by server 105. Message 208

may comprise a TCP/UDP packet 601 a sent from module 101 source IP:port 204 to server 105 destination IP:port 207. According to an exemplary embodiment, UDP or

UDP Lite formatting for TCP/UDP packet 601 a may be preferred. Source IP:port 204 and destination IP:port 207 in message 208 may be included within a header in

TCP/UDP packet 601 a. Although a single message 208, response 209, module 101, and server 105 are shown in FIG. 6 a , system 100 as illustrated in FIG. 2 may

comprise a plurality of each of these elements. As contemplated herein, the term “datagram” may also refer to a “packet”, such that referring to an element as datagram

601 a can be equivalent to referring to packet 601 a.

TCP/UDP packet 601 a may include a body 602, which can represent the data payload of TCP/UDP packet 601 a. The data payload of message 208 can optionally

include channel coding 406 as described in FIG. 4 above, if the transport protocol for TCP/UDP packet 601 a supports the transmission of bit errors in the body 602 (as

opposed to entirely dropping the packet), such as with the UDP Lite protocol. Support for the transmission of bit errors in body 602 by wireless network 102 would be

preferred over entirely discarding a packet, since the programs such as module controller 105 x could include support for and utilization of channel coding 406. Without

UDP Lite formatting, message 208 can alternatively sent by module 101 as a UDP datagram, such as if wireless network 102 (or a wired connection) does not support

the UDP Lite protocol. Note that in this case (no support for the transmission of bit errors in a body 602), wireless network 102 and nodes within Internet 107 would

preferably include channel coding on the data link layers of the OSI stack in order to maintain robustness to bit errors at the physical layers of various hops along the path

between module 101 and server 105.

Note that if (A) message 208 comprises (i) regular UDP or TCP formatting (i.e. not UDP Lite or similar variations) within an IPv6 network, or (ii) a UDP or TCP format

within an IPv4 network with a 603 enabled, then (B) channel coding 406 may optionally be omitted. Checksum 603 can comprise a value to for an integrity check of a

packet 601 a, and the calculation and use of checksum 603 is defined in IETF standards for TCP and UDP packets. In accordance with a preferred exemplary

embodiment, including the use of IPv6 for Internet 107 and a UDP datagram for message 208 and response 209, a checksum 603 sent by module 101 in a message 208

does not equal a checksum 603 in the message 208 received by server 105.

The body 602 can include a module identity 110, module encrypted data 403, and channel coding 406. Although not illustrated in FIG. 6 a , body 602 could also include a

module digital signature 405, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401. Module identity 110 is illustrated in FIG. 6 a as external to module

encrypted data 403, although module identity 110 may optionally only be included in module encrypted data 403, and in this case module identity 110 would not be

external to module encrypted data 403 in a body 602. By including module identity 110 as external to module encrypted data 403, server 105 can use the unencrypted

module identity 110 in order to select either (i) the appropriate module public key 111 to verify module digital signature 405 if an asymmetric cipher 141 a is used within

cryptographic algorithms 141, or (ii) the appropriate symmetric key 127 within cryptographic algorithms 141 to decrypt the module encrypted data 403. Module public

key 111 and symmetric key 127 may preferably be recorded in a database 105 d, such that server 105 can access a plurality of public keys using module identity 110 in

body 602 for a plurality of modules 101.

Thus, by including module identity 110 external to module encrypted data 403, server 105 can utilize the module identity 110 to query a database 105 d and select the

appropriate module public key 111 or symmetric key 127. As noted previously, module identity 110 could comprise a string or number that is uniquely associated with

module identity 110, such as a session identity, as opposed to being a module identity 110 that is read from hardware in module 101 such as an IMEI number, Ethernet

MAC address, etc. Module identity 110 is illustrated in FIG. 6 a as a session identity that is a different representation of module identity 110 of a serial number such as in

FIG. 2 , but in both cases the values can comprise a module identity 110 since the values can be uniquely associated with module 101 at any point in time.

According to an exemplary embodiment where asymmetric ciphering 141 a of module encrypted data 403 is utilized, such as (i) the first message 208 sent by module

101 and (ii) where a symmetric key 127 had not been previously exchanged, module identity 110 can be (a) within module encrypted data and (b) not external to module

encrypted data 403. In this case, server 105 can utilize server private key 105 c to, in sequence, decrypt module encrypted data 403, extract module identity 110 from the

decrypted module encrypted data 403, and then used the module identity 110 to select module public key 111 from module database 105 k in order to verify a module

digital signature 405. Note that if a module identity 110 is in body 602 and external to module encrypted data 403, then module identity 110 could be obfuscated or

otherwise ciphered according to a pre-agreed algorithm with server 105, such that server 105 can utilize the obfuscated or ciphered module identity 110 to select a

module public key 111 from module database 105 k. The value of “[Module Identity String]” shown in FIG. 6 a could comprise an obfuscated module identity 110.

According to an exemplary embodiment where (i) symmetric ciphering of module encrypted data 403 is utilized, such as after a first message 208 had already been sent

by module 101 and a symmetric key 127 had previously been exchanged, then (ii) module identity 110 can be external to module encrypted data 403 and in body 602 in

order for server 105 to utilize module identity 110 and select symmetric key 127 from a module database 105 k, thereby enabling server 105 to decrypt the module

encrypted data 403 using the selected symmetric key 127.

The module digital signature 405 can be calculated using the steps and algorithms described in FIG. 4 above. Module digital signature 405 can be a secure hash string or

number, and can be calculated using module private key 112 and digital signature algorithms 141 d. Server 105 can verify module digital signature 405 using module

public key 111 according to the standard techniques for verifying digital signatures using PKI as described at step 410 in FIG. 4 . Note that module digital signature 405

can be useful for server 105 to maintain security, since server public key 114 may be shared and potentially other nodes besides module 101 could attempt to send in

encrypted data using server public key 114.

In addition, the module digital signature 405 may optionally be omitted from body 602 after module 101 has previously sent symmetric key 127 in a previous message

208 to the message 208 illustrated in FIG. 6 a . In other words, in a series of messages 208, module 101 can preferably change from (i) using asymmetric ciphering 141 a

with an initial message 208 that includes symmetric key 127 in a module encrypted data 403 (where the initial message 208 also includes module digital signature 405

and module identity 110) to (ii) using symmetric ciphering 141 b with subsequent messages 208 without module digital signature 405 in the series (where the

subsequent messages 208 can include an obfuscated module identity 110 external to module encrypted data 403 for server 105 to select the appropriate symmetric key

127). The series of messages 208 could begin when the initial message 208 is sent by module 101 and end when expiration time 133 of symmetric key 127 has

transpired, and subsequently a new series of messages 208 could begin where the first message 208 in the new series of messages changes back to asymmetric
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ciphering 141 a with initial message 208 that includes symmetric key 127 in a module encrypted data 403 (where the initial message 208 also includes a new module

digital signature 405). Other possibilities exist as well without departing from the scope of the present invention.

Using a message 208 with a module digital signature 405 can be both more efficient and overall more secure than digest authentication (such as the digest

authentication described in IETF RFC 2069), although using digest-based authentication may be alternatively used. First, the use of a module digital signature 405

requires only a single packet for message 208 and a single packet for response 209 for secure communication between module 101 and server 105. The alternative

digest-based authentication would normally require at least 4 packets comprising: (i) message 208, (ii) a challenge to message 208 from server 105 with a security token

401, (iii) a second message from module 101 with a hashed string generated using (i) the challenge, (ii) cryptographic algorithms 141, and (iii) the module private key

112, and then (iv) an acknowledgement from server 105. The additional messages with digest-based authentication would thereby drain battery life faster or utilize more

energy compared to using module digital signature 405.

Second, the use of module digital signature 405 allows a system 100 to be more highly secured since (i) server 105 may need to be connected to the Public Internet 107

and receive packets from a wide range of IP addresses that are not known before messages 208 arrive, and (ii) by using module digital signature 405, server 105 can

then preferably not respond to incoming packets and messages without first receiving a properly signed module digital signature 405 (where the module identity 110

associated with module digital signature 405 could also be verified using a certificate 122 and a certificate authority public key 131). By server 105 remaining silent to all

packets except packets with a properly signed module digital signature 405, system 100 can thereby remain more secure. In other words, according to preferred

exemplary embodiments, server 105 does not send a response 209 to a first message 208 in a series of messages 208 that does not include a validated module digital

signature 405 (where the validated module digital signature 405 includes a verified module identity 110), thereby increasing security. Once at least one module digital

signature 405 has been received by server 105, then server 105 could use a symmetric key 127 to verify a module identity until a timer expiration 133 for the symmetric

key 127. Server 105 could receive a symmetric key using the message 208 illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401, and other possibilities exist

as well for securely sending and receiving a symmetric key 127.

Module encrypted data 403 can be processed using the steps and algorithms described in FIG. 4 . Note that module encrypted data 403 as illustrated in FIG. 6 a is shown

in a plaintext form for ease of illustration, but actual module encrypted data 403 within body 602 of a packet 601 a could be transmitted as binary, hexadecimal, Base64

binary-to-text encoding, or other encoding rules. Note that encryption by module 101 may optionally be omitted, and the server instruction 414 with corresponding data

could be included within a message 208 without encryption, such as if security could be maintained at the network level. As one example in this case without encryption,

server instruction 414 could be included in body 602 as plaintext. The encryption and/or security could be applied through other means, such as a secure tunnel between

module 101 and server 105, although setting up and maintaining a secure tunnel and similar or other means of security may require more processing and bandwidth

resources than the efficient techniques described herein.

Module encrypted data 403 can include a server instruction 414, a server identity 206, a module identity 110, a security token 401, a timestamp 604 a, and a sensor

measurement 604 b. The server instruction 414 can represent the purpose of the message 208 for server 105, and FIG. 6 a illustrates an “update” for server instruction

414. An update for server instruction 414 could be used to periodically notify server 105 of regular, periodic sensor measurements 604 b acquired by a sensor 101 f. An

update for server instruction 414 may also comprise a periodic report regarding monitored unit 119, and a server instruction 414 is described in FIG. 4 . Other server

instructions 414 besides an “update” may be included in a module encrypted data 403 within a body 602. The “update” illustrated in message 208 in FIG. 6 a can also

include a new symmetric key 127, and the module encrypted data 403 illustrated in FIG. 6 a may comprise the use of either an asymmetric ciphering 141 a with

public/private keys, or (ii) symmetric ciphering 141 b with a symmetric key 127.

An initial transmission or negotiation of a symmetric key 127 may preferably utilize asymmetric ciphering 141 a and the use of a public key as an encryption key and a

private key as a decryption key. Subsequent transmission of a new symmetric key 127 may utilize either (i) a symmetric cipher 141 b with a previously negotiated but still

valid symmetric key 127 (i.e. expiration time 133 has not transpired), or (ii) asymmetric ciphering 141 a. If the data within instruction 414 is longer than the maximum

data length supported by a selected asymmetric ciphering algorithm 141 a and the public/private key pair, then module encrypted data 403 within message 208 can be

broken up into several sections, such that the data within each section is less than the maximum data length supported by the asymmetric ciphering algorithm 141 a and

key length.

Server identity 206 within module encrypted data 403 can be useful for properly identifying that server 105 is the proper recipient and final destination of message 208.

Server identity 206 can be useful if a plurality of servers 105 is utilized by an M2M service provider 108 with potentially hundreds of thousands or millions of modules

101. In this case, with a plurality of servers 105, server private key 105 c may represent a private key that is shared among a plurality of servers 105, since otherwise

server 105 may not be able to decrypt module encrypted data 403 if each server 105 in the plurality of servers 105 did not share the common server private key 105 c.

Continuing in this example of a plurality of servers 105, a server identity 206 may represent a server that associated with M2M service provider 108 but not the recipient

of message 208. In this case, (i) a first server 105 could receive message 208 and decrypt message 208 using a common server private key 105 c or symmetric key 127,

and (ii) the first server 105 can forward message 208 to the second server 105 (not shown) with server identity 206. In this case, the first server 105 can forward

message 208 to the second server (not shown) without the encryption applied to module encrypted data 403, since (i) the second server 105 may not have access to the

server private key 105 c and/or symmetric key 127, or (ii) the first server 105 could have already decrypted the module encrypted data 403 in order to read server identity

206 within module encrypted data 403.

Module identity 110 within module encrypted data 403 can represent the identity of module 110, and could represent a serial number read by module 101 from a read-

only hardware address. Module identity 110 is described in FIG. 1 c and can represent a unique identifier of module 101. Module identity 110 outside module encrypted

data 403 can represent a string or number that is different than a serial number that can be used by module 101 within a module encrypted data 403. Security token 401

within module encrypted data 403 can represent a random string in order to make message 208 reasonably unique and thus system 100 in FIG. 2 robust against replay

attacks. If module encrypted data 403 includes symmetric key 127, then security token 401 could optionally be omitted since symmetric key 127 can also function as a

security token 401. Security token 401 is described in FIG. 5 a . Timestamp 604 a can represent a time value that module 101 sends message 208 or a time value that

module 101 acquired sensor data 604 b. Sensor data 604 b is described with the description of a sensor 101 f in FIG. 1 e , and sensor data 604 b can represents data

module 101 acquires using sensor 101 f. Sensor data 604 b within message 208 may be stored by server 105 in a module database 105 k, or potentially forwarded to

another server (not shown) for additional processing. Sensor data 604 b can comprise a wide range of values for a sensor 101 f besides the exemplary value of a

temperature reading shown in FIG. 6 a , including raw sensor data, compressed sensor data, and processed or averaged sensor data. The specific sensor data 604 b

shown in FIG. 6 a is illustrated to be exemplary and not limiting for sending and receiving sensor data. Sensor data 604 b may also be referred to as a sensor

measurement 604 b.

Although not illustrated in FIG. 6 a , body 602 or module encrypted data 403 may also include an (i) identity of monitored unit 119, which may be associated with sensor

data 604 b, and/or (ii) a sensor identity 151 associated with sensor data 604 b, such that data from potentially multiple sensors 101 f could be properly identified and

recorded. As one example, module 101 could collect sensor data for a plurality of monitored units 119, and in this case message 208 would preferably include an identity

of monitored unit 119 associated with the sensor data 604 b. Or, a sensor 101 f could have a sensor identity 151, and message 208 could include the sensor identity 151

with the corresponding sensor data 604 b (also illustrated in FIG. 7 of U.S. patent application Ser. No. 14/039,401). As described above, message 208 could also include

a symmetric key 127, as illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401.
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Note that if (A) module encrypted data 403 exceeds an acceptable length for input or output into asymmetric ciphering algorithms 141 a, such as data within a module

encrypted data 403 comprising an exemplary 3000 bits but only a 2048 bit key length is utilized in an exemplary module private key 112 processed with an RSA algorithm

153, then (B) module encrypted data 403 within body 602 could comprise multiple separate sub-sections for module encrypted data 403. In this case, each sub-section

could comprise data less than the maximum acceptable length for encryption, and the sub-sections could be combined in order to form a module encrypted data 403

within body 602.

FIG. 6 a also illustrates exemplary details within response 209 sent by server 105. Response 209 may comprise a TCP/UDP packet 601 b sent from server 105 IP:port

207 the IP address 210 and port number 605, where IP address 210 represents the external IP address of wireless network firewall 104 and port number 605 is the

source port in message 208 as received by server 105 (i.e. the source port in message 208 after traversing the firewall 104 illustrated in FIG. 6 a ). Thus, IP:port with IP

address 210 and port number 605 may be different than IP:port 204 in response 209, since the presence of a wireless network firewall 104 may perform NAT routing,

which could change the source IP address and source port number from IP:port 204 to IP address 210 and port number 605 in message 208, as received by server 105.

The use of wireless network firewall 104 in wireless network 102 may require that response 209 be sent from IP:port 207 to IP address 210 and port number 605 in order

to be properly processed by firewall 104 and forwarded to module 101 at IP:port 204. Source IP:port 207 and destination IP address 210 and port number 605 in

response 209 may be included within a header in TCP/UDP packet 601 b. TCP/UDP packet 601 b could comprise a regular UDP packet, a UDP Lite packet, or a TCP

datagram, or similar protocols supported by an Internet 107. TCP/UDP packet 601 a and TCP/UDP packet 601 b can preferably utilize the same protocol.

As noted previously, the use of checksums may be mandatory in IPv6 networks, and thus a response 209 comprising a packet 601 b can include a checksum value 603

(illustrated in message 208 but not response 209) for the header. The use of firewalls such as firewall 104 can change the header values in a packet 601 b. In accordance

with a preferred exemplary embodiment, a first checksum value 603 within a response 209 sent by server 105 can be different and/or not equal to a second checksum

value 603 within the response 209 received by module 101. Likewise, in an exemplary embodiment, a first checksum value 603 within a message 208 sent by a module

101 can be different and/or not equal to a second checksum value 603 within the message 208 received by server 105.

A UDP, TCP, or UDP Lite datagram as a TCP/UDP packet 601 b within response 209 may include a body 606. Body 606 may comprise the payload or data within a UDP,

TCP, or UDP Lite packet. Body 606 can include a server identity 206, a server digital signature 506, server encrypted data 504, and channel coding 406. Server identity

206 is illustrated in FIG. 6 a as external to server encrypted data 504 within body 606, but server identity 206 may optionally be included in server encrypted data 504

instead. Module 101 may communicate with a plurality of servers 105, and server identity 206 as external to server encrypted data 504 can allow module 101 to select

the appropriate symmetric key 127 to utilize for decrypting server encrypted data 504 (since each of the multiple servers 105 that module 101 communicates with may

utilize a different symmetric key 127).

Also note that the server identity 206 can be similar to module identity 110, such that multiple different values for server identity 206 could be utilized in a system 100,

but each of the different values could preferably be uniquely associated with server 105. As one example, server identity 206, outside server encrypted data 504 as

illustrated in FIG. 6 a , may comprise a session identity or session identifier, as opposed to a different server identity 206 that could comprise a hardware serial number or

domain name for server 105. Thus, server identity 206 outside a server encrypted data 504 may be a different string or representation than server identity 206 within

server encrypted data 504, but both strings/numbers used for server identity 206 in response 209 could be associated with server 105.

Server digital signature 506 in body 606 can comprise a secure hash signature of a subset of body 606, where the subset of body 606 can comprise server encrypted

data 504, and/or server identity 206 as illustrated in FIG. 6 a . In other words, processing the secure hash signature can omit (i) server digital signature 506 itself and (ii)

channel coding 406 as input into the cryptographic algorithms 141 used to process or verify server digital signature 506. In this manner, module 101 can utilize server

digital signature 506 to authenticate that response 209 was sent by server 105. Channel coding 406 in body 606 is also depicted and described in connection with FIG. 5

a above.

Body 606 may include server encrypted data 504. Server encrypted data 504 is depicted and described in connection with FIG. 5 a above. Server encrypted data 504 may

include an acknowledgement 501, wherein acknowledgement 501 can notify module 101 that message 208 has been received by server 105. As illustrated in FIG. 6 a ,

server encrypted data 504 may optionally also include a module instruction 502 for module 101. The module instruction 502 could be a string that contains instructions

or configuration parameters for module 101, such as an order to change state, parameters regarding the monitoring of monitored unit 119, server names or addresses,

radio frequency parameters, timer values, settings for actuator 101 y, etc. A module instruction 502 is depicted and described in connection with FIG. 5 a above. The

exemplary module instruction 502 illustrated in FIG. 6 a comprises a “key generation” 608 instruction for module 101 derive a new set of keys. The use of a “key

generation” 608 instruction was also depicted and described in connection with FIG. 5 b above. Other possibilities for a module instruction 502 within a response 209 are

possible as well without departing from the scope of the present invention. Although not depicted in FIG. 6 a or FIG. 2 , if response 209 includes a module instruction 502,

according to an exemplary embodiment, module 101 can preferably send a second message 208 to server 105, where the second message 208 includes a confirmation

that module instruction 502 was successfully executed or implemented by module 101. This confirmation could be included in a server instruction 414 for server 105

within a second message 208.

Also, although a server encrypted data 504 may preferably be included within a body 606, body 606 may optionally omit server encrypted data 504 and include data from

server 105 that is not encrypted, such as plaintext. As one example in this case, acknowledgement 501 could be included in body 606 as plaintext. In addition, although a

server digital signature 506 is not illustrated in FIG. 6 a , a server digital signature 506 could be included in body 606 and external to server encrypted data 504. In an

exemplary embodiment, the inclusion of a server digital signature 506 in a response 209 is illustrated in FIG. 6 of U.S. patent application Ser. No. 14/039,401. The server

digital signature 506 may (i) optionally be omitted as well, or (ii) included within server encrypted data 504.

Also, although not illustrated in FIG. 6 a , server encrypted data 504 could include a symmetric key 127 for module 101 to utilize with symmetric ciphering 141 b in

cryptographic algorithms 141 for processing a module encrypted data 403 in subsequent messages 208 and/or responses 209. If server encrypted data 504 includes a

symmetric key 127, then server 105 preferably can utilize an asymmetric ciphering 141 a with cryptographic algorithms 141 to process the server encrypted data 504

containing the symmetric key 127. An example for the previous sentence could be if message 208 was received without a symmetric key 127 and server 105 can issue

the symmetric key 127. As contemplated herein, more than one symmetric key 127 may be used concurrently in a system 100, such as a first symmetric key 127 utilized

in symmetric ciphering 141 b for a message 208, and a second symmetric key 127 utilized in symmetric ciphering 141 b for a response 209. Other possibilities exist as

well without departing from the scope of the present invention.

Server encrypted data 504 in a response 209 may include a security token 401. Security token 401 may be a random string and may also be generated by either server

105 or module 101. If security token 401 is generated by module 101, then security token 401 may be included in message 208 and also utilized by server 105 in

response 209, as illustrated in FIG. 6 . By including security token 401 in acknowledgement 501, system 100 can be made robust to replay attacks since each response

209 can be reasonably unique for each response 209 sent by server 105.

FIG. 6 b

FIG. 6 b is a simplified message flow diagram illustrating an exemplary message received by a server, wherein the message includes a derived module public key, in

accordance with exemplary embodiments. As discussed in FIG. 5 b , there can be cases where module 101 derives a new module public key 111 and new module private

key 112. On example would be the initial creation of the key pairs by module 101, and many other examples could exist as well. FIG. 6 b can illustrate an exemplary
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format and contents of a message 208 for steps 516 and 517 of FIG. 5 b . This exemplary message 208 can also help to illustrate the significant differences from

conventional technology and improvements for efficient and secure communications by utilizing embodiments contemplated herein.

A message 208 illustrated in FIG. 6 b using steps 516 and 517 can include (i) sending new module public key 111, a module public key identity 111 a, a module identity

110, a server instruction 414, and a set of parameters 126 associated with the new module public key 111 and/or cryptographic algorithms 141 for using the new

module public key 111. Exemplary parameters 126 illustrated in FIG. 11 include (i) a secure hash algorithm 141 c to utilize in signatures, which could comprise the SHA

256 algorithm as shown (which may also be known as the SHA-2 algorithm), (ii) a selected elliptic curve for use with ECC algorithms 154 or a modulus to use with RSA

algorithms 153, and (iii) a time-to-live value for the public key, such as the illustrated “time to live” value of 1 year shown in FIG. 6 b . The time value for the validity of new

module public key 111 could alternatively be specified in a set expiration date. Other values associated with cryptographic algorithms 141 could be included in

parameters 126 as well, and the illustrated values are intended to be exemplary instead of limiting. Other possibilities for data with a message 208 illustrated in FIG. 6 b

include a parameters 126 including a set of ECC parameters 126, or a specified secure hash algorithm 141 c comprising SHA-3 or SHA-512.

Additional values or fields within a message 208 associated with communicating a new module public key 111 with server 105 could include a server instruction 414 of

“new public key”. This server instruction 414 could inform server 105 to utilize the new module public key 111 within the message 208. Module public key identity 111 a

can include a sequence number or identity for the new module public key 111, such that module 101 or server 105 can properly reference and/or select the key from a

plurality of module public keys 111 that could be associated with module identity 110. Although module public key identity 111 a is illustrated as a separate field in server

instruction 414, module public key sequence number 111 a could optionally be included in parameters 126, such that the value within parameters 126 specifies the

current sequence number or module public key identity 111 a for the new module public key 111 included in a message 208.

Other fields and features within a message 208 as illustrated in a FIG. 11 can be similar to the fields presented in FIG. 6 a . Since (a) FIG. 6 a can also illustrate a first

message 208 sent by a module 101 to a server 105, such as after keys are derived in a step 515, then (b) module 101 can read multiple values from RAM 101 e or a

nonvolatile memory 101 w or 101 c in order properly construct or format message 208. Each of (i) destination IP:port number 207, (ii) parameters 126, and (iii) shared

secret key 510 can preferably be written into nonvolatile memory at step 512 of FIG. 5 b , if message 208 in FIG. 6 b represents the first message 208 sent by module

101. The source IP:port number 204 can represent a number assigned by an operating system 101 h.

If message 208 in FIG. 6 b comprises a subsequent time message 208 is received by server 105 (i.e. not a first time module 101 sends a module public key 111), such as

after step 521 illustrated in FIG. 5 b , then each of (i) destination IP:port number, (ii) parameters 126, and (iii) shared secret key 510 could be updated by server 105 using

a module instruction 502 within a server encrypted data 504 before message 208 illustrated in FIG. 6 a is received by server 105. In this manner, shared secret key 510

could change from (i) comprising a pre-shared secret key 129 a (for a first message 208 after module key derivation) to (ii) comprising a shared secret key that is sent by

server 105 within a server encrypted data 504 (for a subsequent message 208 after module key derivation).

After receiving message 208, server 105 can use the unencrypted module identity 110 illustrated in a body 602 of FIG. 6 b to select the shared secret key 510 in order

authenticate message 208. As described in step 517 of FIG. 5 b , server 105 may preferably authenticate message 208 that includes module public key 111 in order to

confirm that module public key 111 originated from physical module 101 with a hardware module identity 110 (as opposed to being an imposter submitting the module

public key 111). The use of a channel coding 406 is described in connection with FIGS. 4 and 5 a, and channel coding may optionally be omitted. If message 208

comprises a UDP Lite packet, then channel coding may optionally be applied within the body 602. If message 208 comprises a UDP packet, then channel coding may

comprise sending the exact same UDP packet 601 a multiple times, such as an exemplary 3 packets 601 a sent at the same time.

Although not illustrated in FIG. 6 b , in an exemplary embodiment module public key 111 could also be received in a message 208, where the module public key 111 and

parameters 126 can be included in an encrypted format within a module encrypted data 403. As depicted and described in connection with steps 1001 and 1002 of FIG.

10 , and also FIG. 11 of U.S. patent application Ser. No. 14/039,401, the security of a system 100 can be further increased by both (i) ciphering module public key 111 and

parameters 126, and (ii) only sharing the module public key 111 in a confidential manner with server 105. If module 101 needed a module public key 111 for other

purposes, such as obtaining a certificate, then a second, publicly disclosed module public key 111 could be utilized, where the second module public key 111 is different

than a module public key 111 using parameters 126 that is sent to a server 105 in a module encrypted data 403.

FIG. 6 b also illustrates an exemplary embodiment, where module public key 111 can be authenticated with server 105 using a module digital signature 405. If message

208 comprises a first time module 101 utilizes a step 516 and step 517, such that a module public key 111 has not previously been sent to server 105, then message 208

could include a module digital signature 405 using the shared secret key 510, which could comprise the pre-shared secret key 129 a. If message 208 comprises a

subsequent time module 101 utilizes a step 516 and step 517, such that a module public key 111 has previously been sent to server 105, then message 208 could

include a module digital signature 405 using the previous module private key 112 (i.e. not the new module private key associated with the new module public key 111 in

the message 208 shown in FIG. 6 b ). As noted in FIG. 5 b , module digital signature 405 could be omitted, and message 208 with module public key 111 could be

authenticated using a message digest algorithm and the shared secret key 129 a.

FIG. 7

FIG. 7 is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary

embodiments. FIG. 7 includes a system 700 and illustrates an exemplary message 208 from a module 101 to a server 105 and also an exemplary application message

701 between an application 171 i and server 105. Note that application message 701 could also be considered as transferred between, sent to, or received from server

105 and application server 171. System 700 can comprise a module 101, a server 105, and an application 171 i operating on an application server 171, and these

elements may communicate over a network such as the Internet 107. For example, application server 171 may utilize an IP:port number 702 for sending and receiving

messages with server 105. The IP address within IP:port number 702 is illustrated as an IPv4 address, but an IPv6 address could be utilized as well, or other addressing

schemes are possible. Message flows within a module 101 from a sensor 101 f and to an actuator 101 y are also included in a system 700 as illustrated in FIG. 7 .

Message flows within a module 101 could utilize a system bus 101 d.

Although not illustrated in FIG. 7 , before module 101 sends a module public key 111 to server 105, possibly by using step 516 as illustrated in FIG. 7 , module 101 can

derive the public and private keys using step 515 and a set of parameters 126. Alternatively, module 101 may have the module public key 111 and module private key 112

generated outside module 101 and loaded into a non-volatile memory 101 w. Server 105 can utilize step 516 to receive a module public key 111 from module 101. Server

105 can utilize a step 517 and a shared secret key 510 to authenticate a message 208 that contains the module public key 111 from step 516. Authentication of module

public key 111 may be preferred in order to ensure that the module public key 111 is properly associated with the correct physical module 101, and prevent an imposter,

hacker, etc. from sending in a fake module public key 111 for module 101. After using step 517 to authenticate module public key 111, server 105 can record module

public key 111 and associated module identity 110 (plus optionally a module public key identity 110 a) in a module database 105 k. Although not illustrated in FIG. 7 ,

server 105 can also send an application message 701 to application 171 i after successfully recording module public key 111.

Application 171 i operating within an application server 171 can send an application message 701 to server 105, and server 105 can receive the application message

701. Application message 701 could include a module instruction 502, where the module instruction 502 could comprise an actuator setting 706. Although not

illustrated in FIG. 7 , module instruction 502 as transmitted or sent by application 171 i or application server 171 could include a module identity 110 and/or an actuator

identity 152. Actuator setting 706 could include a setting value and an actuator identity 152. As one exemplary embodiment, module 101 may have a plurality of

1/13/26, 6:41 PM US11606204B2 - Systems and methods for “machine-to-machine” (M2M) communications between modules, servers, and an appli…

https://patents.google.com/patent/US11606204B2/en?oq=11606204 31/71

NWO EX2009 
Samsung v Network-1, IPR2026-00115 

Page 31 of 71



actuators 101 y that comprise thermostats. Actuator setting 706, where one actuator 101 y had an actuator identity 152 of “Left”, could comprise an exemplary string like

“Left, 25.5”, where module 101 would set the “left” thermostat/actuator 101 y to 25.5 degrees C. The value “left” could also comprise the actuator identity 152. Other

possibilities exist as well without departing from the scope of the present invention, and a thermostat, temperature settings, or actuator identities are not required to use

the methods and systems contemplated herein. As discussed below in connection with FIG. 8 , actuator setting 706 within an application message 701 could be received

within a secure connection data transfer 802 from application server 171. Thus, in an exemplary embodiment, the actuator setting 706 may preferably not be plaintext as

transmitted across a network such as the Internet 107 between server 105 and application server 171 in an application message 701.

A module instruction 502 (i) from an application 171 i or application server 171, and (ii) within an application message 701 could include other exemplary values or

instructions for a module 101, besides the exemplary actuator setting. According to exemplary embodiments, a module instruction 502 could comprise information for

module 101 such as (i) sleep timers or instructions or values for a CPU wake controller 101 u, (ii) server address 106 or server identity 206 for communicating with a

server 105 (such as sending a different server address 106 for module 101 to utilize in future communications), (iii) a new or updated values for set of data reporting

steps 101 x, (iv) a new or updated module program 101 i, (v) software or firmware for operating system 101 h and device driver 101 g, (vi) a calibration value for sensor

101 f or actuator 101 y, (vii) values for a set of parameters 126, (viii) software or settings for radio 101 z, (ix) updated cryptographic algorithms 141, (x) a new module

private key 112, (xi) a symmetric key 127, (xii) a pre-shared secret key value 129 a for use in communicating with a wireless network 102 (where the pre-shared secret key

value 129 a can be the equivalent of a Ki value in a network supporting ETSI/3GPP standards), (xii) a value for a module identity 101, (xiii) a value to use in a channel

coding 406, or (xiv) a security token 401 or settings for using security tokens. Other possibilities exist as well for a module instruction 502 without departing from the

scope of the present invention. After receiving module instruction 502 in a response 209 from server 105, module 101 could record the data in module instruction 502

within a nonvolatile memory 101 w or RAM 101 e.

After receiving application message 701, server 105 can wait for wait interval 703. As depicted and described in connection with FIGS. 2 and 6 a, firewall 104 may be

present in a system 700 and/or system 100, which could block the transmission or sending of packets from server 105 to module 101 at arbitrary times. In addition,

according to exemplary preferred embodiments, module 101 can enter periods of sleep or dormancy using a CPU wake controller 101 u in order to conserve energy or

the life of a battery 101 k, if present. During periods of sleep or dormancy, module 101 may not be able to receive packets from server 105. Consequently, server 105 can

preferably wait for the wait interval 703 as illustrated in FIG. 7 , before sending response 209 which could include the module instruction 502. As illustrated in FIG. 7 , the

module instruction 502 could include an actuator setting 706, but module instruction 502 could include other data as well such as the exemplary module instructions

502 described in the previous paragraph.

According to exemplary embodiments, wait interval 703 can vary depending upon module 101 and monitored unit 119, and wait interval 703 could comprise a wide range

of values. Module 101 could send a sensor data 604 b or a report or a message 208 at exemplary reporting intervals such as every minute, 10 minutes, hour, 6 hours,

daily, or longer. Wait interval 703 could be associated with the reporting interval, and the wait interval 703 would end when the next message 208 from module 101 is

received. If server 105 supports a plurality of modules 101, wait interval 703 can be associated with the specific module 101 associated with the module instruction 502,

possibly by using a module identity 110 in both a message 208 and an application message 701. In other words, server 105 can preferably wait for a message 208 from

the specific module 101 associated with the module instruction 502 before sending the response 209 which could include the module instruction 502. Response 209

could be sent using the source and destination IP:port numbers depicted and described in connection with FIG. 2 .

Upon the receipt of message 208 from module 101 with module identity 110, the wait interval 703 can end. As illustrated in FIG. 7 , message 208 could include a server

instruction 414. The server instruction 414 in the exemplary embodiment illustrated in FIG. 7 comprises an “update” server instruction 414, and could include a sensor

measurement 604 b. Sensor measurement 604 b could be obtained by module 101 from sensor 101 f before sending message 208, and possibly after module 101

wakes from a dormant state using a CPU wake controller 101 u. Sensor measurement 604 b could be collected by a module program 101 i using a system bus 101 d. As

illustrated in FIG. 6 a , a server instruction 414 with sensor data 604 b could be within a module encrypted data 403 and received by server 105. Server 105 could utilize

the steps illustrated in FIG. 4 to process the received message 208 at the end of wait interval 703. Sensor measurement 604 b as used by module program 101 i, server

105, application 171 i, and/or application server 171 could represent a different string or number at each element, depending upon encoding rules or encoding schemes

utilized by each element, but sensor measurement 604 b at each location can represent data or a value collected by a sensor 101 f.

After processing the received message 208 that could include sensor data 604 b, server 105 can send application 171 i operating on application server 171 an

application message 701 that includes an update instruction 704, where update instruction 704 could include sensor data 604 b, module identity 110, and sensor identity

151, if present. Update instruction 704 could include data other than sensor data 604, such as data pertaining to the state of module 101, including subcomponents

illustrated in FIGS. 1 b and 1 e . Using update instruction 704 or a plurality of update instructions 704, application 171 i can aggregate data to generate reports for

presentation to user 183 or make decisions using service controller 171 x. Based on data input in update instruction 704, application 171 i could output module

instruction 502 in an application message 701. Application 171 i could record data received in update instruction 704 within an application database 171 k.

After receiving message 208 with server instruction 414, server 105 can send a response 209 to module 101. Note that response 209 is illustrated in FIG. 7 as being sent

after sending update instruction 704 to application server 171, but response 209 could also be sent to module 101 before sending update instruction 704 to application

server 171. Response 209 can include module instruction 502, where module instruction 502 could comprise actuator setting 706, according to an exemplary

embodiment. Module instruction 502 could also comprise other data for module 101 in other exemplary embodiments, as outlined above. Although not illustrated in FIG.

7 , response 209 could include module instruction 502 within a server encrypted data 503 using the steps depicted and described in connection with FIG. 5 a . Module

instruction 502 could also include actuator identity 152 associated with actuator setting 706. Response 209 can be formatted as depicted and described in FIGS. 2 and 6

a, such that response 209 can traverse a firewall 104 and be received by module 101 using IP address 204. Network firewall 104 is illustrated as a dashed line in FIG. 7 ,

and may be optionally not be present. But, the use of network firewall 104 may be included in a system 100 and/or system 700 and network firewall 104 may be beyond

the control of a module 101, server 105, module provider 109, M2M service provider 108, etc.

After receiving response 209 with the module instruction 502 and actuator setting 706, module 101 can process the response 209, which could also include server

encrypted data 503. Module 101 could extract actuator setting 706 from the module instruction 502. Module instruction 502 could include an actuator identity 152.

Module 101 can use a module program 101 i to send the actuator setting 706 to the actuator 101 y with actuator identity 152. Actuator setting 706 as sent by module

program 101 i may be in a different format or data structure than actuator setting 706 as sent by application 171 i, but both sets of data can achieve the same objective

of having an actuator 101 y apply a setting. According to one exemplary embodiment, actuator setting 706 as sent by module program 101 i could be an analog voltage

along a system bus 101 d, while actuator setting 706 as sent by application 171 i could be a string or number. Or, actuator setting 706 as sent by module program 101 i

to actuator 101 y could be a number in a different format than a number in actuator setting 706 sent by application 171 i, application server 171, and/or server 105. Note

that as contemplated herein, the term “actuator data” can include or comprise “actuator setting”.

After applying actuator setting 706, actuator 101 y can send an acknowledgement to module program 101 i. Module program 101 i can then send a second message 208

to server 105, where message 208 includes a server instruction 414 of “confirmation”. The server instruction 414 of “confirmation” could be included in a module

encrypted data 403 according to a preferred exemplary embodiment. Server 105 can receive the second message 208 with the module encrypted data 403 and decrypt

the module encrypted data 403 using a step 413 to extract the server instruction 414 of “confirmation”. The second message 208 may include the actuator identity 152

and/or also the module identity 110. Server 105 can send an application message 701 that includes a confirmation 705, where the confirmation can (i) inform

application 171 i that the actuator setting 706 sent to server 105 has been properly and/or successfully applied by module 101 and/or actuator 101 y. Confirmation 705
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could also include module identity 110 and/or actuator identity 152. Application 171 i could then send an acknowledgement back to server 105 after receiving the

confirmation 705.

According to preferred exemplary embodiments, actuator identity 152 is preferably globally unique, such that that including an actuator identity 152 in any packet would

allow a server 105 or application 171 i to lookup a module identity 110 and/or module 101 using the actuator identity 152 and a database such as module database 105

k. Similarly, a sensor identity 151 may be globally unique, according to preferred exemplary embodiments such that a sensor identity 151 in any packet would allow a

server 105 or application 171 i to lookup a module identity 110 and/or module 101 using the sensor identity 151 and a database such as application database 171 k.

FIG. 8

FIG. 8 is a simplified message flow diagram illustrating exemplary data transferred between a module and an application using a server, in accordance with exemplary

embodiments. System 800 can include an application server 171, a server 105, and a module 101 in connected via a network. The network could comprise the Internet

107. Application server 171 could include an application 171 i, where application 171 i can include logic, algorithms, databases, user interfaces, and programs for

managing a plurality of modules 101 with a plurality of users 183. Application server 171 and application 171 i may be associated with an M2M service provider 108, and

M2M service provider 108 could use application 171 i to provide and manage a service with distributed modules 101 associated with a plurality of monitored units 119.

Module 101 can derive a public key 111 and a private key 112 using step 515. Module 101 can derive the public and private keys using step 515 and a set of parameters

126. Alternatively, module 101 may have the module public key 111 and module private key 112 generated outside module 101 and loaded into a non-volatile memory

101 w. Server 105 can utilize step 516 to receive a module public key 111 from module 101. Server 105 can utilize a step 517 to authenticate a message 208 that

contains the module public key 111 in step 516. Authentication of module public key 111 may be preferred in order to ensure that the module public key 111 is properly

associated with the correct physical module 101 with a module identity 110, and prevent an imposter, hacker, etc. from sending in a fake module public key 111 for

module 101. After using step 517 to authenticate module public key 111, server 105 can record module public key 111 in a module database 105 k. Although not

illustrated in FIG. 8 , server 105 can also send an application message 701 to application 171 i after successfully recording an authenticated module public key 111.

Although not illustrated in FIG. 8 , a module public key 111 received in step 516 may also include a module public key identity 111 a in order to track which of a plurality of

potential module public keys 111 for a module 101 may be used.

Also, server 105 is not required to receive module public key 111 from module 101 in order to utilize the methods and systems contemplated herein. Instead of receiving

module public key 111 in a message 208 from module 101, server 105 could alternatively query another server such as application server 171 or a server associated with

certificate authority 118 for either module public key 112 or a certificate 122 associated with module 101 using a module identity 110. In addition, server 105 could have

a list or database table of module identities 110 and module public keys 111 loaded into a module database 105 k.

After recording module public key 111 and module identity 110, possibly including a module public key identity 111 a, server 105 can wait for wait interval 703. Wait

interval 703 could represent the time between reports or messages 208 submitted by module 101, and wait interval 703 for an individual module 101 could comprise a

wide range of values from several times a second to several days or longer, depending upon the application and/or monitored unit 119. The wait interval 703 can end

when server 105 receives a message 208 from module 101 with a module identity 110.

Module controller 105 x within server 105 can receive a message 208 that includes a server instruction 414 with sensor data 604 b. The sensor data 604 b and/or server

instruction 414 could be included in a module encrypted data 403, where the module encrypted data 403 can use the module public key 111 submitted in step 516 above

and derived by module 101 in step 515. According to one exemplary embodiment, module encrypted data 403 could be ciphered with a symmetric key 127 that is derived

shared key 129 b from a key derivation function 141 f and module public key 111 received in step 516 (and also server public key 114). Module controller 105 x can

process message 208 using the steps depicted and described in connection with FIG. 4 in order to decrypt the module encrypted data 403 and obtain the plaintext server

instruction 414 and plaintext sensor data 604 b. Although sensor data 604 b is illustrated as the server instruction 414 in FIG. 8 , server instruction 414 could have other

values such data associated with any of the components for module 101 illustrated in FIG. 1 b and FIG. 1 e . Server instruction 414 could be a “query” where module 101

queries for information from server 105 or application 171 i, or server instruction 414 could be an alarm or error notification outside a regular reporting interval. Other

possibilities for server instruction 414 exist without departing from the scope of the present invention. Server instruction 414 could also be a periodic “registration”

message with no subsystem data for module 101, and a “registration” could be a message for server 105 indicating module 101 is awake and online with Internet 107.

Server 105 can establish a secure connection with application server 171 and application 171 i using a secure connection setup 801 and a secure connection data

transfer 802. Server 105 can utilize a server program 101 i to manage the communication with application 171 i and/or application server 171, while a module controller

105 x can manage communication with a module 101. Alternatively, server program 101 i and module controller 105 x can be optionally combined or omitted, such that

server 105 performs the actions illustrated in FIG. 8 for server programs 101 i and module controller 105 x. Likewise, server 105 and application 171 could be combined

or operate on the same local area network (LAN) and thus not be connected via the Internet 107. If server 105 and application 171 are nodes within the same LAN or

virtual private network (VPN), then the network connection can also be considered a secure connection (without using encryption between the nodes), since packets

routed between the nodes may not need to traverse the Internet 107 and thus the network layer could provide security. Although secure connection setup 801 is

illustrated in FIG. 8 as occurring after message 208 is received by server 105, secure connection setup 801 could take place before message 208 is received by server

105. Secure connection setup 801 could utilize a secure protocol such as TLS, IPSec, or VPN to establish a secure connection between server 105 and application 171 i

and/or application server 171, such that data transferred between the two nodes is encrypted and also not subject to replay attacks. As contemplated herein, a secure

connection can comprise any of a TLS connection, an IPSec connection, a VPN connection, or a LAN connection between server 105 and application server 171 and/or

application 171 i, and other possibilities exist as well without departing from the scope of the present invention.

Other secure connections may be utilized as well, including a secure shell (SSH) tunnel, future versions of standard secure connections, or also a proprietary protocol for

a secure connection. Secure connection setup 801 as illustrated in FIG. 8 may utilize a TLS protocol, such as TLS version 1.2. Secure connection setup 801 can include

the transfer of a certificate 122 for application server 171, and also the transfer of an application public key 171 w. Server 105 can utilize application public key 171 w to

encrypt data received from module 101 in a message 208, such as sensor data 604 b. According to one exemplary embodiment, application message 701 could be

ciphered with a symmetric key 127 that comprises a derived shared key 129 b from (i) a key derivation function 141 f (ii) application public key 171 w and server public

key 114.

The message flow in a secure connection setup 801 also illustrates one benefit of the present invention, where a message 208 can be securely transferred between

module 101 and server 105 using a single UDP datagram, while secure connection setup 801 may require a plurality of TCP messages in both directions. In other words,

using a secure connection setup 801 between module 101 and server 105 may not be energy efficient for module 101, while using secure connection setup 801 between

server 105 and application server 171 can be efficient, since the data from a plurality of modules 101 can be shared over the secure connection setup 801. Also note that

since module 101 may sleep for relatively long periods such as 30 minutes or longer, a new secure connection setup 801 would likely be required to support a firewall

104 after each period of sleep, and completing the process of a secure connection setup 801 each time module 101 wakes may not be energy or bandwidth efficient for

a module 101.

After completing server connection setup 801, server 105 can use a secure connection data transfer 802 to send a first application message 701, where the first

application message 701 could include update instruction 704 that includes sensor data 604 b that server 105 received in a message 208. Data within the first
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application message 701 containing update instruction 704 could be ciphered according to the specifications of the secure connection, such as TLS or IPSec, and other

possibilities exist as well. Note that server 105 can decrypt a module encrypted data 403 that includes sensor data 604 b and subsequently encrypt the sensor data 604

b according to the format required by secure connection setup 801 for transfer to application 171 i using secure connection data transfer 802. Server 105 can use two

different server public keys 114, recorded in the form of a certificate 122 in one embodiment, to with a first server public key 114 used decrypt module encrypted data

403 and a second server public key 114 used encrypt update instruction 704. Server public keys 114 can be used by server 105 in a key derivation function 141 f to

derive a shared public keys 129 b used in a symmetric ciphering algorithm 141 b for both secure connection data transfer 802 and module encrypted data 403 (with a

different derived shared public key 129 b with module 101 and application server 171, respectively).

In another embodiment, server 105 can use the same server public key 114 to both decrypt module encrypted data 403 and encrypt update instruction 704. Other

possibilities exist as well for server 105 to use a server public key 114 to (i) encrypt update instruction 704, such as using an asymmetric ciphering algorithm 141 a, and

(ii) decrypt module encrypted data 403 without departing from the scope of the present invention. As illustrated in FIG. 8 , server 105 can receive an acknowledgement

804 after sending the first application message 701, with update instruction 704 that includes sensor data 604 b, where acknowledgement 804 can signal that

application message 701 with update instruction 704 has been received by application 171 i and/or application server 171. Although not illustrated in FIG. 8 , the

acknowledgement 804 could optionally include a module instruction 502 for module 101.

After receiving message 208, server 105 can then send a response 209. Response 209 could be sent before or after server 105 sends update instruction 704 to

application 171 i using secure connection data transfer 802. Response 209 can include a server encrypted data 504 that includes a module instruction 502. Module

instruction 502 could be processed by server 105, or could be obtained by server 105 from application 171 i in an application instruction 701. In other words, a secure

connection data transfer 802 may be utilized by a server 105 and an application server 171 to send a second application message 701 to server 105, and be received by

server 105, in addition to the sending the first application message 701 from server 105 to application server 171 that is illustrated in FIG. 8 .

According to an exemplary preferred embodiment, server 105 waits for a response or acknowledgement 804 from application 171 i to application message 701 before

sending response 209 to module 101. One reason for waiting for a response or acknowledgement 804 from application 171 i is that response or acknowledgement 804

from application 171 i could include a module instruction 502, and the module instruction 502 may preferably be included in a response 209. Other possibilities exist as

well without departing from the scope of the present invention.

FIG. 8 can also illustrate a benefit of an exemplary embodiment contemplated herein. According to an exemplary embodiment, (i) server 105 and application server 171

can utilize a first set of cryptographic algorithms 141 for sending and receiving data between server 105 and application server 171, such as with a secure connection

data transfer 802, and (ii) server 105 and module 101 can utilize a second set of cryptographic algorithms 141 for sending and receiving data between server 105 and

module 101, such as using the second set of cryptographic algorithms 141 for a module encrypted data 403 and/or server encrypted data 504. In an exemplary

embodiment, server 105 and application server 171 can use RSA algorithms 153 in the first set of cryptographic algorithms 141, while server 105 and module 101 can

use ECC algorithms 154 in the second set of cryptographic algorithms 141. As one example, server 105 can use an (i) RSA-based asymmetric ciphering algorithm 141 b

and first server public key 114 with the application server 171 to securely transfer a first symmetric key 127 with application server 171, and (ii) an ECC-based

asymmetric ciphering algorithm 141 b and second server public key 114 with the module 101 to securely transfer a second symmetric key 127 with a module 101.

Other possibilities exist as well for a server 105 to use a different cryptographic algorithms 141 or parameters 126 for each of application server 171 and module 101.

(A) Server 105 and application server 171 could use a first set of parameters 126 for use with cryptographic algorithms 141 for an application message 701 with related

server digital signatures, while (B) server 105 and module 101 could use a second set of parameters 126 for use with cryptographic algorithms 141 for a module

encrypted data 403 and/or server encrypted data 504 and related digital signatures. In order to maximize security between servers such as server 105 and application

server 171, the first set of parameters 126 could specify (i) a longer public and private key length, (ii) a shorter key expiration time 133, (iii) a longer secure hash

algorithm (such as an exemplary 512 bits), (iv) a longer symmetric ciphering key 127 length (such as an exemplary 192 or 256 bits), (v) the use of or values for RSA

algorithm 153 and a modulus, (vi) the use of Diffie Hellman key exchange or a first key exchange algorithm for a key derivation function 141 f and key exchange, (vii) the

use of or values for a second symmetric ciphering algorithm 141 b for symmetric ciphering, (viii) the use of or values for an RSA digital signature algorithm or a second

digital signature algorithm, and similar settings.

In accordance with a preferred exemplary embodiment, in order to minimize processing power and/or energy usage required for a module 101, the second set of

parameters 126 could specify (i) a shorter public and private key length, (ii) a longer key expiration time 133, (iii) a shorter secure hash algorithm (such as an exemplary

256 bits), (iv) a shorter symmetric ciphering key 127 length (such as an exemplary 128 bits), and (v) the use of an ECC algorithm 154, (vi) the use of or values for an ECC

standard curve 138 and/or ECC parameters 137, (vii) the use of or values for ECDH 159 or a second key exchange algorithm for key derivation and exchange, (vii) the use

of or values for of a second symmetric ciphering algorithm 141 b for symmetric ciphering, (viii) the use of or values for of ECDSA 158 or a second digital signature

algorithm for digital signatures, and similar settings. In an embodiment, the first set of parameters 126 (which can be used by server 105 and application server 171) and

the second set of parameters 126 (which can be used by server 105 and module 101) can both specify the use of elliptic curve cryptographic algorithms 141, but with

different sets of parameters 126 such that the first set of parameters 126 is selected for server to server communications, and the second set of parameters 126 is

selected for communications between a server 105 and a module 101. In another embodiment, the first set of parameters 126 and the second set of parameters 126 can

both specify the use of RSA based cryptographic algorithms 141, but with different sets of parameters 126 such that the first set of parameters 126 is selected for server

to server communications, and the second set of parameters 126 is selected for communications between a server 105 and a module 101.

In this manner, the use of cryptographic algorithms 141 between (i) server 105 and application server 171 and (ii) server 105 and module 101 can be optimized given

different constraints for processing power and energy consumption for server 105, application server 171, and a module 101. In addition, an application server 171 may

use cryptographic algorithms 141 and parameters 126 that may not be compatible with cryptographic algorithms 141 and parameters 126 used by a module 101, and

server 105 can use cryptographic algorithms 141 and parameters 126 to enable a translation or conversion of encrypted data and digital signatures between a module

101 and an application server 171, thereby establishing connectivity between a module 101 and an application server 171 through a server 105. According to an

exemplary embodiment, server 105 can function as a gateway between application server 171 and/or application 171 i and a plurality of modules 101.

FIG. 9

FIG. 9 is a simplified message flow diagram illustrating exemplary data transferred between (i) a server and an application and between (ii) a server and a module, in

accordance with exemplary embodiments. An application server 171, a server 105, and a module 101 can send and receive data illustrated in FIG. 9 . Application server

171 can include application 171 i and use an Internet Protocol address and port (IP:port) number 903 for sending and receiving data with server 105. Server 105 can

include a server program 101 i and a module controller 105 x, where server program 101 i can access a first server IP:port number 901 for communicating with

application server 171, and module controller 105 x can access a second server IP:port number 207 for communication with module 101. In accordance with a preferred

exemplary embodiment, multiple modules 101 can send data to server IP:port number 207, and thus server 105 and/or a module controller 105 x can use a single IP:port

number 207 to communicate with a plurality of modules 101. In addition, server 105 could specify that one subset of modules 101 communicate with a first IP:port

number 207, and a second subset of modules 101 communicate with a second IP:port number 207, etc. In another embodiment, server 105 could use multiple Internet

Protocol addresses for sending and receiving data with a module 101, although a given module 101 can preferably send a message 208 to IP:port number 207 and
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receive a response 209 from the IP:port number 207, and a different module 101 could use a different value for IP:port number 207, including potentially a different IP

address 106. Module 101 can utilize an IP:port number 204 for sending and receiving data with server 105.

As illustrated in FIG. 9 , a symmetric firewall 104 could be included between module 101 and server 105, and the of IP addresses and port numbers in packets between

server 105 and module 101 illustrated in FIG. 9 could also represent routing if a firewall 104 is present and functions as a symmetric firewall without NAT routing. In this

case, firewall 104 may not perform network address translation on source and destination IP addresses, but rather filter packets based on pre-determined rules. For

example, a firewall 104 that is a symmetric firewall could drop inbound packets from IP:port number 207 to module 101 unless module 101 had previously sent a packet

to IP:port number 207 within a firewall port binding timeout value 117. Alternatively, a firewall 104 may be optionally omitted, and in this case the destination address in

packets sent from server 105 to module 101 could include the IP address 202 of module 101, which is also the case illustrated in FIG. 9 . In other words, FIG. 9 illustrates

an exemplary routing of packets in the cases that (i) firewall 104 is a symmetric firewall, and (ii) firewall 104 is optionally not present.

Server 105 can receive a message 208 from a module 101. Server 105 can use a module controller 105 x to receive the message, and module controller 105 x could also

be identified as a process operating on server 105 that binds to the port number in IP:port 207, which could include a port number 205. Message 208 could include

module identity string 904, which could represent a temporary or transient string or number used by module 101 and server 105 to associate and identify message 208

with module identity 110. Module identity string 904 could also comprise a module identity 110. Server 105 can use module identity string 904 to select a symmetric key

127 in order to decrypt module encrypted data 403, since module identity string 904 may preferably be not encrypted. Server 105 and module 101 could use an algorithm

within cryptographic algorithms 141 in order to process a module identity string 904, whereby the module identity string 904 can be converted between (i) a module

identity 110 in a form such as a serial number or IMEI within module 101 and/or server 102, and (ii) a module identity string 904 in a message 208 that can traverse the

Internet 107.

Message 208 as received by server 105 can also include a server instruction 414 within a module encrypted data 403, where the module encrypted data 403 could be

ciphered using a symmetric key 127. The server instruction 414 illustrated in FIG. 9 can be an exemplary “update” instruction, where the “update” instruction can include

a security token 401 and sensor data 604 b. Sensor data 604 b can include a sensor identity 151 and a sensor measurement. Server instruction 414 within a message

208 could include many other values besides an update, including a registration, a query, an alarm or error notification, configuration request, software request,

confirmation, or other values also depicted and described in connection with a server instruction 414 in FIG. 4 . Although message 208 is illustrated as a UDP datagram

601 a in FIG. 9 , message 208 could also be transmitted as a TCP datagram or other Internet transport protocols including Datagram Congestion Control Protocol (DCCP)

and Stream Control Transmission Protocol (SCTP). A security token 401 can comprise a random number 128 a processed by a random number generator 128 and can be

preferably not reused and therefore can keep message 208 unique and not subject to replay attacks. Since a UDP protocol may be implemented for message 208, and

the connectionless UDP protocol may require a module 101 to send retransmissions of a UDP datagram 601 a for message 208, if module 101 does not receive a

response 209 within a specified timer period.

According to an exemplary preferred embodiment, server 105 can include a timer 905, such that multiple UDP datagrams 601 a received within the timer 905 period may

be processed, but datagrams received outside the expiration of the timer 905 would be dropped. Note timer 905 can be particularly useful for security of a system 100

when module 101 may transmit multiple copies of UDP datagram 601 a. Module 101 may transmit multiple copies of a UDP datagram 601 a in order to implement

forward error correction and compensate for any packet loss on the Internet 107 or possibly with wireless network 102. The UDP datagram 601 a may also be sent as a

UDP Lite datagram with channel coding 406. Server 105 can start timer 905 when the first UDP datagram 601 a in message 208 is received, and discard UDP datagrams

601 a for message 208 after the timer 905 expires, such as after an exemplary 2 seconds although other possibilities exist as well. In this manner (i) module 101 can

securely send multiple copies of the same UDP datagram 601 a in message 208, and (ii) server 105 can remain robust against replay attacks. Server 105 can also reset

the timer 905 to a zero value upon sending response 209, and the timer value 905 could start again upon the receipt of a first UPD datagram 601 a in the next message

208.

If the UDP Lite protocol is utilized for message 208 with multiple copies of UDP Lite datagram 601 a received, then each UDP Lite datagram 601 a could be different,

depending on the presence of bit errors in the datagram, and thus server 105 can use timer 905 to collect the multiple copies of UDP Lite datagram 601 a within the timer

905 period and process the multiple packets received, including combining the data across multiple packets, in order to eliminate bit errors within the datagrams and

collect an error-free message 208.

After receiving message 208, server 105 use the steps outlined in FIG. 5 a to process message 208 and read the plaintext server instruction 414, such as the sensor data

604 b illustrated in FIG. 9 . Other possibilities exist as well for sensor data 604 b or values or information inside a server instruction 414. Server 105 can then send or

transmit a first application message 701 to application server 171 that includes data received from the server instruction 414 from module 101 in message 208. The

data received in the server instruction 414 from module 101 could be included by server 105 in an update instruction 704. An application 171 i operating within

application server 171 or associated with application server 171 could receive the first application message 701. The first application message 701 could be formatted

according to a TCP datagram 902, although other possibilities exist as well including UDP.

In accordance with an exemplary preferred embodiment, the first application message 701 may include an update instruction 704 with sensor data 604 b, although

update instruction 704 could also contain or include other data pertaining to module 101 besides sensor data 604 b, such as a state of a component with module 101, a

state of a software routine, variable, or parameter associated with module 101. The first application message 701 sent from server 105 to application server 171 could

be a datagram within a secure connection data transfer 802 as illustrated in FIG. 8 . Sensor data 604 b could be sent by server 105 using application server public key

171 w, such as either (i) mutually deriving a common shared key 129 b between server 105 and application 171 i using a key derivation function 141 f, where the shared

key 129 b could function as a symmetric key 127 with a symmetric ciphering algorithm 141 b, or (ii) server 105 sending a symmetric key 127 to application server 171

using an asymmetric ciphering algorithm 141 a and the application server public key 171 w. Message 805 in FIG. 8 with the label of “Client Key Exchange” can comprise

server 105 sending a symmetric key 127 (or value or parameter 126 for deriving symmetric key 127) to application server 171, where the symmetric key 127 can be used

by server 105 to encrypt update instruction 704 illustrated in FIG. 9 .

In accordance with an exemplary preferred embodiment, application message 701 may include (i) module identity 110 encrypted within secure connection data transfer

802 and also a server identity 206 that is not encrypted. In this manner, application server 171 can use server identity 206 to select a symmetric key 127 (possibly sent in

message 805 as described in the paragraph above) in order to decrypt the encrypted data in update instruction 704. Although not illustrated in FIG. 9 , in accordance with

another exemplary embodiment, both a message 208 and the first application message 701 may also include a module digital signature 405. Server 105 can forward the

module digital signature 405 received in a message 208 with sensor data 604 b to the application server 171 in the first application message 701 illustrated in FIG. 9 .

The module digital signature 405 in a first application message 701 does not need to be encrypted. The application server 171 can verify the module digital signature

405 using step 411 of FIG. 4 (using a module public key 111). In this manner, application 171 can verify that module 101 originated the sensor data 604 b, even though

application server 171 received the application message 701 from server 105.

Application server 171 can receive the first application message 701 sent by server 105 and process the message. The message processing by application server 171

could use steps similar or equivalent to the steps utilized by server 105 illustrated in FIG. 4 , in order to extract a plaintext application instruction 704. Although not

illustrated in FIG. 9 , application 171 i could record data received within application instruction 704 and record the data in an application database 171 k. Application 171 i
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could use the data received in application instruction 704 or a plurality of application instructions 704 to generate reports, graphs, emails, or other user information for a

user 183.

Upon processing the information within application instruction 704, application 171 i or application server 171 could send a second application message 701 to server

105, as illustrated in FIG. 9 . The second application message 701 could be sent using a secure connection data transfer 802, and could include a module instruction 502

and a module identity 110. The second application message 701 can use the IP:port number 903 as a source IP:port number for the second application message 701,

where IP:port number 903 also represented a destination IP:port number for the first application message 701. The second application message 701 can use the IP:port

number 901 as the destination IP:port number, where IP:port number 901 was the source port number in the first application message 701. The module instruction 502

within the second application message 701 can comprise could include an actuator setting 706. The module instruction 502 within the second application message 701

can comprise other data or module instructions 502 for a module 101 that do not include an actuator setting 706, such as the exemplary data depicted and described in

connection with FIG. 5 a.

Either server 105 or application server 171 could use the application server public key 171 w to process the second application message 701. As one example, server

105 and/or application server 171 could use a key derivation function 141 f to derive a key, where key derivation function 141 f used application server public key 171 w.

The derived key could be used to encrypt and/or decrypt the module instruction 502 in the second application message 701. Other possibilities exists as well for the

second application message 701 to use the application server public key 171 w, such as server 105 sending a symmetric key 127 (used to encrypt and/or decrypt

module instruction 502 in the second application message 701), where they symmetric key 127 was ciphered using the application server public key 171 w.

Server 105 can received the second application message 701, and the message could be received using an IP:port number 901. Although an IPv4 address is shown in

FIG. 9 , and IPv6 address could be utilized as well. Server 105 could decrypt a body 602, that contains module identity 110 and a module instruction 502, using

algorithms specified according to a secure connection data transfer 802. According to an exemplary embodiment, a secure connection data transfer 802 between a

server 105 and an application server 171 could also comprise the steps for encrypting/decrypting and signing/verifying that are depicted and described in connection

with FIG. 4 and FIG. 5 a , and thus secure connection data transfer 802 could also optionally use the same steps and procedures between server 105 and application

server 171 that are contemplated between server 105 and module 101. As one example, the application message 701 packets illustrated in FIG. 9 sent between server

105 and application 171 could be formatted to UDP and include a server encrypted data 504. As depicted and described in FIG. 8 , a first set of parameters with

cryptographic algorithms 141 could be used with an application message 701 and a second set of parameters 126 with cryptographic algorithms 141 could be used with

server encrypted data 504 and/or module encrypted data 403.

After extracting a plaintext module instruction 502 and module identity 110 from a body 602 in the second application message 701, server 105 can take steps to

process the data within a response 209 for module 101. Server 105 can record or query for information pertaining to module 101 using module identity 110 in a module

database 105 k. In accordance with exemplary embodiments, server 105 can use module identity 110 received in the second application message 701 to select (i) a

symmetric key 127 used by module 101 for encrypting and/or decrypting a server encrypted data 504 that can include the module instruction 502, (ii) a destination

IP:port number 204 for sending a response 209, (iii) a source IP:port number 207 for sending a response 209, (iv) a determination if a wait interval 703 is required before

sending response 209, (v) a security token 401, and (vi) a set of parameters 126 for use with a cryptographic algorithms 141 in communications with module 101. In one

embodiment, different modules 101 connected to server 105 may use different parameters 126, and server 105 can select the parameters 126 using (i) the module

identity 110 received in the second application message and (ii) a module database 105 k. Server 105 can also use module identity 110 received in the second

application message 701 to select (vii) a transport protocol for a response 209, such as TCP, UDP, or UDP Light, and (viii) a channel coding 406 parameter such as a block

code, turbo code, or forward error correction coding scheme. Server 105 can use module identity 110 received in application message 701 to format and/or send a

response 209 to module 101.

According to a preferred exemplary embodiment, server 105 may receive an application message 701 with data for a module 101 at arbitrary times. Server 105 could

also receive an application message 701 at a time when a first application message 701 with module identity 110 has not (i) previously been sent by server 105, (ii) or

sent in a comparably long time such as a day or a week. As noted previously, server 105 may not be able to send a module instruction 502 to module 101 at arbitrary

times, because of either (i) a sleep or dormant period for module 101, and/or (ii) the presence of a firewall 104. Thus, server 105 may need to (i) receive a message 208

from module 101 (such as upon waking after a sleep period after a firewall port binding timeout value 117 period since the last message 208) before (ii) sending a

module instruction 502. Consequently, according to a preferred exemplary embodiment, server 105 can use module identity 110 received within an application message

701 to determine (i) if server 105 should wait until a wait interval 703 expires before sending response 209 (where the wait interval 703 can end upon receipt of a

message 208 from a module 101 with the module identity 110 received in the application message 701) or (ii) if server 105 can send response 209 right away (such as a

firewall port binding timeout period 117 has not expired), where response 209 includes the module instruction 502 received in the application message 701.

After (A) using module identity 110 received within application message 701 to select values within a response 209 and timing for sending a response 209, then (B)

server 105 can send response 209 as illustrated in FIG. 9 , where the specific response 209 in FIG. 9 is exemplary. Response 209 can include a server encrypted data

504. Server encrypted data 504 can include module instruction 502. The exemplary response 209 illustrated in FIG. 9 includes an actuator setting 706 within module

instruction 502, but other possibilities exist as well. Note that the use of server encrypted data 504 is optional within a response 209, and server 105 could send module

instruction 502 as plaintext. However, in this case of module instruction 502 being sent as plaintext, server 105 can preferably include a server digital signature 506 such

that module 101 can verify the server digital signature 506 using the server public key 114 and confirm the module instruction 502 was transmitted by server 105. In

accordance with exemplary preferred embodiments, (i) a message from module 101 to server 105 that does not include a module encrypted data 403 preferably includes

a module digital signature 405, and (ii) a response 209, message sent back, datagram, or packet from server 105 to module 101 that does not include a server encrypted

data 504 preferably includes a server digital signature 506. If data is not encrypted within a packet and the packet includes plaintext instructions such as a module

instruction 502 or a server instruction 414, then, in accordance with preferred exemplary embodiments, the receiving node can preferably verify the identity of a sender

using a digital signature included in the packet.

Response 209 sent from server 105 to module 101 could include a checksum 603. Since firewall 104 may comprise a symmetric firewall 104 (that may not perform

network address translation routing), the destination address within IP:port 204 in response 209 illustrated in FIG. 9 may match the IP address 202 used by module 101.

In this case, where the destination IP:port in response 209 includes IP address 202, a checksum 603 sent by server 105 can be equal to a checksum 603 received by

module 101. In accordance with exemplary embodiments, response 209 is transmitted or sent by server 105 within a firewall port binding timeout value 117 after

message 208 was received by server 105. In other words, if a firewall port binding timeout value 117 was equal to an exemplary 20 seconds for UDP packets, the

response 209 illustrated in FIG. 9 would preferably be sent in less than 20 seconds after receiving the last message 208.

FIG. 10

FIG. 10 is a flow chart illustrating exemplary steps for a server to receive a module instruction within an application message, and for the server to send the module

instruction to a module, in accordance with exemplary embodiments. Since an application 171 i operating with an application server 171 may utilize a different set of

protocols for communications than a module 101, server 105 can provide connectivity between module 101 and application 171 i. As illustrated in FIG. 8 and FIG. 9

above, a server 105 can receive an application message 701 from an application server 171. The application server 171 and/or application 171 i could be identified by

the source IP address in an application message 701 received by server 105. Application message 701 could include encrypted data using a secure connection data
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transfer 802, where a body 602 within a packet could include a module instruction 502 and a module identity 110. As illustrated in system 199 in FIG. 1 i , server 105 can

support a network with a plurality of modules 101, and thus a module identity 110 within an application message 701 can be useful to (i) select the proper destination of

module instruction 502, and (ii) other values for sending a response 209 to module 101 as depicted and described in connection with FIG. 9 above.

At step 1001, server 105 can preferably utilize the protocol for the secure connection data transfer 802 (such as TLS illustrated in FIG. 8 ) to extract the plaintext module

instruction 502 and module identity 110. Server 105 could use a first symmetric key 127 with application server 171, such as (i) a first symmetric key 127 derived or

transmitted with message 805 and (ii) a symmetric ciphering algorithm 141 b. After extracting plaintext from application message 701, server 105 can record the data in

a module database 105 k, or simply store the data for further processing in a memory 101 e. Although not depicted in FIG. 10 , server 105 could use a message pre-

processor 105 y to send and receive data with application server 171, where the message pre-processor could comprise a program or library such as a TLS library, and

IPSec library, an SSH library, etc.

Server 105 can then wait for a wait interval 703, where server 105 waits for an incoming message from module 101. Server 105 may need to wait for the wait interval

703 because the module may sleep or be dormant, and also a firewall 104 may block inbound packets or datagrams from server 105 to module 101 if module 101 had

not previously sent a packet within a firewall port binding timeout value 117. After the wait interval 703, server 105 can use step 503 to encrypt module instruction 502

using a second symmetric key 127 and a security token 401, where the second symmetric key 127 is different than the first symmetric key 127. As illustrated in FIG. 5 a ,

the output of step 503 can be a server encrypted data 504. Although step 503 is illustrated as after wait interval 703 in FIG. 10 , step 503 could also take place either (i)

before wait interval 503 or (ii) concurrently with wait interval 703.

According to exemplary embodiments, a first symmetric key 127 used by server 105 and application server 171 is different than a second symmetric key 127 used by

module 101 and server 105. In addition, according to an exemplary embodiment, server 105 may use an RSA algorithm 153 for asymmetric ciphering 141 a in packets

with application server 171 and an ECC algorithm 154 for asymmetric ciphering 141 a in packets with a module 101. Thus, according to an exemplary preferred

embodiment, server 105 can utilize (i) a first certificate 122 with an RSA-based server public key 114 for use in communication with application server 171 i and (ii) a

second certificate 122 with an ECC-based server public key 114 for use in communication with a module 101. In an exemplary embodiment, the first symmetric key 127

is associated with a first symmetric ciphering algorithm 141 b between server 105 and application server 171, and the second symmetric key 127 is associated with a

second symmetric ciphering algorithm 141 b between server 105 and module 101, and the first and second symmetric ciphering algorithms 141 b are different. As

depicted and described in connection with FIG. 8 , the first and second symmetric ciphering algorithms 141 b may use different parameters 126, such as a first set of

parameters 126 with the first symmetric ciphering algorithms 141 b and a second set of parameters 126 with the second symmetric ciphering algorithms 141 b.

Server 105 can receive a message 208 from module 101, where the module identity 110 or module identity string 904 in message 208 could represent a number or string

associated with the module identity 110 in application message 701. Note that the exact string, number, or digits in module identity 110 or module identity string 904 in

message 208 does not need to match the exact string, number, or digits for module identity 110 in application message 701, and the two messages could use different

encoding schemes or values for module identity 110. As one example, module identity 110 in application message 701 could represent a serial number for module 101,

while module identity 110 in message 208 could represent a session identity. Other possibilities exist as well for a string or number within a module identity 110. Server

105 can preferably uniquely associate module identity 110 in an application message 701 with module identity 110 in a message 208.

After receiving message 208, server 105 can send the server encrypted data 504 processed in step 503 above within a response 209. A server encrypted data 504 within

response 209 could include the module instruction 502, where module instruction 502 was received in the application message 701. Note that module instruction 502

within response 209 does not need to be the exact same string, number, or binary digits as module instruction 502 received by server 105 in application message 701.

As one example, application message 701 and response 209 could use different coding schemes (such as ASN.1 for response 209, and plaintext for application

message 701, although other possibilities exist as well). As illustrated in FIG. 10 , module instruction 502 within an application message 701 can preferably represent an

equivalent action for module 101 as a module instruction 502 within response 209. For example, module instruction 502 in both application message 701 and response

209 could instruct module 101 to (i) throw a switch, (ii) sleep for an interval, (iii) adjust a power level, and other possibilities exist as well. As described above in FIG. 9 ,

the use of encryption within response 209 could optionally be omitted, but in this case response 209 may include a server digital signature 506 with module instruction

502.

After sending response 209, at step 1002 the server 105 may preferably receive a confirmation from module 101 that the module instruction 502 had been successfully

received and/or successfully applied. The confirmation could be received in the format of a second message 208 from module 101 with a server instruction 414, where

the server instruction 414 is a “confirmation”. Other data regarding the execution of module instruction 502 by module 101 could be included in the confirmation at step

1002, such as a timestamp 604 a when the module instruction 502 was executed. After receiving the confirmation from the module 101, server 105 can preferably send

a second application message 701 to an application server 171 and/or application 171 i with a confirmation 705. The confirmation 705 could be sent using a secure

connection data transfer 802. In accordance with exemplary embodiments, the application message 701 sent from server 105 to application server 171 in the form of a

confirmation 705 can include the timestamp 604 a.

In an exemplary embodiment, the reliable and secure transmission of timestamp 604 a from module 101 to application server 171 through server 105 may be useful for

proper management of a monitored unit 119. Due to any sleep or dormant states of module 101, plus periodic outages and recovery of wireless network 102, a first time

value that module 101 executes module instruction 502 may be significantly different than a second time value that application server 171 sent the module instruction

502. Consequently, application server 171 may preferably receive a timestamp 604 a sent by module 101 in an application message 701 from server 105, and the

application message 701 could comprise a confirmation 705.

Although not illustrated in FIG. 10 , server 105 could then continue listening on or monitoring (i) IP:port 901 for additional incoming application messages 901 from

application server 171, and (ii) IP:port 207 for additional incoming messages 208 from a module 101. Although not illustrated in FIG. 10 , module instruction 502 may

optionally be encrypted such that server 105 may not be able to read plaintext within module instruction 502, and in this case step 1001 illustrated in FIG. 10 would be

bypassed. For example, module instruction 502 may be encrypted with the module public key 111, and thus module instruction 502 may only reasonably be read by

module 101. Even if module instruction 502 cannot be read in plaintext form by server 105 upon receiving application message 701, module identity 110 within

application message 701 would preferably be in a form where server 105 can (i) process the module identity 110 into plaintext (as a minimum in order to route the

message to module 101 among a plurality of modules 101), or (ii) simply read the module identity 110 from a body 602 in the application message 701.

In this embodiment where step 1001 is omitted in FIG. 10 , the application server 171 can use a module public key 111 and an asymmetric ciphering algorithm 141 a to

encrypt the module instruction 502 shown in the body 602 of the application message 701 illustrated in FIG. 9 . The application server 171 can also include a digital

signature of the module instruction 502 using the application server private key 171 t and a digital signature algorithms 141 d. The encrypted module instruction 502,

module identity 110, and digital signature can be sent to the server 105 in an application message 701 using the first step shown in FIG. 10 . The application message

701 can also include an identity of the application server.

Continuing in this embodiment where step 1001 is omitted in FIG. 10 , the server 105 can then use the waiting interval 703 until a message 208 is received from a

module 101. In this case where step 1001 is omitted in FIG. 10 , then step 503 can also be omitted since the module instruction 502 is already encrypted with the module

public key 111 (by the application server 171). After skipping step 503 and receiving the message 208, the server 105 can then send the encrypted module instruction

502 and digital signature (signed by the application server 171) to the module 101 in a response 209, as shown in FIG. 10 . The module 101 can read receive the

1/13/26, 6:41 PM US11606204B2 - Systems and methods for “machine-to-machine” (M2M) communications between modules, servers, and an appli…

https://patents.google.com/patent/US11606204B2/en?oq=11606204 37/71

NWO EX2009 
Samsung v Network-1, IPR2026-00115 

Page 37 of 71



response 209, read the identity of the application server, select a public key 171 w of the application server 171, verify the digital signature of the module instruction 502,

and decrypt the module instruction 502 using the module private key 112 and an asymmetric ciphering algorithms 141 a. The module 101 can then apply the module

instruction 502 and send a message 208 with a confirmation at step 1002. The confirmation at step 1002 can include a timestamp 604 b, which the server 105 can send

to the application server 171. In this manner, the module 101 may receive instructions from the application server 171 i that are not encrypted by the server 105.

FIG. 11

FIG. 11 is a flow chart illustrating exemplary steps for a server to communicate with an application and a module, in accordance with exemplary embodiments. FIG. 11

includes a combination of different exemplary embodiments contemplated in the present invention, including (i) receiving a first module encrypted data 403 with a first

sensor data 604 b from a module 101 using a first public key 111, (ii) sending the first sensor data 604 b in a first application message 701, (iii) sending a module

instruction 502 for a module 101 to derive a new public and private key pair using a set of parameters 126, (iv) receiving a second module encrypted data 403 with a

second sensor data 604 b from module 101 using the second public key, and (iv) sending the second sensor data 604 b in a second application message 701.

Server 105 can receive a first module public key 111 at step 516. The first module public key 111 can be in a message 208 that includes a module identity 110 and first

parameters 126, where the parameters can provide values associated with the first module public key 111 such as an elliptic curve name or defining equation, a modulus

for an RSA key, a time-to-live value, a certificate authority 118 name, etc. According to an exemplary embodiment, a set of parameters 126 can include a module public

key identity 111 a, in addition to other values. Server 105 can receive the first module public key 111 at step 516 in the form of a certificate 122, although a certificate

122 is not required. Although not illustrated in FIG. 11 , module public key 111 could optionally be encrypted in a module encrypted data 403, as depicted and described

in connection with Step 1001 of FIG. 10 in U.S. patent application Ser. No. 14/039,401. In addition, the submission of the first module public key 111 at step 516 could be

authenticated using step 517 of FIG. 5 b of the present invention. In this manner, server 105 can ensure that the first module public key 111 is properly associated with

module identity 110 and/or module 101 (i.e. prevent an incorrect submission of the first module public key 111 or even the potential malicious submission of the first

module public key 111). In accordance with a preferred exemplary embodiment, the first message 208 received at step 516 can also include a module public key identity

111 a, so that server 105 can properly keep track of multiple different module public keys 111 used by a module 101 over time, such as module 101 periodically rotating

public/private key pairs in order to enhance security.

At step 1101, server 105 can receive a second message 208 that includes a first module encrypted data 403, where the first module encrypted data 403 was processed

by server 105 using the first module public key 111 and first set of parameters 126 received in step 516. In accordance with an exemplary preferred embodiment, server

105 can use the first module public key 111 to process the first module encrypted data 403 by (i) mutually deriving a common shared secret key 129 b as a symmetric

key 127 for use between server 105 and module 101 using a key derivation function 141 f with the first module public key 111 as an input into the key derivation function

141 f, and (ii) server 105 sending a symmetric key 127 to module 101 where (ii.a) the symmetric key 127 was ciphered using an asymmetric ciphering algorithm 141 a

and the first module public key 111 and (ii.b) the first module encrypted data 403 was ciphered using the symmetric key 127. Note that the second message 208 could

be optionally sent without ciphering or encryption, and in this case the second message 208 could use the first module public key 111 to include a module digital

signature 405 in the second message 208. The second message 208 can include a sensor data 604 b or other server instruction 414. According to an exemplary

embodiment, the second message 208 may also preferably include a module identity 110 or a module identity string 904 outside of the module encrypted data 403, so

that server 105 can select the proper key in order to decrypt the module encrypted data 403.

At step 1102, server 105 can use an application message 701 to send the sensor data 604 b from a sensor 101 f with module 101 to an application server 171 and/or an

application 171 i. As illustrated in FIG. 8 and FIG. 9 , the application message 701 can use a secure connection data transfer 802, and could comprise an update

instruction 704. The application message 701 can include both a module identity 101 and a server identity 206, and the server identity 206 can be useful for application

server 171 since the application server 171 could receive a plurality of application messages 701 from a plurality of servers 105, each using a different key for ciphering.

Although not illustrated in FIG. 11 , steps 1101 and 1102 could be completed in series multiple times before proceeding to step 1103, such as module 101 sending

multiple messages 208 with sensor data 604 b over several days or longer, and server 105 can correspondingly send the data to an application server 171.

At step 1103, server 105 can process a module instruction 502 for module 101 to derive a second module public key 111 and a second private key 112. Potential

reasons for the use of a new public and private key by module 101 are described in connection with FIG. 5 b and elsewhere herein, and could include the expiration the

validity of a certificate 122 with the first module public key 111 among many possible reasons. Although server 105 is illustrated as processing the module instruction

502 at steps 1103, an application server 171 or another server associated with M2M service provider 108 or module provider 109 could send a signal to server 105 for

module 101 to derive new keys, and server 105 could then send module 101 a module instruction 502 to derive new keys at step 1103. In an exemplary embodiment, any

module instructions 502 originated outside server 105 in a system 100 illustrated in FIG. 1 may preferably be sent to server 105 before sending to module 101, since

other servers besides server 105 in a system 100 illustrated in FIG. 1 would not normally be able to send a packet to module 101 due to the presence of firewall 104. In

accordance with an exemplary preferred embodiment, (i) module 101 may only receive a module instruction 502 from a server 105, where server 105 had previously

received a message 208, (ii) before module 101 receives the module instruction 502. Further, module 101 may only receive a module instruction 502 both (i) after

sending a message 208 and (ii) before the expiration of a firewall port binding timeout value 117 after sending the message 208.

Server 105 can then use step 503 illustrated in FIG. 5 a to encrypt (i) the module instruction 502 and (ii) the second parameters 126 in a server encrypted data 504, where

the module instruction 502 comprises an instruction for module 101 to derive a new pair of keys. Server 105 can use a symmetric key 127 and a symmetric ciphering

algorithm 141 b to encrypt the module instruction 502 and second parameters 126. The symmetric key 127 used in step 503 illustrated in FIG. 11 could be processed

using the first module public key 111, where server 105 had (i) verified the identity of module 101 using a module digital signature 405 using the first module public key

111, and then (ii) subsequently sent or received the symmetric key 127 with module 101 after the module digital signature 405 was verified using the first module public

key 111. Alternatively, server 105 could have sent the symmetric key 127 to module 101 in a response 209 using an asymmetric ciphering algorithm 141 a and the first

module public key 111. Although not illustrated in FIG. 11 , in a different but related embodiment to FIG. 11 , step 506 can be substituted for step 503, such that module

instruction 502 and/or second parameters 126 are not encrypted but rather a server digital signature 506 processed for inclusion in a response at step 1104 below.

At step 1104, server 105 can then send a response 209 that includes the module instruction 502 and second parameters 126, where the module instruction 502 could be

included in a server encrypted data 504. The response 209 could be formatted according to the exemplary response 209 illustrated in FIG. 6 a , where the response 209

can include a module instruction 502 for the module 101 to derive a new key pair. The response 209 could be to (i) the second message 208 received at step 1101, or (ii)

a subsequent message 208 received by server 105 after the second message 208 received in step 1101 and not shown in FIG. 11 . The response 209 at step 1104 can

also include a second set of parameters 126 and a security token 401. As contemplated herein, the terms “parameters” and “set of parameters” may be considered

equivalent. If response 209 at step 1104 does not include a server encrypted data 504, then response 209 at step 1104 may preferably include a server digital signature

506.

The second set of parameters 126 at step 1104 could be related to the first set of parameters 126 at step 516 illustrated in FIG. 11 , or may be different. As one example,

a second set of parameters 126 could include a different expiration date or time-to-live value for a new module public key 111. The second set of parameters 126 could

include a new elliptic curve name or values for a defining equation, including a new elliptic curve for a cryptographic algorithms 141 to be utilized by module 101. Thus,

according to a preferred exemplary embodiment, a set of parameters 126 sent to a module in a response 209 can include values for an elliptic curve defining equation. In

this manner, module 101 and server 105 can utilize an elliptic curve for an ECC algorithms 154 that is different than an ECC standard curve 138. For example, module
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101 and server 105 may prefer to use an elliptic curve for ECC algorithms 154 that is different than defined curves in standards such the list of curve names in section

5.1.1 of IETF RFC 4492 entitled “Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)”, and other related curves such as defined curves

published by NIST.

One benefit of utilizing a non-standard elliptic curve (where the curve can be defined using a ECC parameters 137 in a parameters 126) is that security can be increased,

since attempts to break encryption with standard elliptic curves could not be readily applied to non-standard elliptic curves used in an ECC algorithm 154 (i.e. rainbow

tables and the like generated for one elliptic curve would not normally be applicable for a sufficiently different elliptic curve). In accordance with a preferred exemplary

embodiment, at step 1104 the second set of parameters 126, which can include values for a defining equation and/or ECC parameters 137, can be sent to a module 101

in a response 209, where the parameters 126 are within a server encrypted data 504. The security of a system 100 can be increased by keeping confidential the elliptic

curve used in an ECC algorithm 154. By sending ECC parameters 137 (possibly within the second set of parameters 126) in a server encrypted data 504 in a response

209, where ECC parameters 137 include values for a different elliptic curve for module 101 to utilize in a cryptographic algorithms, the security of a system 100 can be

further increased since the underlying elliptic curves used with public and private keys can change over time.

Module 101 can receive the response 209 sent in step 1104 with the module instruction 502 instructing module 101 to derive a new key pair using the second set of

parameters 126. Note the second set of parameters 126 could be omitted in the response 209 sent in step 1104 and in this case module 101 can use the first set of

parameters from step 516 illustrated in FIG. 11 . Module 101 can decrypt the server encrypted data 504 in a response 209 using a symmetric key 127 and/or the first

module public key 111 sent in the first message at step 516 shown in FIG. 11 . At step 515, module 101 can derive the new key pair using the second set of parameters

126. As depicted and described in connection with FIG. 5 b , module 101 can use the second set of parameters 126, cryptographic algorithms 141, a key pair generation

algorithms 141 e, and a random number generator 128 to derive a second module public key 111 and a second module private key 112. The random number generator

128 could use input from a sensor 101 f, radio 101 z, and other hardware in order to input “noisy” data into a seed 129 used by random number generator 128, including

using a module random seed file 139.

At step 1105, server 105 can receive the second module public key 111 from module 101 in a third message 208. The third message 208 could include a module identity

110, and the second module public key 112 could be authenticated by server 105 using step 517 depicted and described in connection with FIG. 5 b above. Note that the

third message 208 may also preferably include a module public key identity 111 a, so that server 105 can properly track and identify which of a plurality of module public

keys 111 may be used. Module public key identity 111 a and module public key 111 could be received by server 105 in the form of a certificate 122, although the use of a

certificate 122 is not required. Server 105 can authenticate the second module public key 111 at step 1105 using the first module public key 111 received in step 516 in

FIG. 11 . In one embodiment, the second module public key 111 could be authenticated by server 105, where the third message included a module digital signature 405

that module 101 processed using the first module private key 112. Server 105 could use the first module public key 111 and the first set of parameters 126 received in

(or used with) step 516 of FIG. 11 to verify the module digital signature 405. In this manner, the second module public key 111 could be authenticated with or after step

1105 by server 105.

Upon receiving and authenticating the second module public key 111, server 105 can record the second module public key 111 in a module database 105 k or store the

key in other memory. After recording the second module public key 111, at step 1106 server 105 can receive a fourth message 208 that includes (i) a module identity,

and (ii) a second module encrypted data 403, where the second module encrypted data 403 may be encrypted using the second module public key 111 received at step

1105. The second module encrypted data 403 could include second sensor data 604 b or other data as well. Server 105 can decrypt the second module encrypted data

403 in order to extract the plaintext sensor data 604 b, or other data for a server 105 or application 171 i, including a server instruction 414 different than an “update”

message.

At step 1107, server 105 can then send a second application message 701 to an application server 171 and/or application 171 i, were the second application message

could include the sensor data 604 received in step 1105 and the module identity 110. Server 105 can utilize a secure connection data transfer 802 to send the sensor

data 604 b and the module identity 110 received in step 1106. In an exemplary embodiment, the keys used for a secure connection data transfer 802 at step 1107 could

be the same as used in the secure connection data transfer 802 at step 1102. In this manner, server 105 can support a change in public and private keys for module 101,

while no change in public and private keys are required for application server 171 and/or application 171 i. Further, application 171 i may require a valid certificate 122 for

server 105, while server 105 may not require a certificate 122 for each module 101. Although not illustrated in FIG. 11 , steps 1106 and 1107 could repeat in sequence as

server 105 continues to receive additional messages 208 from module 101 over time, and server 105 could continue to update application server 171 and/or application

171 i by sending additional application messages 701. Application 171 i can use the plurality of sensor data 604 b received in FIG. 11 to update an application database

171 k and information presented to a user 183 though a web portal 171 j.

CONCLUSION

Various exemplary embodiments have been described above. Those skilled in the art will understand, however, that changes and modifications may be made to those

examples without departing from the scope of the claims.
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Publication number Priority date Publication date Assignee Title

GB2100530A 1981-03-04 1982-12-22 Hehl Karl A cable gripping and securing device

US5216715A 1989-06-16 1993-06-01 Siemens Aktiengesellschaft Key distribution in public communication networks taking account of
security gradations

US5642420A 1994-03-03 1997-06-24 Fujitsu Limited Cryptoinformation repeater, subscriber terminal connected thereto, and
cryptocommunication method

US5664017A 1995-04-13 1997-09-02 Fortress U & T Ltd. Internationally regulated system for one to one cryptographic
communications with national sovereignty without key escrow

US5852665A 1995-04-13 1998-12-22 Fortress U & T Ltd. Internationally regulated system for one to one cryptographic
communications with national sovereignty without key escrow

DE19803936A1 1998-01-30 1999-08-05 Patent Treuhand Ges Fuer
Elektrische Gluehlampen Mbh

Expansion-compensated optoelectronic semiconductor component, in
particular UV-emitting light-emitting diode and method for its production

US5995625A 1997-03-24 1999-11-30 Certco, Llc Electronic cryptographic packing
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US6038322A 1998-10-20 2000-03-14 Cisco Technology, Inc. Group key distribution

US6256733B1 1998-10-08 2001-07-03 Entrust Technologies Limited Access and storage of secure group communication cryptographic keys

US20010029581A1 2000-04-06 2001-10-11 Knauft Christopher L. System and method for controlling and enforcing access rights to
encrypted media

US20020018569A1 1998-12-04 2002-02-14 Prakash Panjwani Enhanced subscriber authentication protocol

US20030003895A1 2001-05-11 2003-01-02 Telefonaktiebolaget Lm
Ericsson (Publ).

Authentication of termination messages in telecommunications system

US20030211842A1 2002-02-19 2003-11-13 James Kempf Securing binding update using address based keys

US6721886B1 1998-05-20 2004-04-13 Nokia Corporation Preventing unauthorized use of service

US20040162472A1 1999-09-28 2004-08-19 Nellcor Puritan Bennett
Incorporated

Sensor with signature of data relating to sensor

US20040179684A1 2003-03-14 2004-09-16 Identicrypt, Inc. Identity-based-encryption messaging system

US6804357B1 2000-04-28 2004-10-12 Nokia Corporation Method and system for providing secure subscriber content data

US20040221163A1 2003-05-02 2004-11-04 Jorgensen Jimi T. Pervasive, user-centric network security enabled by dynamic datagram
switch and an on-demand authentication and encryption scheme through
mobile intelligent data carriers

US6842628B1 2001-08-31 2005-01-11 Palmone, Inc. Method and system for event notification for wireless PDA devices

US20050008159A1 2003-07-07 2005-01-13 Francesco Grilli Secure registration for a multicast-broadcast-multimedia system (MBMS)

US20050021875A1 2003-04-11 2005-01-27 Jean-Luc Bouthemy User identification module for access to multiple communication networks

US20050050323A1 2003-09-02 2005-03-03 Authenture, Inc. Communication session encryption and authentication system

US20050058294A1 2003-03-22 2005-03-17 Liqun Chen Method, system and device for enabling delegation of authority and
access control methods based on delegated authority

US20050120202A1 2001-11-29 2005-06-02 Jorge Cuellar Use of a public key key pair in the terminal for authentication and
authorization of the telecommunication user with the network operator
and business partners

US20050138353A1 2003-12-22 2005-06-23 Terence Spies Identity-based-encryption message management system

US20050193199A1 2004-02-13 2005-09-01 Nokia Corporation Accessing protected data on network storage from multiple devices

US20050246282A1 2002-08-15 2005-11-03 Mats Naslund Monitoring of digital content provided from a content provider over a
network

US20050278787A1 2002-08-15 2005-12-15 Mats Naslund Robust and flexible digital rights management involving a tamper-resistant
identity module

US20060021063A1 2004-07-22 2006-01-26 Yoshihiro Hori Method for transmission/reception of contents usage right information in
encrypted form, and device thereof

US20060059344A1 2004-09-10 2006-03-16 Nokia Corporation Service authentication

US20060056355A1 2004-09-16 2006-03-16 Love Robert T System and method for downlink signaling for high speed uplink packet
access

US20060095771A1 2004-11-02 2006-05-04 Guido Appenzeller Security device for cryptographic communications

US20060129848A1 2004-04-08 2006-06-15 Texas Instruments
Incorporated

Methods, apparatus, and systems for securing SIM (subscriber identity
module) personalization and other data on a first processor and secure
communication of the SIM data to a second processor

US20060206710A1 2005-03-11 2006-09-14 Christian Gehrmann Network assisted terminal to SIM/UICC key establishment

US20060281442A1 2005-06-03 2006-12-14 Samsung Electronics Co., Ltd. Method for inclusive authentication and management of service provider,
terminal and user identity module, and system and terminal device using
the method

US20070101400A1 2005-10-31 2007-05-03 Overcow Corporation Method of providing secure access to computer resources

US20070158439A1 2005-12-01 2007-07-12 Conner Investments, Llc High speed smart card with flash memory

US20070206799A1 2005-09-01 2007-09-06 Qualcomm Incorporated Efficient key hierarchy for delivery of multimedia content

US20080016230A1 2006-07-06 2008-01-17 Nokia Corporation User equipment credential system

US20080022089A1 2006-06-26 2008-01-24 Leedom Charles M Security system for handheld wireless devices using-time variable
encryption keys
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US20080031204A1 2006-05-10 2008-02-07 Kapil Sood Quality of service resource negotiation

US20080044032A1 2005-11-14 2008-02-21 Bce Inc. Method and system for providing personalized service mobility

US20080107083A1 2003-10-21 2008-05-08 Qualcomm Incorporated Method and apparatus for network initiated data services

US20080114978A1 2005-02-14 2008-05-15 Vesa Petteri Lehtovirta Key Delivery Method and Apparatus in a Communications System

US20080130879A1 2006-10-23 2008-06-05 Valimo Wireless Oy Method and system for a secure PKI (Public Key Infrastructure) key
registration process on mobile environment

US20080165698A1 2007-01-08 2008-07-10 Lars Dalsgaard Method, Apparatus and System for Providing Reports on Channel Quality
of a Communication System

EP1981224A1 2007-04-13 2008-10-15 Samsung Electronics Co., Ltd. Transitioning radio resource control state of user equipment to idle state

US20080307218A1 2007-06-05 2008-12-11 Oleg Logvinov System and method for using an out-of-band device to program security
keys

US20090028341A1 2006-03-20 2009-01-29 Canon Kabushiki Kaisha Communication system, communication device and processing method
therefor

US20090041110A1 2007-03-27 2009-02-12 Qualcomm Incorporated Rate matching with multiple code block sizes

US20090060197A1 2007-08-31 2009-03-05 Exegy Incorporated Method and Apparatus for Hardware-Accelerated Encryption/Decryption

US20090077643A1 2007-09-19 2009-03-19 Interdigital Patent Holdings,
Inc.

Virtual subscriber identity module

US20090113203A1 2007-10-26 2009-04-30 Hitachi Ltd. Network System

US20090116642A1 2006-07-04 2009-05-07 Huawei Technologies Co., Ltd. Method and device for generating local interface key

US20090125996A1 2007-09-19 2009-05-14 Interdigital Patent Holdings,
Inc.

Virtual subscriber identity module

US20090132806A1 2004-06-10 2009-05-21 Marc Blommaert Method for agreeing between at least one first and one second
communication subscriber to security key for securing communication link

US20090183541A1 2006-04-28 2009-07-23 Babak Sadighi Access Control System and Method for Operating Said System

US20090191857A1 2008-01-30 2009-07-30 Nokia Siemens Networks Oy Universal subscriber identity module provisioning for machine-to-machine
communications

US20090209232A1 2007-10-05 2009-08-20 Interdigital Technology
Corporation

Techniques for secure channelization between uicc and a terminal

US20090217348A1 2008-02-22 2009-08-27 Patrik Mikael Salmela Methods and Apparatus for Wireless Device Registration

US20090268909A1 2006-06-12 2009-10-29 Nec Europe Ltd. Method for operating a wireless sensor network

US20090274306A1 2005-04-21 2009-11-05 Wincor Nixdorf International
Gmbh

Method for Key Administration for Cryptography Modules

US20090282246A1 2006-09-11 2009-11-12 Guenther Christian Method and system for continuously transmitting encrypted data of a
broadcast service to a mobile terminal

US20090313472A1 2008-04-07 2009-12-17 Interdigital Patent Holdings,
Inc.

Secure session key generation

US20100031042A1 2007-10-26 2010-02-04 Telcordia Technologies, Inc. Method and System for Secure Session Establishment Using Identity-
Based Encryption (VDTLS)

US20100062808A1 2008-08-25 2010-03-11 Interdigital Patent Holdings,
Inc.

Universal integrated circuit card having a virtual subscriber identity module
functionality

US20100093347A1 2007-04-18 2010-04-15 Gene Beck Hahn Method for performing initial ranging in wireless communication system

US20100098253A1 2007-02-28 2010-04-22 France Telecom Broadcast Identity-Based Encryption

US20100166167A1 2005-04-04 2010-07-01 Nokia Siemens Networks
Gmbh & Co. Kg

Method and Apparatus for Managing Subscriber Profile Information

US20100199334A1 2006-04-24 2010-08-05 Cypak Ab Device and method for identification and authentication

US20100195833A1 2006-07-14 2010-08-05 Vodafone Group Plc Telecommunications device security

US20100223461A1 2009-02-27 2010-09-02 Marc Drader Secure data transfer on a handheld communications device

US20100275028A1 2008-02-20 2010-10-28 Mitsubishi Electric Corporation Verification apparatus

US20100291907A1 2007-09-17 2010-11-18 Seeker Wireless Pty Limited Systems and method for triggering location based voice and/or data
communications to or from mobile ratio terminals
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US20110016321A1 2009-07-14 2011-01-20 Sundaram Ganapathy S Automated Security Provisioning Protocol for Wide Area Network
Communication Devices in Open Device Environment

US20110035584A1 2009-03-05 2011-02-10 Interdigital Patent Holdings,
Inc.

Secure remote subscription management

US20110035604A1 2008-10-21 2011-02-10 Habraken G Wouter Dual-Interface Key Management

US20110055553A1 2009-08-26 2011-03-03 Lee Sung-Young Method for controlling user access in sensor networks

US7921292B1 2003-04-04 2011-04-05 Voltage Security, Inc. Secure messaging systems

US7957532B2 2006-06-23 2011-06-07 Microsoft Corporation Data protection for a mobile device

US20110158411A1 2009-12-29 2011-06-30 General Instrument
Corporation

Registering client devices with a registration server

US20110167272A1 2010-01-06 2011-07-07 Kolesnikov Vladimir Y Secure Multi-UIM aka key exchange

US20110213959A1 2008-11-10 2011-09-01 Nokia Siemens Networks Oy Methods, apparatuses, system and related computer program product for
privacy-enhanced identity management

US20110237281A1 2008-10-28 2011-09-29 Koninklijke Kpn N.V. Telecommunications Network and Method of Transferring User Data in
Signalling Messages from a Communication Unit to a Data Processing
Centre

US20110270747A1 2010-04-28 2011-11-03 Xu Richard H System and Method for Adding Funds to a Prepaid Account for a Mobile
Device Associated with Mulitple Communication Profiles

US20110269422A1 2010-04-28 2011-11-03 Xu Richard H System and Method for Routing a Message to a Mobile Device Associated
with Multiple Communication Profiles

US20110269461A1 2010-04-28 2011-11-03 Xu Richard H System and Method for Dynamically Providing Communication Profiles for
Mobile Devices

US20110268022A1 2010-04-28 2011-11-03 Xu Richard H System and Method for Routing Signals Using Network-Specific Identifiers
for a Common Server Module

US20110269472A1 2010-04-28 2011-11-03 Xu Richard H System and Method for Routing a Call to a Mobile Device Associated with
Multiple Communication Profiles

WO2011138238A1 2010-05-03 2011-11-10 Alcatel Lucent Managing the operation of a machine type communication device in a
mobile communication system

US20110291803A1 2010-05-27 2011-12-01 Zeljko Bajic Rfid security and mobility architecture

US20110314287A1 2010-06-16 2011-12-22 Qualcomm Incorporated Method and apparatus for binding subscriber authentication and device
authentication in communication systems

US20120011360A1 2010-06-14 2012-01-12 Engels Daniel W Key management systems and methods for shared secret ciphers

US20120011362A1 2010-07-08 2012-01-12 Certicom Corp. System and Method for Performing Device Authentication Using Key
Agreement

US20120023336A1 2009-12-10 2012-01-26 Vijayarangan Natarajan System and method for designing secure client-server communication
protocols based on certificateless public key infrastructure

US20120030461A1 2001-02-06 2012-02-02 Certicom Corp. Mobile certificate distribution in a pki

US20120033613A1 2010-08-04 2012-02-09 National Taiwan University Enhanced rach design for machine-type communications

US8127142B2 2005-09-09 2012-02-28 University Of South Florida Method of authenticating a user on a network

US20120072732A1 2009-06-12 2012-03-22 Canard Sebastien cryptographic method for anonymous authentication and separate
identification of a user

US20120084568A1 2010-10-01 2012-04-05 Futurewei Technologies, Inc. Lightweight Secure Neighbor Discovery Protocol for Low-Power and Lossy
Networks

US20120089568A1 2010-09-03 2012-04-12 Stephen Manley Adaptive Data Transmission

US20120087493A1 2010-10-12 2012-04-12 Research In Motion Limited Method for securing credentials in a remote repository

US20120108205A1 2010-10-28 2012-05-03 Schell Stephen V Methods and apparatus for storage and execution of access control
clients

US20120117635A1 2010-11-04 2012-05-10 Schell Stephan V Simulacrum of physical security device and methods

US20120159153A1 2010-12-13 2012-06-21 Korea Basic Science Institute Efficient Identity-Based Ring Signature Scheme With Anonymity And
System Thereof

US20120170451A1 2011-01-05 2012-07-05 Harish Viswanathan System and method for communicating data between an application
server and an m2m device
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US20120190354A1 2010-12-06 2012-07-26 Gemal To Sa UICCs EMBEDDED IN TERMINALS OR REMOVABLE THERE FROM

US20120214444A1 2011-02-15 2012-08-23 Research In Motion Limited System and Method for Identity Management for Mobile Devices

US20120260095A1 2011-04-05 2012-10-11 Jerrold Von Hauck Apparatus and methods for controlling distribution of electronic access
clients

US20120260086A1 2011-04-05 2012-10-11 Haggerty David T Apparatus and methods for distributing and storing electronic access
clients

US20120260090A1 2011-04-05 2012-10-11 Jerrold Von Hauck Apparatus and methods for storing electronic access clients

US20120263298A1 2009-12-31 2012-10-18 Samsung Electronics Co. Ltd. Method and system for supporting security in a mobile communication
system

US20120278490A1 2011-04-27 2012-11-01 At&T Mobility Ii Llc Distributed machine-to-machine connectivity

US20120300932A1 2011-05-26 2012-11-29 First Data Corporation Systems and Methods for Encrypting Mobile Device Communications

CA2775853A1 2011-06-01 2012-12-01 Research In Motion Limited Using multiple user accounts on a mobile device

US20120331298A1 2010-03-11 2012-12-27 Huawei Technologies Co., Ltd. Security authentication method, apparatus, and system

US20120331292A1 2011-04-26 2012-12-27 Haggerty David T Electronic access client distribution apparatus and methods

US20130007442A1 2011-06-30 2013-01-03 Qualcomm Incorporated Facilitating group access control to data objects in peer-to-peer overlay
networks

US8352739B2 2003-06-27 2013-01-08 Kt Corporation Two-factor authenticated key exchange method and authentication
method using the same, and recording medium storing program including
the same

US20130012168A1 2010-03-15 2013-01-10 Samsung Electronics Co. Ltd. Method and system for secured remote provisioning of a universal
integrated circuit card of a user equipment

US20130028184A1 2010-01-06 2013-01-31 Electronics And
Telecommunications Research
Institute

Machine type communication system

WO2013027085A1 2011-08-22 2013-02-28 Nokia Corporation Multi-sim enabling application and use of euicc in legacy terminals

KR20130026351A 2011-09-05 2013-03-13 주식회사 케이티 Method and apparatus for managing profile of embedded uicc,
provisioning method and mno-changing method using the same

KR20130026352A 2011-09-05 2013-03-13 주식회사 케이티 Method and apparatus for managing key information of embedded uicc,
mno system, provisioning method and mno-changing method using the
same

KR20130026958A 2011-09-05 2013-03-14 주식회사 케이티 Method for verification of embedded uicc using euicc certificate, method
for provisioning and mno switching, euicc, mno system and recording
medium for the same

WO2013048084A2 2011-09-28 2013-04-04 주식회사 케이티 Profile management method, embedded uicc, and device provided with the
embedded uicc

US20130091556A1 2010-06-21 2013-04-11 Nokia Siemens Networks Oy Method for establishing a secure and authorized connection between a
smart card and a device in a network

US8434139B1 2009-09-10 2013-04-30 Symantec Corporation Utilizing communications obfuscation proxy to protect system services

US20130114810A1 2010-07-23 2013-05-09 Nippon Telegraph And
Telephone Corporation

Cryptographic system, cryptographic communication method, encryption
apparatus, key generation apparatus, decryption apparatus, content server,
program, and storage medium

US20130117824A1 2010-06-22 2013-05-09 Telefonaktiebolaget L M
Ericsson (Publ)

Privacy preserving authorisation in pervasive environments

WO2013066077A1 2011-11-04 2013-05-10 주식회사 케이티 Method for managing multiple profiles in an embedded uicc, and
embedded uicc and terminal therefor

US20130122864A1 2011-05-06 2013-05-16 David T. Haggerty Methods and apparatus for providing management capabilities for access
control clients

US8452017B2 2007-12-21 2013-05-28 Research In Motion Limited Methods and systems for secure channel initialization transaction security
based on a low entropy shared secret

US20130149996A1 2011-12-09 2013-06-13 Verizon Patent And Licensing
Inc.

Public key cryptography for applications requiring generic bootstrap
architecture

US20130157673A1 2011-09-16 2013-06-20 Alcatel-Lucent Usa Inc. Network operator-neutral provisioning of mobile devices

US20130166915A1 2011-12-22 2013-06-27 Research In Motion Limited Secure text-to-speech synthesis in portable electronic devices
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US20130165075A1 2011-05-23 2013-06-27 Gigsky, Inc. Devices and systems that obtain and manage subscriptions for accessing
wireless networks on an ad hoc basis and methods of use

US20130165073A1 2011-12-23 2013-06-27 Nokia Corporation Method and apparatus for emulating a plurality of subscriptions

US20130173747A1 2011-11-21 2013-07-04 Young Jin Kim System, method and apparatus providing address invisibility to content
provider/subscriber

US20130173926A1 2011-08-03 2013-07-04 Olea Systems, Inc. Method, Apparatus and Applications for Biometric Identification,
Authentication, Man-to-Machine Communications and Sensor Data
Processing

US20130179962A1 2001-02-14 2013-07-11 Endeavors Technologies, Inc. Intelligent Network Streaming and Execution System for Conventionally
Coded Applications

US20130182586A1 2012-01-18 2013-07-18 Qualcomm Incorporated Obtaining communication session initiation information in a wireless
communications system

US20130183932A1 2012-01-18 2013-07-18 Renesas Mobile Corporation Method and apparatus for network access

US20130212637A1 2010-03-02 2013-08-15 Interdigital Patent Holdings,
Inc.

Migration of credentials and/or domains between trusted hardware
subscription modules

US8522013B2 2009-08-31 2013-08-27 Telcordia Technologies, Inc. System and methods to perform public key infrastructure (PKI) operations
in vehicle networks using one-way communications infrastructure

US20130227646A1 2012-02-14 2013-08-29 Apple Inc. Methods and apparatus for large scale distribution of electronic access
clients

US8526606B2 2010-12-20 2013-09-03 GM Global Technology
Operations LLC

On-demand secure key generation in a vehicle-to-vehicle communication
network

US20130231087A1 2012-03-05 2013-09-05 Rogers Communications Inc. Radio management method and system using embedded universal
integrated circuit card

US8555067B2 2010-10-28 2013-10-08 Apple Inc. Methods and apparatus for delivering electronic identification components
over a wireless network

US20130283047A1 2010-08-05 2013-10-24 Gemalto Sa System and method for securely using multiple subscriber profiles with a
security component and a mobile telecommunications device

US20130294602A1 2012-05-02 2013-11-07 Horatio Nelson Huxham Small Form-Factor Cryptographic Expansion Device

US20130305345A1 2012-05-10 2013-11-14 Centurylink Intellectual
Property Llc

System and method for secure machine-to-machine communications

US8590028B2 2007-07-09 2013-11-19 Infosys Limited Content licensing and conditional access using a mobile device

US20130322621A1 2012-05-31 2013-12-05 Snu R&Db Foundation Private key generation apparatus and method, and storage media storing
programs for executing the methods

US20130331063A1 2012-06-11 2013-12-12 Research In Motion Limited Enabling multiple authentication applications

US20130340040A1 2012-05-23 2013-12-19 Chul Hyun Park Method and apparatus of constructing secure infra-structure for using
embedded universal integrated circuit card

US20130344864A1 2012-05-25 2013-12-26 Kt Corporation METHOD FOR PROVIDING SUBSCRIBER PROFILE OF eUICC

US20140003604A1 2012-06-27 2014-01-02 Certicom Corp. Authentication of a mobile device by a network and key generation

US20140040628A1 2012-08-03 2014-02-06 Vasco Data Security, Inc. User-convenient authentication method and apparatus using a mobile
authentication application

US20140053241A1 2011-04-27 2014-02-20 Telefonaktiebolaget L M
Ericsson (Publ)

Authenticating a Device in a Network

US20140049653A1 2012-08-20 2014-02-20 Jon N. Leonard Authentication and Validation of Smartphone Imagery

US20140073375A1 2012-09-12 2014-03-13 Li Li Methods and apparatus for managing data within a secure element

US20140082359A1 * 2012-09-17 2014-03-20 General Instrument
Corporation

Efficient key generator for distribution of sensitive material from multiple
application service providers to a secure element such as a universal
integrated circuit card (uicc)

US20140082538A1 2012-09-14 2014-03-20 Canon Kabushiki Kaisha Image processing apparatus, image processing method, and storage
medium storing program

US20140082539A1 2012-09-17 2014-03-20 Adobe Systems Incorporated Computer-implemented methods and systems for multi-touch duplication
and swapping interactions

US20140087790A1 2010-12-22 2014-03-27 Vodafone Ip Licensing Limited Sim locking

US20140101444A1 2012-10-09 2014-04-10 Samsung Sds Co., Ltd. Apparatus and method for transmitting data, and recording medium
storing program for executing method of the same in computer
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US20140115335A1 2012-10-19 2014-04-24 Caterpillar Inc. Secure machine-to-machine communication protocol

US20140122878A1 2012-10-30 2014-05-01 Kt Corporation Security management in m2m area network

US20140120874A1 2012-10-25 2014-05-01 Samsung Electronics Co., Ltd Method and device for managing security key for communication
authentication of subscriber station used in cooperative communication of
multiple base station in radio communication system

US20140143826A1 2012-11-21 2014-05-22 Apple Inc. Policy-based techniques for managing access control

US20140140509A1 2012-11-16 2014-05-22 At&T Mobility Ii, Llc Methods for provisioning universal integrated circuit cards

US20140140507A1 2011-07-08 2014-05-22 Kt Corporation Method for changing mno in embedded sim on basis of dynamic key
generation and embedded sim and recording medium therefor

US20140143534A1 2012-11-19 2014-05-22 At&T Mobility Ii, Llc Systems for provisioning universal integrated circuit cards

US20140161113A1 2012-12-06 2014-06-12 At&T Intellectual Property I, L.P. Location-Based Wi-Fi Radio Activation And Deactivation For Mobile
Devices

US20140165155A1 2012-12-06 2014-06-12 Qualcomm Incorporated Management of network devices utilizing an authorization token

US20140192976A1 2012-10-31 2014-07-10 Snu R&Db Foundation Method and system for id-based encryption and decryption

US8782774B1 2013-03-07 2014-07-15 Cloudflare, Inc. Secure session capability using public-key cryptography without access to
the private key

US20140219448A1 2011-08-24 2014-08-07 Deutsche Telekom Ag Authenticating a telecommunication terminal in a telecommunication
network

US20140244994A1 2011-11-11 2014-08-28 Zte Corporation Method, apparatus and system for binding MTC device and UICC

US20140281483A1 2013-03-12 2014-09-18 Silver Spring Networks System and method for enabling a scalable public-key infrastructure on a
smart grid network

US20140273913A1 2013-03-12 2014-09-18 Oberthur Technologies Emergency call system and method

US8843179B2 2012-05-11 2014-09-23 Li Li Provisioning an embedded subscriber identity module

US20140287725A1 2011-11-04 2014-09-25 Kt Corporation Method for forming a trust relationship, and embedded uicc therefor

US20140308991A1 2011-11-04 2014-10-16 Kt Corporation Method for managing multiple profiles in an embedded uicc, and
embedded uicc and terminal therefor

US20140337937A1 2013-05-10 2014-11-13 Research In Motion Limited Methods and devices for detecting unauthorized access to credentials of a
credential store

US20140351403A1 2012-01-19 2014-11-27 Huawei Tech Co Ltd Method for switching of a device, m2m platform and network system

US20140357229A1 2013-05-30 2014-12-04 Samsung Electronics Co., Ltd. Method and apparatus for setting profile

US20150012743A1 2012-02-14 2015-01-08 Nokia Corporation Device to device security using naf key

US20150017910A1 2013-07-12 2015-01-15 Apple Inc. Apparatus and methods for near-field communication based device
configuration and managment

US8965366B1 2010-02-18 2015-02-24 Amazon Technologies, Inc. World SIM

US20150071139A1 2013-09-10 2015-03-12 John A. Nix Power Management and Security for Wireless Modules in "Machine-to-
Machine" Communications

US20150089214A1 2013-09-23 2015-03-26 Deutsche Telekom Ag Enhanced authentication and/or enhanced identification of a secure
element of a communication device

US20150095514A1 2012-03-31 2015-04-02 Orange Content Centric M2M System

US20150092590A1 2013-09-27 2015-04-02 Cellco Partnership D/B/A
Verizon Wireless

Category 1 m2m device data transmission via a long term evolution
network

US9002018B2 2006-05-09 2015-04-07 Sync Up Technologies
Corporation

Encryption key exchange system and method

GB2518976A 2013-09-13 2015-04-08 Vodafone Ip Licensing Ltd Secure communication with a mobile device

US20150113275A1 2013-10-18 2015-04-23 Alcatel-Lucent Usa Inc. Tamper-resistant and scalable mutual authentication for machine-to-
machine devices

US9020479B1 2010-02-18 2015-04-28 Amazon Technologies, Inc. Single version of a user device modem for use with different wireless
carriers

US20150121495A1 2012-10-15 2015-04-30 Huawei Device Co., Ltd. Method and Device for Switching Subscription Manager-Secure Routing
Device
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CA2969829A1 2013-12-06 2015-06-11 M2M And Iot Technologies, Llc An embedded universal integrated circuit card supporting two-factor
authentication

US20150215126A1 2009-01-05 2015-07-30 Imation Corp. Data authentication using plural electronic keys

US20150222619A1 2012-08-30 2015-08-06 Los Alamos National Security,
Llc

Multi-factor authentication using quantum communication

US20150222604A1 2011-12-21 2015-08-06 Ssh Communications Security
Oyj

Automated Access, Key, Certificate, and Credential Management

US20150281964A1 2012-11-19 2015-10-01 Kt Corporation Method for configuring profile of subscriber authenticating module
embedded and installed in terminal device, and apparatus using same

US20150350881A1 2012-12-21 2015-12-03 Giesecke & Devrient Gmbh Methods and Devices for OTA Subscription Management

US20160014112A1 2013-03-14 2016-01-14 Hewlett-Packard Development
Company, L.P.

Wireless communication of a user identifier and encrypted time-sensitive
data

US9253643B2 2009-03-05 2016-02-02 Interdigital Patent Holdings,
Inc.

Method and apparatus for H(e)NB integrity verification and validation

US9270653B2 2011-05-11 2016-02-23 At&T Mobility Ii Llc Carrier network security interface for fielded devices

US20160057725A1 2013-04-15 2016-02-25 Samsung Electronics Co., Ltd. Security method and system for supporting re-subscription or additional
subscription restriction policy in mobile communications

US20160088096A1 2013-05-07 2016-03-24 Gemalto Sa Method for accessing a service, corresponding device and system

US9332129B2 2012-06-21 2016-05-03 Apple Inc. Methods and apparatus for automated communications forwarding

US20160127132A1 2013-05-30 2016-05-05 Samsung Electronics Co., Ltd. Method and apparatus for installing profile

US20160149903A1 2013-04-15 2016-05-26 Samsung Electronics Co., Ltd. Method for supporting subscriber's service provider change restriction
policy in mobile communications and apparatus therefor

US20160294829A1 2015-04-02 2016-10-06 The Boeing Company Secure provisioning of devices for manufacturing and maintenance

US9572016B2 2012-07-06 2017-02-14 Blackberry Limited Methods and apparatus for use in transferring an assignment of a secure
chip between subscription managers

US9628981B2 2011-07-08 2017-04-18 Kt Corporation Method for changing MNO in embedded SIM on basis of special privilege,
and embedded SIM and recording medium therefore

US9674690B2 2012-05-23 2017-06-06 Kt Corporation Method for control and enforcement of policy rule and EUICC

US20170206532A1 2007-12-03 2017-07-20 Yu Yung Choi System and method for streamlined registration and management of
products over a communication network related thereto

US9794775B2 2013-08-09 2017-10-17 Giesecke+Devrient Mobile
Security

Methods and devices for performing a mobile network switch

US10169587B1 2018-04-27 2019-01-01 John A. Nix Hosted device provisioning protocol with servers and a networked initiator

WO2019178312A1 2018-03-16 2019-09-19 Iot And M2M Technologies, Llc Configuration systems and methods for secure operation of networked
transducers

US20190313246A1 2018-04-06 2019-10-10 Iot And M2M Technologies, Llc Device default wifi credentials for simplified and secure configuration of
networked transducers

US20190356482A1 2018-05-17 2019-11-21 Iot And M2M Technologies, Llc A hosted dynamic provisioning protocol with servers and a networked
responder

WO2019246206A1 2018-06-20 2019-12-26 Iot And M2M Technologies, Llc An ecdhe key exchange for server authentication and a key server

WO2020006162A1 2018-06-28 2020-01-02 Iot And M2M Technologies, Llc Ecdhe key exchange for mutual authentication using a key server

WO2020061023A1 2018-09-18 2020-03-26 Iot And M2M Technologies, Llc Storage memory unit with a shared nonvolatile memory interface for a
radio

US20200162247A1 2018-11-15 2020-05-21 Iot And M2M Technologies, Llc Secure firmware transfer from a server to a primary platform

US20200162269A1 2018-11-20 2020-05-21 Iot And M2M Technologies, Llc Mutually authenticated ecdhe key exchange for a device and a network
using multiple pki key pairs

WO2020123959A1 2018-12-14 2020-06-18 Iot And M2M Technologies, Llc Secure ids certificate verification for a primary platform

US20200280436A1 2019-03-01 2020-09-03 John A. Nix Public key exchange with authenticated ecdhe and security against
quantum computers

WO2020223319A1 2019-05-01 2020-11-05 Nix John A Distributed eap-tls authentication for wireless networks with concealed
subscriber identities
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WO2021007235A1 2019-07-08 2021-01-14 Nix John A Eap-tls authentication with concealed user identities and wireless
networks

US20210126801A1 2019-10-25 2021-04-29 John A. Nix Secure configuration of a secondary platform bundle within a primary
platform

WO2021087221A1 2019-10-30 2021-05-06 Nix John A Secure and flexible boot firmware update for devices with a primary
platform

Family To Family Citations

US5319710A * 1986-08-22 1994-06-07 Tandem Computers
Incorporated

Method and means for combining and managing personal verification and
message authentication encrytions for network transmission

SE517116C2 * 2000-08-11 2002-04-16 Ericsson Telefon Ab L M Method and device for secure communication services

US6975729B1 * 2000-08-15 2005-12-13 Sun Microsystems, Inc. Method and apparatus for facilitating use of a pre-shared secret key with
identity hiding

US7203844B1 2002-06-20 2007-04-10 Oxford William V Method and system for a recursive security protocol for digital copyright
control

WO2006082981A1 2005-02-07 2006-08-10 Gs Yuasa Corporation Catalyst-supporting powder and method for producing same

US7627760B2 * 2005-07-21 2009-12-01 Microsoft Corporation Extended authenticated key exchange

WO2008058388A1 * 2006-11-15 2008-05-22 Certicom Corp. Implicit certificate verification

US8510558B2 * 2009-02-17 2013-08-13 Alcatel Lucent Identity based authenticated key agreement protocol

US20110138177A1 * 2009-12-04 2011-06-09 General Instrument
Corporation

Online public key infrastructure (pki) system

US8510267B2 * 2011-03-08 2013-08-13 Rackspace Us, Inc. Synchronization of structured information repositories

US8769288B2 * 2011-04-22 2014-07-01 Alcatel Lucent Discovery of security associations

CA2780879C * 2011-06-21 2019-02-12 Research In Motion Limited Provisioning a shared secret to a portable electronic device and to a
service entity

US20130061292A1 * 2011-08-26 2013-03-07 Cognitive Electronics, Inc. Methods and systems for providing network security in a parallel
processing environment

US8843740B2 * 2011-12-02 2014-09-23 Blackberry Limited Derived certificate based on changing identity

EP2634993B1 * 2012-03-01 2017-01-11 Certicom Corp. Devices and methods for connecting client devices to a network

US9130837B2 * 2012-05-22 2015-09-08 Cisco Technology, Inc. System and method for enabling unconfigured devices to join an
autonomic network in a secure manner

US9009463B2 * 2012-07-09 2015-04-14 Verizon Patent And Licensing
Inc.

Secure delivery of trust credentials

US9270454B2 * 2012-08-31 2016-02-23 Hewlett Packard Enterprise
Development Lp

Public key generation utilizing media access control address

EP2733654A1 * 2012-11-20 2014-05-21 Nagravision S.A. Electronic payment method, system and device for securely exchanging
payment information

CN103220270A * 2013-03-15 2013-07-24 福建联迪商用设备有限公司 Downloading method, management method, downloading management
method, downloading management device and downloading management
system for secret key

JP6062828B2 2013-08-26 2017-01-18 株式会社Ｎｔｔドコモ Subscriber profile transfer method, subscriber profile transfer system, and
user apparatus

CN111756533B * 2014-08-29 2023-07-04 维萨国际服务协会 System, method and storage medium for secure password generation

* Cited by examiner, † Cited by third party

Non-Patent Citations (106)

Title

3GPP, 3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3, 3GPP TS 24.301 v12.2.0, Sep. 2013 pp. 1-6, 63-100.

3GPP, 3rd Generation Partnership Project;Technical Specification Group Services and System Aspects; 3GPP System Architecture Evolution (SAE); Security architecture, 3GPP TS
33.401 V12.9.0 (Sep. 2013) pp. 1-75.

A. Wander et al, Energy Analysis of Public-Key Cryptography on Small Wireless Devices, Sun Microsystems Laboratories, pp. 1-16, 2005.
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ANSI X9.63 Overview, Key Agreement and Key Transport Using Elliptic Curve Cryptography, Simon Blake-Wilson, Certicom (2000).

Appenzeller et al., Identity-Based Encryption Architecture and Supporting Data Structures RFC 5408, 2009, pp. 1-30.

Baugher et al., Group Key Management Architecture, RFC Draft, 2001, pp. 1-20.

Ben Saied, Yosra; Olivereau, Alexis; Laurent, Maryline; "A Distributed Approach for Secure M2M Communications", 5th International Conference on New Technologies, Mobility and
Security (NTMS), May 7-10, 2012, pp. 1-7.

Bender et al., Evolution of SIM provisioning towards a flexible MCIM provisioning in M2M vertical industries, 16th International Conference on Intelligence in Next Generation
Networks, IEEE, 2012, pp. 57-64.

Boyen et al., Anonymous Hierarchical Identity-Based Encryption (Without Random Oracles), 2006.

Boyen et al., Identity-Based Cryptography Standard (IBCS) #1: Supersingular Curve Implementations of the BF and BBI Cryptosystems, RFC 5091, 2007, pp. 1-63.

C. Downey, Migrating Legacy M2M Systems to the Cloud, http://www.ecnmag.com/articles/2013/02/migrating-legacy-m2m-systems-cloud, Feb. 2013, pp. 1-2.

Cakulev et al., "An EAP Authentication Method Based on Identity-Based Authenticated Key Exchange," Aug. 2012, pp. 1-32.

Chang-Seop Park, On Certificate-Based Security Protocols for Wireless Mobile Communication Systems, Dankook University, IEEE Network Sep./Oct. 1997, pp. 50-55.

Chris Foresman, Embedded SIM could cause carrier conflict for Apple, Nov. 19, 2010, pp. 1-2.
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GB2565612B * 2017-03-23 2022-04-06 Pismo Labs Technology Ltd Method and System for Updating a Whitelist at a Network Node

CN109804610B 2017-03-23 2022-05-13 柏思科技有限公司 Method and system for limiting data traffic transmission of network
enabled devices
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US10820190B2 2017-03-30 2020-10-27 Ibasis, Inc. eSIM profile switching without SMS

US10447665B2 * 2017-03-31 2019-10-15 Konica Minolta Laboratory U.S.A.,
Inc.

IPv6 link local secure network with biometric security to secure IOT
devices

US10754983B2 * 2017-03-31 2020-08-25 Interset Software Inc. Anonymization of sensitive data for use in user interfaces

US10645557B2 * 2017-04-04 2020-05-05 Dell Products L.P. Transferable ownership tokens for discrete, identifiable devices

US11533160B2 * 2017-04-05 2022-12-20 Apple Inc. Embedded universal integrated circuit card (eUICC) profile content
management

US10985915B2 * 2017-04-12 2021-04-20 Blackberry Limited Encrypting data in a pre-associated state

EP3392191B1 2017-04-21 2021-06-23 Inventio AG Elevator control system

US11204815B2 2017-05-09 2021-12-21 Microsoft Technology Licensing, Llc Creation of modular applications with corresponding twins in the
cloud

JP6834771B2 * 2017-05-19 2021-02-24 富士通株式会社 Communication device and communication method

DE102017212994B3 * 2017-05-31 2018-11-29 Apple Inc. INSTALLATION AND TESTING OF AN ELECTRONIC PARTICIPANT
IDENTITY MODULE (eSIM)

US10951467B2 2017-06-02 2021-03-16 Arris Enterprises Llc Secure enabling and disabling points of entry on a device remotely or
locally

US10951599B2 2017-06-02 2021-03-16 Arris Enterprises Llc Secure shell (SSH) server public key validation by a SSH client in a
high volume device deployment

US11182349B2 2017-06-04 2021-11-23 Apple Inc. Synchronizing content

US11528129B2 2017-06-04 2022-12-13 Apple Inc. Synchronizing content

WO2018233829A1 * 2017-06-22 2018-12-27 Telefonaktiebolaget Lm Ericsson
(Publ)

METHOD OF GENERATING OPERATING ENTROPY

US10492065B2 * 2017-06-23 2019-11-26 Bank Of America Corporation Encryption system and method

US10659444B2 2017-06-27 2020-05-19 Uniken, Inc. Network-based key distribution system, method, and apparatus

US10524116B2 2017-06-27 2019-12-31 Ibasis, Inc. Internet of things services architecture

US10389529B2 * 2017-06-27 2019-08-20 Uniken, Inc. Entropy-based authentication of mobile financial transaction

US10432600B2 2017-06-27 2019-10-01 Uniken, Inc. Network-based key distribution system, method, and apparatus

WO2019010421A1 2017-07-07 2019-01-10 Ligatti Jay Systems and methods for generating symmetric cryptographic keys

US11316666B2 * 2017-07-12 2022-04-26 Amazon Technologies, Inc. Generating ephemeral key pools for sending and receiving secure
communications

US10715504B2 2017-07-12 2020-07-14 Wickr Inc. Provisioning ephemeral key pools for sending and receiving secure
communications

US11082412B2 2017-07-12 2021-08-03 Wickr Inc. Sending secure communications using a local ephemeral key pool

CN111066374B * 2017-07-18 2023-08-15 惠普发展公司，有限责任合伙企业 System and method for device management

EP3432535B1 * 2017-07-18 2021-09-01 Deutsche Telekom AG Applying filter rules in lpwa communication networks

US10932129B2 2017-07-24 2021-02-23 Cisco Technology, Inc. Network access control

AU2018305843B2 * 2017-07-25 2020-07-02 Telefonaktiebolaget Lm Ericsson
(Publ)

Subscription concealed identifier

US11937080B2 * 2017-07-28 2024-03-19 Huawei Technologies Co., Ltd. Method for updating network access application authentication
information, terminal, and server

CN107360248B * 2017-07-31 2020-08-25 众安信息技术服务有限公司 Method and apparatus and computer-readable storage medium for
configuring local consensus

US20190052610A1 * 2017-08-11 2019-02-14 Honeywell International Inc. Apparatus and method for encapsulation of profile certificate private
keys or other data

US10505732B2 * 2017-08-14 2019-12-10 Nxp B.V. Method for generating a public/private key pair and public key
certificate for an internet of things device

US10397000B2 2017-08-14 2019-08-27 Raytheon Company Multi-level authentication for secure supply chain asset management

US10716001B2 * 2017-08-14 2020-07-14 Star Solutions International Inc. Self-provisioning of mobile devices in deployable mobile
telecommunications networks
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WO2019034986A1 * 2017-08-15 2019-02-21 nChain Holdings Limited Computer-implemented method of generating a threshold vault

CN110999206A 2017-08-15 2020-04-10 区块链控股有限公司 Threshold digital signature method and system

US10313315B2 * 2017-08-25 2019-06-04 Bank Of America Corporation Ensuring information security in data transfers by utilizing proximity
keys

US10120994B1 * 2017-08-28 2018-11-06 Motorola Solutions, Inc. Device and method for authorizing a color change of an apparel
device

US10880266B1 * 2017-08-28 2020-12-29 Luminati Networks Ltd. System and method for improving content fetching by selecting
tunnel devices

EP3648487B1 * 2017-08-30 2022-06-01 Huawei Technologies Co., Ltd. Method for updating firmware and related apparatus

US10985926B2 2017-09-01 2021-04-20 Apple Inc. Managing embedded universal integrated circuit card (eUICC)
provisioning with multiple certificate issuers (CIs)

US11153077B2 * 2018-12-14 2021-10-19 Westinghouse Air Brake
Technologies Corporation

Secure vehicle to vehicle communication

KR102458790B1 * 2017-09-07 2022-10-25 삼성전자 주식회사 Method and apparatus of supporting profile transfer of devices in
wireless communication system

US11277407B2 * 2017-09-15 2022-03-15 Hewlett Packard Enterprise
Development Lp

Disabling MAC address aging time for an internet of things (IoT)
device on a network switch

US10482252B2 * 2017-09-18 2019-11-19 Nxp B.V. Method for protecting the confidentiality and integrity of firmware for
an Internet of Things device

CN109525989B * 2017-09-19 2022-09-02 阿里巴巴集团控股有限公司 Data processing and identity authentication method and system, and
terminal

US10368222B2 * 2017-09-25 2019-07-30 Intel Corporation Self-directing node

US11221606B2 * 2017-09-26 2022-01-11 Honeywell International Inc. System and method for depicting and using one logical connection
with collection of input/output (I/O) modules as multiple individual
logical connections

WO2019066822A1 2017-09-27 2019-04-04 Visa International Service
Association

Secure shared key establishment for peer to peer communications

US10875741B2 * 2017-09-29 2020-12-29 Otis Elevator Company Elevator request authorization system for a third party

WO2019061514A1 * 2017-09-30 2019-04-04 深圳大学 Secure wireless communication physical layer slope authentication
method and apparatus

US11057204B2 2017-10-04 2021-07-06 Amir Keyvan Khandani Methods for encrypted data communications

EP3692489A4 * 2017-10-04 2021-10-20 Jintai Ding QUANTUM SOLID BLOCKCHAIN

JP6818220B2 * 2017-10-19 2021-01-20 三菱電機株式会社 Key sharing device, key sharing method and key sharing program

US10306578B2 2017-10-24 2019-05-28 Verizon Patent And Licensing Inc. Easy connectivity provisioning for cellular network

US9967292B1 2017-10-25 2018-05-08 Extrahop Networks, Inc. Inline secret sharing

US11917048B2 * 2017-10-26 2024-02-27 Venkata Raghu Veera Mallidi Method of enabling manual selection of all possible attributes of
encryption

US10686557B2 * 2017-10-26 2020-06-16 L3 Technologies Inc. Enhanced decoding of coded sequences with structured data

CN107707668B * 2017-10-26 2020-09-11 北京邮电大学 A tail energy optimization method based on data prefetching in LTE
cellular network

US10979229B2 * 2017-10-27 2021-04-13 Digital Asset (Switzerland) GmbH Computer system and method for distributed privacy-preserving
shared execution of one or more processes

LU100497B1 2017-10-27 2019-05-08 Kayan Yves Laurent Method and system for securely enrolling cryptographic keys on
physical media for cryptographic keys, and physical media product

WO2019086444A1 * 2017-10-30 2019-05-09 Telefonaktiebolaget Lm Ericsson
(Publ)

Methods, computer programs, computer program product,
communication devices, network device and server

US10861036B2 * 2017-11-08 2020-12-08 Ranga RAYUDU Systems and methods for randomized reward distribution exchange
for loyalty points

US11036472B2 * 2017-11-08 2021-06-15 Samsung Electronics Co., Ltd. Random number generator generating random number by using at
least two algorithms, and security device comprising the random
number generator

KR102628008B1 * 2017-11-08 2024-01-23 삼성전자주식회사 Random number generator generating random number by using at
least two algorithms and security device comprising the same
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US11888840B2 * 2017-11-09 2024-01-30 Mitsubishi Electric Corporation Apparatus and method for selection and transmission of server
certificate

US10944566B2 * 2017-11-15 2021-03-09 International Business Machines
Corporation

Methods and systems for supporting fairness in secure
computations

US10866822B2 * 2017-11-28 2020-12-15 Bank Of America Corporation Computer architecture for emulating a synchronous correlithm object
processing system

CN109861946B * 2017-11-30 2021-07-23 中国电信股份有限公司 Method and system for verifying calling number and call receiving
equipment

US10708763B2 * 2017-11-30 2020-07-07 T-Mobile Usa, Inc. On-boarding entity for remote embedded universal integrated circuit
card management

FR3074592B1 * 2017-12-01 2019-10-25 Idemia Identity And Security METHOD OF SHARING A KEY FOR DERIVING SESSION KEYS TO
CRYPT AND AUTHENTICATE COMMUNICATIONS BETWEEN AN
OBJECT AND A SERVER

GB201720753D0 2017-12-13 2018-01-24 Nchain Holdings Ltd Computer-implemented system and method

CN109936442B * 2017-12-16 2022-08-23 河南师范大学 Multi-key sharing method and device

CN109981519A * 2017-12-27 2019-07-05 西安比卓电子科技有限公司 A kind of smart home system

US11075906B2 * 2017-12-28 2021-07-27 Shoppertrak Rct Corporation Method and system for securing communications between a lead
device and a secondary device

US20190207776A1 * 2017-12-29 2019-07-04 Futurewei Technologies, Inc. Session management for communications between a device and a
dtls server

CN108111306A * 2018-01-03 2018-06-01 珠海科诺威配网自动化股份有限公司 A kind of communication means between power distribution
automation main station and distribution power automation terminal

US11147459B2 * 2018-01-05 2021-10-19 CareBand Inc. Wearable electronic device and system for tracking location and
identifying changes in salient indicators of patient health

US11397571B2 * 2018-01-17 2022-07-26 Kymeta Corporation Method and apparatus for remotely updating satellite devices

CN108196873B * 2018-01-30 2021-03-30 山东科技大学 Method and system for remote dynamic upgrade of embedded
software in power system

US10389574B1 2018-02-07 2019-08-20 Extrahop Networks, Inc. Ranking alerts based on network monitoring

US20190245935A1 * 2018-02-07 2019-08-08 The Nielsen Company (Us), Llc Methods and apparatus to create opportunistic network of iot
collaboration agents to collect data from mobile devices

US10270794B1 2018-02-09 2019-04-23 Extrahop Networks, Inc. Detection of denial of service attacks

US10827383B2 * 2018-02-23 2020-11-03 Lutron Technology Company Llc Collision detection method

CN111758094A * 2018-02-23 2020-10-09 克姆普勒克斯股份有限公司 System and method for dynamic geospatially referenced cyber-
physical infrastructure inventory

US10742420B1 * 2018-03-09 2020-08-11 Wells Fargo Bank, N.A. Quantum-resistant double signature system

EP3541040B1 * 2018-03-16 2022-04-13 Acklio Method and apparatus for processing message data

EP3766222B1 * 2018-03-16 2022-11-23 IOT and M2M Technologies, LLC Configuration systems and methods for secure operation of
networked transducers

US20190313246A1 * 2018-04-06 2019-10-10 Iot And M2M Technologies, Llc Device default wifi credentials for simplified and secure configuration
of networked transducers

US10999081B2 * 2018-04-12 2021-05-04 Microsoft Technology Licensing, Llc Dynamic certificate management for a distributed authentication
system

US10729211B2 2018-04-12 2020-08-04 CareBand Inc. Wristband locking mechanism, wristband, wearable electronic device
and method of securing an article to a person

CN110198295A * 2018-04-18 2019-09-03 腾讯科技（深圳）有限公司 Safety certifying method and device and storage medium

US20210119785A1 * 2018-04-18 2021-04-22 2Key New Economics Ltd. Decentralized protocol for maintaining cryptographically proven
multi-step referral networks

US10437581B1 2018-04-20 2019-10-08 At&T Mobility Ii Llc Internet of things platform for handling firmware transfer on
machine-to-machine devices

US11533626B2 * 2018-05-07 2022-12-20 Tata Communications (America) Inc. Methods for certificate issuance in remote provisioning architectures
for embedded UICCS

IL259504B * 2018-05-21 2019-11-28 Elbit Systems Land & C4I Ltd A system and method for short response time data services through
cellular networks
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US10274979B1 2018-05-22 2019-04-30 Capital One Services, Llc Preventing image or video capture of input data provided to a
transaction device

US10892903B2 * 2018-05-29 2021-01-12 Ememory Technology Inc. Communication system capable of preserving a chip-to-chip integrity

US10855667B2 2018-06-01 2020-12-01 Paypal, Inc. Using keys with targeted access to the blockchain to verify and
authenticate identity

CN108847930A * 2018-06-05 2018-11-20 深圳市中电数通智慧安全科技股份有
限公司

A kind of data transmission method, device and fire-fighting system

US11153074B1 2018-06-18 2021-10-19 Amazon Technologies, Inc. Trust framework against systematic cryptographic

SG11202011809UA * 2018-06-23 2021-01-28 Qualcomm Inc Anchor non-relocation handling in 5g

US10553058B2 * 2018-06-29 2020-02-04 Micron Technology, Inc. Secure wireless lock-actuation exchange

KR102120327B1 * 2018-07-04 2020-06-08 충북대학교 산학협력단 Mutual Authentication using Child Key based on ECC

WO2020018454A1 2018-07-16 2020-01-23 Islamov Rustam Cryptography operations for secure post-quantum communications

US10776094B2 * 2018-07-29 2020-09-15 ColorTokens, Inc. Computer implemented system and method for encoding
configuration information in a filename

US10411978B1 2018-08-09 2019-09-10 Extrahop Networks, Inc. Correlating causes and effects associated with network activity

US10750456B2 * 2018-09-07 2020-08-18 T-Mobile Usa, Inc. Systems and methods for managing cellular multi-connectivity

US11399055B2 * 2018-09-18 2022-07-26 Iot And M2M Technologies, Llc Storage memory unit with a shared nonvolatile memory interface for
a radio

EP3626664B1 * 2018-09-21 2022-05-18 Inventio AG Method and elevator group configured for establishing a secure data
communication between a plurality of controllers in each of a
plurality of elevators of the elevator group

CN109088732B * 2018-09-28 2021-09-21 杭州师范大学 CA certificate implementation method based on mobile terminal

US11184162B1 * 2018-09-28 2021-11-23 NortonLifeLock Inc. Privacy preserving secure task automation

US11138085B2 2018-10-09 2021-10-05 Argo AI, LLC Execution sequence integrity monitoring system

US11144375B2 * 2018-10-09 2021-10-12 Argo AI, LLC Execution sequence integrity parameter monitoring system

CN109450852B * 2018-10-09 2020-09-29 中国科学院信息工程研究所 Network communication encryption and decryption method and
electronic equipment

US20200114920A1 * 2018-10-11 2020-04-16 Ford Global Technologies, Llc Light-based lane-change control

US11025614B2 2018-10-17 2021-06-01 Synergex Group Systems, methods, and media for managing user credentials

JP7216881B2 * 2018-10-19 2023-02-02 日本電信電話株式会社 Content Contract System, Content Contract Method, Right Holder
Terminal, Transferee Terminal, Control Terminal, Content Storage
Server, Right Holder Program, Transferee Program, Control Program
and Content Storage Program

US11184423B2 * 2018-10-24 2021-11-23 Microsoft Technology Licensing, Llc Offloading upload processing of a file in a distributed system using a
key that includes a hash created using attribute(s) of a requestor
and/or the file

CN109245885A * 2018-11-02 2019-01-18 美的集团股份有限公司 Cryptographic key negotiation method, equipment, storage medium
and system

US20200162247A1 2018-11-15 2020-05-21 Iot And M2M Technologies, Llc Secure firmware transfer from a server to a primary platform

US11895490B2 2018-11-20 2024-02-06 Intel Corporation Mobile cellular networks authenticated access

KR20200059930A * 2018-11-22 2020-05-29 현대자동차주식회사 Vehicle and controlling method thereof

US11151007B2 * 2018-11-26 2021-10-19 Intel Corporation Technology to provide fault tolerance for elliptic curve digital
signature algorithm engines

GB2579574B 2018-12-03 2021-08-11 Advanced Risc Mach Ltd Bootstrapping with common credential data

GB2579571B 2018-12-03 2021-05-12 Advanced Risc Mach Ltd Device bootstrapping

US10812486B2 2018-12-05 2020-10-20 Bank Of America Corporation Utilizing smart data tags to track and control secure enterprise data

CN109491346B * 2018-12-14 2021-09-21 常州讯顺通讯科技有限公司 Data acquisition box and intelligent manufacturing-oriented industrial
big data acquisition method

US10438010B1 * 2018-12-19 2019-10-08 Capital One Services, Llc Obfuscation of input data provided to a transaction device
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US10795767B2 * 2018-12-26 2020-10-06 M31 Technology Corporation Error correcting system shared by multiple memory devices

KR102125047B1 * 2018-12-26 2020-06-19 한전케이디엔 주식회사 Key Management and Operation Method for Improving Security of
Distribution Intelligence System

US12010146B2 * 2019-01-02 2024-06-11 Nokia Solutions And Networks Oy Method, system and apparatus for unified security configuration
management

US10547455B1 2019-01-04 2020-01-28 University Of South Florida Energy-aware digital signatures

WO2020145944A1 * 2019-01-08 2020-07-16 Hewlett Packard Enterprise
Development Lp

Securing node groups

CN111435913B * 2019-01-14 2022-04-08 海信集团有限公司 Identity authentication method and device for terminal of Internet of
things and storage medium

JP7273523B2 * 2019-01-25 2023-05-15 株式会社東芝 Communication control device and communication control system

WO2020157928A1 2019-01-31 2020-08-06 コネクトフリー株式会社 Data transmission method, communication processing method,
device, and communication processing program

GB2582737B 2019-02-01 2021-07-14 Arm Ip Ltd Device registration mechanism

GB2582735B 2019-02-01 2022-11-30 Arm Ip Ltd Template-based registration

GB2582736B 2019-02-01 2022-02-16 Arm Ip Ltd Template-based registration

EP3697019A1 * 2019-02-12 2020-08-19 Siemens Aktiengesellschaft Method for providing proof of origin for a digital key pair

EP3697052A1 * 2019-02-14 2020-08-19 Siemens Aktiengesellschaft Method and system for transfer of data in a network

US11108567B2 2019-02-15 2021-08-31 International Business Machines
Corporation

Compute digital signature authentication verify instruction

US11303456B2 2019-02-15 2022-04-12 International Business Machines
Corporation

Compute digital signature authentication sign instruction

US11075763B2 * 2019-02-15 2021-07-27 International Business Machines
Corporation

Compute digital signature authentication sign with encrypted key
instruction

US11475443B1 * 2019-02-27 2022-10-18 United Services Automobile
Association (Usaa)

Auditable system for event tracking

US11343084B2 2019-03-01 2022-05-24 John A. Nix Public key exchange with authenticated ECDHE and security against
quantum computers

CN109768990B * 2019-03-04 2022-09-16 中国人民解放军国防科技大学 Physical layer secure transmission method based on asymmetric key

WO2020181161A1 * 2019-03-07 2020-09-10 Mastercard International
Incorporated

Security for contactless transactions

US10911533B2 * 2019-03-21 2021-02-02 Cisco Technology, Inc. Leveraging goaway messages to dynamically inform connection
peers of IoT events

US11405214B2 2019-04-04 2022-08-02 Y R Free Labs Limited Secure transmission

US11475134B2 2019-04-10 2022-10-18 Arm Limited Bootstrapping a device

US10869193B2 * 2019-04-15 2020-12-15 GM Global Technology Operations
LLC

Method and system for establishing secured wireless
communications using electromagnetic polarization techniques

CN110012447A * 2019-04-28 2019-07-12 国网新疆电力有限公司 The system and method for network security control function is
realized in substation based on wireless sensor

CN111866871B * 2019-04-29 2021-11-26 华为技术有限公司 Communication method and device

US11425657B2 * 2019-04-30 2022-08-23 Dialog Semiconductor Korea Inc. Method and apparatus for transmitting sensor data with low power

US11233784B2 * 2019-05-06 2022-01-25 Blackberry Limited Systems and methods for managing access to shared network
resources

US11777715B2 2019-05-15 2023-10-03 Amir Keyvan Khandani Method and apparatus for generating shared secrets

US10965702B2 * 2019-05-28 2021-03-30 Extrahop Networks, Inc. Detecting injection attacks using passive network monitoring

EP3745640A1 * 2019-05-31 2020-12-02 Siemens Aktiengesellschaft Establishing secure communication without local time information

US11194789B2 * 2019-06-07 2021-12-07 Sap Se Content agnostic memory pageable storage model

US11582027B1 2019-06-28 2023-02-14 Amazon Technologies, Inc. Secure communication with individual edge devices of remote
networks that use local security credentials
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JP7657428B2 * 2019-07-16 2025-04-07 ベータ バイオニクス，インコーポレ
イテッド

Blood Glucose Control System

US11957876B2 2019-07-16 2024-04-16 Beta Bionics, Inc. Glucose control system with automated backup therapy protocol
generation

CN110475034B * 2019-07-23 2020-12-22 深圳市六度人和科技有限公司 Method for improving telephone security, user end device, server
device and system

CN110417548A * 2019-07-26 2019-11-05 交通运输部公路科学研究所 A security protection method for vehicle-road coordination network
based on electronic certificate

US11165814B2 2019-07-29 2021-11-02 Extrahop Networks, Inc. Modifying triage information based on network monitoring

WO2021024113A1 * 2019-08-02 2021-02-11 Telefonaktiebolaget Lm Ericsson
(Publ)

Software defined manufacturing in a cellular network

US10742530B1 2019-08-05 2020-08-11 Extrahop Networks, Inc. Correlating network traffic that crosses opaque endpoints

US11388072B2 2019-08-05 2022-07-12 Extrahop Networks, Inc. Correlating network traffic that crosses opaque endpoints

CN110430193B * 2019-08-06 2022-03-08 广州虎牙科技有限公司 Information verification method, device, server and storage medium

US11743254B2 * 2019-08-12 2023-08-29 Lenovo (Singapore) Pte. Ltd. Device authentication across unsecure network

US11641345B2 * 2019-08-19 2023-05-02 Hall Labs Llc Discovery for token secured routing

CN110392129B * 2019-08-20 2020-07-17 清华大学 IPv6 client and method for IPv6 client to communicate with server

US10742677B1 2019-09-04 2020-08-11 Extrahop Networks, Inc. Automatic determination of user roles and asset types based on
network monitoring

US11463268B2 * 2019-09-17 2022-10-04 International Business Machines
Corporation

Sensor calibration

KR102449817B1 * 2019-09-17 2022-09-30 (주)라닉스 Multiple implicit certificate issuance system using extension function
and its issuance method

US10805799B1 * 2019-09-18 2020-10-13 Verizon Patent And Licensing Inc. System and method for providing authenticated identity of mobile
phones

US12348494B2 * 2019-09-24 2025-07-01 Pribit Technology, Inc. Network access control system and method therefor

FR3102025B1 * 2019-10-10 2022-07-29 Uwinloc METHOD FOR GENERATION OF A DIGITAL PROOF OF THE
TRANSMISSION OF A MESSAGE BY A UWB RADIO TAG, ASSOCIATED
SYSTEM

EP3809660A1 * 2019-10-16 2021-04-21 Roche Diabetes Care GmbH Method for operating a medical system, medical system, and security
module

CN110798456A * 2019-10-22 2020-02-14 北京天融信网络安全技术有限公司 SSLVPN authentication method and intranet resource access and
data acquisition method

CN111030823A * 2019-10-24 2020-04-17 梁胤豪 Ultra-lightweight multi-signature data processing method and system
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