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304. As described in a step 308b above, the second factor could comprise verifying or
authenticating an identity of a user 113 associated with module 101. Note that the authentication of
a user 113 can be conducted through the module 101 accessing a server 105 or a web page through
the IP network 111 via the second wireless network 102 after the first authentication 304 using the
first key K 203 (including embodiments where the first key K 203 comprises a null value).

In a step 309, the module 101 can receive a key from the second wireless network. The key
in a step 309, as depicted in Figure 3 above, can comprise a symmetric key 127 in order to decrypt a
ciphertext 208b within profile 107d. As also contemplated and described in connection with a step
309 in Figure 3, the key could comprise a module 101 receiving a ciphertext that includes a
symmetric key 127 that has been ciphered with a key ciphering algorithm 216 using an asymmetric
ciphering algorithm 219 and the eUICC public key 214, as illustrated in Figure 2¢. For a key
ciphering algorithm 216 used with a step 309, (i) the symmetric key 127 can comprise the plaintext
(as opposed to the eUICC profile key 107b depicted in Figure 2¢), and (ii) the MNO 104 could
operate the key ciphering algorithm 216 instead of the eUICC subscription manager 109 depicted.
In this embodiment of a step 309, a module 101 and/or an eUICC 107 could receive the key in the
form of a ciphertext of symmetric key 127 in a step 309 and decrypt the ciphertext of symmetric
key 127 with the eUICC private key 215 in order to read a plaintext symmetric key 127.

In a step 207 in Figure 4, the module 101 and/or eUICC 107 can decrypt the ciphertext 208b
with the second key K 204a using the symmetric key 127. The module 101 can use a key K
deciphering algorithm 207 as depicted and described in connection with Figure 2¢ above in order to
read and record a plaintext second key K 204 from the ciphertext 208b in the profile 107d, where
the profile 107d was previously decrypted and recorded using a step 206 above. As depicted in
Figure 2a, the ciphertext 208b can also include a second network module identity 209a, so the
eUICC 107 can also read the plaintext second network module identity 209 in a step 207, if a
second network module identity 209a is included in a ciphertext 208b. In an exemplary
embodiment, the second plaintext key K 204 is recorded in a protected, nonvolatile memory such

as, but not limited to, a flash memory 101w. In this embodiment, the protected nonvolatile memory
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could comprise a memory address designated by the module 101, CPU 101b, operating system
101h, a module program 1011, or the eUICC 107 as a memory address that can only be written and
read by the ¢UICC 107. Other possibilitics exist as well to those of ordinary skill in the art for a
plaintext second key K 204 to be recorded in a protected, nonvolatile memory in a step 207 without
departing from the scope of the present invention.

In another embodiment, as described in a step 207 in Figure 3, the module 101 could record
the encrypted second key K 204a in a nonvolatile memory, along with a symmetric key 127 (or an
encrypted symmetric key 127 ciphered by a key ciphering algorithm 216). The module 101 or
eUICC 107 could decrypt the encrypted symmetric key 127 in order to decrypt the ciphertext 208b
that contains the second key K 204a each time the module 101 or eUICC 107 needs to read a
plaintext second key K 204 for an conducting an authentication step 310, plus the subsequent
derivation of additional keys such as CK and IK, Kasme, Kupenc, etc. using the plaintext second
key K 204 and a RAND 118 value.

After reading a plaintext second key K 204 from a ciphertext 208b in a step 207 using the
symmetric key 127, the module 101 and/or eUICC 107 can conduct a second authentication 310
step using the plaintext second key K 204, in order to authenticate with the second wireless network
102. The second wireless network 102 can comprise the same wireless network 102 the module
101 communicates with in a step 304 above. The use of a plaintext second key K 204 in a second
authentication 310 step is depicted and described in connection with Figure 3. Although not
illustrated in Figure 4, the module 101 could send a detach message or equivalent to temporarily
disconnect from the second wireless network 102 after a step 309 and before a step 310 illustrated
in Figure 4. A step 310 can comprise the module 101 sending a radio resource connection request
to the second wireless network 102 with a network module identity associated with the second key
K 204. A step 310 can be completed by a module 101 and/or an ¢eUICC 107 sending a RES 119
value calculated using (i) a RAND 118 received and (ii) the second key K 204.

Although not illustrated in Figure 4, after a step 310 by a module 101 and/or an eUICC 107,
the MNO 104 could verify the RES 119 and then the module 101 and the wireless network 102
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associated with the MNO 104 could take subsequent steps for a module 101 to have access to the IP
network 111 including the public Internet. The module 101 and/or eUICC 107 could derive session
keys (such as, but not limited to a key CK) for encrypting data through the wireless network using a
RAND 118 received in a step 310 and the second key K 204, and the module 101 and/or eUICC
107 could also derive an integrity key for a session (such as, but not limited to, an integrity key IK).
Using an authenticated module 101 from a step 310, the MNO 104 can meter services rendered to a

module 101 after a step 310 in order to bill or invoice a user 113 or M2M service provider 115.

Figure Sa

Figure 5a is a graphical illustration of a public keys, private keys, and a key derivation
algorithm, in accordance with exemplary embodiments. An eUICC 107 within a module 101 can
include an eUICC private key 215, which can be associated with an eUICC public key 214. The
eUICC private key 215 and eUICC public key 214 can comprise a public key infrastructure (PKI)
key pair for eUICC 107. The MNO 104 can record the eUICC public key 214 along with an eUICC
identity 107a, such that the MNO 104 can properly associate one of a plurality of eUICC public
keys 214 with the proper eUICC 107. Although not illustrated in Figure 5a, a MNO 104 could
record the eUICC public key 214 and an associated eUICC identity 107a in a database. The MNO
104 could receive the eUICC public key 214 and the e¢UICC identity 107a from an e¢UICC
subscription manager 109 through an IP network 111 in a step 302a or step 302b of Figure 3. The
use of, source, and additional details regarding an eUICC public key 214 and eUICC private key
215 are also depicted and described in connection with Figure 2d above.

The mobile network operator 104 could also be associated with an MNO private key 501
and an MNO public key 502, which could comprise a PKI key pair for the mobile network operator.
The mobile network operator 104 could process or derive the PKI key pair using steps and
algorithms equivalent to the steps and algorithms for an eUICC 107 to obtain the eUICC public key
214 and eUICC private key 215. The PKI keys depicted in Figure 5a could be processed using RSA

algorithms or elliptic curve cryptography (ECC) algorithms, and other possibilities exist as well for
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the format of PKI keys without departing from the scope of the present invention. The public keys
in Figure 5a can comprise keys recorded in an X.509 certificate, although the use of an X.509
certificates with public keys 214 and 502 are not required. The public key 214 and 502 in the form
of an X.509 certificate can optionally be signed by a certificate authority. As illustrated in Figure
Sa, the mobile network operator public key 502 can be recorded in the eUICC profile 107d. The
MNO 104 could send the MNO public key 502 to the eUICC subscription manager 109 in a step
302a or 302b depicted and described in Figure 3, and the eUICC subscription manager 109 could
include the MNO public key 502 in the profile 107d. An eUICC profile 107d could also include the
additional data for an eUICC profile 107d as depicted and described in Figure 2a, in addition to the
MNO public key 502.

As illustrated in Figure 5a, the MNO 104 and ¢UICC 107 can both record a key derivation
algorithm 503. Exemplary key derivation algorithm 503 could support a Diffie Hellman key
exchange, an Elliptic Curve Diffie Hellman (ECDH) key exchange (ECDH), or similar algorithms
for each node to mutually derive a key using public and private keys. For embodiments where (A)
eUICC public key 214, eUICC private key 215, MNO public key 502, and MNO private key 501
utilize (i) elliptic curve cryptography (ECC) and (ii) a common, shared elliptic curve, then (B) a
key derivation algorithm 503 in Figure 5a can comprise an algorithm for conducting an ECDH key
exchange. The use of an ECDH key exchange was also described and contemplated between an
eUICC subscription manager 109 and an eUICC 107 in step 303 in Figure 3 above. For
embodiments where a key derivation algorithm 503 supports a Diffie Hellman key exchange, the
key derivation algorithm 503 could record a multiplicative group of integers modulo p, where p is
prime, and g is a primitive root mod p. In exemplary embodiments, p can be sufficiently large, such
as, but not limited to, and exemplary prime number of at least 250 digits, and g can be a small
number, such as, but not limited to, the number 5. In exemplary embodiments, additional values
pertaining to the operation of a key derivation algorithm 503 can be transferred between two nodes

using a token 505 described in a Figure 5b and Figure 5¢ below.
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Figure Sb

Figure 5b is a graphical illustration of deriving a second key K using public keys, private
keys, and a key derivation algorithm, in accordance with exemplary embodiments. A mobile
network operator 104 could process a MNO key exchange algorithm 504 in order to output or
determine a second key K 204. A module 101 with an eUICC 107 could process an eUICC key
exchange algorithm 505 in order to output or determine the same second key K 204. The MNO key
exchange algorithm 504 and the eUICC key exchange algorithm 505 could include a key derivation
algorithm 503, and a key derivation algorithm 503 is also depicted and described in connection with
Figure 5a above. The MNO 104 and module 101 could share or communicate a key exchange
token 506 in order to operate the key exchange algorithm 505. In this manner, a module 101 with
an ¢UICC 107 and a mobile network operator 104 could mutually derive or share the second key K
204 without MNO 104 transmitting or sending the second key K 204, even in an encrypted form
such as a second key K 204a in a ciphertext 208b, to either (i) eUICC subscription manager 109 in a
step 302a or step 302b, or (ii) to a module 101 in a profile 107c.

For a MNO key exchange algorithm 504, a mobile network operator 104 using a server 105
could input the mobile network operator private key 501, the eUICC public key 214, and a key
exchange token 506 into a key derivation algorithm 503 in order to output the second key K 204.
Note that the key derivation algorithm 503 in both a MNO key exchange algorithm 504 and an
eUICC key exchange algorithm 505 can include additional or separate processing steps than those
contemplated in a Diffie-Hellman key exchange and an ECDH key exchange. Additional steps than
those contemplated in a Diffie-Hellman key exchange or ECDH key exchange for a key derivation
algorithm 503 include transforming key output by these key exchange protocols into a key length
and format compatible and suitable for a key K for use with wireless networks. In a key derivation
algorithm 503, the output of a Diffie-Hellman key exchange and an ECDH key exchange could be
input into a secure hash algorithm, such as SHA-256, which could then be truncated to select a 128

bit second key K 204 using a key derivation algorithm 503. For a MNO key exchange algorithm
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504, the security key exchange token 506 can depend upon the algorithm used in a key derivation
algorithm 503.

For embodiments where key derivation algorithm 503 comprises a Diffie-Hellman key
exchange, the key exchange token 506 can comprise integer values of p and g. Or, with a Diffie-
Hellman key exchange the security key exchange token 506 sent from a MNO 104 could comprise a
value equal to g*a mod p where (x) the values or p and g have been previously shared between
MNO 104 and eUICC 107, and (y) the value “a” can comprise the MNO private key 501. A
security key exchange token 506 received by MNO 104 for input into a key derivation algorithm for
a eUICC 107 could comprise a value of g"b mod p, where b comprises the eUICC private key 215.
For embodiments where key derivation algorithm 503 comprises an ECDH key exchange, the key
exchange token 506 can a common base point G. The base point G could also be (i) recorded in an
eUICC profile 107d, or (ii) sent from a mobile network operator 104 to module 101, or (iii) sent
from the module 101 to the mobile network operator 104. Other algorithms besides an ECDH or
Diffie Hellman key exchange can be utilized as well at a step 503, including a key exchange
according to the American National Standards Institute (ANSI) standard X-9.63, and a key
exchange token 506 could include a number or value associated with these other algorithms for a
key derivation algorithm 503.

For an eUICC key exchange algorithm 505, a module 101 with an eUICC 107 could input
the eUICC private key 215 and the mobile network operator public key 502 into a key derivation
algorithm 503. Note that the input into the key derivation algorithm 503 could also optionally
include a key exchange token 506. The key derivation algorithm 503 in an eUICC key exchange
algorithm 505 could accept the input and output the second key K 204. The key derivation
algorithm 503 in an ¢UICC key exchange algorithm 505 could be equivalent to the key derivation
algorithm 503 in a MNO key exchange algorithm 504 described above. The key exchange token
506 in an eUICC key exchange algorithm 505 could comprise a value similar to the key exchange
token 506 used in a MNO key exchange 504 described above. In a Diffie-Hellman key exchange

for a key derivation algorithm 503 in a eUICC key exchange algorithm 505, the key exchange token
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506 can comprise a value of either (i) integers p and g as described in a MNO key exchange 504, or
(ii) number g*a mod p. In an ECDH key exchange for key derivation algorithm 503 in a eUICC
key exchange algorithm 505, the key exchange token 506 can comprise a base point G. A key
derivation algorithm 503 can output a second key K 204. Other possibilities exist as well for the
use of PKI keys and tokens in key exchange algorithms for those of ordinary skill in the art without

departing from the scope of the present invention.

Figure Sc

Figure 5c is a simplified message flow diagram illustrating an exemplary system with
exemplary data sent and received by a module with an ¢UICC, in accordance with exemplary
embodiments. System 500 can include an eUICC subscription manager 109, an IP network 111, a
mobile network operator 104, a mobile device 101. A module 101 can include a network
application 101x and an eUICC 107. The operation of a system 500 can be similar to a system 300
in Figure 3, except for the steps noted in this Figure 5S¢ where different steps can be taken than those
within a Figure 3. As depicted for a system 500 in Figure 5c, like numerals for steps and messages
for a system 500 in Figure 5c¢ can comprise like steps and messages within a Figure 3. Different
numerals discussed below can comprise different steps or messages for a system 500. Many of the
same steps common for a system 500 in Figure 5c and a system 300 in Figure 3 will be summarized
in this Figure 5c, while differences between the two systems (including the use of different
numerals for different steps or messages) are described in more detail herein. As described in a step
302a and 302b in Figure 3, a mobile network operator 104 can send the e¢UICC subscription
manager 109 information for a profile 107d in a step 302a or 302b, where the information can
include the network parameters 201, the first network module identity 202, and the first key K 203.
The listed exemplary data for a profile 107d from the previous sentence are also discussed for a

profile 107d in Figure 2a.
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For a step 507 in a system 500, the MNO 104 can omit sending an encrypted second key K
204a in a ciphertext 208b within the data for the profile 107d. In other words, the profile 107d can
omit the second key K 204 in either a plaintext or ciphertext form after a step 507 in a system 500.
The second key K 204 for a module 101 with eUICC 107 can be derived by a mobile network
operator 104 in a MNO key exchange algorithm 504 and an eUICC key exchange algorithm 505
below in Figure 5¢. Thus, in an embodiment illustrated in Figure Sc, the second key K 204 for a
second authentication 310 does not need to be transferred to the eUICC subscription manager 109
from MNO 104 for the eUICC subscription manager 109 to include in a profile 107d. Similarly, in
a system 500, the second key K 204 does not need to be transferred to the eUICC 107 in a profile
107¢. In embodiments where (x) the MNO sends network access credentials such as the first and
second network module identities 202 and 209a and a first key K 203 are sent in a step 302b, then
(y) a step 507 to omit the sending of the second key K 204 could take place with a step 302b instead
of the step 302a as depicted. The MNO 104 can send the first and second network module identities
202 and 209a and a first key K 203 in a step 302a or a step 302b to the eUICC subscription manager
109. The MNO 104 can send to the eUICC subscription manager 109 the first and second network
module identities 203 and 209a and a first key K 203 in a profile 107d in a step 302a or 302b, and
the eUICC subscription manager 109 could receive the first and second network module identities
202 and 209a and a first key K 203 in a step 302a or a step 302b. Other possibilities for
combinations of data sent from a MNO 104 to an eUICC subscription manager 109 in a step 302a,
302b, and 507 without departing from the scope of the present invention.

As depicted in Figure 5c, an eUICC 107 in module 101 could perform steps 301, then step
205 to receive a profile 107¢c, then receive an eUICC profile key 107b, and then convert the profile
107¢ into a profile 107d using the eUICC profile key 107b in a step 206. The eUICC profile key
107b could also be (i) ciphered with a key ciphering algorithm 216, sent from the eUICC
subscription manager 109 as an encrypted eUICC profile key 218, (ii) and then deciphered by a
module 101 and/or eUICC 107 with a step 217, as described in connection with Figure 2e above.

The module 101 and/or an eUICC 107 could (i) receive an encrypted eUICC profile key 107b in the
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form of an key 218 and (ii) use a key deciphering algorithm 217 to decrypt the encrypted eUICC
profile key 107b in order (iii) to read a plaintext eUICC profile key 107b and then (iv) use the
plaintext eUICC profile key 107b to decrypt the ciphertext 208a.

As depicted in Figure 5c, after a module 101 sends a eUICC identity 107a and receives an
eUICC profile 107c in a step 205, the module 101 can conduct a step 206 in order to decrypt a
ciphertext 208a that can include a first key K 203 using an ¢UICC profile key 107b. For the
embodiments contemplated in Figure 5¢, where the second key K 204 can be derived or determined
using a key exchange in steps 504 and 505 below, the second network module identity 209a can be
included in the ciphertext 208a (as opposed to being included in the ciphertext 208b as depicted in
Figure 2a). One reason can be that a ciphertext 208b can be omitted from an eUICC profile 107d in
embodiments where the second key K 204 can be mutually derived by the eUICC 107 and the MNO
104, so there may be no need to include a separate ciphertext 208b within the eUICC profile 107d.

After reading a first network module identity 202 and the first key K 203, the module 101
can conduct a first authentication 304. Note that the first key K 203 can comprise key with a null
value, as contemplated in wireless network 102 standards which support the use of emergency
services where a module 101 may not include a valid first key K 203. In this case where the first
key K 203 comprises a null value, the use of a ciphertext 208a can also be optionally omitted, such
that the receipt of an eUICC profile key 107b and the use of a ciphertext 208a could also be
optionally omitted and a profile 107¢ could include plaintext for the first key K 203 and network
module identity 202. As depicted and described in connection with Figure 3, a module 101 and
MNO 104 could conduct a first authentication step 304 in order to authenticate the module 101
using the first key K 203. The first key K could comprise a non-null value in exemplary
embodiments. A step 306 to calculate a first RES 119 value using the first key K 203 from a profile
107d could be included in a first authentication step 304.

The mobile network operator 104 could compare the first received RES 119 with a recorded
RES 119 in order to authenticate the module 101 with the eUICC 107 in a step 308a. A mobile

network operator 104 can authenticate the module 101 using a step 308a in order to provide access
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to the IP network 111, and the access to the IP network 111 can be limited (such as, but not limited
to excluding access to the public Internet after a step 308a). The module 101 could use access to
the limited or restricted IP network 111 in order for a user 113 of module 101 to conduct an
authentication with the mobile network operator 104 using a second factor, as described in a step
308b in Figure 3.

After authenticating the module 101 with the first network module identity 202 and the first
key K 203 in a step 308a, the mobile network operator 104 could authenticate a user 113 or verify a
M2M service provider 115 is associated with the module 101 in a step 308b. The authentication of
a user 113 or M2M service provider 115 in a step 308b could comprise authenticating module 101
and/or eUICC 107 with a second factor, where the second factor comprises or includes a secure
association of a user 113 or M2M service provider 115 with the module 101. As described in
Figure 3 above, a step 308b could result in the secure association of an identity for the user 113 or
the M2M service provider 115 with an identity of the module 101. After conduction a step 308b as
depicted and described in connection with Figure 3 above, the MNO 104 can record the second
network module identity 209 in the eUICC profile 107d is associated with a particular user 113 or a
particular M2M service provider 115.

In a step 308b, the MNO 104 can also determine (i) the first network module identity 202
used in step 304 is associated with other identities such as module identity 110, profile identity
107¢, eUICC identity 107a, and the second network module identity 209. By (i) authenticating a
user 113 or (ii) verifying an identity for module 101 is associated with a M2M service provider 115
in a step 308b, MNO 104 can determine the second network module identity 209 (used in a
subsequent authentication step 310) belongs to or is associated with a particular user 113 or M2M
service provider 115. In other words, without a separate authentication step 308b in Figure 5 and
Figure 3, MNO 104 may not be able to securely determine that the second network module identity
209 from a profile 107d belongs to a particular user 113 or M2M service provider 115. For
embodiments where the module 101 is associated with a M2M service provider 115, then a step

308b in Figure 5c could comprise the MNO 104 verifying that an identity received in a first
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authentication 304 (such as, but not limited to, the first network module identity 202) is associated
with an M2M service provider 115, such as checking the identity in a list of identities for modules
101 belonging to M2M service provider 115.

After successfully authenticating or verifying an identity of a user 113 or an M2M service
provider 115 is associated with module 101 in a step 308b, MNO 104 could process an MNO key
exchange algorithm 504 in order to record a second key K 204 for use in a subsequent second
authentication 310 for module 101. The second authentication 310 can use different network access
credentials (i) associated with the module 101 and (ii) obtained by module 101 using an eUICC key
exchange algorithm 505. Although not illustrated in Figure 5¢c, a MNO 104 could obtain the data
for processing a MNO key exchange algorithm 504 in several different ways. A MNO 104 could
receive the eUICC public key 214 for an MNO key exchange algorithm 504 from either (i) the
module 101 or eUICC 107 directly after the first authentication 304 or (i) the eUICC subscription
manager 109 in a step 302b above, where the eUICC subscription manager 109 could record the
eUICC public key 214. Other possibilities exist as well for a MNO 104 to receive an eUICC public
key 214 associated with an identity for module 101 such as the eUICC identity 107a. The recording
of an eUICC public key 214 with an MNO 104 is also depicted and described in connection with
Figure 5a above.

For a MNO key exchange algorithm 504 in Figure 5¢, the MNO 104 could also input a key
exchange token 506 and a MNO private key 501, in addition to the eUICC public key 214, as
illustrated in Figure 5b above. After performing a MNO key exchange algorithm 504 in Figure 5c,
the MNO 104 can record the second key K 204 for the second module identity 209 (which is
associated with the first module identity 202 in the profile 107d). As contemplated for a key
exchange token 506 in Figure 5a and Figure 5S¢, the key exchange token 506 could be any of the
cases (A) initially processed, derived, or determined by the MNO 104, (B) shared between the
MNO 104 and module 101 with the eUICC 107, such as, but not limited to, recording the key
exchange token 506 in the profile 107d, or (C) initially processed, derived, or determined by

module 101. Figure 5c illustrates an embodiment for case (A) with key exchange token 506, where
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the MNO 104 derives or determines the key exchange token 506 value and subsequent sends the
key exchange token 506 value to the module 101 with the eUICC 107. The MNO 104 can send the
key exchange token 506 in a message 508, and a network application 101x for the module 101 can
receive the key exchange token 506 in the message 508 and forward the key exchange token 506 to
the eUICC 107. For case (A) the MNO 104 can omit sending the key exchange token 506 until
after the user 113 or M2M service provider 115 for module 101 has been successfully authenticated
or verified in a step 308b.

In a related embodiment to the embodiment depicted in Figure 5S¢, for case (B) with key
exchange token 506, a separate message 508, to communicate or transfer the key exchange token
506 between the MNO 104 and module 101 after a step 504, can optionally be omitted, since both
sides (MNO 104 and module 101) could record the key exchange token 506 before a step 505 by a
module 101 with an eUICC 107 below. For case (B), the MNO 104 could send a signal in a
message 508 to the module 101 that the authentication step 308b of a user 113 or an M2M service
provider 115 has been successfully completed, and thus module 101 could proceed with an eUICC
key exchange algorithm 505 using the recorded key exchange token 506.

For case (C) with key exchange token 506, the eUICC 107 could derive or determine the key
exchange token 506 and subsequently send the key exchange token 506 to the MNO in a message
508. In this case (C), the MNO 104 could receive the key exchange token 506 (1) before processing
the MNO key exchange algorithm 504, and (ii) using the connection with the module 101 from the
first authentication 304. For case (C), the MNO 104 can require the successful completion of an
authentication step 308b for a user 113 or M2M service provider 115 before accepting the key
exchange token 506 from the module 101.

In another exemplary embodiment, step 504 and step 505 can use different values for the
key exchange token 506, and both MNO 104 and module 101 can send the tokens 506 in a message
508 to the other node. In exemplary embodiments, a message 508 comprising the key exchange
token 506 can be transferred through the IP network 111, where access to the IP network 111 can be

enabled by the first authentication 304 with the first key K 203. Other possibilities exist as well for
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the transfer of a key exchange token 506 between a MNO 104 and a module 101 with an eUICC
107 for conducting a key exchange without departing from the scope of the present invention.

As depicted in Figure 5c¢, a module 101 with an eUICC 107 can conduct an eUICC key
exchange algorithm 505 in order to determine or read a second key K 204. As depicted and
described for an ¢UICC key exchange algorithm 505 in Figure 5b above, the module 101 can input
an MNO public key 502, an ¢UICC private key 215, and the key exchange token 506 into a key
derivation algorithm 503 in order to output the second key K 204. Note that the number, value, or
sequence of bits for the second key K 204 determined by a MNO 104 in a step 504 can be equal to
the number, value, or sequence of bits for the second key K 204 determined by a module 101 with
an eUICC 107 in a step 505. The mutual derivation of the second key K 204 by a MNO 104 in a
step 504 and a module 101 in a step 505 can be different and superior to conventional technology
for either (i) a physical UICC or (ii) an ¢UICC, since the second key K 204 does not need to be
transferred in either physical or electronic form, where the electronic form could include encrypting
the second key K 204 into a ciphertext. Supporting the derivation of a second key K 204 as
depicted and described herein can be superior to the electronic or physical distribution of a key K,
since a different second key K 204 can be utilized by repeating steps 504 and 505 a second time,
such as with a different key exchange token 506. In this manner, the second key K 204 associated
with the second network module identity 209 could be rotated or changed periodically, thereby
increasing the security of a system 500 compared to the use of a static, non-changing second key K
204 for the lifetime of a module 101 with a profile 107d.

After a step 505 in Figure 5c, the subsequent steps and messages for communication
between the module 101 and the MNO 104 can be the same or equivalent to those in Figure 3 after
a step 207. In other words, the second key K 204 as used by a module 101 and/or ¢eUICC 107 for
embodiments in a Figure 5c¢ can be equivalent or similar to the processing and recording steps
depicted and described in Figure 3, upon module 101 with an eUICC 107 reading the second key K
204 in a step 207 in Figure 3. In a system 500, the module 101 or eUICC 107 could record the

second key K 204 in a protected, nonvolatile memory as described in a step 207 of Figure 3. Other
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possibilities exist as well without departing from the scope of the present invention for the location
or techniques of storing the second key K 204 resulting from a step 505.

As depicted and described in connection with Figure 6 below, the module 101 could record
the second key K 204 in a volatile memory (and not storing the second key K 204 in nonvolatile
memory), including potentially only within a register or cache memory of CPU 101b. In this
manner, the security of the derived second key K 204 can be enhanced, since upon or after power
off of a module 101, a third party could not probe or read nonvolatile memory looking for the
second key K 204. Since a volatile memory could be flushed upon loss of power or other
circumstances, a MNO 104 and module 101 could repeat the steps 504 and 505, respectively,
including the transfer of a key exchange token 506, a subsequent time when a module 101 needs to
process or derive a new, subsequent second key K 504. In other words, a module 101 can conduct a
step 505 with a different key exchange token 506 at a later time after the first instance of a step 505
in order to derive a different, subsequent second key K 204.

After deriving the second key K 204 in a step 505 in Figure 5c, the module 101 with the
eUICC 107 can authenticate with the MNO 104 using the wireless network 102, the second network
module identity 209, the second key K 204. The module 101 could conduct a second authentication
310 with the mobile network operator using the second key K 204, as depicted in Figure 5¢, which
is also equivalent to the second authentication 310 depicted in Figure 3 above. Note that the
module 101 could detach or disconnect from the wireless network 102 (i) after a sending/receiving a
message 508 with key exchange token 506 and (ii) before sending the exemplary second attach
message 303 with the second network module identity 209.

The eUICC 107 within module 101 could use (i) the second key K 204 from a step 505, and
(i1) a second RAND 118 value from the MNO 104 to calculate a second RES 119 value in a step
311. The eUICC 107 can send the second RES 119 to the network application 101x, and the
module 101 can send the second RES 119 to the mobile network operator 104 through the wireless
network 102. The MNO 104 could compete the second authentication in a step 312 by verifying the
second RES 119 is correct using (i) the second key K 204 derived by the MNO 104 in a step 504
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above, and (ii) the second RAND 118 value sent to the module 101. Upon successful authentication
using the second key K 204, as depicted and described in connection with Figure 3, the module 101
and MNO 104 could take subsequent steps after a step 312 for the module 101 to have access to the
IP network 111 and also the public Internet.

In another embodiment contemplated in Figure 5c, the mobile network operator 104 can
send the second key K 204 to the module 101 using the wireless network 102 in a message 508. In
other words, the exemplary token 506 in Figure 5c¢ could comprise the second key K 204, as
opposed to an exemplary key exchange token 506. In this embodiment, the use of a key derivation
algorithm 503 in a step 504 could use input of a random number from random number generator
128 into the key derivation algorithm 503 (instead of PKI keys), and the output could be the second
key K 204. Or, the key derivation algorithm 503 in a step 504 could simply assign a random
number to the second key K 204. After a step 308b and step 504, the mobile network operator 104
could send the second key K 204 in a message 508. The second key K 204 in a message 508 could
be encrypted using a key ciphering algorithm 216. The message 508 with the second key K 204 as
the token 506 could be received by the module 101 and decrypted using a key deciphering
algorithm 217. In another embodiment, the token 506 received by a module 101 could comprise (i)
the second key K 204 as plaintext at the application layer, but (ii) ciphered at the data-link layer
using the first RAND value from a step 304 and the first key K 203. Other possibilities exist as well
for a token 506 to comprise a second key K 204 without departing from the scope of the present
invention.

The order of many of the steps and messages depicted within a system 500 could be changed
without departing from the scope of the present invention. For example, a step 504 could also be
conducted concurrently with a step 302b (instead of with a step 308b), such that a mobile network
operator 104 could calculate a second key K 204 using a MNO key exchange algorithm 504 at the
same time when MNO 104 sends the first network module identity 202 and first key K 203 to the
eUICC subscription manager 109. After receiving (i) an eUICC identity 107a from an eUICC

subscription manager 109 and (ii) and an ¢UICC public key 214 in a step 302b, the mobile network

-119-

NWO EX2024
Samsung v Network-1, IPR2026-00119
Page 124 of 151



10

15

20

25

operator 104 can process a MNO key exchange algorithm 504 in order to calculate or process a
second key K 204.

In an exemplary embodiment, a mobile network operator 104 could receive a list of eUICC
public keys 214 and eUICC identities 107a from an M2M service provider 115 before eUICC
subscription manager 109 receives the eUICC identity 107a in a step 205. The MNO 104 could use
the data received from a M2M service provider 115 (including a list of eUICC identities 107a and
e¢UICC public keys 214) in order to derive the second key K 204 using a MNO key derivation
algorithm 504 and the key exchange token 506. The MNO 104 could send the key exchange token
506 to an eUICC subscription manger 109 before the eUICC subscription manager 109 participates
in a step 205 as illustrated in Figure 5c, and the eUICC subscription manager 109 could include the
key exchange token 506 with the eUICC profile 107¢c, such that module 101 could receive the key
exchange token 506 in the eUICC profile 107c.

In this embodiment (which can also comprise a case (B) for the transfer of key exchange
token 506 for a message 508 as described above), a module 101 using an eUICC 107 with profile
107d and key exchange token 506 could potentially derive the second key K 204 before a step 308b,
but in preferred embodiments the mobile network operator 104 does not allow the use of the second
key K 204 until after an authentication step 308b of a user 113 or M2M service provider 115. In
another embodiment, the values for the first network module identity 202 and the second network
module identity 209 could be the same or equal, such that the module 101 uses the same network
module identity for both first authentication 304 and a second authentication 310. In this case, the
MNO 104 can support a change in key K used with the first network module identity 202 from the
first key K 203 to the second key K 204. The first key K 203 can be included in a profile 107d, but
the second key K 204 can be derived by an MNO 104 using a step 504 and a module 101 using a
step 505. Other possibilities exist as well for a MNO 104 and a module 101 to mutually derive a
second key K 204 for use with an eUICC 107 without departing from the scope of the present

invention.
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Figure 6

Figure 6 is a flow chart illustrating exemplary steps for a module to use an eUICC and
authenticate with a wireless network, in accordance with exemplary embodiments. An exemplary
system 500 depicted and described in connection with Figure 5c can also support the repeated
derivation of a second key K 204 for a MNO 104 and module 101 with an eUICC 107. The use and
support for different second keys K 204 over time can increase security, since the second key K 204
can be securely and periodically rotated, thereby enhancing the security and efficiency of a system
500, compared to either (i) physically changing a UICC each time a new key K is desired, or (ii)
querying, downloading, and selecting a new profile 107¢ or profile 107d each time the use of a
different key K is desired (including steps to communicate and record a second key K 204 in the
profile 107d). In other words, the use of multiple second keys K 204 over time can be
accomplished for the same profile 107d.

A step 403 in Figure 6 can comprise a module 101 with an eUICC 107 conducting the
substeps for a step 403 as depicted and described in connection with Figure 4. In a step 403, a
module 101 could connect with a first wireless network 102, receive an e¢UICC profile 107c,
decrypt the profile 107¢ using an eUICC profile key 107b, activate the profile 107d, and
authenticate with a second wireless network 102 using a first key K 203 from the profile 107d. As
noted above, other possibilities exist as well for a module 101 to record an ¢UICC profile 107d,
such as the loading of a profile 107d by a manufacturer, without departing from the scope of the
present invention.

After successful authentication of the module 101 at the conclusion of a substep 304 in a
step 403, a user 113 associated with the module 101 could conduct an authentication step 308b with
the mobile network operator 104. A step 308b can be useful for a mobile network operator 104 to
authenticate or securely associate (i) a module 101 with (ii) a legal entity contractually responsible
for the services used by a module 101. The use of a step 308b is also described in Figure 3. Note
that module 101 could be associated with an M2M service provider 115 instead of a mobile phone

subscriber such as an individual, and in this case the M2M service provider 115 could take steps
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before a step 308b in order to inform or confirm with MNO 104 that module 101 with an identity
such as module identity 110 or the first network module identity 202 belongs to or is associated
with the M2M service provider 115.

In other words, a MNO 104 may not have control over the distribution or recipient of a
profile 107¢ from an eUICC subscription manager 109 in a step 403, and a user authentication in a
step 308b allows a MNO 104 to confirm, verify, or establish a contractual relationship with a user
113. Business contracts and procedures for an MNO 104 to provide service to a module 101 with
an eUICC 107 with profile 107d could require that a user 113 successfully completes an
authentication step 308b (with example steps described in Figure 3 above), before the MNO 104
provides service such as voice calls or access to the public Internet. The second factor in a step
308b can be data communicated between the MNO 104 and the user 113 to confirm an identity of
the user 113. Examples of data for the second factor in a step 308b are described in connection with
a step 308b in Figure 3. The first factor contemplated in a system 300 or system 500 can be the
successful receipt of a RES 119 value in a first authentication 304. Upon conclusion of the step
308b the MNO 104 could securely determine and record that a module 101 with the first network
module identity 202 and/or the second network module identity 209 from the profile 107d is
associated with an authenticated user 113.

The module 101 could then perform a step 508 in order access a key exchange token 506.
As described for a key exchange token 506 in Figure 5c, the module 101 could receive the token
506 in a step 508 (case A), or the module 101 could send the token 506 in a step 508 (case B). Step
508 can comprise sending or receiving the message 508 from Figure 5¢c. The key exchange token
506 could comprise a key exchange token 506 as depicted and described in connection with Figure
5b. Or, as described for a message 508 in Figure 5S¢, the key exchange token 506 could comprise
the second key K 204, such as the second key K 204 encrypted by MNO 104 with a key ciphering
algorithm 216 and decrypted by the module 101 with the eUICC 107 using a key deciphering
algorithm 217. The key exchange token 506 at a step 508 could comprise parameters for a key

derivation algorithm 503, such as a base point G if elliptic curve cryptography PKI keys are used
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with MNO public key 502, MNO private key 501, eUICC public key 214, and eUICC private key
215.

In another exemplary embodiment, key exchange token 506 with a Diffie Hellman key
exchange for a key derivation algorithm 503 could comprise a multiplicative group of integers
modulo p, where p is prime and g is primitive root mod p. Other possibilities for a key exchange
token 506 in a message 508 exist as well without departing from the scope of the present invention,
including the use of multiple values and numbers for a key exchange token 506. The key exchange
token 506 transfer between MNO 104 and module 101 in a step 508 can use the second wireless
network after the module 101 authenticates with the first key K 203, and thus the data-link layer for
transfer of the key exchange token 506 could be ciphered using the first key K 203 (where a cipher
key for the data-link layer is derived from the first key K 203 and a RAND 118 from a first
authentication 304).

A module 101 with an eUICC 107 could then perform a step 505, which could comprise an
eUICC key exchange algorithm 505 as depicted in Figure 5c using (i) the token 506 from a message
508 above, and (ii) the ¢UICC private key 215 and MNO public key 502. The output from an
eUICC key exchange algorithm 505 can comprise the second key K 204. In an exemplary
embodiment, the second key K 204 output from the eUICC key exchange algorithm 505 is recorded
within a memory of module 101 on a temporary basis. After obtaining and reading the second key
K 204 from a step 505, the module 101 can conduct a second authentication 310 with the MNO 104
using the second key K 204. The second key K 204 can be associated with a second network
module identity 209, which could be recorded in the profile 107¢ and profile 107d for the eUICC
107 from a step 403 above. Exemplary details and steps for a second authentication 310 using the
second key K 204 are depicted and described in connection with Figure 3 and Figure 5S¢ above.

After the conclusion of the second authentication 310, the module 101 could have access to
the public Internet through the IP network 111 of the wireless network 102. After a step 310 and
before a subsequent step 601 below, the module 101 could continue using the second key K 204

with the second network identity 209 in many additional repeated steps 310, such that module 101
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could use the second key K 204 for an exemplary period of time such as several days or several
months, and other possibilities exist as well for the continued use of a second key K 204 after a step
310 and before a step 601 in Figure 6. For example, a module 101 could repeat a step 311 in a
second authentication 310 multiple times with the same wireless network 102 using the same
number of value for the second key K 204 during a period of time before a step 601.

At a step 601 in Figure 6, a module 101 or a MNO 104 could determine if the use of a new
second key K 204 is required or preferred. There could be several reasons that a different second
key K 204 may be periodically preferred. Exemplary reasons include (i) the second key K 204 may
only be temporarily stored within a volatile memory in CPU 101b, such that a power cycle of
module 101 or CPU 101b could flush the volatile memory, and in this case module 101 and MNO
104 may need to derive a new second key K 204, (i1) ownership of module 101 may change, and
business or legal contracts could stipulate that a previous second key K 204 with the prior owner of
module 101 may no longer be valid and thus a new second key K 204 may be required, (iii) a MNO
104 and a module 101 or M2M service provider 102 may prefer to periodically rotate the second
key K 204 in order to increase security of a system 500. For example, a module 101 may have a
planned lifetime of more than a decade, and given the speed of change for mobile networking
technology, a module 101 may prefer to support the change in a second key K 204 for accessing a
wireless network 102 without downloading and installing a new, different profile 107d. Other
possibilities exists as well for exemplary reasons why a module 101 and/or a MNO 104 could
determine that the use of a new, second key K 204 is preferred or required in a step 601 without
departing from the scope of the present invention. If a module 101 or MNO 104 determine a value
of “no” for a step 601, then the module 101 could continue periodically performing repeated second
authentication 310 steps using the same second key K 204, as illustrated in Figure 6.

As depicted in Figure 6, upon determination of a value of “yes” for a step 601, a module 101
could return to a step 508 and receive another key exchange token 506. As depicted in Figure 6, the

module 101 could use a first authentication 304, which could comprise an authentication with the
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first key K 203. A return to the first authentication 304 with the first key K 203 could be omitted in
some embodiments, and thus the box for 304 depicted in Figure 6 is a dashed line.

In this embodiment where module 101 or MNO 104 determine or evaluates that a new
second key K 204 is preferred at a step 601, the module 101 could return to a step 508 by attaching
with the wireless network 102 again using the first network module identity 202 and the first key K
203. For example, if the second key K 204 is not available (such as being flushed from being stored
only in a volatile memory, a potential error condition such as a reset of module 101, or the second
key K 204 is no longer preferred to be used), then the module 101 with the eUICC 107 could use
data recorded in the profile 107d to reconnect with the wireless network 102. For example, the first
key K 203 and the first network identity 202 may be recorded in generally accessible nonvolatile
memory, such as, but not limited to, a flash memory 101w within module 101 and subsequently the
first key K 203 and the first network identity 202 could be used in a step 304 before a return to a
step 508. Or, the module 101 and MNO 104 could continue to use the previous second key K 204
(if available) for a communications link to transfer the key exchange token 506, and thus the use of
a step 304 with the first key K 203 is optional.

Upon return to a step 508 module 101 and MNO 104 could transfer a key exchange token
506 as described in a step 508 in Figure 6 above. Upon return to a step 508, the module 101 and
MNO 104 could transfer a key exchange token 506 that has a different value or number from a key
exchange token 506 transferred carlier (in order to support the derivation of a different second key
K 204 than from a previous iteration). Using the new, different value for the key exchange token
506, the module 101 with the eUICC 107 could derive a new, different second key K 203. In this
manner and by using the steps illustrated in Figure 6, a second key K 204 could operate as a key K
for “temporary use”, and a different second key K 204 for use in a subsequent authentication 310
could be obtained by a repeated use of a step 505 with a new, different key exchange token 506 for
module 101 connecting with the same wireless network 102.

The module 101 and MNO 104 could continue to use the same network module identity

(such as a second network module identity 209) upon a return to steps 508 through 310, or the
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MNO 104 could also send the module 101 a new, different network module identity in a message
508 upon a return to steps 508 through 310. A MNO 104 and a module 101 can repeat the use the
steps 508 through 601 depicted and described in this Figure 6 in order to derive a series over time of
second keys K 204 for the module 101 with the eUICC 107. Each member of the series
(comprising a different second key K 204) could be associated with the second network module
identity 209, and the second network module identity 209 could remain constant or can also change
to different numbers or values for use in a step 310. Supporting a change in the second key K 204
can both increase the flexibility and security of a system 500 and related systems for a user and a

mobile network operator 104.

Conclusion

Various exemplary embodiments have been described above. Those skilled in the art will
understand, however, that changes and modifications may be made to those examples without

departing from the scope of the claims.
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What is claimed is:

1. A method for authentication, the method performed by a module, the method
comprising:

recording a first key and an identity, and sending the identity;

receiving a profile, wherein the module uses the first key to decrypt a first portion of the
profile, and wherein the first portion includes a first key K and a network module identity;

sending the network module identity, receiving a first pseudo-random number (RAND),
processing a first response value (RES) using the first key K, and sending the first RES;

receiving a second key, wherein the module uses the second key to decrypt a second portion
of the profile, and wherein the second portion includes a second key K; and,

receiving a second RAND, processing a second RES using the second key K, and sending

the second RES.

2. The method of claim 1, wherein the module accesses an IP network after sending the
first RES, and wherein a user accesses a user interface of the module to authenticate with a mobile

network operator before the module receives the second key.

3. The method of claim 1, wherein the first key comprises an eUICC profile key,
wherein the second key comprises a symmetric key, wherein the first portion comprises a first
ciphertext, wherein the second portion comprises a second ciphertext, wherein the module receives
the eUICC profile key as the first key after sending the identity, and wherein the module records the

first key after sending the identity.
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4. The method of claim 3, wherein a mobile network operator sends the first portion
and the second portion to an eUICC subscription manager before the module sends the identity, and

wherein the mobile network operator ciphers the second ciphertext with the symmetric key.

5. The method of claim 1, wherein the first key comprises an eUICC private key, and

further comprising the module:

receiving an encrypted eUICC profile key after sending the identity;

decrypting the encrypted eUICC profile key using the eUICC private key and an asymmetric
ciphering algorithm; and,

decrypting the first portion using the decrypted eUICC profile key and a symmetric

ciphering algorithm.

6. The method of claim 1, wherein the identity comprises an eUICC identity, wherein
the module sends the identity to an eUICC subscription manager, wherein the module receives the
profile from the e¢UICC subscription manager, and wherein the eUICC subscription manager
receives the first portion and the second portion from a mobile network operator before the module

sends the identity.

7. The method of claim 1, wherein the second key comprises an encrypted symmetric
key, and wherein the module (i) receives the encrypted symmetric key as the second key, (ii)
decrypts the encrypted symmetric key using an eUICC private key and an asymmetric ciphering

algorithm, and (iii) decrypts the second portion using the decrypted symmetric key.
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8. The method of claim 1, wherein the module includes an embedded universal
integrated circuit card (eUICC), and wherein the module records the second key K in a protected

nonvolatile memory after receiving the second key K.

9. The method of claim 1, wherein the first key K comprises a null value, wherein the
module accesses an IP network after sending the first RES, and wherein the module uses a transport
layer security for a user to authenticate with a mobile network operator before the module receives

the second key.

10. A method for authentication, the method performed by a module, the method
comprising:

recording a first key and an identity, and sending the identity;

receiving a profile, wherein the module uses the first key to decrypt at least a portion of the
profile, wherein the portion includes a first key K and a network module identity;

sending the network module identity, receiving a first pseudo-random number (RAND),
processing a first response value (RES) using the first key K, and sending the first RES;

receiving a key exchange token, wherein the module uses a key exchange algorithm, a
private key, and the received key exchange token to derive a second key K;

sending the network module identity, receiving a second RAND, processing a second RES

using the second key K, and sending the second RES.
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11. The method of claim 10, wherein the network module identity comprises a first
network module identity and a second network module identity, wherein the module sends the first
network module identity before receiving the first RAND, and wherein the module sends the second

network module identity before receiving the second RAND.

12. The method of claim 10, wherein the module accesses an IP network after sending
the first RES, and wherein a user accesses a user interface of the module to authenticate with a

mobile network operator before the module receives the key exchange token.

13. The method of claim 10, further comprising the module using (i) a mobile network
operator public key, (ii) the private key, and (iii) the key exchange token with the key exchange

algorithm to derive the second key K, wherein the private key comprises an eUICC private key.

14.  The method of claim 13, wherein the key exchange algorithm includes a key
derivation algorithm, wherein the key derivation algorithm outputs the second key K, and wherein
the key derivation algorithm comprises one of (i) an elliptic curve Diffie-Hellman (ECDH) key
exchange, wherein the key exchange token comprises a base point G, and (ii) a Diffie-Hellman key

exchange.

-130-

NWO EX2024
Samsung v Network-1, IPR2026-00119
Page 135 of 151



10

15

20

25

15. The method of claim 10, wherein the first key comprises an eUICC private key, and

further comprising the module:

receiving an encrypted eUICC profile key after sending the identity;

decrypting the encrypted eUICC profile key using the eUICC private key and an asymmetric
ciphering algorithm; and,

decrypting the portion using the decrypted ¢UICC profile key and a symmetric ciphering

algorithm.

16.  The method of claim 10, wherein the identity comprises an eUICC identity, wherein
the module sends the identity to an eUICC subscription manager, wherein the module receives the
profile from the eUICC subscription manager, and wherein the eUICC subscription manager

receives the portion from a mobile network operator before the module sends the identity.

17. The method of claim 10, wherein the module includes an embedded universal
integrated circuit card (eUICC), and wherein the module records the second key K in a protected

nonvolatile memory after deriving the second key K.

18.  The method of claim 10, wherein the first key K comprises a null value, wherein the
module accesses an IP network after sending the first RES, and wherein the module uses a transport
layer security for a user to authenticate with a mobile network operator before the module receives

the key exchange token.
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19. A system for supporting authentication, the system comprising:
a nonvolatile memory for recording an identity, a private key, and an address;
a network interface for sending the identity to the address, for receiving a profile and a
profile key after sending the identity, wherein the profile key is decrypted with an asymmetric
5  ciphering algorithm and the private key, wherein a first portion of the profile is decrypted with the
decrypted profile key, and wherein the decrypted first portion includes a first key K;
a random access memory for recording the first key K;
a network application for authenticating with a wireless network using the first key K, and
for receiving a symmetric key;
10 a processor for decrypting a second portion of the profile with the symmetric key, wherein
the decrypted second portion includes a second key K; and,
an embedded universal integrated circuit card for receiving a pseudo-random number
(RAND), for calculating a response value (RES) using the RAND and the second key K, and for
sending the RES.

15

20. The system of claim 19, wherein a user authenticates with a mobile network operator
(1) after the network application authenticates using the first key K, and (ii) before the network

20  application receives the symmetric key.

21.  The system of claim 19, wherein the received symmetric key comprises an encrypted
symmetric key, and wherein the processor decrypts the encrypted symmetric key using a key
deciphering algorithm and the private key before decrypting the second portion.

25
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22. The system of claim 19, wherein the first portion of the profile is decrypted with the
decrypted profile key and a symmetric ciphering algorithm, wherein the decrypted first portion of
the profile includes a plaintext network module identity, and wherein the network application

authenticates with the wireless network using the plaintext network module identity.

23. The system of claim 19, wherein a mobile network operator encrypts the first portion
with the asymmetric ciphering algorithm and a public key associated with the private key, wherein
the mobile network operator sends the first portion to an eUICC subscription manager, and wherein

the eUICC subscription manager includes the first portion in the profile.

24, The system of claim 19, wherein the private key is associated with a public key,
wherein a first server uses a key ciphering algorithm and the public key to encrypt the profile key,
wherein a second server uses a key ciphering algorithm and the public key to encrypt the symmetric

key, and wherein the network application receives the encrypted symmetric key.

25.  The system of claim 24, wherein the first server is associated with an eUICC
subscription manager, wherein the private key comprises an eUICC private key, wherein the public
key comprises an eUICC public key, and wherein the second server is associated with a mobile

network operator.

26. System of claim 19, wherein a physical universal integrated circuit card (UICC)
includes the eUICC, and wherein the network application communicates with the UICC using an

UICC driver.
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ABSTRACT

A module with an embedded universal integrated circuit card (eUICC) can include a profile
for the eUICC. The profile can include a first and second shared secret key K for authenticating
with a wireless network. The first shared secret key K can be encrypted with a first key, and the
second shared secret key K can be encrypted with a second key. The module can (i) receive the
first key, (ii) decrypt the first shared secret key K with the first key, and (iii) subsequently
authenticate with the wireless network using the plaintext first shared secret key K. The wireless
network can authenticate the user of the module using a second factor. The module can then (i)
receive the second key, (ii) decrypt the second shared secret key K, and (iii) authenticate with the

wireless network using the second shared secret key K. The module can comprise a mobile phone.
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