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For a user-originated transaction, the network shall allow the user to identify itself by either the old temporary identity 
TMSio or the new temporary identity TMSin. This allows the network to determine the temporary identity stored in the 
mobile station. The network shall subsequently delete the association between the other temporary identity and the 
IMSI, to allow the temporary identity to be allocated to another user. 

For a network-originated transaction, the network shall identify the user by its permanent identity (IMSI). When radio 
contact has been established, the network shall instruct the user to delete any stored TMSI. When the network receives 
an acknowledgement from the user, the network shall delete the association between the IMSI and any TMSI to allow 
the released temporary identities to be allocated to other users. 

Subsequently, in either of the cases above, the network may initiate the normal TMSI reallocation procedure. 

Repeated failure ofTMSI reallocation (passing a limit set by the operator) may be reported for O&M action. 

6.1.4 Location update 

In case a user identifies itselfusing a TMSio/LAio pair that was assigned by the visited VLRn the IMSI can normally 
be retrieved from the database. If this is not the case, the visited VLRn should request the user to identify itself by 
means of its permanent user identity. This mechanism is described in 6.2. 

In case a user identifies itselfusing a TMSio/LAio pair that was not assigned by the visited VLRn and the visited VLRn 
and the previously visited VLRo exchange authentication data, the visited VLRn should request the previously visited 
VLRo to send the permanent user identity. This mechanism is described in 6.3.4, it is integrated in the mechanism for 
distribution of authentication data between VLRs. If the previously visited VLRo cannot be contacted or cannot retrieve 
the user identity, the visited VLRn should request the user to identify itself by means of its permanent user identity. 
This mechanism is described in 6.2. 

6.2 Identification by a permanent identity 
The mechanism described in here allows the identification of a user on the radio path by means of the permanent 
subscriber identity (IMSI). 

The mechanism should be invoked by the serving network whenever the user cannot be identified by means of a 
temporary identity. In particular, it should be used when the user registers for the first time in a serving network, or 
when the serving network cannot retrieve the IMSI from the TMSI by which the user identifies itself on the radio path. 

The mechanism is illustrated in Figure 4. 

ME/USIM 

User identity request 

User identity response 
TMSl 

VLR/SGSN 

Figure 4: Identification by the permanent identity 

The mechanism is initiated by the visited VLR/SGSN that requests the user to send its permanent identity. The user's 
response contains the IMSI in cleartext. This represents a breach in the provision of user identity confidentiality. 

6.3 

6.3.1 

Authentication and key agreement 

General 

The mechanism described here achieves mutual authentication by the user and the network showing knowledge of a 
secret key K which is shared between and available only to the USIM and the AuC in the user's HE. In addition the 
USIM and the HE keep track of counters SQNMs and SQN8 E respectively to support network authentication. The 
sequence number SQN8 E is an individual counter for each user and the sequence number SQNMs denotes the highest 
sequence number the USIM has accepted. 

ETSI 
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