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conmxuon with FIG. Ib below, aml thc cUICC 107 would
not reside v ithin the "eUICC supporting" physical UICC
108.

')lie physical form-factor for an "eUI('('upporhng,'*
UICC 108 could bc idcnucal to a UICC, and u ddlbrcncc
betxveen the two may not even be apparent upon visual
inspection without special marl ings on the card. The physi-
cal form-factor for an "eUI('( supporting" UIG('08 could
comprise a "micro-SIM** or a "nano-SIM" as defined in
ETSI TS 102 22) VI I 0.0, wluch is barmn incorporated by
reference. When the module 101 detects a "eUICC support-
ing" UICC 107, the module 101 could send receiver) CUICC
pmfiles 107r tn the "eUI('('upporting" UI('('t)7. and also
sclcct. dcselcct, activate. and dcacuvatc thc dilfcrcnt
received eUIG('rofiles lf)7d recorded in the "eUI('G
supporting" UICC 108. When a module 101 detects )lint a
regular UI( ('i e not an "eUI('G suppnrtina" I/ICG 108)
hos been loaded into a slot for UICCs within the module, the
module 101 could access thc UICC m a regular nuuuicr
implemented by mobile phones and modules for connectin
to cxisung wirclcss networks ui 2013, such as LTE ur 3G
netxvnrks 'I'his use ofconventinnal technology for a physical
Ul('('s depicted and described in connection with Iil(i. Ix/
below

A module 101 can be associated with a user 113 or on
M2M service pmvider 115. A user 113 could be o subscnber
to mobile phone services provided by thc mobile network
operator 104. In tlus case, thc user could bc an uidividual
and the module 101 could comprise a mnbile plume with n
telephone number. an email client, and a web brov ser fin
additinn to other, standard functioimlity tiir a nxxbile plume)
The user 113 could periodically char e the module 101
(which can comprise o mobile phone). such as typically at
night and carry thc module 101 dunng dic day ui order to
place calls and send/rcccivc data. Thus, thc user 113 nmy
typically bc physically close to a mobile phone us module
10). but an M2M service provider 115 can be associated
with module 10) but may not be physically close tn module
101. For embodiments where module 101 is associated with
M2M conununicotions, such as including a sensor to collect
data regarding a monitored uiut, thc module 101 can bc
associated with an M2M service provider 115. In tins case,
the M2M service provnlcr 115 can be a company or a
division or department within a larger cmnpany that is
associated with a plurality nf modules 101 for collecting
data using sensors and sending the data to n server similar to
server 105. The M2M service provider 115 may operote the
scrvcr similar to scrvcr 105 ui order to automatically co)ice)
data from thc plurality of modules 101. Thc scrvcr for thc
M2M seri icc provider 115 could communicutc widi module
10) usin the IP netxvork 111 and the wireless netv ork 102
when module )01 is connected to the u ireless nework 102

Other confibutrations besides the one illustmted in FILI Ia
are possible as well. In many common commercial reLstion-
ships for thc opcrauon ol'mobile phone scrvwc ui the Umtcd
States in 20)3. wirclcss ac)work 102 could rcprcscnt a
portion of thc radio access ac)work used by a mobile
netxvnrk operatnr 104 MNO 104 could outsource portions
of the operation and niaintenance of a msdio access nework,
such as a wireless netv ork 102, to 3'arties. In tlus
configuration, faire)ass network 102 could represent a net-

workk

operated by a Iirst company specializing m thc opera-
tion ol'radio towers and BTS equipmmit. Tins lira) company
could be contractcx) w ith the mobile new ork operator 104 in
order to support mobile phone service or data services to
modules 10).

In addition, scrvcr 105 could reside within wirclcss net-
work 102 in a data center mana ed by wireless nenvnrk )02
Wireless network 102 could alan operate as an eUI( ('ubscriptinnmanager )00 Although a single module )01,
server 105, v,ireless nenvork 102, ond mobile netv'ork
operator 104 are illustrated in FICi Ia, system 100 could
compose a plurality of each of thcsc clmncnts. Module 101
could also record sensor data pcrtau»ng to a moiutorcd uiut
(not shnwnj. Module 101 could be mobile, such as physi-

)a cally attached to a truck or a pallet, and module 10) could
connect to a series ofdifi'erent wireless nerworks 102 or base
stations 103 as module 101 moves eo raphically. Other
confi urations are possible as well for the elements illus-
trated in FIG. 1a without departing Irom thc scope of thc

is prcscnt invention.
lil(i lb
lil(i I b is a oraphical illustration of hardware, firmware,

and sofnvare components for a module, in accordance xvith

exemplary embodiments. Flfi. Ib is illustrated to include
io many components that can be common wit)un a module 101.

and module 101 may also opcratc ui a Circ)ass conliguration
ui order to connxut with a wirclcss network 102. In a
wireless configuration, the physical interface 10)a of inod-
ule 101 may support radio-frequency (I(li) conimunicatinns
with networks includin a wireless network 102 via stan-
dards such as, but not limited to, CiSM, UMTS. mobile
WiMax. CDM.L. LTE, LTE Advanced, ano/or other mobile-
nctwork tcchnologms. In a wirclcss con)i uratioiu thc physi-
cal mtcrface 101a may also provide coruicctivity to local

sn netwnrks such as. bm not limited to, 802 11 WI.AN, Blu-
etooth, or yigbee amon nther possibilities In a wireless
configuration, module 101 cnuld use a physical interface
101a be connected with both a wireless WAN and v ireless
LAN sinndtaneously, In a wired configuration, the physical

is uitcrfacc 10(ii can prox idc mnuicctivity to a wired ncuvork
such as, but not limiuxl to. Iluough an Ethernet coiuiection
or USB connccuon. As contemplated heraus, a physical
interface 10)a can include a nenvork interface fsuch as a
msdio or an Ethernet port). such that module 101 can use the

so network interface in order to connect xiith a network and
conununicate with the nenvork. A network interface can also
compose a physical interface 10(a as contcmplatixl herein.

Thc physical interface 101a cmi include associatixl hard-
ware to provnlc thc connections such as, but not limited to.
msdio-frequency f1&ii) chipsets, a power amplifier. an
antenna, cable connectors. etc., and additional exempLsry
details regarding these components are described below in
FIC). Ic. Device driver 1018 can conmiunicate with the
physical intcrlhces 101a. providui hardware access to

o higher-lcvcl hmctions on module 101. Dcvicc dnvcrs 1018
may also bc cmbcddcd uito hardware or combined with thc
physical interfaces )0 la Module 10) may preferably
include an nperating system 101b to manage device drivers
1018 ond hardxvare resources within module 101. The oper-

. a atin systems described harem can also manage other
resources such as, but not limited to, memory and may
support nuiltiple software programs operating on module
101 at the same tmic.

I'he nperating systein )0)b can include Internet protncol
sn stacks such as. but not limited to. a I)ser Datagram Protncol

(UDP) stacL Transmission ('ontrol Protocol 1TCP) stack. a
domam name system (DNS) stack, etc., ond the operatin
system 101b may include tuncrs and schcdulcrs Ibr maimg-
lllg tile iicccss of sofiwarc to llarciwarc icsooici:s. Tile

ss operating system shown of 101b can bc nppropriatc liir a
low-power device with limited memory and ('PI) resources
(compared to a server 105). An example operating systeni
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101h I'or module 101 uicludcs Luiux, Androidqr from
(ioogle'b. Windowsg Mobile, or Open Al')t from Sierra
Wireless:It Additional exaniple operating systems 10 ih for
module 101 include eGos, u('/Ock l,iteOs, and ('ontiki. and
other possibilities exist as well without departing from the
scope of the present invention.

A module program 10)i may be tm application pro-
glallllllCd ill a 1BIlgllagC SOC11 da, bul noi halite»I Io, C, C++,
.lava andior Python. and could provide functionality to
support regular mobile phone functionality 'I he module
pmgram 10li could include a network application 10lx,
where netv'ork application 101» comprises the user equip-
ment protocol for accessing and communicatin with the
wireless network 102 For mnboduncnis where module 101
conmxts with u wirclcss network 102 comprismg mi LTE
net»vnrk, the network application 1 Ill x can receive. process,
and send signals with the wireless network 102 for user
equipment messages m ll!'Sl 'I'S 136 331 v 107 entitled
"LTEI Evolved Universal Terrestrial Radio Access
(E-IJTRA): Radio Resource Control (RRC): Protocol Speci-
licatlon", which is herein incorpomtcd by rcli:rance. In other
words. network application 101x cmi compose soflwarc lbr
accessing and communicating»vith the wireless network
102 Although network application I 0 lx is depicted m IIICi

lb as operating as software w:ithin RAM niemory lflle, the
network application 101x could be included in finnware or
a processor or application associated with a radio 101z
(dcscnbcd in FICi 1c). Exemplary mcssuges smit and
I eccl vcd bv' nclw ork application I 01x arc also depicted and
described in connection with ill(i 3 below.

A module prograni lflli could also include softv are for
M2M applications such as, but not limited to, remote
monitoring of sensors and remote activation of actuators.
Module program 1011 could also include a soihvare routine,
subroutuic. hoked library, or soflwarc module, according to
i»IIC prCfCITCd CillbodlillCIII. AS COIIIClllplB(ixl IIClclll, B lllod-
ule progrmn 10)i can include an appllcluli»11 iipcldling
within a vmartphone, such as, but not liinited tn. an iplxme k

or Audio)ddt-based smartphone, and in this case module 101

could comprise a smartphone The application fiinctionin
as a module program 101i could be downloaded from an
'*app store" associated with thc amer(phone. A sct of device
dn» crs 1019 could uicludc an cUICC dover 129. such Ilmt
a ac(work applicduon 101x or other sultwarc or Iirmwarc
within module 101 communicating with the eUIG('07
could send and receive data with the eUIG('river 129
Additional details regarding an exemplary eUIGC driver 129
are depicted and described in connection with FICrk Ie
below.

Mmiy of thc lo Ical steps lbr opcranon of module 101 or
cUICC 107 cun bc pcrlbnncd in software and hardware by
various combinations of physical interface lflla, device
driver 10lg. operating system lfllh. and a nxldule prograni
10LO As depicted In FICi. 1R module pro~am 101i can
include an eUICC 107 and a network application 101».
When module 101 or cUICC 107 ia dcacnbcd hcrcui as
pCrfillllllllg Vallous drnioilS SUC11 BS BCqlilllllg all IP llddrCSS,
conmxtuig to thc wirclcss nehvork, momtoring a purl,
transmitting a packet, senduig a message, receiving a
response. or encrypting or signing data, specifying herein
that module 101 or eUICC 107 performs an action can refer
to soihvare, hardware, and/or hrnnvare operatin within
module 101 illustrated in FIG. 1b or FIG. 1c pcrlbnmng thc
dC(li»11.

Note that module 101 may also optioiuilly uicludc user
interface 10 1j which niay include one or nxlre devices for
receiving, inputs aiid/or one or inurn devices tor conveyiilg

outputs User uitcrfacca arc known In Ihe art and thus user
interfaces are not described in detail here. User interface
101j could compose a touch screen If module 101 operates
as a amer(phone or mobile phone. Iior embodiments where
module 101 composes a module for M2M applicanons and
is associated with an M2M service provider (15, then
module 101 can optionally omit a user interface 101/. since
no local user 113 input may be required for many M2M
applications. although a user interface 101/ could be

I i 1

uicludcd with module 101. For embodiments where module
101 comprises a mobile phone and is associated with a user
113, Ihc user ultcrlace 101j could comprise a touch screen on
the front of a nxibife phone.

Module 101 may bc a oimputing device that includes
computer components for the purposes of collecting data
from a sensor 101f or triggering an action by an actuator
lfllv. Module lfll may include a central processing unit
(CPU) 101b. a random access memory (RAM) 101e. and a

Io system bus 101d that couples venous system components
includin the random access memory 101e to the processin
uiut 101b. The system bus 101d may bc any of several t)pes
of bus stmctures including a memory bus or nieinory
controller. a peripheral bus. and a local bus using any of a

variety of bus architectures including a data bus Note that
the computer components illustrated for the module 101 in
FICi. 1b may be selected in order to mimmize power
consimiption and thereby maxnnizc battery life. If module
101 uicludcs a bancry and is not attached Io cxtcmal power.

in In addition, the computer components illustrated for the
module 101 in FIC) lh may also be selected in order to
optinlize the system for both long periods of sleep or idle
states relative to active comnninications and also may be
optimized for predominantly uplink (i.e, device to network)

is conumuucations with small packets or messages. Thc com-
puter components illustrated for thc module 101 in FIG. 1b
may also bc general-purpose rximputing components, and
speciahzed components may not be required ui order to
utihze nlany of the embodiments contemplated herein

do Module 101 may include a read-only memory (ROM)
101C which can contain a boot loader program. AI(houri
ROM 101C is illustrated as "read-only memory". ROIvi 101c
I ollkl coillpll sc 1ollg-nulli lllclllorv'torage c hip sew ol

pily'ste-

all uiuls that arc designed for writuig once mid rcaduig many
times. As contemplated»vithin the present invention, a
read-only address could comprise a ROM lfl ln nieinory
address or another hardware address for read-only opera-
tions accessible via bus 101d. Changing data recorded in a
ROM 101c can rcquirc a Iccluimian huvc physical access Io

O module 101, such aa, but not lnnitcd to, rmnovuig a cover or
purt of an enclosure. where Ihc Iccluucian can subscqumuly
connect equipment to a circuit board in module 101, includ-
ing replacing ROM 1 0 I I ROM 1 0 I c could also comprise a
nonvolatile memory. such that data is stored within ROM

. 1 101C even if no electrical po»»er is provided to ROM 101r.
Although not illustrated ui FIG. I b. but illustrated ui FIG. 1c
below. module 101 could also mcludc a flash memory 101m.
Module progr un 101i, network applicution 101 », operating
system lfllh, el)IGG 107, or device drivers 101g could be

an stored in flash memory lfll n»vithin module 101 when the
module is powered offl These components and/or instruc-
tions could be moved from a flash memory 101u (not shown
ui FIG. 1b but shown in FIG. 1c) uito RAM 101e when Ihc
module is powcrcd on by a bootloader program rccordcd in

as thc ROM 101C. Nutc that ROM 101c could bc optionally
oniitted or included in a memory unit within GPU I fib (not
shown)

Petitioner Samsung Ex-1001, 0025



17
US 11,916,893 B2

Although thc cxcmplary cnvironmcni dcscnbcsl hcrmn
employs ROM lttlr and RAM lf)le. it should be appreci-
ated by those skilled in the art that other types of computer
readable media which can store data that is accessible by a
module 101, such as, but not limited to. memory cards,
subscriber identity module (SIM) cards. local miniaturized
hard disks, and thc like, may also be used m thc cxcmplary
opcratmg environment without deparun from thc scope of
the invention. I'he memory and associated hardware illus-
trated in I'I(J lb provide nonvolatile storage of computer-
executable instnictions. rLsta stnictures. prognsm modules,
module program 101i. and other data I'or computer or
module 101 Note the module 101 may include a physical
data connimuon at thc physical uitcrfacc 101a such as, but
not limited to, a nuniatunzcd universal senal bus nduptcr
10lv (illustrated in lil(i. Ir), tirewire, optical. nr other
another port

'lite computer executable instmctions such as. but not
limited to. module program 101/, network application 101»,
eUICC 107. operating system 101h, or device driver 101g
can bc imtially loaded into memory such as. but not lnnitcd
to. ROM 101C or RAM 101e tluuugh the physical utterfucc
10 la bell»re module 101 is given to an end user, shipped by
a manufacturer to a distribution channel, or installed by a
technician In addition, the computer executable instmctions
such as, but not limited to, module progmm 101i, nenvork
application 101», operating system 101h or device dover
101g could bc transfctrtxi wirclcs sly to module 101. In either
case (wired or wirclcss transfer of computer executublc
instructions). the contputer executable instructions such as
module program 101/. nenvork application I glx, operating
system 101h. nr device driver 101g could be stored rentotely
on a disk drive. solid state drive. or optical disk (external
drives not shown).

A number of progrmn modules may bc stored in RAM
101e. ROM 101c, or possibly wtthut CPU 10th. including
an operating system 10th, dcvicc driver 101g. an hup client
(nnt shoivn). a I JNS client. and related software I'urther, the
module program 101/ and/or network application 101x can
perform the various actions described in the present inven-
tion for the module 101 through instructions the module
program 101/ and/or network apphcauon 101x provide to
the CPU 101b. A user may miter commmids;utd mfi)nnation
into module 101 tluough an optional user infcrfacc 101/,
such as a keypad, keyboard /possibly miniaturized for a
mobile phone form-factor), and a pointing device. Pointing
devices may include a trackball, an electronic pen. or a touch
screen.

lhc module 101, compnsing a computer, may operate in
a I1C)w orkCil CllvllutllllCilt iislllg logiCal Colll»CC)tolls to ollC
or morc rcmotc computers, such as thc scrvcr 105 illustrutcd
in lil(i la Server 105 can also function as a general purpose
server to provide files. programs, disk storaae, remote
memory, and other resources to module 101 usually tluough
a nenvorked connection. Additional remote computers with
w luch module 101 communicatcs may include another mod-
ule 101 or mobile device, an Iv12M node witlnn a capillary
network, a personal mimputcr, other scrvcrs. a clmnt, a
rnuter, a network P(L a peer device, a base station 103, or
other common network node It will be appreciated that the
network connections shou n throughout the present inven-
tion are exemplary and other means of establishing a wire-
lcss or wired communications hnk may be used between
mobile dciiccs. computers, scrvcrs, corrcspondutg nodes,
and snuilar computers. Although a single module progrmn
101/ is depicted in Iil(i. I b, niodule 101 could include a
plurality nf module programs 101/.

Thc module progrmn 101/, cUICC 107. and ncnvork
application I 0 lx operating, v ithin module 101 illustnsted in
lil(r lb can pmvide computer executable instructions to
hardware such as CPIJ )bib through a system bus Ibid in
order for a module 101 to (i) connect v ith a v ireless
network 102. (ii) authenticate v ith a mobile netv ork opera-
tor 104 associated v ith thc wirelcss network 102, aml (ni)
amid or rimmvc packets with a server 105 or a server
associated with an eUI( ('ubscription manager )09 'I he

in module program I bi/ and'or net»Cork apphcation lf)lx can
eimble the module 101 or eUI('('07 to tnsnsmit or send
data from the eUICC 107 or module 101. The eUICC 107 or
module 101 can send data by recording data in memory such
as RAM 101e, where thc data cmt include cryptograplnc data

is such as a RAND and RES ialucs, a dcsunation IP:port
nun»her, a packet or packet header value. an encryption or
ciphering algorithm and key, a digital signature algorithni
and key, etc I'he data recorded in RAM 10le can be
subsequently read by the operating system 101h or the

zo device driver 1015, The operating system 101h or the device
dnvcr 101 can write thc data to a physical interface 101a
using a system bus 101d in order to use a physical interface
lgla to send data to the wireless network 102 and IP
netwnrk Ill using a radio 10lz 1shown in I'I(i Ic) Alter-
natively, the module program 101/ and/or network applica-
tion 101x can vvrite the data directly to the physical interface
101a using the system bus 101d.

Thc module progrmn 101/. cUICC 107, network applica-
tion 101x, aniL'or operating system 10th can uicludc stc3ss to

sn pmcess the data recorded in memory such as, but not liinited
to. encrypting data, selecting a destination address, or
decrypting ciphertext data 'I he data recorded in nieinory
could also include an eUI('C profile 107c or eUICC profile
107d, as described in FICi. Ia above and FICi. 2a below. The

Js cUICC proliles 107d cnn utcludc uistnictions and dans for
connimtuig with wirclcss nct»»ork 102. uicluihng ncnvork
parmnctcrs and network;mccss crcdmitials. The nxidulc 101
can use the physical interface 101a such as. but not liinited
to. a audio to transmit or send the data associated with a

so prohle 107d to a base station 103. For those skilled in the art.
other steps are possible as well for a module progmsm 101i
or operating system 101h to commurucatc with a wirelcss
network 102 using data associated with mi UICC (where sn
cUICC 107 records data normally assocuitcd with a physical
III('(') withnut departing, from the scope of the present
i I I veil t1 ii il.

Conversely. in order for module 101. netv orl application
101». or eUICC 107 to receive a packet or message from
MNO 104 or wirclcss network 102. thc physical interface

o 101a can usc a radio to receive data from a base station 103.
Thc rcccivcd data can include inl'onnation from MNO 104
and may comprise a datagram. a source Ip port nuinber, a
packet or header value, an insmiction for module 101, an
acknovvledgement to a packet that module 101 sent, a digital

. » signature. and/or encrypted data. The received data can also
uicludc radio rcsourcc control fRRC) messages, and related
layer I aml layer 2 access and mintrol messages Ihr module
101 to access thc wireless network 102. Thc operating
system lglh or device driver lblg can use a system bus

sn I 0 1d and ('PU 101b to record the received data in nieinory
such as RAM 101e. and the module program 101i or
operatin system 101h may access the memory in order to
process thc received data and dctcrminc thc next step liir thc
module 101 after rcccivutg thc data. Thc steps witlun tins

os paragraph may also descnbc thc steps a module pro ram
1 0 1 i, elJIC('07, or network application 101x can perforni
in order to receive a message from wireless network I t)2 that
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includes a RAND value. For 1hosc skilled m 1hc art, other
steps are possible as well for a module prognsm 101/,
netxvnrk application 1 flu. module 101, and/or eUIC('07 to
receive a message fmm a mobile netxvork operator 104 or
wireless nenvork 102 within the scope of the present inven-
tion.

Module program 10B can include an cUICC 107. which
can prox idc rhc functronahty or CPU 101b mstrucrrons Ibr
module 101 to access data nornrally within a physical UICC,
such as network paranteters and nenvork access credentials
An eUI('('07 as illustnsted in I'l(i. Iu and lrl(i. Ib can be
implemented within module 101 in several diferent ways,
including (i) as depicted rn FIG). Ib a module program 101i
stored in RAM 101e dunng opcranon, but also recorded rn
a nonvolatile memory, such aa, but no1 luni1cd1o, either flush
memory lflln (described in Irl(i. lc) or ROM 10lr at other
times than normal operation (such as during periods of
pmver nff). (ii) firmware within CPU lfllb or another
specialized processin unit v ithin module 101. (iir) an
"eUICC supporting" physical UICC 100 witlun module 101
thar contauis rhc cUICC 107, or (rv) a spccialrzcd circuit
w i(inn a surface mount package 1har ia soldered directly onto
a circuit board of the ntodule 101. including an g-lead small
outline non-leaded (SON-g) package I or the embndrment
where an eUI('('07 comprises a nrodule program 101/. the
eUICC 107 could be loaded and installed within nonvolatde
memory 101m in module 101 using the steps and procedures
dcscnbcd for a module progrun 101/ ui FIG. lb. Other
possibilities exist as well for rhc physical rmplcmcn1arron of
an etll('('07 within a module 101 without departing front
the scope of the present invention. An eUI('C 107 may also
be referred to as an "electmnic UI('C", an "electronic SIM'*

(eSIM), or an "embedded SIM** (also eSIM).
For embodiments where an eUICC 107 can be loaded into

a RAM 101e or flash 10lw memory, a CPU 101b could
designate thc RAM 101e or flaah 101m mmnory conrmning
the instructions or dare Ibr all cUICC 107 trr bc a plrr1ectcd
memory Vr'hen (i) loaded with appropriate data (such as, but
nnt limited to a eUIC('rofile 107d described in lrl(i 2u
below), and (ir) a profile for a MNO 104 is selecred and
activated, then an eUICC 107 can provide the equivalent
funcnonality of a physical UICC. Thc cUICC 107, using an
actn arcxl cUICC prolilc 107d, can provnlc the module 101
with (r) network access crcx)cnrials 202 and 203, and (ir)
netxvnrk parameters 201 in order to connect with wireless
netxvnrk 102 'I he el)IC('07. using an activated el)I('C
protile 107d, can record a first key K 203 (described in
FICIS. 2u and 3 beloxx) and also a first nenvork module
identity 202. Thc eUICC 10'7 can support standard steps by
module 101 lor network aurhcn1rca1ron con(utopia(cd rn
3GPP TS 33.401 VI2ah0 and related standards, including
inputtin a RAND value into the eUI( ('07 and outputting
a Rl!S value

Moreover, those skilled in the art will appreciate thar the
present invention may be implemented in other computer
system coniiguranons. rncluduig hund-held devices, nct-
books. portable computers, multiprocessor systems. micro-
processor based or progranunablc consumer clcctronics,
netxvnrk personal computers. minicomputers, mainframe
computerx, and the like 'I he uivention nray also be pnscticed
in distributed computing environments. where tasks are
performed by remote processing devices thar are linked
tlirough a conununrcuuons network. In a drstnbutcd com-
puting cmrroiunmit, progrmn modules may bc locamd rn
both local and rmnorc memory atora c devices. In arldition,
the terms "mobile node", "mobile station", "mobile device",
"M2M module", "M2M device", "networked sensor",

'*uiduslrial controller**. or '*user rxNrpmcnr" can also rcler ro
module 101 or its tiuictional capabilities. Other possibilities
exist as v;ell for the conhguration nr combmation of conr-
ponents illustrated in lrl(i lb v ithout departing fmm the
scope of the present invention.

FICr'c
Fifi lc rs a graplucal illusuaiion of components witlnn a

module, rn accordance with exemplary embodiments. FIG.
In is illustrated to show a combinatinn of components useful

in for leveraging the efficient and secure comrmutication tech-
niques described in the present invention In addition to the
components illustrated in FIG, Ib above, module 101 can
include a an eUICC 107, a battery 101k a MNO public key
502. a w rrclcas module pnx atc kcy 112rr, a connection ro an

is actuator 101rb a USB uircrlhcc 101v. a CPU wake controller
I 0 I rr, a flash memory 101irx a symmetric key 127, a nsndonr
nuntber generator 120. cryptographic algontluns 141, a
nsdio 101=. and other compnnents illustrated rn Irl(i. I r . Not
all of the components illustrated in FICi. Ic are required for

rn many exemplary embodiments, and some of the components
illustrated rn FIG. Ic may also bc oprrooally omiucd in some
cxmnplary cmbodimcnrs.

I'he ('PU 1 0 I 6 can comprise a general purpose processor
appropnate fnr the loxv power consumption requirements of
a module U)l. and may also function as a microcontroller
CPU 101b could be a processor with an ARMO core, or
possibly an ATOMlrx core or processora, and other possi-
bilities exist as well. Thc CPU 1016 can include rcgrsrcra, a
cache memory, and antluncrm logic units. Clock 160 can

sn comprise a crystal oscillator generating sine or square wave
outputs at a frequency rn drive a system bus U)ld, ('PU
U)lb, and RAM 101e, in addition to other functionality In

exemplary embodiments, clock 160 can comprise a tem-
perature-compensated crystal oscillator (TCXO), a voltage-

rs controlled crystal oscillator (VCXO), ore voltage-con1rollcd
tcmpcraturc-compensated crystal oscillator (VCTCXO), and
other possibrhtrcs exist as well. Clock 160 could include
circuits and logic to keep time while module I 0 1 rs both in
an active state and a dormant state.

sn Sensor 101f could be a device to collect enviroiunental
data or data regarding (i) a monitored unit for M2M appli-
cations or (ii) user 113 for applicanons where module 101
compnscs a mobile plxrnc and user 113 rs an individual
person such aa a mobile phone subscnbcr. Semor 101f could
collect data such as, bm not limited to. temperature. Inunid-
ity, pressure, visible light levels, radiation, shock and/or
vibration, voltage, current, weight, PH levels. orientation/
motion. or the presence of specihc chemicals. Sensor 101f
could also be a mwrophone. Sensor 10lf could be a mag-

a ncrrc atnp rciulcr I'or credit cards and sinular cards, or an
an)cans for cirhcr near-Iield RF communications, such aa.
but not limited to, readin an Rlr identity tag An antenna for
a sensnr lfllf could also collect Innger-range RF signals,
such as. but not limited to, reading ion -range radio ibe-

. x quency identity tags. Sensor 101fcould also collect biomet-
nc dura such aa, but not lunircd ro, heart rare. glucose levels.
body tcmpcrature. or other health mcasurcmcnrs for a user
113. Thc sensor 101f cmi provide data ro rhc CPU 101b in
the fonu of analng or digital data, xvhrch can be comnruni-

an cuted via a system bus 101 d or physical interface lfllu and
other electrical interfaces are possible as well. A sensor
measurement can comprise the analog or digital data col-
lccrcd by CPU 101b Ibom smisor 10lf.

A sensor mcaaurcmcnt from sensor 10lf can include
as processing of thc analog or digital dnta uiput CPU 101b by

sensor Ill f, such as, but not limited to. avenging over time,
using mathematic formulas to convert the raw data front
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sensor 101/ into a usable form. Module 101 may also collect
sensor data or sensor values using a sensor 10(fend (:PU
101 0, ivhere the data or values are derived from electrical
signals output by a sensor 10lf A sensor ineasurement can
comprise the sensor data or censor values. If module 101
comprises a "point of presence" payment tenninaL then a
sensor measurcmcnt could compose data read Ibom a pay-
ntcnt card. As colltcnlplB(cd hcrcin, fhc icruls scnsiir nu:B-
surement" and "sensor data" can be used interchangeably,
and can also be considered functionally equivalent.
Although a single sensor 101fis shown in I'l(i Ic, a module
101 could include multiple sensors. Each of the multiple
sensors 101f could include a sensor identity 151, which
could comprise a number or anon io ulcntify thc sensor
101/. A sensor 101f could bc cxtcroal to module 101, and
also a plurality of sensors lt)lf may be used and they also
can connect to module 101 when niodule 101 uses radio
10lz as a base station for a Wil'i nenvork

Actuator 101 v could be a device to control a parameter or
state for a monitored unit in M2M applications for module
101. such as. but uot lunitcd to, changuig a voltage or
curlcllt, Bctlvatln B switch or rclav, turning on iit iifi
microphone or speaker, activating or deactivating a lmht,
and other examples are well known in the art. Actuator 1013
could also be a speaker Actuator 101 v could be controlled
by module 101 via a digital or analo ~ output from CPU
1015, ivlfich could also be transmitted or sent via system bus
101d or a physical intcrfacc 101a. Although actuauir 101y is
illustrated as cxtcmal to wirclesa module 101 ui FICE lc,
actuator 101) could also be internal to module 101. and
module 101 could include multiple actuators I fly A mod-
ule 101 could mclude niultiple actuators I fly each ivith an
actuator identity 152. Sensors and actuators are well known
to those ofordinary skill in the art, and tints are not descnbed
in addiuona1 dc(ail herein.

Module 101 cmi include a Universal Senal Bus (USB)
intcrfacc 101v. In accordance with an cxcmplary embodi-
ment, module 101 can coniprise a wireless module and
include a radio 101z Note that the use of a radio l his is not
required for module 101, wluch could also obtain a connec-
tion to the IP Network 111 via a v ired line such as Ethernet.
Although not illustrated, radio 101z could include antennas
for reception and transmission of RF signals, mid even
multiple antennas could bc used. Aldiough a sm le radio
10lz is illustrated m niodule 101, module 101 could also
contain multiple radios I 0 la. Radio 10 lz can support wire-
less LAN standards such as, but not limited to, WiF),
Bluetooth, mid Zigbee, or similar wireless LAN standards.
Note that module 101 may also operate us a base s1ation in
a wireless LAN, such as, but not linutcd to, an 802.1) base
station. When module 101 opera(ca a wireless LAN, radio
10lz can function as either a client/node and/or a base
station 103 to support communication from other wireless
nodes in physical proximity. such as, but not limited to, other
nodes v ithin an exempLary 50 meters. The other wireless
nodes could comprise a smisor 101f and/or actuator 1015,
and ui tlus case a srnwor could bc refi rrcxl to as a '*Be(worked
sensor" and an actuator ramld bc rcli:rrcd to Bs a '*Be(worked

BCtu'1tol'n

accordance ivith exemplary embodiments, module 101

can store module private key 112a. MNO public key 502,
and module identity 110. and a synunetric key 127 in
memory/RAM 101e during operation, such as when CPU
101b is acui c aud the module 101 is conncctcd to a nctvvork
such as a wirclcss network 102 dunn duta transmissions.
Module private key 112a preferably is recorded in nonvola-
tile memory such as, but not limited to, fiash memory I fil ii,

so that module 101 has access to its pnvatc kcy 112a after
the private key has been derived or loaded, including times
when a battery 1011 has been fully drained or removed front
module 101 (if module 10) does not utihze a persistent
power source such as land-line power). Synuuetric key 127
can be a secure, shared private key for use with symmetric
encryption or synuncuic ciphering algontluns 211 (in FIG.
2c below). Synuucnac kcy 127 may also uicludc an expira-
tion tinie 133, such that symmetric key 127 may only be

ic used by nxidule 101 and,'or eUI('C 107 during a liinited
period of time. such symmetric key 127 remaining only
valid for a day. or a iveek, or during a session (where the
session comprises multiple messa es and/or responses
bctw tun a module 101 and a wirclcss network 102), cic.

ii Module ulentity 110 is prefbrably a uruque identdicr of
module 101, and could comprise a number or string such as,
but not limited to, a serial number, an international mobile
subscriber identity number (IMSI). international mobile
equipment identity (IMEI), or an Ethernet media access

zo control (MAC) address. According to an exemplary embodi-
ment, module uk:ntity 110 can also compose a senal number
or string that is written into hardware ol'odule 101 upon
nmnufacturing or distribution of module 101 (also depicted
and described in connection v ith a step 511 in I'l&i 5/1

below) In this case, module identity 110 could be recorded
in a read only memory 101c, where read only memory 101C
could not be easily erased or otherii ise tampered v ith. Read
only memory 101c could also compose a protected memory
and tlm address for accessing thc module idcnuty 101 within

ic the ROM 10(i could comprise a protected address.
A protected address can comprise an address accessible to

a ('PU lfilb and readable by ('PU 10th where the data
v ithin the protected address is not modiiied, changed, or
updated by a CPU 1010 under normal operating conditions.

Si Also note that thc protected address can raimpnsc onc I'onu
of B minvolatilc memory, whcrc a memory records da1a. In
cxmnplary embodiments module idmitity 110 may prcli:r-
ably be permanently or persistently associated with the
physical hardware of module 101. which can be helpful fiir

ao the security pmcedures contemplated herein. Module iden-
tity 110 can function as a basic identifier for services from
mobile network operator 104, eUICC subscripuon manager
109. v irclcss network 102. MZM scrvicc provider 115, or
scrvcr 105 in order to properly identify module 101 among
a plurality of modules. Module private key 112ir and an
associated nxidule public key 1)2/1 could be unique to
module 101 and uniquely associated iiith module identity
110, according to a preferred embodiment.

MNO public kcy 502 in module 101 could bc obtamixl
o from downloiuling the key over thc IP Network 111, or

optloilally'llso wrlucn into noitvolatllc mcinorv ol niodulc
101 upon manufacture or distribution MNO public key 502
could be obtained usin a domain name or Internet address
that is recorded in nonvolatile memory upon the conhgura-

. 1 tion of module 101, such as. but not limited to. durin
uistallation or distnbuuon. and module 101 could fetch thc
MNO public kcy 502 upon connccun to a wirclcss ncnvork
102 or other coiuiccuon to thc IP Network 111. Adduional
elements besides those depicted in lil(i li could also be

ac recorded in volatile meinory 10 le, ivhich could comprise a
RAM 101e. For example, cryptograpluc algoritluns 141
could also be recorded in RAM 101e as well Note that
values and rclatcd data cnn also bc recorded in both RAM
101C and nonvolanlc memory 101B at thc same tuuc, such

ai that data in nonvolatile memory 101w allows module 101 to
access the data after a slnitdown state. but movuig the same
data into RAM lfile during an active state allows module
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101 to morc qu&ckly perform opcrauona using a CPU 101h.
Other possib&lit&es ex&st as well for the storaae location of
various values and data elements illustrated in FI(i Jr
without departing from the scope of the present invention

Module 101 may also contain cryptographic al orithms
141, v.hich may comprise a suite of algorithms or subrou-
tuics &hat cmi bc ut&hzcd for (i) dcnvuig a ps&r of keys
comprising a publ&c kcy and a private kcy, (i&) encrypting
data using public keys, (i&i) decrypting data using private
keys, (iv) pmcessing secure hash signatures using private
keys, and (v) verifying secure hash signatures using public
keys, and related sofiv are, firn&ware. or subroutines for
implementing a cryptographic system, includin synunetric
c&phermg algontluns. Cryptographic algontluus 141 could
uuhze publicly ave&lab lc so Jlw are hbraries w&dm& tools such
as. bm not lim&ted to. Openggl, maintained by 'I he
OpenSSI Project (http://www openssl org/). Jibgcrypt main-
tained by 'I'he l&ree Soflware l&oundation (http //vwv gn-
u.org'sofiware/libgcrypt/). and similar libraries such as. but
not limited to, libmcrypt and Crypto++. Note thm crypto-
grapluc algori&hms 141 could also uac propncfary cryp&o-
grapluc librarms as well In &aid&tion to implcmcntuig asym-
metric encryption/ciphenng, such ag but not limited to. used
with RSA and I i('('ryptography, ciyptograpJ&ic algoritluns
141 can provide symnietric ciphering rvhere a shared private
key is utilized to both encrypt and decrypt. such as, but not
limited to. with the Advanced Encryption Standard (AES)
c&pher suite.

As illus&rated ui FICi. 1c, module 101 may also conte&n a
random number generator 128. Rando&n nun&ber giuiemtor
128 may contain a seed 1286. 'I'he creation of randoni
numbers w&th a high degree of entropy may be important the
use of cryptographic algorithms 141. A plurality of the data
as a source for a mndom number seed 128h could be
appcndcd togcthcr &n&o a '*module ramlom aced iilc" w&th a
combu&cd scncs or l&s& of s&a&cs (i.c. a plnrsli&y ol sensor
101/ mcasuremmits, rad&o 101z measurcmcnts, clock 160
times or values, memory 1(lle or men&ory 101iv states,
operatin system it) lh states, actuator It)I) states, and/or
hardware 101a or 101J states). Note that values or data for
each of the elements listed in the previous sentence could be
uuhzed in a "module random ac&xi iilc" &us&cad of or &n

addition to a state. Thc usc of a "module mndom seed lilc"
with a rmidom number generator 128 &s also dc7uctcd and
described in connect&on with l&l(i ld of U.S. patent appli-
cation Ser No J4/084.14J,

filed

No J&J, 2013 inthename
of Jolm Nix. which is hereby incorporated by reference in its
entirety.

FIG.

10'IG. Id &s a graph&cal &llustrauon for mi&hcnt&catm with
a w&rclcss network us&ng a phys&cal UICC, ui sccorduncc
with conventional technology l&l(i. Ii/ illustrates the cons-
ponents and mterfaces for using a physical UIG('n order to
a module 101 conduct an authentication with a wireless
network 102 according to v ireless WAN standards which
use a prc shared six rct key K rix ordcd m thc phys&cal UICC
116. The w &rclcss network could bc an LTE, LTE Advanccxl,
or a 3G network, m&d also based on related st;uid;uds. With
a 3(i network. the pre-shared secret key K is also knov n as
"Ki" 'I he module it)i can include a network application
101ir a UICC driver 114, and a physical interface supportin
the ISO/IEC 7816-3 electrical standards. such as the third
cd&uon pubJ&shcxt on Nov l. 2006. The phys&cal UICC 116
can bc a smar& card ui thc I'orm fuctor oi' muu-SIM,
m&cro-SIM, or nano-SIM, conncc&ed io thc phys&cal inter-
face such as ISO/Il&C 7816-3 and related electrical stan-
dards. lite physical interface can include ~ ix electrical

contac&s known as Cl tluough C6, whcrc Cl provnlca a
power supply to the physical ill('G 116, ('2 prov&des a reset
signal input, ('.3 provides a clock signal input. etc 'lhe
network application 10 lx can comprise sofnvare or firmwar
for the module 101 to conuuunicate with the v ireless
network 102 usin the standards that include layer 2 mes-
sages bctwccn module 101 and w&rclcss network 102 such
as, but not lun»cd &o, r;uho rcsourcc rx&ntrol (RRC) mes-
sages, security mode commands. ciphering, and m&thentica-

&n tion I'he netv'ork application Hll.i. can commun&cate with a
mdio l(llz (described in l&l(i. Jc) using the system bus it)Id.

Anetworl application 10)x in a FICi. IJ can be similar or
equivalent to a network applicat&on 101st depicted and
dcscribcd in connect&on w&th FIG. lb. Thc UICC driver 114

&r can compose a driver w&thin a sct of dnvcrs 101g wi&hin
module 101, where drivers 1018 are also depicted and
described in connection ivith l&l(i. Jh A physical UIC('16
can support other and additional functionality for a module
101 than the authentication functionality depicted in FICJ.

zo Jh. such ag but not limited to, (i) recording a set oi netv'ork
parmnc&crs cquivalcnt to a sct of network parameters 201 in
FIG. 2a below in order &o module 101 to ident&fy and sclec&
a v ireless net&cork 102, (ii) recording an address hook rvith
a list of plxooe numbers fi&r user 113, (iii) recordmg a list of
recent SMS messages and telephone numbers dialed, and/or
(iv) recordin and implementing a personal identihcation
number (PIN) in order for a user 113 to authenticate and
access thc module 101 w&th thc UICC 116, and o&hcr

funcuo&uil&ty ofa physical UICC 116 &s poss&blc as well. Thc
&n physical UIG('16 can also include (i) an IP Multi&nedia

Services Identity Module (ISIM) application and data and/or
a (ii) Universal Subscriber Identity Module (USIM) appli-
cat&on for the module 101 to utilize when conununicatin
v ith the ivireless network 102.

&r Al&cr power-up oi thc module 101 Irom a powered oil
state, thc module 101 can usc the UICC dover 114 to read
da&a from the physical UICC 116 such as a sct of network
paranieters 2()3 (depicted in l&l(i. 2a below) as well as an
IMSI or equivalent value as a nenvork module identity. 'I he

ao set of networl parameters 203 or IMSI in a physical Ui('C
116 may not be encrypted (or associated v ith an eUI('C
profile 107d) and thc sct oi'etwork par&unc&crs can bc
d&rcctly re&xi by thc UICC drn cr 114. Thc nx&dulc 101 can
usc thc sc& ol nc&work par;mictcrs to tune a rad&o 101 to
particular frequencies for the v ireless network 102 and
search fi&r a beacon signal from a hase station H)3 'I he
beacon signal can include codes such as a mobile country
code (MC(') and mobile netvvork code (MNC) that can
match values in c&ther thc network parameters or IMSI.

o Upon linding iuid sclcc&ing a base stauon 103, thc module
101 can send a random access cl&anncl (RACH) mcssagc and
subsequently an identity value recorded in the physical
ill('('16 such as an IMSI. temporary mobile subscriber
identity (TMSI). a globally unique temporary identity

. a (CJTUI), or a similar value to identify the module 101 usia
thc physical UICC 116 with thc w&rclcss ac&work 102.

In order to mithentmate a module 101 w&th thc wirelcss
nc&work 102. thc w &relcss network 102 can record a sc& of
m&thent&cation tokens or vectors associated with a nenvork

an identity sent by the module ltil, such as a (i'I'JJI value An
authentication vector 117 for the module*s 101 netv'ork
identity can comprise a vector or set of values that includes
a random number (RAND) 118. rcsponsc (RES) 119. a
nc&work au then&ica&ion token (AUTN). and a sequence num-

ar bcr. Thc value AUTN and s&xlucnce number &s no& shown in
l&ICi Ir/ and subsequent hgures such as l&l(i le and I'l(i 3,
but the value AIJTN and sequence number can be used by
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module 101 with a physical UICC 116 or cIJICC 107 in
order to authenticate the wireless network 102 'I he
sequence number can prevent replay attacks and the A(JTN
value can comprise a digital signature or message digest
value the physical UICC 116 or eUICC 107 can also
calculate using the RAND 118 value in order for the module
101 to authentica/c thc wirclcss network 102. Thc values lhr
the authentication vixtor 11'7 that uicludcs u RAND 118 and
a Rlig 119 can be calculated by a home subscriber server
(I ISS) for the mobile network operator 104 associated v ith
the ivireless network 102 and provided by the niobile
network operator 104 to servers associated with the wire/ess
network 102. An exemplary format for the use of a RAND
118 with a rcspomc RES 119 is described in ETSI standard
TR /31 900 3.10.0.0 and related docummits. Ofter possi-
bilities exist as »veil for the format, stnicture. and data
elements within an authentication vector 117 v ithont depart-
ing fmm the scope of the present imention

In order to conduct an authentication of module 101. after
receiving a RACH message and the network module identity
such as an IMSI, TMSI, or CiTUI value, thc v ireless nct»vork
102 can amid a RAND 118 lkom the authentication vector
117. 'I he module 101 can receive the RANI) 118 value using
the netv ork application 10lx and the radin lfilc 'I he
netivnrk application lfilx can send the RAN/3 118 value to
the UICC driver 114, and the UICC driver 114 can send the
RAND 118 value through the physical interface such as
ISO/IEC 78 I 6-3 to thc physical UICC 116. Aller roccivuig
the cxcmp/ary RAND 118 mcssagc, m urdcr to conduct an
authentication. module 101 using a physical I/IC('16
could take steps to demonstrate to a wireless network 102
that the physical I/I('C 106 records the same pre-shared
secret key K for the network module identity as recorded by
a mobile network operator 104 associated with the wire/ess
network 102. Physical UICC 116 can propcrly respond tu thc
RAND 118 using message digest al onthms by calculating
a as cure hash value RES 119 using thc RAND 118 mid thc
recorded secret key K. 'I'he physical UIC('16 could use
al orithms specitied in ETSI 'I'S )35 205-209. as well as
subsequent and related standards, in order for the physical
IJICC 116 to calculate a secure hash value such as a RES
119. Thc calculanon and proccssuig uf a RES 119 usui a
RAND 118 and a secrct kcy K is also dcpmtcd mid descnbcd
in conncc/ion with steps 306 aml 311 oi FIG. 3. Other
pnssibilities exist as »veil for a physical I/I('C 116 or an
eU IC( 107 to ca/cu/ate a Rl /8 119 va/ue using a RANI) 118
and a secret key K without departing from the scope of the
present invention.

After thc calculanon oi'a RES 119 value in rcsponsc tu thc
RAND 118, thc physical UICC 116 can send thc RES 119 to
the UICC driver 114 tluough the physical ui/erface such as
ISOilE('816-3 'I he device driver 114 can send the IUIS
119 value to the network application lfilx and the network
application 101» can send the RES 119 value to the wire/ess
network 102 u sin a radio 101'nd the base station 103. The
wireless network 102 can take s/cps to compare thc rcccivcd
RES 119 with a rccordcd RES 119 value in thc authentica-
tion vector 117. H'hc rcccived RES 119 nu«ches thc
recorded RES 119 in the authentication vector 117 then the
module 101 with the physical Ulc('16 can be considered
authenticated The authentication ofmodule 101 by wire/ess
network 102 is also depicted and described in connection
with a step 308a oi Flci 3. Aller successful mithenfication,
the module 101 and wirclcss network 102 can then take
subsv quent steps for a module 101 to have access to thc IP
netivnrk 1 I I inc/uding the pub/ic Internet, as v ell as con-
fi uring services such as voice and SMS

Fici le
lil(i le is a graphical illustration for authenticating svith

a wireless nenvnrk using, an eUIC(k in accordance svith
exeniplary embodiments A module 101 with an el//('C 107
can perfomi the equivalent steps for authentication with a
v ireless networl 102. such that a module 101 can use an
cUICC 107 ina/c;ul of a physical UICC 116 Thc wirelcss
nc/work 102 can pcrionn thc same steps as (3) rcxordntg an
mithenticatinn vector 117 from a mobile network operator

in 104 associated with the ivireless network 102. (ii) receiving
a RACI I message and a network module identity such as a
CiTUI or TMSI from the module 101. (/ii) sending values
from the authentication vector 117 including a RAND 118.
and (iv) rcccivuig a RES 119 and companng the rcccivixl

is RFS 119 with a recorded RES 119 ui thc authcn/ica/ion
vector 117 in order to authenticate the module 101 using an
eUIC('07 instead of a physical /JICC 116 In other words,
the use of an eUIC('07 by module 101 can be transparent
to a v ireless network 102, such that a module 101 with an

io eUICC 107 instead of a physical UICC 116 can be fully
'*backward cumpaublc" with standards, sot)werc, and infra-
structure deployed on a wire/css network 102.

A mndule 101 in lil(i le can include a network applica-
tion lglx, an e(JICC driver 129. an eUI('('07, and an
opensting system I 0 I 6 'I'he netivork application 10 1x can be
equivalent or similar to a nenvork apphcation 101 v depicted
and described in connection with Flci. ld and Flci. lh
above Tlic use oi an cUICC 107 uisiead of a pl ysical UICC
116 v i/lun module 101 c;m also be transparent to ncnvork

in application lfilx, via the use of eUI('('river 129 In other
words, in exemplary embodiments. the same or equivalent
netwnrk application 101x can be used for either (i) a module
101 with a physical UI('C 116 or (ii) a module 101 with an
eUICC 107, since the eiJICC driver 129 can perform the

is lilclltlcal input and ou/put functions as a UICC dover 114
when communica/ing with thc network applica/ion 101x.
Thc usc ol'n cUICC driver 129 is also dcpictcd and
described in connection ivith lil(i. Ih above 'I'he el/I(('river129 can communicate ivith the network application

so 101» using the operating system 101h. The internal com-
munication between netvvork application 101x and eUR'C
dover 129 usuig an operating system 101h could comprise
slmnng memory 101e. such that ac(work application 101x
wri/cs messages such as, but not lnnitcd to, an cxcmplary
RAND 118 value into the shared memory lfile and el/I(('river129 reads the values from the shared meniory 101 e
In another embodiment, the internal conununicatiolt
between network application 101» and eUICC driver 129
using an operating system 101h txiuld compose using loop-

o buck UDP porta wi/hin operating sys/cm 101h. such that
nc/work applica/ion 10lx sends a UDP da/agram with thc
RAND 118 value using a tirst I/P/) loopback port. and the
eUIC('river 129 receives the //I/P datagram with the
RAND 118 value usin a second UDP loopbacl port.

. 3 Similar steps could be taken as vv all for an eUICC driver 129
to scud da/a such as a RES 119 to thc network apphca/ion
101.v using thc upcraung system 101h.

As illus/rated in FIG. le. eUICC driver 129 can also
comniunicate with the e/Jl('('07 using the operating

an system lfilh. I'wo difi'erences between conventional tech-
nology illustrated in Flci. ld and the exemplary embodiment
illustrated in Flci. le include (i) the eUICC driver 129
conumuucates iwth thc eUICC 107 using opcratuig system
101h instead of a physical uitcrfacc such as ISO/IEC 7816-3

as and related clcctncal st;mdards, and (ii) thc eUICC 10'7 can
operate as a separate pro ram or apphcation within meinory
lfile or menmry lfilir instead nf a physically separate
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applmation operating on a physical UICC 116. Thc cUICC
driver 129 can communicate with the eUI('('07 using the
equivalent steps and procedures for an network application
10)» to communicate with an eUI('C driver 129 descnbed
in the paragraph above, including using shared memory or
sending IJDP loopbacl messages on internal UDP loop back
ports. Other posslblllucs for thc conmiunicution bclwccn
cUICC driver 129 and cUICC 107 exist as well witlxiut
departin from the scope of the present invention. In addi-
tion, although eUI('C driver )29 and eUI('C 107 are
depicted in ITI(i le and lrl(i. Ib as separate elenlents,
programs, and/or processes for a module 101. the eUICC
driver 129 could be optionally combined with an eUICC 107
such that thc network applicauon 1011 can conumulicatc
directly with thc cUICC 107 using thc opcraung systmn
10)b

'lhe eUI('('07 can include an eUIC('rofile )07i/ which
can contain the same mfonnation used by a physical IJI('C
116 in FICI. Id above. including a set of network parameters,
a netv'ork module identity, and a key K. In other words. the
data recorded ui a cUICC 107 in the Ibrm of u prolilc 1074
can allow and support the cUICC 107 in FIG. 1e to operate
in an equivalent manner as a physical Ul('C in FI(i Ii/ for
the mlthentication steps illustrated in lri(i. Id and ITI(i. Ie
Althnugh not illustrated in Irl(i. le. the eUIC('07 could
also perfomh the similar or equivalent functions of a physical
IJICC including (i) recording a set of network parameters
equivalent to u sct ol'network paramcicrs 201 in FICi 2a
below m order to module 101 to slcntii'y and sclcct a
wireless nenvork 102, (Ii1 recording an address book v ith a
list of phone numbers for user 1)3. (iiii recording a hst of
recent SMS messages and telephone numbers dialed, and/or
(iv) recording and implementing a personal identiTication
number (PIN) in order for a user 113 to authenticate and
access tlm module 101 with thc cUICC 107. Other I'unc-

tionality of an cUICC 107 Ibr a module 101 is possible as
wc)i without dcparun from thc scope ol thc present mvcn-
tlon

As illustrated in Irl(i le, the nenvork application 101.i. in
module 101 can receive a RAND 118 value ibom wireless
network 102 in order to authenticate the module 101. The
network application 101» can send the RAND 118 value to
the eUICC driver 129. The eUICC 107 cml read a RAND
118 value from thc ac)work applicsiion 1011 usin thc
eUIC( driver 129. After receiving the exemplary RANI)
118 message. in order to conduct an mlthentication, module
101 using mi eUICC 107 could take steps to demonstmte to
a wireless network 102 that the module 101 records the same
prc-s)ulled secrct key K for thc network module identity as
rcmordcd by a mobile ac)work opcratur 104 associated with
the wirclcss network 102. cUICC 107 can properly respond
to the RAND I)8 using niessage digest algorithms by
calculating a secure hash value Rl:8 l)9 using the RANI)
118 and the recorded secret I ey K from the profile 107d. The
eUICC 107 could use algorithms specified in ETSI TS 135
205-209. as wc)i as subsequent and rclutcd standards. in
order for thc cUICC 107 to calcu)sic a secure hash vuluc
such as a RES 119 Thc calcu)anon and proccssuig oi'a RES
119 using a RANI) I)8 and a secret key K foran e)JI('C 107
is also depicted and described in connection v ith steps 306
and 311 of FICi. 3. Other possibilities exist as well for an
eUICC 107 to calculate a RES 119 value usia a RAND 118
and a secret kcy K, without deparun from thc scope of thc
present ulventlon. As illustrated ui FIG. 1e, thc cUICC 107
can send thc RES 119 to thc cUICC dover 129, and thc
eUIC( driver 129 can send the It)!8 119 to the nenvork
application )0).i. I'he network application )01» can then

amid thc RES 119 to thc wirclcss ac)work 102, mid thc
wireless netwnrk 102 could perform a step 3()grr as depicted
and described in connection with Iri(i. 3 ln order to mlthen-
ticate the module 101 using, the eUI('C )07 and profile It)7d.

FICI'f
FICi Ifis a graplucal illustration of an exemplary system

that includes a mudulc. a mobile ac)work operator. and sn
cUICC ln accordance w ith exemplary embodiments. System
)99 in ITI(i. If can include a mobile network operator )04

ln and a nlodule 10). 'I'he mobile network openhtor )04 can
comnlunicate with the module )0) using a lvireless nenvork
102. and the wireless network 102 could comprise the radio
access portion of the mobile network opemtor 104. such as
a collection of base stations 103 usin licensed raiho spec-

i i trum suCh as, but not linutcd to, thc 700 Mlm band for LTE.
and other pnssibilities exist as v ell for the wireless nenvork
)02 llle mobile network operator 104 can include a nether
)05 with an IP address 106a. 'I he server 105 with MNO )04
in FICi. If can comprise a Mobility Management Entity

lo (MMEJ in LTE networks, or equivalent functionality to
rcccivc authentication rcqu cats from modules 101 with other
wire)usa wide-arcs networking timlmology. Thc MME csn
support radio bearer activation,'deactivation processes fbr
the module 10) and authenticating the module 10) by
recording an authentication vector I )7, where the mlthenti-
cation vector 117 can be received from an HSS.

The server 105 can comprise a server as depicted and
dcscribcd uh connection with server 105 ln FIG. 1k and FIG.
1m ofU.S. patent applicntion Scr. No 14/084,141, (i)cd Nov.

hn 19, 2013 in the name of John Nix, which is hereby incor-
porated by reference in its entirety 'I he IP address 106a can
include a subnet prefix 106d and an interface identifier 106e
The IP address 106u can comprise an IPvb addres~, where
the subnet prefix 106d comprises the first (i4 bits oi a 128 bit

hi IPv6 address, and thc intcrfacc identliicr 106e can comprise
thc last 64 bits of a 128 bit IPv6 address as shown uh FIG.
1/ Otlmr nodes connected to tlm wirclcss network 102 csn
also include Ipvb addresses lvith different values for the
subnet prefix 106d and the interface identifier )06e A

»n module 101 can include both a netw ork application 101» and
an eUICC 107, v:here a network application 101.1 is depicted
and dcsvribcd in connection with FIG. Ib mhd an cUICC 107
ls dcplctcxl aml dcscribcd in connection with FIG. Ia, FIG.
Ib, FICi. 1c, aml FIG. Ie.

In an exemplary embodiment. diferent elements within
module 101 can be associated lvith diff'erent IP addresses
The netv ork application 101» can be associated with an IP
address 106b and the elJICC 107 can be associated with an
IP address 106c. The wirclcss network 102 txiuld assign thc

o module 101 thc subnct prclix 106d used by module 101 wldl
wire)usa ac)work 102, and an operating system 101k could
assign the interface identiher 106e used by the nenvork
application 101» and the e)JI('('07 Other possibilities
exist as v,ell for the source of IP addresses in a system 199.

. l but an end result can comprise the eUICC 107 having a
unlqtn: IPTG iiddlcss 106c slick )liat a server 105 such as an
MME can conuuunicatc with thc cUICC 107 directly by
smhduhg a packet with a RAND 118 value )rom server 105
address It)6rr to eUI('('07 address It)6r

sn Altlmugh not illustrated in Iri(i. If, the exeniplary IP
addresses for server 105 and eUICC 107 can be associated
v ith port numbers. such that server 105 can use a hrst port
number with thc IP address 106a whmh sending a RAND
118, and cUICC 107 could usc a second port number wldl

si thc IP address 106c when rcccivlng thc RAND 118. Server
)05 can use a third port number when receiving a Rl 'S I )9,
and eUIC('07 could use a fourth port munber when
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sending the RES 119. Thc first mid tlnrd port mimbers cnu/d
be the same value or number, and the second and tiiurth port
numbers could be the same value or munber In an exeni-
p/ary embodiment, the RANI/ 118 and 8/'S I/9 in systeni
199 can be formatted according to the I/DP Lite protocol. as
specihed in IETF RFC 3828. which is also incorporated by
rcfcrmicc herein The tenn "UDP Liie'* descnbcd in thc
present nncntion may also rcfcr to any connection/css
pmtocol suppnrted on lp Network I I I and wire/ess network
102 ivhere checksums may be partially disabled, thereby
supportin the transfer of bit errors within a datagrani.

As illustrated in FICi. /f; an eUIC'C 107 operatin in
module 101 could be an application with a unique IPvb
address 106c, aud thc network applmailon 101x utt/tzc a
di//i:rent IPl 6 address 106b. Thc two IP addresses cou/d bc
on the same subnet 106d used by a module 101. and the
netivnrk application Ifll.r could comnnuiicate with the
eUIC( 107 locally withm module 101 using the two diffe-
ren IPvb addresses 106b and 106n. The network application
1011. could cotmnun/cate with the eUICC 107 loca//y for
cxemp/ary "other data" dcpictcd ui FIG. 16 w/uch cou/d
comprise ihc stonng of ml address book in thc cUICC 107,
reading a set of network paranieters by the netv ork app/i-
cation lfllx from the eUI( ('07 with the eUIC('rofile
107d, etc. In an exenip/ary einbodiinent, the el/I('C 107
could conuuunicate v ith the mobile network operator 104
for authentication. thus potentially bypassin ~ the nenvork
app/mutton 101x for separate hand/ing of RAND 118 and
RES 119 1 a/ues depicted in FIG. le above. The authentica-
tion n/essages comprising a RANI/ I /8 and a Rl IS 119 could
be communicated between the eUI( ('07 with lp address
106r to the mobile network operator 104 v ith lp address
106a lvithout the use of a network application 101l.

The eUICC 107. with an associated IP address 106c could
a/so commumcate with thc cU/CC subscripuon manager
109 by scnduig a packet from IP address 106c to an IP
address of a server associated with thc cUICC subscription
mana er. such as the exemp/aty data for a step 205 depicted
and described in connection with I'l(i 2a and /1/(i 3 be/nw
Note that the eUICC 107 with the IP address 106c can
communicate with the eUICC subscription manager 109
without the wire/css network 102, but rather tluough un IP
network 111 Thc conncctiviiy for the IP network 111 cnu/d
be provided by a difibrcnt wire/csa network 102 than thc
wireless nenvork 102 associated with the MNO 104
A/thnugh the use of a specific, unique IP address 106r for
eUICC 107 is illustrated ln FIG. /f; an eUICC 107 does not
require a separate IP address 106r in other embodiments,
and thc eUICC 107 could sharc an IP address 106b with a
network app/ication 101v or other proccsscs or e/mncnis
w itlnn module 101.

liIC/ 2a
liIC/ 2a is a graphical i//ustnstion of an exemplary profile

for an eUICC, including encrypted data, decryption steps,
and decrypted data for the prohle. in accordance with
cxemp/ary cmboihmcnts. Two cxcmp/ary fonna ol'n
cUICC proli/c are i//ustmtcd in F/G. 2a. an mlcryptcd
cUICC proli/e 107c mid au eUICC prnfi/c 107d. As mm-
temp/ated herein, an e///C('rofile, such as the exmnplary
eUIC( pmh/e l()7r and 107d, can be similar tn profiles for
an eUICC contemplated in ETSI specification TS 103383
v12.2.0 and related standard~. but with difierences to the
current/y pubhshcd standards, as descnbixl below. An
cUICC proli/c 107d can compnsc ihc dais from an
cncryptcd eUICC pro/i/c 107c, w herc (1/ a first poruon nf thc
data. comprising ciphertext 208u, has hemi decrypted. and
(ii/ a second pnrtion of the encrypted eU/('C pniti/e 107n,

compnsing ciphcrtexi 208b rcmmns encl/ptcx/. Thus, an
encrypted e//I('.('mfi/e 107c can include a first portinn, or
c/phertext 208u and a second portion, or ciphertext 2()gb as
depicted in lil(/. 2a As contemplated herein. an encrypted
eUICC profile 107c can be referred to as "pmfile 107n", and
the eUIC( pmfile 107d can be referred to as "profile 107d".
Boih proli/c 107c mid proli/c 107d can ulc/udc a proli/c
ulmltity 107e. Prufile identity 107e can compose a number
or string such that various elements i//ustrated in li/(i lu can

in pmper/y refer to, select. and or identity a profile lt/7n or
pmh/e 107d, inc/uding elements such as a mobi/e nenvork
operator 104. eUICC subscription manager 109, module
101. and/or an eUICC 107.

A pro/i/c 107c or pro/i/e 107d ui cxmnp/ary systems
is hcrcin, inc/uduig systems 100, 300, and 500 can compose

several different possible embodiments 'I he profiles could
be recnrded in a file or data set. and stored in nonvo/ati/e
meniory associated with an eUI( ('07. such as but not
firn/ted to. a flash memory 101w. As transferred across a

ln v ireless network 102 and/or IP networl 111, the encrypted
cUICC proli/c 107c c;m bc scgmmiuxl ulio scparatc data-
grams and transfi:rrcd usulg a tmusport layer protocol such
as 'I'CP. An application layer protncnl such as transport layer
security ( I'I S) and additional ciphering at the data-link layer
could be utilized as we/l. in addition to sending and receiv-
ing the data for a profile 107c as ciphertext 208a and 208b.
The exemplary forms for a profile 107n and 107d m FIG. 2ii
can rcprcaeni dais for a li/c recordixl ul a module. such aa.
but uot limited io, (/1 sioung in a volaille mmnory 101e when

sn the pm/i/es 107n or 107d are being processed or accessed by
a ('Pl/ I 0/6, nr (ii/ storing in an nonvolatile memnry such
as flash menmry 101 w when the proh/e 107c and 107d are
stored long term, including times when a battery 101/. may
be removed from module 101.

ls Note thai proli/c 107c with ai /cast two distuici portions.
compnsing ciphcltcxt 208a and ciphcricxt 208b, could bc
rccordcd in separate scgmcnts or in dlsuuct location within
module 101 nr with an eUI('('ubscnption manager lf/9,
slid the twn or multiple portions together can coinprise a

sn prohle 107c. In other words. the portions of c/phertext 208ii
and 208b (and other data in a profile 107c or profile 107a'/
can bc recorded in difl/:rent locauous w/u/c comprisuig a

pro fi/c 107c. Other possibilities exist as wc/I lbr the structure
and rccorduig ol'hc cxemp/ary data for a proli/c 107c and
107d wit/mut departing from the scope of the present
invention. A/though the label "Stored w/Subscriptinn Man-
ager 109" is depicted with an encrypted eUICC profile 107r.
the encrypted eUICC pmfile 107c can also be stored as the
format depict ax/ in FIG. 2a w i(bin a module 101 or an cUICC

c 107. until at least a step 206 is pcrfonncd to decrypt thc first
ciphcncxt 208a, as described ui this FIG. 2a and FIG. 3
below

A first pnrtion ofpmfi/e I t)7i can include ciphertext 2(/ga,
v here ciphertext 208a can include a set of netv ork param-

. 1 eters 201, a first network module identity 202, and a first key
K 203. Ciphcrtcxt 208a cmi include these c/mncnts ul a
i:lphclixl stlhlg nl 8/c, suc/1 that a thu'll party wnulil licit

fee slb/y bc nb/c io ready thc plaultcxi w lt/un cipher/ cxt 208a
without a key such as eU/('('rofile key 107b ( iphertext

sn 208a can cmuprise the set of nenvnrk parameters 201, the
first netivork module identity 202, and the hrst key K 203 as
plaintext ciphered with a eUICC profile key 107b, as
dcplctcd and dcacnbcd in coniwction with FIC/. 2b bc/ow.
Thc sct of network paramctcrs 201 cou/d compnsc a list of

as values mid act/lugs for a module 101 io uil/lxc ln coiuiecilng
with a mnbi/e network operator 104 I'he set of nenvork
paranieters 201 could include a list of mnnbers or strings fbr
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i a)ues such as (i) allow cd frcqucncics or frcquntcy bands to
scan. (ii) preferred access lists for roaining onto other
wireless networks, (iii) critena for a module 101 to select
base stations 103 in idle mode. (iv) support for emergency
services. (v) supported languages or chamcter encodin, (vi)
codes to search for in beacons broadcast by a wireless
network 102, (vu) parameters li&r a radio 10)z to use when
coilllix'Illlg to a w'll'clcss lli:W Ork 102. (vlil) ltilltli:s Or
addresses fiir a server 105 associated with a MNO 104 in
order fiir a module 10) to send data, etc

A hrst network module identity 202 within a ciphertext
208a in profile 107c can comprise a subscriber identiry or
related identifier of module 101 when connected to a MNO
104 tluough a wire)ass network 102. In an cxcmplary
cmbodimcnt, thc lirst network module idcnuty 202 can
comprise an international mobile subscriber identity (IMSI),
a globally unique temporary identity ((i'I'Ul). a media access
control (MA(') address, a tempomry niobile subscnber
identity (TMSI) or a similar number or strin ~ ro identify a
module 101 with wireless network 102. Note that a nenvork
module identity such as Ihc first ncnvork module identity
202 can bc dillbrcnt than a module ulcntity 110, such that a
netivork module identity can be assigned by a niobile
netivork operator 104, while a module identity l)0 can be
assigned by mamifacturer ln other ivords, a network module
identity such as the first networl module identity 202 can
chan e over time for a module 101, while the module
identity 110 can remain thc same. The cUICC identity 107a
can also rcmmu thc smnc value or number while a network
module identity changes

A fir t key K 203 within a ciphertext 208ir in pnttile 107r
can comprise a standards-based shared secret key K for use
in wireless %VAN networks based on ETSI, 3C)PP, and
related standards. As currently specified in ETSI/3Cr'PP
standards for LTE and LTE Advanced networks. thc shared
simrct kcy K, (i) rimordcd in a SIM or UICC. and a MNO 104
HSS,;md (ii) dcscnbcd in 3GPP TS 33.401 V12.9.0 and
related standards. comprises a pseudo-mndoni number v ith
a length of 128 bits 'I he length of key K fiir standards-based
wireless nenvorks 102 may be extended in the future. The
use of shared secret key K for authentication of a module
101. and also I'or ciphcnug and data mtegnty. with a w irclcss
network 102 that unplemnits ETSI rmd/or 3GPP stnndurds
is also defined in thc specificauons ETSI TS 135 205-209
and related standards l)oth the first key K 203 and the
second key K Z04 can comprise a slmred secret key K as
described in 3CiPP TS 33.401 V)2.9.0 FICiS. Ca2-I and
related standards A mobile network operator 104 using the
funcuon of an uuthcnucauon center, possibly within a home
subscriber server (HSS) cau gcncratc or process authentica-
tion vectors 117 compnsing an random number (RAND), an
authentication token (AUTN), a response (Rl!S). and a
sequence number usmg the first key K 203 recorded in a
eUCC profile 107c or 107d for the first network module
identity 202. Likewise. authentication vectors 117 cmt be
generated by a HSS and scut Io a MME lor thc simond
network module identity 209a with dic second kcy K 204.

In exemplary cmboduncnts, thc first kcy K 203 dcpictcd
in I'l(i. 2a is also depicted and described as operating as a
standards-based slmred secret key K in lil(i. 3 below at a
step 306. Usia the properties of a standards-based key K,
a module 101 or an eUICC 107 can use the first key K 203
and a lira( random number RAND 118 received to process or
calculate a first rcspomc RES 119. Stcqt 306 with a first kcy
K 203 can compnsc an mithenucauon liir a module 101
(coinprising a "mobile phone", "mobile station", or "user
equipment") ivithin standards such as 3(ipp 'I'S 33 401

V)2.9 0 aml rclatcd standards using a slrsrcd secrct kcy K.
As contemplated herein. the use of the term "randoni nuni-
ber" can comprise a pseudo-random number with a high
degree of information entropy that may not be purely
mathematically mndom. but can be considered a random
number and referred to as a random number for the purposes
hcrnn.

In an cxcmplary embodiment, as described in FIG. 2e and
step 302a of lil(i 3 below, the hrst key K 203 can be

ia optionally recorded in ciphertext 208ri with an additional
layer of encryption, such that the hrst key K 203 is recorded
as a ciphertext ZOSr witlfin ciphertext 208a. In other words.
upon conversion of ciphertext 208a into plaintext using a
profile dimiphcruig algonthm 206. thc lira) kcy K 203 csn
retain mi additional layer of encrypuon as ciphcrtcxt 208c
with other data in a profile 107i/ tint may be plaintext 'I'his

optional additional layer ofencryption fiir the first key K 203
is also depicted within the profile 1074, where ciphertext
208c optionally remains in prohle 107J after the conversion

zo of ciphertext 208a into plaintext using a step 206. As
dcscribcd below. Ihc optionally additional layer ol'ncryp-
tion for ciphcrtcxt 208c with the lirst key K 203 can bc (i)
pmcessed into plaintext first key K 203 (ii) after a subse-
quent deciphering with an asymmetric ciphering algorithni
219 as illustrated in lil(i. 2e.

Note that the additional layer of encryption for the hrst
key K Z03. in the foun of using a ciphertext 208c, can be
op no nally omitted imd the lira( kcy K 203 niu1d bc p la us(ex l
alter Ihc conversion ol thc lirst portion of prolilc 107c as

ia ciphertext 208ri into plaintext in a profile 107a'sing a step
206 linis, the dashed lines amund the first key K 203 as a
ciphertext 208O indicate the use of ciphertext 2(Ori is
optional, depending on the security requirements for an
MNO 104 when distributing electronically the first key K

ss 203 In another cmbodimcnt as dcscnbcx) in FIG. 3, thc first
kcy K 203 can compnsc a null i slue, such as Ihc value for
a kcy K ui order Io support cmcrgcncy services if module
10) Ims no valid UI('C. and in this case the use of additional
encryption via ciphertext 2()SO can be omitted for a first key

so K 203. In a related embodiment, the first key K 203 can be
omitted entirely fmm a profile 107c and profile 107d. and
thc cUICC 107 can subsn)ucutly usc u null value for the first
kcy K 203.

A simond portion of prolilc 107c can uicludc ctphcttcxt
208b, v here ciphertext 208b can include a second key K
204a and a second network module identity 209a Cipher-
text ZOSb can be ciphered ivith a synunetric key IZ7, where
the ciphering and deciphering ofa portion ofciphertext 208b
is depicted mid dcscribcd ut connection with FIG. 2c below.

o In au cxcmplary cmbodimntk thc second network module
ulnitity 209ii can comprise mt uttcrnational mobile sub-
scnber identity (IMSI), a globally unique temporary identity
((i'11)1), a media access control (MA(') address. or siinilar
number or stria to identify a module 101. In exemplary

. s embodiments. the second nett) ork module identity 209ii can
bc a dillbrcnt number or value than the first ac)work module
ulnitity 202. Although thc second network module identity
209a is illustrated in FIG. 2a as intense) to ciphcrtcxt 208b.
the second module identity 209a could be external to

sa ciphertext 208b, such as. but not limited to. the second
network module identity 209a being within a profile 107r or
prohle 107d and external to ciphertext 2088 In other words.
ui cxnuplary cmboduncnts, thc second network module
ulnitity 209a may optioimlly not bc ciphcrcd with Ihc

ss synunctnc key 127, while thc second kcy K 204a can bc
ciphered with the syinmetric key 127 As contemplated
herein, the term second netv ork identity 209rr coniprises an
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cncryptcd second network idcnuty 209a, where thc simond
netivork identity 209 is the plaintext version ofthe encrypted
second network identity 209u },ikewise, the term second
key V. 204u comprises an encrypted second kev K 204a,
where the second key K 204 is the plaintext version of the
encrypted second key K 204a.

In miother cxcmplary cmboduncnt, thc scnmd nctsvork
module identity 209 can nimpnsc thc same inunbcr or vuluc
as the first network module identity 202, or the second
netivork module identity 209 can be optionally omitted In
this case. if (A) the second netivork module identity 209
comprises the same number or value as the first nenvork
module identity 202, or the second networl module identity
209 is optionally omiucd, then (B) thc mobile nctsvork
operator 104 can preferably support thc usc ol two di/Fi:rnit
shared secret keys K (i e first key K 203 and second key K
204) for the same nehvork module identity 202 I lowever,
given the current fiinctionality of an I)SS and related infra-
stnicture for wireless networks 102. the use of two difi'erent
network module identities (i.e, the first network module
identity 202 aud thc second network module idcnuty 209)
with tss o diffi:rent sharixl secret keys K (i.c. )irst key K 203
and second key K 204, respectively) niay be more compat-
ible or suitable for deployed and operational I ISS infrastnic-
ture

A second key K 204a (as an encrypted form of phsintext
second key K 204) is ithin a ciphertext 208/r in profile 107c
can compnsc a stundards-based shared secrct key K for usc
in wirclcss WAN networks based on ETSI, 3GPP, and
related standards I'he use of a second key K 2()4a (in an
unencrypted fiirm of second key K 204) can be equivalent to
a tirst key k 203, but comprise a dif}erent nsndom number
The second key K 204 can comprise a random nmnber that
is 128 bits in length in order to support 4Ci nenvorks such as
LTE that arc vs idcly deployed in 2013, ulthough thc lcn th
of cithcr lirst key K 203 or second key K 204 may bc a
longer iuunbcr ui the I'uturc. such an cxcmplary 256 bits and
other possibilities exist as well for the key length. A second
key K 204 can also be used with standards-based authniti-
cation with a wireless network 102. where the second key K
204 in FI(/ Za is also depicted and described as openstin
as a stmidards-based shared secret kcy K m FIG. 3 below at
a step 311.

llic list ol'xnnplary data for nicryptnl eUICC profile
)07r and an eUIC('rofile )07d comprises an exnnplary
set, and the profiles could also include additional data to the
exemplary (kata illustmsted in FICr. Za. The additional data for
a prohle 107r or 107d could include (i) a set of crypto-
grapluc parameters for cUICC 107, (ii) u set of crypto-
grapluc a/gonthms. such as thc exemplary cryptogmpluc
algontluus dcscribixl wit)un ETSI TS 135 205-209 and
related standards, (iii) a name or address for an et/I('C
subscription manager )09 associated ivith the protile 107r,
(iv) a name or address for a server 105 associared with a
mobile netv ork operator 104, (v) a di ital signature of the
profile 107d processed with a private key from either cUICC
subscription munugcr 109 or IvlNO 104, (vi) a date or
tuucstmnp for processing tlm prolilc 107c or 1074, (vn) and
similar or related values fora module )0) and/or eUI('C 107
to utilize the profiles 'I'his exemplary additional data which
is not depicted in FICi. Za could be included within or
external to any of ciphertext 208ii and ciphertext 2086.

Note fiiat thc prolilc identity 107e may prcli:rably bc
cxtcnud to ciphcrtcxt 208a and ciphertcxt 2086, in order (liat
module 101 and/or cUICC 10'7 can take a(cps u»dcnufy a
pmfile it)7c" or )07r/ In addition. although a single profile
)07r and prohle 107d are illustrated in Iiffi 2u. a module

101 and/or an cUICC 107 could uicludc a plurality of
pmhles 107i and/or 107d. where each of the plurality of
pmhles could comprise different data associated with dif-
ferent wireless networks 102. In an exemplary embodiment,
more than one prohle 107c or pfiifile 107d could be asso-
ciated v ith the same wireless network 102, such that a
mobile nctss ork operator 104 can prcfi r for thc same module
101 to utilize diffi:rent nctss ork access credentials over time.
such that the same module 10) could use a different key K

ia and a ditferent network module identity with the same
wireless network )02 or mobile network openstor )04 os er
time. Different profiles 107r or }07r/ can also be identified
by the use of a different protile identity 107e. Each profile
107c can be associated with;m cUICC prolilc kcy 1 076 as

is an encryption kcy (slxiwn in FIG. 26 below). although
nniltiple profiles )07c could also slwre the same el/I(('mhle

key )076
A module 101 can receive a pmfile 107c using a step 2t/5

A profile 107c can be recorded with an eUICC subscription
io mana er 109 before being received by a module 101. As

dcpictcd ui FIG. 2a, a module 101 cau rimcive thc prolilc
107c at a step 205 using thc IP network 111. The use of a stc7t
205 by a module )01 is depicted and described in connection
with liICi 3 beloiv }lie module 10) can receive the profile
It)7r using a network that is dif/brent than wireless nenvork
102 associated with the network access credentials compris-
ing the first key K Z03 and the first network module identity
202 In an cxcmplary cmbodimcnt. module 101 can rixnvc
thc prolilc 107c in a step 205 usuig an uiitial wireless

ia network )02, where module 10) connects ivith and mithen-
ticates with the initial wireless nenvork 102 using an initial
eUIC('rofile 107a'if}'erent than the eUI('('rofile )07d
depicted in FICi. Za. Or, module 101 could receive a profile
107c usia a wireless LAN network or a isired connection

is vui a physical intcrfacc 101a such as a USB uitcrfacc 101v.
In another cxcmp/ary cmbodnuenn module 101 can rixnvc
thc profile 107c from a manufacturer. ihstnbutor, cnd user,
or teclmician taking steps to load the profile lt)7c into a
nonvolatile menxiry within module lfil or el/I('( lt/7

so Upon receipt of a profile 107c by module 101, the module
101 cmi record or store the profile 107c with an eUICC 107.

A module 101 can usc an eUICC 107 to decrypt thc first
portion or nphcrtcxt 208a ui a prolilc 107c using a step 206.
Bcforc a step 206, a module 101 can rcccivc an cUICC
pmhle key )076. where the e)/I('C profile key lt)7/r can
comprise a symmetric ciphering key 1'he use of a step 206
by module 101 and/or eUICC 107 is also depicted and
described in connection with FICi. 26 and FICi. 3 beloiv.
Note that both eUICC subscnpuon manager 109 and module

o 101 cau record prolilc 107c with ciphcrtext 208ii fora pcnod
of time. iuid thc step 206 can be taken (i) aficr receiving
eUIC('rofile key )076 and (ii) befiire module 10) mithen-
ticates v ith a wireless nenvork 102 using the el/I('C profile
107c. A step 206 can covert the ciphertext 208a into plain-

. s text. such tint an eUICC 107 can read the values in order to
authcnticatc with a v irelcss network 102 using thc lirst kcy
K 203. By encrypung tlm lira) network module idcnuty 202
and thc lira) kcy K 203, tlmsc network ucccss credcnuala can
remain secure, such that a profile 107c can be transferred in

sa normal physical media (such as disks, drives, or files trans-
ferred electronically) or in conununications channels outside
the control of a mobile network opemstor 104 and/or eUI( 'C

subscnption manager 109.
As depicted in FIG. 2a. after a step 206 to convert prolilc

ss 107c into profile 107d. whcrc thc ciphertcxt 208a is
decrypted using the eUI('('rofile key I 07b. the ciphertext
2086 with the second key V. 204u can remain encrypted and
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thus thc setxind kcy K can conunuc to rcnuiin scs:urc witlun
a pmfile )07d In addition, although ciphertext 208)c is
depicted in a profile )07c ac exteriml to. or separate front,
ciphertext 208a, ciphertext 2086 could optionally be
included within ciphertext 208a. In this case. where cipher-
text 2086 is wit)un ciphertext 208a fiir a profile 107c. the
result ol a step 206 to generate a profile 107d can rcmaui thc
smnc. whcrc the ciphcrtcxt 208a can be dcs:ryptcd by step
206 and ciphertext 2086 remains encrypted in the resulting
pmfile )074 from a step 206

A module 101 can use an e)II('C )07 to decBpt the
second portion or ciphertext 2086 in a profile 1074 using a
step 207. Before a step 207, a module 101 can take the
proc ious stc)cs 205 and 206 in order to record a profile 1074
with mi eUICC 107. Bcforc a step 207, module 101 c;ui
receive a symmetric key 127, w:here the synimetric key 127
can comprise a symmetnc ciphering key In exmnplary
embodiments, module )0) can receive the symmetric key
127 from a mobile network operator 104 after a user
associated with module 101 performs a sepamte aurlienti-
cation stc7t 308b as dcpictcd and described ui coiuiection
with FIG. 3 mid FICi. 4 below. By a mobile network operator
104 only sending symmetric key )27 after the second
authentication step 30', the second key K 204 can remain
scoured, while a user is allow:ed to access the wireless
network 102 (perhaps temporarily or with other constraints
such as limiting access to the Internet but allowing emer-
gency calls) using thc Iirst kcy K 203.

In tins maruicr and by using a second, sc7taratc authenti-
cation step 3086 befiire sending syinmetric key 127, the
decryption of nenvork access credentials such as the second
key K 204 can remain in the control of a nxibile network
operator 104, thereby increasing the security of exemplary
systems illustrated herein, such as systems 100, 300. and
500. By ciphcnng thc second kcy K 204 with synunctuc kcy
12'7. security over convcnuonal technology for an cUICC
can be mcreascd Ibr both a user and a mobile nctcvork
operator. Kith conventional tee)urology for an eUICC,
where only the first key K 203 is used fiir mithentication and
ciphering of data benveen module 101 and wireless nenvork
102, the decryption of the first key K 203 can be outside the
control ol'a mobile network operator 104. With convmitioiml
tccluiology contemp)a)cd for an eUICC, an mid user outmdc
the control or a mintractual relationship cc ith mobile nctcvork
operator 104, including possibly fraudulent users nr impos-
ters of valid users, could (i) take steps to obtain a plaintext
first key K 203 and associated plaintext first network module
identity 202 and (ii) use the credentials to fraudulently
access thc wirclcss network 102. In contrast;uid as con)am-
ple)cd hcrmn, thc symmetnc key 127 to decrypt thc sctxmd
kcy K 204a can prcfi:rably be only made available to users
who authenticate with mobile network operator using a step
3086 as described below (or an equic alent step or related
commercial arrangements between a user and n mobile
network operator 104).

In exemplary mnboduncnts, usc ol two sets of nctcvork
access credentials comprisuig at )cast thc first kcy K 203 and
the second kcy K 204 allows a user with mi cUICC profile
107r to connect to the wireless network 102 using the hrst
key K 203. such tlmt the module 10) can have connectivity
to the mobile network operator 104 via the wireless nenvork
102 (and also IP network 111) in order to conducr separate
authmiucation steps 308b. Thc sccunty a)cps for a mobile
network operator 104 to control thc decryption of thc lirst
kcy K 203 can bc low crcd (thus makm thc distnbution of
pmfile 107r simpler. less costly. and less complex). wlule a
mobile network operator )04 can retain full control over the

dixryption ol thc scvond kcy K 204a uito a usable mond
key K 204 assnciated with the second network module
identity 209.

I'he use of a step 207 by module )01 with an eUI('( is
also depicted and described in connection with FIC). Zc and
FIC). 3 belocv. A module 101 can record profile 107d with
ciphcrtcxt 2086 for a penod ol'une, and thc step 207 ctm bc
taken (i) after recording profile 107d, and (n) bclbrc module
10) mithenticates with a cvireless network 102 using the

in second key K 204 A step 207 can covert the ciphertext 208)c
into plmntext, such that an eUIC( )07 can read the values
in order to authenticate with a faire)ass network 10Z usia
the second key K 204.

A step 207 can convert the encrypted second kcy K 204a
ic uito a plauitcxt kcy K 204. As illustrated ui FIG. 2a, a stc)t

207 can also convert the encrypted network niodule identity
209a into a plaintext netcvork module identity 209 as well
As discussed above in this li)(i 2a, the network module 209
can be optionally omitted from a step 207. such that the

io plaintext netv ork module identity 209 could be recorded in
a prolilc 107d, and the plaintext network module identity
209 could bc included in thc first poruon. or ciphcrtcxt 208a.
in a profile 107n In another embodiment. the second net-
work module identity 209 can be received by module )01
from wireless nenvork 102 after the module authenticates
usia the first key K 203. Although not illustrated in FIG. 2a.
an eUICC 107 can continue to record the plaintext netv'ork
module idcnti(y 209 and plauitcxt sixond kcy K 204 in sn
cUICC profile after the second key K 204 is dimryptcd using

cn the symmetric key 127 I'he module 101 can record the
second key K 204 in a protected memory address cvithin
IIOM 10)r or nonvolatile memory lfilw

For embodiments where the first key K Z03 is recorded
v ithin a ciphertext 208r in a profile 107d after a step 206.

ic thc first kcy K 203 can bc concertos) from ciphcrtcxt 208c
uito a plauitcxt lirst kcy K 203 using a kcy dcciphcnn stc)t
217 as dcpictixl mid dcscnbcd in connection with FIG. 2e
below )he key deciphering step 2)7 could use an asyni-
metric ciphering algorithm 2)9 with input of (i) ciphertext

co 208c and (ii) the eUICC private key 215 in order to output
the plaintext first key K 203. As described above, the use of
a cipher)ex) 208c can bc optionally onuucx), mid thc first kcy
K 203 could bc recorded as plaintext in a prolilc 10'7d. In tins
case, a step 217 I'or data in profile 107d can bc omiued. and
tints step 217 with ciphertext 209r is depicted in ! Ki 2a
with a dashed line.

A)thou h the first key K 203 and the second key K 204ii
are depicted in FICi. 2a as recorded within an eUICC profile
107c or cUICC profile 107d, thc first kcy K 203 and thc

o socond kcy K 204a can bc (i) recorded ui a nonvolaulc
memory ol module 101. such as, but not hmitcd to, a fiash
meniory 10)w, and (ii) cvithnut the use of an eUI('( 107. In
other words, embodiments cnntemplated herein can be used
v ithout an eUICC 107. such that (i) a module 101 can use

. s a hrst key K 203 to authenticated with a v ireless netv'ork
102. (ii) after mithentwauon with thc first kcy K 203, thc
module can riccivc a symmctnc kcy 127 to decrypt thc
socond kcy K 204a into second kcy K 204, mid (iii) thc
module can authenticate with the wireless network )02

sn using the second key K 204 In other words. an eUI( ('07
can be omitted and a module 101 can perform the same steps
for (i) receiving encrypted network access credentialc and
(n) dccrypting thc encrypted network access credenusls
without rcquinng thc usc of an cUICC 107

sc In cmbochmcnts whcrc a module 101 docs not include sn
eUIC('07. the module can record the hrst key K 203 and
the encrypted second key K 204a m a file or memory address
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without rcquinng thc usc of a profile 10'7c and 107d. For
example. the first key K 203 could be recorded in a regular,
physical Ul('(1 and the second key K 204a could also be
recorded in a regular. physical Ul( ('s v ell 'I'he regular,
physical UICC could (i) receive the symmetric key 127 and
decrypt the second key K 204a, and (ii) subsequently record
the dccrypted second kcy K 204. Thc module 101 and UICC
could usc thc dimryptcd second kcy K 204 to authcnucatc
with the wireless network lf)2 where the first key K 203 was
previously used Other possibilities exist as wdl for n
module 10) to (i) use a hrst key K 203 and an encrypted
second key K 204a without departing from the scope of the
present invention.

FIG. 2b
FIG. 2b is a graplucal illustmtion for ciphering and

deciphering a profile using a syminetric ciphering algorithnt
with input of a key. in accordance with exemplary embodi-
ments An eUIC('rofile lf)7J can be (i) ciphered using n
protile ciphering algorithm 210 and (ii) deciphered with a
protile deciphering al orithm 206. Both the profi/e cipherin
algoutluu 210 and the profile deciphering algontlmt 206 can
include a symmetnc ciphering algori/luu 211 and the usc of
an eU)( ('rofile key U)7R An eUI('( subscriptinn ntan-
ager 109. or another node outside a module 101 as illustrated
in I'l(i la. can use a profile ciphering algorithm 210 to
encrypt an eUICC profile 107r. The processing and com-
putational steps for performing a profile ciphering algorithm
210 could bc conducted on a server associutcd v,ith thc
cUICC subscnpuou manager 109. lite scrvcr assuciutcd
with the eUI( ('ubscription nianager 109 can be similar to
a server 105 illustrated in lil(i la, with the ditference being
the server assnciated with the el/I('C subscription ntanager
109 can be co-located, associated with, or under the open-
tional control of an eUICC subscription mana er 109 Data
for mi cUICC prolile 107d used ut a profile ciphering
algoutluu 210 cmt compnsc thc cxmnplary duta illustrutcd
for a prolilc 107d in FIG. 2a above, und an cUICC sub-
scription manager 1()9 could receive the data tiir the profile
)07n/ from a mobile network openstor 104 The ntobile
network operator 104 could proces~, enerate. or derive the
exemplary values in a profile 107d that cnn inc/ude the
network parameters 201, the lira) nctwurk module identity
202. the lirst key K 203, and ihc cipher)ex) 2086 As
contmuplatcd hcrmu, the MNO 104 could also funcuon as a
eUIC( subscription manager 109. and thus in embodintents
the pmhle I l)74 could be generated by a MNO 104 as well

Symmetric ciphenng algoritlun 211 in a profile cipherin
algoritlun 210 can utilize a key such as an eUICG profile key
107b to encrypt or cipher data. Examples of synunctnc
ciphers for a synunc/ric ciphcruig al onthm 210 include (i)
an Ads mtccd Encryption S/andard (AES) cipher, as spccificd
in liederal Infnnnation Processing Standards (F/PS) Publi-
cation )97. and (ii) 'I riple l)ata I incryption Standard ('I'riple
DES), as described in NIST Special Publication 800-67
Revision I, "Recommendation for the Triple Data Encryp-
tion Algontlmt (TDEA) Block Cipher (Revised Jamiary
2012)". Other synunctnc ciphers and'or combmations of
symmctuc ciphers can bc u/sized as well for a synunctnc
cipherin algorithm 210 without departing from the scope of
the present invention In genensl, a symnietric ciphering
algoritlun 211 in a prohle ciphering al oritlun 210 (and other
steps fiir syimnetric ciphenng contemplated herein) can
accept input ol'laintext mtd a kcy, and using the two acts of
input data. thc synunc/ric ciphcnng algoritlmt 211 can
perform multiple rounds ol mixin, substituting. rotating,
andior perform XOR functions with the input in order to
pmduce a ciphertext output. Although not illustrated in lil(i

2b und FIG. 2c, a sct ol'ryptograpluc parmnc/crs can also
be input intn symmetric ciphering algorithms 211 ui order to

speci() pansmeters or conti urations of the synmietric
ciphering algoritlun 211. such as, but not limited to, the
selection of 128. 192. or 256 bits with AES.

A cipher key used with a synunetnc ciphenng algoritlun
211, such as. but not limited to. thc cxcmplary eUICC prolilc
kcy 1 07b can comp n ac a random or pseudo-random number.
with an appropriate length or number of bits for the syni-

in metric ciphering algorithm 211. 'I'he exemplary el/I(('mhle

key 1()76 for use in a pmfile ciphenng algorithm 210
could be shared betiveen an eUICC subscription manager
109 and an eUICC 107 in a module 101 in several different
ways Thc cUICC prolilc key 107b could be rccordcd in or

is with thc eUICC 107 upon manufactuung of module 101.
'I'he el/IC('rofile key )07b could be securely received by
a mndule 101 using a wireless network 102 from the el/I( ('ubscriptinnmanager )09 before the module 101 performs
a step that includes a pmfile deciphering algonthm 206. An

in encrypted eUICC profile key 107b could be received by
module 101 and then dccrypted by module 101 usuig an
asynunc/ric ciphenng algoritlun 219 as dcpictcd and
described in connection with lil(i. 2e below 'I'he el/I(('mhle

key 1076 could alan be denved by a module I 1) I and
an el/I('C subscription manager ll)9 (or another setter
perfomting the steps in a prohle ciphenng algonthm 210)
usia a key exchange such as, but not limited to. a Difiie-
Hcllman kcy cxcltangc or an Ellipuc Curve Dillic-Hellman
ki:)':xi:llilllgc.

sn Other possibilities exist as v ell for a module lf/I and an
eUIC('ubscription inanager ll)9 (or another server per-
forming the steps in a profile ciphenng algorithm 210) to
securely share a eUI('C profile key 107b is ithout departin
from the scope of the present invention. In addition.

is although a single eUICC pro/ile kcy 107b is illustrated in
FIG. 2b. un cUICC subscription mmtngcr 109 and an cUICC
107 could usc nudtiplc eUICC profile keys 107b, use)using
embodinients ivhere a fir t encrypted e(J/C('rofi/e lt)7ri is
associated with a first e(JIC( profile key It)76 and a second

sn encrypted eUICC protile 107c is associated with a second
eUICC profile key 107b. Further, each encrypted eUR'C
profile 107c could be uniquely associated with a ihfibrcnt
cUICC prufile kcy 107b. Ench of the drllbrcnt cUICC prolilc
keys 1076 could be sccurcly transfi:rrcd bctwcen thc cUICC
lf/7 and the eUI('C subscription manager 109 using either
(i) asynmietric ciphering 219 as illustrated in I'i(i 2e below,
or (ii) a key exchange, as depicted and described in con-
nection with step 303 of FIG. 3 below.

With u prolilc ciphcruig algonduu 210, the symmctnc
o ciphering algontlmi 211 can accept input ol'i) thc cUICC

profile kcy 107b, aiul (u);md an cUICC prolilc 107d plus an
optional security token 212. in order to output an encrypted
eUIC('rofile 107c 'I'he encrypted el/I('('rofile ll)7c can
be reasonably secured, such that deciphenng the profile

. s 107c vvithout the eUI('C profile key 107b would be infea-
sible Aficr ciphering with a synmtctnc ciphering algori/hm
211, dcciphcnng the ciphcrtcxt without the cipher key would
require cxtcnsivc dedicated computauonal rcsourccs such as
lnuidreds of servers or more for many years or longer 'I he

sn optional security token 212 can include a string or miniber
in order to enhance the security of the ctphettext output by
a symmetric ciphering al orithm 211 The optional security
tokmi 211 could compnsc a random number or other value.
such that thc uiput mtd output of u synunc/ric ciphcnng

ss algontlun 211 is properly piuldcd, whcrc thc lang/h of input
and output are appmpriate for the symmetric ciphering
algoritlun.
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Although thc input ol'cUICC profile 107d is depicted in

lil(i. Zb with a label of "plaintext", the eUI('('mtile 107d
in a profile ciphering algorithm 210, the "plaintext" e(J I('C
pmfile 107d can include encrypted data such as ciphertext
208b, v.here ciphertext 208b can include encrypted data
ciphered with a diff'erent key than eUIC'C pnifile key 107b.
In other words, a pro)ilc 10'yc can include multiple layers of
ciphermg, where difibrcnt layers usc ddli:rmit cipher keys,
and the exemplary a pm)ile ciphering algorithm 210 v ith the
eUIC( protile key 1))7b can be used to encrypt the cipher-
text 2()gnr illustrated in Iil(i. 2u above As noted above v ith
FICJ. 2a, ciphertext 208b can be either (ii included inside
ciphertext 208a, or (ii) remain external to ciphertext 208a.

Aficr a server associated with an cUICC subscription
manager 109 generates thc output of an encrypted prolilc
107r fmm a profile ciphering algorithm 210. the encrypted
pmfile )07c can be transferred to module 101 through either
unsecured channels, or channels that are not under the full
control of an eUICC subscnption manager 109 or a mobile
network operator 104 associated with the pmfile 107c. The
module 101 can rcccivc thc profile 107c )i+ough an IP
network 111. including usuig thc public Interact, or a
manufacnirer, distnbutor, technician. or end user could load
the profile 107n into the module (such as. but not limited to,
using a I JSI) interface lfilvi 'I'his initial loadina of profile
107c by a manufacturer, distributor. teclmician, or end user
may be required for the first use or startup of a module 101,
but then module 101 may preferably rcccivc additional or
substx)scut pro)iles 107c at later times using IP nctworl 111
and other automated. electmnic nieans using a network
includin a wireless network 102

A module 10) or an el)I('C 107 within inodule )01 can
process the encrypted pmfile 107i. using a profile decipher-
in algoritlun 206 as depicted in FI(i. 2b and also depicted
and dcscribcd ui FICi 2a. Note that thc module 101 or
cUICC 107 could record thc encrypted proiilc 107c fiir a
period of time. aud tnkc thc steps to dccOP) tire prolilc 107c
in a protile deciphering algorithm 206 after receivmg the
eUIC( profile key 107b associated with the pmtile 107i Or
the eUICC proiile key 107b could be recorded in a module
101 or svith an eUICC 107 before profile 107r is received,
and thestcps I'or a pro)ilc dixiphcnng algoritlun 206 could
be performed after the receipt of mi instruction from an
cUICC subscnpuon manager 109 or si a spccdicd tune or
under specified conditions (such as a module )01 needing or
preferring to cnnnect to a wireless nets ork 102 for the hrst
time). An exemplary use and sequence for a profile deci-
phering algoritlmi 206 is depicted and described in connec-
tion with FIG. 3 below Other possibihncs exist as wc)i Ibr
the time titat a module 101 or an cUICC 107 can process a
prolilc dcciphcnug slgontlun 206 without dcpartuig from
the scope of the present invention As contemplated herein,
the use of the term "step 206" can refer to the use ofa profile
deciphering algontlmi 206. and a "step 207" can refer to the
use of a key K deciphering algoritlun 207. etc.

A proiilc dcciphcruig algoritlun 206 cmi include n sym-
metric ciphering a)goo)lan 211. The symmctnc ciphcruig
algoutluu 211 can bc equivalent to or tire same as thc
synlmetric cipherilig algorithin 211 in a pmtile cipheriilg
al orithm 210 nperated by a server and as described above
The synuuetric ciphering algorithm 211 can accept input of
the eUICC prohle key 107b as a cipher I ey. The module 101
or eUICC 107 could securely rcccivc thc clJICC proiilc kcy
107b using thc steps dcscribcd above ui coiuicction with a
prolilc ciphcnng algonthm 210. An cxcmplsry transfer or
key exchange fnr module 101 to receive eUI('('nitile key
107b is also described in Iil(i 2e and Iil(i. 3 below. 'I he

synunctnc ciphcruig algontluu 211 in a pro)ilc dcciphcnng
algoritlun 206 can also accept input of the encrypted el Jl(('mhle107r, which could comprise ciphertext 208u

I'he symmetric ciphering algonthm 211 in a pmfile deci-
phering algoritlun 206 can decrypt the ciphertext 208a in
order to output the profile 107d, where the ciphertext 208ii
is converted to plaintext. Ciplmncxt 208b in a prolilc 107c
can remain encrypted usuig thc symmctnc kcy 12'7 after a
pmhle deciphering algnrithm 206. In other words, the profile

in deciphering algorithm 206 can convert a portion of the
pmhle it)7n into plaintext, where the portion comprises
ciphertext 208a. As depicted in FICi. 2a above, exemplary
plaintext in a profile 107d resulting fmm a profile decipher-
uig algorithm 206 cnn include a lira) network module

is ulmitity 202 and the first key K 203. The resulting plauitcxt
from a profile deciphering, algorithm 206 can also optionally
include a security token 2)2. Security token 212 could
comprise the string or value also optionally input into the
symmetric cipherin algoritluu 211 in a profile cipherin

io al ontluu 210. The security token 212 can include a paddin
vuluc to make thc length of the sccunty token 212 and
profile 107d a desired value for the synmictric ciphcnng
algoritlun 211 or other requirements such as making the
encrypted profile 107n a desired length

lil(i 2r
FICi Zc is a graphical illustration for ciphering and

deciphering a key K using a syimnetric ciphering algoritlun
with uiput of a kcy. in accordance with cxmnplary embodi-
ments A second key K 204a can bc (ii ciphcrixl using a kcy

in K ciphering algorithm 213 and (iii deciphered with a key K

deciphering algorithm 207 l)oth the key K cipheruig algo-
rithni 213 and the key K deciphering algorithni 2()7 can
include a symmetric ciphering algoritlun 211 and the use of
a symmetric key 127. A mobile network operator 104 can

is usc u kcy K ciphcruig algoritlun 213 to micrypt thc sixond
kcy K 204u. Thc proccssuig and computational steps for
pcrfonning a kcy K ciphering a)gout)un 213 could bc
conducted on a server associated with the mobile nenvork
opemstor 104 such as a server 105 illustrated in I'l(r la

so Other possibilities exist as well for the location or associa-
tion of a computer to pmcess a key K ciphering algoritlun
213 v ithout departing from the scope of thc prcscnt invcn-
tloil.

A key K mphcring algontlmi 213 can uicludc a symmctnc
ciphering algorithm 211 'I he symmetric ciphering algorithni
211 can similar to the syiumetric ciphering algonthin 211 as
depicted and described in connection with FIC). Zb above. A
symmetric cipherin algoritluu 211 can include a collection
of difii:rent synunctnc ciplmrs, such that n lira) synunctnc

o cipher comprisuig thc AES cipher could be uses) in a FIG.
2b, wlulc a dilfcrcnt synunctric cipher could be used in a
liICi 2n Or, the same algorithm ivithin symmetric ciphering
algoritlun 211 can be used in a symmetric ciphering algo-
rithm 211 in F ICi. Zb and FIG. 2c. The symmetric cipherin

. i al ontluu 211 in a key K ciphering algoritluu Z13 can accept
uiput of a synunctnc kcy 127 and plmntcxt in thc form of a
socond kcy K 204. llic second kcy K 204 could rcprcscnt a
random number, such as, but not lnnitcd to, an cxcmplary
128 msndom number currently used as a shared secret key K

sn in standard Ulli networks and a ditferent length for second
key K 204 could be used as well. The second key K 204
could be derived or processed by the function of an authen-
tication center with a lximc subscnbcr server (HSSZ
Although not illustrated in FIG. Zc, but ss illustrated in FIG.

ss 2a, thc plaintext as input into a symmctnc ciphering algo-
rithni 211 can also include a second network module identity
209 'lite input into a symmetric ciphering algonthin 211 for
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a kcy K c&phenng a/gori/lun 213 can a/so u&c/udc a number,
value, or string fr&ra security token 212 'I he nse ofa security
token 212 is depicted and described in connection with l&ICi

2b above. I bus, a mobi/e network operator 104 could also
use a key K ciphering algorit/un Z13 to encrypr other data in
addition to a second I ey K Z04.

11&c symmctnc key 127 input into u synuuctnc c&phcru&g
a/gontluu 211 u& a kcy K c&phering a/goritlun 213 can
comprise a random number processed or generated by a
server 105. &vhere the server I (/5 is associated with a n&ob&/e

net&vork operator 104 'I'he server processing, or deriving a
synunetric key 127 can comprise or be associated with an
HSS for an LTE or LTE advanced network. As illustmted in
FIG. 2c, the symmetnc kcy 12'7 can comprise a c&phcr kcy
for the synunctric ciphcru&g algonthm 211. A cipher kcy
used with a symmetric ciphering a/gorithn& 211, such as, but
not limited to. the exemplary symn&etric key 127 can con&-

prise a random or pseudo-randon& number, with an appro-
priate length or number of bits for the symmetric cipherin
algoritlun 211 in a key K ciphering algorithm 213. Usia the
input ol'he symmctnc kcy 12'7 and thc plamtcxt second kcy
K 204, thc symmctnc c&phcru&g algontlun 211 could output
an encrypted second key K 204u As i//ustrated in l&I(i. 2c
and I&/(i 2u above. the encrypted second key K 204u could
be included in ciphertext 2t/gb I'he symmetric ciphering
algoritlun 211 &n a key K ciphering algorithm 213 may also
optionally include a secunty token Z12. as i/lustnsted.

Aficr proccssu& thc c&phcr/cxt 208b, thc mob&/c network
operator 104 cau e&ther 1&) u&c/udc thc c&phcr/ext 208b in a
pmfi/e 107d and send the profile lt/7d to an eUI('('ub-
scription manager 109, or (ii) send the ciphertext 2080&

direct/y an eUI('('ubscription manager 109 for the eIJI('C
subscription manager 109 to include the ciphertext 208b in
a profile 107d. C&phertext 208b could be recorded in or with
an cUICC profi/c 107d, where an cUICC subscription man-
ager 109, or another scrvcr associated w&th an cUICC
subscription manager 109 can subscqucnt/y encrypt thc
eUIC( profile 107d using a profi/e ciphering a/gorithn& 210
depicted and described in coiu&ection with I'l(i 2b above
Other possibilities exist as v e/I for the timin an sequence
of steps for transferring and recording a ciphertext 208b
output from a key K c&phcring a/gon/hm 213 witlx&ut

ilcpartn&g f&on& thc scope ol thc p&csun& u&vcntuu&. After
profi/c 107d with cipher/cxt 208b has been created. thc
pmfi/e 107d can be c&phered with a prof/e ciphering a/go-
rithm 210 to create an encrypted profi/e 11)7c. as illustrated
in FICJ. 2b above.

The exemplary symmetric key 127 fiir use in n key K
c&phermg algori/lm& 213 m&u/d bc shared bc&waco a modu/c
101 w&th an cUICC 107 and thc mob&lc network operator
104 in several ddli:rent ways. Thc synunctric key 127 cou/d
be sm&t from the mob&/e nenvork openstor 104 /puss&bly
using a server 105) to a modu/e 101 after (i) the module
properly authent&cates w&th the mobile network operator 104
and/or a &sire/ess netv orl 10Z associated with the MNO 104
using thc first kcy K 203, and fii) a user 113 assoc&atcd with
the module 101 au/hcnucatcs w&th thc MNO 104. Note tlmt
if MNO 104 sends thc symmetnc kcy 127 to modu/c 101
after module 101 uses the first key K 2(/3 to authenticate,
then the ciphering or encryption of the channel used to send
the symmetric key K 127 can be within the control of MNO
104 (whereas the conuuun&cations cl&mmel and cipherin
keys used to send cncryptcd pro/i/e 10'7c muy bc outs&dc thc
control of MNO 104) The synunc/ric key K 127 cou/d a/so
be dcnvcd by a modu/c 101 and an MNO 104 us&ng a kcy
exchange, &vhere the symmetric key K 127 could be denved
using a /&AN/) 118 va/ue received by the modu/e 101 after

au/bent&catu&g wi/h thc Iirst kcy K 203, whcrc thc modu/c
lt/I and/or e//I('C 107 derives the symn&etric key K 127
using the f(AN/) I lb va/ue and the first key K 203. Other
possibihties exist as &ve/I for a module 101 and a mobi/e
network operator 104 to securely slmre a symmetnc key 127
v ithout departin from the scope of the present invention.

A modu/c 101 or an cUICC 107 w&th&n module 101 can
process the mphcrtcxt 208b using a kcy K dcciphcnng
a/gorit/un 207 as depicted in Ii/(i. 2c Note that the module

ia I(/I or e///('('07 could record the c&phertext 2(/gb for a

period of time, and take the steps to decrypt the ciphertext
208b ivith a key K deciphering algoritluu 207 afier receivin
or denvu&g the symmetric key 127. Or the symmetric key
127 m&uld bc recorded u& a modu/c 101 or wi/h an cUICC

is 107 bcforc cipher/cxt 208b is dccryptcd, aud thc steps for a

key K deciphering algorithm 207 could be perforined after
the receipt of an instruction from the MNO 104 to decrypt
the second key K 204u An exemplary use and sequence for
a key K deciphering algoritlun 207 &s depicted and described

io in connection v,ith FICi. 3 belovi Other possibilities exist as
wc/I fi&r thc tune tlmt a modu/c 101 or m& cUICC 10'7 can
process a kcy K deciplmnng a/gont/uu 207 w&thou& dcpan-
ing fmm the scope of the present imention.

A key K deciphering a/Luirithm 207 can include a syn&-

metric ciphering a/gorithm 211. I'he symmetnc ciphering
al ont/uu Zll can be equivalent to or the same as the
symmetric cipherin algoritlun 211 in a key K cipherin
algontlun 213 pcrfunncd by an MNO 104 and as dc&cub&xi

u& th&s FI(/. 2c above. Thc synunctric c&phcnng a/gori/hm
ia 211 can accept input of the symmetric key 127 as a cipher

key '11&e nmdu/e 101 or el//('C 107 could securely receive
or derived the symmetric key 127 using the steps described
above in connection with a key K ciphering algonthm 213.
The symmetric ciphering algoritlun 211 in a key K deci-

&i phcnng a/goritluu 207 can also accept input of thc cncryp/ixl
kcy K 204u, wluch could m&mprisc c&phc&text 208b. Addi-
t&onal da/m such as, but not linutcd to a a&mond modu/c
identity 209u could options//y be included &vithin ciphertext
2()gb.

so The synunetric ciphering algorithm 211 &n a key K
deciphering algoritlmi 207 cmi decrypt the ciphertext 208b
u& order to ou/put the p/aintcxt second kcy K 204, such that
thc c&phcrtcxt 208b is conver/ed to p/au&text. Thc rcsu//&ng
p/a&ntcxt lrom a kcy K dcciphcnng a/gon/lun 207 can also
optionally include a security token 21Z Security token 212
could comprise the string or value also optionally input into
the symmetric cipherin algoritlun 211 in a key K cipherin
al ont/uu 213. The security token 212 can include a paddin
value to make thc length of the sccunty token 212 and

o socond key K 204u a dcs&rcd va/uc for thc symmctnc
ciphering a/gon/luu 211 or other rcqu&rcmcn/s such as
nmking the ciphenext 208b a desired length

lil(i 2d
FICi Zd is a graphical illustration of a public key and a

. & private key for an eUICC, in accordance v ith exemplary
cmboduucnts. An cUICC 107 w&th&n a modu/c 101 can
u&c/udc an cUICC private kcy 215. which can bc assoc&a/ixl
with an cUICC public kcy 214. Thc cUICC priva/c kcy 215
and eU/((I public key 214 caa comprise a public key

sa infnsstnicture fPKI) key pair for el/IC('07. The e///( ('ubscriptionmanager 109 can record the eUICC public key
214 along with an eUI( 'C identity 107u, such that the eUI( 'C

subscnp/ion manager 109 cm& proper/y assoc&a/c onc ol a

p/ura/i/y of cLJICC public keys 214 w &th thc proper cUICC
ss 107 Although not il/us&rated in FIG. 2d, au cUICC sub-

scnption manager lt)9 cou/d record the e//I('('ublic key
214 and an associated eUI( ( identity lt/7u in a database
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Thc usc of an eUICC ID 107a is a/so dcpuctcd and dcscnbcd
in connection with li/(i 3 be/ow

'/lie eUI( ('rivate key 215 and eUI('C public kev 2/4
could be pmcessed using RSA a/gorithms or elliptic curve
cryptography 1ECC) al orithms, and other possibi/ities exist
as well for the format of PKI keys without departing from
the scope of thc present invention. An ECC key length of
283 bits provides security sinn/ar to an RSA kcy lmigth of
approximate/y 2048 bits. and in an exemp/ary embodiment
the eUI('('ey pair can uti/ire an I /('C a/gorithm, a/though
an RSA a/gorithm or other algorithms tiir PKI keys could
also be utilized by an eUICC 107. The eUICC private key
215 can be processed or derived usin ~ a random number.
cUICC public kcy 214 can compnsc a kcy rcwordcd in an
X.509 ccrtdicatc that also inc/udcs a modu/c identity 110
andior eUIC( identity I//7a. a/though the use of an X 509
certificate with an el JI('('ub/ic key 214 is not required 'I he
eUIC( public key 2/4 in the forin ofan X 509 certificate can
optionally be sip/ed by a certificate authority. The keys can
support stmidards such as. but not limited to, the Intema-
tional Organization I'or Srandardization USO) ISO/IEC 9594
scncs of stmidards Btcrcin incorporated by rcfcrcnce) and
the Internet I.ngineering 'I ask liorce 1ll Jl'li) Rl'('280 titled
"Internet X.509 Pub/ic Key Infrastructure Certificate and
('artificer Revocation l,ist 1('Rl.) Pmfi/e" (herein incorpo-
rated by reference). /nc/uding future updates to these stan-
(I'll'rls.

Sci eral possibihtics exist lbr thc source ol'n cUICC
pniatc kcy 215 and cUICC public key 214. The cUICC
private key 2/5 and e//IC('ublic key 2/4 be generated
using standard software tools such as. bnt not limited to,
Openssl. /ibmcrypt, and/or and ('rypto++, and other too/s to
generate public and private keys exist as well. Pub/ic and
private keys as contemplated herein cou/d be retxirded in a
Ii/c such as, but not /united to, a '.pcm Ii/c 1Privtwy-
cnhanccd E/cctronic Mail), a Ii/c li&nnaued accorduig to
Basic Encoding Ru/cs (BER). Cmionical Encodm Ru/cs
(C//R). or I/istinguished Iincoding Ru/es (Disk). or as text
or binary tile. Other formats for public and private keys may
be utilized as well, including proprietary formats. A module
101 could derive the PKI key pair using n set of crypto-
grapluc a/goritluns mid a kcy pair generation a/goritlun Thc
module 101 could dcnve thc PKI kcy purr usm a random
number generator 128 and a sct of crypiograplnc a/gontluns
141. ivhere the random nuniber generator 128 uses input
fmm a sensor I(/If and/or a clock 16(/ in order to obtain a
random number with a high degree of information entropy.

A mamifacturer of module 101 or an eUICC subscription
manager 109 could also dcnvc thc cUICC private kcy 215
and eUICC pub/ic key 214 in a scrvcr, and load die cUICC
pniatc kcy 215 into a nonvo/ati/c memory of module 101
before distribution of the module 10/. 'I he mamifachirer of
module I I/I could send or make available the e/Jl('('ub/ic
key 214 to an eUICC subscription manager 109. The module
101 could send record the eUIC('ub/ic key 214 and send
the cUICC public kcy 214 along with thc ciJICC identity
10'7a (possib/y with or in the form of a modu/c idcnuiy 110)
to an cUICC subscnption manager 109 bc/orc the modu/c
101 receives the encrypted eUI( ('rof/e 17(ki

A/thou h li/(i. 2d i//ustrates an e///( ('rivate key 2/5
and eUICC public key 214, a module 101 could use a PKI
key pair associated with module 101 instead of bein
associated with an eUICC 107 in order tu usc an usynunctnc
ciphermg a/gonthm as dcpictcd ui FIG. 2e bc/ow. In other
words. a module 101 mid an cUICC subscnption manager
109 could use a module private key I/Zu and a module
public key I/2/i in order to obtain the same hinctiona/ity of

an cUICC pnvatc kcy 215 and an cUICC pub/ic kcy 214. A
module private key I /2u and a module public key I /2/i for
a modu/e 101 could have the same properties and charac-
teristics for an el Jl('C private key 215 and an eUI('( pub/ic
key 214 as described herein. Other possibilities exist as vvell

for the source or use of a PKI key pair for an eUICC private
kcy 215 and cUICC public kcy 214 without departing I'rom

thc scope ol'hc prcscnt invention
In exenip/ary embodiments, both the eUI('('ubscription

io nmnager 109 and the eUI( (' l/7 can include a set of digital
signature algorithms 221, in order to sign and verify ines-
sages between fi) an eUICC 107 and eUICC subscription
mana er 109. and fii) eUICC subscription manger 109 and
MNO 104. Digital sigrmturc a/goritluns 221 can a/so veri/y
signanircs such as, but not limited to, comparing ilia/ (t) a
first secure hash value received from a sending node
nmtches (ii) a second secure hash va/ue ca/cu/ated using a
recorded public key associated with the sending node
Digits/ sigrmture algoritluns 221 can utilize algorithms in

zo National Institute of Standards (NIST) "FIPS 186-4; Digital
Signature Standard". or IETF RFC 6979 ut/cd '*Detcnnin-
isuc Usage of thc Digital Signature A/gonfiun (DSA) and
I:lhptic ('urve l)igital Signature A/gorithm 1li('I/SA)". 'I he
use of I/('DSA algorithm v ithin a set of digital signature
a/gorit/uns 221 may be preferred if keys such as, but not
limited to. eU/CC private key 215 and eUICC public key
214 are based on elliptic curve cryptography Digital signa-
ture a/gontluns 221 could also uic/udc an RSA digital
signature a/gontlun (DSA) for usc with RSA-based pub/ic

io and pnvate keys Other PK/ standards or proprietary tech-
niques fiir secure/y generating, digital signatures and veri-
fying digital signatures may be uti/ized as we/I in digital
signature algoritluns 221. As depicted and described in
connection with FI(/. 3 below, a digital signature algorit/un

ii 221 can be used ui a step 205 ui order to authcnticatc an
cUICC 107 opcraung in a modu/c 101 with an cUICC
subscnption manager 109.

As i//ustrated in lil(i 2d. the eUI('C subscription manager
109 may a/so be associated with an e//IC('ubscription

so mana er public key 220 and mi eUICC subscription man-
ager private key Z22. and the hi o keys can comprise a PKI
kcy pair for the eUICC subscnpuon manager 109. Thc
cUICC subscnption nuuuigcr public kcy 220 and mi cUICC
subscnption manager private kcy 222 can bc fonnancd and
pmcessed by a/gorithms equiva/ent or sinii/ar to the a/go-
rithnis and fomiat for the eUI('('ub/ic key 2/4 and the
eUICC private key 215 described in this FICi. 2d above. The
eUICC subscription manager public key 220 can optionally
bc signed by a car/i/icatc mithority. An cUICC 107 cmi usc

o thc digital signature a/gontluns 221 and thc eUICC sub-
scnpuon nuuiager pub/ic kcy 220 to vcnfy a digital signa-
ture fmm the el/ICC subscription manager 109 A/though
not i//ustrated in li/(i. 2d. the eUI('C I(/7 or modu/e I(/I
could also record a public key associated with the mobile

. s network operator 104, and use the public key associated with
thc mobi/c network operator 104 to verify a digital signature
from thc mobi/e network operator 104 using the digital
signature a/goritluns 221.

lil(i 2e
so lil(i 2e is a graphical i//ustration for ciphering and

deciphering a key for an eUICC using an asynunetric
cipherin algorithm using a PKI key pair, in accordance with
cxmnp/ary cmboduncnts. An eUICC subscripuon manager
109 could process or ca/cu/atc a kcy ciphcnng a/gontlun 216

si and a modu/c 101 or cUICC 107 cou/d process or calcu/aic
a key deciphering a/gorithm 217 'I'he el/I('C key ciphering
a/gorit/un 2/6 can use an asymmetric ciphering a/gorithni
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219 with mi uiput of (i) an cUICC public kcy 214 as a cipher
key and (ii) the el JI('('rofile key 107b as plaintext in order
to nuquit ciphertext of an encr)pted eUI('C key 218. 'I he
plaintext eUI('('rofile key 107b can coniprise a randoni
number of appmpriate length for processing a profile cipher-
in algoritluu 210 and profile decipherin ~ al oritlun 206 as
depicted mid descnbcd in connixuon with FIG. 2b above. As
illustrated in Flfi. 2e, thc uiput uito a kcy ciphering algo-
rithm 216 could also include an optional security token 212,
where a security token 212 is depicted and described in
connectinn with lil(i 2b above

An asynuuetric ciphenng algorithm 219 within a key
ciphering algorithm 216 and a key deciphering algorithm
21'7 mi compnsc mi algoritluu for u/ilizuig public kcy
infrastructure (PKI) techniques to both (i) encrypt phnn/cxt
with a public key and (ii) decrypt plaintext with a private
key lixample algouthms within asymmetric ciphering algo-
rithm Z19 include an RSA algorithm and an elliptic curve
cryptography (ECC) algorithm. and other asynunetric
ciphering algorittuns could be utilized as well. The use and
applmation of RSA algontluns and cryptogmphy arc
dcscubcd within IETF RFC 3447 uthxl "Bibfic-Kcy Cryp-
tography Standards (PK('S) *I: RSA Cryptography Speci-
fications iyersmn 2 I*', herein incorporated by reference,
among nther published standards for the use of RSA algo-
rithms. The use of an RSA algoritlun in an asynunetric
ciphering al orittun 219 for encryption and decryption, can
also bc processed acmirding to thc description ol thc RSA
algontluu acrorduig to thc Witktpctha entry for '*RSA (algo-
rithm)" as of Sep i/, 2013, which is incorporated by refer-
ence herein. I'he use and application of an IJC('lgorithnt
fiir asymmetric ciphenng algorithin 219 can contiirm v ith
algoritluns within IETF RFC 6090 titled "Fundmnental
Elliptic Curve Cryptography Algoritluns** (herein incorpo-
ratcxl by rcfercncc), among other pubhshcd standards usuig
ECC. Asynunctuc ciphcruig algori/hm 219 can also uuhzc
elliptic curvi: crvptograpllv algolxtllills flit tile Wlklpciha
entry for "Iilhptic curve cryptography" as of Sep 'J. 20)3,
which is incorporated by reference herein

E('C algoritlmis (v ith corresponding ECC-based PKI
keys) may utilized for asynunetric ciphering algoritlun 219
accordmg to cxmnplary preferred cmbodunents in order to
mamtain high security with smaller key lengths. compared
to RSA. thereby helping to mimparably reduce the message
lengths, radio frequency spectniin utilization, and process-
ing power required by module 101 RSA alanrithms (v ith
corresponding RSA-base PKI I eys) for asynmietric cipher-
in algoritluu 219 may be utihzed in other embodiments in
order to mmntain compaubili/y with dc7iloycxl or legacy
sofiwarc and systems that suppor/s RSA based keys and
algolltllllls.

After an eUI('C subscription manager 109 uses a e(JI('C
key ciphering algorithm 216 to comer( a plaintext el/I('C
protile key 107b into a ciphertext as an encrypted eUICC
key 218, the eUICC subscription manager can send the
cipher/cxt to the module 101. Thc cUICC subscription
manager miuld send thc ciphcrtcxt as an cncryp/ed cUICC
kcy 218 to module 101 usuig an IP network 111, and thc IP
netivnrk ill could comprise the public Internet In tlus
manner, the mndule 101 can securely receive the encrypted
eUICC key Z18 in order to perfomi. process. or calculate a
key deciphering algoritlmi 217. Third parties with access to
the cncryptcd cUICC kcy 218 would not feasibly bc able to
read thc plaintext eUICC prolilc key 10'7b, cvcn w i/h access
to thc cUICC public kcy 214. The module 101 could ti:curve
the encrypted eUIC('ey 218 along with an e(JI('('rofile
identity 107e in order to determine a profile 107n associated

with thc cncrypuxl cUICC kcy 218. w herc a subsequent s/czt
(after deciphering the encrypted eUICC key 218) could
compose a prolilc dcciphcring algoutlun 206 Thc module
U/I could receive the micrypted el/IC('ey 218 either
bcfiirc or al'ter receiving thc proiilc 107c.

After receiving the encrypted el I IC('ey 218. the module
101 or eUI('C 107 could decrypt the encrypted eUICC key
218 using a key deciphering algorithm 217 A key decipher-
ing algoritlun Z17 can include a asymmetric cipherin

1 I i algontlun 219. Thc asymmcuic ciphcruig algoritlun 219 can
be equivalent to or the same as the asynuuetric cipherin
algontlun 219 in a kcy ciphcnng algonduu 216 opcmtcd or
pmcessed by an eUI('('ubscription manager 109 as
dcscribcd ui tlus FIG. 2e abosc. Thc asymmctuc ciphcung
algoritlun 219 in a key deciphering algorithm 217 can accept
input of the eUICC private key 215 as a cipher key. The
asymmetric ciphering al orithm 219 in a key deciphering
al omtluu Z17 can also accept input of the encrypted eUI('C

io kcy 218 as a ciphcrtcxt. Thc kcy dcciphcung algon/lun 217
can use an asymmetric ciphering algoritlun 219 with an
uiput of (i) an ohJICC pnvatc kcy 215 as a cipher key and (ii)
the encrypted eU IC( key 218 as ciphertext in order to output
plaintext of an eUIC( pmhle key 1t)7b As illustrated in
lil(i 2e, the plaintext could also optionally include a secu-
rity token Z12. After processing a plaintext eUICC profile
key 1076 from a key deciphering algoritlmi 217. module 101
or cUICC 107 could usc the plaintext cUICC prolilc kcy
107b m order to perform a prolilc dccipheung algontluu 206

sn as illustrated in lil(i 2b
Altlmugh exemplary embodiments can include the use of

a key ciphering algorithiu Z16 and a key decipheruig algo-
rithm Z17 in order to securely transfer the eUICC profile key
107b from an eUIC( 'ubscription manager 109 to a module

is 101. a kcy ciphcruig algoritluu 216 and a kcy dcciphcung
algontlun 217 eius bc omitted ui other cxcmplary embodi-
ments For example, il'hc cUICC subscup/ion manager and
module UU or el/I('('07 support the use of a secure key
exclmnge such as l)if/ie I lellman nr I )Cl)l I. then the el/i(('o
prot)le I ey 107b could be nnitually derived by the two nodes
and the encrypted eUIC('ey 218 would not need to be
transfi:rrix! through an IP network 111 bctwix:n thc two
nodes.

In another emboduucnt, as depic/cd in FIG. 2e. Jhc kcy
ciphering algorithm 216 and key deciphering algorithni 217
nmy alsn be used with ciphertext 2(tgc ivith an encrypted
first key K 203 and a plaintext of the first key K 203, if a
prohle 107d includes ciphertext 208c with encrypted hrst
kcy K 203. In this case. a mobile network opera/or 104 could

o pcrfonn the key ciphcrmg algoutlun 216 wi/h input ol (i) thc
plaintext lirst kcy K 203 and (ii) thc cUICC public kcy 214
in order to output ciphertext 208r 'I'he ciphertext 2(lgn can
include the encrypted tirst key K 203, although the cipher-
text 208c could also include other data such as the netv'ork

. s parameters Z01. The MNO 104 could send the ciphertext
208c (with thc cncryptcd lira( kcy K) to thc cUICC sub-
scupuon manager 109 m a step 302b in FIG. 3 lbr inclusion
ui thc prolilc 107d and prolilc 107c. As depicted ui FIG. 2e.
a niodule 101 or el/ICC 107 could perform the key deci-

sn phering algorithm 217 on the ciphertext 2(/gc with the hrst
encrypted key K 203 in order to obtain the plaintext first key
K 203. In this manner, the first key K 203 is not shared as
plaintext with any cntitics besides thc MNO 104 and a
module 101 with thc cUICC 107. In other words, a MNO

ss 104 cmi usc a key ciphermg algoutlun 216 to prcvcnt thc
shanng of a plaintext first key K 203 with an el/I( ('ubscriptinnmanager 109
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In;uldition, a)thou h FIG. 2e illustrates an cUICC sub-

scription manager as performing the eUI('('ey ciphering
al orithm 216 and the module lt)l or el)l('C 107 as per-
fi&rming the eUI('(: key deciphering algorithm 217, an
alternative embodiment contemplates that the eUICC sub-
scription manager 109 performs the eUICC I ey decipherin
algontluu 217 and thc module 101 or eUICC 107 pcrfi&rms
the cUICC kcy ciphcruig algontlun 216. In tlus alternative
embodimenn the module 101 can (i) derive the el)I('(:
pmfile key 1076. and (ii) send the ciphe&text comprismg the
encrypted e) JI('G key 218 to the eUI('C subscription nian-
a er 109. In tlus alternative embodiment. the module 101
can (i) use the eUICC subscription manager public key 220
to cipher thc dcnvcd cUICC prolilc kcy 1076, (n) send thc
cncryptcd cUICC prolilc kcy 107b to thc cUICC subscnp-
tion manager 109, and (iii) the eUI('( subscription manager
109 can decrypt the encrypted eUI('G pmfile kev 1076 using
the eUI('('ubscription n&anager private key 222. In tlus
alternative embodiment. the eIJICC subscription manager
109 could (i) use the eUICC I ey deciphering algoritlun 217
to decrypt thc oner)I&tcd cUICC kcy 218 rccc&vcx) from thc
module 101. and then (ii) subset)ucnt micrypt thc prolilc
107d into a profile It)7o using a prohle ciphering algorithni
210 as depicted and described in connection with Iil(i. 26
above

FI(J. 3

FI(J. 3 is a simphfied message flow diagram illustrotin an
exemplary systmn with exemplary data sent and received by
a module with an cUICC., in accordmicc v ith cxcmplary
embodiments Systeni 3(H) can include an eUI('C subscrip-
tion manager 109, an IP network Ill, a nx&bile nenvork
operator 104, a module 101. A module 10) can include n
network application 101x and an eUICU 107. The nenvork
application 101» can perform the operations for conununi-
cating w ith the w irclcss network 102 (i) at thc data-lurk layer
using standards for PLMN networks such as, but not )united
to exmuplary radio resource control standards within ETSI
'IS 136 331 v.)0 7 entitled *'I:III: Evolved Universal Ter-
restrial Radio Access (li-UTRAk Radio Resource ('ontml
(RRC): Protocol Specification'k which is herein incorpo-
rated by reference. and (ii) at the networl layer usia
Internet Proter»&1. Other standards li&r commumcation at thc
data-lurk layer bctwimu a network appl&ca&am 101&'llxl
mobile network operator 104 can be ut&ized as well without
departin from the scope of the present invention 'I'he (i)
mobile device 101. using the network application 10)x. and
(ii) the mobile network operator 104 can send and receive
data using the wireless network 102 depicted and descnbed
in connccuon with FICi. Ia. Although a single module 101
is &I)us&ra&cd ui system 300 ui FIG. 3, a sysicm 300 could
include a plurality of modules 101.

')lie nenvork application lt)l.r and the eUI(:('07 can
send and receive data locally within the module 10) usmg an
operating system 101h and/or a system bus 101d. The
network application 101» and the eUICU 107 can send and
rcmcivc data locally within the module 101 using an cUICC
dni cr 128 as dcpictcd nnd dcscnbed &n conncmtu&n with FIG.
Ib and FIG. Ie. The module 101, using a network applica-
tion lfilx, can send and receive data with the el)I('(:
subscription manager 109 using the IP network Ill As
illustrated in FICi. 3. the module 101 can send and receive
data with the eUICC subscription manager 109 in a step 205
uslllg ill& 1111&lal lie&work.

lhc initial network m&uld compnsc a dilfi:rmit wirclcss
network 102 than a w&relcss network 102 (i) lor thc mobile
net&vork operator 104. and (ii) used fi&r a first authentication
304 and a second authentication 31() In other words, module

101 can send and rcceivc data lbr mi cUICC prolile 107c
through a initial network that is different than the wireless
network 102 associated with the mobile network operator
104 'I'he network application I 0 )x could support ditferent
standards for &tireless networking tecluiologies, such that
the different wireless network 102 used to access the eUI( 'C

subscnption mmiagcr 109 could compnsc cxcmplary net-
works such as W&FI or LTE Advanced, and thc ncnvork
application 101x could use Ul li to communicated with the

io mobile nenvork operator 104. Other possibilities exist as
well for the nenvork application 10)x to support comn&uni-
cation with a variety ofdifferent networks v ithout departing
from the scope of the present invention.

Thc lcfi side of network applicat&on 101x in FIG. 3 lor
ii conumuucation with thc mobile network operator 104 can

colnprise commullication tllrough a radio 101 with the
wireless nenvork )02, and the right side of network appli-
cation lfilx can comprise i&&ternal colnmunication within
module 101 as described in the para raph above and also

io FICi. Ie above. The internal conmiunication between net-
work apphcation 101x mid cUICC 107 using au opera&&ng
system 101h could compose either (&) shanng memory 101e.
where n&odule 101 writes data such as, but not limited to, an
exen&plary 1&AND 118 value and el)I('('07 reads the
values from the shared memory 10 le, or (ii) using loopback
UDP ports within operating system 101h, such that netv'ork
application 101» sends a UDP datagram ii ith the RAND 118
vuluc usuig a lirst UPD loopback port, and thc cUICC 107
rcccivcs the UDP datagrmu with thc RAND 118 value us&ng

&o a second IJDP loopback port. I&or an opentting system 101h
within nmdule 101 using, Ipv4 addresses, the addresses used
for the I.JDP loopback ports could comprise addresses in the
range of the 127.0.0.0/8 address block. For an operatin
system 101h ivithin module 101 using IPv6 addresses, the

&i addrcsscs used for thc UDP loopback ports could comprise
an . I address. In another cmboduncnt &)los&ra&ox) in FIG. 1/
above. the cUICC 107 can commun&cate with thc MNO 104
directly fi&r embodiments &vhere the el) I('('07 includes an
IP address 106c

»o At a step 301. a module 101 can record an eUICC identity
107a, an address 109a of an eUICC subscnption manager
109. and an eUICC pnvatc key 215 assoc&ate») with till:
cUICC 107. A manufacturer. distributor, technician, cnd
user, or uistallcr ol'odule 101 could record thc data li&r a
step 301 in nx&dule 10). or the data could be down)ceded or
accessed separately via an IP network 111. including the
public Internet. Other data could be included in a step 301
as well, such as. but not limited to, the softv are or finmvare
compnsing thc cUICC 107, an cUICC prolile kcy 10'Ib, an

o cUICC public kcy 214, an eUICC subscnpt&on manager
publ&c kcy 220, an cUICC dnvcr 128, an uuual prolilc 107d
or It)7o, and policy rules fi&r allowing access to the profiles,
and other additional data could be included in a step 301 as
v ell. Additional optional data for recordin with an eUI('C
107 m a step 301 are depicted on the second line of step 301
ui FIG. 3.

In au cxcmplary cmboduuenu a mauul'acturcr ol'odule
101 records thc cxcmplary data I'or mi cUICC 107 ui a stot&

30), such that a module 101 can being operations and
so connectmg to an initial ivireless net&vork 102 upon power-up

in order to establish initial conmninications. includin
allowm the conununication with the eUICC subscription
miumgcr 109 tluough thc mitial wireless ac&work 102. As
noted above ui tlus FIG. 3, mi init&al wireless ac&work 102

si used for thc eUICC 10'7 to access thc cUICC subscnpt&on
nmnager 109 can be difierent than the wireless nenvork 102
used to access the mobile network operator 104 'I he address
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109a of mi cUICC subscnpuon manager 109 could compose
either an IV address or a domain name, and in an exmnplary
embodiment the address I I/9a conlprises a domain nanle and
the module )0) can query filr the IV address associated v ith
the domain name for address 109a via either a domain name
system (DNS) query or a secured DNS query (DNSSEC) A
Illoilulc 101 can connect with an lnltldl will li ss Ill tw ork 1 02
(di/li:rent than the depicted wire/css network 102 in FIG. 3)
after a step 301 in order to coinmunicate with an el/I('C
subscriptioil manager )09

At a step 3()2ii, an e(JIG('ubscription manager U/9 could
record data for the eUICC 107. The data could inc/ude (I) an
eUICC identity 107a, (ii) a profile 107», (iii) an eUICC
pub/ic kcy 214, (iv) an CUICC subscnption manager pub/ic
kcy 220 and private key 222. (v) an eUICC profile kcy 107b
with an associated el/IC('ro/i/e identity 107». (vii) a
module identity 11() (for embodiments where the module
identity 110 for the eUI( ('07 is known before the e(JI('C
107 sends and receives data with the CUICC subscription
manager 109), (viii) and parameters for a synunetric cipher-
ing algoritlmi 211 and mi asynunctric ciphering a/goritlnn
219 used by the cUICC 107. Thc paramcicrs for a synuncinc
cipherin algorithm 2)1 and an asyminetric ciphering a/go-
rithm 219 used by the e(JIC('t/7 could specify the ciphers
used, such as (i) se/ecting an exemp/ary 128 or )92 bit keys
for use with an AES cipher for a synunetr/c cipherin
algoritlun 211 used with a eUICC 107 and eUICC'dentity
10'7a, and (Ii) sc/ecting an cxcmplary e/hptic curve or RSA
d/gonthnl for usc with dll asvunnctrlc clphcllng idgiillthul
219 I'he eUI('('ubscription inanager )09 could a/so record
re/ated data for the openltion of eUI( ('07 with el/I('C
subscription manager )09 in a step 302a.

At a step 302a, the eUICC subscription manager 109
could receive the profile 107d from the mobile nenvork
operator 104, mid an cxcmp/ary pm/ilc 107d is duple/cx) and
dcscnbcd ui connccuon with FIG. 2a. Or, cUICC subscup-
tion manager 109 could reccivc a subset ol data for thc
exemplary profile 107d fronl the MNO 104 in a step 302a
without receiving the entire pro/i/e lt/7d As one example,
the MNO 104 may not /nlov the el JICC pmfile identiry 107e
for the eUICC profile 107d, and thus the MNO 104 may not
scud the comp/etc pro 1 i/c 1 07d bu I thc MN0 104 could scud
data for ihc pro/i/c 107d to the cUICC subscription mmlagcr
109 uia step 302a In ancxcmp/ary cmbodunmlt, the cUICC
subscription manager ll)9 could receive a subset of data for
the pmfi/e 107d using the IV nenvork I I I over a secured link
or coiuiection to the MNO 104. The profile 107d in a step
302a could include both ciphertext 208b and p/a/ntext of a
sci of ac/work parmnciers 201, a lirst nclwork modu/c
identity 202, and a first kcy K 203. As dc7uctcd and
dcscnbcd in connection with FIG. 2a, thc ciphcrtcxt 208b
could compose an encrypted second key K 204a 'I he
ciphertext 208h could also include the second network
module identity 209a. In an exemp/ary embodiment, the
plaintext first key K 203 could be optionally omitted fmm
bculg rcccived from mi MNO 104 m a step 302ii. and thc
cUICC subscription mmla ger 109 can rcccivc thc lirst kcy K
203 ul thc foml of a ciphcrtcxt 208» bc/ow ul a step 302b.
'I'he eUI('('ubscription manager lf/9 could use a server or
a p/ura/ity of servers sinli/ar to a server 105 in order to take
the processin and communication steps described herein
for an eUICC subscnption manager 109 in this step 302a
and also additional steps for an cUICC subscnption manager
109 described tluoughout FICi. 3.

Aficr a module 101 powers up aml estab/Ishcil conncc-
tivity ivith the IV network 1) 1, an eUI('( 107 operating in
a module 101 could then perform a step 205 in order to
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rcccivc an cUICC pro/i/c 107» using thc IP network 111. Thc
use and operation of a step 205 is also depicted and
described in connection ivith /IIC/ Za above In a step 2t/5,
an e//I('C 107 cou/d send an el//('C identity It)7a to the
eUICC subscription manager 109. The module 101 could
use a network application 101xi to send the eUICC identity
107a, such as thc network app/icauon 10lx wnting data widl
thc cUICC identity 107a to a physical uitcrface 101a, and
the physical interface )0/u could include a nldio 101» Or,

la using the exemplary embodiment i//ustrated in I'l(i lf
above, the eU/( C )07 could be associated with an IV

address 106». and the eUI('C 107 could send the eUR'C
identity 107a to the eUICC subscription manager 109 with-
out using a separate network app/lennon 10lx associaiixl

is with thc wire/css network 102. During a step 205 lilr a
module )0) or eUI( C )07. an eUI('('ubscription manager
)09 could receive the el/IC( identity )t)7ii and perfornl a
step 302h In an exemplary embodiment. both a module
identity 110 and an eUICC identity 107a could be sent by an

io eUICC 107 or a module 101 in a step 205. Or, the eUR 'C

nlmltity 107ii could compnse a module identity 110, and ihc
modu/c identity 110 could bc snit in a step 205. Other
possibihties exist as we/I filr identifying a module )0) or an
eUIC('(/7 v;ith an eUI( ('ubscnption nlanager 1//9 with-
out departing from the scope of the present im ention

In an exemplary embodiment, a message with the eUR 'C

identity 107a in a step 205 could include a digital signature.
whcrc thc d/gita) sigimturc is proccsscd using (i) thc cUICC
pnvatc kcy 215 recorded m a step 301 and (n) a digital

la signature a/gorit/un 221 'Ihe message ivith the e///(('dentity
U/7u and a digital signature in a step 2f/5 could

preferab/y include a random number or string. inc/uding a
nonce or a "number used once" such as. but not limited to.
an exemplary security token 212 in order to prevent replay

ls dttacks
An cUICC subscription manager 109 cdn take several

actions ui a step 302b after rccmving m»den/I/y for ihc
eUIC('/7 or nxldu/e 10) A firs action in a step 302h could
comprise authenticating, an eUI('C ll)7 or a module )01

do based on the eUICC identity 107a received in the message.
In a step 10Zb. eUICC subscription manager 109 can authen-
ticate thc message with cUICC idcnuty 107ii accorduig to
message digest, or usuig thc cUICC profi/c kcy 107b wluch
cou/d bc rimordcd ul the cUICC 107 In a step 301 above. In
addition, the eU/CC subscription manager cou/d mithenti-
cute using a digital signature a/gorithm 221, where the
message v,ith the eUICC identity 107a could include a
digital signature. as described in the paragraph above.

Both thc cUICC 107 and thc eUICC subscripuon manager
o 109 could use the cUICC pro/i/e key 107b as a cipher kcy

withe synunciric ciphcnng a/gontlun 211 to cncryptidcciypl
data sent with the e) J I('('dentity I t)7ii, where the successful
encryption and decrypt/on of data with eUIC('dentity )07a
usia the eUICC prohle key 107b on both ends cou/d be

. 1 confirmation that the eUICC 107 or module 101 is authen-
ticated, suicc bo/h parties would only be ab/c to mutua//y
succcssfu//y encrypt and decrypt by sharing the same cUICC
profi/c kcy 107b. In mlother mnbodimcnn thc cUICC proli/c
key 107h cou/d be used as a private key with a digital

sa signature a/gorithm 2/1 (instead of the el/I('C private key
215), In order for the eUICC 107 with the eUICC 107a to be
authenticated. For embodiments ~here the module 101 with
thc cUICC 107 scuds a digital signature with thc cUICC
nlmltity 107a. the cUICC subscnption manager 109 could

ss usc thc cUICC identity 107a to schmt thc cUICC pub/ic kcy
2)4 or eUIC('. pmfi/e key 107b from a Ihstabase. In this
nmnner, the e//I('C subscription manager ll)9 could conl-

Petitioner Samsung Ex-1001, 0042



US 11,916,893 B2
|1

municatc with a plural&ty ol cUICCB 107 and sclcct thc
apprnpriate keys using the eUI( ('dentity lt)7a

A second action in a step 302b could comprise the elJI('C
subscription manager 109 mithenticating with an CU I('C 107
or a module 101. Tile eUICC subscription mana er 109
could also authenticate with an eUICC 107 at a step 302b
witlnn a step 205, such that cUICC 107 can ixmlirm an
identity of the cUICC subscnpt&on manager 109. usin any
of the same or equivalent steps described in the paragraph
above for an ei/I('('1)7 to authenticate with an el/I('C
subscription manager 109 )lie eUI('C subscription manager
109 could send the eUICC 107 a digital signature processed
using a di ital signature algorithm 221 and the eUICC
subscription manager pnvatc kcy 222. Thc cUICC 107 could
icrify thc digital signature usuig a cUICC subscription
mana er public key 22() (which could be recorded v ith an
eUIC( 107 in a step 31)1) 'I'he el/I(('t)7 cnuld also
receive data encrypted with a eUI('( profile key 107K and
successful decryption of the data by the eUICC 107 using a
synunetric ciphering algorithm 211 could confir the
cUICC subscnpuon manager 109 also holds thc CUICC
profile kcy 107b Note that a system 300 could mcludc
multiple eUI('C keys 107b, such that a first eUIC('rofile
key lt)7b is used with a step 301 and step 2()5 in I&l(i 3, and
a second eUIC('mhle key 107b could be used with n
subsequent step 206 below Other possibilities exist as well
for an eUICC 107 and an eUICC subscription manager 109
to pcrfonn a 2-way authentication ui a step 205 and a step
302b in FIG. 3 without dcparung from die scope of thc
present invention

In another exemplary embodiment, where data received
fmm an MNO 104 does not include a plaintext tirst key K
203 for inclusion in a pmfile 1074, for a third action in a step
302b, the eUICC subscription manager 109 could send the
cUICC ident«y 107a (or thc module identity 110) and thc
cUICC public kcy 214 to thc fvINO 104. In dns emboduncnt,
the MNO 104 could also usc thc kcy ciphering algoritlun
216 depicted and described in connectinn with I'l(i 2e
above in order to encrypt the first key K 203 with the el/I('C
public key 214. The output of an MNO 104 using a key
ciphering algoritlmi 216 could comprise a ciphertext 208c of
an encrypted lira& kcy K 203. Thus, at B step 302b fi&r thc
cmbodimcnt dcscnbed in this para~upi, thc cUICC sub-
scnpuon mmiagcr 109 could rccc&ve thc lira& kcy K 203 Ibr
a protile 107d as ciphertext 2t/gc (instead of a plaintext hrst
key K 203 for profile 11)7n'in I'l(i 2n). In this manner, the
first key K 203 in a profile 107d could be recorded as
ciphertext 208c. which is also depicted and described as an
optional Ibnnat for thc first key K 203 in FIG. 2n and FIG.
2c.

In an exemplary embodiment, thc MNO 104 can send thc
ciphertext 2(Ni only after a user 113 conducts a separate
authentication step 3(Nb below In other words, a step 308b
could also be used concurrently with a step 302b, where the
step 302b includes the receipt of an encrypted first key K
203 in a ciphcrtcxt 208c. In tlus manner, thc MNO 104 can
re&au& control over thc re)case ol an cncryplcd lirsl icy K
203. such that thc lira& kcy K 203 ui a c&phcrlext 208c is only
received by an eUI('C subscription manager 109 in a step
302 ore eUI('('07 in a step 205 after a user 113 (associated
with the module 101 with the eUIC( '07) authenticates with
the MNO 104 In this embodiment, a separate authentication
step 308b below can bc optlollallv oil&&neil, Bl&d tile ilsc iif Bu

cncryptcd second kcy K 204a ui c&phertcxt 208b can nlso bc
omitted. In this mnboduncnt, a user 113 of the module 101
can access the wireless nenvork 102 of the nxibile network
operator 104 using the first key K 2()3 which i&as been (i)

52
cncryptcd by thc mobile network operator 104 using a kcy
ciphering algorithm 216 in a step 302b, and (ii) only
available to nmdule I 0l or elJI('C 107 (or eUI('C subscrip-
tion nianager 109) after a user 113 conducts an authentica-
tion step 308b with MNO 104.

After the eUICC subscription manager 109 receives and/
or proccascs all the data for a profile 107d, ulcluding aubscts
of data fmm a MNO 104 dcscnbcd I'or thw step 302b above.
a fourth action in a step 302b could comprise the el/I(('n

subscriptinn manager lt)9 ciphering a prohle lt/7d using a
pmhle ciphering algorithm 210. in order to convert profile
1074 ivith plaintext into a profile 107n with clphertext. Some
elements in a profile 107c could remain plaintext as well.
such as thc exemplary profile idcnuty 107e. Thc cUICC

is subscnption mam&ger 109 could usc Bn cUICC profile kcy
lt/7b, where the eUI('('rofile key 107b in a profile
ciphering algoritlun 2)0 can be d«ferent than an el/I(('mhle

key 107b used to authenticate el/IC('t)7 ivith
eUICC identity 107a. Or, the same eUICC pmfile key 107b

io could be used to both cipher profile 107d and authenticate
cUICC 107. Note that tins fourth action in a step 302b could
also take place at an carhcr time than at step 302b, such that
eUIC('ubscription manager 109 could assemble and cipher
the profile 107d into a profile It)7&" at an earlier time, such
as before receiving the el/I('C identity lt)7d. Or concurrent
v ith a step 301a. Other possibilities exist as well for the
timing and sequence for an eUICC subscription manager to
asscmblc and process a profile 107c w &thou& deparung I'rom

thc scope ol'hc prcscnt invention
in After a step 302K the el/I('('ubscription manager 109

cnn send the authenticated eUI('('07 a profile it)7c in a

step 205, as depicted in I'l(i. 3. I/ither the el/IC('ubscrip-
tion manger 109 or the eUICC 107 can select the profile
107c to be received by the eUICC 107. In one embodiment.

is d nlixlillc 101 call scil&el& for radio bi acolls Iroln bdsc
stations 103 for wirclcss networks 102 surrounihng thc
module 101, and upon finding ncw poss&blc wire)cia net-
work 102 to connect with. the module 101 or eUIC('07
could query or request the el Jl('('ubscription niansger 109

do for a profile 107c associated with a mobile netv orl opemstor
104 for a radio beacon observed by the module 101. Com-
mercial busuicas arrangcmcnts among thc user ol'odule
101. thc cUICC aubscnption manager 109. and the mobile
network operator 104 can dctcrnnnc thc availab&hty of a
pmhle 107i for a module 101 with an ei/I('('t)7

In another embodiment. the eUI('('ubscnption manager
109 could periodically send the module 101 and/or eUI('C
107 new pmfiles 107c as they become available to a user 113
of a module 101 or available to thc cUICC subscnpt&on

o miumgcr 109. In a prcfi:rrcd cmboduncnt, thc cUICC sub-
scnpuon miumgcr 109 can send thc prolilc 107c to thc
module 10) using a netivnrk application 10)r, w:here the
netwnrk application )0)x forv ards the data to the el/I(('07

As described above in this Flfi. 3, the netv ork appli-
. 1 cation 1011 could communicate with the eUICC 107 usia

thc operating system 1016 as illustrated in Flfi. Ie, mid other
poss&b&)&ties exist as wc)i. Note that eUICC subscnpt&on
miumgcr 109 sends the profile 107c, where the ncnvork
access credentials (including the first key K 2t/3) are

an encrypted with an eUI('('rofile key it)76, and in this
manner intermediate nodes on the IP nehi ork 111 would not
feasibly be able to read the data i& ithin the profile 107&3

In an cxcmplary cmbodnnenn thc cUICC subscnpt&on
miumgcr 109 can send thc module 101 a pouitcr, unil'onn

as resource locator (URL). domain name, or rclatcd address lor
a location of the ei/IC( prnfile I l)7&" in a step 205 as opposed
to the actual, full profile it)7&" In tlus embodiment. the
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module 101 could rcccivc thc pouitcr, uniliirm resource
locator. domain name, or related address for the location of
the el)i('C profile )t)7c and subsequently download the
eUIC( prohle 1()7c from an IP address associated with the
pointer, uniform resource locator, domain name, or related
address for a location of the eUIC('rofile 107c.

As dcquctcd in FIG. 3. aller receiving thc prolilc 107c
from thc cUICC subscnpuon maoager 109 in a step 205. thc
eUIC( it)7 can receive data for decrypting the prohle it)7i
in a step 303. Note that if eUIC('rofile key 1076 (in the
fiirm of a symmetric key as illustrated in lilG 26) has
already be shared between the e)JICC 107 and the eUICC
subscription manager 109 before a step 206 below, then a
step 303 could separately be omiitciL For cx nnplc, if an
cUICC prolilc kcy 1076 has bccn recordcxl with an cUICC
107 in a module I() I by a manufacturer of module 101, then
that el)i('C profile key 1076 could be used in a step 206
below. and a sepamte step 303 could be omitted In other
exemplary embodiments, the eUIC('07 can receive data
for processing or deriving the eUICC profile key f 076 for a
step 206 bclov usus the ~ tcp 303 illustrated m FIG. 3. A
step 303 can include thc receipt by cUICC 107 of cithcr (i)
an encrypted eUI('('ey 2)8, or fii) data fora key excliange
'I'he encrypted eU I('('ey 218 received hy an elJl('C 107 in
a step 303 could comprise an eUI('C prohle key 1076 that
is ciphered using a key ciphering algoritlun 216 iifustmted in
FILI. 2e. For embodiments v here data for a key exchange is
rcxcivcd in a step 303, thc algoutluns used with a kcy
cxchmige could compose a Difiic Hellman kcy exclmn c. or
an Elliptic ( urve Diffie I lellnian key exchanae (liC))ll)

An e(JI('C 107 within a niodule 10) could use a ECDI I

key exchange in a step 3t)3 when liC('lgoritluns are
utilized for eUICC public key 214. eUICC private key 215,
and eUICC subscription marmger private key 222 and
cUICC subscription manager pubhc key 220. A siunmary of
ECDH is includcx) ui thc Wikipcdia article tttlcxl '*Elliptic
Curve Difiie-Hellman" (hup i!cn.wiktpcdia.org/wikt/El)tp-
tic curve Diffie %) )2%80%93) le)linen from Sep. 24. 20)3,
which is herein incorporated hy reference An li('Dl I key
exchange in a step 303 could comprise the messa e received
by a eUICC 107 including a conunon base point frk The base
point G could also bc sent lhom an cUICC 107 to cUICC
subscription manager 109. Thc base point G Ibr;ui ECDH
kcy exchange in a step 303 could also bc recorded with thc
eUIC( in a step 301 above, and in this case the message at
a step 303 received hy an eUI('( 107 could comprise a
signal to initiate or use a key exchange for deriving the
eUICC profile key 1 07/x Note that the eUICC subscription
manager 109 and the cUICC 107 could tukc additioiml steps
to process tlw cUICC profile kcy 107b aficr an ECDH kcy
cxchmige at step 303, such as takuig the output of an ECDH
key exchange and mputting that output into a secure )tash
al orithm in order to obtain the eUI( ('rofile kev )076
Other algoritiuns besides an ECDH or Difiie Hellman key
exchange can be utilized as well at a step 303. including a
kcv cxcllallgc accordlllg io illa Alllcrlcall Natlollal StalliLlldu
Institute /ANSI) standard X-9.63.

Aficr compleung a step 303. an cIJICC 107 opcratuig in
a module It)l could read and utilize the eUI('C protile key
107/x In embodiments where the el)i( ('rohle key 1076 in
a step 303 above comprises an encrypted eUICC key 218, a
step 217 from FIC). 2e can be utilized by the eUICC 107 in
order to decrypt thc cUICC kcy 218 mto a plamtcxt of
cUICC profile kcy 1076. Thc plaintext cUICC profile kcy
1076 cmi be usixl by the cUICC 107 ui a step 206 ui decrypt
(x) the profile 107i received ui a step 205 above into fy) a
pmfile )07d. I'he use of an eUICC profile key )076 for a
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step 206 is also dcpictcd and dcscnbcd in rainnixuon widi
FICJ. 2a above and also FIG. 26. Plaintext within a profile
107d can bc read al'tcr a step 206. although ui cxcmplary
embodinients and as illustrated in lii(i 2in the profile )07d
can continue to record ciphertcxt 2086 mid ciphcrtcxt 208c.

In an exemplary embodimenn after a step 206 m I'l(i 3
to convert received pmfile 107c to prohle 107d, if (A) a
ciphertext 208i that includes the first key K 203 is present
in profile 107d (as depicted in FIG. Za above), then 18)

1 I i
cUICC 107 could also usc a key dixiphcruig a)goo)bin 217
on ciphertext ZOSr in order to extract the plaintext first key
K 203. Note thai cipher)ex) 208a could bc ctphcrcx) by an
eUIC('ubscription mana er It)9 fusing a profile ciphering
algontlun 210) and ciphcrtcxi 2086 and/or ciphcrtcxt 208c
could be encrypted by a mobile network opemtor )04 (using
a key ciphering algoritlun 216). In other words, a module
lfil with an eUI( C 107 can use fi) a profile deciphering
al out)un Z06 with an eUICC profile key 1076 to decrypt

zo ciphcrtcxt 208ii, fn) a key deciphering ulgouthm 21'I with an
eUICC private key 215 to decrypt ciphertext 208c. and/or
fn) a kcy K deciphering algontlmi 207 w ith a synunctric kcy
)27 to decrypt ciphertext 2086

Aficr rassling plauitext in prolilc 107d, module 101 could
then utilize the profile 107d to conduct a first authentication
304 with ihc mobile network operator 104. As dcptcttxl in
lil(i 3, the first authentication 304 can comprise fi) module
101 sending an attach messa e 305 v ith netv ork module
identity 202, (ii) the eU)( ('07 and module )01 receiving
a RAND 118, fiii) the eUICC 107 using a step 306 in order
to culculate a RES 119. mid fiv) thc module 101 senduig ihc
RES 119. Although not illustrated in Flfi 3, a first authen-
tication 304 could include other data such as rcccivin ihc
equivalent of an "OK" message upon successful mithenti-
cation, ihc receipt of addiuonal network parameters 202
after successful authentication. etc. I'he module )01 can use
a pmfile 107d from a step 206 above in order to conduct the
first authenticatimi 304 'I'he profile lt)7d m an eUIC('07

(o could be selected and activated in order to connect with a
wire)ass nctss ork 102 associated with mobile ac)work opera-
tor 104. As contempLated herein and tluoughout the present
uivmiiion, an activated profile 107d can compose a scleciixl
and enabled network access application state as illustrated in
liigure D.l of E )SI ')8 103 383 v.20)3-02 for the activated
pmhle 107d, and other possibihties exist as well As illus-
trated in FI(J. 3 after a step 206, the module 101 can use a
network application 101x in order to attach to the v ireless
network 102 and conmiurucate with thc mobile ncnvork

o opciaior 104.
Within a lirst authentication 304, the module 101 can send

a first attach message 305, and the first attach niessage 305
can include the first network module identity 202 With a 4(i
LTE network the first attach messa e 305 could comprise a

. s radio resource connection request message, or a similar
message could bc utifizcd with other wirclcss nctworlong
stundards as sscll, such as LTE Advanced or WIMAX. An
cxclllpliiry radio rcsiiurcc collllcctloll request is described ill
section 5.3 5 within I JI SI 'I 5 )36 331 v )0 7 entitled "I I'I I;

sa I:volved Universal 'I'errestrial Radio Access (E-U'I'RA);
Radio Resource Control (RRC), Protocol Specification".
v hich is herein incorporated by reference Although not
illustrated ui FIG. 3. thc module 101 and wirclcss ncnvork
102/mobile operator 104 could take adihtional relaied a)cps

si bcfiirc scnduig ihc exemplary lirst attach message 305, such
as, but not limited to. inodule 10) synchronizing a clock )60
with wireless nenvork 102, module )01 sending a inessage
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on a r mdom access control ch uuiel (RACH) m order to have
a timeslot and frequencies for sending the tirst attach mes-
sage 305, etc.

As depicted in Ill(i 3, after receiving and processing the
first attach message 305, the mobile networl operator can
send a first random number (RAND) 118. Although not
illus(ra(cd in FICi 3, a network authcnucauon lokcn
'*AUTN" and a scqumicc number could be sent with thc Iirst
RANI) )18. An exemplary format for the nse of a RANI)
)18 with a response RES 1)9 is described in I)IS) standard
'll( )3) 900 v 10 0.0 and related documents. In a hrst
authentication 304 the module 101 and the eUICC 107 can
receive the first RAND 118 The eUIC'C 107 can conduct a
step 306 with an input of ilm lirst RAND 118 and lhc Iirst
kcy K 203 in order io calcu)etc a tirst RES 119. Thc usc of
a RAND l)8 with a R)iS 1)9 in a step 306 could comprise
a general use ofa message digest authentication, and another
exemplary message digest authentication is also described in
IETF RFC 2(117, titled "HTTP Authentication: Basic and
Digest Access Authentication". After receiving the exem-
plary lirst RAND 118 message, in order to conduct a Iirst
authmiucaiion 304, module 101 usuig an cUICC 107 could
take steps to demonstnste to MNO 104 that module 101 has
access to the same first key K 203 as recorded bv the MNO
)04 in a step 302U or step 302b above. MNO 104 could
record the expected RES 119 value with n set of aurllenti-
cation vectors 117 for the first network module identiry 202,
as dcpictcd in FIG. Id and FIG. 1e.

Module 101 can properly respond io a cluillcngc/nonce
(such as a first RAND )18) in a message diaest authentica-
tion by sending a secure hash value calculated using (1) the
challenge,'nonce and (ii) the first key K 203 'I'he secure )lash
value can comprise the first RES 119. In exemplary embodi-
ments, eUICC 107 and wireless network 102 could use
algontluus specilicd ul ETSI TS 135 205-209, as wc)i as
subss quent mid related standards, in order for module 101
using eUICC 107 to (1) calculate a secure hash value,;uid (ii)
pmcess related steps for a first authentication 304 After
pmcessin a first Rlig 1)9 ui a step 306 using the tirst key
K 203, the eUICC 107 could send the first RES 119 to the
network application 101.1 in module 101. Module 101 could
then send the Iirst RES 119 io the mobile network operator
104 using ihc wireless network 102, Bs dcpictml m FIG. 3

and thereby rxlmplcic a Iirsi auihcnucation step 304 for thc
module 10).

In another embodiment for a first mithentication step 304,
(i) module 101 could send (i) the first network module
identity 202 a dtgtta) silmature processed using n di ital
sigimiurc algoriilun 221 and thc CUICC pnvatc key 215, and
(n) MNO 104 could verify thc digital signature usuig a
digital signature algoritlmi 221 aml the eUICC public kcy
214 Other possibilities exist as well for steps within a hrst
authentication 304 using a eUI( ('rivate key 215 with the
first nehvork module identity 202 or the eUIC'C identity
107a in a first authentication step 304 without depnrtin
Irolll iho scope of lhc prcscnl iuvculloll. El iin cxclnp)Br)'mbodimcnt,

as depicted in FIG. If above. thc cUICC 107
coU)d lllclUdc an IP address 106c willi Jn lnu:llacc ldcnlllicr
)06e associated with the eUI('C 107, and in this case the
module 10) could send the first RUS 1)9 value from the
eUICC 107 to the MNO 104 through the wireless nehvork
102.

In a step 308U thc mobile network operator 104 can
rcmmvc thc Iirst RES 119. A scrvcr 105 such as B mobility
management mltity (MME) for ihc mobile operator nctsvork
)04 associated lvith the wireless network )02 could compare
the received first R)15 1)9 with an internally recorded IREIS
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119 from thc authentication 1 ccior 117. As noted above, ihc
mithenticatinn vector l)7 could be received by the seller
)05 from the I ISS of the mobile nehvork openstor )04 before
a step 308U. If the received first RI,S )19 matches the
internally stored first RES 119 value, the v ireless netv'ork
102 and mobile network operator 104 can consider or
process thai thc module 101 is authenticated for a step 308U.
Thc wirclcss ac(work 102. thc MNO 104, and thc module
)0) can take subsequent steps (not shown) for the module

in 10) to access the IP nenvork 1)l, m order to conduct
mithenticatinn of the module 101 or a user associated ivith
the module 101 with a second factor in a step 308b belosv.

In a step 308b. the mobile network operator 104 can
conduct a scparaic authcnimauon of either a user 113

is associated with a module 101 or the module 101 usuig a
second factor. In other lvords, the mobile network operator
104 can use a step 308b to authenticate the user )13 of
module 101 or the module 10) using steps and a process that
is different than the first authentication 304. Note that tlus

lo use of a separate authentication step 308b can be different
(flin Collvclllional tCChnolog)'Sixl 111 BU(hclliicJilug a nlod-
ulc 101 ui a stclt 304, smcc other values mid tokens besides
the first key K 203 can be used in the authentication step
308b. lite additinnal authentication step 308b can be useful
for a nmbile network operator 104 to authenticate a module
101 with an eUICC 107 and pmfile 107d, since the profile
107d with the first key K 203 may be tmsnsferred to module
101 in a conununicaiions clrsrulcl outside thc control of
mobile network operator 104. As one exmnplc, ihc prolilc

sn )07d with the first nehvork key K 203 could be transferred
to an eUI('('07 frmn the e(ll('('ubscription nlansger )09
using an IP nenvork I I I. as depicted in Ill(i. 3 in a step 205
The mobile network operator 104 may not have control over
the IP netv ork 111 used in a step 205. The mobile netv'ork

ls operator 104 may not hale control over thc secuniy keys and
algontluns used to mlcrypt thc pro)i)a 107d into a prolilc
107c, and thus thc security of the Iirst kcy K 203 upon wluch
the MNO )04 depends for authentication and ciphering of
data v ith nmdule 10) inay be outside the control of MNO

so 104 As one example, the MNO 104 may not be able to
separately authenticate the identity of a user of module 101
with ilm cUICC 107, bcforc the prolilc 107d was rcccivcx) by
module 101 and cUICC 107 ui a step 205.

Conscqucntly, without a scparatc authcnucauon step 308b
the user l)3 of module )0) with the eUIC('07 may be
unknov n tn MNO )04. and a separate identity of the user
113 or module 101 (other than networl module identity 202)
may preferably be authenticated in a step 308b. Thus. a
MNO 104 may usc a separate authentication step 308b in

O order io authenticate a user 113 of module 101 wilh ihc
cUICC 107 and thc Iirst kcy K 203 in exemplary embodi-
ments 'lite user I)3 can have a contractual or business
relationship with MNO 104 in order to pay for voice and!or
data services from the MNO 104, and thus the MNO 104 can

. 1 preferably identify and authenticate a user 113 in a step
308b.

A step 308b can comprise thc authmliicai ion audior sccurc
nlmltilication of (i) a user 113 of module 101 or (n) module
)0) using a second factor Altlxlugh a step 3(lgb is depicted

sn in I I(i 3 as being performed after a first authentication 304,
a step 308b could be performed before a step 304 (includin
v ith a step 302b as described in step 302b above). The use
of a almond factor m an autlmntication step 308b can
compose a two-factor authentication. Uhcrc ihc Iirsi factor

ss can bc ihc successful completion of mitheniicaiion using a
step 304 and step 30811 described above The steps for
mithenticating a user )13 or module 10) in a step 30861 could
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ColllprlSC Ilialiv ili)ICrcllt foilllS Wlflioilf ilCpBrtillg frolli tllC

scope of the present invention In one embodiment, where
the user 113 of module lfll coinprises a subscriber to
telecommunication and data services from MNO )04. the
user 113 could present identihcation to a represenrntive iif
the MNO 104 in a step 3086 The identification could be in
the I'onn of a physical identity such as, but not hmifcd to, a
dni era )mense or a pnssporf (along with u value that can bc
associated with the eUIC('rofile If)7i/ such as the module
identity )10 or the ef) IC('dentity If)7U). I'he representative
of the MNO 104 could record the identification in a web
browser with connectivity to a database shared by a server
105.

In another cmbodunmit ol'an authentication of a user 113
of module 101 (with thc OUICC prolilc 107d recorded with
an e() I('C )07 in module if)I from a step 205) could enter
information into a web page provided by MNO )04, where
the user 113 first (i) mithenticates on the web page and then
(i) enters identification information for the module 101 or
eUICC 107. The user 113 could first authenticate with the
MNO 104 via u wcb page by cntcring a valid nlcnti(y and a
password (w herc fhc idmitity and password Ibr the w cb page
in a step 3085 could be previously established betweiui the
user 113 and the MNO )04 befiire a step 3085) In another
embodiment for a step 3(Wlb. a user )13 rxiuld call n
telephone number operated by or associated with a MNO
104 and provide identification information via voice or
cntcring informaUon such as dual-tone multi-frcquraicy
(DTMF) digits vin intcracuvc voice response /IVR). Thc
identification information could include either a credit card
number or a personal identification nuniber (PIN) for the
user 113 (where the PIN may be previously shared or
established between the user 113 and the mobile nenvork
operator 104). The user 113 could also send n text message
to MNO 104 from module 101 j/) usui thc module 101
au)hest)ice)ed hnk with MNO 104 cstublished in a lira)
dU)liCIlflCB)loll 304, wllCrc /11) tllC text lilcSSagc lllC)inlC
identification information for a user )13.

In accortknnce with preferred exeniplary enibodiments for
the verification of nn identity of user 113 in n step 3085
(including an authentication of user 113 in n step 3085). the
user 113 can send data to a MNO 104 lrom module 101
Uslllg B data collllcctloll vld wlrchcss lie(worl 102 assuciutcd
with /and cstablishcd alter) fhc lira( authmiticafion 304. In
this manner. data and voice connectivity between the MNO
104 and module 101 could be established with a hrst
authentication step 304. and the user 113 and MNO 104 can
conduct an authentication step 3080 10r equivalently a
seri)ication of un identity ol'hc user 113) to confirm thc
identity of thc user 113 via thc cstablishcd duta and voice
conmxuvity usui thc wirclcss network 102. In Other words,
the user 113 could verify or authenticate an identity of the
user 113 of module 10) through the wireless netv ork 102 in
a step 3085, if here (a) module 101 had conducred a hrst
authentication step 304 and 308ii with MNO 104 using the
lirst kcy K 203 rccordcx) in a profile 107d. m order fo jb)
support or conduct u separate vcnlicaiion or aufhmiticution
of a user 113. In mi exemplary embodiment. thc user 113
could enter identifying inforniation for a step 3()85 in a web
page accessed through a user mterface 101 j on module 101,
where data connectivity for the iveb pa e is provided to
module 101 tltrougt the wireless network 102 al'ter a hrst
au)hest)ication step 304

11&c authentication or vcnlication of user 113 idmitity in
a step 3085 can compnsc authcnucaung module 101 with a
second factor. where the first factor can coinprise the hrst
key K 203 and the second factor can comprise inforniation
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provided by a user 113 m a step 3085 Other possibilities
exist as v ell for those of ordinary skill in the art for (a) a user
)13 nf nmdule )0) with the first key K 203 to jb) mithen-
ticate or verify an identity of the user )13 in a step 3085
v ithout departing from the scope of the present invention. In
these exemplary embodiments for a user 113 to authenticate
or verify iui identify for thc user 113 for module 101 with fhc
MNO 104. thc Iv)NO 104 could record uil'onnation or data
received from the user 113 in a tkntabase. such that a sert er

in )05 fiir MNO )04 sends the symmetric key 127 in a step 309
below after an identity of the user 113 is verified or mithen-
ticnted in a step 3085. In exemplary embodiments illustrated
in FICi. 3, the module 101 can access the wireless netv'ork
102 with thc lirsi kcy K 203 in order to jt) establish

ii conumuucationwiththeIPnefwork111, ju) supportau(hcn-
tication of a user 113 in a step 308b through the IP nenvork
I I I, and then (iii) subsequently receive a symmetric key )27
in order to decrypt a ciphertext 208h with a second key K
204a.

io In other exemplary embodiments, module 101 could
colllprlSC ii llloilUIC SUppoltlllg iliaC11111C-(0-llldCllillC Bppli-
iultlollS illld CollllllUiliCdtlollS. Slid (llc ltlodiilC Coilkl bC
ditferent than a traditional mobile phone or smartphone fiir
(i) placing voice telephone calls or fii) supporting a user
interface 101j in the forin ofa touch screen and web bmivser
The module 101 could include a sensor 101f for collectin
dntn and an actuator 1011 for controlling or changing a state
associated with a monitored umt for (hc module 101. In
these cmbodunents, and as depicted und dcscnbed ui con-

in nectmn with I'l(i. Ia. module 101 can be associated with an
M2M service pmvider )15, and the M2M service provider
)15 could be associated with a plurality of modules if)I, as
opposed to an individual with a telephone number for voice
services to module 101.

ii Each ol fhc dill):rent modules 101 ui thc plurality of
modules 101 could include dillbrcnt values liir module
nlmititics 110, cUICC identities 107a, prolilc identities 10'Ie.
and the first network module identities 202 In these embodi-
ments for a step 3085 where the module )01 supports M2M

do applications for an M2M service pmvider 115. in a step 3080
in FIC). 3, the MNO 104 could verify that fa) module 101
with CUICC 107 and thc prolilc 107J lbom n step 304 is (b)
properly assomafcd with;m M2M service provalcr 115. In
cxmnplary cmboduncnts, thc MNO 104 could conduct a sfcqt
3085 by securely or properly determining tlwt an identity
from module 101 is associated v ith M2M service provider
115, and an exemplary identity for module 101 include any
of a module identity 110. an eUICC identity 107n. a profile
nlmitity 107e, andtor thc lirst network module identity 202.

0 In cxcmplary cmboduncn(s where module 101 supports
M2M applica(ion and fhc module 101 is associated with dn
M2M service provider 115, MNO )04 could take several
possible actimis in a step 308/r for authenticating or verify-
ing that an identity from module 101 in FICi. 3 is associated

. i v ith an M2M service provider 115. The proper association
ofan identity ofmodule 101 with M2M scrv ice provider 115
may bc ncccssary or usclbl for contractual mid busuicss
relationships between MNO 104 and M2M scrvicc provalcr
)15, such as, but not limited to, allowing MNO )04 to hill

sn or invoice M2M service pmvider 1)5 fiir data services that
MNO 104 provides to module 101. In a first exemplary
embodiment for a step 3085 in FICi. 3 where module 101
supports M2M apphcauons with a M2M service provalcr
115, MNO 104 could scmurely send to M2M service provalcr

si 115 an identity Of module 101, such as, but not hmitcd to
module identity )10, eUI( ('dentity 107U. pmfile identity
107e, and/or the first nenvork module identity 2f)2 through
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an IP network 111. The MNO 104 cou/d also send ihc
identity of module 1()l in a query or request message
Althnugh not illustrated in FI(i 3. the M NO )04 could also
send the M2M service pmvider )15 a digital signature
received from module 101 before a step 308b, where the
di ital signature was (i) processed by module 101 usia a
digi/al signature algoritlmi 221 aml mi cUICC private kcy
215. and (ii) sent I'rom thc module 101 io thc MNO 104.

In a step 308b. the M2M service pmvider 115 could (i)
receive the identity of module )01 (such as, but nnt limited
to module identity )10, el/I('C identity )07ia prnfile identity
107e. and/or the first network module identity 202). (ii)
verify or determine the identity of module 101 properly
belongs io M2M service provider 115, and (iii) scud a
response con)inning the module 101 with the iden/ity is
validly associated the M2M service provider 1)5 'I he
response from the M2M service provider 1)5 (nr data ivithin
a messa e from M2M service provider l)5 to MNO 1)4) for
a step 308b can comprise a second factor for MNO 104 in
authenticating module 101 with eUICC 107 mtd profile
10'7J. hi tins maruicr, MNO 104 can conlimi module 101
with thc Iirsi network identity 202 is authcnticntcd or
verihed as belonging to or being associated v ith M2M
service provider I)5 in a step 3(Wlb

In another exemplary embodiinent fiir a step 3086. the
MZM service provider 115 could also send MNO 104 a list
ofpre-authorized identities for one or a plurality of modules
101 before a step 308b (and ui ibis case thc hsi can compose
the si:colin) factor io ailthcllilca/c lllodulc 101). MNO 104
could query the list of identities mceii ed upon receiving an
identity of module Ill. such as, but not liniited to, the hrst
netivnrk module identity 2()2 received in the first attach
message 305. Other possibilities exist as well fiir an MNO
104 to authenticate or verify that an identity of module 101
is associated with a M2M scrvicc provider 115 m a s/cft 3086
without dcftattut Ikom the scope of ihc prcscnt uivmttion

Aficr success)'ully vcnfying or con/irmuig in a step 3086
that mndule )01 m Ii)(i. 3 is associated with a knov n user
)13 or M2M service provider 1)5. MNO 104 can send a
synunetric key 127 in a step 309. A network application
101st. in the module 101 can receive the synunetric key 127
and the module 101 can forward thc synunc/ric kcy 127 to
the cUICC 107 As dcpictcd and described ui coiuieciion
with FIG. 2a and Flfi. 2c, thc symmctnc Lcy 127 cmi bc
used by module )01 to decrypt the ciphertext 2086, where
the ciphertext 208bi can include a second key K 204a 'I he
synunetric key 127 can also previously be used by MNO 104
to encrypt the ciphertext 2086 The ciphertext 208b could be
dchvcrcd to cUICC subscripuon miuiagcr 109 fiir includuig
the cipher(ex) 208b ui ihc profile 107d, as described above
in step 302a. The ciphcricxi 208b could bc sent to module
)01 from the e)/I('('ubscription manager 109 across the IP
netivnrk I I I as profile I i)7r in a step 2t/5 as described above
in this FIC/. 3.

In exemplary embodiments. the MNO 104 can send the
symmctnc key 127 in a stcft 309 tluough ihc wirclcss
network 102, w herc thc connection between module 101 and
MNO 104 could be initiated by the tirsi attach message 305
and mithenticated by a hrst authentication 304 Since the
MNO 104 controls the nodes and ciphering, steps for the
transmission of symmetric key IZ7, the synmtetric key 127
can be securely sent by MNO 104 and received by module
101 with cipheruig and keys used ai the data-lurk layer under
the control of MNO 104 (whereas MNO 104 may noi control
the keys and ciphenng ol'cnduig thc Iirsi Ley K 203) Also
nnte nn entities, mcluding the niodule )01, a user 1)3. an
M2M service provider )15, an eUIC('ubscription manager
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109. or unau/boozed ilurd partws could feasibly read ihc
ciphertext 208b with the second key K 2()4ir until they
receive the symmetric key )27.

In an exemplary embodiment of a step 309 in Iil(i 3, the
symmetric key IZ7 can first be encrypted with a key
cipherin algoritlun 216. An encrypted synunetric I ey 127
ciphcrcd with thc kcy ciphcnng a)goo)lan 216 could bc
rcccivcd by module 101 ut a step 309. As dcscnbcd in
connectmn v;ith a key ciphering, algorithni 2)6 in I'l(i 2e,

in the MNO 104 could select and read the el/IC('ublic key
2)4 (using a received associated identity such as the hrst
network module identity 202). and use an asynunetric
cipherin algorithm 219 to encrypt the synmtetnc key 127.
Thc module 101 could rcceivc ihc micryptcd symmctnc kcy

is 127 imd decrypt thc synuncinc key 127 ui a step 309 by
using a key deciphering algonthm Z)7 with the el/I(('rivatekey 215 and the asymmetric ciphering algorithni
2)9 lier a step 309 in I'I(i 3. the use of encryption for a
symmetric key 127 with an asynunetric ciphering algoritlun

zo 219 is optional. and the synunetric key 127 could be sent in
a forlll wf laic cllcrv'ptloll ls applleil ai tile i)a)a-llllk lnvi:i
according to s/andards Ihr the wirclcss network 102. Other
possibihties exist as ivell for a module )01 to securely
receive a symmetric key 127 in a step 309 without departing
from the scnpe of the present invention As described above
in connection with a step 302b. in exempLary embodiments.
the module 101 receives the syimnetric key 127 after the
MNO 104 authcnticatcs or vcnfics thai a user 113 or M2N
service provulcr 115 is associated with module 101, and

in until the receipt of the symmetric key 127 the ciphertext
208b cannot be feasibly dcciypted.

After a step 309. a module )01 with an e//I('( 107 can
use the symmetric key 127 to decrypt ciphertext 208b, where
ciphertext 208b can include the second key K 204a. A

is module 101 or cUICC 107 can use a key K dcciphcnng
algontlun 207 w i/li input from the received symmctnc kcy
127 and thc ciphcrtcxt 208b from profile 1 07r/ to output a
plaintext secmid key K 204 Although not illustnsted in a
step 207 in I'l(i 3, but as illustrated in a step 207 in lil(i. 2a,

sn a module 101 can use an eUICC 107 to also decrypt a second
network module identity 209a for the second key K 204
using thc symmetnc kcy 127. 11ic second network module
nlmitity 209a can bc rccordcd ui the ciphcrtcxt 208b. Thc
socond network module identity 209a can bc difihrcnt than

ns die first network module identity 20Z. such as a ditferent
nuniber or value fiir an IMSI 'I he second network module
identity Z09a can be the same length as the first netv'ork
module identity Z02. The use and operation of a I ey K
dixiphcring algontlun 207 is also depicted and dcscribcx) in

o connixtion with FIG. Za mtd FIG. 2e above.
Thc module 101 or cUICC 107 can record ihc plauiicxi

second key K 204 in a nonvolatile memory such as, but not
linuted to, flash memory 10) in such that the plaintext second
key K 204 remains available to module 101 after power or

. s a battery 1018 is removed from module 101. The plaintext
socond kcy K 204 could also be recorded ui a pro(ac/ixl
memory wi/hin module 101. such that the opcraung system
1016 or CPU 101b may prevent read or wntc access io ihc
pmtected memory by other processes than the el/I('C lt/7

sn In other words, with a protected memory. other app/ications
such as. but not limited to, applications that are downloaded
from an "app store" or equivalent and installed by end users
on thc module 101 may be prcvcntcd by thc operating
system 1016 )born having access to thc plaintext second kcy

ss K 204 rccordcd ui ihc pro(ac(cd mmnory.
In another embodiment, a module )01 may optionally not

store the plaintext secnnd key K 204 in nonvolatile memory,
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such tluit the simoud kcy K 204 conunucs to bc recorded Ibr
a long-term basis only as ciphertext 208b in a ututvolattle
memory such as tlash I 0 I is '!'he niodule 10) could perforni
a key K deciphering algorithm 207 each time a plaintext
second key K 204 is needed for authentication purposes,
including related key derivation of a CK and IK plus other
derived keys. In tlus manner (by sionng thc second kcy K
204 ui ciphcrtcxt 208b in module 101) a plamtext scixmd
key K 204 may not be (i) stored in module 10) for a
relatively long time such as several hours or longer, and also
(ii) recorded outside a nonvolatile memory

In another embodiment. (A) the plaintext second key K
204 is recorded only in a volatile memory within CPU 101b
such as a rcgistcr or cache memory, where access u& thc
register or cache memory is hnntcd to thc cUICC 107. and
(l)) after a successfiil authentication using the second key K
204. such as. but not luiiited to. a second authentication 31)
below. the plaintext second key K 204 i ~ flushed from the
re ister or cache memory within CPII 101b. In this manner,
after (A) a first time that module 101 conducts a step 207 to
obtaui a plauitcxt second kcy K 204 urn) the module 101
complctcs a full poster cycling, then (8) thc plmntext scixmd
key K 204 may not be recorded in any of a volatile mentary,
a non-volatile memory. or a protected memorv within mod-
ule Ifll (but module lfll could record an encrypted second
key K 204a in a ciphertext 208b).

For the embodiments where the second key K 204 is not
recorded as plauitcxt ui a nonvolaulc memory witlun mod-
ule 101. thc module 101 cmi perliinn a step 207 with a
ciphertext 208bi recorded in a nonvolatile memory a second
time to process or obtain the plaintext second key K 204 In
other ivords, the second key K 204 can be recorded im a
long-tenn basis as a ciphertext 208b for eUICC 107 within
module 101. in an exemplary embodiment. thereby increas-
ing thc security of the second kcy K 204. In tins case, either
(i) thc synmictric kcy 127 could be rccordcd in a nonvolatile
memory 101w ui order to allow dccrypiing of the cipher(ex(
208b, or (ii) the module lt)l could receive the symnietric
key 127 a second tinie by conducting a step 309 a second
time. The module 101 can reconnect with the wireless
network 102 and the MNO 104 using the first neuvork
identity 202 mid thc Iirst kcy K 203 a second umc, after thc
module 101 has already rccmvcd the aynunctuc key 127 a
Iirst time. Thc MNO 104 may optionully mithcnticatc thc
user 113 or M2M service provider 1)5 a second time such
as a second step 308b (before sending the symmetric key
127 a second time) in order to conhrm a second use of the
first key K 203 is authorized.

Aficr a module 101 with an cUICC 10'7 proccsscs a kcy
K deciphering algontlun 207 to obimn a plaintext scixmd
kcy K 204. thc module 101 can connect with thc wirelcss
netivnrk 102 and mobile neuvork operator 104 using the
second nenvork module identity 209 and the second network
key 204. The module 101 using a network application 101.i
could send a second attach message 305 with the second
network module identity 209. In another cmbodunmiI, tile
iliodulc 101 coil)i solid tile sccolld Jitacll lilcasagc 305 wltll
the Iirst network module xlcnuty 202, und ui tlus case thc
MNO 104 could record front the previous steps 302b and
308b that a key K associated with the first network module
identity 202 should change to the second key K 204.

But, given existing deployed infrastructure and systems
for a mobile network operator 104, the usc ol'wo dilicrmit
keys K with thc same network module a)entity may bc morc
dr)lieu)( to support, and for this case mid with prcfcrrcd
embodimenns, the module )01 attaches with the MNO 104
the second time with the second network mndule identity

209 tlrat has bcmn dimiphcred from (i) a ciphcrtcxt 208b in
a step 207 above. or (ii) a ciphertext 208ir in a step 206
above 'I'he second attach message 305 can be equivalent to
the hrst attach message 305. but with a change of module
101 sendin the second netv'ork module identity 209. With
a 4C) LTE netv,ork, the second attach message 305 could
colllprlsc a Iadio Icsoulcc collllcctloll rcqilcst message, or J
sunilar mcssagc could be utilized with other wireless net-
working standards as ave)i, such as I I'I: Advanced or

in WiMAX An attach inessage such as 305 in Iil(i 3 could
also comprise module )01 using a globally unique teinpo-
rary identity (CITUI) that can be associated with the second
network module identity 209. Other possibilities exist as
wc)i Iiir thc Iormat or structure of an attach mcssagc 305
without departing from thc scope ol'hc prcscnt invcnuon.

After sending the second attach message 305, the module
lfll with a eUIC('07 can conduct a second authentication
3)0 with the mobile network nperator )04 'I'he module )01
and eUICC'07 could take the equivalent steps as the hrst

zo authentication 304 depicted and described in this FILI. 3, but
with a diflbrcncc of usuig thc second ac(work module
nlmitity 209 aml the second key K 204. In a second mithcn-
tication 3)0, the mobile netsvork operator 104 could send the
module )0) a second )IAND value 1)8 through the w:iieless
netwnrk )02. A server 105 associated ivith MNO 104, such
as. but not limited to. a HSS could have previously pro-
cessed an authentication vector 117 comprising at least (i)
thc sixoml RAND value 118. (n) a un(stork authentication
tokmi AUTN and sequence number (not shown), and (in) a

sn response value RES )19 for the second network module
identity 209 and the second key K 204 The server 105 or
I ISS assnciated with the MNO 104 could send the mithen-
tication vector 117 to a server or MME tlmt module 101
conununicates with tlu ough the is ireless neuvork 102. The

is module 101 could recco c thc scixind RAND 118 usuig thc
network application 101x. and forward thc sixond RAND
118 to thc cUICC 107. Thc conmiunicauon steps between a
netwnrk application 10)x and an e(ll('C )07 m Iigr. 3 could
also use the steps depicted and descnbed in connection ivith

so FILI. Ie.
At a step 311. the eUICC 107 could calcuLate the second

RFS 119 using (i) (hc second RAND 118 received and (ii)
thc second kcy K 204. After receiving thc exemplary six ond
RAND 118 mcssagc. in order to conduct a second mithcn-
tication 3)0, mndule 101 using an eUIC('07 could take
steps tn demnnstrate to MNO )04 that module 101 has
access to the same second key K 204 as recorded by the
MNO 104 in an authentication vector 117 The MNO could
record thc second key K 204 in an authenucauou vector 117

o a step 302a or step 302b above. Module 101 can properly
respond to a challcngc/nonce (such as a second RAND 118)
in a message digest mithentication by sending a secure hash
value calculated using (i) the challenge/nonce and (ii) the
second key K 204. The secure hash value can comprise the

. a second RES 119. In exemplary embodiments. the eUI('C
107 and w irclc as actss ork 102 could use a Igoritluns spec iti ix)

ui ETSI TS 135 205-209. as wc)i as subsequent and rclatixl
stundards, in order for module 101 using cUICC 107 to (i)
calculate a secure hash value, and (ii) pmcess related steps

an for a secnnd authentication 310 After processing a second
RES 119 in a step 311 usin the second key K 204. the
eUICC 107 could send the second RES 119 to the netv'ork
application 101x m module 101. Module 101 could then
amid thc second RES 119 to the mobile network opcmtor 104

as using thc wireless network 102, as depicted in FIG. 3 and
thereby cmnplete a second authentication step 31() for the
module 101 In an exeinplary embodiment. as depicted in
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FIG. I/ aboi c. the cUICC 10'I could ulcludc;ul IP address
106i ivith an interface identifier 106e associated with the
eUIC( 107. and in this case the inodule lf)l could send the
second RES 119 value from the eUI( ('07 to the M NO 104
through the wireless network 102.

At a step 312, the mobile netv ork operator can receive the
sixond RES 119 lbom the module 101 using the wlrclcss
network 102. A server 105 for the mobile opcrutor network
104 associated ivith the wireless network 102 could compare
the received second Rl:S 119 with an internally recorded
Rlig l)9. 'I'he server 105 could receive an authentication
vector 117 comprising at least the second RAND 118,
second RES 119. and AUTN token for the second nenvork
module identity 209 bcl'orc scndin thc second RAND 118
in a step 310 above. If thc rcccivixl second RES 119 matches
the internally stored second RES 119 value, the wireless
netivnrk 102 and mobile network openstor lf)4 can consider
or pmcess that the module lf)l is mithenticated tilr a step
312. The wireless network 102, the MNO 104. and the
module 101 can tal e subsequent steps (not shown) for the
module 101 10 access thc I P network 111, ulc1uding allowing
module 101 to place nnd reccivc tclcqthonc calls;utd/or
access the public Internet

In an exemplary embodiment that utilizes the steps illus-
trated in I'l(i 3, the first key K 203 can coinprise a null value
or the number zem, which is contemplated in standards and
supported by conunercial wireless netivorks 102 in order to
support mncrgmicy services lira module 101 without a vuhd
UICC or cUICC. Thc MNO 104 aml wirclcss networl 102
can provide hmited access to the IP network I I I, such that
a user 113 of module 101 with a null Or zero value for the
fir t key K 203 could performs steps to mithenticate Or verify
the user 113 identity in a step 3086 The limited access to the
IP network 111 may not include access to the public Internet,
but could include access to a scrvcr such us a wcb server lbr
the user 113 to miter nlcnufication ulliirnuitlon. Thc duta-
lulk layer may not bc micryptcd due to the use of a null vuluc
fiir the first key K 203, but the application or transport layer
could secure communication from a web brov ser on the
module 101 to the is eh server, such as using transport layer
security (TLS 1 Other possibilities exist as well for cipherin
iir sccurulg data at thc applu alton 01 Iranspol 1 Iilycl ul II step
308b to authcntlcatc a user 113 without encryption at thc
data-luik layer (such as without encryption by Ihe wlrclcss
netivnrk 102 due to a mill value for first key K 203) In tlus
embodiment where the first key K 2(13 comprises a null or
zero value, afier authentication ofa user 113 or M2M service
provider 115 in a step 308b, the second key K 204 used with
a second authcnticatiou 310 can comprise a regular kcy K
such as a non-null i Blue or a ramlom number.

FIG. 4
IIIG 4 is a flow chart illustrating exeinplary steps for n

module to use an eUIC('nd mithenticate with a wireless
network, in accordance with exemplary embodiments The
processes and operations, described below with respect to all
iif thc logic flow dlBgrBnls nlav ulcludc thc nlanlpiilanon of
siglmls by a processor and Ihc mainlcnuncc of lhcsc signals
witlnn data structures rcsidcnt in onc or morc memory
stnrage devices I'or the purposes of this discussion, n

pmcess can be generally conceived to be a sequence of
computer-executed steps leading to a desired result

These steps usually require physical manipulations of
physmal quantities. Usually, though not ncccssunly, these
qumlntics take thc form of clcctncal, magnetic, or optical
siglmls capable ol'being stored. transferred, combined. com-
pared. or otherwise manipulated It is convention fiir those
skilled in the art to refer to representations of these signals

as bits, bytes, words, ulformauon. clemente, symbols, char-
acters, numbers, points, data. entries. objects, inlages, files,
or the like It slmuld be kept in mind. however. that these and
siiuilar terms are associated v ith appropriate physical quan-
tities for computer operations. Bnd that these terms are
merely conventional labels applied to physical quantities
that exist within and during operation ol'he computer.

It should also bc understood that mampulations within thc
computer are often referred to in terms such as listing„

in creating, adding. calculatin, companng. moving. receiving„
deternnning, configuring,. Identifying. populating, loading„
perfomling, executin, storing etc, that are often associated
v ith manual operations performed by a luunan operator. The
operations descnbed herein can be macluuc opcrauons pcr-
fornux! ul conluncuon with venous input provxhxl by a
lnunan operator Or user that interacts ivith the computer.

In addition, it should be understood that the progranls,
pmcesses, metlxlds, etc described herein are not related or
limited to any particular computer or appamstus Rather.

lo various types of general purpose machines may be used with
thc follow Big process ul accordance' lib thclcachhlgs
dcscribcd hcrcin.

I'he present illvention may comprise a conlputer progranl
or hardv sre Or a combination thereof which embodies the
functions described herein and illustrated in the appended
flov charts. However, it should be apparent that there could
be many different ways of implementing the invention in
computer progrmunung or luirdwarc design, and thc inven-
tion should not bc construed as lunitcd to auy one set of
coinplltct'i'ogi'Blri iilstluctlolis

liurther, a skilled programmer v ould be able to write such
a cnmputer program or identify the appropriate hardware
circuits to implement the disclosed invention without difli-
culty based on the floss charts and associated description in

ls thc application text, for cxtunplc. Therefore, disclosure of a
purtlcular sct of progrmn code ulstructions or dctailcd hard-
ware dcviccs is not consldcrcd ncccssary for mi adcquatc
understanding of how tn make and use the invention. 'I he
inventive functionality of the claimed computer imple-

so mented processes will be explained in more detail in the
folloivlng description in conjunction iiith the remainin
Figures illustratulg other process flows.

Furtlmr. certaul steps in the processes or process fiow
dcscribcd ul all of the logic liow diagrams below must
naturally precede others filr the present invention to function
as descnbed I lowever, the present invention is not liinited
to the order of the steps described if such order or sequence
does not alter the functionality of the present invention. That
is, 11 is rixognizcd that some steps muy bc pcrfonncd bcforc.

0 aller, or in purallcl other steps without dcpartulg from thc
scope iind spult of lhc prcscnl ulvcntloIL

I'he processes, operations. and steps performed by the
hardware and software described in this document usually
include the manipulation of signals by a CPU or remote

. I server and the maintenance of these signals v ithin data
strucnircs rcsidcnt m onc or morc of thc local or remote
memory storage des icos. Such data structures unposc a

physical orgaruzation upon thc collection of dani storixl
within a menmry storage device and represent specific

so electrical or magnetic elements. 'these symbolic repmsen-
tations are the means used by those skilled in the art of
computer programming and computer constniction to most
clli:cuvcly convey teachings and dlscovcllcs 10 olhcrs
skilled in thc art.

ss At step 401, a module 101 cun connect with a first
wireless nenvork If)2 'I'he first wireless network lf)2 could
comprise a public land iuobile network, a local area nenvork
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such as WIFI, or thc usc of white-space spectrum. Thc
module 101 could connect with the hrst v ireless network
102 in order to obtam access to IP network 111 which could
comprise the pubhc Internet, although the IP neuvnrk 1l I

could comprise a private network in some embodiments.
Although not depicted in FICJ. 4. a step 401 could also
comprise thc module 101 connecting to a wrrml network
tluough USB urtcrfacc 101v. Upon conclusion of a step 401
the module 101 can use an IP address such as IP address
106b in I'ICJ I f in order to cornrnunicate with an el)I('C
subscription manager 109. As illustrated in Irl(i if( m an
exemplary embodiment the eUIC'('07 could also hove an
IP address 106c after a step 401. althou h the use of mt IP
address for eUICC 107 is uot required and the module 101
can bc associated with onc IP address for all cxtcnml
communications.

'lire module 101 can then use a step 205 in order tn receive
an eUI( ('rofile 107c I'he eUIC('rofile It)7I could be
received from the eUICC subscription manager 109 usia
the wireless networl 102 and/or IP network 111 from o step
401 above. Thc module 101 could record thc rcccivcd
cUICC prolile 107c with tlm CUICC 107, uicluding sending
the eUI('('rofile 1()7C to the eUI('( 107 or sharing
memory lfile or lfilii between the el)IC('07 and n
netivnrk apphcatron Ifil.is The module 101 could use n
network application 101.i in order to receive rhe eUICC
protile 107 from the eUICC subscription mans er in a step
205. as depicted aud dcscubrxl in coruiection with FIG. 3.
Thc module 101 with nn cUICC. 107 could thmi drwrypt thc
pmfile 107I in a step 206 using an eUI('C protile kev 107b
'I'he etJI('('rofile key lf)7b could be recorded ivith an
eUIC( 107 before a step 2t)6 The niodule 101 and/or
eUICC 107 could receive the eUICC profile key 107b usia
a step 303 as depicted and described in connection with FICJ.

3. The eUICC pro 1 i le kcy 1 07b could be rcs:crvcd us urg a kcy
cxchmrge, such as n Drllic-Hellman kcy cxclmngc ur an
ECDH kcy exchange. Or, thc cUICC proiilc kcy 107b could
be recorded with the ei J I( (' t)7 by a module manufacturer
Other pnssibilities exist as well fiir a niodule 101 to record
an eUICC profile key 107b before a ctep 206 without
departing from the scope of the present invention. A module
101 and/or mi CUICC 107 could uae u prolilc dccrphcring
algontluu 206 rn a step 206. aa depicted and dcsclrbuI rn
conmxuon with FIG. 2rr mrd FIG. 2b. Upon conclusuln of a
step 206. a profile 107d could be recorded in an eill( ('07

In a step 402, a module 101 can then select and activate
the prohle 107d from a step 206 in order to connect with a
second wireless nehrork 102. A module 101 could tale
scvcral possible a(cps rn order io select and activate thc
proiilc 107d A module 101 could use radio 101z to search
for radio beacons from base ~rations 103 lor wrrclcss net-
works 10Z surrounding the niodule 101, and upon tinding
the second wireless network 102 to connect with. the module
101 could select the profile 107d. The profile 107d could
include values in the set of network pammeters 201 that
match or conlorm with values trananuitcd by thc wrrclcss
network 102, such as using thc same mobrlc country code
(MCC) and mobile network olde (MNC) as recorded ui thc
pmfile 107d A module 101 could receive an instniction
fmm an et)I('C subscription nianager 109 in order to
activate the pmfile 107d, where the instrucrion could be
received tluougr the first v irelecs netv'ork 102 in a step 401
aboi C.

In miofiier cmborhmcnt. a module 101 or cUICC 107
could query thc cUICC subscripuon manager 109 through
the tirst wireless network lt)2 before activating the protile
107d in a step 402 ('omniercial business armsngenrents

among thc user 113 of module 101, thc CUICC subscnptron
nmnager 109, and the mnbile neuvork operator 104 can
deternnne the timing fiir activating a profile 107d for a
module 101 with an eUI('('07 rn a step 402, such as a user
113 entering a new contract for service with a MNO 104 for
the profile 107d. As contemplated herein and throughout the
prcscut urventron, an actn atcxl prolilc 107d can compnsc a
sclcctcd and enabled network access application state as
illustrated in I igure I I I of l.'I'Sl 'I'S 103 383 v.2013-02 for

In the activated pmfile 107d Other possibilities exist as well
for a module 101 to activate a profile 107d in a step 402
v ithout departin from the scope of the present mvention.

In a step 304 in FICJ. 4, a module 101 using eUICC'07
can conduct a lirst authentication 304 with thc srxond

rc wirclcas network 102, usuig thc lirst kcy K 203 rccordcd in
the activated profile 107d 'I he mndule 101 could also send
the first nenvork module identity 202 from a profile I t)7d to
the mobile netivork operator 104 in a step 304 in I'l(J 4 'I he
second wireless network 102 in a step 304 in FICJ. 4 can be

lo associated with a mobile network operator 104. The use of
a lirat mithcntication 304 rs also depicted mid dcacnbrxl in
connrutron with FIG. 3 shore. As uotcxI ui a lira( authenti-
cation 304, the first key K Z03 could comprise a key with a
null value in an exemplary embodiment, although a msndoni
nunrber could be used for a first key K 203 as well. As
depicted in FICJ. 4, the steps 401 through 304 could comprise
substeps within a step 403. The combined substeps com-
pn sing a step 403 can be used by a module 101 ui cxcmplary
cmboduucnts including;m cmbodimcnt illustrated in FIG. 6

in below
Altlmugh not depicted in IIICJ 4, the mobile nenvork

opemstor 104 can conduct a sepamlte step 308b to mrthenti-
cate module 101 or a user 113 of module 101 using a second
factor after a step 304. As described in a step 308 b above, the

ls si:coilrl factor coulil colllpllsc vclllvlllg or antllclltlcatlllg sll
ulmitity of a user 113 associated with module 101 Note that
thc authentication of a user 113 cun be conducted tluough
the module 101 accessin a server 105 or a w:eb page
through the IP network 111 via the second wireless nenvork

co 102 after the hrst authentication 304 using the hrst key K
203 (including embodiments irhere the first I ey K 203
composes a null value).

In a step 309. (he module 101 can receive a kcy from thc
socond wircleas ncnvork. The key ui a srctr 309, as dcprctrxl
in I I(i 3 above. can comprise a symmetric key 127 in order
to decrypt a ciphertext 208b within profile lt)7d. As also
contemplated and described in connection with a step 309 in
FICJ. 3, the key could comprise a module 101 receivin a
ciphcncxt tlmt includes a symmetnc kcy 127 that has been

o ciphcrcd with a kcy crphermg al ontlun 216 usuig sn
asynunctric mphcring algontlun 219 and the eUICC public
key 214, as illustmted in lrl(i. Ze lror a key ciphering
algoritlun 216 used with a step 309, (i) the symmetric key
127 can comprise the plaintext (as opposed to the eUI('C

. I prohle key 107b depicted in FICJ. 2e), and (ii) the MNO 104
could operate thc kcy crphermg algontluu 216 instead ol thc
cUICC aubscnptron manager 109 depicted In tlua embodi-
ment of a step 309, a module 101 and/or au cUICC 107
could receive the key in Ihe form of a ciphertext of syni-

an metric key 127 in a step 309 and decrypt the ciphertext of
symmetric key IZ7 isith the elJICC private key 215 in order
to read a plaintext synunetric key 127.

In a step 207 in FIG. 4, the module 101 and/or cUICC 107
can decrypt thc crphcrtcxt 208b with the second kcy K 204u

ac using thc synunctnc kcy 127. The module 101 can usc a kcy
K deciphering algorithm 207 as depicted and described in
connectmn v;ith I'l(J 2n above rn nrder to read and record
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a plmntext semrnd kcy K 204 from the ciphcrtext 2086 ut thc
pmfile 107d. where the profile lf)7d was previously
decrypted and recorded using a step 206 above. As depicted
in lri(i. 2a. the ciphertext 208/r can also include a second
network module identity Z09rr. so the eUICC 107 can also
read the plaintext second netv ork module identity 209 in a
step 207, if a second network module identity 209rr is
includcxl in a ciphcrtcxt 208b. In an cxmnplary emboduncnt,
the second plaintext key K 2()4 is recorded in a protected,
nnnvolatile memory such as. but not liniited to. a fiash
memory lfil iv In this embodiment, the protected nonvola-
tile memory could comprise a memory address designated
by the module 101r CPU 101b, operating sysrem 101/r. a
module program 101/. or thc cUICC 107 us a memory
address (liat cmt only be wriuen and read by thc cUICC 107.
Other pnssibilities exist as well to those of ordinary skill in
the art for a plaintext second key K 2()4 to be recnrdcd in n
pmtected. nonvolatile memnry in a step 207 without depart-
in from the scope of the present invention.

In another embodiment. as described in a step 207 in FICi.
3. thc module 101 could record thc cncryptcd second kcy K
204a in a nonvolatile mcmoryr along with a symmctnc kcy
127 (or an encrypted symmetric key 127 ciphered by a key
cipherin algorithm 216) '!'he module 101 or eUI('C 107
could decrypt the encrypted symmetric key 127 in order to
decrypt the ciphertext 208/r that contains the second key K
204a each time the module 101 or el JICC 107 needs ro rend
a plauttcxt second key K 204 for an comluctmg an authen-
tication step 310. plus thc subscqucnt dcrivauon of addi-
tional keys such as CK and IK, Kasme, Kupenc, etc. using
the plaintext second key K 204 and a RANI) 118 value

After reading a plaintext second key K 204 from n
ciphertext 2086 in a step 207 using the symmetric key 127,
the module 101 nnd/or eUICC 107 can conduct o second
authmtucation 310 step using thc plaintext second kcy K
204. m order to authcnucate with the second wirclcss
network 102. The second wirclcss network 102 can com-
prise the same ivireless network 102 the module 101 cont-
municates with in a step 304 above 'I'he use of a plaintext
second key K 204 in a second authentication 310 step is
depicted and described in connection vvith FICi. 3. Although
not illusu a)cd ut FIG. 4, thc module 101 could send a detach
message or cquivalmtt to tcmporanly thsvonncct Irom thc
sixond wirclcss network 102 aficr a stop 309 and before a
step 310 illustrated in lrl(i. 4 A step 310 can comprise the
module 101 sending a radio resource connection request to
the second wireless network 102 with a network module
identity associated v ith the second key K 204. A step 310
can bc completed by a module 101 and/or an cUICC 107
sending a RES 119 value calculated using (i) a RAND 118
rcxcivcd and (ii) the sixond kcy K 204.

Althou h not illustnsted in I'l(i 4. after a step 310 by n
module 101 and/or an el)i( ('t)7. the MNO 104 could
verify the RES 119 nnd then the module 101 and the wireless
network 102 associated v ith the MNO 104 could tale
subsrx)ucnt steps for a module 101 to have access to thc IP
network 111 includutg the pubic Intcmct. The module 101
and/or cUICC 107 mruld dcnvc session keys (such as. but
nnt limited to a key CK) fiir enciypting data through the
wireless network using a RAND 118 received in a step 31()
and the second key K 204. and the module 101 nnd/or
eUICC 107 could also derive an integrity key for a session
(such as. but not linutixl to, an uttcgnty kcy IK). Usus an
authmtucated module 101 Ikom a step 310, thc MNO 104
can mctcr scrviccs rcndcrcd to a module 101 after a step 310
in nrder to hill or invoice a user 113 or M2M service
pmvider 115.

FICi 5rr
lrl(i 5a is a gmsphical illustration of a pubhc keys, private

keys, and a key derivation algorithm, in accordance svith
exeniplary embodiments An eUI('('07 within a module
101 can include an eUI('C private key 215. v hich can be
associated with an eUICC public key 214. The eUR'C
pnvatc kcy 215 and cUICC pubhc key 214 can compnse a

public kcy infrastructure (PKI) kcy pair for cUICC 107. Thc
MNO 104 can record the e(JIC( public key 214 alono svith

in an eUIC('dentity 1()7rr. such that the MNO 104 can
pmperly associate one of a plumlity of eiil('('ublic keys
214 with the proper eUI('C 107. Although not illustrated in
FICi. 5a. a MNO 104 could record the eUICC public key 214
and an assomatcd cUICC nlcntity 107a in a database. Thc

is MNO 104 could rcccivc thc cUICC pubhc kcy 214 aml thc
eUIC('dentity 107a fmm an eill(X'ubscription manager
109 thmugh an IP network I I I in a step 3()2rr or step 302/r
of lrICi 3 Hie use of, source. and additional details regard-
ing an eUICC public key 214 and eUICC private key 215 are

zo also depicted and described in connection v ith FI(i. 2d
above

Thc mobile network operator 104 could also bc associatixl
with an MNO private key 501 and an MNO public key 5t)2,
which could comprise a PKI key pair fiir the mobile nenvork
openstor. 'Hte mobile network operator 104 could process or
derive the PKI key pair using steps and algoritluns equiva-
lent to the steps and al orithms for an eUICC 107 to obtain
thc cUICC pubhc kcy 214 and cUICC pnvatc kcy 215. Thc
PKI keys dcpictrxl in FIG. 5a could bc processed uwng RSA

sn algoritluns nr elliptic curve cryptography (I)CC) algorithnis,
and other possibilities exist as ivell for the forniat of PKI
keys withnut departin fmm the scope of the present inven-
tion. The public keys in FI(J. 5a can comprise keys recorded
in an X.509 certificate. although the use of an X.509

)s ccrtilicatcs with public keys 214 and 502 arc not required.
Thc public kcy 214 mtd 502 in thc I'onn of an X.509
certilicate can optionally bc signed by a certilicate au(booty.
As illustrated in lrl(i. 5a. the mobile network operator public
key 502 can be recorded in the eUIC('rofile 1()7d 'I he

so MNO 104 could sendthe MNO public key 502 to the eUR'C
subscription manager 109 in n step 302a or 3026 depicted
and dcscribcd ut FIG. 3. and the cUICC subscription man-
ager 109 could include thc MNO public kcy 502 in thc
profile 107d. An cUICC prolilc 107d could also include thc
additinnal data for an eUI('('rofile 107d as depicted and
described in lrl(i 2a, in addition to the M NO public key 5t)2

As illustrated in FI(J. 5a, the MNO 104 and eUICC'07
can both record a key derivation algoritlmt 503 Exemplary
kcy dcnvation algoutlun 503 could support a Dr)lie Hellman

o kcy cxchangc. an Elliptic Curve Dillie Hellman (ECDFI) kcy
cxchtmgc (ECDH), or sinular algoritlmts I'or each node to
nnitually derive a key usin pubhc and private keys. I'or
embodinients where (A) e(JIC( public key 214, el)i(('rivate

key Z15. MNO public key 502, and MNO private key
. a 501 utilize (i) elliptic curve cryptography (ECC) and (ii) a

conunon. shared elliptic curve, then (B) n kcy derivation
algontlun 503 in FIG. 5a can mrmpnsc an algoritlun for
conducting an ECDH kcy exchange. Thc use ol'n ECDH
key exclmnge was also described and contentplated between

sn an eiil('C subscriptinn manager 109 and an el)I('( 107 in
step 303 in FICi. 3 above. For embodiments v here a key
derivation algorithm 503 supports n Diffie Hellman key
cxchtmgc, thc kcy dens ation algonfiun 503 could record a
multiplicative group of intcgcrs modulo p, whcrc p is prime.

os and g is a pnnutivc root mod p. In exemplary emboduucnts.
p can be sufficiently lar e, such as. but not limited to and
exeniplary prime number of at least 250 digits, and o can be
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a small number, such as. but not linntcd to. die number 5 In
exemplary embodiments, additional values pertaining to the
operation of a key derivation algorithni 503 can be trans-
ferred between two nodes using a token 505 descnbed in a
FICi. 56 and FICi. 5c be)own

FIG, 56
FIG. Sb is a graplucal illustrauon of dcuving a second kcy

K using public keys, private keys, und u key denvation
al orithm. in accordance with exemplary einbodiments. A
mobile network operator 104 could process a MNO key
exchange algorithm 504 in order to output or deternune a
second key K 204. A module 101 with an eUICC 107 could
process an eUICC key exchange algorithm 505 in order to
output or dctcmnue the same second kcy K 204. Thc MNO
kcy cxcluuige a)gout)un 504 and the cUICC kcy exchange
al orithm 505 could include a key derii atinn algoritlun 503,
and a key denvation algouthin 503 is also depicted and
described in connection with! I(i 5u above 'I'he MNO 104
and module 101 could share or conununicate a key exchange
token 506 in order to operate the key exchange algorithm
505. In tins manner, a module 101 with an cUICC 107 and
a mobile network operator 104 could mutually derive or
share the second key K 204 without MNO 104 transnutting
or sending the second key K 204. even in an encrypted forni
such as a second key K 204a in a ciphertext 2056. to either
(i) eUICC subscription manager 109 in a step 302a or step
3026, or (ii) to a module 101 in a profile 107c.

For a MNO kcy exchange algoritlun 504, a mobile
network operator 104 using a server 105 could input thc
mobile netivork operator private key 501. the el)l('('ublic
key 2)4. and a key exchange token 506 intn a key derivatimi
al orithm 503 in order to output the second key K 204. Note
that the key derivation algorithm 503 in both n MNO key
exchange al oritiun 504 and an eUICC I ey exchange algo-
ritlun 505 can include additional or scparatc proces suig steps
than those contemplated in a Difiic-Hellman kcy exchange
and;m ECDH key exchange. Addiuonal steps than those
contemplated in a Diflie-I lelhnan key exchange nr ECDI I

key exchange for a key derivation algorithm 503 include
transforming key output by these key exchange protocols
into a key length and format compatible and suitable for a
kcy K for usc with wire)gas networks. In a kcy denvation
algontluu 503, the output ol'a Ddlic-Hellman kcy exchange
and mi ECDH kcy cxchaugc tumid bc input uito a secure
hash algnnthm. such asSIIA-256, which could then be
truncated to select a )2g bit second key K 204 using a key
derivation algoritlun 503 For a MNO key exchange algo-
rithm 504, the security I ey exchange token 506 can depend
upon thc a)gentian used in a key dcnvation ulgonthm 503.

For mnbodunmits where key dcnvution al oudun 503
comprises a Ddlic-Hellman kcy cxchangc, thc kcy exchange
token 506 can comprise integer values of p and g Or, v ith
a Diffie-I lellman key exchange the security key exchange
token 506 sent from a MNO 104 could comprise a value
equal to g a mod p where (x) the values or p and ~ have been
pret tously shared bctwcmi MNO 104 and cUICC 107, and
(y) the value "a" can mimpusc the MNO private key 501. A
siuunty kcy cxchangc tokmi 506 received by MNO 104 lbr
input into a key denvation algorithm fiir a eU)('('07 could
comprise a value of g b niod p. where b comprises the
eUICC private key 215. For embodiments where key deri-
vation algoritlmi 503 comprises an ECDH key exchange, the
kcy cxcluuige token 506 can a conunon base point G Thc
base point Ci cxiuld also be (i) recorded in an cUICC pro)ilc
10'7d, or (ii) sent from a mobile network operator 104 to
module 101, or (iii) sent front the module )01 tn the nuibile
netivnrk operator 104. Other algorithins besides an I iGI )I I or

Difiic Hellman kc7 exchange can bc utilized as wc)i at a stc)t
503, including a key exchan e accordmg to the American
National Standards Institute (ANSI) standard X-9 63, and a
key exchange token 506 could include a number or value
associated with these other algoritluus for a I ey derivation
al out)un 503.

For an cUICC key cxchangc algoritlmi 505. a module 101
with an cUICC 107 could input thc cUICC puvatc kcy 215
and the nmbile netwnrk operator public key 502 into a key

in derivation algnrithm 503 Note that the input into the key
derivation algorithm 503 could also optionally include a key
exchan e token 506. The key derivation al orithm 503 in an
eUICC key exchange al oritlun 505 could accept the input
and output (hc second kcy K 204. Thc kcy derivation

ii algontlun 503 ui an cUICC key cxchangc algontlun 505
could be equivalent to the key derivation algorithm 503 in a
MNO key exchange algorithm 504 described above 'I'he key
exclmnge token 506 in an eUI('C key exchange algorithni
505 could comprise a value similar to the I ey exchange

zo token 506 used in a MNO key exchan e 504 described
above In a Difiic-He))num kcy cxchaugc for a kcy dcuva-
tion algontluu 503 in a cUICC kcy exchange algoritluu 505.
the key exchange token 506 can comprise a value of either
(i) integers p and g as described in a MNO key exchmige
504, or (ii) number 5"a mnd p. In an li('Dl I key exchmige
for key derivation algoritlun 503 in a eUICC I ey exchange
al out)un 505, the key exchange token 506 can comprise a
busc pouit (). A kcy dcnvation a)gout)un 503 can output a
socond kcy K 204. Other possibihtics exist as well for thc

in use nf PKI keys and tnkens in key exchange algorithms fiir
those of ordinary skill in the art without departing froin the
scope of the present invention.

FICT'c
FICi 5c is a simplihed message fiow diagram illustratin

ii an cxcmplury system with cxmnplary data sent aud rcccivixl
by a module with an cUICC. in accordance with cxcmplary
cmboduucnts. System 500 can include mi cUICC subscrip-
tion manager 109, an )P nenvork 1)l, a mobile nenvork
opemntor )04, a mobile device 101 A niodule )01 can

ao include a network application 101i and an eUICC 107. The
operation of a system 500 can be similar to a system 300 in
FIG. 3. cxccpt for thc stc)as noted ui this FIG. 5c whcrc
difi'creat steps can be taken (lian those within a FIG. 3. As
dcpictcd for a system 500 in FICi 5c, like numcrala lbr a(cps
and messages fiir a system 500 in I'l(i 5n can coniprise like
steps and messages within a I'IC) 3 DitTerent numerals
discussed below can comprise difTerent steps or messages
for a system 500. Many of the same steps conunon for a
system 500 ui FIG. 5c mid a system 300 in FIG. 3 will bc

o sununarizixl in this FIG. 5c, wlulc ddli:rcnccs bctwccn thc
(%0 sy'a(cilia (lllcludlllg tile usc ol dlficrcllt tluitlcials Iol
ditTerent steps nr messages) are descnbed in more detail
herein. As described in a step 302a and 302b in lil(i 3, a
mobile network operator 104 can send the eUICC subscrip-

. a tion mana er 109 information for a profile 107d in a step
302a or 302b. where thc uifomiation cau uicludc the net-
work parameters 201. the Iirst nctw ork module identity 202.
and thc lira( kcy K 203. The listed exemplary data for a
pmhle 107d from the previous sentence are also discussed

an for a profile )07d in liIC) 2a.
For a step 507 in a system 500, the MNO 104 can omit

sending an encrypted second key K 204a in a ciphertext
20gb w ithui thc data for thc prolilc 107d. In other words, thc
profile 107d can onnt tlm second kcy K 204 ui either a

ai plaintext or ciphcricxt form after a step 507 ui a system 500.
'I'he second key K 204 fora module 10) with eUI('C 107 can
be denved by a mobile netivnrk opemntor 104 in a MNO key
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cxchmige algoritlmi 504 and an cUICC kcy exchange algo-
rithm 505 below in lii(i 5rc Thus, in an embodiment
illustrated in lil(i 5r. the second key K 204 for a second
authentication 310 does not need to be transferred to the
eUICC subscription manager 109 from MNO 104 for the
eUICC subscription manager 109 to include in a profile
10'7d. Similarly. in a system 500, thc simond kcy K 204 docs
not aced to bc trausfi:rrcd to the eUICC I 07 m a profile 107c.
In einbodiments where (x) the MNO sends network access
credentials such as the hrst and second network module
identities Z02 and 2))9a and a first key K 203 are sent m u

step 302b, then (y) a step 507 to omit the sending of the
second key K 204 could take place with a step 302b instead
of thc step 302 a as depicted. The M NO 104 can scud thc lira t

and second network module idcnuuea 202 and 209a and a
fir t key K Z03 in a step 302a or a step 302b to the eill('C
subscription manager 109 I'he MNO 104 can send to the
eUIC( subscription manager lf)9 the first and second net-
work module identities 203 and 209a and a first key K 203
in a prohle 107d in a step 302a or 302b. and the eUICC
subscription mmia i:r 109 could receive thc lirst;uid scmmd
network module identities 202 and 209a mid a lirst kcy K
203 in a step 3()2ri or a step 302b Other possibilities for
combinations of data sent fmin a MNO 104 to an eUI('C
subscription manager 109 in a step 3f)2a, 302b. and 507
without departing from the scope of the present invention

As depicted in Flfi. 5c, an eUICC 107 in module 101
could pcrfonn steps 301, then step 205 to recco c a profile
10'7c. then rccmvc an cUICC prolilc key 107b. and then
convert the profile I 07r into a profile 107d using the eill('C
pmfile key 107b in a step 206 'I'he eUI( ('rotile key 107b
could also be (i) ciphered with a key ciphering algorithnt
216, sent from the eUICC subscription marmger 109 as an
encrypted eUICC profile key 218. (ii) and then deciphered
by a module 101 and/or cUICC 107 with u step 217, as
dcscnbcd in connection with FIG. 2e above. Thc module
101 mid/or mi cUICC 10'7 could (i) rccmvc un micryptcd
eUIC( profile key ll)7b in the form of an key 218 and (ii)
use a key deciphenng algorithm 217 to decrypt the
encrypted eUICC prohle I ey 107b in order (iii) ro read a
plaintext eUICC profile key 107b and then (iv) use the
plamtcxt eUICC prolilc kcy 107b to dccOPI the ciphertcxt
208a.

As depicted in Flfi. 5c, aficr a module 101 smids a cUICC
identity 107a and receives an eUI('C profile I tl7r in a step
205. the module 101 can conduct a step 206 in order to
decrypt a ciphertext 208a that can include a first key K 203
using an eUICC pmfile key 107b. For the embodiments
contmnplatcd ui FIG. 5c, where the sccoml kcy K 204 can
be derived or detcnnined usuig a kcy exchange m a(cps 504
and 505 belows the second network module xlmitity 209a
can be included in the ciphertext 208a (as opposed to being
included in the ciphertext 208b as depicted in Fl(i 2a). One
reason can be that a ciphertext 208b can be omitted from an
eUICC profile 107d in embodiments where the second key
K 204 cmi be mutually dcuved by thc eUICC 107 and thc
MNO 104, so thcrc may be no aced to uicludc a separate
cipher)ex( 208b witlun thc cUICC profile 107d.

After reading a hrst network module identity 202 and the
fir t key K Z03, the module 101 can conduct a tirst authen-
tication 304. Note that the first key K 203 can comprise key
with a null value. as contemplated in wireless network 102
srandards which support thc usc of cmcrgency services
whcrc a module 101 may not uicludc a vahd first key K 203.
In this case w herc thc first key K 203 comprises a mill value,
the use of a ciphertext Zfiga can also be optionally onutted,
such that the receipt of an eUIC('rofile key 107b and the

usc of a ciphertext 208a could also bc optionally omiued and
a profile 107c could include plaintext for the hrst kev K 203
and network module identity 202 As depicted and described
in connection with lil(i. 3. a module 101 and MNO 104
could conduct a first authentication step 304 in order to
authenticate the module 101 using the first key K 203. The
lirst kcy K could compose a non-null value ui cxcmplary
cmboduncnts. A step 306 to calmilate a lirst RES 119 value
using the first key K 203 from a profile 107a'ould be

io included in a first authentication step 304
I'he mobile nenvork operator 104 could compare the hrst

received RES 119 with a recorded RES 119 in order to
authenticate the module 101 with the eUICC 107 in a step
308a. A mobile network operator 104 can authenticate thc

is module 101 using a step 308a in order to provide acct:aa to
the IP netv'ork 111, and the access to the IP network 111 can
be liniited (such as, but not limited to excluding access to the
public Internet after a step 308a) 'I he module 101 could use
access to the limited or restricted IP network 111 in order for

mt a user 113 of module 101 to conduct an authentication with
thc mobile network operator 104 using a second lictor, as
dcscribcd ui a step 308b ui FIG. 3.

After authenticating, the module 101 with the first nenvork
module identity 202 and the first key K 203 in a step 308a,
the niobile network operator 104 could authenticate a user
113 or verify a M2M service provider 115 is associated with
the module 101 in a step 308K The authentication of a user
113 or M2M scrvicc pros idcr 115 in a step 308b could
compose mithcnticaung module 101 mid/or cUICC 10'7 with

so a secmid factor, where the second factor comprises or
includes a secure association of a user 113 or M2M service
pmvider 115 ivith the module 101 As descnbed in lil(i. 3
above. a step 30Sb could result in the secure association of
an identity for the user 113 or the M2M service provider 115

is with an identity of thc module 101. After conduction a stc7t
308b aa dcpictcd mid dcscribcd in coruicction with FIG. 3
above. Ihc IOINO 104 can record thc six ond network module
identity 209 in the eUI('C profile 107d is associated with a
particular user 113 or a particular M2M service provider

so 115.
In a step 308b. the MNO 104 can also determine (i) the

lirst network module identity 202 used in step 304 is
associated with other iden(it ics such as module idcnuty 110.
profile identity 107e. cUICC identity 107a, and thc sixond
network module identity 209. Ily (i) authenticating a user
113 or (ii) verifying an idmitity for module 101 is associated
v ith a M2M service provider 115 in a step 308b. MNO 104
can determine the second netw ork module identity 209 (used
ui a subscsiucnt mitlmntication step 310) belongs to or is

o associated with a particular user 113 or M2M service
provider 115. In other words, without a scparatc authenti-
cation step 308b in lil(i 5 and lil(i 3, MNO 104 may not
be able to securely determine that the second nenvork
module identity Z09 from a prohle 107d belongs to a

. a particular user 113 or M2M service provider 115. For
cmboduncnts where tlm module 101 is associated with a
M2M service provider 115. thmi a step 308b in FIG. 5c could
compose thc MNO 104 verifying that an identity reccivcd in
a first mithentication 304 (such as, but not hmited to, the hrst

ao network module identity 202) is associated with an M2M
service provider 115, such as checking the identity in a list
of identities for modules 101 belon in to M2M service
provider 115.

After succcsalully authmiticatuig or vcnfying an idenuty
as of a user 113 or an M2M service provider 115 is associatixl

with module 101 in a step 308b, MNO 104 could process an
MNO key excliange algorithm 504 in order to record a
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simond key K 204 Ibr usc in a subsequent second authenti-
cation 310 for module 101 '!'he second authentication 310
can use ditferent network access credential ~ (i) associated
with the module 101 and (ii) obtained by module 10( using
an eUI('C key exchange algorithm 505. Although not il/us-
trated in FICJ. 5c. a MNO 104 could obtain the data for
proccssuig a MNO kcy cxchangc algoutlun 504 ui several
difli:rent ways. A MNO 104 could receive thc eUICC public
key 214 for an MNO key exchange algorithm 504 front
either (i) the module 10) or eUI( C )07 directlv after the hrst
authentication 304 or (i) the el/I( ('ubscription manager
109 in a step 302b above, where the eUICC subscription
manager 109 could record the eUICC public key 214. Other
possibiliucs exist as well Ibr a MNO 104 to receive an
cUICC pubic kcy 214 associated with an idmitity Ibr
module 10) such as the el JIG('dentity (07in 'I'he recording
of an e(/I('C public key 214 with an MNO 104 is also
depicted and described in connection with I'l(i 5n above.

For a MNO key exchange algoritlun 504 in FI(i. 5c. the
MNO 104 could also input a I ey exchange token 506 and a
MNO private kcy 501, ui addition to t)tc cUICC public kcy
214. as illustrated in FIG. 5b above. After pcrfouning a
MNO key exchange algorithm 504 in Iil(i. 5n, the MNO (04
can record the second key K 204 for the second module
identity 209 (which is associated with the tirst module
identity 202 in the profile 107d). As contemplated for a key
exchange token 506 in FICr. 5u and FIG. 5c. (he key
cxchmige tokmi 506 could be any of thc cases (A) mitiully
proccsscd, derived, or dctcrnuncd by thc MNO 104. (B)
shared benveen the MNO 104 and module 101 with the
eUIC( 107. such as, but not limited to. recording the key
exchange token 506 in the profile 107d, or (C) initially
processed, derived, or detemiined by module 101 FKi. 5c
illustrates an embodiment for case (A) with key exchange
token 506, where thc MNO 104 dcnvcs or dctcrnuncs thc
kcy exchange tokmi 506 value aml subscqucnt scuds the kcy
cxchmige token 506 value to the module 101 with the cUICC
107 'I he MNO 104 can send the key exchange tnken 506 in
a message 508, and a nenvork application 10)x for the
module 101 can receive the key exchange token 506 in the
message 508 and forward the key exchan e token 506 to the
cUICC 107. For case (A) thc MNO 104 can omit scndm thc
kcy exchange tokmi 506 until aller thc user 113 or M2M
service pros idcr 115 Ibr module 101 has been successfully
authenticated or verified in a step l()gb

In a related embodiment to the einbodiinent depicted in
FICJ. 5c. for case (B) v ith key exchan e token 506, a
separate message 508, to conununicate or transfer the key
cxchmige token 506 bc(ween thc MNO 104 und module 101
aficr a step 504, can optionally be onuncd. since both sides
(MNO 104 and module 101) could record thc kcy exchange
token 506 before a step 505 by a module 101 with an el J I('C
107 belov. Iior case (B). the MNO lt/4 could send a s)gna)
in a message 508 to the module 101 that the authentication
step 308b of a user 113 or an M2M service provider 115 has
berne successfully cximplctcd, mid thus module 101 could
proceed with mi cUICC kcy cxchmigc ul niuthm 505 using
the recordixl kcy cxchaugc token 506.

I 'or case (C) with key exchange token 506, the eU I( C (07
could derive or determine the key exchange tnken 506 and
subsequently send the I ey exchange token 506 to the MNO
in a message 508 In this case (('), the MNO 104 could
rcmcivc thc kcy cxchangc token 506 (i) before proccssm thc
MNO key cxchmige algoutlun 504, and (ii) usuig thc
conmxlion with the module 101 1rom thc first authmitication
304 I'nr case (C), the MNO 104 can require the successhil
completion of an authentication step 308b for a user 113 or

M2M service provider 115 before accepting the kcy
exclmnge token 506 from the module 101

In another exemplary embodiment, step 504 and step 505
can use different values fiir the key exchange token 506, and
both MNO 104 and module 101 can send the tokens 506 in
a message 508 to the other node. In exemplary embodi-
ments. a mcssagc 508 composing the kcy exchange token
506 can bc translcrrcd tluough the IP network 111, whcrc
access to the IP nehvork lll can be enabled by the hrst

in mithenticatinn 304 with the first key K 203 Other possibili-
ties exist as v'ell for the transfer of a key exchange token 506
between a MNO 104 and a module 101 v ith an eUICC 107
for conducting a I ey exchange without departing from the
scopi: of tltc prcscllt lltvclltloll.

is A» depicted in FIG. 5c, a module 101 with an cUICC 107
can conduct an eUI( C key exchange algorithm 505 in order
to determine or read a secnnd key K 204 As depicted and
described for an el J I('('ey exchange algorithm 505 in I 'l(i
5b above. the module 101 can input an MNO public key 50Z.

io an eUICC private key 215. and the key exchange token 506
uito a kcy denvation algoritlun 503 ui order to output thc
socond kcy K 204. Note that thc number, value. or scx)ucncc
of hits for the second key K 204 determined by a MNO 104
in a step 504 can be equal to the number, value. or sequence
ofbits fiir the second key K 204 determined by a niodule 101
v ith an eUICC 107 in a step 505. The mutual derivation of
the second key K 204 by a MNO 104 in a step 504 and a
module 101 in a step 505 can be ihlli:rent and supcuor to
convcntioiial umhnology for cithcr (i) a physical UICC or

sn (ii) an elJI('C, since the second key K Z04 does not need to
be transferred in either physical or electronic form, where
the electronic form cnuld include enci)qtttug the second key
K 204 into a ciphertext. Supporting the derivation of a
second key K Z04 as depicted and described herein can be

is superior to thc clcctroiuc or physical ihstubutiou ol'a kcy K.
since a diflercnt second key K 204 can bc utihzcd by
repeating steps 504 nnd 505 a second time, such as with a
ditferent key exchange token 506. In this manner. the second
key K 204 assnciated with the second nerwork module

sn identity Z09 could be rotated or changed periodically.
thereby increasing the security of a system 500 compared to
thc usc of a statm, non-changing second kcy K 204 liir thc
lifi:time of a module 101 with a prolilc 107d.

Aficr u step 505 ui FIG. 5c, the subscqumit ~ tc7is and
messages for cmumunication between the module 101 and
the MNO 104 can be the same or equivalent to those in lil(i
3 after a step 207. In other words, the second key K 204 as
used by a module 101 and/or eUICC 107 for embodiments
ui a FIG. 5c can bc cqunalcnt or sunilar to thc processing

o and rccorduig steps dcpictcd and dcscubixl in FIG. 3, upon
module 101 with an cUICC 107 reading thc second kcy K
204 in a step 207 in Iil(i 3. In a system 500. the module 101

or eUI('('07 could record the second key K 2f)4 in a
protected. nonvolatile memory as descnbed in a step 207 of

. s FICi. 3. Other possibilities exist as well v ithout departin
from Ihc scope of the present uivention for tlm location or
tccluiiqucs of stoung thc second kcy K 204 rcsulung from a

step 505.
As depicted and described in connection with lil(i 6

sn below, the nxidule 101 cnuld record the second key K 204
in a volatile memory (and not stoung the second key K 204
in nonvolatile memory). including potentially only within a
register or cac)tc memory ol'PU 101b. In this mmuicr, thc
socurity of the dcrivcd second key K 204 cau bc enhanced.

ss since upon or aficr power ofl'of a module 101, a tlurd patty
could not probe or read nonvolatile memory looking for the
second key K 204 Since a volatile memory could be tlushed
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upon loss of power or other circumstances, a MNO 104 and
module 101 could repeat the steps 5()4 and 505, respectively,
includin the transfer of a key exchange token 506, a
subsequent time when a module 10) needs to pmcess or
derive a new, subsequent second I ey K 504. In other words,
a module 101 can conduct a step 505 with a different key
cxchmtge token 506 ai a later time after ihc Iirst ms)naca of
a step 505 ut order to dcrivc a dill'creni, subscqucnt scwmd
key K 204.

After deriving the second key K 204 in a step 505 in l]I(i
5c. the module 101 with the eUI('C 107 can authmtticate
with the MNO 104 using the wireless network 102. the
second netvt ork module identity 209, the second key K 204.
Thc module 101 could conduct a sccoml authentication 310
with thc mobile network opcmtor using thc a]wont) kcy K
204. as depicted in I]I(i 5c, w:hich is also equivalent to the
second authentication 310 depicted in l]I(i 3 above. Note
that the module 101 could detach or disconnect from the
wireless nett) ork 102 t]1 after a sending/receiving a message
508 with key exchange token 506 and tiil before sendin the
exemplary second anach mcssagc 303 with thc scwmd
network module identity 209.

'lite eUIC('07 within module 101 could use (ii the
second key K 204 from a step 505, and tii1 a second RAND
118 value from the MNO 104 to calculate a second RI IS 119
value in a step 311. The eUICC 107 can send the second
RES 119 to the network application 101x. and the module
101 c;m send thc second RES 119 to ihc mobile network
operator 104 through ihc wireless nctwurk 102. Thc MNO
104 could compete the second mithentication in a step 312
by verifying the second RIIS 119 is correct using tii the
second key K 204 derived by the MNO 104 in a step 504
above, and tiii the second RAND 118 value sent to the
module 101. Upon successful authentication using the sec-
ond key K 204, as depicted and described in connection with
FIG. 3, thc module 101 and MNO 104 could lake subsequent
steps after a step 312 Ihr the module 101 to have access to
the IV nemvork 111 and also the public Internet

In another embodiment conteinplated in Iil(i 5r, the
mobile network operator 104 can send the second key K 204
to the module 101 using the wireless network 102 in a
message 508 In other words, thc cxcmplury token 506 in
FIG. 5c could compnsc the second kcy K 204, us opposed
to an cxmnplury kcy exchange token 506. In t)us embodi-
ment, the use of a key denvation algoritlun 503 in a step 504
could use input of a random number from random munber
generator 128 into the key derivation al oritlun 503 (instead
of PKI keys), and the output could be the second key K 204.
Or. thc kcy derivation algontlun 503 in a step 504 could
simply assign a random number to thc scmmd kcy K 204.
Aficr a step 308b and step 504, the mobile network operator
104 could send the second key K 204 in a message 508 'I he
second key K 204 in a message 5()8 could be encrypted
using a key ciphering algorithm 216. The message 508 with
the second key K 204 as the token 506 could be received by
the module 101 and dccryptcd usutg a kcy dcciphcring
algontlun 217. In miothcr cmbodunmtt, the u]kmi 506
rcccivcd by a module 101 could compose (]1 thc second kcy
K 204 as plaintext at the application layer, but tiii ciphered
at the data-link layer using the first RAND value from a step
304 and the hrst key K 203 Other possibilities exist ns well
for a token 506 to comprise a second key K 204 without
dcparimg from ihc scope of thc present utvcnnon.

11]c order of muny oi'lm steps and mcssagcs dcpictcd
witlnn a system 500 could bc changed wtt)tout departing
fmm the scope of the present invention. I em example, a step
504 could also be conducted concurrently with a step 302b

tins)cad of with a step 308bi, such that a mobile network
operator 104 could calculate a second key K 204 using a
MNO kcy exchange algontlun 504 at thc same tune when
MNO )04 sends the hrst netv ork module identity 202 and
Iirst kcy K 203 io ihc cUICC subscnption mmtagcr 109.
After receiving tii an e(IICC identity 107a from an eUI( ('ubscriptionmanager 109 and tii) and an eUICC public key
214 in a step 302b, the mobile network opemstor 104 can
process a IvINO I ey excltange algoritlun 504 in order to

1] i
calculate or pmcess a second kcy K 204

In an exemplary embodiment, a mobile nets ork opemstor
104 could rcccivc a list of cUICC pubhc keys 214 and
eUIC('dentities 107a fmm an M2M service pmvider 115

bcfi]rc cUICC subscription manager 109 rcccivcs thc cUICC
identity 107a in a step 205. 1he MNO 104 could use the data
received from a M2M service provider 115 (including a list
of eUI('('dentities 107rr and eUI('C public keys 214) in
order to derive the second key K 204 using a MNO key

]o dcnvation algoritlun 504 and thc kcy cxchangc token 506.
The MNO 104 could send the key exchange token 506 to an
cUICC subscnpiion manger 109 bcihrc ihc cUICC subscrip-
tion manager 109 participates in a step 205 as illustmsted in
I]I(i 5a, and the eill('C subscription manager lf)9 could
include the key exchange token 506 with the eUI( ('rotile
107c. such that module 101 could receive the key exchange
token 506 in the eUICC protile 107c.

In ilus embodiment twhich cmt also tx]mpnsc a case (E)
for thc transfer ol'key cxchangc token 506 for a mcsaagc 508

]a as described above). a module )0) using an eUI('( If)7 ivith
pmhle 107d and key exchan e token 506 could potentially
derive the second key K 204 before a step 308b, but in
preferred embodiments the mobile nenvork operator 104
does not allovv the use of the second key K 204 until after

]s an authentication step 308b of a user 113 or M2M service
provider 115. In anuthcr mnboduncni, the values for ihc Iirsi
network module identity 202 and the second network mod-
ule identity 209 could be the same or equal. such that the
module 10) uses the same network module identity for both

so first authentication 304 mtd a second authentication 310. In
this case. the MNO 104 can support a chan e in key K used
with thc Iirst network module identity 202 from thc Iirst kcy
K 203 io thc second kcy K 204. Thc Iirst kcy K 203 can bc
uicludcd in a profile 107d. but ihc second kcy K 204 can bc
derived by an MNO 104 usin a step 504 and a module 101

using a step 505 Other possibilities exist as well for a MNO
104 mtd a module 101 to mutually derive a second I ey K 204
for use v, ith an eUICC 107 v ithout departin fmm the scope
of ihc prcscnt invention.

I] FIG 6

Flfi 6 is a )low clwn illustranng cxcmplary steps Ihr a
module to use an eUI('('nd authenticate with a w:i]class
network, in accordance ivith exemplary embodiinents. An
exemplary system 500 depicted and described in connection

. s v ith FICr. 5c can also support the repeated derivation of a
socond kcy K 204 for a MNO 104 mtd module 101 with an
cUICC 107. The usc and support Ihr dilli:rmtt siwoml keys
K 204 over time can incrcasc sccunty, since thc second kcy
K 204 can be securely and periodically rotated, thereby

sa enhancing the security and etficiency of a systein 5t)f),
compared to either tii physically changing a UICC each time
a new key K is desired, or tiii querying, downloading, and
ac)ecting a new prolilc 107c or proiilc 107d each umc ihc
usc oi' ditlcrcnt kcy K is dcsircd tincluduig a)cps io

ss conumuucatc and record a seta]ad kcy K 204 in thc prolilc
I ()7+. In other words, the use of multiple second keys K 204
over tinte can be accomplished for the same protile lt)7d.
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A step 403 in FIG. 6 can comprise a nuxlulc 101 with an

eUIC( 107 conducting the substeps for a step 403 as
depicted and described in connectinn with lil(i. 4. In a step
403. a module )01 could connect with a first wireless
network 102, receive an eUICC profile 107c, decrypt the
protile 107c usin an eUICC profile I ey 107b. activate the
profile 107d, and authenticate with a second wireless nct-
w ork 102 usuig a lira) kcy K 203 from dic prolilc 107d. As
nnted above, other possibilities exist as well for a module
101 to record an el/I('C profile )074, such as the limding of
a profile 107d by a manufacturer. withnut departing. front the
scope of the present invention.

After successful authentication of the module 101 at the
conclusion of a substcp 304 ui a sicp 403, a user 113
associated with ihc module 101 could conduct un authenti-
cation step 308br with the mobile netcvork operator 104 A
step 308b can be usefiil for a mobile netwmk operator (04
to authenticate or securely associate (i) a module )01 v ith
(ii) a legal entity contractually responsible for the services
used by a module 101. The uce of a step 308b is also
dcscnbcd in FICi. 3. Note that module 101 miuld bc asso-
ciated wilt an M2M service provider 115 uistcud of a mobile
phone subscriber such as an individual. and in this case the
M2M service provider l)5 could take steps betiire a step
308b in order to inform or cnnfirni with MNO )04 that
module 101 cc ith an identity such as module identity 110 or
the first networl module identity 202 belon s ro or is
associated with thc M2M service provider 115.

In other words. a MNO 104 may noi lieve mmirol over thc
distribution or recipient of a profile )07c fmm an el/I('C
subscriptiim manager 109 in a step 403, and a user authen-
tication in a step 308br allows a MNO )04 to confirm, verify,
or establish a contractual relationslfip with a user 113.
Business contmscts and procedures for an MNO 104 to
provide sew ice io a module 101 with an cUICC 107 with
profile 1074 miuld require that a user 113 successfully
complctcs an mitheutication step 308b (with example steps
described in lii(i 3 above). befrcre the MNO 104 provides
service such as voice calls nr access tn the public Internet.
The second factor in a step 308b can be data conununicated
between the MNO 104 and the user 113 to cnnfimt an
identity of ihc user 113. Examples of dain for ihc scmmd
factor in a step 308b arc descnbed in connection with u step
308b ui FIG. 3. Thc Iirst factor minicmplauxl ui u system 300
or system 500 can be the successful receipt of a Itlig )19
value in a first authenticatinn 304 Upnn conclusion of the
step 308b the MNO 104 could securely detemtine and
record that a module 101 with the first network module
identiiy 202 and/or thc second nciwork module identity 209
from thc prolilc 1074 is associated with mi miihcnticatcd
user 113.

')lie module 101 could then perform a step 508 in order
access a key exclmnge token 5()6 As described for a key
exchange token 506 in FICr. 5c, the module 101 could
receive the token 506 in a step 508 (case A). or rhe module
101 could send the token 506 in a step 508 (cusc B) Stcqr
508 can compose sending or receiving thc mcssa c 508
from FICi. 5c. Thc kcy exchange token 506 could compose
a key exchange token 506 as depicted and described in
connectinn with I'ICi 5b. Or, as described for a message 508
in FIC/. 5c, the key exchange token 506 could comprise the
second key K 204, such as the second key K 204 encrypted
by MNO 104 with a kcy ciphcruig algoritlun 216 and
dcxryptcd by thc module 101 with thc cUICC 107 usus a

kcy dcciphcnn al onthm 21'7. The kcy cxcluuige tokmi 506
at a step 508 could coniprise parameters for a key derivation
al orithm 5(PE such as a base point (i if elliptic curve

cryptography PKI keys are used with MNO pubhc kcy 502.
MNO private key 50), eUI( ('ublic key 2)4. and el/I(('rivatekey 2)5

In another exemplary embodiment, key exchange token
506 with a Ditlie Hellman key exchange for a key derivation
al out)un 503 could comprise a multiplicative group of
uitcgcrs module p, where p is pnme and g is prunitivc root
mod p. Other possibilities for a key cxchaugc token 506 in
a niessage 508 exist as eve)i without departing from the

in scope nf the present invention. including the use of niultiple
values and numbers for a key exchange token 5t/6 'I'he key
exchan e token 506 transfer bette een MNO 104 and module
101 in a step 50S can use the second wireless netv orl after
thc module 101 audicnticatcs with thc lirst key K 203, and

ic thus thc data-hnk layer Ibr transfi:r ol'hc key cxchan c
token 306 could be ciphered using the first key K 2t/3 (where
a cipher key for the data-link layer is derived front the hrst
key K 2(B and a l&ANI) 118 from a first authenticatinn 3t/4)

A module 101 with an eUICC 107 could then perfomt a
2rc step 505, which could comprise an eUICC key exchange

algontlun 505 aa dcquctcd in FIG. 5c using (i) thc token 506
from a mcasagc 508 aboc c, mid (ii) thc cUICC pnvatc kcy
2)5 and MNO public key 502. I he output front an el/I(('ey

exchange algorithm 505 can comprise the second key K
204 ln an exemplary embodiment, the second key K 204
output from the eUICC key exchange algoritlun 505 is
recorded within a memory of module 101 on a temporary
basis. Aficr obianung and reading thc second kcy K 204
from a stc7r 505, the module 101 cau conduct a srxond

co mithentication 3)0 with the MNO )04 using the second key
K 204. )he secmid key K 204 can be associated with a
second network module identity 209. which could be
recorded in the profile 107c and protile 107d for the eUI('C
107 from a step 403 above. Exemplary details and steps for

ic a second authentication 310 using thc second key K 204 arc
dcpictcd and dcscnbcd in connection with FIG. 3 and FIG.
5c above.

After the conclusion of the ~econd mithenticatinn 3) I). the
module )01 cnuld have access to the public Internet through

co the IP network 111 of the wireless network 102. After a step
310 and before a subsequent step 601 below, the module 101
could continue usmg thc second kcy K 204 with the srxond
network nleniity 209 in many txldiuonal repeated steps 310.
such tlmt modu/c 101 could use ihc second kcy K 204 for an
exeniplary period of time such as several days or several
months, and nther possibilities exist as well for the contin-
ued use of a second key K 204 after a step 310 and befrcre
a step 601 in FIC/. 6. For example. a module 101 could repeat
a step 311 in a scxond authentication 310 multiple umcs wilt

o thc crane wire)ass network 102 using the smuc number of
vuluc for thc second kcy K 204 during a pcnod of time
before a step 60)

At a step 60) in I'l(i 6, a module )01 or a MNO )04
could determine if the use of a new second key K 204 is

. a required or preferred. There could be several reasons that a
difl'creat second key K 204 may bc pcnorhcally preli:rred.
Exmnplary reasons include (i) thc second kcy K 204 may
only bc icmporanly stored w i)lan a volatile memory ui CPU
I 0 lb, such that a power cycle of module 10) or ('Pl/ I fllb

ao could flush the vnlatile memory, and in this case module )01
and MNO 104 may need to derive a nese second key K 204.
(ii) ownership of module 101 may change, and business or
legal contracts could stipulate that a previous srxond key K
204 with ihc prior uw ocr of module 101 may no longer bc

ac vuhd imd thus a ncw second key K 204 may be required, (iii)
a MNO )04 and a module 101 or M2M service prnvider )02
nmy prefer tn periodically mtate the second key K 204 in
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order to incrcusc sccunty ol' system 500. For example, a
module lfll may have a pksiuied lifetime of more than a
decade. and given the speed of change for mobile network-
ing technology, a module 101 may prefer to support the
chan e in a second key K 204 for accessin a wireless
network 102 without downloading and installing a new,
difli:rent prolilc 107d. Other possibilitma exists as wc)i Ihr
exemplary reasons why a module 101 and/or a MNO 104
could determine that the use of a new, second key K 204 is
preferred or required in a step 6()l without departing front
the scope of the present invention If a niodule )01 or MNO
104 determine a value of "no" for a step 601. then the
module 101 could continue periodically perfomtin
rcpcatcd second mithmitication 310 steps usuig thc sumo
sixond kcy K 204, as illustrated in FIG. 6.

As depicted m I'ICi 6, upon determination of a value of
"yes" fiir a step 601, a module I I) I could return to a step 508
and receive another key exchange token 506 As depicted in
FICi. 6, the module 101 could use a hrst authentication 304,
which could comprise an authentication with the first key K
203. A rciurn to ihc first authcnticanon 304 with thc Iirst kcy
K 203 could be omit)cd in some cmbuduncnta. aixl thus thc
box for 304 depicted in I'ICi 6 is a dashed line

In this embodiment where module 101 or MNO 104
determine or evaluates that a new second key K 204 is
preferred at a step 601, the module 101 could return to a step
508 by attaclung saith the v ireless network 102 again usia
the Iirst nctw ork module idmitity 202 aml thc lira( kcy K 203.
For cxmnplc, if thc second kcy K 204 is not available (such
as being flushed front being stored only in a volatile
memory. a potential error condition such as a reset of
module 101, or the second key K 204 is no longer preferred
to be used), then the module 101 with the eUICC 107 could
use data recorded in the prohle 107r/ to reconnect with the
wireless network 102. For example, thc Iirst kcy K 203 and
the Iirst network ulcnuty 202 may bc recorded m gmierully
acccssiblc nonvolutilc memory, such as, but not lmutcd to,
a flash memory )flic within module 10) and subsequently
the first key K 203 and the first nenvork identity 202 could
be used in a step 304 before a return to a step 508. Or. the
module 101 and MNO 104 could continue to use the
pres ious scrxmd kcy K 204 (if available) lor a conunumca-
tions lurk to transfer thc kcy cxchmigc tokmi 506, aixl thus
the usc ol'a step 304 with the Iirst key K 203 is optional.

I.lpon return to a step 5t)8 module 10) and MNO 104
could transfer a key exchange token St)6 as described in a
step 508 in FICi. 6 above. Upon return to a step 508, the
module 101 and MNO 104 could transfer a key exchange
token 506 that bas a dillhrcnt value or munbcr Ihom a kcy
cxchmige tokmi 506 trnnsfi:rrcd carhcr (ui order to support
the dcnvation of a difli:rent second kcy K 204 than from a
previous itemtioli) (Ising the new, diflerent value tiir tile key
exchange token 506, the module 10) with the el/ICC 107
could derive a new. different second key K 203. hi tlus
manner and by using the steps illustrated in FICi. 6. a second
kcy K 204 could operate as a kcy K for "temporary usc'*, and
a diflhrcnt second kcy K 204 I'or usc ui u subscqumit
authrsiucation 310 could be obtained by u repas(cd use of a
step 505 with a new, different key exchanae token 506 for
module 101 connecting with the sante wireless netv ork 102

The module 101 and MNO 104 could continue to use the
same network module identity (such as a second nenvork
module identity 209) upon a return to sicps 508 tluough 310,
or thc MNO 104 could also send the module 101 a ncw,
difli:rent ac)work module idenuty ui u mcssagc 508 upon a
return to steps 508 through 3) tl. A MNO 104 and a module
10) can repeat the use the steps 5t)8 through 601 depicted

and dcscnbed in tlus FIG. 6 m order to dcnve a scrics over
time of second keys K 204 for the module 101 v ith the
cUICC 107. Each member of thc series (comprisuig a

ditferent second key K 204) could be associated with the
socond network module identity 209, and thc second net-
work module identity 209 could remain constant or can also
change to different numbers or values for use in a step 310.
gupporting a change in the second key K 204 can both
increase the flexibility and secunty of a system 500 and

i it rclatcd systems for a user and a mobile ac(work operator
104

( 'ONCLUSION

is
Various exemplary embodiments have been described

above Tlxisc skilled in thc art will undcrstnnd, however, that
clmnges and modifications may be made to those exaniples
v ithout departin from the scope of the claims.

20

is

Wfast is claimed is:
I A mobile device for conmiurucaun with a wireless

network, the mobile device comprising
a first niemory configured to store an embedded universal

integrated circuit card (eUI('(') identity;
a random number enerator operably connected to a

processor connected to a second memory configured to
gcncrate a rmidom number Ihr an cUICC private kcy
rxirrcsponding to mi cUICC pubhc kcy,

a radio including one or more transmit antennas and one
or niore receiving antennas configured to:

transmit, to a subscriptmn manager, the eUI(('dentityand the eUICC pubic key; and
b. receive. from the subscription manager, i) an eUI('C

profile compnsuig ac(work parameters, a kcy K, and
a aubscnbcr identity and ii) a synunctric key, mid

un cUICC assuciatcd with thc cUICC identity aml con-
figured to
s. derive a profile key using an elliptic curve Diflie

so Hellman (ECDH) key exchange with the eUI('C
private I ey and a subscription manager public key:

b. decrypt a Iirst poruon of thc cUICC prolilc usuig thc
profile kcy,

c. rcccivc thc symmctrw. kcy from n network applics-
a tion operating in the mobile device:

d. decrypt a second portion of the eUI('('mfile using
the symmetric key, the second portion comprisin
the key K and the subscriber identity. wherein the
Iris( poltloll alla) flic six'ollsl pot(loll ari: ilia)allot, alla)

o c. gcncrate a rcsponsc i slue Ihr authentication of thc
mobile devwc with thc wirclcss network using thc
key K

2 'I'he nxibile device of claim I, wherein the eUIC('s
further configured to receive a prohle identity for the eUI( 'C

. a prohle as a plaintext.
3 Thc mobile device ol'lean 1. whcrcui thc cUICC

opera)ca w i(fun a uiuvcrwil uitegrated circuit card witlun ihc
mobile device.

4 'I'he mobile device of claim 1. ivherein the msndoni
aa nuniber generator is configured to genemste the msndoni

number in response to input from at least one of a clock and
a sensor.

5 Thc mobile dcvicc of clmm 1. wherein thc random
number generator is configured to gcncrate the random

as number from a aced value. whcrmn thc seed value comprises
data from at least one of a sensor, the radio, a bus. a clock,
a physical interface, the memory. and an operating system
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6. Tlm mobile device ol'lauu I, whcrcui thc network
applmation is conti urcd to conunumcate v ith i) thc wire-
less netv'ork and ii) the eUICC in the mobile device usia
a system bus.

7 1he mobile device of claim I, wherein the eUI('C
comprises computer executable instmctions for a processor
in thc mobile dcvicc, and whcrmn thc mimpufcr executublc
instructioiw arc stored within thc memory.

g. The mobile device of claim I, wherein the eUICC
comprises a packa e soldered onto a circuit board of the
mobile device

rJ I'he mobile device of claini I, further comprising a user
intcrfacc conligured to rcccive user almitilication utfomui-
tion before the mobile device receives the synunetric key

It). 'Ilia mobile device of claini I. wherein the first portion
of the eUICC prohle includes the networl parmneters. the
network parameters comprising a list of numbers associated
with a mobile netv orl operator.

11. Tire mobile device ol'laun I, wherein thc network
parmnctcrs compose a mobile country code (MCC) mid a
mobile network code 1MN(:) associated with the wireless
native rk.

12. Thc mobile dcvicc ol'laim I, whcrcin thc radio is
further configured to receive. from the subscription nian-
ager, the eUI('C pmfile using transport layer security

Igb The mobile device of claim I, wherein the subscriber
ulmitity comprises an httcmauonal Mobile Subscnbcr Iden-
tity (IMSI).

14. 'lite nmbile device of claim I, wherem the radio is
further configtred to receive. from the subscription man-
ager, a ciphertext for the synunetric key, v herein the mobile

1 I i device is configured to decrypt the ciphertext using at least
thc cUICC puvatc kcy.

15. 'I'he mobile device of claim I, ivherein the mobile
device further comprises at least one of a wireless handset,

is, a cellular phone. a smartphone. a tablet computer. a laptop.
a tracking device, and a circuit board with the radio.

16. Thc mobile des ice of claim I, whcreui thc sixond
meniory is the same inemory as the hrst ntemory

17. The mobile device ofclaim I, wherein the one or more
io receiving antennas are the one or more transmit anteiutas.
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