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use of a module PKI key pair 314 within network credentials 
314 for activated eUICC profiles 313, where (a) the network 
credentials 314 are used to accessa wireless network 102, and 
(b) module 101 may prefer to connect with multiple different 
wireless networks 102 over time using different network cre 
dentials 314. In the case of (ii), new ownership of module 101 
may require a module 101 to utilize a new module private key 
112. In the case of (iii) a new server 105 may require a pair of 
public/private keys incompatible with a prior set of public/ 
private keys utilized by module 101 and/or a certificate 122 
for module 101. For embodiments where module 101 and 
server 105 derive a new secret shared network key K 129d. 
module 101 may derive a new module private key 112 in order 
to derive the new secret shared network key K 129d for 
connecting with a different wireless network 102. Other pos 
sibilities exist as well for reasons a module 101 may need to 
derive a new module public key 111 and new module private 
key 112. 
0342. The general approach adopted by most mobile 

phone networks over the past two decades has been founded 
upon the use of a pre-shared secret key recorded in SIM cards 
and UICCs, such as the Kisecret key in 2G/3G networks and 
shared secret key K in 4G LTE networks. That approach may 
work for mobile phones, where the SIMs can often be easily 
replaced, but the use of a pre-shared secret key in a SIM may 
not be suitable for a module 101 and mobile network operator 
108. As one example, significant costs may be incurred by 
swapping out a SIM card for already deployed modules 101, 
especially if they are in remote locations or continually mov 
ing Such as a tracking device on a container or pallet, or a truck 
or automobile. Next, a module 101 may preferably record 
multiple pairs of public/private keys 111/112 for various 
functions, such as connecting to different servers 105, con 
necting to different wireless networks 102, etc. The number 
of pairs of public/private keys useful to a module 101 con 
currently could be many. Such as an exemplary two or more 
actively used public/private keys. Trying to change or add a 
new SIM card each time a new security key is required may 
not be efficient or feasible. FIG. 7 illustrates exemplary steps 
that can be performed with module 101, including using a 
module program 101li, for generating and/or updating a mod 
ule public key 111 and module private key 112. The steps 
illustrated in FIG. 7 include both (i) an “initial” or “startup” 
case where module 101 has not previously derived keys, and 
(ii) a subsequent or “follow on time where module 101 can 
generate orderive keys after the initial derivation of keys. The 
steps illustrated for the derivation of new module PKI keys in 
FIG. 7 can also be used for an eUICC 163. 

0343 At step 701, during manufacturing of module 101, 
including manufacturing of Sub-components such as a circuit 
board or assembly of hardware components illustrated in 
FIG. 1c, etc., a module identity 110 could be written into the 
hardware, and could comprise a serial number, International 
Mobile Equipment Identity (IMEI) number, Ethernet MAC 
address, etc. For security purposes, a module identity 110 
may preferably be written into a read-only location, such as a 
readable location on a system bus 101d, which could also 
comprise a ROM 101c. The read-only location could also 
comprise a protected memory or protected address within 
module 101. A protected memory could also comprise a 
memory location within a ROM 101c. Recording and utiliz 
ing module identity 110 is also depicted and described in 
connection with FIG. 1C, FIG. 2, and elsewhere herein. Alter 
natively, module identity 101 could be recorded in a non 
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volatile memory such as a flash memory 101 w. For embodi 
ments where a module 101 utilizes an eUICC 163 in order to 
connect with a wireless network 102, the module identity 110 
as depicted in FIG. 7 can comprise a network module identity 
110b, and the network module identity 110b does not need to 
be written to a read-only location in module 101, but rather 
can be written to a nonvolatile memory Such as, but not 
limited to, a flash memory 101 w. 
(0344). At step 702, module 101 can be distributed to end 
users and also installed with a monitored unit 119. At step 
703, parameters 126, and a server address 207 can be 
recorded in a nonvolatile memory 101 w. Parameters 126 may 
comprise settings or values for a cryptographic algorithms 
141 as illustrated in FIG. 1d and FIG. 1i, including (i) key 
lengths, (ii) algorithms to utilize for key generation or cipher 
ing, Such as the specification of an elliptic curve utilized 
illustrated as parameters 126 in FIG. 1i, (iii) a specific secure 
hash algorithm 141c to utilize, such as SHA-256 or SHA-3, 
(iv) an expiration date of the public key 111, and/or (v) a 
maximum time value for an expiration time 133 associated 
with symmetric keys 127, etc. The parameters 126 in a step 
703 could comprise either a first set of cryptographic param 
eters 126 or a first subset of cryptographic parameters 126a. 
Although not illustrated in FIG. 7, at step 702a configuration 
file could also be loaded into non-volatile memory, where the 
configuration file includes a plurality of fields specifying the 
operation of module 101. The parameters 126, and server 
address 207 could be included in a configuration file. 
(0345 Continuing at step 703, server name 206 could be 
utilized in place of or in addition to server address 207, and in 
this case module 101 can later perform a DNS or DNSSEC 
lookup using server identity 206 in order to obtain server 
address 207 for use in a message 208. Server address 207 (or 
server identity 206) could also be recorded in a ROM 101c at 
step 703. Step 703 may also be performed concurrently with 
step 701 or step 702. Note that step 703 may take place 
multiple times during the lifetime of a module 101, and in this 
case (a) the first time step 703 is conducted, step 703 could be 
conducted concurrent with steps 701 or 702, and (b) a subse 
quent time step 703 is conducted, step 703 could be con 
ducted after the receipt of a response 209, where the response 
209 includes a second server address 207, and also potentially 
a new module identity 110. In other words, although not 
illustrated in FIG. 7, a module 101 could return to step 703 
from later steps upon the equivalent of a “factory reset', or 
similar command where flash memory 101 w and other non 
volatile memory would be cleared. One example could poten 
tially be the transfer of ownership of module 101, or a second 
example could be the upload of new firmware that is incom 
patible with a previous configuration file. 
0346 Continuing at step 703, shared secret key 129 may 

comprise a shared secret key 129c or a pre-shared secret key 
129a. Given that module 101 may not derive a private key 
until a step 515 illustrated below in FIG. 7, a derived shared 
secret key 129b may not be available from a key derivation 
function 141 fat step 702. A shared secret key 129c could be 
a value depicted and described in connection with FIG. 1f. 
Shared secret key 129c can be calculated or processed using 
input of (i) a set of component parameters 101t and (ii) an 
algorithm token 190 into a shared secret algorithm 141g, 
where the output of shared secret algorithm 141g can be the 
shared secret key 129c. In an exemplary embodiment, shared 
secret key 129c may be calculated and determined by module 
101 (i) without any prior communication with server 105 and 
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also (ii) before module 101 receives a server public key 114. 
Although step 703 in FIG. 7 illustrates module 101 as record 
ing shared secret key 129 in a nonvolatile memory, module 
101 could alternatively record shared secret key 129 (in the 
form of a key 129c or 129a) and algorithm token 190 in a 
volatile memory such as RAM 101e. For embodiments where 
the module 101 utilizes an eUICC 163 to connect with a 
wireless network 102, the recording of shared secret key 129 
and related data in a step 703 can comprise recording a 
received el JICC profile 311. The shared secret key 129 can 
comprise a shared secret key 510 as depicted and described in 
connection with FIG. 3b. In another embodiment, the shared 
secret key 129 in a step 703 could comprise the initial key K 
325 recorded in a received eUICC profile 311, also depicted 
and described in connection with FIG. 3b. The first set of 
cryptographic parameters 126 and the server address 207 
could also be recorded in the eUICC 163 in the form of a 
received eUICC profile 311. 
0347 In an exemplary embodiment, shared secret key 129 
could be obtained and loaded by a distributor, installer, or end 
user into a nonvolatile memory such as flash memory 101 win 
the form of a pre-shared secret key 129a, where pre-shared 
secret key 129a was obtained using a module identity 110 and 
pre-shared secret key code 134 as depicted and described in 
connection with FIG.1c above. Module 101 could also utilize 
a first pre-shared secret key 129a, including a first pre-shared 
secret key 129a entered by potentially a distributor, installer, 
or end-user discussed in FIG. 1c, to derive shared secret key 
129. Other possibilities exist as well for shared secret key 
129, and shared secret key 129 can be useful for either the 
authentication of module 101 and/or the proper identification 
of module 101 upon module 101’s generation of a private key 
112 and public key 111, as described below, including step 
705. For embodiments where the module 101 utilizes an 
elJICC 163 to connect with a wireless network 102, an initial, 
received el JICC profile 311 could be loaded into a nonvolatile 
memory by a manufacturer, distributor, installer, or end-user, 
and the data for a step 703 could be recorded in the initial, 
received eUICC profile 311. Or, the module 101 could 
include both a UICC and an eUICC 163, and the module 101 
could use the physical UICC to initially connect with a first 
wireless network 102, and subsequently use a received 
elJICC profile 311 and the eUICC 163 to connect with a 
second, subsequent wireless network 102. 
0348. In an exemplary embodiment, an initial module pri 
vate key 112b and initial module public key 111b could be 
recorded into nonvolatile memory at step 703. For example, a 
manufacturer, distributor, installer, technician, or end-user 
could load the initial module private key 112b and initial 
module public key 111b, where the initial module public key 
111b would be utilized to authenticate at step 705 a subse 
quent set of public/private keys derived by module 101 at step 
704. In this case, the initial module public key 111b and/or 
initial module private key 112b described in the previous two 
sentences could comprise the shared secret key 129. One 
reason the initial module private key 112b with the initial 
module public key 111b could comprise a shared secret key 
129 can be, if the initial module public key 111b and initial 
module private key 112b are present, (i) the initial module 
private key 112b and initial module public key 111b together 
have been “shared in the sense that the initial module private 
key 112b has been located outside module 101 and in posses 
sion of an entity Such as the manufacturer, distributor, 
installer, technician, or end-user in order to load the initial 
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module private key (and initial module public key 111b is 
shared with server 105), (ii) the initial module private key 
112b and initial module public key 111b can be used to 
authenticate a Subsequent message 208 containing a public 
key internally derived by the module at step 704 below, and 
(iii) the initial module private key 112b would remain 
“secret” and not publicly shared. Thus, FIG. 7 contemplates 
an embodiment where shared secret key 129 at step 703 
comprises an initial public/private key pair that is not inter 
nally derived by module 101. 
0349. Note that the contemplation of the use of shared 
secret key 129 as a pre-shared secret key 129a within the 
present invention may be different than the use of a pre-shared 
secret key within a SIM card. Specifically, as depicted and 
described in connection with FIG. 1c and elsewhere herein, 
the shared secret key 129, comprising any of (i) a pre-shared 
secret key 129a, (ii) derived from a pre-shared secret key 
129a, or (iii) a shared secret key 129c, may be moved by CPU 
101b into a volatile memory such as RAM 101e, with subse 
quent access by cryptographic algorithms 141. In contrast, 
the pre-shared secret key within a SIM card or UICC for 
mobile phones is usually designed to prevent movement of 
the pre-shared secret key within a SIM or UICC into RAM 
101.e. 

0350. At step 704, module 101 can authenticate with a 
server 105using the data from a nonvolatile memory recorded 
in step 703. In the embodiment where a module 101 uses an 
elJICC 163 to connect with a wireless network 102, the server 
105 could be operated by a mobile network operator 108 and 
also could be associated with or reside in wireless network 
102. In an exemplary embodiment, a module 101 can be 
distributed or installed between steps 703 and steps 704. In 
order to perform 2-way authentication at a step 704, module 
101 can read module identity 110 using a read-only address or 
a protected address. Module 101 can read module identity 
110 directly from read-only hardware address by using sys 
tem bus 101d, including from a ROM 101c, or module 101 
can read module identity 110 from a nonvolatile memory 
such as a flash memory 101 w. Thus, the read-only address or 
protected address could comprise an address accessible on 
system bus 101d that is designated read-only for a period of 
time. 

0351. As contemplated herein, a protected address can 
comprise an address or a memory location that can be read 
only (i) for a period of time and/or (ii) upon an elevated set of 
privileges not normally used in the operation of a module 101. 
The module identity 110 used in a step 704 for authentication 
could be recorded into a flash memory 101 w by module 110 
after a prior read of module identity 110 from a read-only 
address or a protected address. In this case (module 101 
taking the step described in the previous sentence), reading 
module identity 110 from the nonvolatile memory at step 704 
can also comprise module 101 reading module identity 110 
using a read-only address or a protected address. Thus, 
although module 101 may read module identity 110 from a 
flash memory 101 w, if (a) module 101 initially utilized a 
read-only address to record the module identity 110 into the 
flash memory 101 w, then (b) reading module identity 110 
from the flash memory 101 w would comprise using a read 
only address to read module identity 110. Other possibilities 
exist as well. Such as the address that includes module identity 
110 in either (i) a nonvolatile memory such as a ROM 101c or 
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(ii) an address accessible on system bus 101d, could be des 
ignated for a period of time as available for a read-only or 
protected operations. 
0352. Note that using a module identity 110 from a read 
only address or a protected address within module 101 can be 
important for the use of an eUICC 163. The module identity 
110, possibly in the form of a hardware serial number or 
IMEI, can serve as the basis for an identifier or identity of 
module 101 with an eUICC subscription manager 164, since 
a network module identity 110b can change for the same 
module 101 over time as different received el JICC profiles 
311 can be activated with different network module identities 
110b. In other words, a module 101 can use the module 
identity 110 in order to receive a received el JICC profile 311 
from an eUICC subscription manager 164 instead of, or in 
addition to, a network module identity 110b from the eUICC 
Subscription manager 164 since a network module identity 
110b can change for a module 101 over time when using an 
eUICC 163. 

0353 Continuing at step 704, module 101 can take steps to 
conduct a 2-way authentication with server 105. In order for 
module 101 to authenticate with server 105, module 101 can 
send a message 208 with a module identity 110 to the server 
address 207, which could belong to a server 105. In an exem 
plary embodiment, module identity 110 at a step 704, or any 
step where module 101 authenticates or verifies identity with 
a server 105, can comprise the form of an encrypted module 
identity 110a using a secret ciphering algorithm 141h as 
depicted and described in connection with FIG. 1g. In this 
case, the message 208 with an encrypted module identity 
110a would also preferably include the algorithm token 190 
used by module 101 to derive the encrypted module identity 
110. The server could extract the plaintext module identity 
110 using a secret ciphering algorithm deciphering 162. 
Alternatively, the module identity 110 could be sent as plain 
text in a step 704. In order to authenticate module 101 with 
module identity 110 at step 704, server 105 can utilize the 
shared secret key 129 to authenticate module 101 at step 704, 
such that after authentication, the contents of message 208 or 
additional messages 208 from module 101 can be further 
processed. 
0354 For embodiments where the module 101 utilizes an 
elJICC 163 to connect with a wireless network 102, the 2-way 
authentication using shared secret key 129 at a step 704 could 
comprise module 101 conducting a 2-way authentication 
with a server 105 associated with a subscription manager 164. 
The shared secret key 129 and related data in a step 704 could 
be read from a received eUICC profile 311. The shared secret 
key 129 can comprise a shared secret key 510 within a 
received eUICC profile 311. For embodiments where the 
module 101 utilizes an eUICC 163 to connect with a wireless 
network 102, the 2-way authentication could be conducted 
with an initial key K 325 in a step 704 using the standard 
2-way authentication for an LTE and related networks where 
the wireless network 102 sends a RAND and AUTN, and 
module 101 sends a RES. In this case, the shared secret key 
129 could comprise the initial key K325. 
0355 Continuing at step 704, server 105 can authenticate 
module 101 using the module identity 110 in message 208 
and a message digest, such as described in IETF RFC 2617, 
titled “HTTP Authentication: Basic and Digest Access 
Authentication'. Other reasonably secure authentications 
techniques using a shared secret key 129 could be utilized 
without departing from the scope of the present invention. In 
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order to authenticate, module 101 could take steps to demon 
strate to server 105 that module 101 holds the same shared 
secret key 129. Module 101 can properly respond to a chal 
lenge/nonce in a message digest authentication by sending a 
secure hash value calculated using (i) the challenge/nonce 
and (ii) the shared secret key 129. Or, module 101 could 
authenticate by generating a module digital signature 405 in 
message 208 using the shared secret key 129. In addition, 
module 101 could utilize the shared secret key 129 as a 
symmetric key 127 to encrypt a module encrypted data 403 
with symmetric ciphering 141b, and if server 105 could prop 
erly decrypt the module encrypted data 403 using the same 
shared secret key 129 on the server, then server 105 would 
know the correct module 101 sent the message 208 and 
thereby would be authenticated. Other possibilities exist as 
well for a module 101 to authenticate with a server 105 using 
a shared secret key 129, or a shared secret key 510 or an initial 
key K325 in the case where module 101 uses an eUICC 163 
to connect with a wireless network 102, without departing 
from the scope of the present invention. 
0356 Continuing at step 704, module 101 can also pref 
erably authenticate server 105 in order to complete a 2-way 
authentication. Module 101 can take steps to ensure or verify 
that server 105 with reasonable assurance also holds the 
shared secret key 129, or a shared secret key 510 or an initial 
key K325 in the case where module 101 uses an eUICC 163 
to connect with a wireless network 102. Module 101 could 
authenticate server 105 using message digest, such that mod 
ule 101 issues a challenge/nonce, and verifying that server 
105 properly responds to the challenge/nonce with a correct 
secure hash value. Such as the output from a secure hash 
algorithms 141c. Or, server 105 could authenticate with mod 
ule 101 by the module receiving a server digital signature 506 
in a response 209 using the shared secret key 129. In addition, 
module 101 could utilize the shared secret key 129 as a 
symmetric key 127 to decrypt a received server encrypted 
data 504 with symmetric ciphering 141b, and if module 101 
could properly decrypt the server encrypted data 504 using 
the shared secret key 129, then module 101 would know the 
correct server 105 sent the response 208 and thereby the 
server 105 would be authenticated. Other possibilities exist as 
well for a server 105 to authenticate with a module 101 using 
a shared secret key 129 without departing from the scope of 
the present invention. 
0357 Continuing at step 704, module 101 can receive a set 
of cryptographic parameters 126, preferably after module 
101 completes authentication with server 105 (in order for 
server 105 to not send the set of cryptographic parameters 126 
to 3" parties). A set of cryptographic parameters 126 received 
in a step 704 can also comprise a second set of cryptographic 
parameters 126, where the second set of cryptographic 
parameters 126 could be different or the same as the first set 
of cryptographic parameters 126 from a step 703. The second 
set of cryptographic parameters 126 at a step 704 can com 
prise a Subset of cryptographic parameters 126a as depicted 
and described in connection with FIG. 1 i. Module 101 could 
send the set of cryptographic parameters 126 recorded in step 
703 to the server 105, and the server 105 could respond with 
a Subset of cryptographic parameters 126a. In another 
embodiment, server 105 could send module 101 the second 
set of cryptographic parameters 126 at step 704, and module 
101 could send a subset of the cryptographic parameters 126a 
to the server. In embodiments where module 101 uses an 
elJICC 163, receiving the second set of cryptographic param 
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eters 126 at a step 704 could comprise receiving a received 
elJICC profile 311 that includes the second set of crypto 
graphic parameters 126. 
0358. At the conclusion of step 704 the module 101 and 
server 105 can preferably agree on a set of cryptographic 
parameters 126 for use with cryptographic algorithms 141 for 
further communication. Note that a module 101 and a server 
105 can communicate a set of cryptographic parameters 126 
by using a set of cryptographic parameters token 126c. Such 
that a packet transmitted could contain the token 126c as an 
identifier for a set of cryptographic parameters 126. For 
example, a module 101 could send or receive the token 126c 
with an exemplary value of “Set A' illustrated in FIG. 1 i. 
instead of sending or receiving the complete set of crypto 
graphic parameters 126. In an exemplary embodiment, the 
transmission of cryptographic parameters 126 or a token 126C 
at a step 704 comprises encrypting the cryptographic param 
eters with shared secret key 129 as a symmetric ciphering key 
127 in a symmetric ciphering algorithm 141b. Note that 
receiving a second set of cryptographic parameters 126 could 
optionally be omitted from a step 704, and in this case the first 
set of cryptographic parameters 126 or Subset of crypto 
graphic parameters 126.a from a step 703 could be used by a 
module 101 in a subsequent step 515 or a step 316 below in 
FIG. 7. In embodiments where module 101 uses an eUICC 
163, the second set of cryptographic parameters in a step 704 
could comprise the set of cryptographic parameters 126 
within a received el JICC profile 311, and a module 101 could 
receive the second set of cryptographic parameters 126 using 
a system bus 101d. In other words, when a module 101 is 
depicted in FIG. 7 and other Figures herein as receiving data, 
exemplary embodiments contemplate that a CPU 101b within 
module 101 receiving the data using a system bus 101d, and 
thus the received data could also be locally stored or recorded 
within a module 101. 

0359 The module 101 can send cryptographic parameters 
126 from step 703 in a module encrypted data 403 and the 
module 101 can receive cryptographic parameters 126 from 
the server in a server encrypted data 504. In this manner, 
module 101 can securely communicate cryptographic param 
eters 126 without first deriving a module public key 111 and 
module private key 112. An agreed Subset of cryptographic 
parameters 126a as illustrated in FIG.1i may be necessary for 
module 101 to derive a compatible module public key 111 for 
the server 105. A system 100 and other systems illustrated 
herein can be flexible for Supporting a wide range of modules 
101 and servers 105, while remaining reasonably secure, by 
both (i) encrypting proposed cryptographic parameters 126 
using the shared secret key 129 and (ii) agreeing on a Subset 
of cryptographic parameters 126a as illustrated in FIG. 1 i. 
0360. After step 704, module 101 can then derive a first 
module public key 111 and a first module private key 112 pair, 
and record the values in a memory, which could comprise a 
nonvolatile memory such as flash memory 101 w. In this man 
ner, the key pair can be available to module 101 upon recovery 
from lost power. A module 101 could use (i) a step 515 
depicted and described in connection with FIG. 5b or, (ii) a 
step 316 depicted and described in connection with FIG. 3b 
and FIG.5b in order to derive the key pair, and could also use 
the second set of cryptographic parameters 126 obtained 
through a step 704 above (which could comprise a subset of 
cryptographic parameters 126a). In embodiments where a 
module 101 uses an eUICC 163 to connect with a wireless 
network 102, a profile activation step 316 can be used in FIG. 
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7 to populate or record a derived module PKI key pair 315 
within an activated MNO network credentials 314 for an 
activated elJICC profile 313. At step 515, or a step 316 in FIG. 
7 for embodiments where a module 101 uses an eUICC pro 
file 313, module 101 can derive module private key 112 and a 
corresponding module public key 111 using (i) random num 
ber generator 128, (ii) the second set of cryptographic param 
eters 126 or the second Subset of cryptographic parameters 
126a from a step 704, (iii) cryptographic algorithms 141, and 
(iv) a key pair generation algorithm 141e. In an embodiment 
where the set of cryptographic parameters 126 are omitted 
from a step 704, then (i) in a step 515 in FIG. 7 module 101 
could use the first set of cryptographic parameters 126 from 
step 703, or (ii) in a step 316 in FIG.7 module 101 could use 
the set of cryptographic parameters 126 recorded in the acti 
vated el JICC profile 313, which could also comprise the same 
or equivalent set of cryptographic parameters 126 recorded in 
the received el JICC profile 311. The set of cryptographic 
parameters 126 recorded in the activated el JICC profile 313 
could also comprise a Subset of cryptographic parameters 
126a as illustrated in FIG. 1 i. 

0361 Module private key 112 and corresponding module 
public key 111 can be derived in a step 515 or a step 316 
according to a wide range of parameters 126, and can be 
selected from different algorithms, such as RSA 153 or ECC 
154. Key derivation at step 515 could generate keys of differ 
ent lengths, such as 2048 bits with RSA 153 or 283 bits with 
ECC 154, and other possibilities exist as well. If using ECC 
154 to derive a pair of keys for module 101, a step 515 or a step 
316 in FIG. 7 could also accommodate the use of different 
elliptic curves for compatibility with server 105, such as the 
use of odd-characteristic curves, Koblitz curves, etc. Addi 
tional example elliptic curves utilized in the generation or 
derivation of a key pair include the curves sect283k1. 
sect283r1, sect409k1, sect409r1, etc., which are identified as 
example curves in IETF RFC 5480, titled “Elliptic Curve 
Cryptography Subject Public Key Information’. 
0362. The ECC curve for a derived module public key 111 
and module private key 112 can be specified in a subset of 
cryptographic parameters 126a from a step 704. Conse 
quently, the parameters of keys generated by module 101 at a 
step 515 (including key length or algorithms utilized) may be 
selected based upon the requirements of the application and 
can be included in a set of cryptographic parameters 126. 
When deriving keys at a step 515 or a step 316, in an exem 
plary embodiment module 101 may also preferably utilize 
data from sensor 101?. radio 101z, a bus 101d, a physical 
interface 101a, memory 101e, and/or a clock 160 in order to 
generate a seed 128b for random number generator 128, or 
random number generator 128 could utilize these inputs 
directly. A random number can be input into key pair genera 
tion algorithm 141e in order to derive the module public key 
111 and module public key 112 (with normally the module 
private key 112 being derived first with a key pair generation 
algorithm 141e). Since a module 101 may utilize a plurality of 
module 101 PKI key pairs during its lifetime, including the 
possibility of using multiple module private keys 112 concur 
rently, such as using different module private keys 112 for 
different purposes, in exemplary embodiments module 101 
can also derive a module public key identity 111a for module 
public key 111 at a step 515 or a step 316 in FIG. 7. At 
subsequent steps where module 101 sends the module public 
key 111, the module 101 can also send the module public key 
identity 111a. In this manner, module 101 and a server 105 
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can properly track which module public key 111 is being used 
for any given set of communications with module 101 using 
PKI. 

0363 Upon key derivation at step 515 of FIG. 7, or a 
profile activation step 316 for embodiments where a module 
101 uses an eUICC to connect with a wireless network 102, 
module private key 112 and module public key 111 can be 
recorded in a nonvolatile memory 101 w. In an exemplary 
embodiment, module private key 112 is preferably not trans 
mitted or sent outside module 101. Note that module 101’s 
internal derivation, or processing or creation, of module pri 
vate key 112 and corresponding module public key 111 can 
have many benefits. First, module private key 112 does not 
need to be recorded in any other location than within module 
101, and thus may also be considered not shared. Recording 
module private key 112 only within module 101 avoids poten 
tial security risks of (i) storing or recording module private 
key 112 in other locations, such as with module provider 109, 
mobile network operator 108, or an installer or end user of 
module 101, and (ii) transferring module private key 112 
from these other locations. A primary security risk from Stor 
age of module private key 112 outside module 101 is that 
unauthorized 3rd parties may gain access to the module pri 
vate key 112. 
0364 For embodiments where a module 101 uses an 
elJICC 163 to connect with a wireless network 102, the 
derivation of a module PKI key pair in a step 316 can benefit 
a mobile network operator, since a module private key 112, 
which can serve as the foundation for subsequent communi 
cations with a wireless network 102, does not depend on the 
transmission of a module private key 112 through 3" parties. 
In exemplary embodiments where a module 101 uses an 
elJICC 163 to connect with a wireless network 102, module 
private key 112 can be derived at other times besides during a 
profile activation 316 step, but the result of obtaining an 
activated el JICC profile 313 can include steps associated with 
a profile activation step 316 such that an activated MNO 
network credentials 314 includes a module PKI key pair 315 
that has been derived by a module 101. 
0365 Also note that overa potential lifetime of a decade or 
more of operation of module 101, each time a new module 
private key 112 may be required (for various potential reasons 
outlined above, including the use of new activated eUICC 
profiles 313 in embodiments where a module 101 uses an 
elJICC 163 to connect with a wireless network 102), the 
external recording and/or transferring of module private key 
112 incurs a potential security risk. Security risks can be 
compounded if the external location records private keys 112 
for a plurality of modules 101. Also, by internally generating 
private key 112 at a step 515 or a step 316, module 101 can 
overcome significant limitations and costs requiring the dis 
tribution of a pre-shared secret key Ki or K in the form of a 
SIM card or similar physical distribution of a pre-shared 
secret key. 
0366. At step 705, module 101 can send the module public 
key 111, and the module public key 111 could be sent to a 
server 105 in a message 208 that includes a module identity 
110. In embodiments where a module 101 uses an eUICC 163 
to connect with a wireless network 102, a module 101 can 
send the module public key 111 to a server 105 associated 
with the wireless network 102 in a step 705. The module 101 
can also send the module public key identity 111a with the 
module public key 111 in a step 705. In an embodiment, the 
module 101 can send the module public key 111 to a server 
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different than server 105 used in a step 704, and the different 
server could be a server associated with a certificate authority 
118 an mobile network operator 108, or a subscription man 
ager 164 if an eUICC 163 is used by module 101 to connect 
with a wireless network 102. The module identity 110 could 
be in the form of an encrypted module identity 110a, or a 
network module identity 110b in embodiments where a mod 
ule 101 uses an eUICC 163. The module public key 111 could 
be sent either as plaintext or within a module encrypted data 
403, where the shared secret key 129, or shared secret key 510 
in embodiments where module 101 uses an eUICC 163, could 
be used as a symmetric key 127 with a symmetric ciphering 
algorithm 141b. By sending the module public key 111 in a 
module encrypted data 403, a system 100 and other systems 
contemplated herein may be kept more secure, since other 
nodes besides server 105 would not be able to (i) read the 
module public key 111 or (ii) use the module public key 111 
for sending module 101 unauthorized or fraudulent server 
encrypted data 504 with an asymmetric ciphering algorithm 
141a and the module public key 111. 
0367 Although not illustrated in FIG. 7, at step 705 server 
105 could authenticate message 208 at step 705 that includes 
the module public key 111 in order to ensure that module 
public key 111 is properly associated with module identity 
110 and that module public key 111 is not fraudulently sub 
mitted by another node or module 101 attempting to send the 
data. In an exemplary embodiment, at step 705 module 101 
could use the steps for authentication of the message 208 
containing module public key 111 using the authentication 
from a step 704. In an exemplary embodiment, module 101 
could perform steps to authenticate with a server depicted and 
described in connection with step 1202 of FIG. 12 in U.S. 
patent application Ser. No. 14/064,618, filed Oct. 28, 2013 in 
the name of John Nix. Or, if module 101 sends module public 
key 111 in a step 705 at a sufficiently short period of time after 
step 704, such as, but not limited to, less than an exemplary 
minute after step 704, then the previous authentication from 
step 704 may still be applicable. In this case, the authentica 
tion of module 101 at a step 705 could comprise the authen 
tication of module 101 from the prior step 704. Other possi 
bilities exist as well without departing from the scope of the 
present invention for a module 101 to securely send a derived 
module public key 111 to a server 105 in a step 705. 
0368. At step 706, module, module 101 can begin utilizing 
the new module public key 111 and module private key 112 
derived in a step 515 or a step 316 in FIG.7, where new public 
key 111 was sent to a server 105 and authenticated in Step 
705. In exemplary embodiments where module 101 uses an 
elJICC 163, before step 706 module 101 could also take the 
additional steps depicted and described in connection with 
FIG.9b below in order to obtain a secret shared network key 
K 129d for communication with wireless network 102. In 
exemplary embodiments where module 101 communicates 
with a server 105 independently of an eUICC 163 (other than 
possibly using an eUICC 163 to obtain access to IP Network 
107), then the additional steps illustrated in FIG.9b to obtain 
a secure key K may be optionally omitted. 
0369. At a step 706, module 101 could begin following 
normal operations of a data reporting steps 101.x illustrated in 
FIG.3. At step 706, module 101 can send a module encrypted 
data 403, where the module encrypted data 403 could include 
either (i) a symmetric key 127 ciphered with an asymmetric 
ciphering algorithm 141a and the server public key 114, or (ii) 
a server instruction 414 that could include a sensor measure 

NWO EX2015 
Samsung v Network-1, IPR2026-00119 

Page 74 of 97



US 2015/O 1431.25 A1 

ment 305 or other data. If module encrypted data 403 at step 
706 includes a server instruction 414, such as, but not limited 
to, an exemplary server instruction 414 depicted and 
described in connection with FIG. 6, then module 101 could 
send or receive a symmetric key 127 before step 706 and 
cipher data in the module encrypted data using the symmetric 
key 127. Although not illustrated at step 706, module 101 can 
also send a module identity 110, an encrypted module identity 
110a, or a network module identity 110b at a step 706. If 
module encrypted data 403 at step 706 includes data 
encrypted with an asymmetric ciphering algorithm 141a, the 
module 101 may also send a module digital signature 405 at 
a step 706. 
0370. At step 707, module 101 can receive a response 209, 
where the response 209 includes server encrypted data 504, 
and the server encrypted data 504 can include a module 
instruction 502. In this step 707a server 105 can utilize the 
new module public key 111, resulting from the key generation 
by module 101 in a step 515 above in FIG. 7, to encrypt server 
encrypted data 504 in one of two ways. First, server 105 can 
encrypt server encrypted data 504 using an asymmetric 
ciphering algorithm 141a by ciphering with the new module 
public key 111. Second, server 105 can encrypt server 
encrypted data 504 using a symmetric ciphering algorithm 
141b by utilizing a key derivation function 141f including 
steps for ECDH 159 and (i) the new module public key 111 
and (ii) the server public key 114 in order to derive a com 
monly shared symmetric key 127, which could comprise a 
derived shared secret key 129b. In this second instance, mod 
ule 101 can decrypt server encrypted data 504 in step 707 
using a symmetric ciphering algorithm 141b and the com 
monly shared symmetric key 127 comprising a derived 
shared secret key 129b. Module instruction 502 at a step 707 
could comprise an “acknowledgement” that a message 208 
sent in a step 706 was properly received. Other possibilities 
exist as well for a module 101 to receive and process a server 
encrypted data 504 with a module instruction 502 in a step 
707. 

0371. At step 708, module 101 or server 105 can deter 
mine or evaluate if a new module private key 112 and module 
public key 111 are required for continued operation. Another 
node associated with mobile network operator 108 besides 
server 105 could also determine if the use of new PKI keys are 
desirable in a step 708. Exemplary reasons for the generation 
of new keys by a module 101 were described at the beginning 
to this FIG. 7. One reason could be the expiration of a certifi 
cate 122 for module 101, or equivalently the expiration of a 
time-to-live value for a module public key 111 if module 
public key 111 is not recorded in the form of a certificate 122. 
A second exemplary reason could be that module 101 may 
wish to connect with a new wireless network 102 that requires 
the use of PKI techniques for authentication, but also a dif 
ferent set of cryptographic parameters 126 or algorithms in 
order for module 101 to communicate through a new wireless 
network 102. In an exemplary embodiment, a set of crypto 
graphic parameters 126 for a server 105 may change or be 
different than with a previous server 105, such as, but not 
limited to, (i) using a different elliptic curve or a different set 
of asymmetric ciphering algorithms 141a, or (ii) requiring 
longer key lengths. Module 101 may need to derive at a step 
708 a new set of a compatible module public key 111 with a 
corresponding module private key 112. A third exemplary 
reason could be that module 101 prefers to use a different 
received eUICC profile 311 in order to connect with a differ 
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ent wireless network 102 than the wireless network 102 uti 
lized for communication in a step 705 or step 706. 
0372 Other examples for reasons that a module 101 may 
need new public/private keys after installation with a moni 
tored unit 119 exist as well, and any could be a reason for 
module 101 to determine to utilize new public/private keys. If 
module 101 and/or a server 105 determine that new keys are 
not required at step 708, module 101 can then proceed to a 
step 309 and wait for a specified interval before taking further 
action. As illustrated in FIG. 7, the further action could com 
prise returning to a step 706 and the module could continue to 
periodically report data regarding a monitored unit 119 in the 
form of periodically sending a message 208 to server 105, and 
the message 208 could contain a sensor data 305, or other data 
for the remote monitoring and/or control of a monitored unit 
119. In an exemplary embodiment, the determinationata step 
708 could be made at other times as well, such as before a step 
707 or a step 706. 
0373. Either a module 101 or a server 105 could determine 
if the use of new module 101 PKI keys are preferred or 
desirable in a step 708. As contemplated herein, the term “PKI 
keys' can refer to a pair of keys comprising a module public 
key 111 and a module private key 112. In the embodiment 
where a server 105 or another node associated with mobile 
network operator 108 determines or evaluates that the use of 
new module 101 PKI keys are preferred or required in a step 
708, then at a step 607 a server 105 could send a signal to 
module 101 to derive new PKI keys. An exemplary signal for 
module 101 to derive new PKI keys in a step 607 could be in 
the form of an exemplary response 209 illustrated in FIG. 6, 
where the response 209 includes a module instruction 502 of 
"derive new PKI key pair. If a module 101 determines on its 
own (i.e. without receiving a signal from a server 105 for 
deriving new keys), then step 607 may be omitted, and oth 
erwise a step 607 can otherwise be useful or required in order 
to signal that a module 101 should derive new PKI keys. In an 
exemplary embodiment, a step 607 may require sending the 
module instruction 502 of "derive new PKI key pair within a 
response 209, where module 101 may previously have senta 
message 208. The reason can be that a module 101 may 
operate behind a firewall 104 or periodically sleep, and in this 
case a server 105 may not be able to send a module 101 the 
module instruction 502 at arbitrary times, but must wait until 
after module 101 first sends a message 208 before sending the 
module instruction 502 of "derive new PKI key pair in a 
response 209. 
0374. A step 607 can also comprise a module 101 receiv 
ing a third set of cryptographic parameters 126 or a Subset of 
cryptographic parameters 126a. A third set of cryptographic 
parameters 126 or a Subset of cryptographic parameters 126a 
can also be optionally omitted from a step 607 and in this 
embodiment a prior set of cryptographic parameters 126 or a 
Subset of cryptographic parameters 126a. Such as the param 
eters 126 (i) received by a module 101 in a step 704 above, or 
(ii) initially recorded in a step 703 could apply. In a step 607 
a module 101 can send a set of cryptographic parameters 126 
and receive a third Subset of cryptographic parameters 126a. 
Or, a module can receive a third set of cryptographic param 
eters 126 and senda Subset of cryptographic parameters 126a. 
The Subset of cryptographic parameters 126a could comprise 
a (i) single value Such as specifying a named curve within an 
ECC standard curve 138, a modulus to use with an RSA 
algorithm 153, or a time value for a new module public key 
112, or (ii) multiple values such as two or more selected from 
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an exemplary Subset of cryptographic parameters 126a illus 
trated in FIG. 1 i. Note that in a step 607 the module instruc 
tion502 of "derive new PKIkey pair or a similar signal could 
be received by a module 101 in a separate packet than either 
a set of cryptographic parameters 126 or a Subset of crypto 
graphic parameters 126a. 
0375. In addition, in a step 607 the module instruction502 
of "derive new PKI key pair or a similar signal could be 
received by a module 101 either as plaintext in a packet or 
within a server encrypted data 504. Further, in a step 607 the 
third set of cryptographic parameters 126 or the subset of 
cryptographic parameters 126a could be received by a mod 
ule 101 either as plaintext in a packet or within a server 
encrypted data 504. As illustrated in FIG. 7, the set of cryp 
tographic parameters 126 or the Subset of cryptographic 
parameters 126a could comprise a 3" set of cryptographic 
parameters 126, and the 3" set of cryptographic parameters 
126 may be the same or different than a 2" set of crypto 
graphic parameters 126 received in a step 704. In an exem 
plary embodiment, a step 607 comprises receiving the third 
set of cryptographic parameters 126 and a module instruction 
502 in the form of a received eUICC profile 311 for an eUICC 
163. The data received by module 101 at a step 607 in FIG. 7 
could include a second received el JICC profile 311, for 
embodiments where a module 101 uses an eUICC 163 to 
connect with a wireless network 102, where the second 
received elJICC profile 311 can be different than a first 
elJICC profile 311 used in a step 316 in FIG. 7. 
0376. At step 709 the module 101 can use the third set of 
cryptographic parameters 126 received in a step 607 to derive 
a second module private key 112 and a second module public 
key 111. Module 101 could use a step 515 or a step 316 in 
order to derive the second module private key 112 and second 
module public key 111 at a step 709. In embodiments where 
a module 101 uses an eUICC 163 to connect with a wireless 
network 102, a step 709 could comprise module 101 deriving 
a second module PKI key pair 315 for use in a second acti 
vated MNO network credentials 314 (different from the first 
set of activated MNO network credentials 314 from a step 316 
above in FIG. 7), and the third set of cryptographic param 
eters 126 in a step 709 could comprise the set of cryptographic 
parameters 126 received in the received el JICC profile 311 
from a step 607 above. In other embodiments, the use of an 
elJICC 163 by module 101 is not required in a step 709, and 
a step 709 to derive new module PKI keys can be independent 
of the presence or use of an eUICC 163. In other words, a 
module 101 and a server 105 can use some embodiments of 
the present invention illustrated in FIG. 7 and other Figures 
herein independently of the presence of an eUICC 163 and 
related profiles, while other embodiments may use an eUICC 
163 and related profiles. 
0377. At step 709, module 101 can derive the second mod 
ule private key 112 and a corresponding second module pub 
lic key 111 using (i) random number generator 128, (ii) the 
third set of cryptographic parameters 126 or the third subset 
of cryptographic parameters 126.a from a step 607, (iii) cryp 
tographic algorithms 141, and (iv) a key pair generation algo 
rithm 141e. In an embodiment where the second set of cryp 
tographic parameters 126 are omitted from a step 607, then in 
a step 709 module 101 could use either (i) the first set of 
cryptographic parameters 126 from step 703 or (ii) the second 
set of cryptographic parameters 126 or 126.a from a step 704. 
In a step 709 a module 101 can also derive and a assign a 
module public key identity 111a to be associated with the 
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second module public key 111, where the module public key 
identity 111a can be used to identify and select the second 
module public key 111 from a first module public key 111 
potentially from a step 515 above. In other words, a second 
module public key 111 can be associated with a second mod 
ule public key identity 111a and a first module public key 
identity can be associated with a first module public key 
identity 111. 
0378. According to the set of cryptographic parameters 
126 or 126a used in a step 709, in an exemplary embodiment 
the module PKI keys derived in a step 709 can be associated 
with a different asymmetric ciphering algorithm 141a than 
the module PKI keys derived in a step 515 or a step 316 in 
FIG. 7. For example, the first module PKI keys in a step 515 
or step 316 in FIG. 7 could utilize a first ECC standard curve 
138, while the second module PKI keys in a step 709 could 
use a second ECC standard curve 138. Or, the first module 
PKI keys in a step 515 or a step 316 in FIG. 7 could utilize an 
RSA algorithm 153, while the second module PKI keys in a 
step 709 could use an ECC algorithm 154. In another embodi 
ment at step 709, the first module PKI keys in a step 515 or 
step 316 in FIG. 7 could utilize an RSA algorithm 153 with a 
shorter key length, such as, but not limited to, an exemplary 
1024 bits, while the second module PKI keys in a step 709 
could use an RSA algorithm 153 with a longer key length 
such as, but not limited to, an exemplary 2048 bits. Further, 
the first module PKI keys in a step 515 or step 316 in FIG.7 
and the second module PKI keys in a step 709 could use the 
same algorithm and key length. Other possibilities for differ 
ences or similarities between the first module PKI keys in a 
step 515 or step 316 and the second module PKI keys in a step 
709 are possible as well without departing from the scope of 
the present invention. 
0379. After deriving the second module PKI keys in a step 
709, at step 710 the module 101 can send the second module 
public key 111 with the module identity 110 to a server 105. 
In embodiments where a module 101 uses an eUICC 163 to 
connect with a wireless network 102, the module 101 can 
send the second module public key 111 associated with an 
activated el JICC profile 313 with the network module iden 
tity 110b to a server 105 associated with (i) wireless network 
102 and/or (ii) subscription manager 164. In exemplary 
embodiments, the second module public key 111 can be sent 
with the second module public key identity 111a. The module 
101 can send the data in a message 208. In an exemplary 
embodiment the module 101 can send (i) the second module 
public key 111 and a module identity 110, and (ii) authenti 
cate or verify data sent by module 101 in a step 710 using the 
first module private key 112 from a step 515 or a step 316 in 
FIG. 7. The authentication or verification of data sent by 
module 101 in a step 710 could comprise verifying or authen 
ticating data sent with the second module public key 111, 
Such as Verifying or authenticating module identity 110 or a 
network module identity 110b. Or the authentication or veri 
fication of data sent by module 101 in a step 710 could 
comprise verifying or authenticating the second module pub 
lic key 111, and other possibilities exist for a module 101 to 
send the second module public key in an authoritative man 

. 

0380. In an exemplary embodiment, in a step 710 the 
module 101 can use the first module private key 112 to verify 
or authenticate the second module public key 111 sent using 
at least one of several sub-steps. The sub-steps at a step 710 to 
verify the second module public key 111 using the first mod 
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ule private key 112 could comprise any of (i) sending the 
second module public key 111 and a module identity 110 with 
or in a module encrypted data 403 that uses a symmetric 
ciphering algorithm 141b, where the symmetric key 127 for 
encrypting and decrypting the module encrypted data 403 at 
step 710 could previously be communicated before step 710 
using the first module private key 112 (such as, but not limited 
to, a module 101 receiving the symmetric key 127 from a 
server 105 in a server encrypted data 504, where the server 
encrypted data 504 was deciphered with an asymmetric 
ciphering algorithm 141a and the first module private key 
112), (ii) sending the second module public key 111 and 
module identity 110 with a module digital signature 405 
where the module digital signature 405 is calculated or pro 
cessed by module 101 using the first module private key 112 
from a step 515 in FIG. 7, (iii) using a derived shared secret 
key 129b with a message digest authentication for verifying a 
sent message 208 with the second module public key 111 at 
step 710, where the derived shared secret key 129b was pro 
cessed using a key derivation function 141f and the first 
module private key 112, and/or (iv) using a derived shared 
secret key 129b as a symmetric key 127 for encrypting data 
sent with the second module public key 111, where the 
derived shared secret key 129b was processed using a key 
derivation function 141f and the first module private key 112. 
0381 Other possibilities exist as well without departing 
from the scope of the present invention for using the first 
module private key 112 from a step 515 or a step 316 in order 
for a module 101 to verify or authenticate data sent with the 
second module public key 111 at a step 710. As illustrated in 
FIG. 7, after step 710, the module 101 can return to a step 706 
and continue regular operation Such as, but not limited to, 
collecting sensor data 305 and sending the data periodically 
in a module encrypted data 403. In embodiments where a 
module 101 uses an eUICC 163, module 101 could send and 
receive application data with a second wireless network 102 
after completing step 710. Upon returning to step 706, the 
module encrypted data 403 could use the second module PKI 
keys derived in a step 709. In embodiments where module 
101 returns to step 706, depicted values for subsequent steps 
could increment, such upon returning to step 709 for a second 
time, then the depicted values for “second module public key 
and "3" parameters” could become “third module public 
key” and “4” parameters” at the seconditeration of step 709, 
etc. 

0382 Benefits of using the first module private key 112 in 
authentication of the second module public key 111 at a step 
710 include a server 105 could use the first module public key 
111 received by server 105 in a step 705 in order to authen 
ticate or verify the correct module 101 sends the second 
module public key 111. In addition, module 101 may com 
municate with a plurality of servers 105, including servers 
from different mobile network operators 108 over time. The 
plurality of servers 105 could share the first module public 
key 111 such that when a step 710 occurs, module 101 may 
send the second module public key 111 and module identity 
110 to a different server 105 than the server 105 from a step 
705 or step 706. In embodiments where a module 101 uses an 
elJICC 163 in order to connect with a wireless network 102, 
either (i) different wireless networks 102 or (ii) an eUICC 
subscription manager 164 could share the first module public 
key 111 in order to authenticate the second module public key 
111 in a step 710 of FIG. 7. 
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0383. In other words, the substeps described in connection 
with a step 710 as described in the preceding three paragraphs 
could be conducted by a server 105 using the first module 
public key 111 received in a step 705 in order to authenticate 
the second module public key 111 from a step 709 (and a 
module 101 could use the first module private key 112 for the 
authentication of the second module public key 111). By 
module 101 authenticating or verifying data with the second 
module public key 111 using the first module private key 112, 
the different server 105 could access and use the first module 
public key 111 in authentication or verification steps per 
formed by the different server 105 in order for the server to 
securely receive the second module public key 111. Security 
for a server 105 in future steps, such as securely receiving 
future messages 208 after a step 710 can depend on a server 
105 recording the correct second module public key 111 for a 
module 101, including preventing unauthorized or fraudulent 
parties from attempting to send the second module public key 
111. 

0384. In an exemplary embodiment, the module identity 
110 in a step 710, and other steps for communication a mod 
ule identity 110 in FIG.7, could comprise an encrypted mod 
ule identity 110a. Module 101 could sent the encrypted mod 
ule identity 110a with an algorithm token 190, and a server 
105 could use a secret ciphering algorithm deciphering 162 in 
order to convert the encrypted module identity 110a into a 
plaintext module identity 110. In this manner, the module 
identity 110 could be securely transmitted across a public 
network Such as the IP Network 107. The second module 
public key 111 in a step 710 could be sent in a module 
encrypted data 403, such that third parties may not reasonably 
be able to read the plaintext second module public key 111. As 
noted elsewhere herein, any given module public key 111 
may not need to be publicly shared and could remain confi 
dential for an mobile network operator 108, and in this man 
ner the security for communications between module 101 and 
server 105 can be further increased, since a potential attacker 
could be prevented from having reasonable access to a mod 
ule public key 111. Further, module 101 could use a plurality 
of module public keys 111 for different purposes, including 
different module public keys being associated with different 
asymmetric ciphering algorithms 141a. A first module public 
key 111 could be used with a first wireless network 102 
(possibly in the form of an activate MNO network credentials 
314), a second module public key 111 could be used for 
verifying module digital signatures 405, and a third module 
public key 111 could be for a different mobile network opera 
tor 108, etc. The use of different module public keys 111 
could be specified using a module public key identity 111a. In 
exemplary embodiments, a first subset of the module public 
keys 111 may be sent by a module 101 in a module encrypted 
data 403 and a second subset of the module public keys 111 
could be sent by the module 101 as plaintext within a data 
gram. 

(0385 As illustrated in FIG. 7, the collection of steps from 
step 515 through step 710, including loops through a step 309. 
can collectively comprise individual sub-steps for a step 712 
as depicted in FIG. 7. Step 712 can include a plurality of 
sub-steps including module 101 deriving a first set module 
PKI keys at a step 515, determining that a new set of module 
PKI keys are needed in a step 708, receiving a new set of 
cryptographic parameters 126, and deriving a second set of 
module PKI keys using the new set of cryptographic param 
eters 126 in a step 709, and sending the new, second module 
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public key 111 while performing authentication in a step 710, 
etc. In addition, the collection of steps from step 702 through 
step 704 can comprise sub-steps for a step 711. A step 712, 
comprising the collection of Sub-steps as depicted and 
described FIG.7, may be utilized in FIG. 9a below. A step 711 
may be utilized in FIG. 10 below. 
0386 FIG. 8 
0387 FIG. 8 is a simplified message flow diagram illus 
trating an exemplary message sent by a module, wherein the 
message includes a derived module public key, in accordance 
with exemplary embodiments. As discussed in FIG.5b, there 
can be cases where module 101 derives a new module public 
key 111 and new module private key 112. On example would 
be the initial creation of the key pairs by module 101, and 
many other examples could exist as well. FIG. 8 can illustrate 
an exemplary format and contents of a message 208 for steps 
710 of FIG. 7. This exemplary message 208 can also help to 
illustrate the significant differences from conventional tech 
nology and improvements for efficient and secure communi 
cations by utilizing embodiments contemplated herein. Since 
a message 208 illustrated in FIG. 8 could be related to more 
than one module public key 111, as depicted and described 
herein the new module public key 111 can be referred to as 
new module public key 111" and the prior applicable module 
public key 111 can be referred to as module public key 111. 
Likewise, a new module public key identity 111a can be 
referred to as a new module public key identity 111a', and the 
prior applicable module public key identity 111a can be 
referred to as module public key identity 111a. 
0388. A message 208 illustrated in FIG.8 using a step 710 
from FIG. 7 can include (i) sending new module public key 
111", a module public key identity 111a', a module identity 
110, a server instruction 414, a security token 401, a subset of 
cryptographic parameters 126a associated with (i) the new 
module public key 111" and/(ii) or cryptographic algorithms 
141 for using the new module public key 111'. Exemplary 
cryptographic parameters 126a illustrated in FIG. 8 include 
(i) a secure hash algorithm 141c to utilize in signatures, which 
could comprise the SHA256 algorithm as shown (which may 
also be known as the SHA-2 algorithm), (ii) a selected elliptic 
curve for use with ECC algorithms 154 or a modulus to use 
with RSA algorithms 153, and (iii) a time-to-live value for the 
new module public key 111", such as, but not limited to, the 
illustrated “time to live' value of 1 year shown in FIG.8. The 
time value for the validity of new module public key 111 
could alternatively be specified in a set expiration date. Other 
values associated with cryptographic algorithms 141 could be 
included in a set of cryptographic parameters 126 as well, and 
the illustrated values are intended to be exemplary instead of 
limiting. In exemplary embodiments, the set of cryptographic 
parameters 126 in a message 208 could comprise a set of 
cryptographic parameters 126 depicted and described in con 
nection with FIG. 1 i. Or, module 101 could send a set of 
cryptographic parameters token 126c to identify a set of cryp 
tographic parameters 126 instead of sending the complete list 
of cryptographic parameters 126. Note that a set of crypto 
graphic parameters 126 or 126a or token 126c could be 
optionally omitted in the message 208 illustrated in FIG. 8 
when a prior message 208 or step had negotiated or estab 
lished the set of cryptographic parameters 126 or 126a to use 
with the new module public key 111'. 
0389 Additional values or fields within a message 208 
associated with communicating a new module public key 111 
with a server 105 could include a server instruction 414 of 
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“new public key”. This server instruction 414 could inform 
server 105 to utilize the new module public key 111" within 
the message 208. Module public key identity 111a' can 
include a sequence number or identity for the new module 
public key 111", such that module 101 or server 105 can 
properly reference and/or record the key from a plurality of 
module public keys 111 that could be associated with module 
identity 110. Although module public key identity 111a' is 
illustrated as a separate field in server instruction 414, module 
public key identity 111a' could optionally be included in a set 
of cryptographic parameters 126. Such that the value within 
cryptographic parameters 126 specifies a current sequence 
number of module public key identity 111a' for the new 
module public key 111 included in a message 208. In addi 
tion, although the module public key identity 111a'illustrated 
in FIG. 8 could be a sequence number, the module public key 
identity 111a' could also optionally be globally unique. For 
example, the module public key identity 111a' could com 
prise a combination of a unique serial number from a module 
101 and then a sequence number. With a globally unique 
module public key identity 111a, a server 105 reading the 
module public key identity 111a could determine a module 
101 with a module identity 110 associated with any given 
module public key identity 111a. 
0390. Other fields and features within a message 208 as 
illustrated in a FIG. 8 can be similar or equivalent to the fields 
presented in FIG. 6. In an exemplary embodiment, the new 
module public key 111" can be transmitted by a module 101 
using at least one of (i) channel coding 406 for a body 602 of 
message 208 and/or (ii) forward error correction such that 
message 208 could be transmitted multiple times concur 
rently in order to increase the probability of receipt by a server 
105. In an exemplary embodiment, a message 208 containing 
the new module public key 111' could be sent by module 101 
three times concurrently, and other possibilities exist as well. 
In an exemplary embodiment, the module identity 110 could 
be included within an encrypted module identity 110a. Mod 
ule 101 could use a secret symmetric ciphering algorithm 161 
to encrypt the module identity 110. In another embodiment 
illustrated in FIG. 8, module identity 110 could be sent as 
plaintext within the message 208 that includes the new mod 
ule public key 111'. 
0391) For a message 208 in FIG. 8 comprising a message 
for a step 710 in FIG.7, each of (i) destination IP:port number 
207, (ii) parameters 126, and (iii) shared secret key 510 could 
be updated by server 105 using a module instruction 502 
within a server encrypted data 504 before message 208 illus 
trated in FIG. 8 is transmitted or sent by module 101. After 
receiving message 208, server 105 can use the module iden 
tity 110 illustrated in a body 602 of FIG.8 to selectat least one 
of (i) a symmetric key 127 associated with module identity 
110, where the symmetric key 127 could comprise a session 
key, and/or (ii) a prior module public key 111 associated with 
the module identity 110. The symmetric key 127 could be 
established in steps such as a step 706 or the prior module 
public key 111 (i.e. not the new module public key 111" in 
FIG. 8) sent in a step 705. The server 105 can use the selected 
symmetric key 127 or selected prior module public key 111 to 
authenticate message 208. As described in step 710 of FIG. 7 
and elsewhere herein, a server 105 may preferably authenti 
cate message 208 that includes new module public key 111" in 
order to confirm that module public key 111 originated from 
physical module 101 with a hardware module identity 110 (as 
opposed to being an imposter Submitting the new module 
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public key 111'). In one example, successfully decryption the 
module encrypted data 403 using the symmetric key 127 
would authenticate or verify the message 208, since only the 
valid and correct module 101 could reasonably have access to 
the symmetric key 127 to encrypt the new module public key 
111'. Other possibilities exist as well for a module 101 to 
authenticate a message 208. 
0392 Although not illustrated in FIG. 8, in an exemplary 
embodiment new module public key 111' could also be sent in 
a message 208, where the new module public key 111" and 
parameters 126 (if present) can be included in plaintext for 
mat within a datagram 601a. The security of a system 100 and 
other systems illustrated herein can be further increased by 
both (i) ciphering new module public key 111" and the set of 
cryptographic parameters 126, and (ii) only sharing the new 
module public key 111" in a confidential manner with server 
105 and/or a set of servers 1010. If module 101 needed a 
module public key 111 for other purposes, such as, but not 
limited to, obtaining a certificate 122, then a second, publicly 
disclosed module public key 111 could be utilized to authen 
ticate a message 208 from FIG. 8 that is sent as plaintext 
without symmetric ciphering 141b, where the second module 
public key 111 is different than and sent before the new 
module public key 111" that is sent to a server 105 in a module 
encrypted data 403. 
0393 Although not illustrated in FIG. 8, in an exemplary 
embodiment, new module public key 111" can be authenti 
cated with server 105 using a module digital signature 405. 
When message 208 illustrated in FIG. 8 comprises a message 
for a step 710 illustrated in FIG. 7, such that a prior module 
public key 111 has previously been sent to server 105 such as 
in a step 705, then message 208 could include a module 
digital signature 405 using the previous module private key 
112 (i.e. not the new module private key 112 associated with 
the new module public key 111" in the message 208 shown in 
FIG. 8). In another embodiment, module digital signature 405 
could be omitted, and message 208 with new module public 
key 111' could be authenticated using a message digest algo 
rithm and a shared secret key 129, where the shared secret key 
could be sent using a step 706 or 707 from FIG. 7. Other 
possibilities for a module 101 to send a new module public 
key 111" in a message exist as well without departing from the 
Scope of the present invention. 
0394 FIG. 9a 
0395 FIG. 9a is a flow chart illustrating exemplary steps 
for a module to use a shared secret key to authenticate with a 
server, in accordance with exemplary embodiments. In order 
to utilize communications secured with PKI techniques such 
as private keys, public keys, certificates, and identities, a 
module 101 may preferably obtain or generate these keys and 
certificate in a secure manner. In exemplary embodiments, the 
distribution of module 101 may include the possession or 
control of module 101 passing through entities outside of the 
control of a module provider 109 and/or a mobile network 
operator 108. Consequently, module 101 may need a secure 
method of authenticating with a server 105 after distribution 
and upon the initiation of operation with a monitored unit 
119. Note that securely initiating communications after dis 
tribution, potentially through third parties outside the control 
of module provider 109 and/or mobile network operator 108 
can be a challenge with conventional technology since keys 
Such as a pre-shared secret key 129a (such as a traditional key 
Kina SIM) or private keys not internally derived may need to 
also pass through the distribution channel in order to initiate 
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secure communication with conventional technology. FIG. 
9a illustrates an embodiment of the present invention, where 
a module 101 can begin secure communication with a server 
105 without passing any keying material through a distribu 
tion channel. In this manner, (i) a system Such as system 100 
and other exemplary systems 100 can be made more secure, 
and (ii) the additional handling costs of passing keying mate 
rial through a distribution channel, possibly in the form of a 
secret key in a SIM card or UICC, can be avoided. 
0396 At step 901, a manufacturer can complete manufac 
turing of a module 101, including assembling the hardware, 
software, and/or firmware components illustrated in FIG. 1b 
and FIG. 1c. A module identity 110 and component param 
eters 101t can be recorded in a step 901. The module identity 
110 could be recorded in a protected address, such as, but not 
limited to a ROM 101c or other address on a system bus 101d. 
A protected address is also described in connection with FIG. 
7 and elsewhere herein. The component parameters 101t 
could be recorded with each of the exemplary components 
illustrated in FIG.1b, FIG. 1c, and FIG.1e. Exemplary com 
ponent parameters 101t are depicted and described in con 
nection with FIG. 1e. The component parameters 101t could 
be read using a system bus 101d and recorded into nonvolatile 
memory such as, but not limited to, flash memory 101 win a 
module 101. Or, the module manufacturer could read or 
specify the individual component parameters 101t before 
assembly of module 101 and record the collection of compo 
nent parameters 101t into a file. At a step 901 the component 
parameters 101t could be recorded into a file for storage in 
module 101 and a server 105. In exemplary embodiments, 
both module 101 and server 105 can record the module iden 
tity 110 and component parameters 101t. 
0397. At step 902, a module program 101i, a first set of 
cryptographic parameters 126, and a server address 207 can 
be recorded into a nonvolatile memory such as, but not limited 
to, a flash memory 101 w. Step 902 can occurat one of several 
possible points in time between module 101 manufacturing 
and installation with a monitored unit 119. Step 902 could be 
performed by the manufacturer during manufacturing. Step 
902 could be performed by a distributor during distribution. 
Step 902 could be performed by a technician or end-user upon 
installation of module 101 with a monitored unit, and other 
possibilities exist as well for the time when a step 902 could 
occur. The server address 207 could comprise a server name 
206 instead of an IP address, and module 101 could use the 
server name 206 at a later step to lookup a server IP address 
207 using DNS or DNSSEC. A set of cryptographic param 
eters 126 are depicted and described in connection with FIG. 
1d and FIG. 1i and elsewhere herein. A module program 101i 
is depicted and described in connection with FIG. 1b. Note 
that many other parameters and values may be loaded into a 
non-volatile memory 101t besides the ones illustrated in step 
902 of FIG. 9a, including data for connecting with a wireless 
network 102, and FIG. 9a illustrates an exemplary set of steps 
in order to utilize the efficient and secure systems and meth 
ods for communication contemplated herein. As one 
example, a module 101 could also include a SIM card, a 
UICC, or an embedded UICC 163 (elJICC), in addition to 
recording in a module 101 the data illustrated at step 902 of 
FIG. 9a. In accordance with an exemplary embodiment, the 
data illustrated at a step 902 of FIG. 9a can be recorded in a 
SIM card, UICC, or elJICC 163. For embodiments with an 
elJICC 163, the data recorded in a step 902 could be included 
within a received el JICC profile 311. Thus, although other 
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embodiments of the present invention illustrated in FIG. 9a 
(other embodiments contemplated in the previous two sen 
tences) allows a module 101 to securely initiate communica 
tion with a server 105 without depending on pre-shared secu 
rity keys such as a SIM card or eUICC 163, the pre-shared 
materials in traditional mobile networks such as SIM cards 
and a el JICC could include the data and techniques contem 
plated herein. 
0398. At step 903, the module 101 can derive a shared 
secret key 129c using the component parameters 101t. In an 
exemplary embodiment, the module 101 can derive the 
shared secret key 129c using the steps depicted and described 
in connection with Figure if and FIG. 1h. Module 101 could 
use the set of component parameters 101t and an algorithm 
token 190 as input into a shared secret algorithm 141g, with 
an output of the shared secret key 129c. Although not illus 
trated in FIG. 9a, a server 105 could record or could query a 
module database 105k for the same set of component param 
eters 101t with the module identity 110 and shared secret 
algorithm 141g, and upon receipt of the module identity 110 
and algorithm token 190, then the server 105 could derive the 
same shared secret key 129c. 
0399. After step 903, upon connection to the IP Network 
107, possibly through a wireless network 102, module 101 
could conduct a step 904. In step 904, module 101 can per 
form a 2-way authentication with a server 105 using the 
shared secret key 129c, where the shared secret key 129c in a 
step 904 could be derived in a step 903. The server address 
207 as the destination of outbound packets, such as a message 
208 to initiate the authentication, could be recorded in a step 
902 above. Module 101 can send the algorithm token 190 
used to derive the shared secret key 129c in a step 903 to the 
server 105 in a message 208, in order for the server 105 to 
derive the same shared secret key 129c, where the server 105 
can use the same set of component parameters 101t and 
shared secret algorithm 141g as depicted and described in 
connection with FIG. 1f. Note that a benefit of both nodes 
deriving the same or equal shared secret key 129c is that only 
the algorithm token 190 may need to be sent from module 101 
to server 105 at a step 904, and the algorithm token 190 may 
also be sent as plaintext. Upon both nodes accessing the same 
shared secret key 129c, sub-steps can be taken by both nodes 
in order to conduct the 2-way authentication using the shared 
secret key 129c. In an exemplary embodiment, module 101 
can conduct the 2-way authentication using wireless network 
standards such as, but not limited to, ETSI standard TR 131 
900 V. 10.0.0 and related documents. 

(0400. At step 904, server 105 can authenticate module 101 
using the module identity 110 received in a message 208 and 
a message digest algorithm, such as described in IETF RFC 
2617, titled “HTTP Authentication: Basic and Digest Access 
Authentication', and other reasonably secure authentications 
techniques using a shared secret key 129c could be utilized 
without departing from the scope of the present invention. In 
order to authenticate, module 101 could take steps to demon 
strate to server 105 that module 101 holds the same shared 
secret key 129c as server 105. Module 101 can properly 
respond to a challenge/nonce in the steps for a message digest 
by sending a secure hash value using (i) the challenge/nonce 
from a server 105 and (ii) the shared secret key 129c. Or, 
module 101 could authenticate by generating a module digital 
signature 405 in a message 208 using the shared secret key 
129c. In addition, module 101 could utilize the shared secret 
key 129c as a symmetric key 127 to encrypt a module 
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encrypted data 403 with symmetric ciphering 141b, and if 
server 105 could properly decrypt the module encrypted data 
403 using the same shared secret key 129c on the server, then 
server 105 would know the correct module 101 sent the mes 
sage 208 and thereby would be authenticated. Other possi 
bilities exist as well for a module 101 to authenticate with a 
server 105 using a shared secret key 129c and a step 904 in 
FIG. 9a without departing from the scope of the present 
invention. 

04.01 Continuing at step 904, module 101 can also pref 
erably authenticate server 105 in order to complete a 2-way 
authentication. Module 101 can take steps to ensure or verify 
that server 105 with reasonable assurance also holds the 
shared secret key 129c. Module 101 could authenticate server 
105 using message digest, such that module 101 issues a 
challenge/nonce, and verifying that server 105 properly 
responds to the challenge/nonce with a correct secure hash 
value. Such as the output from a secure hash algorithms 141c. 
Or, server 105 could authenticate with module 101 by the 
module receiving a server digital signature 506 in a response 
209 using the shared secret key 129c. In addition, module 101 
could utilize the shared secret key 129c as a symmetric key 
127 to decrypt a received server encrypted data 504 with 
symmetric ciphering 141b, and if module 101 could properly 
decrypt the server encrypted data 504 using the shared secret 
key 129c, then module 101 would reasonably know the cor 
rect server 105 sent the response 208 and thereby the server 
105 would be authenticated. Other possibilities exist as well 
for a server 105 to authenticate with a module 101 using a 
shared secret key 129c without departing from the scope of 
the present invention. 
0402 Continuing at step 904, module 101 can receive a set 
of cryptographic parameters 126, preferably after module 
101 completes authentication with server 105 (in order for 
server 105 to not send the set of cryptographic parameters 126 
to unauthenticated 3" parties). A set of cryptographic param 
eters 126 received in a step 904 can also comprise a second set 
of cryptographic parameters 126, where the second set of 
cryptographic parameters 126 could be different or the same 
as the first set of cryptographic parameters 126 from a step 
902. The set of cryptographic parameters 126 at step 904 can 
comprise a Subset of cryptographic parameters 126a as 
depicted and described in connection with FIG. 1 i. Module 
101 could send the set of cryptographic parameters 126 
recorded in step 902 to the server 105, and the server 105 
could respond with a Subset of cryptographic parameters 
126a. In another embodiment, server 105 could send module 
101 a set of cryptographic parameters 126 at step 904, and 
module 101 could send a Subset of the cryptographic param 
eters 126a to the server. At step 904 either module 101 or 
server 105 could send the subset of cryptographic parameters 
126a. In either case, at the conclusion of step 904 the module 
101 and server 105 can preferably agree on a set of crypto 
graphic parameters 126 for use with cryptographic algo 
rithms 141 for further communication. In an exemplary pre 
ferred embodiment, a set of cryptographic parameters 126 
sent and/or received at a step 904 may preferably be 
encrypted using the shared secret key 129c, such as using the 
shared secret key 129c as a symmetric ciphering key 127. In 
this manner, module 101 and server 105 can encrypt the set of 
cryptographic parameters 126 received in a step 904, without 
requiring the secure transmission of a different key other than 
the mutually derived shared secret key 129c. 
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0403. After step 904, module 101 can then proceed to a 
step 712, where a step 712 is depicted and described in con 
nection with FIG. 7. As depicted and described in connection 
with FIG. 7, step 712 can include a plurality of sub-steps 
including module 101 (i) deriving a first set module PKI keys 
at a step 515, (ii) determining that a new set of module PKI 
keys are needed in a step 708, (iii) receiving a new set of 
cryptographic parameters 126 in a step 607, and (iv) deriving 
a second set of module PKI keys using the new set of cryp 
tographic parameters 126 in a step 709, and (v) sending the 
new, second module public key 111 with authentication in a 
step 710, etc. In this manner, module 101 can use a secret 
shared key 129c to initially establish secure communication 
with a server 105, and subsequently use the other steps illus 
trated in the present invention, such as, but not limited to, the 
steps illustrated in FIG. 7, in order to securely derive a series 
of module PKI key pairs and authoritatively send a derived 
module public key 111. 
0404 Although not illustrated in FIG. 9, in exemplary 
embodiments, there can be cases where a module 101 would 
return from step 712 back to prior steps, including steps 902, 
903, and/or,904. After module 101 begins operation, such as, 
but not limited to, collecting sensor data 305 associated with 
a monitored unit 119, module 101 could return to a step 904 
upon connection with a new set of servers 1010 (illustrated in 
FIG. 10 below) where module 101 may prefer to conduct a 
2-way authentication of the set of servers 1010 in a step 904. 
In an exemplary embodiment, module 101 could utilize DNS 
and a server name 206 or a server identity 206 in order to 
query or lookup a destination IP address 106 in order to send 
a message 208. Since DNS records can change over time, and 
a mobile network operator 108 could utilize different servers 
105 or set of servers 1010 over time, module 101 may deter 
mine that a destination IP address 106 associated with a DNS 
response can change. Upon a change in the IP address 106 
associated with a server 105, in an exemplary embodiment, 
module 101 could return to a step 904 upon a change in IP 
address 106 in order to conduct the authentication of server 
105 a second time. In this exemplary subsequent return to step 
904, the module could also receive another set of crypto 
graphic parameters 126 or 126a and use this set of crypto 
graphic parameters 126 or 126a upon a Subsequent return to 
step 712. 
0405. In another exemplary embodiment, module 101 
could return to either a step 903 or step 902 upon a reset or 
equivalent operation of module 101. After module 101 begins 
operation, such as, but not limited to, collecting sensor data 
305 associated with a monitored unit 119, module 101 could 
return to a step 903 or 902 upon receiving a reset command. 
The reset command could be received locally at module 101 
by an end-user or technician, or remotely from a server 105 
via a response 209 with a module instruction 502 of “reset' or 
a similar command. The reset command could comprise a 
“factory reset command in order to wipe confidential data 
from module 101. A “reset command could be received by a 
module 101 for many different purposes, including (i) a 
change in ownership of module 101, (ii) a lack of payment 
from an end-user to mobile network operator 108, such that 
mobile network operator 108 determines that operation of 
module 101 (and associated variable costs such as the costs of 
using a network 102) should cease, (iii) a firmware upgrade of 
module 101 where the new firmware requires a new configu 
ration, and other possibilities exist as well for a module 101 to 
receive a reset command. Upon receiving a reset command 
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and returning to a step 902, module 101 could complete step 
902 and Subsequent steps. Upon receiving a reset command 
and returning to a step 903, module 101 could complete step 
903 and subsequent steps. 
04.06 FIG.9b 
04.07 FIG.9b is a flow chart illustrating exemplary steps 
for a module to derive a shared secret key K using a derived 
module PKI key, in accordance with exemplary embodi 
ments. Although the use of an embedded universal integrated 
circuit card (el JICC) such as an eUICC 163 depicted and 
described in FIG. 1c and other Figures herein can provide 
significant benefits of reducing the costs and complexities 
associated with the physical distribution of media or units 
Such as a physical SIM card or UICC, significant challenges 
and requirements have impeded the development and adop 
tion of el JICC standards as of 2013, such as those proposed in 
ETSI TS 103383 and related standards. One primary chal 
lenge has been the secure distribution of shared secret key K 
for operation with a wireless network 102 that functions as a 
PLMN based on ETSI standards, such as, but not limited to, 
4G LTE networks and also networks using 4G LTE 
Advanced. Shared secret key K for a regular SIM or UICC can 
comprise the key K contemplated for a SIM in 3GPP TS 
33.401 V12.9.0 and related standards, and shared secret key K 
can be used to derive session keys such as the cipher key (CK) 
and the integrity key (IK) as described in ETSI and 3GPP 
standards in order to a module 101 such as a mobile phone, 
mobile station, or user equipment to access a wireless net 
work 102. Shared secret key K is normally recorded by both 
the wireless network 102 and a UICC within a module 101 
using conventional technology. 
(0408 FIG.9b illustrates and embodiment of the present 
invention where a module 101 can securely derive shared 
secret network key K129d using a derived module private key 
112. As described below in FIG. 11, a network 102 can also 
derive the same shared secret network key K 129d, without 
requiring the recording or distribution of shared secret net 
work key K 129d in a euICC profile 311. Note that (i) an 
elJICC profile 311 could include an initial key K325, which 
can comprise a shared secret key K contemplated in 3GPP TS 
33.401 V12.9.0 and related standards, and (ii) the initial key K 
325 could be used for an initial connection with wireless 
network 102 and the initial key K325 could comprise a secret 
shared key 510 in FIG. 9b, but module 101 and a mobile 
network operator 108 can use change from using the initial 
key K325 in an first connection by module 101 to wireless 
network 102 to using the derived shared secret network key K 
129d in a second and subsequent connection by module 101 
to wireless network 102. Using the steps depicted and 
described in FIG.9b, the derived shared secret network key K 
129d does not need to be transmitted to or from a module 101, 
thereby increasing security. Further, the secure derivation of a 
shared secret network key K 129d by both a module 101 and 
a wireless network 102 can provide compatibility with the the 
well established and incumbent PLMN infrastructure that 
utilizes a pre-shared secret key K as currently recorded in a 
SIM card or UICC with conventional technology. In this 
manner, the use of an eUICC 163 by a module 101, where 
network credentials 314 could include or be associated with a 
derived module private key 112 as contemplated in the 
present invention, can remain compatible with incumbent 
PLMN infrastructure while achieving the security benefits of 
a module 101 and mobile operator network 108 mutually 
deriving shared secret key K. 
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04.09. At a step 905, a module 101 with an eUICC 163 can 
read a received eUICC profile 311. The received elJICC 
profile 311 could be recorded in a nonvolatile memory such 
as, but not limited to, a flash memory 101 w. A module 101 
could have previously received the received el JICC profile 
311 from an eUICC subscription manager 164 or another 
entity, including a first wireless network 102. Or, the received 
elJICC profile 311 in a step 905 could be loaded into module 
101 by a manufacturer, distributor, or end user. At a profile 
activation 316 step, a module 101 using the el JICC 163 can 
convert the received el JICC profile 311 into an activated 
elJICC profile 313. As contemplated herein and throughout 
the present invention, an activated el JICC profile 313 can 
comprise a selected and enabled network access application 
state as illustrated in Figure D.1 of ETSI TS 103383 v.2013 
02 for the activated el JICC profile 313, and other possibilities 
exist as well. In exemplary embodiments, the step 316 illus 
trated in FIG.9b can be performed concurrently with a step 
906 below. 

0410. At a step 316, a module 101 can derive a module 
private key 112 and a module public key 111. Module 101 
could use a step 316 in order to derive the module PKI key pair 
315, and a module 101 can use sub-steps depicted and 
described in connection with a step 316 in FIG. 3b, FIG.5b, 
and FIG. 7. A module 101 could also use a step 515 as 
depicted and described in connection with FIG. 5b and FIG. 
7 in order to derive the module private key 112 and module 
public key 111. Module 101 could also use a set of crypto 
graphic algorithms 141, a key pair generation algorithm 141e, 
a random number generator 128, and a set of cryptographic 
parameters 126 to process or derive the module PKI key pair 
315 at a step 316 in FIG.9b. Module private key 112 and 
module public key 111 could be processed and formatted 
according to either an RSA algorithm 153 or an ECC algo 
rithm 154. The set of cryptographic parameters 126 could 
comprise a Subset of cryptographic parameters 126a as illus 
trated in FIG. 1 i. A set of cryptographic parameters 126 used 
in a step 316 in FIG.9b for deriving the module PKI key pair 
315 could be included in the received eUICC profile 311, as 
illustrated in FIG.3b. Or, the set of cryptographic parameters 
126 used in a step 316 in FIG.9b for deriving the module PKI 
key pair 315 could be included in the eUICC 163. In exem 
plary embodiments, module private key 112 and module pub 
lic key 111 may utilize an ECC algorithm 154 in order to 
provide a higher level of security for a given key length. 
Module 101 could also calculate or process a key K module 
token 1103 at a step 316 in FIG.9b, and the use and function 
of a key K module token 1103 is depicted and described in 
connection with FIG. 11 below. 

0411 Note that the actual step of key derivation could be 
performed independently of a profile activation step 316, 
such that a module 101 derives the module PKI key pair 315 
before a profile activation 316 step, but upon completion of a 
profile activation step 316, an activated el JICC profile 313 
can preferably include or be associated with a derived module 
private key 112 and derived module public key 111 in exem 
plary embodiments. In other words, in order for a module 101 
to use an activated eUICC profile 311 (which could also 
comprise a selected and/or enabled profile) to connect with a 
wireless network 102, the activated el JICC profile 311 can 
preferably be associated with a derived module private key 
112 and derived module public key 111, where the derived 
keys could be processed by module 101 using a key pair 
generation algorithm 141e. Module 101 could use a set of 
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cryptographic parameters 126 recorded in a received eUICC 
profile 311 to derive the module PKI key pair 315. 
0412. At a step 906, the derived module public key 111 
and derived module private key 112, which could be associ 
ated with an activated eUICC profile 313, resulting from a 
step 316 above in FIG. 9b, can be recorded in a nonvolatile 
memory, such as, but not limited to, a flash memory 101 w. In 
this manner, PKI keys could be later read by module 101 after 
a power off state or similar state where a RAM 101e could be 
flushed. Although not illustrated in FIG. 9b, module 101 
could also send the derived module public key 111 to the 
wireless network 102 and/or a server 105, such that other 
entities besides module 101 can use the derived module pub 
lic key 111 for communication with module 101. Module 101 
could use a step 517 to authenticate the derived module public 
key 111 sent. After a successful sending of the derived mod 
ule public key 111 to the wireless network 102 and/or a server 
105, module 101 could optionally choose to no longer record 
derived module public key 111 associated with a step 316 
within nonvolatile memory of module 101. 
0413. At a step 907, module 101 could connect with a 
wireless network 102. The connection procedure could 
include an LTE attachment procedure and a series of steps for 
LTE authentication. A module 101 at a step 907 could pro 
mote from a detached state to an “radio resource connected 
state using attachment and promotion procedures outlined in 
3GPP specification TS 24.301 V12, entitled “Non-Access 
Stratum (NAS) protocol for Evolved Packet System (EPS): 
Stage 3’. In a first exemplary embodiment, module 101 could 
attach and authenticate with wireless network 102 in a step 
907 using the initial key K325 recorded in a received elJICC 
profile 311, where the initial key K325 recorded in a received 
elJICC profile 311 could comprise a first shared secret net 
work K key (such as a pre-shared secret key K described in 
3GPP TS 33.401 V12.9.0). Module 101 could also connect 
with and authenticate at a step 907 using the network module 
identity 101b recorded in a received eUICC profile 311. In the 
embodiment where an initial key K 325 comprises a first 
shared secret network Kkey, module 101 could authenticate 
with the network 102 using the standard procedure or receiv 
ing a RAND 912 and processing and sending a response RES 
913, as described at step 910 below for FIG.9b. In an exem 
plary embodiment, a difference with authentication at a step 
907 from authentication at a step 910 is that authentication at 
a step 907 could utilized the initial key K325 recorded in a 
received el JICC profile 311, while a later authentication at a 
step 910 can utilize a different key. 
0414. Although not illustrated in FIG. 9b, in another 
exemplary embodiment, module 101 can connector complete 
an attachment procedure with wireless network 102 at a step 
907 without a valid key K and network module identity 110b 
(or equivalently a “null value for the key Kandalso possibly 
a “null value for the network module identity 110b), and this 
case would also be synonymous or equivalent to a module 101 
attaching to wireless network 102 without a valid SIM card or 
UICC. Note that both standards and deployed, operational 
wireless networks widely support the attachment of mobile 
phones without a valid SIM/UICC in order to support emer 
gency services. Or, in an exemplary alternative embodiment 
for a step 907 module 101 could connect with wireless net 
work 102 using a key K and network module identity 110b 
that are not valid, and/or not authenticated by a wireless 
network 102 or mobile network operator 108. This feature to 
Support emergency calls/emergency services without a valid 
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SIM card or UICC (or a valid or activated SIM/UICC with 
authenticated network access credentials) is also mandated 
by regulatory authorities in different countries, such as the 
Federal Communication Commission (FCC) in the US. 
0415 Consequently for this alternative embodiment con 
templated for a step 907 in FIG.9b but not illustrated in FIG. 
9b, module 101 in a step 907 illustrated in FIG.9b could 
attach to a wireless network 102, where the module 101 and 
the network 102 use a null or invalid values for key K and/or 
network module identity 110b at a step 907. Module 101 at a 
step 907 could identify itself to wireless network 102 using 
either (i) a module identity 110 recorded in a non-volatile 
memory or (ii) a network module identity 110b recorded in a 
received el JICC profile 311, and other possibilities for the 
identity of module 101 in a step 907 when attaching to a 
wireless network 102 in an unauthenticated manner are pos 
sible as well for a step 907 without departing from the scope 
of the present invention. In this alternative exemplary 
embodiment for a step 907 (as one alternative to the step 907 
depicted in FIG.9b), a module 101 at a step 907 could com 
plete an attachment procedure as outlined in 3GPP specifica 
tion TS 24.301 V12 without successfully completing an 
authentication procedure using a shared secret network Kkey 
or an initial key K325 recorded in a received el JICC profile 
311. In other words, the initial key K325 for a step 907 does 
not have to be a valid, acceptable, and/or authenticated key K 
in order to use the steps illustrated in FIG. 9b, although in 
some embodiments of the present invention the initial key K 
325 can be a proper and authenticated key K for wireless 
network 102. The initial key K325 used in a step 907 could 
also comprise a “null value, and a “null value for a key Kis 
contemplated in LTE and related wireless network standards 
(in order to Support mandated emergency services for module 
network operator 108). 
0416. After connecting with wireless network 107 in a 
step 907, at a step 908, module 101 can send wireless network 
102 a key K module token 1103, where a key K module token 
1103 is depicted and described in connection with FIG. 11 
below. The key K module token 1103 could be calculated or 
processed by module 101 in a step 316, although the key K 
module token 1103 could be derived at other times or steps as 
well. A message or packet sent from a module 101 to a server 
105 associated with network 102 in a step 908 can also 
include any of (i) a module identity 110, (ii) an encrypted 
module identity 110a, and/or (iii) a network module identity 
110b. A key K module token 1103 in a step 907 can comprise 
any of (i) a derived module public key 111, where the derived 
module public key 111 could be calculated in a step 906 
above, (ii) a value processed by a module 101 for a Diffie 
Hellman key exchange, (iii) an algorithm token 190 for a 
shared secret algorithm 141g, and/or (iv) a number or string 
for a server 105 to use in a network key K derivation algorithm 
1101 in order for mobile network operator 108 to derive a 
secret shared network key K 129d. In an exemplary embodi 
ment, module 101 can send the key K module token 1103 to 
a server 105 such as, but not limited to, a home subscriber 
server (HSS) using a step 522 at a step 908. 
0417. At a step 908, module 101 can send a message 208 
with a key K module token 1103 and authenticate data asso 
ciated within the message. Such as, but not limited to, a 
module identity 110. However, a separate authentication of a 
message with key K module token 1103 using a step 522 may 
optionally be omitted (thus depicting “908 And/Or 522 in 
FIG.9b), for embodiments where module 101 uses a valid, 
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authenticated initial key K325 for a step 907 above. In the 
embodiment described in the previous sentence, the steps for 
“And/Or 522 depicted in FIG.9b may be omitted, and thus 
the optional additional steps for 522 could be omitted with a 
step 908 for a FIG.9b. In other words, when module 101 uses 
a valid, authenticated initial key K325 for a step 907, module 
101 can send key K module token 1103 in a step 908, and 
separate, additional steps for authenticating the key K module 
token 1103 may not be required. 
0418 For other embodiments where module 101 connects 
with wireless network 102 using an invalid, unauthenticated, 
or “null' initial key K325 (such as attaching in a manner for 
Supporting emergency services but not regular subscriber 
service as described at Step 907), the steps for “And/Or 522 
depicted in FIG.9b can be included, in order for a mobile 
network operator 108 to receive the key k module token 1103 
in a secure manner. A module 101 sending the key K module 
token 1103 at a step 908 and 522 in FIG.9b could authenticate 
the message, or data associated with the message, in a step 
908 using a step 522. In exemplary embodiments, module 101 
can attach to the wireless network 102 without successfully 
completing authentication (such as the data-link and network 
layer of the OSI stack not being authenticated), and send a 
message 208 with key K module token 1103 in a step 908 with 
a step 522 in FIG.9b. The message 208 with key K module 
token 1102 could be authenticated by a server 105 using a 
shared secret key 510, as depicted and described in connec 
tion with a step 517 of FIG.5b. In this manner, module 101 
could use an eUICC 163 with a received eUICC profile 311 
that contains both an initial key K325 and a shared secret key 
510. The initial key K325 may not be valid and/or authenti 
cated (or could comprise a “null value). Module 101 could 
attach to the wireless network 102 in a manner that supports 
emergency services. Module 101 could send the key K mod 
ule token 1103, and authenticate data associated with key K 
module token 1103 using a step 517 and the shared secret key 
510. Note that the same value or number could be used for 
both initial key K325 and shared secret key 510, although the 
values or numbers for the two keys could also be different. 
0419. In another embodiment for FIG. 9b, a valid initial 
key K325 can be utilized to authenticate a module 101 with 
a wireless network 102, where initial key K325 comprises a 
pre-shared secret key K contemplated in 3GPP TS 33.401 
V12.9.0 and used in a step 907. A separate shared secret key 
510 can be used for authentication of application data such as 
sending key K module token 1103 in a message 208 to a 
server 105 in a step 908 with a step 522, where the authenti 
cation could use (i) a step 517 in step 522 and (ii) the shared 
secret key 510. 
0420. In exemplary embodiments, shared secret key 510 
can be used by both module 101 and a mobile network opera 
tor 108 in a step 908 with a step 522 in order to verify and 
authenticate that a key K module token 1103 (or related data 
such as a module identity 110 and/or a network module iden 
tity 110b) is properly authenticated at a step 908 using a step 
522, such that imposters or fraudulent submissions of key K 
module token 1103 could be reasonably be prevented or 
excluded from using a step 908. As noted above, the use of a 
step 522 with a shared secret key 510 can be optionally 
omitted, and the Submission or sending of key K module 
token 1103 could be secured by using a valid, authenticated 
initial key K325. Other possibilities for a module 101 to send 
a key K module token 1103 to a server 105 associated with a 
mobile network operator 108 are possible as well without 
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departing from the scope of the present invention. Although 
not illustrated in FIG. 9b, after sending the module key K 
token 1103 in a step 908, module 101 can detach from the 
wireless network 102. A subsequent re-attachment of module 
101 at later steps, such as step 909 below, could utilize a 
different key K than the initial key K325 used in a step 907, 
such as module 101 using the derived shared secret network 
key K129c in a second attachment and connection procedure 
with the same wireless network 102. 

0421. At a step 909, a module 101 can derive a shared 
secret network key K 129d using the derived module private 
key 112 and a key derivation function 141f. The key deriva 
tion function 141f could use a Diffie-Hellman key exchange 
plus a set of cryptographic parameters 126 with the derived 
module private key 112 in order to derive the shared secret key 
K 129d. A key derivation function 141f could also use alter 
native algorithms to Diffie-Hellman, such as, but not limited 
to, ECDH 159, ANSI-X.9.63. 160, or similar key exchange 
protocols, such that a module 101 could use the derived 
module private key 112 from a step 316 in order to derive a 
secret shared network key K 129d that is also shared with a 
wireless network 102. As contemplated herein, a step 909 can 
also comprise a module key K derivation algorithm 909, and 
a module key K derivation algorithm 909 is depicted and 
described below in FIG.11. As depicted in FIG. 11, a step 909 
comprising a module key K derivation algorithm 909 could 
also use input of a network key K token 1102. A key K 
network token 1102 for a step 909 can comprise any of (i) a 
network public key 165b, (ii) a value from MNO 108 for a 
Diffie Hellman key exchange, (iii) a server public key 114, 
and/or (iv) a number or string for a module 101 to use in a 
module key K derivation algorithm 909 in order for module 
101 to derive a secret shared network key K 129d. The key K 
network token 1102 could be recorded in a received el JICC 
profile 311 or received by module 101 in a response 209 (not 
shown in FIG.9b) prior to step 909. 
0422 The output of a key derivation function 141 fina step 
909 (also depicted and described in connection with FIG. 11 
below), using input at least in part of (i) the module private 
key 112, (ii) a set of cryptographic parameters 126 or 126a. 
and (iii) the key K network token 1102, could comprise a 
derived shared secret key 129b that is different than shared 
secret network key K 129d. As one example, the derived 
shared secret key 129b could have a different number of bits 
for derived shared secret key 129b than the 128 bit long key 
length for shared secret key K compatible with ETSI stan 
dards for LTE networks in 2013. In this exemplary case, a 
module 101 and a server 105 could perform additional key 
processing 141i to convert (A) a derived shared secret key 
129b output by a key derivation function 141 fin a step 909 
into (B) a mutually derived shared secret network key K129d. 
0423. The function of a shared secret network key K129d 
(in the form of a key “K”) is described in 3GPP TS 33.401 
V12.9.0 and related standards, where shared secret key K is 
used to derive session keys such as a session cipher key (CK) 
and a session integrity key (IK) as described in ETSI and 
3GPP standards. Conventional technology for the use of a 
shared secret key K contemplates that shared secret key K 
comprises a pre-shared secret key K recorded in (i) physical 
media such as a SIM or (ii) transferred electronic media such 
as an eUICC profile that would be delivered to a module 101 
with an eUICC 163. In exemplary embodiments of the 
present invention, the shared secret network key K 129d is 
internally derived by a module 101 using (i) the derived 
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module private key 112 from a step 316 and (ii) a step 909, 
which could also comprise the use of a module key K deriva 
tion algorithm 909. In this manner, module 101 can process or 
obtain the shared secret network key K 129d without having 
the shared secret network key K 129d pass through 3" parties 
(even in an encrypted electronic form), and thereby increase 
the security, convenience, and flexibility of a system 100 and 
other systems contemplated herein that utilize an eUICC 163 
for a module 101 to connect with a wireless network 102. As 
depicted and described in connection with FIG. 11 below, 
concurrent with step 909 a wireless network 102 or a mobile 
network operator 108 could also derive the same shared secret 
network key K 129d using a network key K derivation algo 
rithm 1101. After mutual derivation of the same shared secret 
network key K 129d, module 101 and wireless network 102 
can initiate regular communications on legacy and widely 
deployed wireless networks 102. Establishing regular com 
munications with the widely deployed wireless networks 102 
includes the derivation of Subsequent session keys, after 
mutually obtaining a secure shared secret network key K 
129d. Additional details for a step 909 are depicted and 
described in connection with FIG. 11 below. 

0424. At step 910, after deriving shared secret network key 
K 129d from a step 909, where shared secret network key K 
129d can also be derived by a mobile network operator 108, 
module 101 can use an eUICC 163 to reconnect with the 
wireless network 102 associated with the activated el JICC 
profile 313. The activated eUICC profile 313 could be 
obtained in a step 316 above. Module 101 can send the net 
work module identity 110b to the wireless network 102. 
where the network module identity 110b can be recorded in 
the activated eUICC profile 313. Module 101 can use the 
derived shared secret network key K 129d from a step 909 to 
authenticate with wireless network 102 and/or mobile net 
work operator 109 in a step 910, where the derived shared 
secret network key K 129d is different than the initial key K 
325 used in a step 907 for a prior authentication with wireless 
network 102. 

0425 This exemplary change in a key K used with wire 
less network 102 in FIG. 9b illustrates several important 
differences with conventional technology. First, the module 
101 can use two different key Ks (comprising shared secret 
network key K 129d and initial key K 325) with the same 
wireless network 102 without physically changing a SIM or 
UICC. Second, module 101 can use an eUICC 163 and steps 
in FIG.9b with same activated eUICC profile 313 and two 
different key Ks in order to communicate with wireless net 
work 102. Using conventional technology as of 2013, a 
change for a key K is not contemplated for the same activated 
elJICC profile 313 or a physical UICC. Further, conventional 
technology for an eUICC 163 does not contemplate that mod 
ule 101 could derive a key K (in the form of a shared secret 
network key K129d described herein) for use with an eUICC 
163 that also can be mutually shared with MNO 108, without 
requiring the electronic distribution of key K, even in an 
encrypted or ciphered form. 
0426 Continuing at step 910, wireless network 102 and/or 
mobile operator network 108 can use ETSI standards for 
PLMN networks, including LTE and LTE advanced networks 
and standards such as 3GPP TS 24.301 V10+, in order to 
authenticate, module 101 in a step 910. Upon reconnecting to 
wireless network 102, module 101 can receive a random 
number in the form of a RAND912 from the wireless network 
102. The algorithm for authentication of module 101 with the 

NWO EX2015 
Samsung v Network-1, IPR2026-00119 

Page 84 of 97



US 2015/O 1431.25 A1 

wireless network 102 can comprise a form of message digest 
authentication. Module 101 can input the received RAND 
912 and derived shared secret network key K 129d into a set 
of cryptographic algorithms 141 in order to obtain the 
response RES 913. An exemplary calculation of a RES 913 
using a key K and RAND 912 is described in ETSI standard 
TR 131900 V.1.0.0.0 and related documents. For exemplary 
embodiments that utilize FIG. 9b, the set of cryptographic 
algorithms 141 for processing the response RES 913 can 
operate within an eUICC 163 within module 101. 
0427 Continuing with a step 910, as specified in ETSI/ 
3GPP standards, the RAND 912 and an internally recorded 
key K (which could be the derived shared secret network key 
K 129d for a step 910 in the present invention) can also be 
Subsequently used with a set of cryptographic algorithms 141 
for the derivation of additional keys such as, but not limited to, 
a cipher key (CK) and an integrity key (IK) (described in a 
step 911 below). Exemplary embodiments of the present 
invention can utilize the derived secret shared network key K 
129d instead of the key Krecorded in a SIM or UICC in order 
to perform the same operations to derive CK, IK and related 
keys, thereby maintaining secure compatibility with the sig 
nificant installed infrastructure in PLMN networks for Sup 
porting the use of key K in SIM/UICC cards for mobile 
phones in 2013 and future networks using a key K. Upon 
conclusion of a step 910, module 101 can send the response 
RES 913 to the wireless network 102 in order to authenticate. 
Wireless network 102 or MNO 108 could calculate the same 
RES 913 for the same RAND 912 using the shared secret 
network key K 129d mutually derived by wireless network 
102 or MNO 108 (possibly using a network key K derivation 
algorithm 1101 illustrated in FIG. 11 below), and thereby 
compare the RES913 received from module 101 in a step 910 
with the RES913 internally calculated by MNO 108 using the 
same set of cryptographic algorithms 141 as module 101. 
Module 101 could be authenticated with network 102 using 
the network module identity 110b in the case the two RES913 
values match for network 102 (i.e. the received RES 913 
matches the internally calculated RES 913). 
0428. After the internal, secure derivation of a shared 
secret network key K 129d in a step 909 and the authentica 
tion of module 101 with a wireless network 102 in a step 910, 
at a step 911 module 101 can begin the process of generating 
additional keys in order to securely transmit and receive 
application data with or through a wireless network 102. At 
step 911, module 101 can derive a cipher key (CK) 914 by 
inputting into a set of cryptographic algorithms 141 both 
RAND 912 and the derived shared secret network key K 
129d. The RAND 912 and the derived shared secret network 
key K 129d could also be input into a key derivation function 
141f within a set of cryptographic algorithms 141. An output 
of a key derivation function 141 fin a step 911 can be CK914, 
which could comprise a session key. The key derivation func 
tion 141 fin a step 911 can utilize relevant algorithms for 
generating CK914 specified in ETSI, 3GPP, or similar stan 
dards for wireless networks, including WiMAX, such that 
module 101 can independently derive the same value for CK 
914 at wireless network 102. CK 914 can subsequently be 
used with or for further deriving a symmetric key 127 with a 
symmetric ciphering algorithm 141b for encrypting data 
transmitted or sent to wireless network 102 by module 101 
and decrypting data received. As one example, CK914 could 
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be used to derive a key Kupenc, where Kupenc is used to 
cipher data transmitted by a module 101 from a radio 101z to 
a base station 103. 
0429. Although not illustrated in FIG. 9b, both module 
101 and a wireless network 102 could derive several addi 
tional Secret keys using the derived and mutually shared 
secret network key K 129d, and the additional keys could 
comprise values for an integrity key (IK), Kasme, Knasenc, 
Knasint, Kenb, and/or Kupenc. In this manner, and as illus 
trated in FIG.9b, the derivation of a module private key 112 
can be used for the derivation of a shared secret network key 
K 129d, and shared secret network key K 129d can be the 
basis for secure communications between a module 101 and 
a mobile network 102, while keeping compatibility with 
existing and future standards for both mobile phones and 
deployed wireless networks 102. 
0430 FIG. 10 
0431 FIG. 10 is a simplified message flow diagram illus 
trating an exemplary system with exemplary data transferred 
between a module and a set of servers, in accordance with 
exemplary embodiments. System 1000 may comprise a mod 
ule 101 and a set of servers 1010, where the set of servers 1010 
can include a plurality of servers 105 and a shared module 
database 105k. FIG. 10 illustrates module 101 communicat 
ing with a server 105, depicted as “server A 105, although a 
module 101 could communicate with other servers within a 
set of servers 1010 as well. The set of servers 1010 could be 
associated with a mobile network operator 108 and the set of 
servers 1010 could operate in a coordinated manner through 
a network. In exemplary embodiments where a module 101 
and a wireless network 102 mutually derive a shared secret 
network key K129d, then the set of servers 1010 illustrated in 
FIG. 10 could be (i) operated by a mobile network operator 
108 and also be (ii) associated with a home subscriber server 
(HSS). Although not illustrated in FIG. 10, module 101 could 
access a wireless network 102 and the IP Network 107 illus 
trated in FIG.1a in order to send data to and receive data from 
a server 105 within a set of servers 1010. 

0432. As illustrated in FIG. 10, a module 101 can commu 
nicate with a server 105 using the steps and datagrams illus 
trated in other figures, including sending a message 208, 
receiving a response 209, using steps 711, 607, 709, and/or 
710 as depicted and described in connection with FIG. 7, 
and/or steps 316 and 516 from FIG. 5b. FIG. 10 illustrates 
Some of many potential combinations of using these indi 
vidual steps for an efficient and secure system. Other mes 
sages 208 may potentially flow before and/or after a “first 
message’ 208. This terminology of “first message”, “second 
response', 'second public key”, etc. contemplated in various 
Figures herein may refer to the “first message”, “second 
response”, “second public key”, “first set of parameters’, etc. 
described in the illustrated flows within each Figure. Other 
messages, responses, keys, and parameters may be commu 
nicated before and/or after a depicted “first message”, “sec 
ond response”, “second public key”, etc. The depicted ele 
ments for Figures herein can comprise Subsets of all 
messages, responses, keys, etc. that may also flow, and the 
Subsets can depict various embodiments contemplated 
herein. 

0433. In exemplary embodiments, FIG. 10 illustrates the 
establishment of secure communication between a module 
101 and a set of servers 1010 for the case where (i) an existing, 
authenticated module public key 111 is available from exter 
nal servers, and (ii) the existing module public key 111 can be 
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used to send parameters for the module 101 to derive a new 
module PKI key pair. As one example, the optional step 711, 
before a step 1001, could be used to authoritatively record a 
module public key 111 with external servers such as those 
external servers shown in a step 1002 in FIG. 10. The optional 
step 711 could include module 101 recording an initial mod 
ule public key 111b that is not derived by module 101, but 
rather loaded into module 101 by a manufacturer, distributor, 
or end user, and the initial module public key 111b could be 
used by a module 101 and a server 105 to authenticate and/or 
encrypted Subsequent communications related to a derived 
module public key 111. After the derived module public key 
111 has been successfully authenticated or recorded by a 
server 105 or a set of servers 1010, then a server 105 or set of 
servers 1010 can begin using the derived module public key 
111 for Subsequent authentication and/or encryption for com 
munication with a module 101, instead of continuing to use 
the initial module public key 111b. 
0434 In exemplary embodiments, (i) an initial module 
private key 112b could be recorded in a nonvolatile memory 
for module 101 prior to a step 1001 illustrated in FIG. 10, 
possibly using a step 711, and (ii) a set of servers 1010 could 
use an initial module public key 111b associated with the 
initial module private key 112b in order to establish initial 
secure communications with a module 101 Such as using a 
step 1004 to transferasymmetrickey 127 for ciphering a new, 
second set of cryptographic parameters 126, and then (iii) a 
module 101 could receive the ciphered second set of crypto 
graphic parameters 126 with Subsequent exemplary steps 
illustrated in FIG. 10 to derive additional module PKI keys, 
and (iv) establish secure communication with a set of servers 
1010 using the second set of cryptographic parameters 126 
and the derived module PKI keys. 
0435. In an embodiment where module 101 records a 
“base” certificate 122 (with a corresponding “base' module 
private key 112) which are included with a module 101 by a 
manufacturer. A mobile network operator 108 can use the 
“base” certificate 122 to communicate further sets of crypto 
graphic parameters 126 for deriving additional module PKI 
keys. The initial set of cryptographic parameters 126 and an 
initial module public key 111b could be recorded in the 
“base” certificate 122, and the exemplary use of crypto 
graphic parameters 126 in a certificate 122 is illustrated in 
FIG. 1j. The initial set of cryptographic parameters 126 could 
also be referred to as a “base' set of cryptographic parameters 
126. The module manufacturer, module provider 109, mobile 
network operator 108, and/or wireless network 102 could 
agree on a common initial set of cryptographic parameters 
126 (such as, but not limited to, agreeing that initial module 
PKI keys could be based on RSA and a length of 2048 bits). 
By agreeing to a common initial set of cryptographic param 
eters 126, different modules 101 from different manufactures 
could initially interoperate with different module providers 
109 and/or M2M service providers 108 using the initial, 
“base' parameters. The entities such as the mobile network 
operator 108 and/or wireless network 102 could use the 
“base' or initial set of cryptographic parameters 126 with the 
“base' certificate 122 to establish secure communications 
where Subsequent, different sets of cryptographic parameters 
126 for deriving new module PKI keys could be securely 
communicated and/or negotiated. 
0436. A first optional step 711 can comprise series of 
sub-steps comprising a step 702. 703, and 704 as depicted and 
described in connection with FIG. 7. Note that the use of an 
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optional step 711 can be omitted, and other preliminary steps 
and communications could take place between a module 101 
and a set of servers 1010 before a module 101 performs a step 
1001. In another exemplary embodiment, a module 101 may 
have used the data from a step 711 in communicating with a 
different set of servers (not shown) than the set of servers 
1010 illustrated in FIG. 10, and the set of servers 1010 illus 
trated in FIG. 10 may not have access to data from the differ 
ent set of servers (not shown). The sub-steps for a step 711 can 
include a module distribution and installation step 702. As 
contemplated herein, the term “installation' can also refer to 
a Subset of steps conducted by an end user or technician for 
activation, such that a module 101 performs initial steps to 
become operable upon completion of the “installation” or 
activation. In one embodiment, module 101 can comprise a 
mobile phone such as a Smartphone and in this case “instal 
lation in a step 702 within a step 711 can comprise an end 
user powers up the mobile phone or Smartphone for an initial 
time. Also, in an exemplary embodiment where the optional 
step 711 is omitted, no data flows between a module 101 and 
a set of servers 1010 until the first message 208 at a step 1001 
illustrated in FIG. 10. 

0437. After a sub-step 702 in an optional step 711 in FIG. 
10, the next sub-step can comprise a sub-step 703 as depicted 
and described in FIG. 7. In this sub-step 703, a module 101 
can record in nonvolatile memory a shared secret key 129, a 
first set of cryptographic parameters 126, and a server address 
207. As discussed above, a server address 207 could comprise 
a server name 206 in a step 703, which could subsequently be 
resolved via DNS into an IP address 106 for a server 106 (or 
a plurality of IP addresses 106 for a set of servers 1010). The 
use of a shared secret key 129 for a step 703 is depicted and 
described in connection with FIG. 7. Note that for the pur 
poses of the present invention contemplated herein, a shared 
secret key can comprise any of a pre-shared secret key 129a, 
a derived shared secret key 129b, or a shared secret key 129c 
processed using a shared secret algorithm 141g. In addition, 
and as described in a step 703 in FIG. 7, in an exemplary 
embodiment a shared secret key 129 can comprise the com 
bination of an initial module private key 112b and an initial 
module public key 111b, and the use of the two initial keys 
can comprises a shared secret key 129 for a sub-step 703 in an 
optional step 711 in FIG. 10. Also as described in FIG. 7, a 
sub-step 703 could take place concurrently with a sub-step 
702 or possibly concurrently with a sub-step 701, such as 
during manufacturing or before a module 101 leaves a manu 
facturing facility. 
0438. After a sub-step 703 in an optional step 711 in FIG. 
10, the next sub-step can comprise a sub-step 704 as depicted 
and described in FIG. 7. In this sub-step 704, a module 101 
can conduct a 2-way authentication with a set of servers 105 
using the shared secret key 129. Upon mutual authentication, 
a module 101 can record a second set of cryptographic param 
eters 126. The second set of cryptographic parameters 126 
could comprise a Subset of cryptographic parameters 126a as 
illustrated in FIG. 1 i. Or, the second set of cryptographic 
parameters 126 could be equal to the first set of cryptographic 
parameters 126 from a sub-step 703. The details for a module 
101 to perform a mutual authentication using shared secret 
key 129 and receiving a second set of cryptographic param 
eters 126 are depicted and described in connection with step 
704 in FIG. 7. In this manner, by using an optional step 711 
before a step 1001, module 101 and a server 105 can be 
mutually authenticated before a step 1001. 
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0439. At a step 1001 of FIG. 10, a module 101 can send a 
first message 208, where the first message 208 can include a 
module identity 110 and a first public key identity 111a. As 
received by a server 105 within a set of servers 1010, the first 
message 208 in a step 1001 could include a first source IP:port 
number equal to IP address 210 and source port number 605. 
As sent by module 101, the first message 208 in a step 1001 
could include a first source IP:port number equal to IP:port 
number 204. Although firewall 104 is illustrated in FIG. 10 as 
operating as a “NAT Firewall', a firewall 104 in a system 
1000 could also operate as a symmetric firewall without NAT 
functionality and in this case the first message 208 in a step 
1001 as received by a set of servers 1010 could include a 
source IP:port number equal to IP:port 204. Note that module 
identity 110 in a step 1001 could be in the form of an 
encrypted module identity 110a, and a module 101 could use 
a secret ciphering algorithm 141h to convert the module iden 
tity 110 into an encrypted module identity 110a using a secret 
ciphering algorithm ciphering 162. If a first message 208 in a 
step 1001 includes an encrypted module identity 110a, then 
the first message 208 in a step 1001 could also optionally 
include an algorithm token 190. In an exemplary embodi 
ment, within a system 1000 where a module 101 optionally 
used a step 711 before a step 1001, many messages could have 
previously flowed between module 101 and a set of servers 
1010 before the first message 208 in a step 1001. 
0440 At a step 1002, a set of servers 1010 can use the 
module identity 110 and/or module public key identity 111a 
in order to query other servers such as a server associated with 
a certificate authority 118, a module provider 109, or an 
elJICC subscription manager 164 in order to receive a first 
module public key 111 or certificate 122 for the module 
identity 110 and/or module public key identity 111a. Note 
than in an exemplary preferred embodiment, module 101 may 
use a plurality of module public keys 111 and/or certificates 
within a relatively short period of time (such as, but not 
limited to, using more than one module public key 111 within 
the same month). Different exemplary multiple module pub 
lic keys 111 used concurrently by a module 101 are described 
elsewhere herein. In this embodiment where module 101 uses 
multiple module public keys 111 and/or certificates 122 in a 
relatively short period of time, the module public key identity 
111a can serve as a useful index or pointer to a particular 
module public key 111 that a module 101 prefers to utilize 
with a set of servers 1010. 

0441. In an exemplary embodiment for a step 1002, a 
module 101 could also optionally send the relevant module 
public key 111 in a step 1001, but a step 1002 may be con 
ducted by a set of servers 1010 in order to verify, query, or 
obtain the module public key 111 and/or certificate 122 from 
other servers. For example, if a module 101 had not previ 
ously conducted the optional step 711 in a FIG. 10, and no 
authoritative information is available about a module 101 to a 
set of servers 1010 (such as not having a shared secret key 129 
available in the case where a step 711 was omitted), then a set 
of servers 1010 may preferably use the information in a 
message 208 received in a step 1001 to query the other servers 
illustrated in FIG. 10 (i.e. servers for 118, 109, or 164) in a 
step 1002 in order to obtain verification of the module identity 
110 and/or a module public key 111 received in a step 1001, 
including obtaining a certificate 122. 
0442. In an embodiment where module 101 sends the 
module public key 111 in a step 1001, the module 101 pref 
erably includes the module identity 111a. Module 101 could 
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also send a certificate 122 in a step 1001, but the set of servers 
1010 can independently query other servers for the certificate 
122 or module public key 111 (query using the module iden 
tity 110 or module public key identity 111a from a step 1001). 
The query to other servers can be used to independently and 
separately receive the module public key 111, in order for a 
set of servers 1010 verify or compare that a received module 
public key 111, which could comprise an initial module pub 
lic key 111b loaded by a manufacturer, matches the module 
public key 111, possibly in the form of a certificate 122, 
received from an independent and authoritative third party. 
0443) In an exemplary embodiments for a step 1002, a set 
of servers 1010 can also query other servers such as a certifi 
cate authority 118, an mobile network operator 108, an 
elJICC subscription manager 164, and/or a shared module 
database 105k in order to receive a first set of cryptographic 
parameters 126. A set of cryptographic parameters 126 is 
depicted and described in connection with FIG. 1 d, FIG. 1i, 
and FIG. 7, and elsewhere herein. The first set of crypto 
graphic parameters 126 in a step 1002 could comprise the 
parameters 126a within a certificate 122 illustrated in a FIG. 
1j. Within a step 1002 a set of servers 1010 could receive a 
certificate 122 for a module 101 with the module identity 110 
from another server illustrated, where the certificate 122 
could include (i) the module public key 111, (ii) the module 
identity 110, (iii) a module public key identity 111a, and (iv) 
a signature 123 from a certificate authority 118. Within a step 
1002, a set of servers 1010 could also verify a chain of 
signatures 123 within a certificate 122 for a module 101. A set 
of servers 1010 could use a different IP:port number than 
IP:port 207 to query external servers for information pertain 
ing to a first module public key 111 and a first set of crypto 
graphic parameters 126. 
0444. After a step 1002, at a step 1003 a set of servers 1010 
could send a module 101 a response 209. In an exemplary 
embodiment, the response 209 can include a server digital 
signature 506, where module 101 can verify the server digital 
signature 506 using the server public key 114. In this manner, 
module 101 can authenticate the server identity 206 and 
verify or confirm that the module 101 is communicating with 
a correct server 105 (such as not receiving data from an 
imposter or a “man in the middle' attack). The server 105 
preferably sends the response 209 to the source IP:port 
received in the first message 208 in step 1001. Note that for 
embodiments which utilize an eUICC 163 and the mutual 
derivation of a secret shared network key K 129d, then the 
server digital signature 506 in a step 1003 could comprise aan 
authorization number AUTN associated with a RAND 912 
depicted and described in connection with FIG.9b. Server 
digital signature 506 could be optionally omitted in a step 
1003 in embodiments where module 101 performs a step 711 
before a step 1001, as illustrated in FIG. 10. 
0445. At a step 1004, a symmetric key 127 could be sent 
either from (i) a set of servers 1010 or (ii) a module 101 using 
an asymmetric ciphering algorithm 141a and either (i) the 
module public key 111 from a step 1002 or (ii) the server 
public key 114, respectively. Values for using an asymmetric 
ciphering algorithm 141a could be specified from the first set 
of cryptographic parameters 126 at either a step 1002 or a step 
1001. The set of servers 1010 could record the symmetrickey 
127 from a step 1004 in a shared module database 105k, such 
that different servers 105 within a set of servers 1010 could 
use the symmetric key 127 in communication with the mod 
ule 101. An exemplary datagram 601 a that includes a sym 
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metrickey 127 within an encrypted data that uses asymmetric 
ciphering 141a is illustrated in element 701a of FIG. 7 of U.S. 
patent application Ser. No. 14/039,401, filed Sep. 27, 2013 in 
the name of John Nix, which is hereby incorporated by ref 
erence in its entirety. Note that for embodiments which utilize 
an eUICC 163 and the mutual derivation of a secret shared 
network key K129d, then the use of asymmetric ciphering for 
communicating a symmetric key 127 in a step 1004 may be 
optionally omitted, and each side (i.e. module 101 and a set of 
servers 1010 associated with a wireless network 102) could 
mutually derive the secret shared network key K129d instead 
of sending or receiving a symmetric key 127 across a net 
work. 

0446. At a step 1005, a set of servers 1010 could record 
that the use of a second set of cryptographic parameters 126 
for a module 101 may be preferred. A step 1005 could take 
place earlier in the sequence of message flow illustrated in 
FIG. 10, such as even before a step 1001. An example of the 
case in the previous sentence could be where a set of servers 
1010 needs to initially communicate with a module 101 using 
a “base' set of cryptographic parameters 126 with an initial 
module public key 111b, and after initial secure communica 
tion is established, then the set of servers 1010 could use a 
different set of cryptographic parameters 126 and request that 
the module 101 derive a new set of module PKI keys using the 
different set of cryptographic parameters 126. In another 
embodiment, a relatively long period of time such as several 
years could transpire between a step 1004 and a step 1005 
(with many additional messages not shown in a FIG. 10 
communicated between a module 101 and a server 105 in the 
time between a step 1004 and a step 1005). Over time and for 
various commercial and security needs, a preferred set of 
cryptographic parameters 126 can change. Such as the use of 
longer key lengths, or adoption of new asymmetric ciphering 
algorithms 141a, including the use of new ECC curves. Con 
sequently, in a step 1005, a set of servers 1010 could record a 
second set of cryptographic parameters 126. 
0447. At a step 607 in FIG. 10, a module 101 could receive 
the second set of cryptographic parameters 126 from the set of 
servers 1010. Although not illustrated in FIG. 10, a module 
101 preferably sends a message 208 with the module identity 
110 to the set of servers 1010 after a step 1004 and before a 
step 607, with the result that firewall 104 ports will be tem 
porarily opened and bound so that a server 105 in a set of 
servers 1010 can send a response 209 back to the module 101. 
A step 607 with a response 209 is also depicted and described 
in connection with FIG. 6 and FIG. 7. The terminology 
depicted for a response 209 at a step 607 of “209: 504: ...” 
can refer from left to right as the structure for an exemplary 
response 209 illustrated in FIG. 6, where the response 209 can 
include server encrypted data 504, and the server encrypted 
data can include either (i) a second set of cryptographic 
parameters 126, or (ii) a el JICC profile 311. The second set of 
cryptographic parameters 126 in a response 209 can be 
included in a server encrypted data 504. In this manner, the 
second set of cryptographic parameters 126 can remain con 
fidential and reasonably securely received by a module 101. 
0448. Note that the symmetric key 127, or session key, 
used to cipher the second set of cryptographic parameters 126 
in a step 607 in FIG. 10 could be communicated in a step 1004 
above or a similar step using an asymmetric ciphering algo 
rithm 141a. In an exemplary embodiment, the second set of 
cryptographic parameters 126 in a step 607 in FIG. 10 may 
not be encrypted and can also be sent as plaintext within a 
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response 209. In addition, the set of cryptographic parameters 
126 in a step 607 in FIG.10 may be communicated in the form 
of a reference to a set of cryptographic parameters 126 from 
the use of a set of cryptographic parameters token 126c (and 
thus a name or identity of the set of parameters 126 could be 
communicated instead of the full set of cryptographic param 
eters 126). As contemplated herein, for any reference to a set 
of cryptographic parameters 126 in FIG. 5b through FIG. 10, 
the use of a set of cryptographic parameters token 126c can be 
Substituted for communicating a complete list of crypto 
graphic parameters 126. 
0449 For embodiments where a module 101 uses an 
elJICC 163, a step 607 illustrated in FIG. 10 could comprise 
module 101 receiving a received el JICC profile 311, which 
could also contain the second set of cryptographic parameters 
126. The inclusion of a received eUICC profile 311 within a 
step 607 is also described for a step 607 in connection with 
FIG. 7. The received elJICC profile 311 could be included in 
a server encrypted data 504, and the server encrypted data 504 
could be ciphered using a symmetric key 127 communicated 
in a step 1004. Or, the server encrypted data 504 for a step 607 
could be ciphered with a different symmetric key 127. The set 
of servers 1010 could obtain the received eUICC profile 311 
from an eUICC subscription manager 164. Note that a 
response 209 which includes a received eUICC profile 311 in 
a step 607 in FIG. 10 can utilize a source IP:port number 207 
that is different than a source IP:port number 207 in a 
response 209 in a step 1003 above. In other words, as con 
templated herein, the numeric value for an IP:port number 
207 can change overtime, but a pair of datagrams comprising 
a message 208 and an resulting response 209 can utilize the 
same numeric value for an IP:port number 207. 
0450. At step 1006, a module 101 can send a subset of 
cryptographic parameters 126a, where the Subset of crypto 
graphic parameters 126a can be a Subset of the cryptographic 
parameters 126 received in a step 607. FIG. 1i above illus 
trates an exemplary “handshake' or “negotiation of a set of 
cryptographic parameters 126 between a server 105 and a 
module 101, and the data illustrated in FIG. 1 i can apply to 
step 607 and step 1006 in FIG. 10. Alternatively, the subset of 
cryptographic parameters 126a could be omitted, and the set 
of cryptographic parameters 126 received by a module 101 in 
a step 607 could be specific enough that module 101 does not 
need to select any options within the set of cryptographic 
parameters 126. In this case (where a step 1006 is optionally 
omitted), then a set of cryptographic parameters 126 in a step 
607 could also comprise a Subset of cryptographic parameters 
126a. In addition, the terminology depicted for a message 208 
at a step 1006 of “208:110:403: with Subset 2nd Parameters 
126a can refer from left to right as the structure for an 
exemplary message 208 illustrated in FIG. 6, with a message 
208 containing a module identity 110 and a module encrypted 
data 403, where “Subset 2nd Parameters 126a would be 
inside the module encrypted data 403. 
0451. Other data such as, but not limited to, source and 
destination IP:ports, a datagram packet header, and a check 
sum 603, plus optional channel coding 406 could be included 
in a packet comprising a message 208 sent by module 101 at 
a step 1006 and other messages 208 illustrated in FIG. 10. In 
an exemplary embodiment, the second Subset of crypto 
graphic parameters 126a in a step 1006 in FIG. 10 may not be 
encrypted and can also be sent as plaintext within a message 
208. In general, where the use of encrypted data in the form of 
a module encrypted data 403 or server encrypted data 504 is 
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illustrated in various Figures, including FIG. 10, the present 
invention contemplates that encryption may also be option 
ally omitted at the network layer and application layer and the 
data can be communicated as plaintext in these layers (but 
encryption could be performed at the data-link layer. Such as 
ciphering data over a public wireless network 102). In an 
exemplary embodiment, module 101 can also use forward 
error correction at a step 1006, or other steps illustrated in 
FIG. 10 and related Figures where a module 101 sends data, 
such that a module 101 can send multiple copies of the same 
or equivalent datagram comprising a message 208 in order to 
increase the probability that a server 105 or set of servers 1010 
receives at least one datagram comprising a message 208. 
0452. At a step 709 or a step 316 in FIG. 10, a module 101 
can derive a new module public key 111 and a new module 
private key 112 using the parameters 126 negotiated or com 
municated between steps 607 and 1006. A step 316 in FIG.10 
can include the use of an eUICC 163 for module 101, and a 
step 709 for FIG. 10 can include embodiments that do not 
depend on the presence of an eUICC 163. The use of a step 
709 is depicted and described in connection with FIG. 7 
above. Although the text for a step 709 is depicted in FIG.7 as 
“Module Derives 2nd Public Key 111 and 2nd Private Key 
112 Pair, using 3rd Parameters 126, in the context of FIG.10, 
the second key pair would be derived using the second set of 
parameters 126 negotiated between steps 607 and 1006. In 
other words, the set of cryptographic parameters 126 used for 
a step 709 either in FIG. 7 or FIG. 10 can comprise the most 
recent set of cryptographic parameters communicated 
between a module 101 and a server 105. The module 101 PKI 
key pair resulting from a step 709 could comprise either a 
module PKI key pair that uses either ECC algorithms 154 or 
RSA algorithm 153. The key lengths and other parameters for 
a module 101 to process the module 101 PKI key pairs can be 
specified in the set of cryptographic parameters 126 negoti 
ated or communicated between steps 607 and 1006. 
0453 At a step 709 in FIG. 10, the module 101 could use 
a set of key pair generation algorithms 141e in a set of cryp 
tographic algorithms 141a in order to derive a second module 
private key 112 and a corresponding second module public 
key 111. The first module public key 111 can be previously 
used in a step 1002 and the first module private key 112 can be 
previously used in a step 1004, although these first module 
101 PKI keys could also be used in communication that is not 
shown (i) after a step 1004 within FIG. 10 (such as the case 
where an extended period of time transpired between step 
1004 and step 709 in FIG. 10), and (ii) before a step 709 in 
FIG. 10. A module 101 could determine that new module 101 
PKI keys are preferred or desirable for many reasons before or 
upon a step 709, including the receipt of new cryptographic 
parameters 126 in a step 607, the transfer of ownership or 
control of module 101, the opening of an enclosure for a 
module 101 where the first module private key 112 could be 
compromised, the receipt of a module instruction 502 of 
"derive new keys”, and other reasons exist as well. 
0454. In the embodiments where either (i) an eUICC 163 
is used by a module 101 to record a derived module private 
key 112 and a derived module public key 111, and/or (ii) 
module 101 and a wireless network 102 derive a shared secret 
key network key K129d, a step 316 in FIG.10 could comprise 
the activation of a received el JICC profile 311, or similarly 
the derivation of a module PKI key pair 315 for an activated 
elJICC profile 313. The received el JICC profile 311 activated 
in a step 316 in FIG. 10 could be received by a module 101 in 
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a step 607 above. At a step 316 in FIG. 10, a module 101 could 
use a step 316 as depicted and described in connection with a 
step 316 in FIG.9b, FIG. 7, and FIG. 5b, and FIG. 3b. A 
module 101 could derive a new module private key 112 and a 
new module public key 111 at a step 316 using (i) a set of 
cryptographic algorithms 141, (ii) a set of cryptographic 
parameters 126 or 126a (and the set of cryptographic param 
eters 126a could be recorded in a receiving el JICC profile 311 
being activated in a step 316 in FIG. 10), (iii) a key pair 
generation algorithm 141e, and (iv) a random number gen 
erator 128. The derived module private key 112 and module 
public key 111 could be recorded in memory at a step 316 for 
further processing in additional Subsequent steps. 
0455. At a step 710 within FIG. 10, the module 101 can 
send a message 208 that includes the second module public 
key 111 derived at a step 709. The terminology depicted for a 
message 208 at a step 710 of “208:110:403:2nd 111a:2nd 
111 can refer from left to right as the structure for an exem 
plary message 208 illustrated in FIG. 6, with a message 208 
containing a module identity 110 and a module encrypted 
data 403, where the second module public key identity 111a 
and second module public key 111 could be inside the module 
encrypted data 403. In exemplary embodiments, the module 
public key identity 111a could optionally be omitted in a step 
710 and the data within a message 208 could also optionally 
be sent as plaintext. In the embodiment where module 101 
sends a message 208 with the derived module public key 111 
at a step 710 and also encrypts the module public key 111 in 
a module encrypted data 403, the symmetric key 127 used 
with a symmetric ciphering algorithm 141b could be commu 
nicated between module 101 and a set of servers 1010 in a 
prior communication, such as, but not limited to, the transfers 
of a symmetrickey 127 in a step 1004. Also, although a single 
instance of the transfer of a symmetric key 127 in a step 1004 
is illustrated in FIG. 10, over time multiple different symmet 
ric keys 127 could be communicated between a module 101 
and a set of servers 1010 using a step 1004 or similar secure 
transfer, before module 101 sends the derived, second module 
public key 111 in a step 710. In an exemplary embodiment, 
module 101 could use the most recent symmetric key 127 
communicated between module 101 and a set of servers 1010 
in order to senda module encrypted data 403 with the derived, 
second module public key 111 at a step 710 in FIG. 10. 
0456. As illustrated in FIG. 10, a step 516 from FIG. 5b 
could also be utilized in FIG. 10 for a module 101 to send the 
second module public key 111 or a key K module token 1103. 
In the embodiments where either (i) an eUICC 163 is used by 
a module 101 to record a derived module private key 112 and 
a derived module public key 111, or (ii) module 101 and a 
wireless network 102 derive a shared secret key network key 
K129d, a step 516 in FIG. 10 could comprise the module 101 
sending a key K module token 1103 within a message 208, 
where a key K module token 1103 is depicted and described 
in connection with FIG. 11 below. A key K module token 
1103 could comprise the module public key 111 or could 
comprise other data for a wireless network 102 or MNO 108 
to derive a secret shared network key K129d, using a network 
key K derivation algorithm 1101 illustrated in FIG. 11. 
0457. In an exemplary embodiment, the derived, second 
module public key 111 in a step 709 of FIG. 10 could be sent 
outside the module encrypted data 403 (such as plaintext) in 
a message 208 at a step 710, but module encrypted data 403 
could be used with the message 208 for either (i) sending 
other potentially sensitive data along with the module public 
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key 111, Such as, but not limited to, cryptographic parameters 
126, or (ii) sending encrypted data using a symmetric key 127 
such that a server 105 or set of servers 1010 could verify that 
module 101 has access to the symmetric key 127. Thus, the 
module encrypted data 403 in a message 208 at a step 710 
could be used to authenticate or verify that the module public 
key 111 received in a message 208 properly belongs to a 
module 101 with a module identity 110. In other words, the 
proper processing of a module encrypted data 403 using a 
symmetric key 127 in a message 208 at step 710 can prevent 
imposters or the fraudulent submission of a module public 
key 111 in a step 710. 
0458. Note that a step 710 as depicted and described in 
connection with FIG. 7 includes the authentication of the 
derived, second module public key 111, and a step 710 in FIG. 
10 can also include the steps for a module 101 to authorita 
tively send the derived, second module public key 111. For 
the embodiment where a server 105 uses a first module public 
key 111 (possibly from a step 1002) to authenticate a derived, 
second module public key 111 from a step 710, a server 105 
that did not previously have or record the first module public 
key 111 could use the module identity 110 query other servers 
such as, but not limited to, a shared module database 105k, a 
certificate authority 118, or a mobile network operator 108 in 
order to obtain the first module public key 111 to authenticate 
or verify the derived, second module public key 112 received 
in a step 710. 
0459. The module identity 110 in a message 208 at a step 
710 could be sent as an encrypted module identity 110a, such 
that the module identity 110 is ciphered or obfuscated. A 
module 101 could use a secret ciphering algorithm ciphering 
162 or other techniques such as a symmetric ciphering algo 
rithm 141b in order to send the module identity 110 as an 
encrypted module identity 110a. For and embodiment where 
module 101 sends module identity 110 as an encrypted mod 
ule identity 110a where the encrypted module identity 110a is 
ciphered using a symmetric ciphering algorithm 141b, a key 
such as a symmetric key 127 to encrypt the module identity 
110 into an encrypted module identity 110a could be com 
municated at a prior step such as, but not limited to, a step 
1004. In general, the present invention contemplates that an 
encrypted module identity 110a can be used in place of a 
module identity 110 in Figures where a module 101 is 
depicted and described as sending a module identity 110. 
0460. The message 208 in a step 710 in FIG. 10, as 
received by a server 105 can include a second source IP:port 
210:605 that is different than the first source IP:port in a 
message 208 at a step 1001. The source IP:port 210:605 could 
change reasons including, but not limited to, (i) firewall 104 
operating as a NAT firewall changes port bindings over time, 
(ii) the packets from module 101 to a set of servers 1010 route 
through different firewalls 104 over time, such as module 101 
connecting to different networks 102 over time and a first 
network 102 is used by module 101 in a step 1001 and a 
second network 102 is used by a module 101 in a step 710, and 
(iii) a module 101 could use a different source IP:port number 
204 for a step 1001 and a step 710. The present invention 
contemplates that module 101 can use a different source 
IP:port for sending the various messages 208 depicted and 
described in various Figures throughout the present invention 
(an correspondingly use the different IP:port numbers to 
receive various responses 209 to the message 208). The IP 
address 202 for a module 101 to use in an IP:port number 204 
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can change over time, such as if a module 101 uses different 
networks 102 for sending messages 208 over time. 
0461 Although a message 208 at a step 710 in a FIG. 10 
depicts a module 101 sending the message 208 at a step 710 
to a server 105 within a set of servers 1010, a module 101 can 
send the message 208 at a step 710 to a different server than 
the server 105 illustrated in FIG. 10. In other words, accord 
ing to exemplary embodiments, a module 101 can send any of 
the messages 208 depicted in various Figures to different 
servers 105 over time, and the different servers 105 could 
communicate with other servers 105 such that the multiple 
servers 105 operate in a coordinated manner using a network, 
and the multiple servers 105 could function as a set of servers 
1010. As one example, the first message 208 in a step 1001 
could be sent to a first server 105, and the message 208 in a 
step 710 could be sent to a second server 105. The use of 
different servers 105 for a module 101 to send a message 208 
could be identified by the use of a different destination IP 
address within the message 208. Other possibilities exist as 
well for the use of multiple servers 105 in a set of servers 1010 
without departing from the scope of the present invention. 
0462. At a step 1007, after completing of a step 710 in FIG. 
10, a server 105 or set of servers 1010 can record the new, 
authenticated second module public key 111 with other serv 
ers illustrated. The data recorded by a server 105 could 
include the module identity 110, a module public key identity 
111a, and a second module public key 111, plus an additional, 
optional Subset of cryptographic parameters 126a. The data 
recorded by a server 105 in a step 1007 could be in the form 
of a certificate 122. In this manner, the second module public 
key 111, possibly in the form of a certificate 122, can be made 
available to other servers 105 within a set of servers 1010 over 
time, and the other servers 105 could also use the subset of 
cryptographic parameters 126a in order to securely commu 
nicate with a module 101. The use of a step 1007 could also 
result in the second module public key 111 (with associated 
data such as a certificate 122, module identity 110, module 
public key identity 111a, and a Subset of cryptographic 
parameters 126.a for the second module public key 111) being 
made available to other servers outside of the set of servers 
1010, such as a server 105 belonging to a different MNO 108 
than a MNO 108 operating the set of servers 1010. Note that 
a step 1007 could be optionally omitted, and a set of servers 
1010 could record the second module public key 111 inter 
nally, and the second module public key 111 could also be 
kept confidential and not shared with other servers, thereby 
further increasing the security of a system 100 and other 
systems illustrated herein. 
0463. At a step 1008, after sending a message 208 (which 
could comprise the message 208 in step 710 in FIG. 10, or 
could comprise a different message 208 after a step 710 where 
the different message 208 after a step 710 is not illustrated in 
FIG. 10), module 101 could receive a response 209 that 
includes a second symmetrickey 127 that is ciphered using an 
asymmetric ciphering algorithm 141a. The response 209 in a 
step 1008 could include a server encrypted data 504. The 
server encrypted data 504 in a response 209 for a step 1008 
that includes a second symmetric key 127 could be ciphered 
using the derived, authenticated, second module public key 
111 sent by module 101 in a step 710. At a step 1008 the 
module 101 can decipher the server encrypted data 504 con 
taining the second symmetric key 127 using the derived, 
second module private key 112 and an asymmetric ciphering 
algorithm 141a. A module 101 can use the second subset of 
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cryptographic parameters 126a from a step 1006 with an 
asymmetric ciphering algorithm 141a in order to (i) decrypt 
the server encrypted data 504 received in a step 1008, and (ii) 
read the plaintext second symmetric key 127. An exemplary 
datagram 601 a that includes a symmetric key 127 within an 
encrypted data that uses asymmetric ciphering 141a is illus 
trated in element 701a of FIG. 7 of U.S. patent application 
Ser. No. 14/039,401, filed Sep. 27, 2013 in the name of John 
Nix, which is hereby incorporated by reference in its entirety. 
Note that in a step 1008, although the set of servers 105 are 
illustrated as sending the second symmetric key 127 in a 
response 209, the module 101 could alternatively send the 
second symmetric key 127 in a message 208, where the sec 
ond symmetric key 127 could be within a module encrypted 
data 403 that is ciphered with an asymmetric ciphering algo 
rithm 141a and the server public key 114 and also uses the 
second Subset of cryptographic parameters 126 from a step 
1006. 

0464. In another embodiment, a module 101 and a set of 
servers 1010 could conduct a key exchange such as Diffie 
Hellman, ANSI-X.9.63. 160, or ECDH 159 in a step 1008 
instead of transmitting and/or receiving the full second sym 
metric key 127. The key exchange could involve sending 
numbers or values, possibly including a random number 128a 
or a RAND 912, instead of the actual symmetrickey 127, and 
a key derivation function 141f could be used with the numbers 
or values sent to derive a shared secret key 129b. The shared 
secret key 129b could comprise the second symmetric key 
127 for a step 1008 and a step 1009. As contemplated herein, 
in Figures such as FIG. 10 where a symmetric key 127 is 
illustrated as communicated between two nodes, instead of a 
symmetric key 127 being directly communicated, values for a 
key derivation function 141f could communicated as a proxy 
for the symmetric keys 127 illustrated, and the nodes can use 
the values with a key derivation function 141f to determine 
the symmetric key 127. In other words, in various figures 
illustrated herein, where a symmetric key 127 is illustrated as 
communicated, values to determine a shared symmetric key 
127 could be communicated instead, Such as values input into 
a key derivation function 141 fin order to output a derived 
shared secret key 129b that could comprise a symmetric key 
127. As contemplated herein, the term “establish a symmetric 
key can comprise either (i) sending or receiving the sym 
metric key 127 using an asymmetric ciphering algorithm 
141a and PKI keys, or (ii) sending or receiving data for a key 
derivation function 141f such that a symmetrickey 127 (pos 
sibly in the form of a derived shared key 129b) could be 
determined from the data sent or received for the key deriva 
tion function 141f. 
0465. At a step 1009, a module 101 can send a message 
208 that includes a module encrypted data 403, where the 
module encrypted data 403 is ciphered using the second sym 
metric key 127. The second symmetric key 127 (or values for 
a key derivation function 141f to determine the second sym 
metric key 127) could be sent or received in a prior step 1008. 
The module encrypted data 403 using the second symmetric 
key 127 could include a server instruction 414, sensor data 
305, a timestamp 604, and a security token 401. Security 
token 401 and timestamp 604 can prevent replay attacks. If a 
timestamp 604 is included in a module encrypted data 403, 
then a security token 401 could optionally be omitted in a step 
1009. The message 208 in a step 1009 could contain data for 
a message 208 as depicted and described in connection with 
FIG. 6. The module identity 110 could comprise an encrypted 
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module identity 110a, although the module identity 110 
could also be sent as plaintext or as a session identity Such that 
the session identity (or temporary module identity 110) 
within a message 208 at a step 1009 can change over time but 
also be uniquely associated with a module identity 110 per 
sistently associated with a module 101. 
0466 FIG. 11 
0467 FIG. 11 is a graphical illustration for a module and a 
network to mutually derive a shared secret key K, in accor 
dance with exemplary embodiments. As described in FIG.9b, 
exemplary embodiments of the present invention can utilize a 
combination of an embedded UICC 163 with a module 101’s 
derivation of a module private key 112 and module public key 
111 in order to obtain a shared secret network key K 129d. 
such that shared secret network key K 129d can be utilized 
with existing and/or legacy mobile network operator infra 
structure, including at least one of a plurality of wireless 
networks 102. The shared secret network key K 129d 
depicted and described in this FIG. 11 could comprise the 
shared secret key Kused by a module 101 to authenticate and 
encrypt/decrypt data with a PLMN such as, but not limited to, 
mobile network operator networks of AT&T(R) and Verizon R 
that utilize LTE wireless WAN technology in 2013, and future 
networks as well that utilize a shared secret key K. 
0468. The el JICC 163 in a module 101 illustrated in FIG. 
1c could utilize a plurality of received eUICC profiles 311 in 
order to connect with multiple different wireless networks 
102 without roaming (i.e. use an activated el JICC profile 313 
with a corresponding activated MNO network access creden 
tials 314 for different wireless networks 102 that a module 
101 connects with). An activated eUICC profile 313 could be 
utilized to connect with several different base stations 103 
across a wide geographical area that are associated with the 
same mobile network operator 108. A different connection to 
a second wireless network 102 could be associated with a 
different mobile network operator 108 that utilizes different 
network access credentials 314 for a different activated 
elJICC profile 313. 
0469 As illustrated in FIG. 11, a module 101 could utilize 
a module key K derivation algorithm 909 in order to derive a 
secret shared network key K 129d in order connect and/or 
authenticate with a wireless network 102 operated by a 
mobile network operator 108, and the wireless network 102 
could utilize a network key K derivation algorithm 1101 in 
order to share a common key K and Support communication 
with a module 101. In this manner, a module 101 can utilize 
an eUICC 163 to share a key K with a network 102 without 
requiring (i) the physical distribution of a shared secret key K 
as specified and contemplated in current ETSI standards as of 
2013, such as contemplated in 3GPP TS 33.401 V12.9.0 and 
related standards for a physical SIM or UICC or (ii) the 
electronic distribution of a shared secret key K as contem 
plated in ETSI TS 103383 V12.0.0 and related standards for 
an eUICC. Future modules 101, wireless networks 102, and 
MNOs 108 could incorporate or support the internal deriva 
tion of a secret shared network key K 129d in order for a 
module 101 and a mobile network operator 108 to obtain the 
same shared key K without requiring the electronic transmis 
sion or physical distribution of a shared secret key K. 
0470 A module key K derivation algorithm 909 can com 
prise a series of steps and logic to input at least (i) a derived 
module private key 1102, and (ii) a key Knetwork token 1102 
and output at least a derived secret shared network key K 
129d. The format and/or data for a key K network token 1102 
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as one input into a key derivation function 141f within a 
module key K derivation algorithm 909 can depend on the key 
derivation function 141f and embodiments for a key K net 
work token 1102, which are described below. The secret 
shared network key 129d can be fully compatible with exist 
ing and/or future mobile network standards that utilize a 
shared secret key K, such that module 101 and MNO 108 
could use the mutually derived secret shared network key K 
129d for all necessary steps in order to establish authenticated 
and secured communication with a wireless network 102. 

0471. A subset of the steps for using conventional tech 
nology with a key K in both authentication of a module 101 
and deriving session keys for encryption are depicted and 
described in connection with FIG.9b, including (i) a step 910 
of processing a RES913 in response to a RAND912 received 
by module 101, (ii) a step 911 of deriving a cipher key CK914 
using the RAND 912 and the derived secret shared network 
key K 129d, and also (iii) deriving additional keys using the 
RAND 912 and a key K, such as, but not limited to, values for 
an integrity key (IK), Kasme, Knasenc, Knasint, Kenb, and/or 
Kupenc. In other words, conventional technology contem 
plated using a pre-shared secret key K for the various steps 
listed in the prior sentence, but the present invention contem 
plates using a mutually derived secret shared network key K 
129d in order to perform the same steps (and thus the present 
invention supports widely deployed wireless networks 102 
and also future planned networks that continue to use a key 
K). In the present invention, a derived secret shared network 
key K129d could be used to process orderive additional keys 
using a RAND 912, such as using a step 911 in FIG.9b. The 
derived additional keys could comprise symmetric keys 127 
for use with symmetric ciphering algorithms 141b Such as, 
but not limited to, an AES 155 ciphering. A module 101 could 
also use derived secret shared network key K 129d illustrated 
in a module key K derivation algorithm 909 with future wire 
less networks 102 that utilize different symmetric keys 127 
than those listed above within this paragraph, where the dif 
ferent symmetric keys 127 are also derived from a shared 
secret key K. 
0472. The derived module private key 112 used for input 
by a module 101 in a module key K derivation algorithm 909 
can be derived using a step 515 as depicted and described in 
connection with FIG.5b and/or FIG. 7, or a profile activation 
step 316 as depicted and described in connection with FIG. 
3b, FIG.5b, and/or FIG.7. Module 101 could use at least a set 
of cryptographic algorithms 141, a key pair generation algo 
rithm 141e, a random number generator 128, and a set of 
cryptographic parameters 126 to process orderive the module 
private key 112. Although not illustrated in FIG. 11, module 
101 could also derive a corresponding module public key 111 
as well. The derived module private key 112 could utilize or 
be associated with an RSA algorithm 153 or an ECC algo 
rithm 154, and the use of a set of cryptographic algorithms 
141 for a module private key 112 can be specified in the set of 
cryptographic parameters 126 or a Subset of cryptographic 
parameters 126a. An exemplary set of cryptographic param 
eters 126 and an exemplary Subset of cryptographic param 
eters 126a are depicted and described in connection with FIG. 
1i and additional Figures herein. The Subset of cryptographic 
parameters 126a illustrated in FIG. 11 could comprise a set of 
cryptographic parameters 126. An exemplary set of crypto 
graphic algorithms 141, including a key derivation function 
141?, are depicted and described in connection with FIG. 1d. 
FIG. 1i, and other Figures herein. 
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0473. In exemplary embodiments, including the embodi 
ments illustrated in FIG. 11, the set of cryptographic param 
eters 126 for a key derivation function 141 fin a module key K 
derivation algorithm 909 could be recorded in a received 
elJICC profile 311. Alternatively, the set of cryptographic 
parameters 126 could be recorded in an eUICC 163, or the set 
of cryptographic parameters 126 could be shared between a 
received elJICC profile 311 and an eUICC 163. The set of 
cryptographic algorithms 141, including (i) a key pair gen 
eration algorithms 141e used to process the module private 
key 112 in FIG. 11, and (ii) a key derivation function 141f 
used in algorithm 909 in FIG. 11, could be recorded in an 
elJICC 163, or a module program 101i, or shared between an 
elJICC 163 and a module program 101 i. In exemplary 
embodiments, (i) the set of cryptographic algorithms 141, 
including key pair generation algorithms 141e and key deri 
vation function 141?, (ii) the el JICC 163, (iii) the set of 
cryptographic parameters 126, and (iv) module key K deri 
vation algorithm 909 can be recorded in a nonvolatile 
memory, Such as, but not limited to, a nonvolatile memory 
101 w. In this manner, module 101 can store the algorithms 
and values when the module 101 is in a dormant or powered 
off state. Other possibilities exist as well without departing 
from the scope of the present invention for the use and loca 
tion of a set of cryptographic parameters 126 and a set of 
cryptographic algorithms 141 for (i) deriving a module pri 
vate key 112 for a module 101 and (ii) utilizing a module key 
K derivation algorithm 909, without departing from the scope 
of the present invention. 
0474 As illustrated in FIG. 11, the derived module private 
key 112 and key K network token 1102 can be input into a key 
derivation function 141f. The key derivation function 141f 
can use a Subset of cryptographic parameters 126a and the 
inputs in order to output a derived shared secret key 129b. The 
use and function of a key derivation function 141?, as well as 
a derived shared secret key 129b is also depicted and 
described in connection with FIG. 1d above. A key derivation 
function 141 fin a module key K derivation algorithm 909 
could comprise any of (i) a Diffie-Hellman key exchange, (ii) 
an ANSI-X.9.63 160 key derivation where an ECC algorithm 
is used with derived module private key 112, (iii) an ECDH 
159 key derivation when an ECC algorithm is used with 
derived module private key 112, (iv) an ANSI-X.9.42 key 
derivation, or (v) similar and related algorithms for the deri 
vation of a shared secret key 129b using a private key and a 
Subset of cryptographic parameters 126a. 
0475 For an embodiment illustrated in FIG. 11, a key 
derivation function 141f could use a Diffie-Hellman key 
exchange where the Subset of cryptographic parameters 126a 
includes a multiplicative group of integers modulo p, where p 
is prime, and g is a primitive root mod p. In exemplary 
embodiments, p can be sufficiently large, Such as, but not 
limited to, and exemplary prime number of at least 250 digits, 
and g can be a small number, Such as, but not limited to, the 
number 5. In this embodiment where a key derivation func 
tion 141f within a module key K derivation algorithm 909 
uses a Diffie-Hellman key exchange, the key Knetwork token 
1102 could comprise a value received from network 102 
associated with network private key 165a. In a Diffie-Hell 
man key exchange, key K network token 1102 could com 
prise a value equal to gAb mod p, whereb equals the network 
private key 165a. Key K network token 1102 could be 
received by module 101 from network 102 either (i) after an 
authentication step 907 in FIG.9busing an initial key K325, 
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or (ii) key K network token 1102 could be recorded within a 
received elJICC profile 311 and module 101 could receive 
key K network token 1102 via a system bus 101d. Key K 
network token 1102 could also be received by module 101 in 
other steps as well, such as, but not limited to, a step 519, a 
step 607, and/or a step 707. As noted above in this FIG. 11, the 
Subset of cryptographic parameters 126a of p, g for a Diffie 
Hellman key exchange can also be written to a received 
elJICC profile 311. 
0476 For another embodiment illustrated in FIG. 11, a key 
derivation function 141f could use an ECDH 159 key 
exchange with elliptic curve cryptography, where the Subset 
of cryptographic parameters 126a includes a common base 
point G. An ECDH 159 with common base point G is also 
described in FIG. 1d. For this embodiment of a key derivation 
function 141 fin a module key K derivation algorithm 909, 
module private key 111 and module public key 112 could 
comprise keys processed with an ECC algorithm 154, and 
module 101 could likewise derive the module PKI keys using 
a step 515 or a step 316. Key K network token 1102 could 
comprise a network public key 165b. The network private key 
165a and network public key 165b could also be processed 
with an ECC algorithm 154 using the same or equivalent 
elliptic curve as module PKI keys. Key K network token 1102 
could be received by module 101 from network 102 either (i) 
after an authentication step 907 using initial key K325, or (ii) 
key K network token 1102 could be recorded within a 
received elJICC profile 311 and module 101 could receive 
key K network token 1102 via a system bus 101d. Key K 
network token 1102 could also be received by module 101 in 
other steps as well, such as, but not limited to, a step 519, a 
step 607, and/or a step 707 
0477. Other possibilities exist as well for the use of a key 
derivation function 141 fanda Subset of cryptographic param 
eters 126a within a module key K derivation algorithm 909 
without departing from the scope of the present invention. 
Note a key exchange or a key derivation algorithm 141 fother 
than (i) Diffie Hellman and/or (ii) ECDH 159 could utilize a 
different subset of cryptographic parameters 126a. For 
embodiments where a different algorithm than Diffie Hell 
man or ECDH 159 is utilized for a key derivation function 
141 fin a module key K derivation algorithm 909, then (i) a 
different Subset of cryptographic parameters 126a and (ii) 
different or additional data than that depicted in FIG. 11 could 
be utilized as well. With a different algorithm for a key deri 
Vation function 141 fused in a module key K derivation algo 
rithm 909, in exemplary embodiments the key derivation 
function 141f could utilize as a minimum input of a derived 
module private key 112 and a key K network token 1102. Key 
K network token 1102 for this alternative embodiment could 
represent data for the key derivation function 141f that is 
different than the exemplary values for a key Knetwork token 
1102 described above with Diffi-Hellman or ECDH 159 for 
the key derivation function 141f. 
0478. In an exemplary embodiment, the use of a module 
private key 112 input into a key derivation function 141f 
within a module key K derivation algorithm 909 could be 
optionally omitted, and the derived shared secret key 129b 
within a module key K derivation algorithm 909 could com 
prise a shared secret key 129c processed with a shared secret 
algorithm 141g, using a set of component parameters 101t. As 
noted above in connection with FIG. 1f and FIG. 1g, a shared 
secret key 129c can be derived without input of data from a 
network 102 into the shared secret algorithm 141g, and thus 
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in an exemplary embodiment module 101 could calculate a 
derived shared secret key 129b within a module key K deri 
vation algorithm 909 without inputting data received from 
wireless network 102 into the key derivation function 141f. In 
other words, module 101 could use a shared secret key 129c 
as a derived shared secret key 129b in order to derive a shared 
secret network key K129d without receiving data from wire 
less network 102. An algorithm token 190 for use with a 
shared secret algorithm 141g in a module key K derivation 
algorithm 909 can be included in a subset of cryptographic 
parameters 126a. 
0479. In preferred embodiments, a module key K deriva 
tion algorithm 909 and a network key K derivation algorithm 
1101 can utilize the same or related key derivation functions 
141 fand the same or related Subsets of cryptographic param 
eters 126a in order to obtain the same or equal value for the 
derived shared secret key 129b. In another embodiment, a key 
K network token 1102 for the key derivation function 141f 
that is different than Diffi Hellman or ECDH 159 could com 
prise a shared secret key 129c processed with a shared secret 
algorithm 141g, using a set of component parameters 101t. 
0480. In an exemplary embodiment, module 101 could 
derive a first module private key 112, where the first module 
private key 112 may optionally not be associated with a 
corresponding module public key 111. For this exemplary 
embodiment, module 101 could optionally derive a second 
module private key 112 that is associated with a correspond 
ing module public key 111, and the second module private 
key 112 and corresponding module public key 111 could 
comprise a module PKI key pair 315. The derivation of a 
module PKI key pair 315 could optionally be omitted and still 
utilize the module key K derivation algorithm 909 illustrated 
in FIG. 11. The first module private key 112 that is not 
associated with a corresponding module public key 111 could 
be utilized as the derived module private key 112 input into a 
key derivation function 141f within a module key K deriva 
tion algorithm 909. In this embodiment where the first mod 
ule private key 112that is not associated with a corresponding 
module public key 111 is utilized in a module key K deriva 
tion algorithm 909, then key K module token 1103 below in a 
network key K derivation algorithm 1101 can be data associ 
ated with the first module private key 112 as described in this 
paragraph as opposed to a first module public key 111 (since 
the first module public key 111 can be optionally omitted). 
0481. The output of a key derivation function 141 fin a 
module key K derivation algorithm 909 can be a number 
comprising a derived shared secret key 129b, which is also 
depicted and described in connection with FIG. 1 d and FIG. 
1c. In exemplary embodiments, the use of a key derivation 
function 141f such as, but not limited to, a Diffie Hellman key 
exchange or ECDH 159, can output a key that is a different 
length than a key K for a wireless network 102 (or key Ki for 
use with 3G networks). As currently specified in ETSI/3GPP 
standards for LTE networks, the shared secret key K, (i) 
recorded in a SIM or UICC, and a MNO 108 HSS, and (ii) 
described in 3GPP TS 33.401 V12.9.0 and related standards, 
comprises a random number with a length of 128 bits. The 
length of key K for standards-based wireless networks 102 
may be extended in the future. The use of shared secret key K 
for authentication of a module 101, and also for ciphering and 
data integrity, with a wireless network 102 that implements 
ETSI and/or 3GPP standards is also defined in the specifica 
tions ETSI TS 135 205-209 and related Standards. 
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0482. A key processing algorithm 141i within a module 
key K derivation algorithm 909 can (i) use as input the output 
of the key derivation function 141 fin the form of a derived 
shared secret key 129b, and (ii) transform the derived shared 
secret key 129b into a number that is 128 bits in length (or 
other key lengths for key K supported by wireless network 
102). In an exemplary embodiment, (i) the length of derived 
module private key 112, (ii) the length of parameters 126a. 
and (iii) an algorithm for key derivation function 141 fin a 
module key K derivation algorithm 909 are selected such that 
the length of derived shared secret key 129b can be greater 
than the length of key K specified for wireless network 102. In 
this embodiment, the key processing algorithm 141ican take 
steps to (i) truncate derived shared secret key 129b, (ii) select 
a subset of bits within derived shared secret key 129b, and/or 
(iii) take steps to securely and/or randomly reduce the size of 
derived shared secret key 129b to match the key length of key 
K specified for wireless network 102. In exemplary embodi 
ments, the key processing algorithm 141i within a module key 
K derivation algorithm 909 (or at least cryptographic param 
eters 126 for the key processing algorithm 141i in a module 
key K derivation algorithm 909) can be included in a received 
elJICC profile 311. 
0483 For embodiments where the derived shared secret 
key 129b in a module key K derivation algorithm 909 can be 
less than the key length of key K specified for wireless net 
work 102, then key processing algorithm 141i can perform a 
key lengthening function, such as, but not limited to, using a 
secure hash algorithm 141c with input of at least the derived 
shared secret key 129b. The secure hash algorithm 141c could 
be selected such that the length of output of the secure hash 
algorithm 141c matches the length of key K specified for 
wireless network 102. The secure hash algorithm 141c for use 
in a module key K derivation algorithm 909 could be specified 
in a set of cryptographic parameters 126. Other possibilities 
exist as well for a key processing algorithm 141i to lengthen 
a derived shared secret key 129b without departing from the 
Scope of the present invention. 
0484. In an exemplary embodiment where the length of 
key K specified for wireless network 102 in the future equals 
256 bits, key processing algorithm 141i could comprise an 
SHA-256156 algorithm, such that the output of key process 
ing algorithm 141i comprises a number with 256 bits in 
length, with input using a derived shared secret key 129b that 
could comprise a number less than, equal to, or greater than a 
length of 256 bits, and other possibilities for a key processing 
algorithm 141i exists as well. In exemplary embodiments, 
key processing algorithm 141i includes a secure hash algo 
rithm 141c, such that the derived shared secret key 129b in a 
module key K derivation algorithm 909 is input into the 
secure hash algorithm 141c. Although not illustrated in FIG. 
1 dabove, a key processing algorithm 141i could be included 
in a set of cryptographic algorithms 141. 
0485. As depicted in FIG. 11, the output of key processing 
algorithm 141i within a module key K derivation algorithm 
909 can comprise a shared secret network key K 129d. A 
shared secret network key K 129d is also described in a step 
909 depicted and described in connection with FIG.9b. Upon 
deriving the shared secret network key K 129d, module 101 
could record the value in either an activated eUICC profile 
313 or also possibly a received eUICC profile 311 (where the 
received eUICC profile 311 is not activated) within an eUICC 
163. A wireless network 102 could utilize a network key K 
derivation algorithm 1101 in order to securely obtain the 
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same value for shared secret network key K 129d. Module 
101 and/or an eUICC 163 could then utilize the shared secret 
network key K129d to connect with and/or authenticate with 
a wireless network 102 using the steps 910 and 911 depicted 
and described in connection with FIG. 9b. In exemplary 
embodiments, module 101 and wireless network 102 could 
utilize the shared secret network key K 129d with the algo 
rithms specified in ETSI TS 135205-209, as well as subse 
quent and related standards, in order for module 101 to 
authenticate and/or connect with wireless network 102. Other 
possibilities exist as well without departing from the scope of 
the present invention. 
0486 A network key K derivation algorithm 1101 can be 
used by a wireless network 102 in order to derive a secret 
shared network key K 129d that is the same or equals the 
derived secret shared network key K 129d processed by a 
module 101 using a module key K derivation algorithm 909. 
In this manner, wireless network 102 and module 101 can 
both utilize the same, derived secret shared network key K 
129d for communication. The commonly shared secret 
shared network key K 129d can be used by both module 101 
and wireless network 102/mobile network operator 108 for (i) 
authentication and (i) the Subsequent derivation of additional 
symmetric keys 127, where the additional symmetric keys 
127 could be derived from a key derivation function 141f 
(where a key derivation function 141f would be used to derive 
symmetric keys 127 in the form of derived shared secret keys 
129b in a manner illustrated in FIG. 1d that can be different 
than the use of a key derivation function 141 fillustrated in 
FIG. 11). 
0487. A server 105 as depicted and described in connec 
tion with FIG.1k and FIG.1m could reside in the network for 
a mobile network operator 108, where the wireless network 
102 as illustrated in FIG. 1a could comprise a radio access 
segment for the mobile network operator 108. The server 105 
could also be part of a set of servers 1010, and the set of 
servers 1010 could also be within a network for a mobile 
network operator. The server 105 or set of servers 1010 could 
utilize the components depicted and described in connection 
with FIG. 1 k and FIG.1m in order to process and/or perform 
a network key K derivation algorithm 1101, including using 
(i) a storage 105m to record the key derivation function 141f 
and associated cryptographic parameters 126, (ii) a processor 
105b to perform calculations in order to implement the key 
derivation function 141f. (iii) a system bus 105d in order to 
move data from storage into a RAM 105e for further process 
ing, (iv) a physical interface 105a such as Ethernet to send and 
receive data, and (v) a module database 105k to record a 
network module identity 101b and a shared secret network 
key K 129d for each of a plurality of modules 101 that could 
connect to a wireless network 102. In exemplary embodi 
ments, a home subscriber server (HSS) within an LTE net 
work and Subsequent, related networks including wireless 
networks based on LTE Advanced could operate or process a 
network key K derivation algorithm 1101, and the HSS could 
also function as a server 105 or a set of servers 1010 as 
contemplated herein. 
0488 A network key K derivation algorithm 1101 operat 
ing on a server 105, HSS, and/or set of servers 1010 can 
include a key derivation function 141f and a key processing 
algorithm 141i. The key derivation function 141f within a 
network key K derivation algorithm 1101 can be equivalentor 
the same algorithm as a key derivation function 141 fused 
within a module key K derivation algorithm 909, as depicted 
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and described in connection with this FIG. 11 above. As 
illustrated in FIG. 11, (i) a network private key 165a and (ii) 
a module key K token 1103 can be input into a key derivation 
function 141f within a network key K derivation algorithm 
1101. The key derivation function 141f can use a subset of 
cryptographic parameters 126a and the input in order to out 
put a derived shared secret key 129b. For an embodiment 
illustrated in FIG. 11, a key derivation function 141 fin a 
network key K derivation algorithm 1101 could use a Diffie 
Hellman key exchange where the Subset of cryptographic 
parameters 126a includes a multiplicative group of integers 
modulo p, where p is prime, and g is a primitive root mod p. 
In this embodiment where a key derivation function 141f 
within a network key K derivation algorithm 1101 uses a 
Diffie-Hellman key exchange (or similar key exchange pro 
tocols), the key K module token 1103 could comprise a value 
received from module 101 associated with module private 
key 112. The set of servers 1010 could receive the key K 
module token 1103 in a step 908 in FIG.9b or a step 516 in 
FIG.5b, and other possibilities exist as well for a server 1010 
to receive the key K module token 1103. 
0489. In a Diffie-Hellman key exchange for a key deriva 
tion function 141f within a network key K derivation algo 
rithm 1101, key K module token 1103 could comprise a value 
equal to ga mod p, where a equals the module private key 
112. Key K module token 1103 could be received from mod 
ule 101 after an authentication step 907 using initial key K 
325, and other possibilities exist as well without departing 
from the scope of the present invention. The subset of cryp 
tographic parameters 126a of p. g for a Diffie-Hellman key 
exchange with a module 101 using a network module identity 
101b can also be written to a module database 105k and also 
the received el JICC profile 311. In exemplary embodiments, 
a module database 105k can also recorda plurality of received 
elJICC profiles 311 for a plurality of modules 101, where 
each module 101 uses either module identity 110 or network 
module identity 101b. In exemplary embodiments a different 
Subset of cryptographic parameters 126.a for a key derivation 
function 141 fin a network key K derivation algorithm 1101 
can be used for each module 101 in order to increase security. 
0490 For another embodiment illustrated in FIG. 11, a key 
derivation function 141f could use an ECDH 159 key 
exchange with elliptic curve cryptography, where the Subset 
of cryptographic parameters 126a includes a common base 
point G. For this embodiment where a key derivation function 
141 fin a network key K derivation algorithm 1101 comprises 
an ECDH 159 key exchange, network private key 165a and 
network public key 165b could comprise keys processed with 
an ECC algorithm 154. A server 105 or set of servers 1010 
could derive the network private key 165a and network public 
key 165b using a key pair generation algorithm 141e. Key K 
module token 1103 could comprise a module public key 111, 
where the module private key 112 and module public key 111 
could also be processed with an ECC algorithm 154 using the 
same or elliptic curve as the network PKI keys 165a and 165b. 
Key K module token 1103, in the form of a module public key 
111 with an ECDH 159 for a key derivation function 141 fin 
a network key K derivation algorithm 1101, could be received 
from module 101 after an authentication step 907 using an 
initial key K325. Other possibilities exist as well for the use 
of a key derivation function 141?, key K module token 1103, 
and a Subset of cryptographic parameters 126a both (i) within 
a network key K derivation algorithm 1101 and (ii) to derive 
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a shared secret network key K 129d without departing from 
the scope of the present invention. 
0491. In an exemplary embodiment, the use of a network 
private key 165a input into a key derivation function 141f 
within a network key K derivation algorithm 1101 could be 
optionally omitted, and the derived shared secret key 129b 
within a network key K derivation algorithm 1101 could 
comprise a shared secret key 129c processed with a shared 
secret algorithm 141g, using a set of component parameters 
101t. As noted above in connection with Figure if and FIG. 
1g, a shared secret key 129c can be derived without input of 
data from a module 101 into the shared secret algorithm 141g, 
and thus in an exemplary embodiment MNO 108 could cal 
culate a derived shared secret key 129b within a network key 
K derivation algorithm 1101 without inputting data received 
from module 101 into the key derivation function 141f. In 
other words, MNO 108 (using a server 105) could use a 
shared secret key 129c as a derived shared secret key 129b in 
a network key K derivation algorithm 1101 in order to derive 
a shared secret network key K 129d without receiving data 
from module 101. An algorithm token 190 for use with a 
shared secret algorithm 141g in a network key K derivation 
algorithm 1101 can be included in a subset of cryptographic 
parameters 126a, and the Subset of cryptographic parameters 
126a could be included in the received eUICC profile 311 for 
a module 101. An HSS for a network 102 could process or 
create information for the received eUICC profile 311. As 
depicted and described in connection with FIG. 1f. (i) a server 
105, which could be operated by MNO 108, or (ii) MNO 108 
could calculate shared secret key 129c using component 
parameters 101t for a module 101 with module identity 110 in 
a module database 105k. 

0492 For embodiments that do not use a shared secret key 
129c in a network key K derivation algorithm 1101, the output 
of a key derivation function 141 fin a network key K deriva 
tion algorithm 1101 can be a number or string comprising a 
derived shared secret key 129b, which is also depicted and 
described in connection with FIG. 1d and FIG. 1C. The 
derived shared secret key 129b in a network key K derivation 
algorithm 1101 can be the same or equivalent for a derived 
shared secret key 129b as described in a module key K deri 
vation algorithm 909. The sub-steps and description for a 
derived shared secret key 129b in a module key K derivation 
algorithm 909 can apply for a derived shared secret key 129b 
in a network key K derivation algorithm 1101. 
0493 A key processing algorithm 141i within a network 
key K derivation algorithm 1101 can take the same or equiva 
lent steps as described for a key processing algorithm 141i 
within a module key K derivation algorithm 909 described 
above in this FIG. 11. For embodiments where the derived 
shared secret key 129b can be less than the key length of key 
K specified for wireless network 102, then key processing 
algorithm 141i can perform a key lengthening function, Such 
as, but not limited to, using a secure hash algorithm 141c with 
at least input of the derived shared secret key 129b. The secure 
hash algorithm 141c could be selected such that the length of 
output of the secure hash algorithm 141c matches the length 
of key K specified for wireless network 102. The secure hash 
algorithm 141c for use in a network key K derivation algo 
rithm 1101 could be specified in a set of cryptographic param 
eters 126. For embodiments where the length of derived 
shared secret key 129b in a network key K derivation algo 
rithm 1101 can be greater than the length of key K specified 
for wireless network 102, the key processing algorithm 141i 
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can take steps to (i) truncate derived shared secret key 129b, 
(ii) select a subset of bits within derived shared secret key 
129b, and/or (iii) take steps to securely and/or randomly 
reduce the size of derived shared secret key 129b to match the 
key length of key K specified for wireless network 102. In 
exemplary embodiments, key processing algorithm 141i 
includes a secure hash algorithm 141c, such that the derived 
shared secret key 129b in a network key K derivation algo 
rithm 1101 is input into the secure hash algorithm 141c in 
order to output the secret shared network key K 129d. 
0494. In exemplary embodiments, the key processing 
algorithm 141i for a network key K derivation function 1101 
can take the same or equal value for a derived shared secret 
key 129b in a module key K derivation function 909 and 
output the same or equal value for shared secret network key 
K129d. One difference between a key processing algorithm 
141i for a network key K derivation function 1101 and aa key 
processing algorithm 141i for a module key K derivation 
function 909 is that the a key processing algorithm 141i for a 
network key K derivation function 1101 can optionally 
include logic to detect a “collision', where the shared secret 
network key K 129d may already be used by a different 
module 101 using a different module identity 110 or network 
module identity 110b. In this case of a “collision network 
102 could take steps such as (i) requesting the module 101 
derive a new and different shared secret key 129b (which 
could involve the use of a different random number 128a by 
module 101), or (ii) network 102 could take steps such that the 
same shared secret network key K 129d (in the case of a 
“collision) could be supported by two different modules 101 
using two different module identities 110 or network module 
identities 110b. 

0495. As depicted in FIG. 11, the output of key processing 
algorithm 141i within a network key K derivation algorithm 
1101 can comprise a shared secret network key K 129d. A 
shared secret network key K 129d is also described in a step 
909 depicted and described in connection with FIG.9b. Upon 
deriving the shared secret network key K 129d, MNO 108, 
using a server 105 or set of servers 1010 could record the 
value in within a module database 105k. The module database 
105kcould reside within an HSS or similar servers for an LTE 
and related networks. A module 101 could utilize a module 
key K derivation algorithm 909 in order to securely obtain the 
same value for shared secret network key K 129d. MNO 108 
and wireless network 102 could then utilize the shared secret 
network key K 129d to connect with and/or authenticate a 
module 101 using the steps for a network in steps 910 and 911 
depicted and described in connection with FIG.9b. In exem 
plary embodiments, module 101 and wireless network 102 
could utilize the shared secret network key K 129d with the 
algorithms specified in ETSI TS 135 205-209, as well as 
subsequent and related standards, in order for module 101 to 
authenticate and/or connect with wireless network 102. Other 
possibilities exist as well without departing from the scope of 
the present invention. 

CONCLUSION 

0496 Various exemplary embodiments have been 
described above. Those skilled in the art will understand, 
however, that changes and modifications may be made to 
those examples without departing from the scope of the 
claims. 
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What is claimed is: 
1. A method for a module to derive a secret shared network 

key K, the method comprising the module: 
storing an initial key K in at least one of (i) a universal 

integrated circuit card (UICC) and (ii) an embedded 
universal integrated circuit card (el JICC), wherein the 
module uses the initial key K to authenticate with a 
wireless network; 

deriving a module private key and a module public key, 
wherein the module derives a key K module token using 
the derived module private key: 

sending the module key K token to the wireless network 
after authentication with initial key K: 

deriving the secret shared network key Kusing a key deri 
Vation function and a set of cryptographic parameters, 
wherein the key derivation function uses as input at least 
(i) the derived module private key, (ii) the set of crypto 
graphic parameters, and (iii) a key Knetwork token; and, 

authenticating with the wireless network using the derived 
secret shared network key K. 

2. The method of claim 1, wherein the module derives the 
secret shared network key K before any of (i) authenticating 
with the initial key K, (ii) deriving the module private key, and 
(iii) sending the module key K token. 

3. The method of claim 1, further comprising deriving the 
shared secret network key K using a key processing algo 
rithm, wherein the key processing algorithm (i) includes a 
secure hash algorithm to process a derived shared secret key 
output from the key derivation functions, and (ii) outputs the 
secret shared network key K. 

4. The method of claim 1, further comprising deriving the 
module private key and module public key using an elliptic 
curve cryptography (ECC) algorithm, wherein the key K 
module token comprises the module public key, and wherein 
the key K network token comprises a network public key. 

5. The method of claim 1, further comprising a server 
associated with the wireless network deriving the secret 
shared network key K using the key derivation function, the 
set of cryptographic parameters, and the module key K token. 

6. The method of claim 1, wherein authenticating with the 
wireless network using the derived secret shared network key 
K further comprises (i) sending a network module identity, 
(ii) receiving a random number (RAND), (iii) using the 
RAND, the derived secret shared network key K, and a set of 
cryptographic algorithms to calculate a response (RES), and 
(iv) sending RES to the wireless network. 

7. The method of claim 1, further comprising using the 
elJICC, wherein the el JICC includes a received elJICC pro 
file, and wherein the received el JICC profile includes the set 
of cryptographic parameters, a network module identity, the 
initial key K, and the key K network token. 

8. The method of claim 7, further comprising: 
recording an initial module private key in a nonvolatile 
memory; 

reading a module identity from a protected address; 
sending the module identity to an eUICC subscription 
manager before receiving the eUICC profile; and, 

decrypting the received el JICC profile using the initial 
module private key. 

9. A method for a module to change a shared secret key K 
for authenticating with a wireless network, the method com 
prising the module: 

reading a module identity from a protected address and 
sending the module identity; 
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receiving a profile for (i) an embedded universal integrated 
circuit card (el JICC) and (ii) the module identity, 
wherein the profile includes a network module identity 
and a first key K: 

using the el JICC, the network module identity, and the first 
key K to authenticate with the wireless network, wherein 
the module sends a key K module token to the wireless 
network after authenticating with the first key K: 

receiving a set of cryptographic parameters, wherein the 
module derives a second key K using the set of crypto 
graphic parameters; 

authenticating with the wireless network using the network 
module identity and the derived second key K. 

10. The method of claim 9, further comprising: 
recording an initial module private key in a nonvolatile 
memory; 

sending the module identity to an eUICC subscription 
manager before receiving the eUICC profile; and, 

decrypting the received el JICC profile using an initial 
module private key. 

11. The method of claim 9, wherein authenticating with the 
wireless network using the second key Kfurther comprises (i) 
sending the network module identity, (ii) receiving a random 
number (RAND), (iii) using the RAND, the second key K, 
and a set of cryptographic algorithms to calculate a response 
(RES), and (iv) sending RES to the wireless network. 

12. The method of claim 9, further comprising: 
deriving a module private key and a module public key, 

wherein the module derives the key K module token 
using the derived module private key; and, 

deriving the second key Kusing a key derivation function, 
wherein the key derivation function uses as input (i) the 
derived module private key, (ii) the set of cryptographic 
parameters, and (iii) a key K network token. 

13. The method of claim 12, wherein the module derives 
the module private key using an elliptic curve cryptography 
(ECC) algorithm, wherein the key K module token comprises 
the derived module public key, and wherein the module uses 
a key processing algorithm with the key derivation function to 
derive the second key K. 

14. The method of claim 9, wherein the network module 
identity used with the first key K comprises a first number, 
wherein the network module identity used with the second 
key K comprises a second number, and wherein the first 
number and the second number are equal. 

15. A method for a module to send a sensor measurement, 
the method comprising the module: 
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recording an initial module private key and a module iden 
tity in a nonvolatile memory; 

receiving (i) a set of cryptographic parameters, and (ii) a 
profile for an embedded universal integrated circuit card 
(el JICC), wherein the profile is decrypted using the ini 
tial module private key: 

deriving a module public key and a module private key 
using the set of cryptographic parameters; 

selecting the received profile before authenticating with a 
wireless network; 

sending a message with the derived module public key and 
the module identity, wherein the module authenticates 
using the initial module private key; and, 

sending the sensor measurement in a module encrypted 
data, wherein the module uses the derived module pri 
vate key to encrypt the module encrypted data. 

16. The method of claim 15, wherein the module encrypts 
the module encrypted data using a symmetric key and the 
derived module private key, and further comprising one of: 

(i) receiving the symmetric key, and decrypting the sym 
metric key using the derived module private key, 

(ii) sending the symmetric key with a module digital sig 
nature, wherein the module digital signature is pro 
cessed using the derived module private key, and, 

(iii) deriving the symmetric key from (a) a key derivation 
algorithm, and (b) at least, in part, the derived module 
private key. 

17. The method of claim 15, wherein the module authen 
ticates using the initial module private key and one of (i) a 
message digest, and (ii) a module digital signature processed 
using the initial module private key. 

18. The method of claim 15, further comprising deriving a 
secret shared network key Kusing a key derivation function 
and the set of cryptographic parameters, wherein the key 
derivation function uses as input at least (i) the derived mod 
ule private key, (ii) the set of cryptographic parameters, and 
(iii) a key K network token. 

19. The method of claim 15, further comprising (i) receiv 
ing a response after sending the sensor measurement, and (ii) 
sending a detach message to the wireless network after 
receiving the response. 

20. The method of claim 15, further comprising using (i) a 
first port number for sending the message, and (ii) a second 
port number for receiving a response to the message, wherein 
the first port number and the second port number are equal. 

k k k k k 
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