
llIIlIlllIlIlIllIlIllIllIllIIlIlllIIIlllllIIllIllIlIllIlllIIlIIllllIlIlIIllIIIIIIIIIIIIIII
US 20130227646A1

119) United States
112) Patent Application Publication 110) Pub. No. : US 2013/0227646 A1

Haggerty et al. 143) Pub. Date: Aug. 29, 2013

154) METHODS AND APPARATUS FOR LARGE
SCALE DISTRIBUTION OE ELECTRONIC
ACCESS CLIENTS

171) Applicant: Apple Inc. , (US)

172) Inventors: David Haggerty, San Francisco, CA
1US); Jerrold Hauck, Windermere, FL
1US); Ben Juang, Milpitas, CA 1US); Li
Li, Cupertino, CA 1US); Arun Mathias,
Sunnyvale, CA (US); Kevin
McLaughlin, Mountain View, CA 1US);
Avinash Narasimhan, Cupertino, CA
1US); Chris Sharp, San Jose, CA (US);
Vaid Yousuf, Cupertino, CA (US); Yang
Xiangying, Cupertino, CA 1US)

173) Assignee: Apple Inc. , Cupertino, CA 1US)

121) Appl. No. : 13/767, 593

122) Filed: Feb. 14, 2013

151) Int. Cl.
H04H'12/06

152) U.S. Cl.
CPC ................
USPC

12006.01)

... H04H'12/06 12013.01)

................ 726/3; 713/156

157) ABSTRACT

Methods and apparatus for large scale distribution of elec-
tronic access control clients. In one aspect, a tiered security
software protocol is disclosed. In one exemplary embodi-
ment, a server electronic Universal Integrated Circuit Card
1eUICC) and client eUICC software comprise a so-called
"stack" of software layers. Each software layer is responsible
for a set of hierarchical functions which are negotiated with
its corresponding peer software layer. The tiered security
software protocol is configured for large scale distribution of
electronic Subscriber Identity Modules 1eSIMs)

Related U.S.Application Data

160) Provisional application No. 61/598, 819, filed on Feb.
14, 2012.

Publication Classification

NATIVE

Apps

SECURITY DOMAIN N

SECURITY DOMAIN 1

SECURITY DOMAIN (ISD)

Appl AppN

GLOBAL PLATFORM

OTHER Apps

NAA Appn

NAA Appl

OTA

(RFM/RAM/Bll'/

SCVItS/SCPBD)

JAVA

(JCRE/JCVM/JAVA APls) ETSI APIs

OPERATING SYSTEM

CHIP

Petitioner Samsung Ex-1012, 0001



Patent Application Publication Aug. 29, 2013 Sheet 1 of 16 US 2013/0227646 A1

5
CL

CIC

I
CD

Petitioner Samsung Ex-1012, 0002



Patent Application Publication Aug. 29, 2013 Sheet 2 of 16 US 2013/0227646 A1

DF Security

EFeSIM Dir EFcsn

DFepcf EFeUICCcert EFsL I cert EFsL2cert

SDFiccid I EFsL3cert EFOEMcert

EF dir EFarr EFiccid

DFprofile

EFname

DFppct

EFtype

EFsysvermin

DFcodes

EFnvmin EFrammin EFnvrsvd EFramrsvd

EFgPinl/gPuk I EFgPin8/gPuk8

EFuPin/uPuk EFadminl EFadminl 0

EFotal

DFtelecom

ADFusim

EFotal 6

EFopc EFauthpar EFalgld EFsqn

SDFiccid2

SDFiccid3

EFk EFlpinl/lpuk1 EFlpin8/Ipuk8

Petitioner Samsung Ex-1012, 0003



Patent Application Publication Aug. 29, 2013 Sheet 3 of 16 US 2013/0227646 A1

CREATION

INITIALIZE

INITIALISATION

INSTALLED

TERMINATED.

TERMINATED DEACTIVATED

DESELECTED SELECTED

ACTIVATED

Petitioner Samsung Ex-1012, 0004



Patent Application Publication Aug. 29, 2013 Sheet 4 of 16 US 2013/0227646 A1

INSTALL eSIM

INSTALLED

SELECT THE eSIM eSIM DESELECTED

SELECTED

PCF CHANGE

PCF CHANGE PCF CHANGE

LOCKED

EXPORT THE eSIM
EXPORTED

DELETE THE eSIM

DELETE THE eSIM

Petitioner Samsung Ex-1012, 0005



Patent Application Publication Aug. 29, 2013 Sheet 5 of 16 US 2013/0227646 A1

Petitioner Samsung Ex-1012, 0006



Patent Application Publication Aug. 29, 2013 Sheet 6 of 16 US 2013/0227646 A1

CLIENT SIDE SERVER SIDE

L3

Petitioner Samsung Ex-1012, 0007



Patent Application Publication Aug. 29, 2013 Sheet 7 of 16 US 2013/0227646 A1

~ CD
CC CCI

CL

CL

ICC
CD
CL.
I—
CIC

I

CCI

~ CIC~LLJ CC

aC CD ~~

Ci
I CI

LLJ

~~ Cg

I

CCI

I

w CD CIC

I

~ LLJ

LLJ CIC

LJJ ~

I

I

CD

I
CL

Petitioner Samsung Ex-1012, 0008



Patent Application Publication Aug. 29, 2013 Sheet 8 of 16 US 2013/0227646 A1

APPLE ROOT CA

APPLE eUICC CA
APPLE SECURE BOOT

CA

FACTORY REFURB

FACTORY REFURB

SERVER

ACTIVATION PCF

SERVER

Petitioner Samsung Ex-1012, 0009



Patent Application Publication Aug. 29, 2013 Sheet 9 of 16 US 2013/0227646 A1

eUICC DN DEVICE

CLIENT: CLIENT:. . . SERVER: SERVER:

PROFILELOCKER(LI) PROFILEAOENT(L2)
ClIENTL3 CLIENT BROKER SERVER, BROKER(L3}

PRDFILEAQENT(L2) PROFILEIOCKER(l])

I I (L3 CURRENT} I l

I Sjjjljjljljljjl)jljjll' , PRO fllfQ Pill II!I!IN)lf0 10fNTIIY NAPI

) PRDIIIIUPTFOIIS
,

'

IFNVER UIII VERIFY (3 fxll)TING

CNFAIESFSSIOB(PNOFTIE DPIION, CURRfNTIIDlf, IIHV IMTC OlfRATIDIII NPfl
I AN)l I3 UUP UITII Xr( PARTY

(RfAlf5ESSIDNIPROflifOPIIIIN, OPfRAIIOIIIYPf)
,
'

IBITDUZESESIIGN
,

'

I
Srlllolarallrsl IFSSIBaBEGGFSI (SFSSTBNNIQUFST)

I I I

VfRlfi! fSIIOIII\ESIONREQUESI)

,

'

SESSIVBRESPGBS( SIGNfllf55IONRESPONSf

'

PRIPAREPRDFIIFQPIPAUOBRIRGEITISTISIOU Qfllolllf)

PREPARFPNBTi(FGPUUUOBREUBFSI(SET!FRONT!PUB!I)

VIRIIYSFSSIONISFSSIOB RT5PONSf)

CRFATECHALLENOE(SESSION RESPONSE),
'

,'PROFILEL20PERATIONBLDB

CREATEL30PERATION8 LOB

PROFILEL30PERATIONBLOB, PROFILEl20F'ERATIONBLOB

PREFORMPROFILEOPERATION(PROFILEL20PERATION BLOB, PROFILEL30PERATIONBLOB)

VERIFVREQUEST(),
'

PREFORMPROFILEOPERATION fPROFILE L2 REQUEST BLDB)

VERIFVREQUEST(),
'

BATCHDESCRIPTOR ~ CHECKOPROFIIE(}

,
BATCHDESCRIPTOR,

PERSONALIZEPROFILE(PROFILE REQUEST BLOB) PROF)II

(NEAT(IXOUBFN(l

Golllllllf(BAT(ll BFSCRIPIGRIG)

PRBCUSI3GUNfRIIX BUNfR)' PRDFIIE

, ILIlMJllllF5IIIQ

PRO(ESSIAICHQfl(RIPIBQIBAT(ORES(I)PION)

PRG(FSSBAICHGISCQIPFORIBATCB BESCRIPIDQ)

VfRIFVCHAIIIBGf(l

ROFTLEACCEPTED,
PROFILEA

THE PROFILE OWNERSHIP IS
INSTALLPROFILE(PROFILE PROFIIE HASH}'

IMSEFRRFO, GFIBE (IIAI(fRGf

Il)STAIIPIIOfl(UP)llllrf PIIOUIE BASB)

'
IBOAIIPNOFII fPRDEIIf, PIIDfllf I)ASH)

(PROEIIIOPfRATIDH)lfSUIT

IPROFILEOPERATIDNLESULT

IPROFILEOPERATIONRESULT

PIIDEII(olfRATION PROUIf DlfRATIOII IF!BIT)

PRI)lliflllfQATIGBIPRAFI(f OPIRATIOII RE!BIT)
'

Fm. 9
'

Petitioner Samsung Ex-1012, 0010



Patent Application Publication Aug. 29, 2013 Sheet 10 of 16 US 2013/0227646 A1

DELIVER COLD SIM TO DEVICE (PRE REQ: BROKER URL)= STEP { (IN fACIRY)= CREATE CHALLENGE ANO SHARE WITH BROKER

eUICCOH DE

CU NT; CLIEHT:. . . SERVER: SERVER:

PROFILELOCKER(LI) PROF( EAGEHT(L2)
CLIENT3 CLIENTBROKER SERVER;BROKER(L3)

PROFILEAGEHT(L2) PROFILE gER((1)

GETIDENTITYMAP(L3CURREHT L3NEXT)

,il,l I,lllllil I lllllllltl I lt IIIIIIIIIIII
tlttririil ~ llllllltliii Oiiiiiiriiit I gltltrilrll,

(REIT(SESSION (PllllfllfDPIIONI,

SfSSIOIIREIIUf(T
'

SESSIDNRTUUflT 'INITIA(llflf(SIR(I SESS(ORATOR(ST)

IlfRIIISfll(OII(I

,'UIRIITSTSSIOR STSSIONIIEDUEST(

,'SESS(DURE(POISE (SIUNfDIIISIDIIRfSPOIISf

I PREPAREPROfILEOPERATIOHREQUEST(SESSIOHRESPONSE)

PRIPARfPIIOf Elf(ITERATION RIDOE~TISfEION II fSPD((Sf ( (

VERIFYSESSIOH(SESSION RESPONSE)

CREATECHALLEHGE(SESSION RESPONSE) ,
'

I PROFILEL20PERATIOII BLOB

CREATEL3PROFILEOPERATION BLOB()

PROFILE L30PERATIONBLOB, PROFILEL20PERATION BLOB

PERFORMPROFILEOPERATION(PROFIlEL20PERATIONBLOB PROFILEL30PERATIOIPBLOB)

VERIFY REQUEST()l

PERFOIIPROFILEOPERATION(PROFILEL2REQUEST BLOB)

EHTERCOOEPROFIgEPOSTPOHEO,
VERIFYREQUEST(]l

ENTERCODEPROFIlE POSTPONED I
I CHALLENGE(5 SEHTTHROUGH A

I I
I FEED TO DISTRIBUTION CENTER

(TO FIGURE 108)

Petitioner Samsung Ex-1012, 0011



Patent Application Publication Aug. 29, 2013 Sheet 11 of 16 US 2013/0227646 A1

eUICCONDEVICE

CFROAA FIGURE I OA)

DELIVER COLDSIMTO DEVI(E(PRE PERSONALIZE](PRE PER50HALIZE](PREREQ, BROKER DIN STEP 2

AP DISTRIBUTIOH CEHIER

PREPAREPROFILEOPERATIONREQUEST(DEVI(E UNIOUEID, OPERATIOHTYPE)

MIIIIOIIIIII(f)frtl((HO[HO(O)

I
GPROFILEl20PERAT]OHBLOB

NEATEL3PROFILEOPERAITONBLOB() G

PERFORMPROFILEOPERATION(PROFILE (20PERAITOH BLOB, PROf]LEl30PERATIOHBLOB)

VERIfYREUUESI()

I(of(foot[![fr[of(H)RRHNC[trfrfflllllllllllfl

glroolrooorl
'

BAT(HDESCRIPTOR Ig CHECKOUTPROFTLEO

I BATCHDESCRIPTOR, I

I I ,
'UDDER

(REATEL30WNERIX

PHH([t!Rft(Oft((r)IIHO)fff(HG(r(OOHH)
,
'p(RIH)NOI(PRON[()IHHRI(H(HHH)ftfr)p(HI[O

ALl STEPS THROUGH HEREARE PERFORMED

BY fACTORY BROKER WITHDEVICE POWERED Off

llllp[rtfrfrf IO(R lllll(t lllllllll HH (ll)HO~OOIHI[RGHIRR(ft, I )IO))

'SIGNEDIDEIIIITYM(L'GETPROFILEOPIIONS(SIGHEDIDEHTIIY MAP)

'

PROFILEOPTIOH5

I(RIG[Oft[HO(I(H)NH()rft(Oft[(f[O(r)
ICICHOO(OIIICIBOH[ Of(r

lll)[lf(IO(Ill(it(l
[IIHOII(l

PROF]CIA(CEPTED

THE PROFILEOVINEKSHIPIS ------
GEIPROFILE(BATCHDE5(RIPTORLD)

TRANSFERRED DELETE CHAllENGE I PROFILE

[oolllplltl)Oplopli[ llplfl(HI!)l) [NIIII[I (HI(I(IIR)llll[ I(GHC(lllllll

INC!NOIR(HI()PIHHH, I(Ill[if III!)!l

I

p(H!!Crl~p(OOH(f[lf(t IROIIC[fprflffff[lftt IC)prll)lllllf(OH()pffr)([Opt((O frtill[

l(CINHI)t[IIRNHH [Ilrlll[llllfIll)Ill)fr[Oft)

CLTENTL3 CUENTBROKER FACTOR L2

f Cl ' SE VEIL SERVER: SERVER

PROF(CLIO(KER(LT) PROFILEAGENI(L2]

' ' '

BROKER(L3] BROKER(U) PROFILEAGEHT(l2) PROfILELOCKER(LI)

Petitioner Samsung Ex-1012, 0012



Patent Application Publication Aug. 29, 2013 Sheet 12 of 16 US 2013/0227646 A1

CLIENT: CLIENT: SERVER: SERVER:

PROFILELOCKER(LI) PROFILEAGENT(L2)
'"'"':""'"(") '""" "'"'("}

PROFILEAGEHT(Li} PROFILELOCKER(LI)

I IDENTHITYMAP(L3 SIGHEDIDEHTITYMAP I

~GEIPROFIIEOPTIDMS SIGNER)DENT))THAI) I

I PROFILEOPTIONS

CRIATESESSIONIPROFIIEDPTIOH, OPERAIIOMTYPE)

SESSIONRfllUEST '

IUIYIAIIZESISSIOM (SESSIOHREQUESI)

I YTNIFYSFSSION(l'

,'YERIFYSESS)00(SESSION REQUEST(

PREPANTPROFIIEUPEOATEDNNEUUEI~I SESS)DURE(POD(I)

'
SESSIIIHRtSPO(fSE ( SIGHEDSESSIOHRtSPON(f

VERIFYSESSIONCREATECHALLEN GE(REMOTEBROKER)~
PROFILEi20PERATIONBLOB

CRFATEL3PROFILEOPERATIONBLOB(}

PERSONALIZEPROFILE(PROFILEL20PERATIONBLOB, PROFILEL30PERATIONBLOB)

VERIFYREQUEST()
I'

PERSDNAIIZEPROF)ltfPROFIIIIEOPERAIIOIIDIOI)

PYERIFYIEQNESIOl

IATCHDESCRIPTOR ~
,

IATCHOESCRIPTOR,
-- ---

CHtCROUTPIIOFIIEI)
'

LB "
CIIEATELIONIIER(l, '

PROCtSSBATCHDESCRIPTDII(IATCHDtSCRIPIOR)
~([((FYLIDQNII

PERSDIIAIIZIPROFIIE(PIIOFILt)IE)ll(ESTBLOBIPROFIIE

I II TIAIESFORtACIIPIIOFIIE

VERIFYCHALLENGE() 7

PERSONAL)EFFORT!LE(PROFIIEREQUESTHLON)PROFILE9"5""WNERSHIPIS,
G ~PIOF)lt „,„„„',„,„„,

f

INSFAILPNOFILE(PROFILEI), NATCH DESCRIPIORLD(l)
~-------- —

,

'

IMSTAIIPIIOFILE(PROtlLE, PROf(IE HASH)

PQQIFIIEIIISIALIRFSULT

( HTIMESFOREACHPROFILE

'

IN STALL PROFILE(PROFILE, PROFIIEHASN)

PROF!LEQPERAFTDUOESNLI PRDFILEDPENAIIOMRESUIT

ACKPROFILEOPERATION(PROFILEOPERATIONRESULT)

,~~ACMPROFIIEOPERAT DN(PRQFILEOPERAIIONRESULT)

f

Petitioner Samsung Ex-1012, 0013



Patent Application Publication Aug. 29, 2013 Sheet 13 of 16 US 2013/0227646 A1

NETWORK

INTERFACE

1202

PRO(ESSOR
1204

STRORAGE
1206

Petitioner Samsung Ex-1012, 0014



Patent Application Publication Aug. 29, 2013 Sheet 14 of 16 US 2013/0227646 A1

NHWORK

INTERFACE

I302

PROCESSOR
I304

STRORAGE
l30t3

F&G. 13 + 1300

Petitioner Samsung Ex-1012, 0015



Patent Application Publication Aug. 29, 2013 Sheet 15 of 16 US 2013/0227646 A1

WIRELESS INT
1406 1408

PROCESSOR

1402

SECURE

ELEM.

1410

MEMORY l404

Petitioner Samsung Ex-1012, 0016



Patent Application Publication Aug. 29, 2013 Sheet 16 of 16 US 2013/0227646 A1

START

ESTABLISH OWNERSHIP
1502

PREVIOUSLY DUPLICATED'

1504

ENCRYPT ACCESS CLIENT

TRANSFER ACCESS CLIENT
1508

Petitioner Samsung Ex-1012, 0017



US 2013/0227646 A1 Aug. 29, 2013

METHODS AND APPARATUS FOR LARGE
SCALE DISTRIBUTION OF ELECTRONIC

ACCESS CLIENTS

PRIORITY AND RELATED APPLICATIONS

[0001] This application Claims priority to U.S.Provisional
Patent Application Ser. No. 61/598, 819 filed Feb. 14, 2012
and entitled "METHODS AND APPARATUS FOR LARGE
SCALE DISTRIBUTIONOF ELECTRONICACCESS CLI-
ENTS", which is incorporated herein by reference in its
entirety.
[0002] This application is related to co-owned, co-pending
U.S. Provisional Patent Application Ser. Nos. 61/479, 319
filed on Apr. 26, 2011,and entitled "ELECTRONIC ACCESS
CLIENT DISTRIBUTION APPARATUS AND METH-
ODS", 61/483, 582 filed on May 6, 2011, and entitled
"METHODS AND APPARATUS FOR PROVIDING MAN-
AGEMENT CAPABILITIES FOR ACCESS CONTROL
CLIENTS", and co-owned, co-pending U.S. Patent Applica-
tion Serial Nos. 13/095,716 filed on Apr. 27, 2011, and
entitled "APPARATUS AND METHODS FOR DISTRIB-
UTING AND STORING ELECTRONIC ACCESS CLI-
ENTS", Ser. No. 13/080, 558 filed on Apr. 5, 2011, and
entitled "APPARATUS AND METHODS FOR CONTROL-
LING DISTRIBUTION OF ELECTRONIC ACCESS CLI-
ENTS", Ser. No. 12/952, 082 filed on Nov. 22, 2010 and
entitled "WIRELESS NETWORK AUTHENTICATION
APPARATUS AND METHODS", 12/952, 089 filed on Nov.
22, 2010 and entitled "APPARATUS AND METHODS FOR
PROVISIONING SUBSCRIBER IDENTITY DATA IN A
WIRELESS NETWORK", Ser. 13/183,023 filed on Jul. 14,
2011 and entitled "VIRTUAL SUBSCRIBER IDENTITY
MODULE DISTRIBUTION SYSTEM", and Ser. 12/353,
227 filed on Jan. 13, 2009, and entitled "POSTPONED CAR-
RIER CONFIGURATION", 13/093,722 filed on Apr. 25,
2011, and entitled "APPARATUS AND METHODS FOR
STORING ELECTRONIC ACCESS CLIENTS", Ser.
13/109,851 filed on May 17, 2011 and entitled "METHODS
AND APPARATUS FOR ACCESS CONTROL CLIENT
ASSISTED ROAMING", Ser. No. 13/079, 614 filed on Apr.
4, 2011 and entitled "MANAGEMENT SYSTEMS FOR
MULTIPLE ACCESS CONTROL ENTITIES", Ser. No.
13/111,801 filed on May 19, 2011 and entitled "METHODS
AND APPARATUS FOR DELIVERING ELECTRONIC
IDENTIFICATION COMPONENTS OVER A WIRELESS
NETWORK", 13/080, 521 filed on Apr. 5, 2011 and entitled
"METHODS AND APPARATUS FOR STORAGE AND
EXECUTION OF ACCESS CONTROL CLIENTS", Ser.
No. 13/078, 811 filed on Apr. 1, 2011 and entitled "ACCESS
DATA PROVISIONING APPARATUS AND METHODS",
Ser. No. 13/287, 874 filed on Nov. 2, 2011 and entitled
"METHODS AND APPARATUS FOR ACCESS DATA
RECOVERY FROM A MALFUNCTIONING DEVICE",
Ser. No. 13/080, 533 filed onApr. 5, 2011 and entitled "SIMU-
LACRUM OF PHYSICAL SECURITY DEVICE AND
METHODS", and Ser. No. 13/294, 631 filed on Nov. 11,2011
and entitled "APPARATUS AND METHODS FOR RECOR-
DATION OF DEVICE HISTORY ACROSS MULTIPLE
SOFTWARE EMULATION", each of the foregoing being
incorporated herein by reference in its entirety.

COPYRIGHT
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sure, as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever.

BACKGROUND

[0004] 1.Technological Field
[0005] The present disclosure relates generally to the field
ofwireless communication and data networks. More particu-
larly, the invention is directed to, inter alia, methods and
apparatus for large scale distribution of electronic access
control clients.
[0006] 2. Description of Related Art
[0007] Access control is required for secure communica-
tion in most prior art wireless radio communication systems.
As an example, one simple access control scheme might
comprise: (i) verifying the identity ofa communicating party,
and (ii) granting a level of access commensurate with the
verified identity. Within the context of an exemplary cellular
system (e.g. , Universal Mobile Telecommunications System
(UMTS)), access control is governed by an access control
client, referred to as a Universal Subscriber
[0008] Identity Module (USIM) executing on a physical
Universal Integrated Circuit Card (UICC) (also referred to as
a "SIM card"). The USIM access control client authenticates
the subscriber to the UMTS cellular network. After successful
authentication, the subscriber is allowed access to the cellular
network. As used hereinafter, the term "access control client"
refers generally to a logical entity, either embodied within
hardware or software, suited for controlling access of a first
device to a network. Common examples of access control
clients include the aforementioned USIM, CDMA Subscriber
Identification Modules (CSIM), IP Multimedia Services
Identity Module (ISIM), Subscriber Identity Modules (SIM),
Removable User Identity Modules (RUIM), etc.
[0009] Prior SIMcardbased approaches suffer fromanum-
ber of disabilities. For instance, traditional UICCs support
only a single USIM (or more generally "SIM")access control
client. If a user wants to authenticate to a cellular network
using a different SIM, the user must physically exchange the
SIM card in the device with a different SIM card. Some
devices have been designed to house two SIM cards at the
same time (Dual-SIM phones); however, such Dual-SIM
phones do not address the fundamental physical limitations of
SIM card devices. For example, information stored within
one SIM card cannot be easily consolidated with information
stored within another SIM card. Existing Dual-SIM devices
cannot access the contents ofboth SIM cards simultaneously.

[0010] Moreover, accessing a SIM card requires a percep-
tible amount of time for the user; switching between SIM
cards to transfer information is undesirable, and is present in
both traditional and Dual-SIM devices.
[0011] Additionally, existing SIM card issuers and activa-
tion entities are generally network-specific, and not ubiqui-
tous for different users in different networks. Specifically, a
given user within a given network must activate their phone or
obtain replacement SIM cards from a very specific entity
authorized to issue the SIM. This can greatly restrict a user's
ability to rapidly obtain a valid access privilege, such as when
roaming across other networks, replacing their phone, etc.
[0012] More recently, electronic SIMs (so-called eSIMs)
have been developed, such as by the Assignee hereof. These
electronic SIMs provide enhanced flexibility in terms of
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changeout with another eSIM, transfer to another device, etc.
However, existing network infrastructure for distribution and
activation of SIMs has not kept pace with these advances, and
hence

[0013] Accordingly, new solutions and infrastructure are
needed to leverage the enhanced flexibility provided by elec-
tronic access clients (e.g. , eSIMs), and to support secure and
ubiquitous distribution thereof.

SUMMARY

[0014] The present disclosure provides, inter alia, for large
scale distribution of electronic access control clients.

[0015] Firstly, a method for large scale distribution of elec-
tronic access control clients is disclosed. In one exemplary
embodiment, the method includes: establishing ownership of
one or more electronic access control clients; determining if
one or more electronic access control clients have not been
previously duplicated; encrypting the one or more electronic
access control clients for transfer to a second device; and
exchanging the encrypted one or more electronic access con-
trol clients.

[0016] An apparatus for large scale distribution of elec-
tronic access control clients is also disclosed. In one exem-
plary embodiment, the apparatus includes: a processor; and a
non-transitory computer-readable medium that includes
instructions which when executed by the processor: establish
ownership of one or more electronic access control clients;
determine if one or more electronic access control clients
have not been previously duplicated; encrypt the one or more
electronic access control clients for transfer to a second
device; and exchange the encrypted one or more electronic
access control clients.

[0017] A mobile device for transacting an electronic access
control client is further disclosed. In one embodiment, the
device includes: a wireless interface configured to communi-
cate with a wireless network; a processor in data communi-
cation with the interface; and a secure element in data com-
munication with the interface. In one variant, the secure
element includes: a secure processor; secure storage in data
communication with the secure processor and having a plu-
rality of access control clients useful for authentication with
at least the network stored thereon; and logic in data commu-
nication with the secure processor, the logic configured to
store, access, and transfer to or from the apparatus the plural-
ity of access control clients; and user interface logic in com-
munication with at least the secure element and configured to
enable a user of the apparatus to select one of the stored
plurality access control clients, and authenticate the appara-
tus to the network so as to enable communication therewith.

[001S] A wireless system is also disclosed.

[0019] Additionally, a computer readable apparatus is dis-
closed. In one embodiment, the apparatus includes a storage
medium having a computer program disposed thereon, the
program configured to, when executed: distribute electronic
access control clients.

[0020] Additionally, a network architecture for providing
wireless mobile devices with electronic access clients is dis-
closed. In one embodiment, the architecture includes: a plu-
rality of brokers; and a plurality of manufacturers in data
communication with the plurality ofbrokers. In one variant, a
given user mobile device may be serviced by multiple ones of
the brokers; and any one of the brokers may order electronic
access clients from one or more of the manufacturers.

[0021] Apparatus for providing electronic access clients to
one or more mobile devices, is also disclosed. In one embodi-
ment, the apparatus includes: at least one processor: and first
logic in data communication with the at least one processor,
the first logic configured to cause the apparatus to perform
encryption and decryption ofan access client; second logic in
data communication with the at least one processor, the sec-
ond logic configured to cause the apparatus to ensure that the
access client is not duplicated; and third logic in data com-
munication with the at least one processor, the third logic
configured to cause the apparatus to establish at least one of
trust, ownership, and/or verification of a user of the access
client.
[0022] An electronic access control client revocation pro-
cedure is further disclosed. In one embodiment, the procedure
includes: determining if a signing certificate authority that
issued a certificate is compromised, the certificate associated
with one or more devices storing the certificate; determining
at the one or more devices a certificate service request created
when an initial request for the certificate was created; request-
ing a new certificate using the determined certificate service
request; and issuing a new certificate based on the requesting.
In one variant, the one or more devices can use a previous
used private key as part of the requesting, and the new cer-
tificate is issued containing a previous public key correspond-
ing to the previous private key.
[0023] Other features and advantages will immediately be
recognized by persons of ordinary skill in the art with refer-
ence to the attached drawings and detailed description of
exemplary embodiments as given below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] FIG. 1 is a logical block diagram of one exemplary
electronic Universal Integrated Circuit Card (eUICC) useful
in conjunction with various aspects of the present disclosure.
FIG. 2 is a logical block diagram ofone exemplary electronic
Subscriber Identity
[0025] Module (eSIM) directory structure useful in con-
junction with various aspects of the present disclosure.
[0026] FIG. 3 is a logical block diagram representing one
exemplary state machine for Subscriber Identity Module
(SIM) Dedicated Files (SDF) useful in conjunction with vari-
ous aspects of the present disclosure.
[0027] FIG. 4 is a logical block diagram representing one
exemplary state machine for eSIM operation useful in con-
junction with various aspects of the present disclosure.
[002S] FIG. 5 is a graphical representation of one exem-
plary eSIM broker network useful with various embodiments
of the present disclosure.
[0029] FIG. 6 is a logical block diagram of one exemplary
tiered security protocol useful with various embodiments of
the present disclosure.
[0030] FIG. 7 is a graphical representation of one exem-

plary data structure comprising three (3) pieces, useful in
conjunction with various aspects of the present disclosure.
[0031] FIG. S is a graphical representation of one exem-

plary OEM certificate hierarchy, useful in conjunction with
various aspects of the present disclosure.
[0032] FIG. 9 is a logical flow diagram illustrating one
exemplary logical sequence for delivering an eSIM to a
device without personalization.

[0033] FIG. 10 is a logical flow diagram illustrating one
exemplary logical sequence for delivering an eSIM to a
device with pre-personalization.
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[0034] FIG. 11 is a logical flow diagram illustrating one
exemplary logical sequence for delivering a batch ofeSIMs to
a device.
[0035] FIG. 12 is a logical representation of an electronic
Universal Integrated Circuit Card (eUICC) apparatus.

[0036] FIG. 13 is a logical representation of an electronic
Subscriber Identification Module (eSIM) depot apparatus.

[0037] FIG. 14 is a logical flow diagram illustrating one
exemplary user apparatus.

[003S] FIG. 15 is a logical flow diagram illustrating one
embodiment of a method for large scale distribution of elec-
tronic access control clients.
[0039] All Figures Copyright 2012 Apple Inc. All rights
reserved.

DETAILED DESCRIPTION

[0040] Reference is now made to the drawings, wherein
like numerals refer to like parts throughout.

Description of Exemplary Embodiments

[0041] Exemplary embodiments and aspects of the present
disclosure are now described in detail. While these embodi-
ments and aspects are primarily discussed in the context of
Subscriber Identity Modules (SIMs) of a GSM, GPRS/
EDGE, or UMTS cellular network, it will be recognized by
those of ordinary skill that the present disclosure is not so
limited. In fact, the various features of the disclosure are
useful in any network (whether wireless cellular or otherwise)
that can benefit from storing and distributing access control
clients to devices.
[0042] As used herein, the terms "client" and "UE"include,
but are not limited to wireless-enabled cellular telephones,
smartphones (such as for example an iPhonirm), wireless
enabled personal computers (PCs), mobile devices such as
handheld computers, PDAs, personal media devices (PMDs),
wireless tablets (such as for example an iPad™),so-called
"phablets", or any combinations of the foregoing.

[0043] As used hereinafter, the term "Subscriber Identity
Module (SIM)", "electronic SIM (eSIM)", "profile", and
"access control client" refer generally to a logical entity,
either embodied within hardware or software, suited for con-
trolling access of a first device to a network. Common
examples of access control clients include the aforemen-
tioned USIM, CDMA Subscriber Identification Modules
(CSIM), IP Multimedia Services Identity Module (ISIM),
Subscriber Identity Modules (SIM), Removable User Identity
Modules (RUIM), etc. , or any combinations of the foregoing.
It will also be recognized that while the term "subscriber
identity module" is used herein (e.g. , eSIM), this term in no
way necessarily connotes or requires either (i) use by a sub-
scriber per se (Le., the various features of the disclosure may
be practiced by a subscriber or non-subscriber); (ii) identity
of a single individual (ke. , the various features of the disclo-
sure may be practiced on behalf ofa group of individuals such
as a family, or intangible or fictitious entity such as an enter-

prise); or (iii) any tangible "module" equipment or hardware.

[0044] Exemplary eUICC and eSIM Operation

[0045] Various features and functions of the present disclo-
sure are now discussed with respect to one exemplary imple-
mentation. In the context ofthe exemplary embodiment ofthe
present disclosure, instead ofusing a physical UICC as in the
prior art, the UICC is emulated as a virtual or electronic entity
such as e.g. , a software application, hereafter referred to as an

Electronic Universal Integrated Circuit Card (eUICC), that is
contained within a secure element (e.g. , secure microproces-
sor or storage device) in the UE. The eUICC is capable of
storing and managing multiple SIM elements, referred here-
after as

[0046] Electronic Subscriber Identity Modules (eSIM).
Each eSIM is a software emulation of a typical USIM, and
contains analogous programming and user data associated
therewith. The eUICC selects an eSIM based upon the eSIM's
ICC-ID. Once the eUICC selects the desired eSIM(s), the UE
can initiate an authentication procedure to obtain wireless
network services from the eSIM's corresponding network
operator.

eUICC Software Architecture

[0047] Referring now to FIG. 1 one exemplary electronic
Universal Integrated Circuit Card (eUICC) useful in conjunc-
tion with the present disclosure is shown. Examples of an
exemplary eUICC are described within co-owned, co-pend-
ing U.S. patent application Ser. No. 13/093,722 filed on Apr.
25, 2011,and entitled "APPARATUS AND METHODS FOR
STORING ELECTRONIC ACCESS CLIENTS", previously
incorporated by reference in its entirety, although it will be
appreciated that other may be used consistent with the present
disclosure.

[004S] FIG. 1 illustrates one exemplary Java Card™
eUICC architecture. Other examples of Operating Systems
(OS) for use on smart card applications include (without
limitation) MULTOS and proprietary OSs, Java Card being
merely illustrative. The OS provides an interface between
application software and hardware. Generally, the OS
includes services and functionality configured for: Input Out-

put (I/O), Random Access Memory (RAM), Read Only
Memory (ROM), non-volatile memory (NV) (EEPROM,
flash), etc. The OS may also provide cryptographic services
used by higher layers, memory and file management, and
communication protocols.

[0049] The exemplary Java implementation is composed of
three pieces: a Java Card Virtual Machine (JCVM) (a byte
code interpreter); Java Card run time environment (JCRE)
(which manages card resources, applet execution and other
runtime features); and Java Application Programming Inter-
faces (APIs) (a set of customized classes for programming
smart card applications).

[0050] The JCVM has an on-card component (the byte
code interpreter), and an off-card counterpart (the converter).
Some compilation tasks may be performed by the converter
due to card resource restrictions. Initially, the Java compiler
creates class files from source code. The converter prepro-
cesses the class files and creates a CAP file. The converter
verifies that the load images of the java classes are well
formed, checks for Java card language subset violations, and
also performs some other tasks. A CAP file contains an
executable binary representation of the classes in a Java pack-
age. The converter also generates export files, which contain
public API information. Only the CAP file is loaded into the
card. Another commonly used format is IJC, which can be
converted from CAP files. IJC files may be slightly smaller in
size compared to CAP files.

[0051] Typically, downloading an applet to a card requires
an Application Protocol Data Unit (APDU) exchange to load
the content of the CAP file into the persistent memory of the
card. The on card installer would also link the classes in the
CAP file with other classes on the card. Thereafter the instal-
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lation process creates an instance of the applet and registers
the instance with the JCRE. Applets are held in a suspended
state until selected.
[0052] The foregoing procedure may additionally imple-
ment one or more layers of security. In one exemplary
embodiment, a Global Platform (GP) provides a secure pro-
tocol to manage applications. The GP operates within a
secure issuer security domain, which is an on-card represen-
tation of the card issuer. The card may also execute other
security domains for e.g. , application providers.

[0053] In one exemplary embodiment, the eUICC is a non-
removable component of a device. During operation, the
eUICC executes a secure bootstrap OS. The bootstrap OS
ensures that the eUICC is secure, and manages execution of
the security protocols therein. Examples ofa secure bootstrap
OS are described within co-owned, co-pending U.S. patent
application Ser. No. 13/080, 521 filed on Apr. 5, 2011 and
entitled "METHODS AND APPARATUS FOR STORAGE
AND EXECUTION OF ACCESS CONTROL CLIENTS",
previously incorporated by reference in its entirety. It is fur-
ther appreciated that different Mobile Network Operators
(MNOs) may customize eSIMs to support various degrees of
service differentiation. Common examples of customization
include, without limitation, proprietary file structures and/or
software applications. Due to the configurability of eSIMs,
eSIMs can vary significantly in size.

[0054] Unlike prior art SIM cards, eSIMs can be freely
exchanged between devices according to a secure transaction.
Subscribers do not require a "physical card" to move SIMs
among devices; however, the actual transaction of eSIMs
must be securely protected e.g. , via specific security proto-
cols. In one exemplary embodiment, an eSIM is encrypted for
a specific receiver before being delivered. In some variants, in
addition to the encrypted content, each eSIM may include a
meta-data section that is plaintext. A cryptographic signature
may further be used to ensure integrity of the plain text
content. This meta-data section may be freely provided (even
to unsecure entities), to assist in non-secure storage, etc.
eSIM Software Architecture

[0055] Referring now to FIG. 2, one exemplary electronic
Subscriber Identity Module (eSIM) directory structure,
embodied within the exemplary eUICC, is disclosed. As
shown, the eSIM directory structure has been modified to
support the flexibility offered by eSIMs. For example, the
eSIM directory structure include inter glia: (i) EFeSimDir
which contains a list of eSIMs installed; (ii) EFcsn which
contains the card serial number that globally uniquely iden-
tifies the eUICC; (iii) DFsecurity stores security related data
and the private key corresponding to one or more eUICC
certificates. In one such variant, the DFsecurity information
includes: (i) DFepcf which contains eUICC platform level
PCF; (ii) EFoemcert which contains the root certificate and
common name of the OEM (OEM credential can be used for
special operations such as factory refurbishment); (iii)
EfeUICCcert which is the certificate of the eUICC; (iv)
EFsL1cert which is the root certificate of server Li appli-
ances; (v) EFsL2cert which is the root certificate of server L2
appliances; and (vi) EFsL3cert which is the root certificate of
server L3 appliances.
[0056] In one exemplary embodiment, the directory struc-
ture further includes SIM Dedicated Files (SDF) which con-
tain file structures that are specific to an eSIM. Each SDF is
located directly under the MF. Each SDF has a name attribute
and a SID (eSIM ID), such as the Integrated Circuit Card

Identifier (ICCID). As shown, each SDF further contains
DFprofiles and DFcodes. Furthermore, in one variant, all
profile PCF related EFs are stored under DFppef, which is
stored under DFprofile.

[0057] In one exemplary embodiment, DFprofile informa-
tion includes: (i) EFname which is a description of the eSIM
(such as name and version of the eSIM); (ii) EFtype which
describes the type of the eSIM (e.g. , regular, bootstrap, and
test). Software applications may use this information to e.g. ,

display an icon when a bootstrap eSIM is in use; (iii) EFsys
ver which is the minimum version number of the eUICC
software to necessary to support the eSIM; (iv) EFnv min
which indicates the minimum amount of non volatile memory
required by the eSIM; (v) EFram min which indicates the
minimum amount of volatile memory required; (vi) EFnv
rsvd which indicates the amount of non volatile memory
reserved for over the air transactions (OTA); and (vii) EFram
rsvd which indicates the amount ofvolatile memory reserved
for OTA.

[0058] In one exemplary embodiment, DFcode informa-
tion contains a set ofkeys for each eSIM. These values cannot
be read out of eUICC under most circumstances. One excep-
tional use case is the export operation which cryptographi-
cally wraps and exports the entire eSIM. Since the entire
eSIM is encrypted, the values ofkeys remain secured. In one
exemplary embodiment, the DFcode information comprises:
(i) ExEFgPinx/gPukx which contains a global PIN (Personal
Identification Number) and PUK (PIN Unlock Key); (ii)
EFuPin/uPuk contains the universal PIN and PUK; (iii) EFad-
minx contains ADMIN codes; and (iv) EFotax which contains
OTA codes. In some variants, there may also be an ADFusim
which contains additional elements such as: (i) EFk which
stores K, the 128-bit shared authentication key; (ii) EFopc
which stores OPc, which is derived from the subscriber key
and operator variant algorithm configuration field OP (some
variants may store OP instead of ON); (fii) EFauthpar which
specifies the length of RES; (iv) EFalgid which specifies the
network authentication algorithm (for example, Milenage);
(v) EFsqn which stores SQN; and (vi) EFlpinx/lpukx which
stores the PIN and PUK code for the local PIN.

[0059] It will be appreciated by those of ordinary skill
reading this disclosure that the foregoing files, structures, or
elements are merely exemplary, and may be substituted with
others possessing the desired functionality or structure.

[0060] Referring now to FIG. 3, one exemplary state
machine for SDF operation is illustrated. As shown, the SDF
state machine comprises the following states: CREATION,
INITIALI SATION, OPERATIONAL (ACTIVATED),
OPERATIONAL (DEACTIVATED), Bnd TERMINATION.

[0061] When an eSIM is first installed, the SDF is created
(CREATION) and then initialized (INITIALISATION) with
the file structure data included in the eSIM. Once the eSIM
has been installed, the SDF transitions to the DEACTI-
VATED state. During the deactivated state, none of the files
are available. Once an eSIM is selected, the SDF transitions
from the DEACTIVATED state to the ACTIVATED state; the
ACTIVATED state enables access to the files of the SDF.
When an eSIM is deselected (either implicitly or explicitly)
the SDF transitions from the ACTIVATED state back to the
DEACTIVATED state.

[0062] Referring now to FIG. 4 one exemplary state
machine for eSIM operation is illustrated. As shown, the
eSIM state machine comprises the following states:
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INSTALLED, SELECTED, LOCKED, DEACTIVATED,
EXPORTED, and DELETED.
[0063] During eSIM installation (INSTALLED), an entry
for the eSIM is created in the eUICC registry; the entry
indicates one or more associated SDF and applications. Dur-
ing the INSTALLED state, the SDF are set to the DEACTI-
VATED state and applications are set to an INSTALLED
state.
[0064] Once the eSIM is selected, the eSIM transitions to
the SELECTED state. During the selected state, the SDFs
transition to the ACTIVATED state and the applications are
transitioned to a SELECTABLE state. If an eSIM is dese-
lected, the eSIM transitions back to the INSTALLED state.
[0065] Under certain circumstances, the eSIM may enter a
LOCKED state. For example, if the eUICC PCF is changed
such that an installed eSIM may no longer be used, then the
eSIM will transition to the LOCKED state. In the LOCKED
state, the SDF are set to the DEACTIVATED state and appli-
cations are set to the LOCKED state. Other miscellaneous
states include, the EXPORTED state (ke. , where the eSIM is
exported and may no longer be selected), and the DELETED
state (Le., where the eSIM is deleted).

Network Authentication Algorithms

[0066] Network Authentication Algorithms (NAA) are
generally mandatory for operation with Mobile Network
Operators (MNOs). While different implementations ofNAA
exist, the functionality is not substantially different. In certain
embodiments, the eUICC may include common packages for
NAAs. During eSIM installation, an instance of each NAA

app can be created for each eSIM from the pre-loaded pack-
ages, to reduce overall loading time of eSIM, and unnecessary
memory consumption on eUICC.
[0067] Common examples ofNAA include without limita-
tion: Milenage, COMP12S V1, COMP12S V2, COMP12S
V3, and COMP12S V4, and certain proprietary algorithms.
There are a larger number of proprietary algorithms still in
use (due to known attacks on COMP12S V1). In one embodi-
ment, network authentication is based on the well known
Authentication and Key Agreement (AKA) protocol.
[006S] In the unlikely event that a NAA is compromised,
replacement NAA schemes may require a software update.
During such an event, eSIMs may be patched with a replace-
ment algorithm via e.g. , a secure software update. Thereafter,
the MNO may enable the replacement algorithm via an exi st-

ing OTA mechanism.
Exemplary eSIM Broker Network
[0069] FIG. 5 shows a high level view of one exemplary
eSIM broker network useful with various embodiments ofthe
present disclosure. In one exemplary embodiment, the broker
network comprises a distributed network of brokers and
manufacturers, such that a device may be serviced by multiple
brokers, and a broker may order eSIMs from multiple eSIM
manufacturers. In some embodiments, there may exist
eUICC and/or eSIM profile policies that limit the group of
brokers that a device may communicate with for certain eSIM
operations. For example, a MNO may require devices that are
subsidized by the MNO only communicates with brokers
owned by the MNO.
[0070] In one such variant, the primary broker provides
discovery services to devices, such that the device can iden-

tify an appropriate broker. Thereafter, the device can commu-
nicate directly with the identified broker for eSIM operations
(e.g. , such as purchase, installation, export, and import).

[0071] Those of ordinary skill in the related network arts
will recognize that multiple practical issues arise during the
operation of large scale distribution networks, such as that
represented by FIG. 5. Specifically, large scale distribution
networks must be scalable to handle large bursts ofprovision-
ing traffic (such as can occur on a so-called "launch day" of a
given mobile user device). One suggested scheme for reduc-
ing overall network traffic entails pre-personalizing eSIMs
(where possible) prior to launch day. For example so-called
"SIM-in" units are already assigned an eSIM at shipment; this
pre-assigned eSIM can be pre-personalized for the unit by, for
example, encrypting the corresponding eSIM profile with a
key specific to the eUICC of the unit.
[0072] Other considerations include system reliability, for
example, the broker network must be able to recover from
various equipment failures. One solution is geographic
redundancy where multiple data centers across different loca-
tions have duplicate content;
[0073] however, the network of data centers may actively
synchronize with each other to avoid eSIM cloning. Such
network synchronization would require extraordinary
amounts of network bandwidth. In alternate solutions, each
data center may have a separate set of eSIMs; however this
requires an significant eSIM overhead.
[0074] Ideally, the brokering network can flexibly adapt to
various business models. Specifically, for various legal and
antitrust reasons, various components ofthe foregoing broker
network may be handled by different parties. Accordingly,
security aspects of eSIM traffic needs to be carefully moni-
tored and evaluated. Each eSIM contains valuable user and
MNO information. For example, an eSIM may include the
shared authentication key (K for USIM and Ki for SIM),
which if compromised could be used for SIM cloning. Simi-
larly, eSIMs may also contain applications that may have
sensitive user data such as bank account information.
[0075] Moreover, it is further appreciated that eUICC soft-
ware requires further countermeasures for device recovery.
Unlike physical SIMs, if the eUICC software goes into an
unrecoverable state, the entire device will need to be replaced
(which is much more costly than changing a SIM card).
Accordingly, exemplary solutions should be able to handle
device recovery so as to preclude such draconian measures.
[0076] Finally, the network operation should provide for a
"good" user experience. Excessive response times, unreliable
operation, excessive software crashes, etc. can significantly
detract from the overall user experience.

Exemplary Security Protocol

[0077] Accordingly, a tiered security software protocol is
disclosedhereinto address various of the foregoing issues. In
one exemplary embodiment, the server eUICC and client
eUICC software comprise a so-called "stack" of software
layers. Each software layer is responsible for a set of hierar-
chical functions which are negotiated with its corresponding
peer software layer. Moreover, each software layer further
communicates with its own layers. It is further appreciated
that in some cases, the device application processor (AP) may
be compromised (e.g. , "jailbroken", etc.); consequently, it is
recognized that trust relationships exist between the client
eUICC and corresponding server eUICC (or other secure
entity); i.e., the AP is not trusted.

[007S] In one exemplary embodiment, a three (3) tiered
system is disclosed. As illustrated in FIG. 6, the security
software protocol comprises a Level 1 (L1),Level 2 (L2), and
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Level 3 (L3).L1 security performs encryption and decryption
of eSIM Data. L1 operations are limited to secure execution
environments (e.g. , an eUICC or Hardware Security Module
(HSM)). Within L1, eSIM data can be stored in plain text (Le.,
unencrypted) within the logical L1 boundary; outside of the
L1 boundary the eSIM data is always securely encrypted. L2
security ensures that an eSIM cannot be duplicated. The L2
boundary ensures that one and only one copy of an eSIM
exists. Within the L2 boundary multiple copies may exist.
Moreover, L2 security may further embed a challenge into the
encrypted eSIM payload; a recipient of the eSIM will com-
pare the received challenge to the challenge stored earlier
before installing the eSIM to ensure that its eSIM is not stale
(ke. , is the current one and only eSIM). L3 security is respon-
sible for establishing trust, ownership, and verification of the
user. For each eSIM, the eUICC may store information to
indicate ownership associated with the eSIM.
[0079] In one exemplary implementation, so-called "chal-
lenges" are a critical resource used to associate a specific
eSIM instance with an eUICC. Specifically, each eUICC
maintains a certain number of challenges for each profile
agent, which is the logical entity that maintains L2 security.
By verifying that a challenge is valid, the eUICC can be sure
that the eSIM is not a stale eSIM (ke. , an invalid duplicate). A
number ofchallenges are created for each eSIM to be person-
alized. The eUICC deletes a challenge when a matching eSIM
is received.
[00SO] Consider the following pre-personalization sce-
nario, an eUICC creates (or is given) a number of challenges
which is provided to the network; the challenges are also
saved in non volatile memory of the eUICC. Subsequently
thereafter, the network can generate an eSIM for the eUICC
which is bound to the pre-generated challenge. When the
eUICC receives an eSIM later during device activation, the
eUICC can verify that the received eSIM contains the appro-
priate challenge.

[00S1] However, one drawback of the foregoing scheme is
that a fixed number of challenges can be easily compromised
with a denial of service (DOS) attack. In a DOS attack, the
eUICC is continuously triggered to generate challenges until
all of its challenge resources are exhausted. Accordingly, in
one such variant, the eUICC additionally performs a session
handshake to authenticate a profile server/agent before pro-
cessing requests that would trigger eUICC to create a chal-
lenge. Additionally, in the unlikely case that resources are
exhausted and eUICC is unable to create new challenges, the
eUICC may store a separate set of reserved challenges spe-
cifically designated for freeing up another set of challenges.
In some cases, the eUICC may additionally include an Origi-
nal Equipment Manufacturer (OEM) credential, which the
OEM can use to further control challenge operation.

[00S2] Referring now to FIG. 7, one exemplary data struc-
ture for an eSIM is illustrated.

[00S3] As shown, the exemplary data structure comprises
three (3) pieces, one for each of the L1, L2, and L3 security
levels. By decoupling security components into distinct lev-
els, overall network operation can be distributed over mul-
tiple entities according to a wide variety of options. For
example, various network entities may perform only one or
two of the security layers (e.g. , a eSIM vendor may only
handle L2, etc.); this flexibility easily and advantageously
accommodates virtually any business arrangement.

[00S4] As shown in FIG. 7, because asymmetric encryption
(ke. , where each entity has a distinct and unique key) is much

slower than symmetric operation (where entities share a key),
each eSIM profile component 702 is encrypted with a sym-
metric key, and the symmetric key is encrypted with the L1
public key of the destined eSIM receiver. The eSIM may
further includes a plain text section for metadata (such as a
text string of the ICCID). The encrypted symmetric key, meta
data, and encrypted eSIM content is hashed and signed with
the public key of the "donating" L1 entity. The associated. LI
certificate is appended, e.g. , at the end, for verification.

[00S5] The batch descriptor component 704 of FIG. 7 con-
tains L2 information for the eSIM. It has a plain text section
including a Globally Unique Identifier (GUID), a challenge
for the destined eSIM receiver, a unique ID of the eSIM
receiver, a URL to retrieve the profile, and the URL to post an
installation result to. The batch descriptor also includes a
plain text section of an array of elements that consist of: an
ICCID for each profile, and a hashed portion ofthe profile (the
metadata section and the encrypted eSIM content). In one
embodiment, the hash does not include the symmetric key,
such that a batch descriptor can be created without waiting for
an actual profile to be generated. For device side operation, a
batch descriptor only contains one ICCID and profile hash.
For server to server batching transfer, a much larger array is
expected. The data content of the batch descriptor is hashed
and signed with a L2 public key, and an associated L2 certifi-
cate is appended at the end.

[00S6] The L3 owner component 706 contains L3 informa-
tion for the eSIM. The principal field identifies the user
account associated with the eSIM (e.g. , abc@me.corn), the
service name identifies the service provider to authenticate
the user account with. The hash of batch descriptor is included
to associate the L2 and L3 data structures. The data may be
stored in plain text, hashed and signed with L3 public key. The
L3 certificate is appended at the end.

[00S7] As used herein, there are three (3) types of certifi-
cates: eUICC certificates, server appliance certificates, and
OEM certificates. In one embodiment, a trusted third party
issues certificates for certified eUICCs. Each eUICC contains
a private key and an associated certificate, issued by this entity
or a subordinate key authority of this entity. In some embodi-
ments, one trusted third party may issue certificates for cer-
tified L1, L2, and L3 appliances; or alternately, separate third

party entities may issue certificates for L1, L2, or L3 appli-
ances. Where multiple third parties exist, the eUICC has
preloaded (or may be provided OTA from a trusted entity) the
root Certificate Authority (CA) of the third parties, and can
veri fy messages received from the server appliances based on
the appropriate CA.

[00SS] Referring now to FIG. S, one exemplary OEM cer-
tificate hierarchy is illustrated. The Root Certificate Authority

(CA) has a set of intermediate CAs that perform a subset of
tasks (e.g. , issuing e.g. , iOS or comparable device certifi-
cates). As shown, an eUICC CA is charged with eSIM spe-
cific operations. The eUICC CA may issue certificates for a
set of servers; as shown the certificates include e.g. , factory
refurbishing servers for eUICC maintenance, and activation
servers for signing eUICC PCF. The Root CA together with
the common name of the eUICC CA are used by the client
eUICC to verify the OEM signed messages.

[00S9] In accordance with the foregoing, in one exemplary
embodiment, each client eUICC stores the following security
related data: (i) eUICC certificate that is used for eUICC L1,
L2, and L3 operations (each eUICC stores a certificate that is
used for both L1, L2, and L3 security related operations); (ii)
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an eUICC private key that is associated with the eUICC
certificate; (iii) OEM credentials that include the root certifi-
cate ofOEMs and the common name of the OEM eUICC CA;
(iv) and root certificates of third parties that can certify server
appliances. In some variants, certificates in the eUICC may
need to be replaced if a signing CA is compromised; for
example, if an eUICC CA or server CA is compromised (e.g. ,
a private key has been compromised/lost), two (2) revocation
procedures are described below.

[0090] According to a first exemplary revocation proce-
dure, if a signing CA that issues eUICC certificates is com-
promised, the eUICC certificate stored in affected eUICCs
should be replaced. Specifically, when the initial certificate
request was created for the eUICC, the Certificate Signing
Request (CSR) was saved. Ifthe signing CA is compromised,
a new certificate can be requested for the eUICC, using the
initial CSR. By keeping the same CSR, the eUICC can use the
same private key, and a new certificate will be issued contain-
ing the same eUICC public key. The OEM can sign the new
certificate with the OEM's private key. When the eUICC
sends requests to a server broker, the broker can check a
revocation list of bad eUICC CAs and reject the request with
a specific error to indicate that the certificate needs to be
replaced. The AP can retrieve the new eUICC certificate via
existing OEM services and send the new certificate to eUICC
(the AP does not have to be trusted in this scenario).
[0091] Thereafter, the eUICC verifies the OEM signature
and ensures that the received public key matches its previ-
ously stored public key in the eUICC. In some variants, in
order to prevent denial of service (DOS) attacks or replay
attacks, the eUICC additionally includes eUICC certificates.
The epoch is in one variant increased when a new certificate
is issued. The eUICC can verify that the eUICC epoch in the
received certificate is higher than that of the current certifi-
cate, before storing the new certificate. Unfortunately, revok-
ing server certificates in eUICC can be challenging due to
various eUICC resource constraints; i.e., processing a large
revocation list may be untenable for an eUICC. To avoid
maintaining revocation lists, in a second revocation scheme,
each server certificate is additionally associated with an
epoch. If a CA is compromised, the root CA reissues certifi-
cates for all legitimate entities, and increases the epoch of
each new certificate. Since the number of server certificates
will not be large, reissuing certificates can be handled in
existing systems. At the client eUICC, the eUICC saves the
expected epoch of server L1, L2, and L3 certificates in non-
volatile memory. When a received certificate contains a
higher epoch, eUICC must update the corresponding NV
epoch and reject any future certificates with a lower epoch;
i.e., the eUICC will reject rogue servers that have not been
signed since the CA was compromised. In some variants, the
server may also maintain an eUICC blacklist for compro-
mised eUICCs. Requests from blacklisted eUICC are in one
embodiment rejected by the server.

Policy Control Functions

[0092] Within the context of the foregoing security solu-
tion, there are two (2) levels of Policy Control Functions
(PCF): (i) eUICC platform level, and (ii) profile level. In one
exemplary embodiment, the eUICC PCF may only be
updated by OEM, whereas the Profile PCF is controlled by
MNOs and is a part of the eSIM. In one such variant, when an
eSIM is exported and/or imported, the profile PCF is included
as a part of the export/import package.

[0093] Referring now to the eUICC PCF, the eUICC PCF
may include; (i) a SIM lock policy that specifies the types of
eSIMs that the eUICC may activate; (ii) a secret code that can
be used to authorize deletion of all eSIMs in an eUICC; (iii)
a list ofcommon names ofserver (L1,L2, and L3) that specify
a cluster of server appliances that the eUICC may communi-
cate with (e.g. , based on business considerations or methods)
(Le., an inclusive listing); (iv) a list of common names of
server (L1, L2, and L3) that specify a cluster of server appli-
ances that the eUICC may not communicate with (ke. , an
exclusive listing).
[0094] Similarly, the profile PCF may include: (i) a list of
common names of servers (L1, L2, and L3) that specify a
cluster of depots that the eUICC may export the eSIM to
(inclusive); (ii) a list of common names of servers (L1, L2,
and L3) that specify a cluster of depots that the eUICC may
NOT export the eSIM to (exclusive); (iii) notification URLs
and operation types which specify URLs that are sent notifi-
cations upon completion of a specified eSIM operation; (iv)
auto-expiration parameters where the AP may delete the
eSIM once profile has expired; (v) classes of server appli-
ances (L1, L2, and L3) that may be assigned different classes
indicating the security levels implemented (a profile may
choose to only communicate with server components above
certain levels); (vi) an epoch of server certificates (L1, L2 and
L3) which are checked during installation (e.g. , the eUICC
only installs profiles if the epoch of eUICC server certificates
are equal to or above the specified epoch); (vii) L3 service
names that L3 authentication may use, and/or a list of service
names that L3 authentication cannot use; (viii) a minimum
version of eUICC system (where the eSIM may only be
installed on eUICC systems above the specified the minimum
version); (ix) a minimum RAM size required for the eSIM
(not including OTA operations); (x) a minimum RAM size
reserved for OTA; (xi) a minimum non-volatile (NV) a
memory size required for the eSIM (excluding the space
served for OTA); (xii) a minimum NV size reserved for OTA

Example Operation

[0095] Within the context of the foregoing components
(e.g. , eUICC, eSIM, Broker Network, Security Protocol,
etc.), the following exemplary messaging sequences are dis-
closed. In the sequence diagrams hereinafter, three entities
are presented: a broker, a profile agent, and a profile locker, to
represent the entities that are responsible for L3, L2, L1
securities respectively. However, it is appreciated that these
are logical entities and different network topologies may be
subsume or further differentiate the foregoing functions
thereof,
[0096] The client eUICC is in the illustrated embodiment
responsible for all three levels of securities; however, for
clarity, the client eUICC is separated into three logical entities
to capture functional requirements within the eUICC. More-
over, while there may be separate sets of credentials for L1,
L2, and L3 within the client eUICC, it is appreciated that the
same (Le., one credential) may be used since the client device
is a single device.
eSIM Delivery, No Personalization

[0097] FIG. 9 illustrates one exemplary logical sequence
for delivering an eSIM to a device without personalization.
First, the device identifies the server broker via discovery
process (not shown). Once the device attempts to communi-
cate with the server broker, there are three main operations: (i)
the device queries the server backend about available eSIM
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options; (ii) the device requests that the server personalizes an
eSIM if the requested eSIM has not been pre-personalized;
and (iii) the device downloads the actual eSIM and install it.
[009S] In the first stage, getProfileOptions is used by the
device to query the server backend about available eSIM
options. The eUICC associated with the device is identified
by its Uniqueld, which for example can be the card serial
number. The broker utilizes sales information to determine
one or more eSIM options available to the device.

[0099] For unlocked devices, there may be a very large set
of available eSIMs; thus, in some embodiments, common
options that are likely to be chosen by the user are displayed
(e.g. , based on location, cost, etc.).The server returns an array
of profile providers (MNO) and profile types (e.g. prepaid/
postpaid) that is valid for the device.

[0100] In some scenarios, the type ofeSIMs available to the
user may be considered private information, therefore in
some variants the getProfileOptions API further requires the
device eUICC L3 to sign the unique identifier of the eUICC,
and include the signed identifier in the API. The server broker
(or broker server) can verify the signature before processing
the request. This prevents a malicious party from retrieving
users' profile options by sending the masqueraded requests.
In some variants, the communication between the device
broker and the server broker uses a security protocol (e.g. ,
transport layer security (TLS)) to prevent capture and replay
attacks.

[0101] In one embodiment, a getProfileOptions contains
two L3 tokens to verify the current and new ownership of the
eSIM. The current L3 token may be a unique identifier or
so-called "faux card" scratch code. The new L3 token can be
information used to associate a user account with an eSIM,
for example, a sign-on token for an iCloud account (e.g. ,
where the device has logged into a user account to retrieve a
token). Both L3 tokens are signed by the eUICC L3. The
server broker validates the L3 tokens using an associated
authentication service. For example, it may communicate
with a network server (e.g. , the Assignee's iCloud server) or
a third party service to validate the sign-on token.

[0102] To optimize performance and avoid duplicate
authentication, after authenticating the token passed by the
device, the server broker generates a one time code (OTC) and
pass the OTC back to the device. The device can use the OTC
as a proof that the server has already performed L3 authenti-
cation. The complete data binary large object (BLOB) may
include the generated OTC, unique device identifier (e.g. card
serial number (CSN)), principal, service provider, and a
timestamp to indicate validity of the OTC. The BLOB is
hashed and signed by the broker. In one variant, the hashing is
performed with a symmetric key to improve overall perfor-
mance. If getProfileOptions returns an array of eSIMs, the
user is prompted to make a selection.
[0103] In the second stage, the device would call personal-
izeProfile to request the server backend to personalize an
eSIM. Before the device sends the personalization request to
the server, there is a session handshake between the eUICC
profile agent and server profile agent for authentication. The
device broker and eUICC create a session, based on the pro-
file option that the user has chosen, and the current L3 code
and new L3 code sent by the server broker. The eUICC can
save this information to fill in the profile request sent subse-

quently thereafter. The eUICC profile agent generates a ses-
sion id, which will be echoed back by the server agent for
authentication subsequent thereto.

[0104] The device broker can now pass a session request
generated by eUICC to the server broker. The server broker
can check the request. For example, the server broker deter-
mines if the requesting eUICC, represented by unique ID, is
serviceable. Since the unique identifier is included in plain-
text, the server broker can retrieve the information even
though a more thorough verification of the request is per-
formed by server profile agent.

[0105] If the request is appropriate, then the server broker
passes the request to the profile agent. The profile agent
verifies the request cryptographically, by verifying the
eUICC L2 certificate and using the eUICC L2 public key to
verify the L2 signature. Once verification passes, the server
profile agent creates a SessionResponse, including a plaintext
section containing: the received session identifier and unique
identifier, a L2 signature (generated by hashing the plain text
section and signing the hash using server profile agent's pri-
vate key), and the server profile agent's certificate.

[0106] The session response is sent from server profile
agent to the server broker, which then forwards the session
response to the device broker. The device broker passes the
response to the eUICC in a prepareProfileRequest message.
The eUICC L2 verifies the sessionReponse by verifying the
server profile agent's certificate and the L2 signature.

[0107] The eUICC L2 also verifies that the session identi-
fier and unique identifier match the information in eUICC.
Once verification passes, the eUICC creates a challenge for
the personalized profile request. The challenge is committed
to non-volatile memory. The eUICC then creates the profile
request BLOB, including L1, L2 and L3 related information.
Detailed structures are listed in APPENDIX A hereto, incor-
porated by reference herein.

[010S] Thereafter, the profile request BLOB is sent to the
server backend. The server broker performs L3 verification
and includes L3 owner information (e.g. principal and service
provider) to associate the eSIM with; the server profile agent
creates a batch descriptor, and the server profile locker per-
sonalizes the eSIM for the eUICC. The personalized eSIM
may be distributed to a content delivery network (CDN) for
performance optimization.

[0109] After the device broker receives the profile descrip-
tor and associated L3 owner information, it retrieves the asso-
ciated profile via getProfile by providing the received GUID
(Globally Unique Identifier).

[0110] Once the device broker has retrieved a profile
descriptor and profile, it instructs the client eUICC to install
the eSIM. The call flows shows three separate calls,
processL30wner, processProfileDescriptor and installPro-
file, however it is appreciated that in actual implementation,
these three logical calls can be combined within a single
transaction. The eUICC performs L3, L2, and L1 verification;
once verified, the eSIM is installed. The associated challenge
is deleted. The L3 Owner information is saved together with
the eSIM to indicate proper ownership. L3 Owner informa-
tion can be provided at a later point if the user exports the
eSIM.

[0111] Once the profile is installed, the eUICC returns the
installation results to the server. Server infrastructure can use
the notification to trigger a purge of cached content in the
content delivery network (CDN). In some cases, this infor-
mation may also be used for notification services indicating
e.g. , successful installation, partial installation, unsuccessful
installation, etc.
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eSIM Delivery, Pre-personalization

[0112] FIG. 10 illustrates one exemplary logical sequence
for delivering an eSIM to a device with pre-personalization.
Similar to the scheme ofFIG. 9, delivering a pre-personalized
eSIM requires three (3) stages.

[0113] Initially, during manufacture of the client device, a
factory broker instructs the eUICC to create a challenge for
eSIM pre-personalization later. However, unlike the scheme
of FIG. 9, the device is not yet associated with a MNO, or
eSIM type; rather these fields are populated with a special
value to indicate that a selection will be made later. The
complete content of the profile request BLOB is saved for
personalization use later.

[0114] The second stage is triggered automatically by e.g. ,

shipment notification, device sale, etc. The L2 (client profile
agent) in the distribution center acts as a proxy for the client
eUICC L2. While the eUICC profile request BLOB does not
contain a MNO and eSIM type, the client profile agent can
regenerate the BLOB by replacing these fields with updated
information. The client profile agent can create its own chal-
lenge and replace the eUICC challenge. The client profile
agent will sign the content with its own private key (otherwise
all L2s would require unique challenges). The BLOB will
contain the eUICC's L1 signature, the eUICC still needs to
decrypt the personalized eSIM. The new profile request
BLOB is sent to the server broker using the existing person-
alizeProfile request. Hereinafter, the procedure is no different
than the procedure of FIG. 9.
[0115] Moreover, it is further appreciated that even if a
MNO would like to support its own brokering system, the
disclosed pre-personalization process can use the same inter-
face. The server broker will return a batch descriptor to the
client and personalize the eSIM. The client profile agent
would create a new batch descriptor with the eUICC's chal-

lenge, to be used when the eUICC requests the profile later.

[0116] Finally, in the last stage, when the user powers up
the device, the device performs getProfileOptions to check
available eSIM options. As an eSIM is already pre-personal-
ized, the response would include a valid batch descriptor and
the device no longer needs to call personalizeProfile. It would
use information in the descriptor to directly retrieve the eSIM
via getProfile request.

eSIM Delivery, Batch Delivery

[0117] FIG. 11 illustrates one exemplary logical sequence
for delivering a large number (batch) of eSIMs e.g. , between
two entities. In one embodiment, the client broker and server
broker are secure entities which have a secure communication
via e.g. , Virtual Private Network (VPN). "Batching" is sup-
ported such that a client may place an order for a large quan-
tity of eSIMs.

[011S] In this scenario, when the profile agent receives a
request to personalize profiles, the profiles do not need to be
personalized if the batch descriptor is returned; rather, the
client may request actual profiles at a later stage as desired. In
batch descriptor operation, the hash of profile content is cal-
culated over the encrypted profile (wrapped with a symmetric

key) and profile metadata, neither of which requires profile to
be personalized. This also does not require L1 to store the
symmetric key per eUICC, which would otherwise burden L1
with additional storage requirement that is difficult to meet. In
one embodiment, the encrypted eSIM (wrapped with a sym-
metric key) can be stored off-storage. The symmetric key

would be wrapped with a L1 RFS (remote file system) key and
the wrapped key may be saved in off-storage together with the
encrypted eSIM.

eSIM Export

[0119] Finally, once an eSIM is stored to a client device, the
user may choose to export an eSIM off the device and later
import the eSIM to the same or a different device. One objec-
tive is to support eSIM swap. Another objective is to free up
eUICC memory to store additional eSIMs. When exporting,
there are three possible scenarios: (i) exporting to a cloud, (ii)
exporting to an AP (for off-board storage), and (iii) device-
to-device eSIM transfer. Similarly, the user may import from
a cloud, AP, or another device.

[0120] During eSIM installation, user account information
is associated to the eSIM (unless the user opts out). The
account information includes sufficient information for L3
authentication. For example, it may include a principal (e.g.
x2z@yahoo. corn) and the associated service provider for
authentication. If no account information is associated with
the eSIM, the user may export the eSIM with other authenti-
cation methods. One such embodiment, includes a physical
button that is securely connected to eUICC to prove physical
possession of the device. In another embodiment, each eSIM
includes a unique password, the user must have the password
to prove their ownership. Using OEM credentials is yet
another option.

[0121] When the user exports an eSIM, the AP retrieves a
list of installed profiles from eUICC; for each profile, eUICC
also returns the associated principal and a nonce generated for
anti-replay. When the user chooses to export a profile, the AP
uses information contained in the principal to obtain a single
sign-on (SSO) token from the service provider, where the user
would be prompted to enter username and password for the
purpose. The SSO token is passed together with principal and
nonce to the server broker in export request. The server broker
can process the authentication with the service provider,
using the SSO token supplied by the device. Once authenti-
cation passes, the flow mirrors eSIM delivery to the device,
except that the client and server roles are reversed. At a high
level, the server broker initiates a session with the eUICC,
creates a request BLOB for the export. In the request, it
includes the nonce that the eUICC generated, to indicate that
the operation has passed L3 authentication. The eUICC veri-
fies the request BLOB, encrypts the eSIM with the server
agent's public key, creates a batch descriptor and L3 owner
information for the eSIM. The eSIM together with L3 and L2
information can be sent to the server.

[0122] Once eUICC encrypts the eSIM for export, the
eUICC gives up ownership ofthe eSIM and no longer uses the
eSIM or exports the eSIM to any other entities. In some eases,
the eUICC may save the encrypted copy to help recovery
from connection loss (ke. , if the encrypted eSIM never
reached the server). Alternatively, the AP may save a copy of
the encrypted eSIM for retransmission in the event of a con-
nection failure. Servers may return acknowledgements which
triggers the AP to clean up the stored copy.

[0123] In some embodiments, export can also be initiated
from a web portal. If the user loses his device, he may use a
web portal to export eSIMs from his device. In this case, the
web portal would communicate with the device to initiate
export operation. The flow is similar except that the user
would use web portal instead ofAP to obtain the SSO token
for ownership verification.
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Apparatus

[0124] Various apparatus useful in conjunction with the
above described methods are now described in greater detail.

eUICC Appliance

[0125] FIG. 12 illustrates one exemplary embodiment of a
eUICC appliance 1200 in accordance with the present disclo-
sure. The eUICC appliance may comprise a stand-alone
entity, or be incorporated with other network entities such as
e.g. , servers. As shown, the eUICC appliance 1200 generally
includes a network interface 1202 for interfacing with the
communications network, a processor 1204, and one or more
storage apparatus 1206. The network interface is shown con-
necting to the MNO infrastructure, so as to provide access to
other eUICC appliances, and direct or indirect access to one
or more mobile devices, although other configurations and
functionalities may be substituted.

[0126] In one configuration, the eUICC appliance is
capable of: (I) establishing communications with another
eUICC (either a eUICC appliance or client device), (ii)
securely storing an eSIM, (iii) retrieving a securely stored
eSIM, (iv) encrypting an eSIM for delivery to another specific
eUICC, and (v) sending multiple eSIMs to/from an eSIM
depot.

eSIM Depot

[0127] FIG. 13 illustrates one exemplary embodiment ofan
eSIM depot 1300 in accordance with the present disclosure.
The eSIM depot 1300 may be implemented as a stand-alone
entity, or be incorporated with other network entities (e.g. , an
eUICC appliance 1200, etc.).As shown, the eSIM depot 1300
generally includes a network interface 1302 for interfacing
with the communications network, a processor 1304, and a
storage apparatus 1306.
[012S] In the illustrated embodiment of FIG, 1300, the
eSIM depot 304 is capable of: (I) inventory management of
eSIMs (e.g. , via associated metadata), (ii) responding to
requests for encrypted eSIMs (e.g. , from other eSIM depots,
and/or eUICC appliances 1200), (fii) managing subscriber
requests for eSIMs. For example, when an eSIM is stored at
an eSIM depot 1300 by a user, the eSIM may be stored with
an intended destination (e.g. , to facilitate transfer to another
device), or parked indefinitely. In either case, the eSIM depot
can provide the eSIM to the eUICC appliance for secure
storage and for subsequent encryption for the destination
device.

User Apparatus

[0129] Referring now to FIG. 14, exemplary user apparatus
1400 in accordance with various aspects of the present dis-
closure is illustrated.

[0130] The exemplary UE apparatus of FIG. 14 is a wire-
less device with a processor subsystem 1402 such as a digital
signal processor, microprocessor, field-programmable gate
array, or plurality ofprocessing components mounted on one
or more substrates. The processing subsystem may also com-
prise an internal cache memory. The processing subsystem is
in communication with a memory subsystem 1404 including
memory which may for example, comprise SRAM, flash,
and/or SDRAM components. The memory subsystem may
implement one or a more of DMA type hardware, so as to
facilitate data accesses as is well known in the art. The
memory subsystem contains computer-executable instruc-
tions which are executable by the processor subsystem.

[0131] In one exemplary embodiment, the device includes
one or more wireless interfaces 1406 adapted to connect to
one or more wireless networks. The multiple wireless inter-
faces may support different radio technologies such as GSM,
CDMA, UMTS, LTE/LTE-A, WiMAX, WLAN, Bluetooth,
etc. by implementing the appropriate antenna and modem
subsystems of the type well known in the wireless arts.
[0132] The user interface subsystem 140S includes any
number of well-known 110 including, without limitation: a
keypad, touch screen (e.g. , multi-touch interface), LCD dis-

play, backlight, speaker, and/or microphone. However, it is
recognized that in certain applications, one or more of these
components may be obviated. For example, PCMCIA card-

type client embodiments may lack a user interface (as they
could piggyback onto the user interface of the host device to
which they are physically and/or electrically coupled).
[0133] In the illustrated embodiment, the device includes a
secure element 1410which contains and operates the eUICC
application. The eUICC is capable of storing and accessing a
plurality of access control clients to be used for authentication
with a network operator.
[0134] The secure element includes a secure processor
executing software stored in a secure media. The secure
media is inaccessible to all other components (other than the
secure processor). Moreover, the exemplary secure element
may be further hardened to prevent tampering (e.g. , encased
in resin) as previously described. The exemplary secure ele-
ment 1410 is capable of receiving and storing one or more
access control clients. In one embodiment, the secure element
stores an array or plurality of eSIMs associated with a user
(e.g. , one for work, one for personal, several for roaming
access, etc.), and/or according to another logical scheme or
relationship (e.g. , one for each of multiple members of a
family or business entity, one for each of personal and work
use for the members of the family, and so forth). Each eSIM
includes a small file system including computer readable
instructions (the eSIM program), and associated data (e.g. ,

cipher keys, integrity keys, etc.)
[0135] The secure element is further adapted to enable
transfer of eSIMs to and/or from the mobile device. In one
implementation, the mobile device provides a GUI-based
acknowledgement to initiate transfer of an eSIM.
[0136] Once the user of the mobile device opts to activate
an eSIM, the mobile device sends a request for activation to an
activation service. The mobile device can use the eSIM for
standard Authentication and Key Agreement (AKA)
exchanges.

Methods

[0137] Various methods useful in conjunction with the
above described methods are now described in greater detail.
[013S] FIG. 15 illustrates one embodiment of a method for
large scale distribution of electronic access control clients.
[0139] At step 1502, a first device establishes ownership of
one or more electronic access control clients.
[0140] At step 1504, the first device determines if one or
more electronic access control clients have not been previ-
ously duplicated.

[0141] At step 1506, the first device encrypts the one or
more electronic access control clients for transfer to the sec-
ond device.
[0142] At step 150S, the first device and second device
exchange or transfer the encrypted one or more electronic
access control clients.
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[0143] Myriad other schemes for large scale distribution of
electronic access control clients will be recognized by those
of ordinary skill given the present disclosure.
[0144] It will be recognized that while certain aspects of the
disclosure are described in terms of a specific sequence of
steps of a method, these descriptions are only illustrative of
the broader methods of the disclosure, and may be modified
as required by the particular application. Certain steps may be
rendered unnecessary or optional under certain circum-
stances. Additionally, certain steps or functionality may be
added to the disclosed embodiments, or the order of perfor-
mance of two or more steps permuted. All such variations are
considered to be encompassed within the disclosure disclosed
and claimed herein.
[0145] While the above detailed description has shown,
described, and pointed out novel features of the disclosure as
applied to various embodiments, it will be understood that
various omissions, substitutions, and changes in the form and
details of the device or process illustrated may be made by
those skilled in the art without departing from the disclosure.
The foregoing description is of the best mode presently con-
templated ofcarrying out the disclosure. This description is in
no way meant to be limiting, but rather should be taken as
illustrative of the general principles of the disclosure. The
scope of the disclosure should be determined with reference
to the claims

What is claimed is:
1.User mobile apparatus, comprising:
a wireless interface configured to communicate with a

wireless network;
a processor in data communication with the interface;
a secure element in data communication with the interface,

the secure element comprising:
a secure processor;
secure storage in data communication with the secure

processor and having a plurality of access control
clients useful for authentication with at least the net-
work stored thereon; and

logic in data communication with the secure processor,
the logic

configured

t store, access, and transfer to or
from the apparatus the plurality of access control cli-
ents; and

user interface logic in communication with at least the
secure element and configured to enable a user of the
apparatus to select one of the stored plurality access
control clients, and authenticate the apparatus to the
network so as to enable communication therewith.

2. The apparatus of claim 1, wherein the secure storage is
inaccessible to all components of the apparatus other than the
secure processor.

3. The apparatus of claim 2, wherein the secure element is
configured to receive and store the one or more access control
clients as different electronic subscriber identity modules
(eSIMs) associated with a common user, each ofthe different
eSIMs comprising a different user context.

4. The apparatus of claim 1, wherein each access control
client comprises a limited capability file system including
computer readable instructions and associated cryptographic
data.

5. The apparatus of claim 1, wherein secure element com-
prises a limited capability file system including computer
readable instructions, and each access control client com-
prises unique cryptographic data specific to that control cli-
ent.

6.The apparatus ofclaim 1,wherein secure element further
comprises logic configured to cause the apparatus to send a
request for activation to an activation service of the network.

7.The apparatus ofclaim 1,wherein secure element further
comprises logic configured to enable communication by the
apparatus with a plurality of electronic access control client
broker entities that are each part of a network of brokers and
manufacturers, the communication enabling the apparatus to
obtain one or more encrypted access control clients.

S. A method for distribution of multiple electronic access
control clients for use on mobile wireless devices, the method
comprising:

establishing ownership of one or more electronic access
control clients;

determining ifone or more electronic access control clients
have not been previously duplicated;

when not previously duplicated, encrypting the one or
more electronic access control clients for transfer to one
of the mobile wireless devices; and

exchanging the encrypted one or more electronic access
control clients.

9. The method of claim S, wherein the establishing owner-

ship comprises evaluating an level 3 (L3) security certificate.
10. The method of claim S, wherein the determining of

previous duplication comprises evaluation or a response to a
challenge question or prompt issued by an Electronic Univer-
sal Integrated Circuit Card (eUICC).

11.The method of claim 10, wherein the encrypting com-
prises encrypting using a key specific to the eUICC.

12. The method of claim 10, wherein the exchanging the
encrypted one or more electronic access control clients com-
prises exchanging the encrypted one or more clients for one or
more clients disposed on the one mobile wireless device.

13. Apparatus for large-scale distribution of electronic
access control clients, comprising:

a processor; and
a non-transitory computer-readable medium in data com-

munication with the processor and that includes instruc-
tions which when executed by the processor, cause the
apparatus to:
establish ownership of one or more electronic access

control clients;
determine if one or more electronic access control cli-

ents have not been previously duplicated;
when no previous duplication has been determined,

encrypt the one or more electronic access control
clients for transfer to a second device; and

transfer the encrypted one or more electronic access
control clients to the second device.

14.The apparatus ofclaim 13, wherein the apparatus com-
prises a networked server accessible by a plurality of similar
apparatus, the apparatus in communication with a plurality of
user mobile devices via a wireless network.

15.A network architecture for providing wireless mobile
devices with electronic access clients, the architecture com-
prising:

a plurality of brokers; and

a plurality of manufacturers in data communication with
the plurality of brokers;,

wherein a given user mobile device may be serviced by
multiple ones of the brokers; and

wherein any one of the brokers may order electronic access
clients from one or more of the manufacturers.
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16. The architecture of claim 15, wherein the plurality of
brokers comprises a primary broker that provides at least
discovery services to mobile devices, such that a mobile
device can identify an appropriate broker before communi-
cating therewith.

17.Apparatus for providing electronic access clients to one
or more mobile devices, the apparatus comprising:

at least one processor: and

first logic in data communication with the at least one
processor, the first logic configured to cause the appara-
tus to perform encryption and decryption of an access
client;

second logic in data communication with the at least one
processor, the second logic

configured

t cause the appa-
ratus to ensure that the access client is not duplicated;
and

third logic in data communication with the at least one
processor, the third logic configured to cause the appa-
ratus to establish at least one of trust, ownership, and/or
verification of a user of the access client.

1S.The apparatus of claim 17, wherein the first logic com-
prises logic within an Electronic Universal Integrated Circuit
Card (eUICC) or Hardware Security Module (HSM). Within
L1.

19.The apparatus of claim 1S,wherein the second logic is
configured to embed a challenge into an encrypted payload
encrypted by the first logic.

20. An electronic access control client revocation proce-
dure, comprising:

determining if a signing certificate authority that issued a
certificate is compromised, the certificate associated
with one or more devices storing the certificate;

determining at the one or more devices a certificate service
request created when an initial request for the certificate
was created;

requesting a new certificate using the determined certifi-
cate service request; and

issuing a new certificate based on the requesting;
wherein the one or more devices can use a previous used

private key as part of the requesting, and the new certifi-
cate is issued containing a previous public key corre-
sponding to the previous private key.
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