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Figure 1j

283 bit Elliptic Curve Key with SHA 256 Signature ( “...” is long text removed)

Certificate:
Data:
— Version: 3 (0x2)
Serial Number: 1234931064 (0x499¢6¢20)
Signature Algorithm: SHA-256 ECDSA-256. 110
Issuer: OU=JNIX, CN=server01
Validity
Not Before: Feb 01 20:15:24 2009 GMT
126a > Not After : Jul 01 20:15:24 2019 GMT
Subject: C=US, ST=lllinois, L=Chicago, O=Module Provider, OU=1122AABBFFQ0
111a ———> CN=456
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
EC Public Key:
pub:

a7:a0:8a:0e:27:8f:8f:67:7f:05:36:0c:7e:f4:18:
111 {

67:60:2d:57:87:8d:cd:0b:e1:f5:3f:ac:aa:81:ea:
126a ———> ASN1 OID: sect283r1
X509v3 extensions:
— X509v3 Subject Key Identifier:
8D:F4:51:AB:B9:41:1F:FC:73:B3:DB:77:45:96:15:54:1A:52:85:25
122 X509v3 Authority Key Identifier:
keyid:FC:99:74:45:56:10:F1:87:AD:EA:56:70:67:A2:26:0E:3D:9E:D6:66
DirName:/OU=JNIX/CN=server4i
serial:49:9C:6A:ED
X509v3 CRL Distribution Points:
Full Name:
URIL:URI:htip://www.inchargesys.com/ca/crl/ics_root_ca.crl
X509v3 Key Usage:
Digital Signature
Signature Algorithm: ECDSA with SHA256
83:08:20:2a:79:€3:¢3:60:b0:2f:c2:89:d4:a2:b7:57:3¢:b6:

123 EEm
05:ce:d3:e4:34:cf:d2:e1:€3:¢3:60:b0:2f:c2:25

BggggRzXYwzjCCAYKgAWIBAQIESZxsIDKnnjw2CwL8KJ1K

— EBAQUAMCIXDTALMIIBegwggK3Vz62JQ==
————— END CERTIFICATE-----
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Electronic Acknowledgement Receipt

EFS ID: 25516289
Application Number: 15130146
International Application Number:
Confirmation Number: 5300

Title of Invention:

Key Derivation for a Module Using an Embedded Universal Integrated Circuit

Card
First Named Inventor/Applicant Name: John A. Nix
Customer Number: 20306
Filer: Cato Yang.

Filer Authorized By:

Attorney Docket Number:

13-1615-US-CON

Receipt Date: 18-APR-2016
Filing Date:
Time Stamp: 12:03:53

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
Y Document Description File Name ile Size( y i Y I. . 9
Number Message Digest | Part/.zip| (ifappl.)
13-1615-US- 71884
1 Miscellaneous Incoming Letter CON_Communication_Replace no 1
ment_FIGS.pdf 61co1ch5d452d13a5a2257c4931e112d477]
7e7a
Warnings:

Information:
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) o 1197957
Drawings-only black and white line 13-1615-US-
2 . . no 19
drawings CON_Replacement_Figures.pd
d6309f11800e67d5fef38bc811c8fa038838
be7a
Warnings:
Information:
Total Files Size (in bytes): 1269841

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/130,146 04/15/2016 2431 930 13-1615-US-CON 20 3
CONFIRMATION NO. 5300
20306 FILING RECEIPT
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE ANRE LIRS K AR RN
32ND FLOOR

CHICAGO, IL 60606
Date Mailed: 05/03/2016

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts™ for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

John A. Nix, Evanston, IL;
Applicant(s)

M2M and loT Technologies, LLC, Evanston, IL;
Assignment For Published Patent Application

M2M and loT Technologies, LLC, Evanston, IL

Power of Attorney: The patent practitioners associated with Customer Number 20306

Domestic Priority data as claimed by applicant
This application is a CON of 14/084,141 11/19/2013 PAT 9319223

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constifute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 05/02/2016
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/130,146

Projected Publication Date: 08/11/2016
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card
Preliminary Class

713
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit hitp://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 15/130,146
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 OFR 1.16(2). (b, or (&) N/A N/A N/A 70 N/A
SEARCH FEE
o o o N/A N/A N/A 300 N/A
EXAMINATION FEE
(37 GFR 1.18(0). (5. of (a) N/A N/A N/A 360 N/A
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 20 minus 20= 40 = 0.00 OR
INDEPENDENT CLAIMS . *
(37 CFR 1.16(h)) 3 minus 3 = 210 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 200
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 930 TOTAL
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
L Total . i “ =
s (37 CF% ?.16(i)) Minus = OR =
% Independent * Minus | *** = _ OR _
w (37 CFR 1.16(h)
<§( Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
{Column 1) {Column 2) {Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE($) RATE() FEE($)
E AMENDMENT PAID FOR
1N} Total * Minus * = =
= (37 CF% ?.16(i)) OR =
% Independent * Minus | *** = _ OR _
L (37 CFR 1.16(h)
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/130,146 04/15/2016 John A. Nix 13-1615-US-CON
CONFIRMATION NO. 5300
20306 PUBLICATION NOTICE
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE IR AL LT AR
32ND FLOOR 000000085026122

CHICAGO, IL 60606

Title:Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card

Publication No.US-2016-0234020-A1
Publication Date:08/11/2016

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
15/130,146 04/15/2016 John A. Nix 13-1615-US-CON 5300
20306 7590 11/02/2016 | EXAMINER

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP

300 S. WACKER DRIVE
32ND FLOOR
CHICAGQO, IL 60606

CERVETTI, DAVID GARCIA

| ART UNIT | PAPER NUMBER
2436
| MAIL DATE | DELIVERY MODE
11/02/2016 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
15/130,146 NIX, JOHN A.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
David Garcia Cervetti 2436 f(t;tsus

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).
Status
1)IXI Responsive to communication(s) filed on 4/15/2016.

[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[ An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)[X Claim(s) 1-20 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7) X Claim(s) 1-20 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

)
)
)

participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/eatents/init_events/pph/indax.jsp or send an inquiry to PPHfesdback@uspio.qoy.

Application Papers
10)[X] The specification is objected to by the Examiner.
11)[X] The drawing(s) filed on 4/18/2016 is/are: a)[X] accepted or b)[[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[JSome** c)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3. Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s})
1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date. .
2) & Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date 4/15/16. ) ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20160711
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DETAILED ACTION
1. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

2. Claims 1-20 are pending and have been examined.
Specification
3. The disclosure is objected to because of the following informalities: the reference to application

numbers provided needs to be updated to reflect applications that have matured into patents. Appropriate
correction is required.

Double Patenting
4. Claims 1-20 are provisionally rejected under the judicially created doctrine of obviousness-type
double patenting as being unpatentable over claims of Patent No. 9319223. Although the conflicting

claims are not identical, they are not patentably distinct from each other because

- “A mathod for an embedded universal integrated ciroult card (@UHCC) 1o receive an elHGE profile, the mathod
comprising the ¢lUICC: storing a network pubiic key and arn eUICC identity, wherein the eUICC uges the
nebwork public key to authenticats an elUICGE subscriplion manager: receiving a server public key from the

and a set of crypiographic parameiers, wherein the key derivation function uses as input &t least {i} the
received sorver pubdic key, (i an oUIC0 privas Key, and (i) the set of cryplographic parameters; derving a
second shared gecret Key using () a shared secret algorithim and (i) the derived firsl shared secret key as an
aigorithm token for the shared secrat aigorithm, whersin the shared secret algorithm uses a sscurs hash
sigorithm; and recaiving the 2UICT profile, wherein the eUICT uses the derived second sharaed secrel Key
and a symmetric ciphering algorithm to decrypt the elHG0 profile” (claim 1, instant application) is analogous
to

- “A method for a module using an embedded universal integrated circuit card (eUICC) to derive a first shared
secret key and a second shared secret key, the method comprising the module: storing a network public key
and a module identity in the eUICC, wherein the module uses the network public key to authenticate an
eUICC subscription manager; receiving a token for a key derivation function from the authenticated eUICC
subscription manager; deriving a module private key and a module public key, wherein the module sends the
derived module public key and the module identity to the eUICC subscription manager; deriving the first
shared secret key using the key derivation function and a set of cryptographic parameters, wherein the key
derivation function uses as input at least (i) the derived module private key, (ii) the set of cryptographic
parameters, and (iii) the received token; deriving the second shared secret key using (i) a shared secret
algorithm and (i) the derived first shared secret key as a random number for the shared secret algorithm,
wherein the shared secret algorithm uses a secure hash algorithm; and receiving an eUICC profile, wherein
the eUICC uses the derived second shared secret key to decrypt the eUICC profile” (claim 1, patent
9319223).

5. This is a provisional obviousness-type double patenting rejection because the conflicting claims

of the instant application have not in fact been patented.
6. The claims of the conflicting patents and/or applications contain every element of claims 1-20 of
the instant application and thus anticipate the claims of the instant application. Claims 1-20 of the instant

application therefore are not patently distinct from the copending application claims and as such are
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unpatentable for obvious-type double patenting. A later patent/application claim is not patentably distinct
from an earlier claim if the later claim is anticipated by the earlier claim.

7. “A later patent claim is not patentably distinct from an earlier patent claim if the later claim is
obvious over, or anticipated by, the earlier claim. In re Longi, 759 F.2d at 896, 225 USPQ at 651
(affirming a holding of obviousness-type double patenting because the claims at issue were obvious over
claims in four prior art patents); In re Berg, 140 F.3d at 1437, 46 USPQ2d at 1233 (Fed. Cir. 1998)
(affirming a holding of obviousness-type double patenting where a patent application claim to a genus is
anticipated by a patent claim to a species with that genus). “ELI LILLY AND COMPANY v BARR
LABORATORIES, INC., United States Court of Appeals for the Federal Circuit, ON PETITION FOR
REHEARING EN BANC (DECIDED: May 30, 2001).

8. “Claim 12 and Claim 13 are generic to the species of invention covered by claim 3 of the patent.
Thus, the generic invention is “anticipated” by the species of the patented invention. Cf., Titanium Metals
Corp. v. Banner, 778 F.2d 775, 227 USPQ 773 (Fed. Cir. 1985) (holding that an earlier species disclosure
in the prior art defeats any generic claim) 4. This court's predecessor has held that, without a terminal
disclaimer, the species claims preclude issuance of the generic claim. In re Van Ornum, 686 F.2d 937,
944, 214 USPQ 761, 767 (CCPA 1982); Schneller, 397 F.2d at 354. Accordingly, absent a terminal
disclaimer, claims 12 and 13 were properly rejected under the doctrine of obviousness-type double
patenting.” (In re Goodman (CA FC) 29 USPQ2d 2010 (12/3/1993).

Claim Rejections - 35 USC § 112

9. The following is a quotation of 35 U.S.C. 112(b):
(b) CONCLUSION.—The specification shall conclude with one or more claims particularly pointing out and
distinctly claiming the subject matter which the inventor or a joint inventor regards as the invention.

10. The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

11. Claims 1-20 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second paragraph,
as being indefinite for failing to particularly point out and distinctly claim the subject matter which the
inventor or a joint inventor, or for pre-AlA the applicant regards as the invention.
12. Claim 1 recites the limitation ""the first shared secret key”. There is insufficient antecedent basis
for this limitation in the claim.
13. Claim 15 recites “wherein the module sends from an internet protocol address and port number”,
it is unclear what the intended metes and bounds of the claim is.

Claim Rejections - 35 USC § 101

14. 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or any new
and useful improvement thereof, may obtain a patent therefor, subject to the conditions and requirements of this title.

15. Claims 1-20 are rejected under 35 U.S.C. 101 because the claimed invention is directed to non-

statutory subject matter.
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16. Claims 1-20 are not statutory as they are drawn as a whole to an abstract idea. The claimed
invention is directed to non-statutory subject matter because the claim(s) as a whole, considering all claim
elements both individually and in combination, do not amount to significantly more than an abstract idea.
The claim(s) is/are directed to the abstract idea of receiving information (claim 1) and authentication
(claim 9, 15). The additional element(s) or combination of elements in the claim(s) other than the abstract
idea per se amount(s) to no more than: (i) mere instructions to implement the idea on a computer, and/or
(i) recitation of generic computer structure that serves to perform generic computer functions that are
well-understood, routine, and conventional activities previously known to the pertinent industry. Viewed as
a whole, these additional claim element(s) do not provide meaningful limitation(s) to transform the
abstract idea into a patent eligible application of the abstract idea such that the claim(s) amounts to
significantly more than the abstract idea itself. Therefore, the claim(s) are rejected under 35 U.S.C. 101
as being directed to non-statutory subject matter.

Claim Rejections - 35 USC § 102
17. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for

the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —

(a)(1) the claimed invention was patented, described in a printed publication, or in public use, on sale or
otherwise available to the public before the effective filing date of the claimed invention.

(a)(2) the claimed invention was described in a patent issued under section 151, or in an application for patent
published or deemed published under section 122(b), in which the patent or application, as the case may be,
names another inventor and was effectively filed before the effective filing date of the claimed invention.

18. Claims 1-8 are rejected under 35 U.S.C. 102(a)(2) as being anticipated by Nakhijiri
(20140082358).
Regarding claim 1, Nakhjiri teaches A method {or an emieddad universal integraled oireull card

~

{sUICC) o recelve an sUICC profile, the meathod comprising the sUICC:
stoning & network public key and an sUIGC danilly, wharein the eUICC uses the nelwork public
key to authenticats an eUiCG subseriphon manager;

recaiving a sarver public kay from the authenticatad oUHCC subscriplion manager,
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derwving the first shared sscret Key using a key derivation function and a sat of cryptographic
paramaters, wharein the key derbvation function uses asg input al lsast §) the recsived server publio key,
iy an eUICC private key, and (i) the set of orypiographic parameters;

deriving a second sharsd saoret Key using (i a sharsd secrst algorithm and {il} the derivad first
sharad secrst Key a8 an glgorithm token for the shared seorst aigorithm, wherein the shared secret
algorthm uses a secure hash algorithm; and

recsiving the eUICC profile, whersin the olHCC usas the derived second shared seoretkey and g
syimmatric ciphering slgorithm o decrypt the eSO profiie {par 34-40, kays storad by devies/UICC,
racaive enorypied profile, decryst different layers gooording to MNO pubiio kay, par.28-30, use key
generation function with parameters o generaie Keys within UICC, par 53-85, UiICC, )

Regarding claim 2, Nakhjiri teaches whersin the sUiCO subsoription managsr derives the
server publio Key and & server privaie Key using a key pair genergtion aigorithm, and wherein the
sUICT subsoription manager uses the server privais key and the ¢iUiCO public key o derive the

grond sharad secrst key {par18-18).

Regarding claim 3, Nakhjiri teaches whersin the sUICT subsoniphion managsr uses a
network privals Key {0 encrypt the server public key received by the glCC {par 20-24).

Regarding claim 4, Nakhjiri teaches a server deriving a server pwivate key and ths ssrver public
key using an elliptic curve cryptography {ECC)Y algorithim, wherein the Key derivation funclion comprisas a
key gxchange for BECC {par.25-29).

Regarding claim 5, Nakhjiri teaches tha etHCC subscription manager Geriving the first sharsd
seoret Key using tha kay dersvation funclion, the set of crypiographic parametars, and an eUiCC public
key {par.34-40).

Regarding claim 6, Nakhjiri teaches authenticating with & wirgless network using the dacrypiad
eUICT profile, wherain the sUICC (1) sends a network module identity, (i) recaives a challenge (RAND),
{iil} uses the RAND, g key K from the daecryptad elHCC profile, and g set of oryptographic algurithms (o

calculaie a response (RES), {ivi sendes the RES I the wireless network {par.32-4C3.
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Regarding claim 7, Nakhjiri teaches wherein the decrypied eSO profils includss a
natwork module identity, & set of natwork parametsrs, and a key K, and wherein the slJiCO stores
the decryptad sUlIGT profite in a protected mamory (par 83-55).

Regarding claim 8, Nakhjiri teaches raading the eUICC idantity from the protected memory; and
sending the eUICC identity to the slICC subsorption managsr befors raceiving the token (par 53-55).
19. Claims 9, 12, and 14-19 are rejected under 35 U.S.C. 102(a)(2) as being anticipated by Park
(20140237101).

Regarding claim 9, Park teaches

TR

A method for a module using an embedded integrated circult card (2UIGCYH 10

suppoit guihentication, the methoed comprising the modude: reading g moedule dertily from a protecied
memory and sanding the moduia dentity 1o an eUiCC subscrintion manager, receiving a first profile for

the ellCO, wherein the first profile includes & first network module identity and a first key ¥ {par 13-15,

using the slHCC, the first nebwork module idantity, and ihs firet key K g authenticals with a firg!

wirgless nebwork; receiving from an eUlCC subscripiion manager a server public key afier authenticating
with the first key K (81-85);

deriving a shared secret kay using () the received sarver public kay, (i) an sUCC private key,
and i g shared secrel gigorithm, whergin the shared seoret aigoriihm includes g secure hash algonithm
{par.91-85);

recelving a second profife for the sliCC, wherein the moduls deorynts the second profile using
the derived shared secral key, whersin the decrypied second profile includes a second network module
identity and a second kay K {par 85-103);

authenticating with a second wirsiess network using the second natwork moduis identily and the
sepond key K {(par.114-121).

Regarding claim 15, Park teaches A meathod for a module with an ambadded universal

intasgrated cireult card (eUICC) to conduct authentication {abstract):
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recording in a protecied memory & module private Key, a module public key, a first servar publio
kay, and a module identity (par .82-86);

sending (i} the module identity and (i) & pgeude-random number 10 a server for an embeddsd
universal intagrated circuit card (eUICC) subsoription managesr, and whersin the module sends from an
Internet Protocol a8drass and port (P port number (par. 838-108);

recaiving a response at the [Piport number, whersin the response includes a servar digital
signature and a second sarver public kay, wharein the modules varifies the server digial signature using
the firet server pubkic key (par 115-118),;

deriving a shared secrel key using () a shared secret glgorithrm, () the second server public key,
and (i the medule privale Key, wherein the shared secret algonithm uses a secure hash algorithm
(par 108-113)

recaiving a profile for the eUKCC from the server, wherein the profiie is decrypled using the
derived shared secret key and a syinmetnic cighering algorithm, and wherain the profile includes
a neiwork medule identity and & key K {par 116-1213; and

authenticating with a wirslass network using the network moduie identity and the key K {par. 14¢-

Regarding claim 12, Park teaches whergin the first profile inciudes a first set of
cryplographic parameters and the second profile inciudes g second set of crypiographic parameters, and
whersin the module uess {0} the sl set of eryplographic parametears 1o auihentcate with the firg
wirgless network and (i} the second set of orypiographic parameters 1o authenticate with the sacond
wireless network (par 46-52, 131-136).
Regarding claim 14, Park teaches wherain the first network module dentity used with ths
first key K comprises a first international mobile subscriber identity (1MS81), and wharein the
second network module identity used with the second Key K comprisas a sacond MBI {par 26-33.
Regarding claim 16, Park teaches whersin, after authanticaling with the wireless natwork,
the module encrypts a medule encrypted data using a symmetric Key, wherain the moduie derives

tha symmaetric key using the key K from the profile (par.§3-898}.
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Regarding claim 17, Park teaches whearein the server derives the shared secret key uaing {i}
pubic key {oar.80-88.

Regarding claim 18, Park teaches the modile uses at i8ast ong componant parameter with
the shared secrst slgorithm in order 1o derive the shared secret key {par.57-63).

Regarding claim 19, Park teaches receiving a module instruction after authenticgiing with the
wirgless network, wharein the moduls instruction includas a saourity tokan, and whersin the slJiCGC
derives a PKE key palr using the security foken, whersin the 2UICC sends a derived sUiCC public key

T

from the PKI key pain, and wherein the eUICC authenticates the derived iSO publio Key using the
racordad moduls pubiic key (phar 113-118).

Claim Rejections - 35 USC § 103
20. The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections

set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is not
identically disclosed as set forth in section 102, if the differences between the claimed invention and the prior art
are such that the claimed invention as a whole would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art to which the claimed invention pertains.
Patentability shall not be negated by the manner in which the invention was made.

21, Claim 13 is/are rejected under 35 U.S.C. 103 as being unpatentable over Park, and further
in view of Campagna (20140003604).

Regarding claim 13, Park does not expressly disclose, however, Campagna teaches whearain
the module uses an elliptic curve cryptography (ECC) algorithm with the server public key, and wharedn
the module uses a symmetric cighering algorithm with the derived shared saoret Key 10 deorypt the
second profile {par57-63).

Therefore, one of ordinary skill in the art would have found it obvious before the effective filing
date of the claimed invention to modify Park to use ZCC as taught by Campagna.

One of ordinary skill in the art would have been motivated to perform such a modification to

further secure the system (Campagna, par.50-70).
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22, Claim 20 is/are rejected under 35 U.S.C. 103 as being unpatentable over Park, and further
in view of Huxham (20130294602).

Regarding claim 20, Park does not expressly disclose, however, Huxham teaches wharein the
module Uses a sensor in grder 1 gensgrate the pseudo-random number (Har 80-82).

Therefore, one of ordinary skill in the art would have found it obvious before the effective filing
date of the claimed invention to modify Park to gensrats the pseudo-random numbsr as taught by
Huxham.

One of ordinary skill in the art would have been motivated to perform such a modification to
generate pseudo-random numbers according to different generators (Huxham, par.70-100).

Allowable Subject Matter
23. Claims 10-11 are objected to as being dependent upon a rejected base claim, but would be
allowable if rewritten in independent form including all of the limitations of the base claim and any
intervening claims.

Conclusion

24. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to David Garcia Cervetti whose telephone number is (571)272-5861. The examiner can
normally be reached on Monday-Friday 8 AM to 5 PM.
25. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
SHEWAYE GELAGAY can be reached on (571)272-4219. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.
26. Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-
1000.

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436
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determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature [Cato Yang/ Date (YYYY-MM-DD) 2017-02-08
Name/Print Cato Yang Registration Number 57,310

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
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the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
612779
1 Information DFlscIosuSréeOZtatement (IDS) 13-1615-US-CON_IDS. pdf no 5
orm ( ) 26bcd0044dbcbf46af9116685cee544d57(7
79de
Warnings:
Information:
523964
2 Non Patent Literature NPL_1.pdf no 6
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04ch
Warnings:
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3 Fee Worksheet (SB06) fee-info.pdf no 2
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ab8b
Warnings:
Information:
Total Files Size (in bytes): 1167537

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 15130146

Filing Date 15-Apr-2016
First Named Inventor John Nix
Attorney Docket Number 13-1615-US-CON

Title of Invention

Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

M2M and loT Technologies, LLC 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

9319223

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantes, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 57310

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signat
gnature /Cato Yang/

Name Cato Yang

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number: 15130146

Filing Date: 15-Apr-2016

Title of Invention: Key Derivation for a Module Using an Embedded Universal Integrated Circuit

Card
First Named Inventor/Applicant Name: John A. Nix
Filer: Cato Yang.
Attorney Docket Number: 13-1615-US-CON
Filed as Small Entity
Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 15130146
Filing Date: 15-Apr-2016

Applicant/Patent under Reexamination: Nix

Electronic Terminal Disclaimer filed on  March 2, 2017

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFSID: 28522615
Application Number: 15130146
International Application Number:
Confirmation Number: 5300
Title of Invention: gi/dDerlvatlon for a Module Using an Embedded Universal Integrated Circuit
First Named Inventor/Applicant Name: John A. Nix
Customer Number: 20306
Filer: Cato Yang.
Filer Authorized By:
Attorney Docket Number: 13-1615-US-CON
Receipt Date: 02-MAR-2017
Filing Date: 15-APR-2016
Time Stamp: 23:26:18
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $160
RAM confirmation Number 030317INTEFSW23261500
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33412
1 Electronic Terminal Disclaimer-Filed eTerminal-Disclaimer.pdf no 2
335ff239ea706de05d5010b60868bc59c1b8|
12162
Warnings:
Information:
30526
2 Fee Worksheet (SB06) fee-info.pdf no 2
068845ddead4f9c01dcc00a035dd915bf3a
0427c
Warnings:
Information:
Total Files Size (in bytes): 63938

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(MBHB Docket No. 13-1615-US-CON)

First Named Inventor: John A. Nix ) Examiner: David G. Cervetti
)

Serial No. 15/130,146 ) Group Art Unit 2436
)

Filed: April 15, 2016 ) Confirmation No. 5300
)

For: Key Derivation for a Module Using an )
Embedded Universal Integrated Circuit Card )

Mail Stop Amendment
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

RESPONSE TO NON-FINAL OFFICE ACTION MAILED NOVEMBER 2, 2016

In response to the Non-Final Office Action mailed November 2, 2016, Applicant submits
the following amendments and remarks. Amendments to the specification begin on page 2,
amendments to the claims begin on page 3, and remarks follow on page 8.

Applicant authorizes the Office to charge any underpayment or credit any overpayment to
Deposit Account No. 13-2490. In addition, please treat any filing in this matter that requires an

extension of time as incorporating a request for the extension.
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PTO/AIA/22 (03-13)

Approved for use through 7/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | 13-1615-US-CON

Application Number Filed

15/130,146 April 15, 2016

o Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card

Art Unit Examiner

2436 David G. Cervetti

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
One month (37 CFR 1.17(@)(1)) $200 $100 $50 $ 100
[] Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
[] Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $
[] Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550 $
[] Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

Applicant asserts small entity status. See 37 CFR 1.27.

Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

A check in the amount of the fee is enclosed.

Payment by credit card. Form PTO-2038 is attached.

The Director has already been authorized to charge fees in this application to a Deposit Account.

OO0 o o ol

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number

Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the
|:| applicant.
attorney or agent of record. Registration number 57’31 0
|:| attorney or agent acting under 37 CFR 1.34. Registration number
/Cato Yang/ March 2, 2017
Signature Date
Cato Yang 312-913-0001
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

* Total of _! forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Avrecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 15130146

Filing Date: 15-Apr-2016

Title of Invention: Key Derivation for a Module Using an Embedded Universal Integrated Circuit

Card

First Named Inventor/Applicant Name: John A. Nix

Filer: Cato Yang.

Attorney Docket Number: 13-1615-US-CON

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)
s . Sub-Total in
Description Fee Code Quantity Amount USD($)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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.. . Sub-Total in
Description Fee Code Quantity Amount USD($)
Extension - 1 month with $0 paid 2251 1 100 100
Miscellaneous:
Total in USD ($) 100
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Electronic Acknowledgement Receipt

EFS ID: 28522628
Application Number: 15130146
International Application Number:
Confirmation Number: 5300
Title of Invention: gi/dDerlvatlon for a Module Using an Embedded Universal Integrated Circuit
First Named Inventor/Applicant Name: John A. Nix
Customer Number: 20306
Filer: Cato Yang.
Filer Authorized By:
Attorney Docket Number: 13-1615-US-CON
Receipt Date: 02-MAR-2017
Filing Date: 15-APR-2016
Time Stamp: 23:32:31
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $100
RAM confirmation Number 030317INTEFSW23325200
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
89189
13-1615-US-
1 yes 10
CON_ResponSEOZMARZOT 7pdf 98a8482147346e4cd010462f662b7c7bd46)
23166
Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Arguments/Remarks Made in an Amendment 8 10
3 7
Specification 2 2
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Warnings:
Information:
164956
5 Extension of Time 13-161 5—US—Cng_Exten5|on. no 2
p fe7e6f10984bc7c8dc732d73c4c30919ce22|
c88e
Warnings:
Information:
30396
3 Fee Worksheet (SB06) fee-info.pdf no 2
65cd42352e8cc87d 15febSaaz2da72f5c6e20)
6df4
Warnings:

Information:

Total Files Size (in bytes):

284541
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Remarks
1. Summary of the Office Action

In the pending Office Action, the Examiner requested a revision to the specification to
identify the parent patent number, the Examiner rejected claims 1-20 on the ground of
nonstatutory double patenting as allegedly being unpatentable over claims of U.S. Patent No.
9,319,223, the Examiner rejected claims 1-20 under 35 U.S.C. § 112(b) as allegedly being
indefinite, the Examiner rejected claims 1-20 under 35 U.S.C. § 101 as allegedly being directed
to non-statutory subject matter, the Examiner rejected claims 1-8 under 35 U.S.C. § 102(a)(2) as
allegedly being anticipated by U.S. Patent Application Pub. No. 2014/0082358 (Nakhjiri), the
Examiner rejected claims 9, 12, and 14-19 under 35 U.S.C. § 102(a)(2) as allegedly being
anticipated by U.S. Patent Application Pub. No 2014/0237101 (Park), the Examiner rejected
claim 13 under 35 U.S.C. § 103 as allegedly being unpatentable over Park in view of U.S. Patent
Application Pub. No. 2014/0003604 (Campagna), and the Examiner rejected claim 20 under 35
U.S.C. § 103 as allegedly being unpatentable over Park in view of U.S. Patent Application Pub.
No. 2013/0294602 (Huxham).

Further, the Examiner indicated that claims 10 and 11 would be allowable if rewritten in
independent form.

2. Status of the Claims

Pending and at issue are claims 9, 11-14, and 21-26, of which claims 9 and 22 are

independent and the remainder are dependent. By this filing, Applicant cancels claims 1-8 and

15-20, amends claim 1, cancels claim 10, and adds new claims 21-26.

Page 8 of 10
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3. Amendment to the Specification

Applicant has amended the specification as requested by the Examiner to identify the
U.S. patent number of the parent application.
4. Response to the Indefiniteness Rejections

Applicant has canceled claims 1 and 15, thereby rendering moot the indefiniteness
rejections thereof.
S. Response to the Double Patenting Rejections

Without acquiescing in the double patenting rejections, Applicant files herewith a
terminal disclaimer over U.S. Patent No. 9,319,223, Accordingly, Applicant respectfully request
withdrawal of the double patenting rejections.

6. Response to the Non-Statutory Subject Matter, Anticipation, and Obviousness
Rejections

Applicant has amended independent claim 9 to include allowable subject matter from
claim 10. Accordingly, Applicant respectfully requests reconsideration and withdrawal of the
rejection of amended claim 9, and allowance thereof. Claims 11-14 and 21 should be allowed as
well for at least the reason that these claims depend from allowable claim 9.

Further, Applicant has added a new claim 22, which recites allowable subject matter
combined from claims 9 and 11. Accordingly, Applicant respectfully requests favorable
consideration and allowance of claim 22, and allowance thereof. Claims 22-26 should be allowed
as well for at least the reason that these claims depend from allowable claim 22.

7. Conclusion
Applicant does not acquiesce in any assertion made by the Examiner that is not expressly

addressed by these remarks.

Page 9 of 10
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Should the Examiner wish to discuss this case with the undersigned, the Examiner is

invited to call the undersigned at (312) 913-3390.

Respectfully submitted,

Date:_March 2, 2017 By:__ /Cato Yang/

Cato Yang
Reg. No. 57,310

Page 10 of 10
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Amendments to the Claims

1-8. (Canceled)

0. (Currently amended) A method for a module using an embedded integrated circuit
card (eUICC) to support authentication, the method comprising the module:

reading a module identity from a protected memory and sending the module identity to an
eUICC subscription manager;

reading an eUICC subscription manager public key from the protected memory:

authenticating the eUICC subscription manager using the eUICC subscription manager

public key:

receiving a first profile for the eUICC, wherein the first profile includes a first network

module identity and a first key K, and wherein the module sends the module identity to the

eUICC subscription manager before receiving the first profile;

using the eUICC, the first network module identity, and the first key K to authenticate
with a first wireless network;

receiving from an eUICC subscription manager a server public key after authenticating
with the first key K;

deriving a shared secret key using (i) the received server public key, (ii) an eUICC

private key, and (iii) a shared secret algorithm—wheretntheshared-seeret-algorithmincludes—a
seeure-hash-atgortthin,

receiving a second profile for the eUICC, wherein the module decrypts the second profile
using the derived shared secret key, wherein the decrypted second profile includes a second

network module identity and a second key K; and

Page 3 of 10
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authenticating with a second wireless network using the second network module identity

and the second key K.

10.  (Canceled)

11.  (Original) The method of claim 9, further comprising authenticating with the
second wireless network using the decrypted second profile, wherein the module (i) sends the
second network module identity, (ii) receives a random number (RAND), (iii) uses the RAND,
the second key K, and a set of cryptographic algorithms to calculate a response (RES), and (iv)

sends the RES to the second wireless network.

12.  (Original) The method of claim 9, wherein the first profile includes a first set of
cryptographic parameters and the second profile includes a second set of cryptographic
parameters, and wherein the module uses (i) the first set of cryptographic parameters to
authenticate with the first wireless network and (ii) the second set of cryptographic parameters to

authenticate with the second wireless network.
13. (Original) The method of claim 9, wherein the module uses an elliptic curve
cryptography (ECC) algorithm with the server public key, and wherein the module uses a

symmetric ciphering algorithm with the derived shared secret key to decrypt the second profile.

14.  (Original) The method of claim 9, wherein the first network module identity used

with the first key K comprises a first international mobile subscriber identity (IMSI), and
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wherein the second network module identity used with the second key K comprises a second

IMSIL

15-20. (Canceled)

21.  (New) The method of claim 9, wherein the eUICC subscription manager derives
the server public key and a server private key using a key pair generation algorithm, and wherein
the eUICC subscription manager uses the server private key and the eUICC public key to derive

the second shared secret key.

22. (New) A method for a module using an embedded integrated circuit card (eUICC)
to support authentication, the method comprising the module:

reading a module identity from a protected memory and sending the module identity to an
eUICC subscription manager;

receiving a first profile for the eUICC, wherein the first profile includes a first network
module identity and a first key K;

using the eUICC, the first network module identity, and the first key K to authenticate
with a first wireless network;

receiving from an eUICC subscription manager a server public key after authenticating
with the first key K;

deriving a shared secret key using (i) the received server public key, (ii) an eUICC

private key, and (iii) a shared secret algorithm;
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receiving a second profile for the eUICC, wherein the module decrypts the second profile
using the derived shared secret key, wherein the decrypted second profile includes a second
network module identity and a second key K; and

authenticating with a second wireless network using the second network module identity
and the second key K, wherein the module (i) sends the second network module identity, (ii)
receives a random number (RAND), (iii) uses the RAND, the second key K, and a set of
cryptographic algorithms to calculate a response (RES), and (iv) sends the RES to the second

wireless network.

23. (New) The method of claim 22, further comprising:

reading an eUICC subscription manager public key from the protected memory;

authenticating the eUICC subscription manager using the eUICC subscription manager
public key; and

sending the module identity to the eUICC subscription manager before receiving the first

profile.

24.  (New) The method of claim 22, wherein the first profile includes a first set of
cryptographic parameters and the second profile includes a second set of cryptographic
parameters, and wherein the module uses (i) the first set of cryptographic parameters to
authenticate with the first wireless network and (ii) the second set of cryptographic parameters to

authenticate with the second wireless network.
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25. (New) The method of claim 22, wherein the module uses an elliptic curve
cryptography (ECC) algorithm with the server public key, and wherein the module uses a

symmetric ciphering algorithm with the derived shared secret key to decrypt the second profile.
26.  (New) The method of claim 22, wherein the first network module identity used
with the first key K comprises a first international mobile subscriber identity (IMSI), and

wherein the second network module identity used with the second key K comprises a second

IMSIL
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Amendments to the Specification

In the application as filed, please replace the paragraph on page 2, lines 2-3 with the
following paragraph:
This is a continuation of U.S. Patent Application No. 14/084,141 filed

November 19, 2013, now U.S. Patent No. 9.319.223. the entire contents of each
of which appheation-is fully incorporated by reference herein.
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Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
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| appcaTonno. | FILING DATE | FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFRMATIONNO. |
15/130,146 04/15/2016 John A. Nix 13-1615-US-CON 5300
20306 7590 04/19/2017 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP CERVETTI, DAVID GARCIA
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGO, IL. 60606 2436

DATE MAILED: 04/19/2017

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
15/130,146 NIX, JOHN A.
. oy E [ Art Uni AlA (First Inventor to File)
Notice of Allowability D):Sir:; Ig:l:cia Cervetti 24tt36 nt Status
Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to 3/2/2017.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 9.11-14 and 21-26. As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information,
please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d Al b)[] Some *c)[] None of the:
1. [] Certified copies of the priority documents have been received.
2. [0 Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 2/8/17

3. [0 Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/David Garcia Cervetti/
Primary Examiner, Art Unit 2436

U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20170403
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Application/Control Number: 15/130,146 Page 2
Art Unit: 2436

DETAILED ACTION

1. The present application, filed on or after March 16, 2013, is being examined under the first
inventor to file provisions of the AlA.
2. Applicant’s amendment filed 3/2/2017 has been fully considered.
3. Claims 9, 11-14, and 21-26 are pending and have been examined. Claims 1-8, 10, and 15-20
have been canceled.

Response to Amendment
4. The objection to the specification is withdrawn.
5. The provisional Double Patenting rejection is withdrawn in view of the Terminal Disclaimer filed
on 3/2/2017.
6. This communication warrants No Examiner's Reason for Allowance, applicant's reply makes
evident the reasons for allowance, satisfying the "record as a whole" provision of the rule 37 CFR
1.104(e). Specifically, applicant's arguments filed on 3/2/2017 are persuasive, as such the reasons for
allowance are in all probability evident from the record and no statement is deemed necessary (see
MPEP 1302.14).

Terminal Disclaimer

7. The terminal disclaimer filed on 3/2/2017 disclaiming the terminal portion of any patent granted on
this application which would extend beyond the expiration date of US Patent No. 9319223 has been
reviewed and is accepted. The terminal disclaimer has been recorded.

Allowable Subject Matter
8. Claims 9, 11-14, and 21-26 are allowed.
9. Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

Petitioner Samsung Ex-1023, 0350



Application/Control Number: 15/130,146 Page 3
Art Unit: 2436

Conclusion
10. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to David Garcia Cervetti whose telephone number is (571)272-5861. The examiner can
normally be reached on Mon-Thu 8:00AM-5:00PM.
11. Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.
12. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
SHEWAYE GELAGAY can be reached on (571)272-4219. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.
13. Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-
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"20020094085" | "20050108171" |
"20050108534" | "20050207379" |
"20070249324" | "20080081611" |
"20080189550" | "20080260149" |
"20090092255" | "20030072429" |
"20040190718" | "20050212688" |
"20050246253" | "20050273609" |
"20060236117" | "20070064948" |
"20090261172" | "20090276626" |
"20030235305" | "20040264699" |
"20050005095" | "20050113067" |
"20050120213" | "20060105740" |
"20060148450" | "20070042754" |
"20070058808" | "20070224993" |
"20070269048" | "20080039096" |
"20080162939" | "20080232382" |
"20090063851" | "20090217033" |
"20100191971" | "20110113250" |
"20110307953" | "20110314522").PN.

S5 450 ("5199072" | "5760824" | "5864757" | US-PGPUB; {OR OFF 2015/05/30
"5915226" | "6430409" | "6580906" | USPAT 14:30
"6694430" | "6795701" | "6851050" |
"6915272" | "6931128" | "6963740" |
"6978023" | "6985719" | "7088233" |
"7114175" | "7138902" | "7188089" |
"7237004" | "7283812" | "7292870" |
"7310424" | "7322041" | "7334024" |
"7356145" | "7366905" | "7444133" |
"7483411" | "7489919" | "7490350" |
"7505756" | "7515937" | "7555128" |
"7561878" | "7598844" | "7605742" |
"7624417" | "7669232" | "7711359" |
"7720461" | "7721325" | "7746245" |
"7751548" | "7788703" | "7839874" |
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"7890745" | "7894837" | "7933597" |
"7957722" | "8014529").PN.
S6 {100 &4 S5 US-PGPUB; {OR OFF 2015/05/30
USPAT 14:30
S7 {3566 (derive deriving derivation generate US-PGPUB;iOR ON 2015/05/30
generating generator ) near5 key near8 {{USPAT 14:33
parameter
S8 {776 (derive deriving derivation generate US-PGPUB; OR ON 2015/05/30
generating generator ) near5 (private USPAT 14:34
public) near6 key near8 parameter
S9 {773 (derive deriving derivation generate US-PGPUB; OR ON 2015/05/30
generating generator ) nearb (private USPAT 14:35
public) near6 key near8 parameter and
(@pd @prad @rlad @ptad @ad)
<"20131119" 4 o F o d
S10 {44370 (HO04L9/0861 or H04L9/085 or HO4L9/30 {US-PGPUB;3OR ON 2015/06/20
or H04L9/321 or H04L.9/006 or USPAT 13:25
HO4W52/0216 or H04L63/061 or
H04163/0272 or H04L63/045 or
H04L67/04 or HO4L9/3247 or
HO04W12/02 or HO4W12/06 or H0419/32
or H04W52/0235 or H04W12/04 or
HO4W4/005).cpc.
S11 43483  #713/171.ccls. US-PGPUB; {OR OFF 2015/06/20
USPAT 13:25

S12 43385  #380/44.ccls. US-PGPUB; {OR OFF 2015/06/20
USPAT 13:25

S13 {5895  iuice US-PGPUB; {OR ON 2015/06/20
USPAT 13:40

S14 45910 (uicc euice) US-PGPUB; {{OR ON 2015/06/20
USPAT 13:41

S15 1691 (uicc euicc) and (public private) nearb US-PGPUB;HOR ON 2015/06/20
key USPAT 13:41

S16 {468 (uicc euicc) and (public private) nearb US-PGPUB;HOR ON 2015/06/20
key and (derivation derive derived USPAT 13:41
deriving generate generating generator
generated) near8 key

S17 263 (uicc euicc) and (public private) nearb US-PGPUB; {OR ON 2015/06/20
key and (derivation derive derived USPAT 13:42
deriving generate generating generator
generated) near8 key and network near6
o A N N—

S$18 11260 (uicc euicc) and (public private) nearb US-PGPUB;HOR ON 2015/06/20
key and (derivation derive derived USPAT 13:42
deriving generate generating generator
generated) near8 key and network near6
key and (@pd @prad @rlad @ptad @ad)
<"20131119"

S19 {245 (uicc euicc) and (public private) adj key {US-PGPUB;OR ON 2015/06/20
and (derivation derive derived deriving {{USPAT 13:44
generate generating generator
generated) near8 key and network near6
key

20 11400 (uicc euicc) and (derivation derive US-PGPUB; {OR ON 2015/06/20
derived deriving generate generating USPAT 15:22
generator generated) near8 (shared
network) near6 (key secret)

1S21 1108 |(uicc euicc) same (derivation derive  {US-PGPUB; {OR |ON  {2015/06/20;
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derived deriving generate generating
generator generated) near8 (shared
network) near6 (key secret)

USPAT

15:22

S22

"9118464".pn.

US-PGPUB;
USPAT

OR

OFF

2015/12/13
21:05

523

315

euicc

US-PGPUB;
USPAT

OR

OFF

2015/12/13
21:15

S24

63

euicc and (first second) near5 key

US-PGPUB;
USPAT

OR

OFF

2015/12/13
21:15

S25

53

euicc and (first second) near5 key and
(derive deriving derivation generat$)
near6 key

US-PGPUB;
USPAT

OR

OFF

2015/12/13
21:16

S26

1392

(first second) near5 key and (derive
deriving derivation generat$) near6 (key
near3 pair public adj key private adj key)
with (module sim eUICC uicc)

US-PGPUB;
USPAT

OR

OFF

2015/12/13
21:36

S27

1658

(first second) near5 key and (derive
deriving derivation generat$) near6 (key
near3 pair public adj key private adj key)
with (module sim eUICC uicc)

US-PGPUB;
USPAT

OR

ON

2015/12/13
21:37

528

26

(first second) near5 key and (derive
deriving derivation generat$) near6 (key
near3 pair public adj key private adj key)
with (module sim eUICC uicc) and
(encrypt$ decrypt$) near8 profile near6
(uicc euicc module)

US-PGPUB;
USPAT

OR

2015/12/13
21:38

529

57

("20020018569" | "20030003895" |
"20030211842" | "20040179684" |
"20050193199" | "20050278787" |
"20060021083" | "20060056355" |
"20070206799" | "20080022089" |
"20080165698" | "20090028341" |
"20090268909" | "20100098253" |
"20100166167" | "20110016321" |
"20110055553" | "20110237281" |
"20110291803" | "20120011360" |
"20120023336" | "20120089568" |
"20120108205" | "20120117635" |
"20120278490" | "201203009832" |
"20130166915" | "20130173747" |
"20130305345" | "20130331063" |
"20140082358" | "20140087790" |
"20140101444" | "20140108801" |
"20140143826" | "20140161113" |
"20140165155" | "20140192976" |
"20140219447" | "20140219448" |
"20140273913" | "20140287725" |
"20140337937" | "20140351403" |
"20150017910" | "20150092590" |
"20150095514" | "20150113275" |
"20150121495" | "6038322" | "7921292"
| "8526606" | "8555067" | "8590028" |
"8782774" | "8948386" |

"9002018").PN.

US-PGPUB;
USPAT

OR

OFF

2015/12/13
22:00

S30

25

(first second) near5 key near8 (derive
deriving derivation generat$) and
(encrypt$ decrypt$) nearB profile near6
(uicc euicc module)

US-PGPUB;
USPAT

OR

ON

2015/12/13
22:05

S31

1404

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
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OR

ON

2015/12/13
22:09
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N
N
N
N
N
N

sim euicc module)

S32 67

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
sim euicc )

US-PGPUB;

USPAT

OR

ON

2015/12/13

22:09

S33 325

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
sim euicc module) and public adj key
near6 (uicc sim euicc module)

US-PGPUB;
USPAT

OR

ON

2015/12/13
22:10

S34 284

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
sim euicc module) and public adj key
near6 (uicc sim euicc module) and
(public private) near5 key near8 (derive
deriving derivation generat$)

US-PGPUB;
USPAT

OR

ON

2015/12/13
22:11

S35 {271

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
sim euicc module) and public adj key
near6 (uicc sim euicc module) and
(public private) near5 key near8 (derive
deriving derivation generat$) and (@pd
@prad @rlad @ptad @ad)<"20131123"

US-PGPUB;
USPAT

OR

ON

2015/12/13
22:14

S36 {169

(first second) near5 key near8 (derive
deriving derivation generat$) near6 (uicc
sim euicc module) and public adj key
near6 (uicc sim euicc module) and
(public private) near5 key near8 (derive
deriving derivation generat$) and (uicc
sim euicc module) near6 (id identity
identifier identification) and (@pd @prad
@rlad @ptad @ad)<"20131123"

US-PGPUB;
USPAT

OR

ON

2015/12/13
22:29

S37 {1

"20140003604".pn.

US-PGPUB;
USPAT

OR

OFF

2015/12/13
22:43

S38 i1

"20140003604".pn. and (deriv$ generat$
creat$) nearb key

US-PGPUB;
USPAT

OR

OFF

2015/12/13
22:49

S39 160492

(HO4L9/3247 or HO4L9/0894 or
G06F21/35 or HO4L.9/0816 or H04L9/085
or H04L9/30 or H04L9/321 or H04L.9/006
or H04W52/0216 or H04L63/0272 or
HO4L63/061 or H04L63/045 or H041.9/32
or HO4W12/02 or H041.9/0861 or
HO4W12/06 or H0O4L67/04 or
H04W4/005 or HO4W52/0235 or
HO4W12/04 or HO41.2209/805 or
G0BF2221/2107 or GOBF2221/2105 or
G0BF2221/2115 or H04LB83/0442 or
H04L63/123).cpc.

US-PGPUB;
USPAT

OR

OFF

2015/12/13
22:52

S40 107758

(HO4W52/0277 or H04J11/00 or
H04W80/04 or HO4W76/046 or
HO4W8/082 or HO4W40/005 or
HO4L12/2854 or HO41.9/088 or
H0419/3066 or H04L9/14 or HO419/0894
or GO6F21/35 or H04L9/0816 or
HO41L9/30 or HO4L.9/085 or HO4L9/321 or
H04W52/0216 or HO4L9/006 or
HO4L63/061 or H04L683/045 or
H04L63/0272 or H04L67/04 or
HO04W12/02 or H04W12/06 or
H0419/3247 or H04L9/32 or H041.9/0861
or H04W52/0235 or HO4W4/005 or
HO04W12/04 or H04W88/12 or

HO4W84/12 or H04L2209/24 or
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H04L2209/72 or H04L83/0464 or
Y02B60/50 or H041.2209/805 or
G06F2221/2105 or GOBF2221/2107 or
GO6F2221/2115 or HO4L63/123 or
HO04L63/0442) .cpc.
S41 438075 i(HO4W52/0277 or H04J11/00 or US-PGPUB; iOR OFF 2016/10/27
H04W80/04 or HO4W76/046 or USPAT 13:03
HO04W8/082 or HO4W40/005 or
H04L12/2854 or H04L9/088 or
HO04L9/3066 or H04L9/14 or HO4L9/3247
or H04L9/0861 or HO4W88/12 or
HO4W84/12 or H04L2209/24 or
H0412209/72 or H04L83/0464).cpc.
$42 {10747 §(HO4L9/088 HO4L9/3066 HO4L9/14 US-PGPUB; {OR OFF 2016/10/27
H04L9/3247 H0419/0861 USPAT 13:04
H04L63/0464).cpc.
$43 i1 "9319223".pn. US-PGPUB; iOR OFF 2016/10/27
USPAT 13:12

S44 i1 "20140003604".pn. US-PGPUB; {OR OFF 2016/10/27
USPAT 13:22

45 {1165 (euicc uicc sim esim) near4 profile US-PGPUB; {OR OFF 2016/10/27
USPAT 13:41
$46 {179 (euicc uicc sim esim) near4 profile and  {jUS-PGPUB;OR OFF 2016/10/27
(derive deriving derivation derived USPAT 13:41
generate generating create creating)
near6 key
SA47 {150 (euicc uicc sim esim) near4 profile and  jUS-PGPUB; iOR OFF 2016/10/27
(derive deriving derivation derived USPAT 13:42
generate generating create creating)
near6 key and (@pd @prad @rlad @ptad
@ad)<"20131119"
S48 {1168  i{jacques.xp. US-PGPUB; {OR OFF 2016/10/28
USPAT 07:53

$49 147 jacques.xp. and (726/$.ccls.) US-PGPUB; HOR OFF 2016/10/28
USPAT § § 07:53

S50 i1 '20160234020".pn. US-PGPUB; {{OR OFF 2016/10/28
USPAT § § 10:11

S51 i1 "20160234020".pn. and (sim profile euiccijUS-PGPUB; {OR OFF 2016/10/28
uice) USPAT 10:11

S52 j223 (euicc uicc sim esim) near4 profile and  §US-PGPUB; {OR ON 2016/10/28
(derive deriving derivation derived USPAT 10:17
generate generating create creating)
near6 key and (@pd @prad @rlad @ptad
@ad)<"20131119"

S53 111 (euicc uicc sim esim) near4 profile and  §jUS-PGPUB;iOR ON 2016/10/28
(derive deriving derivation derived USPAT 10:17
generate generating create creating)
near6 key and (private public) near4 key
and (@pd @prad @rlad @ptad @ad)
<"20131119"

554 42 (euicc uicc sim esim) near4 profile and  §USOCR; OR ON 2016/10/28
(derive deriving derivation derived FPRS; 10:18
generate generating create creating) EPO; JPO;
near6 key and (private public) near4 key iDERWENT;
and (@pd @prad @rlad @ptad @ad) IBM_TDB
<"20131119"

855 i3 (euicc uicc sim esim) near4 profile and  {jUSOCR,; OR ON 2016/10/28
(derive deriving derivation derived FPRS; 10:18




EAST Search History

generate generating create creating)
near6 key and (private public) near4 key

EPO; JPO;
DERWENT;
[BM_TDB

S56

114

(ic integrated embedded virtual near3
card ) near4 profile and (derive deriving
derivation derived generate generating
create creating) near6 key and (private
public) near4 key and (@pd @prad
@rlad @ptad @ad)<"20131119"

US-PGPUB;
USPAT

OR

ON

2016/10/28
10:19

S57

53

(US-20130322621-$ or US-
20050138353-$ or US-20130114810-$ or
US-20120159153-$ or US-20120072732-
$ or US-20100275028-$ or US-
20100031042-$ or US-20050008159-§ or
US-20050021875-$ or US-20050120202-
$ or US-20050246282-$ or US-
20060059344-$ or US-20060206710- or
US-20080281442-$ or US-20080016230-
$ or US-20080114978-$ or US-
20090077643-$ or US-20090125996- or
US-20090132806-$ or US-20090191857-
$ or US-20090209232-$ or US-
20090282246-$ or US-20100062808- or
US-20120190354-$ or US-20120260086-
$ or US-20120260095-$).did. or (US-
20120260090-$ or US-20120331292-$ or
US-20130012168-$ or US-20130091556-
$ or US-20130117824-$ or US-
20130122864-$ or US-20130149996-$ or
US-20130212637-$ or US-20130227646-
$ or US-20140003604-$ or US-
20140053241-$ or US-20140073375- or
US-20140082359-$ or US-20140140507-
$ or US-20150012743-$ or US-
20140244994-$ or US-20090116642- or
US-20110314287-$ or US-20090313472-
$ or US-20150121495-$ or US-
20140287725-$ or US-20140237101-$ or
US-20140235210-$ or US-20140219447-
$ or US-20140143534-$ or US-
20140140509-$ or US-20090274306-
$).did.

US-PGPUB

OR

OFF

2016/10/28
10:20

S58

1166

(uicc euicc esim sim) adj profile and

(@pd @prad @rlad @ptad @ad)
<"20131119"

US-PGPUB;
USPAT

OR

ON

2016/10/28
17:42

S59

35

(uicc euicc esim sim) adj profile and
(encrypted decrypting) near3 profile and
(@pd @prad @rlad @ptad @ad)
<"20131119"

US-PGPUB;
USPAT

OR

ON

2016/10/28
17:42

S60

("9118464" "9350550" "9288059"
"9276740").pn.

US-PGPUB;
USPAT

OR

ON

2016/10/30
12:39

S61

36

encrypted near4 (uicc euicc) adj2 profile

US-PGPUB;
USPAT

OR

OFF

2016/10/30
15:10

Se2

47

(uicc euicc) adj2 profile and first near4
profile and second near4 profile

US-PGPUB;
USPAT

OR

OFF

2016/10/30
16:27

S63

168

(uicc euicc sim esim) adj2 profile and
first near4 profile and second near4
profile

US-PGPUB;
USPAT

OR

ON

2016/10/30
16:28

S64

37

(uicc euicc sim esim) adj2 profile and
first near4 profile and second near4

profile and (derive deriving derivation
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US-PGPUB;
USPAT

Petitioner Samsung Ex-1023, 0369

OR

ON
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generate generating generator ) near5
(shared secret private public) near6 key
S65 i1 "20140003604".pn. and (authenticat$) {JUS-PGPUB;{OR OFF 2016/10/30
USPAT 17:07

S66 {1 "20140003604".pn. and (authenticat$ US-PGPUB; iOR OFF 2016/10/30
profile) USPAT 17:07

S67 {1 "20140003604".pn. and (identity profile) {§jUS-PGPUB;:{OR OFF 2016/10/30

USPAT 17:09
S68 {121 (uicc euicc) near4d manager US-PGPUB; iOR OFF 2016/10/30
USPAT 17:11

$69 133 (uicc euicc) near4 manager and (uicc US-PGPUB; iOR OFF 2016/10/30
euicc) neard (public private) near3 key HUSPAT 17:11

570 329 (uicc euicc) near4 manager and (uicc US-PGPUB; {OR OFF 2016/10/30
euicc) neard (public private) near3 key  {USPAT 17:13
and profile

S71 428 (uicc euicc) near4 manager and (uicc US-PGPUB; iOR OFF 2016/10/30
euicc) neard (public private) near3 key  {USPAT 17:13
and (uicc euicc sim esim integrated)
near8 profile

S72 {21 (uicc euicc sim esim integrated) near8 US-PGPUB;iOR OFF 2016/10/30
profile same (random pseudorandom) USPAT 17:44
near5 (number value)

S74 {12 (uicc euicc sim esim integrated) near8 US-PGPUB;OR OFF 2016/10/30
profile and (sensor module) near8 USPAT 18:13
(generate generating) near6 (random
pseudorandom) near5 (number value)

S75 123 (uicc euicc sim esim integrated) near8 US-PGPUB; HOR OFF 2016/10/30
profile and (sensor module) near6 USPAT 18:15
(random pseudorandom) near5 (number
value) 4 d

S76 {119 (uicc euicc sim esim integrated) near8 US-PGPUB;HOR OFF 2017/04/15
profile and (generate generating) nearé {USPAT 13:55
(random pseudorandom) near5 (number
value)

S77 {159 (uicc euicc esim sim) near4 profile and  §jUS-PGPUB;{OR ON 2017/04/15
(encrypted encrypting decrypted encrypt jUSPAT 14:18
decrypt decrypting) near3 profile and
(@pd @prad @rlad @ptad @ad)
<"20131119"

578 59 (uicc euicc esim sim universal adj US-PGPUB; OR ON 2017/04/15
integrated ) near4 profile and (encrypted jUSPAT 14:19
encrypting decrypted encrypt decrypt
decrypting) near3 profile and (@pd
@prad @rlad @ptad @ad)<"20131119"

S79 43 (uicc euicc esim sim universal adj US-PGPUB; iOR ON 2017/04/15
integrated ) near4 profile and (encrypted {jUSPAT 14:19
encrypting decrypted encrypt decrypt
decrypting) near3 profile and
authenticat$ near6 network and (@pd
@prad @rlad @ptad @ad)<"20131119"

S80 {46 (uicc euicc esim sim universal adj US-PGPUB; i OR ON 2017/04/15
integrated ) near4 profile and (encrypted {jUSPAT 14:19
encrypting decrypted encrypt decrypt
decrypting) near3 profile and
authenticat$ near6 (network provider)
and (@pd @prad @rlad @ptad @ad)
<"20131119"

1981136 |(uicc euico esim sim universal ad 1US-PGPUB; {OR |ON  §2017/04/15;
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integrated ) near4 profile and (encrypted {jUSPAT 14:20
encrypting decrypted encrypt decrypt
decrypting) near3 profile and
authenticat$ near6 (network provider)
and (derive deriving derived derivation
generate generating generated
generator) near6 (key secret code) and
(@pd @prad @rlad @ptad @ad)

<"20131119"
$82 #30 (uicc euicc esim sim universal ad; US-PGPUB; OR ON 2017/04/15
integrated ) near4 profile and (derive USPAT 14:29

deriving derived derivation generate
generating generated generator) near6
(key secret code) with public adj key
with private adj key and (@pd @prad
@rlad @ptad @ad)<"20131119"

S83 {10 ("8434139" | "9253643" | US-PGPUB; iOR OFF 2017/04/15
"20160294829" | "20150215128" | USPAT 15:26
"20040162472" | "20070158439" |
"20130183932" | "20120033613" |
"20130028184" | "20130182586").PN.

S84 50632 {{(H04L9/0861 or HO4W76/046 or USPAT OR ON 2017/04/15
HO4W40/005 or HO4W8/082 or 15:47
H04W80/04 or H04J11/00 or
HO4W52/0277 or H04L12/2854 or
H0419/088 or H04L9/3066 or H04L9/14
or HO41L9/0894 or GOBF21/35 or
H0419/0816 or H04L.9/085 or H04L9/30
or H04W52/0216 or H04L9/006 or
H0419/321 or HO4L63/061 or
HO4L63/045 or HO4L63/0272 or
H04L67/04 or HO4W12/02 or
HO04W12/06 or H04L9/3247 or H04L9/32
or H04W52/0235 or HO4W4/005 or
HO04W12/04 or H04W88/12 or
H04W84/12 or H041L.2209/24 or
H0412209/72 or HO4LB63/0464 or
Y02B60/50 or H04.2209/805 or
GO6F2221/2105 or GOBF2221/2107 or
GOo6F2221/2115 or H04L63/123 or
H04L63/0442).cpc.

EAST Search History (Interference)

Ref {iHits {{Search Query DBs i{Default iPlurals iTime

# Operator Stamp

S85 {14 H(uicc euicc esim sim universal adj integrated )  {USPAT #OR ON 2017/04/15
near4 profile and (derive deriving derived 15:14
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generator) near6 (key secret code) with public
adj key with private adj key and (@pd @prad
@rlad @ptad @ad)<"20131119"

4/15/2017 5:02:04 PM
C:\ Users\ dcervetti\ Documents\ EAST\ Workspaces\ 15-130-146-10-27-2016-14-084-141-
05-30-2015.wsp

EASTSearchHistory.15130146_AccessibleVersion.htm[4/15/2017 5:02:10 PM]
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 15130146 NIX, JOHN A.
T .
David Garcia Cervetti 2436

CPC
Symbol Type Version
HO4L 9 F 2013-01-01
HO4W 52 | 2013-01-01
HO4W 12 | 2013-01-01
HO4W 4 | 2013-01-01
HO4L 9 | 2013-01-01
HO4L 9 | 2013-01-01
HO4W 12 | 2013-01-01
HO4W 12 | 2013-01-01
HO4L 67 | 2013-01-01
HO4L 63 | 2013-01-01
HO4L 63 | 2013-01-01
HO4L 63 | 2013-01-01
HO4L 9 | 2013-01-01
HO4L 9 | 2013-01-01
HO4W 52 | 2013-01-01
HO4L 9 | 2013-01-01
HO4L 9 | 2013-01-01
HO4L 9 | 2013-01-01
HO4L 63 A 2013-01-01
HO4L 63 A 2013-01-01
GO6F 21 | 2013-01-01
GO6F 2221 A 2013-01-01
GO6F 2221 A 2013-01-01
GO6F 2221 A 2013-01-01
HO4L 2209 A 2013-01-01
HO4L 9 | 2013-01-01
Y02B 60 A 2013-01-01
HO4L 63 A 2013-01-01
HO4L 9 | 2013-01-01
HO4L 2209 2013-01-01
HO4L 2209 2013-01-01
NONE

Total Claims Allowed:

11

(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner.Art Unit 2436 04/15/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1a

U.S. Patent and Trademark Office

Part of Paper No. 20170403
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | iz1314¢ NIX. JOHN A,
H““H““““H““ m“ ““ m “““H “‘ . o
David Garcia Cervetti 2436

HO4L | 2013-01-01
HO4L | 2013-01-01
Ho04J | 2013-01-01
HO4L | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W | 2013-01-01
HO4W 2013-01-01
HO4W 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE

Total Claims Allowed:

11

(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner.Art Unit 2436 04/15/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1a

U.S. Patent and Trademark Office

Part of Paper No. 20170403
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

15130146 NIX, JOHN A.
Examiner Art Unit
David Garcia Cervetti 2436

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
H o L 29/06 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE

Total Claims Allowed:

11
(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner.Art Unit 2436 04/15/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 1a

U.S. Patent and Trademark Office

Part of Paper No. 20170403
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 530146 NIX, JOHN A.
H“m H“‘ “m m“ m“ ““ m ‘““ “‘ “‘ o o
David Garcia Cervetti 2436
O Claims renumbered in the same order as presented by applicant O CPA X T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1 17
2 18
3 19
4 20
5 6 21
6 7 22
7 8 23
8 9 24
1 9 10 25
10 11 26
2 11
3 12
4 13
5 14
15
16
NONE
Total Claims Allowed:
11
(Assistant Examiner) (Date)
/David Garcia Cervetti/
Primary Examiner.Art Unit 2436 04/15/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1

U.S. Patent and Trademark Office

Part of Paper No. 20170403
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

(ijlcated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
20306 7590 04/19/2017 I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile

300 S. WACKER DRIVE transmitted to the USPTO (571) 273-2885, on the date indicated below.
32ND FLOOR
CHICAGO, IL 60606 (Depostors pome)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/130,146 04/15/2016 John A. Nix 13-1615-US-CON 5300
TITLE OF INVENTION: Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $480 $0 $0 $480 07/19/2017

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
CERVETTIL DAVID GARCIA 2436 713-168000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1 McDonnell Boehnen Hulbert
(1) The names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. 2 & Berghoff LLP
(2) The name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

M2M and IoT Technologies, LLC Evanston, Illinois

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
(A Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (A The director is hereby authorized to charge Llf% Eeél};‘%d fee(s), any deficiency, or credits any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Cato Yang/ Date July 13, 2017
Typed or printed name Cato Yany Registration No. 57,310
Page 2 of 3
PTOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Attorney Docket No. 13-1615-US-CON)

First Named Inventor: John A. Nix
Application No.: 15/130,146 Examiner: David Garcia Cervetti
Filing Date: April 15, 2016 Group Art Unit: 2436
For: Key Derivation for a Module Using An

Embedded Universal Integrated Circuit Card
Confirmation No.: 5300

N S ot ' ' ' ' '

Mail Stop Issue Fee
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

COMMENTS ON STATEMENT OF REASONS FOR ALLOWANCE

Applicant expresses appreciation for the Examiner’s allowance of the present application.
Applicant understands that the Examiner has thoroughly examined the claims and prior art of
record and has concluded that the art of record, whether considered alone or in combination, fails
to disclose or suggest the entirety of each combination of steps and/or structure recited by each of
the allowed claims, that the Examiner has found each claim as a whole to patentably distinguish
over the art of record, and that patentability of the claims does not necessarily rest on only the
aspects that the Examiner listed in the statement of reasons for allowance.

Applicant takes no position regarding the Reasons for Allowance presented by the
Examiner other than the positions Applicant may have previously taken during prosecution.
Therefore, the Examiner's Reasons for Allowance should not be attributed to Applicant as a sole
indication of the basis for Applicant’s belief that the claims are patentable. Furthermore,
Applicant respectfully asserts that there may also be additional reasons for patentability of the
claimed subject matter not explicitly stated in this record and Applicant does not waive its rights
to such arguments by not further addressing such reasons herein.

Respectfully submitted

2

Date: _ July 13, 2017 By:_ /Cato Yang/
Cato Yang
Reg. No. 57,310

McDONNELL BOEHNEN
HULBERT & BERGHOFF LLP
300 SOUTH WACKER DRIVE
CHICAGO, IL 60606
(312)913-0001
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Electronic Patent Application Fee Transmittal

Application Number: 15130146

Filing Date: 15-Apr-2016

Title of Invention: Key Derivation for a Module Using an Embedded Universal Integrated Circuit

Card
First Named Inventor/Applicant Name: John A. Nix
Filer: Cato Yang./maria meister
Attorney Docket Number: 13-1615-US-CON
Filed as Small Entity
Filing Fees for Utility under 35 USC111(a)
Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
UTILITY APPL ISSUE FEE 2501 1 480 480
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 480
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Electronic Acknowledgement Receipt

EFSID: 29772819
Application Number: 15130146
International Application Number:
Confirmation Number: 5300
Title of Invention: gi/dDerlvatlon for a Module Using an Embedded Universal Integrated Circuit
First Named Inventor/Applicant Name: John A. Nix
Customer Number: 20306
Filer: Cato Yang.
Filer Authorized By:
Attorney Docket Number: 13-1615-US-CON
Receipt Date: 13-JUL-2017
Filing Date: 15-APR-2016
Time Stamp: 17:25:22
Application Type: Utility under 35 USC 111(a)

Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $480
RAM confirmation Number 071417INTEFSW 17265400
Deposit Account 132490
Authorized User Cato Yang

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y i . . 9
Number Message Digest | Part/.zip| (ifappl.)
87557
13-1615-US-
- no 1
! Issue Fee Payment (PTO-858) CON_lIssue_Fee_transmittal.pdf
7d0eda9b6f869dbc39786c9582255c50e4h)|
e25ac
Warnings:
Information:
112611
13-1615-US-
2 Miscellaneous Incoming Letter CON_Comments_on_Reasons_| no 1
for_Allowance.pdf bb507815adbbb973368215cad75427ceccy
527ed
Warnings:
Information:
30629
3 Fee Worksheet (SB06) fee-info.pdf no 2
1c9bbb0574b59e9197905a0c95682e558d
2d3bac
Warnings:
Information:
Total Files Size (in bytes): 230797

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/130,146 08/22/2017 9742562 13-1615-US-CON 5300
20306 7590 08/02/2017

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE

32ND FLOOR

CHICAGQO, IL 60606

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

John A. Nix, Evanston, IL;
M?2M and loT Technologies, LI.C, Evanston, I1;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Electronic Acknowledgement Receipt

EFS ID: 34289767
Application Number: 15130146
International Application Number:
Confirmation Number: 5300

Title of Invention:

Key Derivation for a Module Using an Embedded Universal Integrated Circuit

Card
First Named Inventor/Applicant Name: John A. Nix
Customer Number: 20306

Filer:

Keith J. Barkaus/Victoria Gilmore

Filer Authorized By:

Keith J. Barkaus

Attorney Docket Number:

13-1615-US-CON

Receipt Date: 13-NOV-2018
Filing Date: 15-APR-2016
Time Stamp: 12:39:12

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
123079
1 Assignee showing of ownership per 37 1-140-Stmt-373.pdf o 3

CFR3.73

30f78a370b1895dc5f33c62fabb5af45515d

c09¢c

Warnings:
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Information:

742479
2 Power of Attorney 2-140-POA.pdf no 1
9c7d183400f8072cbea7befb6asb17d3e02
aBeec
Warnings:
Information:
Total Files Size (in bytes): 865558

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Network-1 Technologies, Inc.

Application No./Patent No.: 9,742,562 Filed/Issue Date: August 22, 2017
Titleq:  Key Derivation for a Module Using an Embedded Universal Integrated Circuit Card

Applicant/Patent Owner:

Network-1 Technologies, Inc. . a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose gne of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: dJohn A. Nix To: M2M and IOT Technologies, LLC
The document was recorded in the United States Patent and Trademark Office at
Reel 038294 , Frame 0613 , or for which a copy thereof is attached.

2 From: John A. Nix To: M2M and IOT Technologies, LLC

The document was recorded in the United States Patent and Trademark Office at
Reel 044522 , Frame 0403 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: Yobal Technologies, LLC To: John A. Nix
The document was recorded in the United States Patent and Trademark Office at
Reel 044524 , Frame 0871 , or for which a copy thereof is attached.
4. From: M2M and IOT Technologies, LLC To: Network-1 Technologies, Inc.
The document was recorded in the United States Patent and Trademark Office at
Reel 044525 , Frame 0265 , or for which a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Keith J. Barkaus/ 2018-11-13

Signature Date

Keith J. Barkaus 51,431

Printed or Typed Name Title or Registration Number
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPto oV
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/130,146 04/15/2016 John A. Nix 13-1615-US-CON
CONFIRMATION NO. 5300
20306 POWER OF ATTORNEY NOTICE
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP

300 S. WACKER DRIVE IR IR
32ND FLOOR 000000103941106

CHICAGO, IL 60606

Date Mailed: 11/21/2018

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 11/13/2018.
* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/byemane/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/130,146 04/15/2016 John A. Nix 62121/0140
CONFIRMATION NO. 5300
1912 POA ACCEPTANCE LETTER

AMSTER, ROTHSTEIN & EBENSTEIN LLP
90 PARK AVENUE IO IO O
000000103941130

NEW YORK, NY 10016
Date Mailed: 11/21/2018

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/13/2018.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/byemane/
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