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A Design of Safe AKA Module for Adapted Mobile Payment
System on Openness SMART Phone Environment

Eun-Hee Jeong+, Byung—kwan Lee'

ABSTRACT

The USIM-based AKA authentication process is essential to a mobile payment system on smart phone
environment. In this paper a payment protocol and an AKA module are designed for mobile payment
system which is suitable for openness smart phone environment. The payment protocol designs the cross
authentication among components of the mobile payment system to improve the reliability of the
components. The AKA module of mobile payment system based on 3GPP-AKA protocol prevents the
exposure of IMSI by creating the SSK(Shared Secure Key) through advance registration and solves
the SQN(SeQuence Number) synchronization problem by using timestamp. Also, by using the SSK instead
of authentication vector between SN and authentication center, the existing bandwidth (688xN)xR bit
between them is reduced to 320xR bit or 368xR bit. It creates CK and IK which are message encryption
key by using OT-SSK(One-Time SSK) between MS and SN. In addition, creating the new OT-SSK
whenever MS is connected to SN, it prevents the data replay attack.
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413 ARE A B =N A% AKA RES AZWE AVE
B =il Ade AKA 282 MSS 571 AREEEA] o B R SNo| Q157 #(HN) S 25 H
o] F5dFTe & vttt YL =5 AE-8t e L—o—t—'ﬂﬂ AVE ¥x2 AT dav) ¢l
a1, 28 15718 AAshe OT-SSK e AHS- oB2 SN A% wlo]E 7} (688 x N) x R bitol] A
d gleng AR AWE FAE dAeAT A 320 x R bite2 FAHAJGT ¥ 4 Ao
414 S ALE dAY = 524 =
B o=l Add mutd AA Z=EEd
AKA R85 EC_DH 79} SSKek OT-SSKE A B9 T4 2 Qe WEH AR
E3tE 2, 2713 Pe} 377 FANHARE ARt 2 %o A Ee] EakE AFE B0 97 M
MlE71E R27) wed SsKet OT-SSKE HE® o) f&ahe Qo) MulaAn AL, A58 vE
ToRen, A AR HgAs wEIH. M2eEl glo] ehstA e Ade B3 dold A%
e AEAt exekql HagE F4 9 b
42 584 B 24 53 2 BAYEC Bol =EE % Ak o]
¥ 12 7]129] 3GPP-AKAT} B =Foj A A<kt o ¥ =woAe o)d RAFES AT F e
AKA 289 A%< wud zleoltHi3] MY ~PtE E f0] AR Zukd AA Al 2H
S 93 okA 3 AKA(Authentication Key Agree-

421 95 e ment) ZES AAFSG

3 19 QIFHolE WRE FdA & 5 %ol H =R A Aokst AKA REL AR dFe
B =R A AKA ZEL ASHE S AME MSeF QISVIZHN)ZE FH0E7|E A3
ax] ggom g 71Z 9] 3GPP-AKASH 2o] n7H4 3 USIM 9] IMSI #< 5388l A43o 24 IMSI
Zu el 2 AAs] SNt o1=7])8 AloloA AE3)A| &S WAsa, MSS SNztol= 438 Fhuld
oyt wald 71E9 SN Q=7 A}ou = 71?1 OT-SSK& AH&-3f wA1A] ¢ts3s} 7191 CKe}
Z0] (683 x N) x R bitoll A 22+ 320 x R bit, 368 IKE AASES st H&EE "tk A28 OT-

H]| ol g5 3GPP-AKA A t71H
Sequence Problem Yes No
MS 560bit 496bit
A HolE SN 688 x N) x R bit 320 * R bit
o 2a) gk ! !
HN (688 x N) x R hit 368 x R bit
MS RAND, CK, IK, SQN, AK, MAC, AK, XMAC, CK,
AMF, MAC IK, SSK, T
A A ojo} 3 . RAND, CK, IK, SQN, AK, . -
A= veuE SN AMF, MAC, XRES CK, IK, SSK
HN RAND, CK, IK, SQN, AK, RAND, MAC, XMAC,
AMF, MAC, XRES AK, SSK
Q1= o] RAND : 128bit, XRES:128bit, CK:128bit, IK:128bit,
Camen SQN:48bit, AK:48bit, AMF:16bit, MAC:64bit, SSK:64bit
cor N: 9% HE F R:MS F
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1696  HE|O|C|o{&ts| =2X| HM[133& H115(2010. 11)
SSKE Ao 2A dolE Ay 3
ok S B =l A] AIME AKA B
St SQNE AHE3HA] o mE SNt
o HYBL A7), ‘QNEHNOH F-fru 7]
SSKE AHEs) @A & F9 MSE Aago =y
SQN B7184% sﬁéo}‘}iﬁ}.
B ERol A Ak muk
ol=o X

s
1=
©

2
=3
<l

AR ZREZ O ALS
2 A AFAHE USIMS 279 &
HR7182 53t AlA AFFFeZA USIMo| =
£ 7S wAsta e, AREAL A, AAA
Elo] A& <218 wjult} USIM, Random 3, A&
Zre] mk2E 7], A vt 7], 283 AAAE
2B 7] S o] &3] Session keyE A2 YA ==
3le] o] 9] Session key®] &= Q&) ¢tole] AL
A7 Bt AAE AEE F 9IES ST T3,
AlE golg wjuit; A 22 Session keyE A E
o 24 HolH AMAE TAS BASL JAFSHAE
2OAIE At F o S At 2 F UAEFE
AA st H .
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