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7.8 Conclusion 285

into the group may be necessary.) Each time A wishes to recover her hard-
ened password she generates a random k and sends 7% to S. The server S
returns 794 and then A removes k by calculating (r¥94)*™" to obtain the
strengthened password m?4. Notice that A recovers the same long secret
each time. Ford and Kaliski discuss how to use this technique with mul-
tiple password servers to provide a secure password-based authentication
service. One useful feature is that compromise of a subset of these servers
does not compromise the password. Jablon [166] pointed out that an au-
thenticated channel is required between the user and servers to prevent the
adversary mounting a password guessing attack. He proposes an enhanced
protocol to deal with this problem.

7.8 Conclusion

Password-based protocols allow users to establish a strong shared session key
with other principals using no secret other than a short string that can be
committed to human memory. Considering their more stringent requirements,
it may be expected that such protocols are harder to design than authentica-
tion and key establishment protocols with full-length keys. However, under-
standing of password-based protocols has advanced rapidly in little more than
10 years since it was first realised that they are possible at all. Today there
are several examples that have security assurance and practical performance
similar to what can be achieved for protocols using full-length keys.

Some of the properties of the most prominent protocols examined in this
chapter are summarised in Table 7.2. Notice that it is possible to run the
SPEKE protocol without authenticators so that it uses only two messages like
PPK. It is worth repeating that all the security proofs for protocols indicated
in Table 7.2 rely on the random oracle model, except for the Katz—Ostrovsky—
Yung (KOY) protocol.

The number of messages is one measure of the communications efficiency
that is easy to compare in the different protocols. The computational efficiency
is much harder to compare because most authors are not explicit about the
size of parameters to be used. Furthermore, when security is based on different
computational problems the relationship between security and parameter size
can be quite different too.

The public key operations dominate the other computations in all the
protocols in this chapter and so we only count these. Table 7.3 attempts to
compare the performance of the class of EKE and augmented EKE protocols
from the client side. It is unfortunate that in many protocols the client side,
which may be much more limited in computational ability, has higher compu-
tational requirements than the server side. This is because the client usually
needs to calculate an image of the password, whereas this can be stored di-
rectly by the server. An exception to this rule is PAK-R which can also be
combined with other PAK variants.
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286 7 Password-Based Protocols

Table 7.2. Properties of password-based protocols

No. of Security Server holds Server PK

messages proof image of 1 required
DH-EKE (7.1) 4 No No No
PAK (7.2) 3 Yes No No
PPK (7.3) 2 Yes No No
PAK-R (7.4) 3 Yes No No
SPEKE (7.5) 3 Yes No No
KOY (7.6) 3 Yes No No
Augmented EKE (7.7) 5 Broken Yes No
PAK-Y (7.8) 3 Yes Yes No
B-SPEKE (7.9) 3 No Yes No
SRP (7.10) 4 No Yes No
AMP (7.11) 4 No Yes No
OKE 4 Broken No No
SNAPI (7.16) 4 Yes No No
SNAPI-X 4 Yes Yes No
GLNS (7.17) 5 No No Yes
Halevi-Krawczyk (7.20) 3 Partial No Yes

In Table 7.3 we assume that modulus sizes are chosen at 1024 bits for
either Diffie-Hellman or RSA protocols. For the Diffie-Hellman-based proto-
cols the basic requirements for each principal are two exponentiations: one to
calculate ¢4 and the other to calculate Z 4p. Although this minimum is appar-
ently achieved in the original Diffie-Hellman EKE its vulnerabilities make it a
dubious choice today. For B-SPEKE we have assumed that the password size
is 32 bits. Also for SRP we have assumed that the small hash H (s, ) yields
a 32-bit value. The requirements for each protocol are estimated by counting
the number of public key operations; it must be appreciated that this is only
an indication of the relative computational effort which depends on several
detailed factors. For the Diffie-Hellman-based protocols the public key oper-
ations are taken as the exponentiations required for each side. It is perhaps
remarkable that today it seems that the best password-based protocols enjoy
most of the good properties that we expect of protocols using long secrets.

When selecting a protocol for use, undoubtedly the most important factor
is its security. Since there are now a number of protocols with proven security,
and especially bearing in mind the many subtle attacks found on earlier pro-
tocols, it seems prudent to use one of these. Examination of Tables 7.2 and 7.3
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Table 7.3. Client side computation in password-based protocols

No. of exponentiations of this size
32 bits|160 bits|864 bits|1024 bits
EKE

DH-EKE 2

PAK 2 1

PPK 2 2

PAK-R 3

SPEKE 2

SNAPI 1t

Augmented EKE

Augmented EKE 2 2

PAK-Y 3 1

B-SPEKE 1 2

SRP 2 2

AMP 2

! With additional checks an exponent as small as 512 bits is possible [219].

reveals that for EKE using Diffie-Hellman or RSA we can select a protocol
with a formal proof of security with little sacrifice in performance. However,
for the class of augmented EKE protocols there is currently a significant gap
between the most efficient protocols with a formal security proof and those
without one.

Of those protocols based on discrete logarithms that have a security proof,
PAK and SPEKE are the most efficient. Options to exclude explicit authenti-
cation and to store only an image of the password at the server (PAK-Y and
B-SPEKE) make these flexible choices too. The client side computation can
be reduced in PAK-Y by the same trick as PAK-R; this replaces the 864-bit
exponentiation with an additional 160-bit exponentiation. The only reason-
able choice for RSA-based protocols is SNAPI. Although SNAPI can be more
efficient than PAK if a fixed RSA modulus is used, the loss of forward secrecy
may be a significant price to pay in many applications, while the increased
number of messages may be an important drawback too. The emerging IEEE
P1363.2 standard [155] includes detailed specifications of all the protocols in
Table 7.3 in various different algebraic settings.

The GLNS protocols provide a means for two users to establish a session
key with each other when they both share only weak keys with a server. These
protocols, together with Protocol 7.15 and its variants, seem to be the only
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ones that have been published for this purpose. For client-server protocols
where the user possesses (or can obtain) an authentic copy of the server’s
public key, the protocols of Halevi and Krawczyk are efficient and enjoy a
proof of security as long as Boyarsky’s advice, to use a public key encryption
algorithm secure against adaptive chosen ciphertext attacks, is followed.

As in Chap. 5, we have described all the protocols in this chapter in the
context of subgroups of Zj, but many of them can be generalised to a variety
of different groups. Since these protocols may well be useful in applications
employing mobile computing devices, the computational efficiency and stor-
age gains in using elliptic curve groups can be very attractive. Although it
is straightforward to generalise the protocol definitions to different groups,
there may be undesirable consequences with respect to security. For example,
consider Protocol 7.1 when the Diffie-Hellman exchange takes place in an el-
liptic curve group. Encryption of an elliptic curve point using a password is
more tricky than encrypting an element of Zy, with its natural mapping to a
bit-string. However, protocols where the symmetric encryption algorithm is
matched to the group used, such as Protocol 7.2, do not seem to have this
problem as long as a suitable means to map the password to an elliptic curve
point is available. The emerging IEEE P1363.2 standard [155] has addressed
this issue.
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Standards for Authentication and Key
Establishment

Practitioners often look to standards bodies to recommend techniques that
can be used with the assurance of independent verification of correctness and
suitability. Several standards exist covering protocols of the type we have
examined in this book. This appendix lists the main relevant standards and
briefly summarises their contents. In many cases specific protocols have been
examined in the body of the book and we refer to these where appropriate.

Standards are issued by many different bodies, both national and inter-
national. We have included mainly international standards; many national
standards bodies issue their own versions of international standards with lit-
tle or no alterations. Because of their international influence we also mention
some US national standards.

A.1 ISO Standards

The International Organisation for Standardisation (http://www.iso.ch),
known as ISO, has published numerous standards on cryptographic mech-
anisms and protocols, mainly through its subcommittee number 27 which
works on IT security techniques.

A.1.1 ISO/IEC 9798

ISO issued the five-part standard ISO/IEC 9798 on the topic of entity au-
thentication.

Part 1: General (2nd edition 1997)

Part 2: Mechanisms using symmetric encipherment algorithms (2nd edition
1999)

Part 3: Mechanisms using digital signature techniques (2nd edition 1998)

Part 4: Mechanisms using a cryptographic check function (2nd edition 1999)

Part 5: Mechanisms using zero knowledge techniques (1999)
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290 A Standards for Authentication and Key Establishment

The protocols in Part 2 of the standard were examined in Sect. 3.2.3. Some
of the protocols in Part 3 of the standard were examined in Sect. 4.2.1.

A.1.2 ISO/IEC 11770

ISO issued the three-part standard ISO/IEC 11770 on the topic of key man-
agement. Some of the protocols in Parts 2 and 3 of the standard are strongly
related to protocols in Parts 2 and 3 of ISO/IEC 9798.

Part 1: Framework (1996)
Part 2: Mechanisms using symmetric techniques (1996)
Part 3: Mechanisms using asymmetric techniques (1999)

The authentication and key establishment protocols in Part 2 of the stan-
dard were examined in Sects. 3.3.4 (the server-less protocols) and 3.4.4 (the
server-based protocols). The key transport protocols in Part 3 of the standard
were examined in Sect. 4.3.1. The key agreement protocols in Part 3 of the
standard were summarised in Sect. 5.8.

A related standard, published in 2002, is ISO/IEC 15946 Part 3, which
covers key establishment based on elliptic curves. This includes elliptic curve
key agreement and key transport mechanisms that can be used with the proto-
cols in Part 3 of ISO/IEC 11770. In addition, key agreement using the Unified
Model and MQV on elliptic curves are included.

A.1.3 ISO 9594-8/ITU X.509

A series of standards for directory systems was first issued in 1988 jointly
by ISO and CCITT (which was later re-formed as ITU). The section of the
standard numbered 9594-8 (ISO version) or X.509 (ITU version) was known
as the Authentication Framework. This section of the standard provides infor-
mation on how to use a directory to store public key certificates, including the
format of certificates. It also includes examples of how to use the certificates
to provide authentication and key establishment. In the most recent version of
the standard the Authentication Framework has been renamed as Public-Key
and Attribute Certificate Frameworks.

Under the heading of Strong Authentication three key establishment pro-
tocols were presented. Unfortunately there were some problems with the pro-
tocols in the first version of the standard and they were subsequently updated.
The protocols have been examined in Sect. 4.3.4.

A.2 Other Standards

A.2.1 IETF Standards

The Internet Engineering Task Force (IETF) (http://www.ietf.org) pro-
duces standards concerned with development of Internet technology. In con-
trast to many other standards bodies the IETF works in an open way and all
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its documents are freely available on the Internet. Documents are published
in a series known as RFCs (Requests for Comment) which include proposed
and draft standards as well as full standards. Some RFCs are only intended
for information.

Table A.1 summarises some prominent RFCs that cover protocols we have
examined earlier with pointers to where they are described in this book. In
each of these cases there are additional RFCs available which cover related
information or extensions of these protocols for different applications.

Table A.1. Some RFCs for key establishment protocols

RFC Year Description Status Section
1510 1993 Kerberos version 5 Proposed standard  3.4.3
2246 1999 TLS protocol Proposed standard  4.3.5
2409 1998 IKE protocol Proposed standard ~ 5.5.4
2412 1998 Oakley protocol Informational 5.5.2

A.2.2 IEEE P1363-2000

The Institute of Electrical and Electronics Engineers is a US-based insti-
tution but has a worldwide membership. The IEEE Standards Association
(http://standards.ieee.org) has issued standards in a wide range of elec-
tronics and communications areas. The IEEE Standard Specifications for
Public-Key Cryptography were published in 2000 and are widely known as
P1363-2000. The standard includes specifications for public key algorithms
and key agreement protocols, and incorporates implementation details for el-
liptic curves as well as conventional groups for protocols based on discrete
logarithms.

The only key establishment protocols included in P1363-2000 are basic
Diffie-Hellman key agreement and authenticated versions using the Unified
Model and MQV. These were examined in Sects. 5.4.3 and 5.4.4. Additional
techniques are currently undergoing the standardisation process. In particular
there is a draft document dedicated to password-based protocols which covers
many of the protocols described in Chap. 7.

A.2.3 NIST and ANSI Standards

The US National Institute of Standards and Technology (NIST) (http://wuw.
nist.gov) has issued a number of Federal Information Processing Standards
(FIPS) covering cryptographic techniques. They have recently held two key
management workshops and issued a white paper indicating the intention to
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develop a standard in the coming years. This is intended to include the key
agreement protocols in the P1363 standard as well as key transport and will
align with related work in the American National Standards Institute (ANSI).

The earlier FIPS PUB 196 published in 1997 is entitled Entity Authentica-
tion using Public Key Cryptography. It includes two of the protocols contained
in ISO/IEC 9798-3.

ANSI standards committee X9 (http://www.x9.org) provides standards
for financial services industries. It has published numerous standards covering
cryptographic algorithms and authentication mechanisms. Two recent stan-
dards, X9.42 and X9.63, are devoted to key agreement protocols.

e X9.42 (2001) Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric Keys using Discrete Loga-
rithm Cryptography. This covers key agreement for protocols based
on conventional discrete logarithms. It includes Diffie-Hellman in static,
ephemeral and hybrid (one-pass) versions, as well as the Unified Model
and MQV in full and one-pass versions.

e X9.63 (2002) Public Key Cryptography for the Financial Ser-
vices Industry: Key Agreement and Key Transport using Elliptic
Curve Cryptography. This includes elliptic curve versions of all but one
of the protocols in X9.42. In addition it includes versions with key con-
firmation, an elliptic curve STS protocol (see Sect. 5.5.1) and two elliptic
curve key transport protocols.
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B

Summary of Notation

Notation is described in each chapter as it is introduced. In this appendix the
main notational conventions are summarised.

A and B Two users who wish to share a new session key

S A trusted server

Np Random nonce value chosen by principal P
Tp Timestamp chosen by principal P

Kap Key shared by A and B

Cp Adversary C masquerading as principal P

Ep(M) Public key encryption of message M with public key of principal P
MACK (M) Message authentication code of M using shared key K
Sigp(M)  Digital signature with appendix of message M by principal P

{M}k Symmetric encryption of message M with shared key K to provide
confidentiality and integrity

[M] Encryption of message M with key K to provide
confidentiality

Mk One-way transformation of message M with key K to provide
integrity

D A large prime (usually at least 1024 bits)

q A prime (typically of 160 bits) with ¢|p — 1

Zyp The field of integers (under addition and multiplication) modulo p

Z, The multiplicative group of non-zero integers modulo p

G A subgroup of Z;. Often a subgroup of order g, but sometimes
equal to Zj

g A generator of G

rp Random integer chosen by principal P

tp Ephemeral public keys: tp = g7

xTp The private long-term key of principal P

yp The public key of principal P: yp = ¢g*F

Z AB The shared secret calculated by the principals A and B

SaB The static Diffie-Hellman key of P and Q: Sap = g®4*5
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294 B Summary of Notation

H(.) A one-way hash function
€ X The element z is chosen uniformly at random from the set X
Fig Verify that F' and G evaluate to the same value

7 The set of principals intended to share a conference session key
U The 7’th principal in ¢/, where 1 <i <m

Z Group shared secret calculated by the principals
K

™

-~

Group shared session key
A key of short length, such as a password
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