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Commissioner for Patents 
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Alexandria, VA 22313-1450 

Sir: 

AMENDMENT 

This is submitted in response to the Office Action issued on April 6, 2018 in connection 

with the above-identified application. A response to the Office Action was due July 6, 2018. 

Applicant hereby petitions for a one month extension of time to respond to the Office Action. 

The one month extension of time fee is being paid herewith via EFS. Accordingly, a response is 

due August 6, 2018, and this response is being timely filed. 

In response to the Office Action of April 6, 2018, Applicant respectfully requests that the 

following amendments and remarks be entered and considered by the Examiner: 

Amendments to the Claims begin on page 3 of this paper. 

Remarks begin on page 5 of this paper. 

683657.1 Page I of 10 

Petitioner Samsung Ex-1022, 0341



Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to April 6, 2018 Office Action 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1-20 (Canceled). 

21. (NEW) A method for securely distributing a profile from a subscription manager system 

to a module comprising the steps of: 

(a) recording, in memory operatively connected to the subscription manager system, a 

digital signature algorithm comprising an elliptic curve digital signature algorithm; 

(b) recording, by the memory operatively connected to the subscription manager system, 

a server private key and a corresponding server public key, wherein the server public key and the 

server private key use elliptic curve cryptography; 

(c) recording, by the memory operatively connected to the subscription manager system, 

a symmetric ciphering algorithm, wherein the symmetric ciphering algorithm comprises an 

Advanced Encryption Standard with a 128 bit key length; 

(d) receiving, by the subscription manager system, a certificate associated with the 

module from a module provider system associated with a module provider, wherein the 

certificate includes a module public key; 

(e) receiving, by the subscription manager system, a challenge from the module; 

(f) generating, by the subscription manager system, a network private key and a 

corresponding network public key, using a key pair generation algorithm; 

(g) sending the generated network public key to the module; and 

(h) sending a digital signature and the challenge to the module, wherein the digital 

signature is generated using the server private key and the digital signature algorithm; 

(i) generating, by the subscription manager system, a mutually derived shared key using 

Elliptic Curve Diffie-Hellman based on at least: 

(1) the module public key, and 

(2) the network private key; 
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wherein the mutually derived shared key is derived by the module based on at least: 

(i) a module private key associated with a module public key, and 

(ii) the network public key; 

G) encrypting, by the subscription manager system, the profile using: 

(1) the symmetric ciphering algorithm, and 

(2) the mutually derived shared key; 

(k) sending, from the subscription manager system to the module, the encrypted profile, 

wherein the profile includes network access credentials for a wireless network. 

22. (NEW) The method of claim 21, further comprising: 

(1) sending, from the subscription manager system to the module, the generated network 

public key after the module authenticates with a network associated with the subscription 

manager system. 

23. (NEW) The method of claim 21, further comprising: 

(1) generating the network public key using an elliptic curve algorithm based on a first 

elliptic curve, and wherein the module public key is generated using the elliptic curve algorithm 

using the first elliptic curve. 

24. (NEW) The method of claim 23, wherein the certificate associated with the module 

further comprises the first elliptic curve. 

25. (NEW) The method of claim 21, further comprising sending the generated network 

public key to the module without a certificate for the network public key. 

26. (NEW) The method of claim 21, wherein the network access credentials include an 

international mobile subscriber identity and a key K. 

27. (NEW) The method of claim 21, wherein the module receives the server public key using 

a domain name and downloading the server public key. 
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28. (NEW) The method of claim 21, wherein the module provider further services the 

module and loads an initial profile into the module, and wherein the encrypted profile is 

received by the module using the initial profile to connect with an initial wireless network. 

29. (NEW) The method of claim 21, wherein prior to step (e), a server associated with the 

subscription manager system has recorded a pre-shared secret key, and the module has recorded 

the pre-shared secret key. 

30. (NEW) The method of claim 21, wherein the module includes an embedded universal 

integrated circuit card, and wherein the embedded universal integrated circuit card records in 

memory within the embedded universal integrated circuit card the module private key and the 

profile. 

31. (NEW) The method of claim 21, further comprising: 

(1) generating, by the subscription manager system, the mutually derived shared key using 

American National Standards Institute standard X-9.63. 

32. (NEW) The method of claim 21, wherein the sending step (h) occurs before the 

generating step (i). 

33. (NEW) The method of claim 21, wherein the sending step (h) occurs after the 

generating step (i). 
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REMARKS 

This responds to the Office Action dated April 6, 2018 in the above application. Claims 

1-20 were pending in the Office Action. Applicant has canceled claims 1-20 herein without 

prejudice or disclaimer and has added new claims 21-33. The new claims are supported by the 

application as originally filed and do not introduce new matter. Accordingly, entry of the claim 

amendments is respectfully requested. 

Claims 1-20 have been rejected based on obvious type double patenting in view of the 

claims of U.S. Patent Nos. 9,319,223 and 9,742,562. While Applicant does not necessarily 

agree, as noted above, claims 1-20 have been canceled herein without prejudice or disclaimer 

such that the rejection of these claims is believed to be moot. Further, new claims 21-33 are 

believed to be patentably distinct from the claims of U.S. Patent Nos. 9,319,223 and 9,742,562. 

Accordingly, Applicant respectfully requests reconsideration and withdrawal of the 

rejection of the claims based on double patenting. 

Claims 1-20 have been rejected based on 35 U.S.C. §101 as allegedly being drawn to an 

abstract idea. While Applicant disagrees, as noted above, claims 1-20 have been canceled herein 

without prejudice or disclaimer such that the rejection of these claims under Section 101 is 

believed to be moot. New claims 21-33 are believed to be directed to patentable subject matter 

under Section 101 at least because they provide a technical solution to the technical problem of 

securely distributing a profile from a subscription manager system to a module in a 

communication system. The new claims 21-33 include non-routine and unconventional steps 

not commonly used with network authentication of modules, such as by way of example: (1) 
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"recording, in memory operatively connected to the subscription manager system, a digital 

signature algorithm comprising an elliptic curve digital signature algorithm;" (2) "recording, by 

the memory operatively connected to the subscription manager system, a server private key and a 

corresponding server public key, wherein the server public key and the server private key use 

elliptic curve cryptography;" (3) "generating, by the subscription manager system, a network 

private key and a corresponding network public key, using a key pair generation algorithm;" ( 4) 

"sending the generated network public key to the module;" (5) generating, by the subscription 

manager system, the mutually derived shared key using Elliptic Curve Diffie-Hellman based on 

at least: (1) the module public key, and (2) the network private key; wherein the mutually 

derived shared key is derived by the module based on at least: (i) a module private key 

associated with the module public key, and (ii) the network public key;" and (6) "sending, from 

the subscription manager system to the module, the encrypted profile, wherein the profile 

includes network access credentials for a wireless network." 

Claims 1-3 and 5-8 have been rejected under 35 U.S.C. §103(a) as allegedly being 

unpatentable over U.S. Patent Application Publication No. 20120190354 to Merrien and U.S. 

U.S. Patent Application Publication No. 20110213959 to Bodi. Claims 9-20 were rejected 

under 35 U.S.C. §103(a) as allegedly being unpatentable over U.S. Patent Application 

Publication No. 20130227646 to Haggerty in view of Bodi. Claim 12 is also rejected under 35 

U.S.C. §103(a) as allegedly being unpatentable over Haggerty/Bodi and U.S. Patent Application 

Publication No. 20130231067 to O'Leary. Claims 11, 13 and 20 are also rejected under 35 

U.S.C. §103(a) as allegedly being unpatentable over Haggerty/Bodi in view of U.S. Patent 

Application Publication No. 20140082356 to Nakhiri. 
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While Applicant does not necessarily agree with these rejections, claims 1-20 have been 

canceled herein such that the rejection of these claims under Section 103(a) is believed to be 

moot. 

Applicant respectfully submits that new claims 21-33 are patentable over the cited art at 

least because the cited art fails to disclose, show or suggest at least the following features of 

claim 1: 

683657.1 

• "recording, in memory operatively connected to the subscription manager system, 

a digital signature algorithm comprising an elliptic curve digital signature 

algorithm;" 

• "recording, by the memory operatively connected to the subscription manager 

system, a server private key and a corresponding server public key, wherein the 

server public key and the server private key use elliptic curve cryptography;" 

• "generating, by the subscription manager system, a network private key and a 

corresponding network public key, using a key pair generation algorithm;" 

• "sending the generated network public key to the module;" 

• "generating, by the subscription manager system, the mutually derived shared key 

using Elliptic Curve Diffie-Hellman based on at least: 

(1) the module public key, and 

(2) the network private key; 

wherein the mutually derived shared key is derived by the module based on at 

least: 

(i) a module private key associated with the module public key, and 

(ii) the network public key;" 

• "encrypting, by the subscription manager system, the profile using: 

(1) the symmetric ciphering algorithm, and 

(2) the mutually derived shared secret key;" 
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• "sending, from the subscription manager system to the module, the encrypted 

profile, wherein the profile includes network access credentials for a wireless 

network." 

Claims 22-33 depend on claim 21 such that Applicant respectfully submits that claims 21-33 are 

patentable over the cited art for at least the reasons described above. 

Status of Related Applications 

The following is a list of related issued patents and co-pending applications filed by the 

present applicant: 

683657.1 

Serial No. 14/023, 181 filed September 10, 2013 (Issued as U.S. Patent No. 9,350,550) 

Serial No. 15/162,302 filed May 23, 2016 (Issued as U.S. Patent No. 9,968,981) 

Serial No. 15/642,088 filed July 5, 2017 (Issued as U.S. Patent No. 10,003,461) 

Serial No. 14/039,401 filed September 27, 2013 (Issued as U.S. Patent No. 9,288,059) 

Serial No. 15/043,293 filed February 12, 2016 (Issued as U.S. Patent No. 9,998,280) 

Serial No. 14/055,606 filed October 16, 2013 (Issued as U.S. Patent No. 9,276,740) 

Serial No. 15/010,905 filed January 29, 2016 (Issued as U.S. Patent 9,641,327) 

Serial No. 15/583,968 filed May 1, 2017 (Pending -Issue Fee Paid July 15, 2018) 

Serial No. 14/064,618 filed October 28, 2013 (Issued as U.S. Patent No. 9,118,464) 

Serial No. 14/789,255 filed July 1, 2015 (Issued as U.S. Patent No. 9,596,078) 

Serial No. 15/457,700 filed March 13, 2017 (Issued as U.S. Patent No. 9,998,281) 

Serial No. 14/084, 141 filed November 19, 2013 (Issued as U.S. Patent No. 9,319,223) 

Serial No. 15/130, 146 filed April 15, 2016 (Issued as U.S. Patent No. 9,742,562) 

Serial No. 15/680,758 filed August 18, 2017 (Present Application) 

Serial No. 14/099,329 filed December 6, 2013 (Issued as U.S. Patent No. 9,100,175) 

Serial No. 14/751, 119 filed June 25, 2015 (Issued as U.S. Patent No. 9,961,060) 

Serial No. 14/136,711 filed December 20, 2013 (Issued as U.S. Patent No. 9,300,473) 

Serial No. 14/139,419 filed December 20, 2013 (Issued as U.S. Patent No. 9,351,162) 
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Serial No. 15/162,292 filed May 23, 2016 (Pending - Amendment Filed July 19, 2018) 

Serial No. 15/928,848 filed March 22, 2018 (Pending) 

Serial No. 15/972,914 filed May 7, 2018 (Pending) 

Serial No. 15/973,012 filed May 2, 2018 (Pending) 

Serial No. 16/036,506 filed May 16, 2018 (Pending) 

The Examiner is invited to review the prosecution history of each of these applications to 

study the prior art of record and related office actions as he deems appropriate. 

Conclusion 

In view of the amendments and remarks made hereinabove, reconsideration and 

withdrawal of the rejections set forth in the April 6, 2018 Office Action and passage of the 

pending claims 21-33 to allowance are respectfully requested. If there is any minor matter 

preventing the allowance of the subject application, the Examiner is requested to telephone the 

undersigned attorney. 
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No fee, other than the $100 three month extension of time fee for small entity, is deemed 

necessary in connection with the filing of this response. If any additional fee is required to 

preserve the pendency of the subject application, authorization is hereby given to charge the 

amount of any such fee to Deposit Account No. 01-1785. 

Dated: New York, New York 
August 6, 2018 

683657.1 

Respectfully submitted 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
90 Park A venue 
New York, NY 10016 
(212) 336-8000 

By: /Keith J. Barkaus / 
Keith J. Barkaus 
Registration No. 51,432 
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Application/Control Number: 15/680,758 
Art Unit: 2436 

DETAILED ACTION 

1. The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

2. Applicant's amendment filed 8/6/2018 has been fully considered. 

3. Claims 21-33 are pending and have been examined. Claims 1-20 have been canceled. 

Response to Amendment 

4. The rejection under 35 USC§ 101 is withdrawn. 

Page 2 

5. Regarding the double patenting rejection, it is respectfully noted that the claims of the patents are 

broader than the instant claims. 

Double Patenting 

6. Claims 21-33 are provisionally rejected under the judicially created doctrine of obviousness-type 

double patenting as being unpatentable over claims of Patents No. 9319223 and 9742562. Although the 

conflicting claims are not identical, they are not patentably distinct from each other because 

"A method for securely distributing a profile from a subscription manager system to a module comprising the 
steps of: (a) recording, in memory operatively connected to the subscription manager system, a digital 
signature algorithm comprising an elliptic curve digital signature algorithm; (b) recording, by the memory 
operatively connected to the subscription manager system, a server private key and a corresponding server 
public key, wherein the server public key and the server private key use elliptic curve cryptography; (c) 
recording, by the memory operatively connected to the subscription manager system, a symmetric ciphering 
algorithm, wherein the symmetric ciphering algorithm comprises an Advanced Encryption Standard with a 128 
bit key length; (d) receiving, by the subscription manager system, a certificate associated with the module 
from a module provider system associated with a module provider, wherein the certificate includes a module 
public key; (e) receiving, by the subscription manager system, a challenge from the module; (f) 
generating, by the subscription manager system, a network private key and a corresponding network public 
key, using a key pair generation algorithm; (g) sending the generated network public key to the module; and 
(h) sending a digital signature and the challenge to the module, wherein the digital signature is generated 
using the server private key and the digital signature algorithm; (i) generating, by the subscription manager 
system, a mutually derived shared key using Elliptic Curve Diffie-Hellman based on at least: (1) the module 
public key, and (2) the network private key; wherein the mutually derived shared key is derived by the 
module based on at least: (i) a module private key associated with a module public key, and (ii) the 
network public key; (j) encrypting, by the subscription manager system, the profile using: (1) the 
symmetric ciphering algorithm, and (2) the mutually derived shared key; (k) sending, from the subscription 
manager system to the module, the encrypted profile, wherein the profile includes network access credentials 
for a wireless network" (claim 21, instant application) is analogous to 
"A method for a module using an embedded universal integrated circuit card (eUICC) to derive a first shared 
secret key and a second shared secret key, the method comprising the module: storing a network public key 
and a module identity in the eUICC, wherein the module uses the network public key to authenticate an 
eUICC subscription manager; receiving a token for a key derivation function from the authenticated eUICC 
subscription manager; deriving a module private key and a module public key, wherein the module sends the 
derived module public key and the module identity to the eUICC subscription manager; deriving the first 
shared secret key using the key derivation function and a set of cryptographic parameters, wherein the key 
derivation function uses as input at least (i) the derived module private key, (ii) the set of cryptographic 
parameters, and (iii) the received token; deriving the second shared secret key using (i) a shared secret 
algorithm and (ii) the derived first shared secret key as a random number for the shared secret algorithm, 
wherein the shared secret algorithm uses a secure hash algorithm; and receiving an eUICC profile, wherein 
the eUICC uses the derived second shared secret key to decrypt the eUICC profile" (claim 1, patent 9319223) 
and analogous to 
"A method for a module using an embedded integrated circuit card (eUICC) to support authentication, the 
method comprising the module: reading a module identity from a protected memory and sending the module 
identity to an eUICC subscription manager; reading an eUICC subscription manager public key from the 
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protected memory; authenticating the eUICC subscription manager using the eUICC subscription manager 
public key; receiving a first profile for the eUICC, wherein the first profile includes a first network module 
identity and a first key K, and wherein the module sends the module identity to the eUICC subscription 
manager before receiving the first profile; using the eUICC, the first network module identity, and the first key 
K to authenticate with a first wireless network; receiving from an eUICC subscription manager a server public 
key after authenticating with the first key K; deriving a shared secret key using (i) the received server public 
key, (ii) an eUICC private key, and (iii) a shared secret algorithm; receiving a second profile for the eUICC, 
wherein the module decrypts the second profile using the derived shared secret key, wherein the decrypted 
second profile includes a second network module identity and a second key K; and authenticating with a 
second wireless network using the second network module identity and the second key K" (claim 1, patent 
9742562). 

7. This is a provisional obviousness-type double patenting rejection because the conflicting claims 

of the instant application have not in fact been patented. 

8. The claims of the conflicting patents and/or applications contain every element of claims 21-33 of 

the instant application and thus anticipate the claims of the instant application. Claims 21-33 of the instant 

application therefore are not patently distinct from the copending application claims and as such are 

unpatentable for obvious-type double patenting. A later patent/application claim is not patentably distinct 

from an earlier claim if the later claim is anticipated by the earlier claim. 

9. "A later patent claim is not patentably distinct from an earlier patent claim if the later claim is 
obvious over, or anticipated by, the earlier claim. In re Langi, 759 F.2d at 896, 225 USPQ at 651 
(affirming a holding of obviousness-type double patenting because the claims at issue were obvious over 
claims in four prior art patents); In re Berg, 140 F.3d at 1437, 46 USPQ2d at 1233 (Fed. Cir. 1998) 
(affirming a holding of obviousness-type double patenting where a patent application claim to a genus is 
anticipated by a patent claim to a species with that genus). "ELI LILLY AND COMPANY v BARR 
LABORATORIES, INC., United States Court of Appeals for the Federal Circuit, ON PETITION FOR 
REHEARING EN BANC (DECIDED: May 30, 2001 ). 
10. "Claim 12 and Claim 13 are generic to the species of invention covered by claim 3 of the patent. 
Thus, the generic invention is "anticipated" by the species of the patented invention. Cf., Titanium Metals 
Corp. v. Banner, 778 F.2d 775, 227 USPQ 773 (Fed. Cir. 1985) (holding that an earlier species disclosure 
in the prior art defeats any generic claim) 4. This court's predecessor has held that, without a terminal 
disclaimer, the species claims preclude issuance of the generic claim. In re Van Ornum, 686 F.2d 937, 
944, 214 USPQ 761, 767 (CCPA 1982); Schneller, 397 F.2d at 354. Accordingly, absent a terminal 
disclaimer, claims 12 and 13 were properly rejected under the doctrine of obviousness-type double 
patenting." (In re Goodman (CA FC) 29 USPQ2d 2010 (12/3/1993). 

Conclusion 

11. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as set forth 

in 37 CFR 1.136(a). 

12. A shortened statutory period for reply to this final action is set to expire THREE MONTHS from 

the mailing date of this action. In the event a first reply is filed within TWO MONTHS of the mailing date 

of this final action and the advisory action is not mailed until after the end of the THREE-MONTH 

shortened statutory period, then the shortened statutory period will expire on the date the advisory action 

is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later than SIX 

MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the examiner should be 

Page 4 

directed to David Garcia Cervetti whose telephone number is (571 )272-5861. The examiner can normally 

be reached on Monday-Friday 8AM-5PM. 

13. Examiner interviews are available via telephone, in-person, and video conferencing using a 
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice. 
14. If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
SHEW AYE GELAGAY can be reached on (571 )272-4219. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 
15. Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-
1000. 

/David Garcia Cervetti/ 
Primary Examiner, Art Unit 2436 
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"20050108534" "20050207379" I 

"20010249324" "20080081611" I 
"20080189550" "20080260149" I 
"20090092255" "20030072429" I 

"20040190118" "20050212688" I 
"20050246253" "20050213609" I 
"20060236117" "20010064948" I 
"20090261172" "20090276626" I 

"20030235305" "20040264699" I 
"20050005095" "20050113067" I 
"20050120213" "20060105740" I 

"20060148450" "20010042154" I 
"20010058808" "20010224993" I 
"20070269048" "20080039096" I 

"20080162939" "20080232332" I 
"20090063851" "20090211033" I 
"20100191911" "20110113250" I 

................. , "201.1.0307953" ..... "201.10314522").PN .... I 
...---~,.----~,.----~ ..... -----1 

S5 i 50 ! ("5199072 I "5760824 I "5864757 I ! US-PGPUB; ! OR i 2015/05/30! 
"5915226" "6430409" "6580906" ! USPAT ! 14:30 ! 
"6694430" "6795701" "6851050" i • 
"6915272" "6931128" "6963740" I 
"6978023" "6985719" "7088233" I 
"1114115" "7138902" "7188089" I 
"7237004" "7283812" "7292870" I 

"7310424" "7322041" "7334024" I 
"7356145" "7366905" "7444133" I 
"7483411" "7489919" "7490350" I 

"7505756" "7515937" "7555128" I 
"7561878" "7598844" "7605742" I 
"7624417" "7669232" "7711359" I 
"7720461" "7721325" "7746245" I 

"7751546" "7788703" "7839874" I 
"7890745" "7894837" "7933597" I 

................. , "7957722" ..... "8014529")_.PN .......................... I 

r=-.11~.~·~········· 1r~ .. ~ ............................................................................ 1--.~.-~~-;-r-... ~-.. ~--.'. ll~.~ ................. 11~.~: ........ l ~~~;~.~~~.~.~ I 
[]

13566 I (der;ve der;v;ng der;vaUon generate I U&PGPUB;l□R !□N ! 2015/05/30! 
I generating generator ) near5 key near8 ! USPAT I I ! 14:33 I 

................. Jparameter ................................................................. l ......................... 1 ........................ 1 ................. j ......................... 1 

LJ[:]76 ! (derive deriving derivation generate i US-PGPUB; !DR !□N ! 2015/05/30! ! generating generator) near5 (private ! USPAT I I ! 14:34 I 
\ I ' ' ' ' 

................. ! public).near6 .. key.near8_parameter .......... j ...................... J ...................... J ................. j ....................... ...! 
□□73 ! (derive deriving derivation generate ! US-PGPUB; !DR !□N ! 2015/05/30! ! generating generator) near5 (private ! USPAT ! ! ! 14:35 ! 

I public) near6 key near8 parameter and I ! ! ! ! 
! (@pd @prad @rlad @ptad @ad) ! ! ! ! ! 
1<"20131119" ! ! ! ! ! 

~~~~~~~~~~~~~~~~- .. n~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-~ ~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~-~ ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

144370 I (H04L9/0861 or H04L9/085 or I U&PGPUB;inR li7N ! 2015/06/201 
i H04L9/30 or H04L9/321 or H04L9/006 i USPAT i i ! 13:25 i 
~ I ! ! ~ ! 
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! ! or H04W52/0216 or H04L63/061 or ! ! ! 1 ! 
! I H04L63/0272 or H04L63/045 or I ! ! I ! 
I ! H04L67/04 or H04L9/3247 or ! I I ! I 
i i H04W12/02 or H04W12/06 or i i i i i 
! j H04L9/32 or H04W52/0235 or ! ! ! I ! 
! I H04W12/04 or H04W4/005) .cpc. ! ! ! I ! 

....................................... ' ................................................. \ ......................................................................................................................................................................................................................................................................... > ........................................................................... ' ........................................................................ ' ............................................... , ................................................................................ ' 

~EJl713/171.ccls. IUS-PGPUB;lr=JR IIOFF 12015/06/201 
I i iusPAT I I !13·25 I 
!! . .. ......................................................... ) ......................... : ......................... : ................. , ..... • ................... : 

EJEJl380/ 44.ccls. I US-PGPUB; lr=JR if OFF I 2015/06/201 
I i iusPAT I I !13·25 I 
!! .......................................................... , .. ) ...................... , .. : ...................... , .. : ................. ) , ..................... , .. : 

~~luicc lus-PGPUB;lr=JR l[:=1N 12015/06/201 
I i i USPAT I I i 13"40 I 
!! ............................................................................ , .. ) .......... : ...................... , .. : ................. ) , ..................... , .. : 

~~l(uicc euicc) ! US-PGPUB; !r=JR ![:=1N j 2015/06/20! 
I I I USPAT I I I 13:41 I 
:, ' ............................................................ , .. 1 .......... • ........................ ,• ................ , ; ...................... , .. ,• 

IS157[691"7 (uicc euicc) and (public private) near5 ! US-PGPUB; lfo"RifoN7 2015/06/201 

L ........ JL ............... l key ................................................................................ j USPAT ....... JL .................... JL ............... j 13:41 ........... J 

□□ (u;cc eu;cc) and (pubnc pr;vate) near5 I U&PGPUB'i□" rN I 2015/06/20I 
I j key and (derivation derive derived I USPAT I I I 13:41 I 
I I deriving generate generating generator I I I I I 
: \ \ : : : : 

!! generated) .. near8. keY ........................................ j ......................... 1 ......................... 1 ................. I ........................ ..I DD (u;cc eu;cc) and (pubnc pdvate) near5 I U&PGPUB;l□R !□N; 2015106120 ! 
! j key and (derivation derive derived ! USPAT ! ! j 13:42 ! 
I i deriving generate generating generator I I I I I 
! I generated) near8 key and network ! ! ! I ! 
I I near6 key I I I I I ):, - -----------------------------------------------------------------·I -------------------------' ------------------------' ------------------ : --------------------------' 

S18 I 260 I (uicc euicc) and (public private) near5 I US-PGPUB; I OR I ON I 2015/06/201 
! I key and (derivation derive derived ! USPAT ! ! 113:42 ! 
! I deriving generate generating generator ! ! ! I ! 
! I generated) near8 key and network I ! ! I ! 
! ! near6 key and (@pd @prad @rlad I ! ! ! ! 

.......... J ...... J @ptad _@ad)< "20131_119" .............................. j ...................... J ...................... J ................. j ....................... J 

D□(u;cceu;cc) and (pubncpr;vate) adj keylU&PGPUB;I□" rN 12015/06/201 
I j and (derivation derive derived deriving I USPAT I I 113:44 I 
! j generate generating generator ! ! ! j ! 
! j generated) near8 key and network ! ! ! j ! 
i i near6 key i i i i i 
;, .................................................................................................................................................................................~ ............................................... J ............................................... J .................................~ ................................................... J 

□[400 I (u;cc eu;cc) and (der;vat;on der;ve I U&PGPUB;l□R !□N j 2015/06/20! 
i derived deriving generate generating I USPAT I I I 15:22 I 
I generator generated) near8 ( shared ! ! ! I ! 
~ \ : : ~ : 

................. J network) .. near6. (key_ secret) .......................... 1 ......................... i ........................ i ................ 1 .......................... i 

□□08 I (uicc euicc) same (derivation derive I US-PGPUB; l□R l□N i 2015/06/201 
I derived deriving generate generating ! USPAT ! ! I 15:22 ! 
I generator generated) near8 ( shared I ! ! I ! 
\ \ ' ' : ' 

................. j network). near6Jkey .secretl .......................... l ......................... 1 ........................ 1 ................. j ......................... 1 

~0["9118464".pn. !us-PGPUB;lr=JR ![OFF 12015/12/131 
i i 1USPAT i i i21·05 i 
I) . .. ...................................................... l ......................... : ........................ : ................. l : ............ : 

~EJleuicc ! US-PGPUB;lr=JR ![OFF 12015/12/131 
i i 1USPAT i i i21·15 i I) ............................................................................. ..! ......................... : ........................ : ................. l .• .............. : 

E]Ll3 I euicc and (first second) near5 key I US-PGPUB;lr=JR ![OFF I 2015/12/131 
j IUSPAT I I !21:15 I 

................................. :- ............................................................................................................................................................................... 1 .................................................. - ................................................ ' .................................... : .. .. ........................ ' 

LJ[]3 I euicc and (first second) near5 key and I US-PGPUB; l□R IIOFF I 2015/12/131 
I ( derive deriving derivation generat$) ! USPAT ! ! I 21 : 16 ! 
I near6 key I I I I I 

nnnnnnnn• ;, n nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn\ nnnnnnnnnnnn, ' nnnnnnnnnnnn ' nn,,nnnnnn,: nnnnnnnnnnnnn ' 

□11392 I (first second) near5 key and (der;ve I U&PGPUB;l□R rFF I 2015/12/131 
I deriving derivation generat$) near6 I USPAT ! ! I 21 :36 ! 
' \ ' ' : ' 

................. 1 ~~rk::)~~iih:~~oudb~:~.:~~.~:J1.6~v~i~~) .. l ......................... 1 ......................... 1 ................. 1 .......................... 1 

1s27 !!1658 l!(first second) near5 key and (derive !lus-PGPUB;!ioR !ioN n2015/12/13! 
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I I 
deriving derivation generat$) near6 IIUSPAT I 
(key near3 pair public adj key private I I 
adj_ key)_ with__(module_ sim .. eUI_CC uicc)_J ...................... ...! I J 21 :37 ! 

.......................... 1 

S28 ! 26 ! (first second) near5 key and ( derive ! US-PGPUB; I OR ! ON ! 2015/12/13 ! 

I I 
deriving derivation generat$) near6 I USPAT ! 

........................ 1 I 
21 :38 I 

(key near3 pair public adj key private I 

......................... 1 .......................... 1 

adj key) with (modulesim eUICCuicc) I 
and ( encrypt$ decrypt$) near6 profile I 
near6__(u_icc _euicc _modu_lel.. ............................ .J 

S29 i 57 ! ("20020018569 I "20030003895 I ! US-PGPUB; ! OR i 2015/12/13 ! 
"20030211842" "20040119684" I USPAT I 22:00 ! 
"20050193199" "20050278787" I 

"20060021063" "20060056355" I 
"20010206799" "20080022089" I 
"20080165698" "20090028341" I 
"20090268909" "20100098253" I 
"20100166167" "20110016321" I 
"20110055553" "20110231281" I 
"20110291803" "20120011360" I 

"20120023336" "20120089568" I 
"20120108205" "20120111635" I 
"20120218490" "20120300932" I 
"20130166915" "20130113747" I 
"20130305345" "20130331063" I 
"20140082358" "20140087790" I 
"20140101444" "20140108801" I 

"20140143826" "20140161113" I 
"20140165155" "20140192916" I 
"20140219447" "20140219448" I 
"20140213913" "20140281125" I 
"20140337937" "20140351403" I 
"2015001791 O" "20150092590" I 
"20150095514" "20150113215" I 
"20150121495" "6038322" I I 
"7921292" I "8526606" I "8555067" I I 
"8590028" I "8782774" I "8948386" I I 
"9002018").PN. i 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~\ 

□□ 
(first second) near5 key near8 ( derive ! US-PGPUB;!DR !□N ! 2015/12/13 ! 
deriving derivation generat$) and I USPAT ! ! ! 22:05 I 
( encrypt$ decrypt$) near6 profile near6 I 

......................... 1 ........................ 1 ................. 1 .......................... 1 (uicc. euicc. module) ............................................ J 

LJLJ404 ! (first second) near5 key near8 ( derive ! US-PGPUB; !DR !LJN ! 2015/12/13 ! 
I 
deriving derivation generat$) near6 I USPAT ! ! ! 22:09 I 

................. 1 (uicc.sim .. euicc .module) ................................... J ......................... 1 ........................ 1 ................. ! ~~~~~~~~~~~~~~~~~~~~~~~~~~ ! 

LJ□7 ! 
(first second) near5 key near8 ( derive ! US-PGPUB; !DR !LJN i 2015/12/13 ! 

I 
deriving derivation generat$) near6 I USPAT ! ! I 22:09 ! 

................. 1 (uicc_ sim .. euicc) .................................................... ..1 ......................... 1 ........................ 1 ................. ! .......................... 1 

□□25 ! 
(first second) near5 key near8 (derive ! US-PGPUB;!DR !□N ! 2015/12/13 ! 

I 
deriving derivation generat$) near6 I USPAT ! ! I 22: 10 ! _J (uicc sim euicc module) and public adj I 

......................... 1 ......................... 1 ................... l .......................... 1 key .near6. (uicc. sim .. euicc .modulel.. ......... J 
S34 i 284 ! (first second) near5 key near8 (derive I US-PGPUB; ! OR i ON ! 2015/12/13 ! 

_I _I deriving derivation generat$) near6 I 
USPATJ _I _I 

22: 11 ! 
(uicc sim euicc module) and public adj i _J key near6 (uicc sim euicc module) and I 
(public private) near5 key near8 (derive! 
deriving. derivation. generat$l ....................... J 

nn 
(first second) near5 key near8 (derive 

I US-PGPUB;lnR lnN I 
2015/12/13 ! 

deriving derivation generat$) near6 i USPAT i i i 22: 14 I 
(uicc sim euicc module) and public adj 

I I I I I key near6 (uicc sim euicc module) and 
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! ! (public private) near5 key near8 (derive! ! ! 1 ! 
! I deriving derivation generat$) and (@pd I ! ! I ! 
! I @prad @rlad @ptad @ad) ! ! ! I ! 
I 1<"20131123" ! I I I I 

'''''''''''''' ,,,,,,,,,,,,,,,,,, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,:, '''''''''''''''''''''''''' '''''''''''''''''''''''''' ,,,,,,,,,,,,,,,,,,,:, ''''''''''''''''''''''''''' 

S36 i 169 I (first second) near5 key near8 ( derive ! US-PGPUB; I OR i ON I 2015/ 12/ 131 
deriving derivation generat$) near6 I 22:29 I 
(uicc sim euicc module) and public adj ! 
key near6 (uicc sim euicc module) and ! 
(public private) near5 key near8 (derive! 
deriving derivation generat$) and (uicc ! 
sim euicc module) near6 (id identity ! 

:~~~~ie~~1:dn~ii:~o~a~~d (@pd I 
<"20131123" i ------------------------------------------------------------------------------------------>---~· ------------------->~---~, 

EJC lf"201-40003604".pn .............................................. l ~-~;r~-~'._l[~: .................. ll~~: ........ l ~~~~~-~-~~ .. ~-~-I 

EJl.~ ............... 1 ~!~~~~t0$~~~e0a~~~-~~:;; J:;~.'.~-~ .................. j ~~~~~-~'.J[~: ................ .J[~~: ........ J ~~~1~ ~-~~ .. ~-~J 
S39 i 60492 i(H04L9/3247 or H04L9/0894 or i US-PGPUB; I OR i OFF ! 2015/ 12/ 131 

G06F21 /35 or H04L9/0816 or I 22:52 I 
H04L9/085 or H04L9/30 or H04L9/321 i 
or H04L9/006 or H04W52/0216 or ! 
H04L63/0272 or H04L63/061 or ! 
H04L63/045 or H04L9/32 or ! 
H04W12/02 or H04L9/0861 or ! 
H04W12/06 or H04L67/04 or I 
H04W4/005 or H04W52/0235 or ! 
H04W12/04 or H04L2209/805 or i 
G06F2221/2107 or G06F2221/2105 or ! 
G06F2221/2115 or H04L63/0442 or ! 
H04L63/ 1_ 23). cpc. ................................................1 

........--,,---~ .-----,,------,,-----.,.-----,1 

S40 I (H04W52/0277 or H04J11 /00 or ! US-PGPUB; ! OR I OFF j 2016/ 10/27! 
H04W80/04 or H04W76/046 or I USPAT I 13:02 I 
H04W8/082 or H04W40/005 or ! 
H04L 12/2854 or H04L9/088 or ! 
H04L9/3066 or H04L9/ 14 or I 
H04L9/0894 or G06F21/35 or i 
H04L9/0816 or H04L9/30 or H04L9/085 ! 
or H04L9/321 or H04W52/0216 or ! 
H04L9/006 or H04L63/061 or ! 
H04L63/045 or H04L63/0272 or ! 
H04L67/04 or H04W12/02 or ! 
H04W12/06 or H04L9/3247 or I 
H04L9/32 or H04L9/0861 or ! 
H04W52/0235 or H04W4/005 or i 
H04W12/04 or H04W88/ 12 or ! 
H04W84/12 or H04L2209/24 or ! 
H04L2209/72 or H04L63/0464 or ! 
Y02B60/50 or H04L2209/805 or ! 
G06F2221/2105 or G06F2221/2107 or I 
~~~~~;;~~~g~po; __ H04L63/1-23-or ........... j ................. , 

~-,~-~ 
S41 !38075 l(H04W52/0277orH04J11/00or !us-PGPUB;IOR !OFF !2016/10/271 

H04W80/04 or H04W76/046 or I 13: 03 I 
H04W8/082 or H04W40/005 or ! 
H04L 12/2854 or H04L9/088 or ! 
H04L9/3066 or H04L9/ 14 or ! 
H04L9/3247 or H04L9/0861 or ! 
H04W88/12 or H04W84/12 or ! 

~~: ~~;~~~~:) ~ ~p~~4L2209/ 72 -or .............. j 
!S42 !r-!1-07_4_7 --,H ( H04L9/ 088 H04L9/ 3066 H04L9/ 14 !l .... u_s-_P_G-PU_B_; '! ... lo_R ______ !,.lo_F_F _ _,n,..2_0_1 6-/-1 0-1-21""'! 1 
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20050008159-$ or US-20050021875-$ I 
or US-20050120202-$ or US- I 
~~~5i~~~!~~~$6~~ 0~:-~~~6i059344-$ I 
20060281442-$ or US-20080016230-$ I 
or US-20080114978-$ or US- I 
20090077643-$ or US-20090125996-$ I 
or US-20090132806-$ or US- I 
20090191857-$ or US-20090209232-$ I 
or US-20090282246-$ or US- I 
20100062808-$ or US-20120190354-$ I 

or US-20120260086-$ or US- I 
20120260095-$).did. or (US- I 
20120260090-$ or US-20120331292-$ I 
or US-20130012168-$ or US- I 
20130091556-$ or US-20130117824-$ I 
or US-20130122864-$ or US- I 
20130149996-$ or US-20130212637-$ I 

or US-20130227646-$ or US- I 
20140003604-$ or US-20140053241-$ I 
or US-20140073375-$ or US- I 
20140082359-$ or US-20140140507-$ I 
or US-20150012743-$ or US- I 
~~~~~~~;~~~~~~1~:-~~~9t 16642-$ I 
20090313472-$ or US-20150121495-$ I 
or US-20140287725-$ or US- I 
20140237101-$ or US-20140235210-$ I 
or US-20140219447-$ or US- I 
20140143534-$ or US-20140140509-$ I 
or US-20090274306-$).did. I 

''''''''''''''''' > '' ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,\ 

LJLJ166 I (uicc euicc esim sim) adj profile and 1.-U-S-_P_G_P_U_B~; l□R l□N I 2016/10/281 
I (@pd @prad @rlad @ptad @ad) I USPAT I I ! 17:42 I 
1<"20131119" I I I ! I 

''''''''''''''''' > ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,\ ''''''''''''''''''''''''' ' '''''''''''''''''''''''' ' ,,,,,,,,,,,,,,,,,,,!: ''''''''''''''''''''''''' ' 

□□5 I (uicc euicc esim sim) adj profile and I US-PGPUB; l□R l□N I 2016/10/281 I (encrypted decrypting) near3 profile I USPAT I I 117:42 I 
\ I ' ' ' ' 

-----------------I ~~~6 ~~~ 1~~r ad_ @r lad_ @pt ad_ @ad) ----- ] -------------------------I-------------------------I----------------- j --------------------------1 

EJl4--------------I ~~;~~~~~~~ -~~~50550"--"9288059"------------- 1 ~~~~UB;JIOR --------------JION---------- j ~~~;~ 10/301 

r=Jl~-~------------1 ~~i;ii~-~-:~--:_::~-~--~~-'.::--:~_'.::~--:~~-~-------------- 1 ~~~~~-~'._l[~:------------------11~~:-------- J ~~ ~ 166 ~--~~-~-~-I 
IS627!477 (uicc euicc) adj2 profile and first near4 I US-PGPUB; l~l[OFF 12016/10/301 

L--------J L--------------- j pr of i I e _and_ second_ near 4 pr of i I e ----------------- j USPA T --------- I L--------------------J ----------------- j 1 6: 2 7 ------------ I 

LJLJ68 I (uicc euicc sim esim) adj2 profile and I US-PGPUB; l□R l□N I 2016/10/301 I first near4 profile and second near4 I USPAT ! ! 116:28 ! 
I profile I I I I I 

,,,,,,,,,,,,,,,,,, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,\ '''''''''''''''''''''''''' '''''''''''''''''''''''''' ,,,,,,,,,,,,,,,,,,,) ''''''''''''''''''''''''''' 

S64 I 37 I (uicc euicc sim esim) adj2 profile and I US-PGPUB; I OR I ON I 2016/10/301 
! I first near4 profile and second near4 I USPAT ! ! 116:28 ! 
I I profile and (derive deriving derivation I I I I I 
I I generate generating generator ) near5 I I I 1 I 
I I (shared secret private public) near6 I I I I I 

-----------J ·---------------- l key---------------------------------------------------------------------------------1 --------- j ----------------------J ·---------------~ ----------------------- j 

EJD

l"20140003604".pn. and (authenticat$) IUS-PGPUB;!r==JR !(OFF 12016/10/30! 
I IUSPAT I I j17:07 I 

,,,,,,,,,,,,,,,,,,~ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,., ,,,,,,,,,,,,,,,,,,,,,,,. > ,,,,,,,,,,,,,,,,,,,,,,,. > ,,,,,,,,,,,,,,,,.• ,,,,,,,,,,,,,,,,,,,,,,,,,. > 

D

I "20140003604".pn. and (authenticat$ I US-PGPUB;lr==JR l[OFF 12016/10/301 
I profile) I USPAT I I I 17:07 I 

,,,,,,,,,,,,,,. .. '' '' ,,,., ' '''''''''''''''''' ,,,,,,,·• ' 

EJD~~~f1i~~003604".pn.--and--(identity--------------l~~~~UB;lr==JEJ~~~~~10/301 

1S68 11121 !l(uicc euicc) near4 manager IIUS-PGPUB; IIOR IIOFF 112016/10/301 
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L---------- !L------------·-- ll----------------------------------------------------------------------------------------ll!:L~~~!---------- !L---------------------- !L-------------- !t!x_:_!--!-------------- ! 
IS69!~ (uicc euicc) near4 manager and (uicc ! US-PGPUB; !~i[OFF I 2016/10/30! 

L----------JL-------------- j euicc)__ near4_ (public_private)__near3_ key_! USPAT-------- JL------------------·J ·------------·--! 1_7: 1_ 1----------· j 

LJ
□g I (uicc euicc) near4 manager and (uicc I US-PGPUB;!□R rFF 12016/10/301 I euicc) near4 (public private) near3 key ! USPAT I I ! 17: 13 I 

~ . \ ' ' ~ ' 

--------------·-- J and.pr of I I e ----------------------------------------------------------------1 ----------------------·-- i ------------------------ i --------------·-- I -------------------------- i 
□□8 I (uicc euicc) near4 manager and (uicc I US-PGPUB;!DR rFF 12016/10/301 I euicc) near4 (public private) near3 key ! USPAT ! ! I 11: 13 ! 

I and (uicc euicc sim esim integrated) I ! ! I ! 
~ . I : : ~ : 

----------------· j near8 _profile------------------------------------------------------------ 1----------------------·-- i ------------------------ i ----------------· j ----------------------·-- i 

LJ
□1 I (uicc euicc sim esim integrated) near8 I US-PGPUB;!□R rFF 12016/10/301 

I profile same (random pseudorandom) I USPAT ! ! I 17:44 ! 
~ \ ' ' : ' 

----------------· j near 5. (nu m ber. value)------------------------------------·--· 1----------------------·-- ! ------------------------ ! ----------------· j ----------------------·-- ! 

□□2 I (uicc euicc sim esim integrated) near8 i US-PGPUB;!DR rFF 12016/10/301 I profile and (sensor module) near8 I USPAT ! ! I 18:13 ! 
I (generate generating) near6 (random ! ! ! I ! 
\ I ' ' ' ' 

----------------_! pseudo random). near5 _( number_ value)___ j ----------------------___! ----------------------___! --------------·-- j ----------------------·___! 
□75 !□3 I (uicc euicc sim esim integrated) near8 ! US-PGPUB; !DR rFF I 20161101301 

! I profile and (sensor module) near6 ! USPAT ! ! I 18: 15 ! 
! I (random pseudorandom) near5 ! ! ! I ! 
' \ I ' ' , ' 

!I (nu m be r ya I u e) -----------------------------------------------------1 ----------------------·__! ----------------------__! ----------------1 ------------------------__! 
□76 !□19 I (uicc euicc sim esim integrated) near8 ! US-PGPUB; !DR rFF I 2017/04/151 

! I profile and (generate generating) near6 ! USPAT ! ! I 13:55 ! 
! i (random pseudorandom) near5 I ! ! i ! 
: ~ \ : : ~ : 

IJ (nu m be r. v a I u e) ------------------------------------------------------1 ----------------------·-- i ------------------------ i --------------·-- I -------------------------- i 

Do
g I (uicc euicc esim sim) near4 profile and I US-PGPUB;!□R !□N 12017/04/15! I (encrypted encrypting decrypted ! USPAT I I I 14:18 I 

I encrypt decrypt decrypting) near3 ! ! ! I ! 
I profile and (@pd @prad @rlad @ptad I ! ! I ! 
l@ad)<"20131119" ! ! ! I ! 

................................................... > ................................................................................................ ) ........................................................................ ' ........................................................................ ' ...................................................... .,:, ........................................................................... ' 

S78 ! 59 I (uicc euicc esim sim universal adj i US-PGPUB; ! OR ! ON 12017/04/15! 
! I integrated) near4 profile and I USPAT ! ! I 14:19 ! 
! I (encrypted encrypting decrypted ! ! ! I ! 
! I encrypt decrypt decrypting) near3 ! ! ! I ! 
! I profile and (@pd @prad @rlad @ptad ! ! ! I ! 

------------j ·------------·-- I ~~-~2-~3.2.!--~.!.!.!.~::----------------------------------------------1 -------- j --------------------·--] ·------------·--! --------------------·-- j 
S79 ! (uicceuiccesimsimuniversaladj !US-PGPUB;!OR !ON 12017/04/15! 

! integrated) near4 profile and I USPAT ! ! I 14:19 ! 
! (encrypted encrypting decrypted ! ! ! I ! 
! encrypt decrypt decrypting) near3 ! ! ! I ! 
! profile and authenticat$ near6 network I ! ! I ! 
! and (@pd @prad @rlad @ptad @ad) ! ! ! I ! 
! <"20131119" ! ! ! I ! -------------' ------------------------------------------------------------------------------------------> -------------------------' -------------------------' ------------------,> --------------------------' 

S80 !46 l(uicceuiccesimsimuniversaladj !us-PGPUB;!OR !ON 12017/04/15! 
! I integrated) near4 profile and ! USPAT ! ! I 14:19 ! 
! I ( encrypted encrypting decrypted ! ! ! I ! 
! I encrypt decrypt decrypting) near3 ! ! ! I ! 
! i profile and authenticat$ near6 (network I ! ! I ! 
! I provider) and (@pd @prad @rlad ! ! ! I ! 

............ ! ................. j @ptad_@ad)_< "201311_ 1_9" .............................. ..1 .......... ! ........................ ! ................. j .......................... ! 

S81 !36 l(uicceuiccesimsimuniversaladj IUS-PGPUB;!OR !ON !2017/04/15! 
I integrated ) near4 profile and I USPAT ! I 14:20 ! 
I ( encrypted encrypting decrypted i • 
I encrypt decrypt decrypting) near3 I 
I profile and authenticat$ near6 (network! 
I provider) and (derive deriving derived ! 
I derivation generate generating ! 
I generated generator) near6 (key secret ! 
I code) and (@pd @prad @rlad @ptad ! 
l@ad)<"20131119" ! 
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S82 30 ! (uicc euicc esim sim universal adj ! US-PGPUB; ! OR ! 2017/04/ 15! 
I integrated) near4 profile and (derive ! USPAT ! ! 14:29 ! 
I deriving derived derivation generate I ! ! ! 
I generating generated generator) near6 I I I I 
I (key secret code) with public adj key ! ! ! ! 
I with private adj key and (@pd @prad ! ! ! ! 

................ l @rlad .. @ptad _@ad)<_"20131_1_19" ............... 1 ....................... j ....................... ] ....................... j 

D
3 !Do I ("8434139" I "9253643" I ! US-PGPUB;!□R rFF 12017/04/151 

! I "20160294829" I "20150215126" I ! USPAT ! ! I 15:26 ! 
! I "20040162472" I "20070158439" I ! ! ! I ! 
! I "20130183932" I "20120033613" I ! ! ! I ! 
IJ "201_30028184"J .. "201301_82586"). PN._ .. I ......................... ! ........................ ! ................ , j ......................... ! 

S84 50632 ! (H04L9/0861 or H04W76/046 or ! USPAT ! OR i 2017/04/15! 
H04W40/005 or H04W8/082 or I 15:47 ! 
H04W80/04 or H04J11/00 or ! 
H04W52/0277 or H04L 12/2854 or i 
H04L9/088 or H04L9/3066 or H04L9/14 ! 
or H04L9/0894 or G06F21 /35 or ! 
H04L9/0816 or H04L9/085 or H04L9/30 ! 
or H04W52/0216 or H04L9/006 or ! 
H04L9/321 or H04L63/061 or I 
H04L63/045 or H04L63/0272 or ! 
H04L67/04 or H04W12/02 or i 
H04W12/06 or H04L9/3247 or ! 
H04L9/32 or H04W52/0235 or ! 
H04W4/005 or H04W12/04 or ! 
H04W88/ 12 or H04W84/ 12 or ! 
H04L2209/24 or H04L2209/72 or I 
H04L63/0464 or Y02B60/50 or ! 
H04L2209/805 or G06F2221/2105 or i 
G06F2221/2107 or G06F2221 /2115 or ! 
H04L63/123 or H04L63/0442).cpc. ! 

........................................................................................................................................................................................................................................................................., .---,.------s ..-------,.------,,-------,,--------,1 

S86 ! 75253 ! (H04L9/0861 or H04W4/70 or ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 
H04W76/27 or H04J11/00 or ! USPAT ! 08:08 ! 
G06F21 /35 or H04L9/0894 or ! 
H04L9/3247 or H04W52/0277 or ! 
H04W76/046 or H04W12/04 or ! 
H04W80/04 or H04L9/088 or I 
H04W12/06 or H04L9/14 or i 
H04W40/005 or H04W8/082 or ! 
H04L9/3066 or H04W4/005 or ! 
H04L 12/2854 or H04W12/02 or ! 
H04L63/061 or H04L63/0442 or ! 
G06F2221 /2115 or H04L2209/72 or ! 
H04L63/0464 or H04L63/123).cpc. ! 

................................................... > ... ... .................................. F====, 

EJC W"9319223" _ "97 42562"). pn • ____________________________ J ~-~;.r~-~:_ I[~-~----------------- I[~-~~------.. I ~~~ 18~-~~:-~-~1 

□□27 ! (euicc embedded near3 uicc embedded! US-PGPUB;!□R rFF 12018/04/021 I adj universal adj integrated) and (@pd ! USPAT ! ! I 08: 15 ! 
I @prad @rlad @ptad @ad) ! ! ! I ! 
\ I ' ' ~ ' 

................. 1 < .. 201 3111_ 9.. .......................................................... l ......................... ! ......................... ! ................. l .......................... ! 

□1244 I I eu;cc embedded near3 u;cc embedded I U&PGPUB; l□R rFF I 20181041021 I adj universal adj integrated) and public I USPAT ! ! I 08: 16 ! 
\ I ' ' , ' 

................. ! ~!dk);"~~~ 3(~~~ .. @prad.@rlad _@ptad_ j ...................... J ...................... J ................. j ........................ ..! 

D
90 !□2 I (euicc embedded near3 uicc embedded ! US-PGPUB; !DR rFF I 2018/04/021 

! I adj universal adj integrated) and public ! USPAT ! ! I 08: 18 ! 
! ! adj key and (encrypt$ decrypt$) near6 ! ! ! ! ! 
! ! profile and (@pd @prad @rlad @ptad ! ! ! I ! 

ll @ad)<_" 201 31_ 1 _ 1 9 "..............................................1....................... j ..................... J ................1....................... j 
!s91 ]150 11("9319223" 1 "9742562" 1 l!us-PGPUB; lloR IIOFF !!20181041021 
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"20150143125" I "20160234020" I I USPAT I 08:29 ! 
"20170373845" I "9351162" I I 
"9826403" I "9867037" I "9930035" I I 
"20150296379" I "20160269386" I I 
"20160302061" I "20170093565" I I 
"20170280320" I "20170280321" I ! 
"20170280328" I "20170289142" I I 
"20170338966" I "9118464" I I 
"9414233" I "9596078" I I 
"20140219447" I "20150304113" I I 
"20170188231" I "20120331292" I I 
"20130227646" I "20150347786" I I 
"20170104750" I "20150220319" I ! 
"9100175" I "9247424" I "9426654" I I 
"9438600" I "9521547" I "9524158" I I 
"9722975" I "9730072" I "9843585" I I 
"2014023521 0" I "20140287725" I I 
"20140298018" I "20150163056" I I 
"20150180847" I "20150341791" I I 
"20160006729" I "20160226877" I I 
"20160246585" I "20160352698" I ! 
"20170222991" I "20170279619").PN. ! 

........................ > .... .... ........ .... ..... , .................................................. > ................................................ > .................................................... > 

S92 ! 53 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 
I I adj universal adj integrated (virtual I USPAT I I ! 08:31 I 
I I virtualized) near3 sim) and public adj I I I [ I 
I I key and ( encrypt$ decrypt$) near6 I I I [ I 
I I profile and (@pd @prad @rlad @ptad I I I I I 
! !@ad)<"20131119" ! ! ! ! ! 

.............................. ' ............................ .... ................................................................................................... ) ...................................................... ' ...................................................... ' ...................................... ,> ........................................................ ' 

S93 I 79 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF I 2018/04/02I 
! I adj universal adj integrated (virtual ! USPAT ! ! ! 08:32 ! 
I I virtualized embedded) near3 sim esim) I I I [ I 
! i and public adj key and ( encrypt$ ! ! ! ! ! 
I I decrypt$) near6 profile and (@pd I I I [ I 
I I @prad @rlad @ptad @ad) I I I ! I 
i i "20131119" I i i i i 

............ 1 ................. l < ...................................................................................... ..! .......... 1 ........................ 1 ................. ! .......................... 1 
S94 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! 2018/04/02! 

I adj universal adj integrated (virtual I USPAT I I 08:33 I 
I virtualized embedded soft) near3 sim ! I I I 
I esim) and public adj key and (encrypt$ I I I I 
I decrypt$) near6 profile and (@pd I I I I 
I @prad @rlad @ptad @ad) I I I I 
i <"20131119" i i i i 

""""""""""""" : """""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""~ """"""""""""""""""""""""" : """""""""""""""""""""""" : """""""""""""""""""""""""" : 

EJC 11"20130157673". pn .............................................. l ~~~r~~'..ll~: .................. ll~~~ ........ I ~-~-~_f{_~-~~-~~-I 

□96 1□3 I deriv$ near6 (first second) near6 I US-PGPUB; l□R rFF I 2018/04/021 I I (shared key) and (encrypt$ decrypt$) I USPAT I I j 09:24 I 
! i near6 profile and (@pd @prad @rlad ! ! ! ! ! 

ll@ptad.@ad)<."20131.1.19" .............................. I ....................... l ....................... 1 ................ 1 ....................... j 

S97 I 108 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF j 2018/04/021 
! i adj universal adj integrated (virtual ! USPAT ! ! ! 09:32 ! 
I I virtualized embedded soft) near3 sim I I I ! I 
I I esim) near6 (authentica$) and public ! I I [ I 
I I adj key and (@pd @prad @rlad @ptad I I I [ I 

.......... J ......... l@ad)<"2013111.9" .............................................. l ...................... J ...................... J ................. j ....................... J 

S98 ! 19 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 
I I adj universal adj integrated (virtual I USPAT I I I 09:33 I 
I I virtualized embedded soft) near3 sim I I I [ I 
I I esim) near6 (authentica$) and public I I I j I 
! i adj key and deriv$ near6 (shared secret! ! ! ! ! 
I I key) and (@pd @prad @rlad @ptad I I I [ I 

............ 1 ................. l @ad)<."20131. 1.19" ............................................... 1 .......... 1 ........................ 1 ..... -........... I .......................... I 
r---il l i i ii i i 
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S99 176 ! ("20040179684" I "20050138353" I I US-PGPUB; OR OFF 12018/04/02 
j "20050193199" I "20050246282" I 
1 "20060021063" I "20070101400" I 
j "20090028341" I "20090132806" I 
j "20090183541" I "20090217348" I 
j "20090274306" I "20100166167" I 
j "20100223461" I "20100275028" I 
j "20110016321" I "20120030461" I 
j "20120108205" I "20130007442" I 
1 "20140049653" I "8522013" I 
j "8555067" I "20130294602" I 
j"9408012" I "20110167272" I 
j "20070206799" I "20080022089" I 
j "20080130879" I "20080165698" I 
j "20080307218" I "20090125996" I 
j "20120117635" I "20130227646" I 
1"20130231087" I "20140108801" I 
j "20140143534" I "20150106616" I 
j "20150222619" I "8948386" I 
j "20130340040" I "20140308991" I 
j "8843179" I "20020018569" I 
j "20050278787" "20090113203" I 
j "20090191857" "20090282246" I 
1"20100031042" "20110237281" I 
j "20120260086" "20120331298" I 
j "20130117824" "20130149996" I 
j "20140003604" "20140082359" I 
j "20140087790" "20140122878" I 
j "20140219448" "20140237101" I 
j "20140244994" "20140351403" I 
1 "20150012743" "8127142" I 
j "20070158439" "8924715" I 
j "20100062808" "20110314287" I 
j "20120011360" "20120023336" I 
j "20120089568" "20130012168" I 
j "20140053241" "20140115335" I 
j "2014023521 0" "20150095514" I 
1 "20150095648" "20150121066" I 
j "20150121495" "20160014112" I 
j "20110269461" "8965366" I 
j "9253643" I "20010029581" I 
j "20050021875" I "20060095771" I 
j "20090060197" I "20090313472" I 
j "20100195833" I "20110035584" I 
j "20110055553" I "20120170451" I 
1 "20120260095" I "20130166915" I 
j "20130173747" I "20130305345" I 
j "20130322621" I "20140192976" I 
j "20140273913" I "20150089214" I 
j "20150222604" I "7921292" I 
j "8590028" I "9002018" I 
j "20140329502" I "20150281964" I 
1 "8434139" I "20120033613" I 
j "20030211842" I "20050120202" I 
j "20060056355" I "20090209232" I 
j "20090268909" I "20120072732" I 
j "20120084568" I "20120159153" I 
j "20120214444" I "20120260090" I 
j "20120300932" I "20130173926" I 
1"20140101444" I "20140219447" I 
j "2015001791 0" I "20110268022" I 
j "20110269422" I "20110269472" I 
j "20140357229" I "2009004111 0" I 
: "20170206532" I "20030003895" I I 
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"20040221163" "20050008159" I I 
"20050050323" "20060059344" I I 
"2006020671 O" "20080114978" I I 
"20090077643" "20100098253" I I 
"20110291803" "20130122864" I I 
"20130212637" "20140140507" I I 
"20140140509" "20140143826" I I 
"20140161113" "20140287725" I I 
"20140337937" "20150071139" I I 
"20150113275" "8526606" I I 
"20040162472" "20130183932" I I 
"20160127132" "20130028184" I I 
"20060281442" "20080016230" I I 
"20090116642" "20100199334" I I 
"20120190354" "20120278490" I I 
"20120331292" "20130091556" I I 
"2013011481 O" "20130165073" I I 
"20130331063" "20140040628" I I 
"20140073375" "20140082358" I I 
"20140165155" I "20150092590" I I 
"6038322" I "8782774" I I 
"20110270747" I "20150215126" I I 
"20160294829" I "9020479" I I 

................. , "20080031204"J."201301.82586").PN .... I 

EJl~.~·~·········· 1r~.~ ... ~~~·········································································1,-~-.~~-.;-r-.. ~-.. ~~:. ll~.: ................. ll~:~ ........ I ~~.~7~.~~:.~.~I 
□[.]4 I S100 and (encrypted near5 profile) I US-PGPUB;lr.==JR ![OFF i 2018/04/021 

I I USPAT I I [ 09:42 I 
nnnnnnnn• ;, nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~ nnnnnnnnnnnn, ' nnnnnnnnnnnn ' nn,,nnnnnn,' nnnnnn, ' 

□□8 I S100 and (encrypted near5 profile) and I US-PGPUB; l□R rFF I 2018/04/021 I (euicc embedded near3 uicc embedded I USPAT I I [ 09:42 I 
I adj universal adj integrated (virtual I I I [ I 
I virtualized embedded soft) near3 sim I I I 1 I 
I esim) I I I i I 

...................................................................... ........................................................................................................................................................................................................................................................................................................................ > .................................................................................................... ' .................................................................................................... ' -------------------> ........................................................................................................ ' 

E.11.~ ............... ll::~.~.~.~~.~.~~~.~.~~:~.~.:.~ ............................................. l ~.~;r~.~'..ll~: .................. 11~~: ........ 1 t~ ~~~.~~~.~.~.I 
E.11.~ ............... ll::~.~.~ .. ~.~·~·~·~~.~.~~:~.~.:.~ ............................................. l ~.~;r~.~'..ll~: .................. 11~~: ........ 1 t~ ~~~.~~~.~.~.I 
EJI~ ............... lf ~~ .. ~~ ... ~.~.~.~ ................................................................. I .~.~;r.~.~'. I1~.: .............. Jl~.~: ........ 1 ~~ ~~;.~~~.~.~I 
EJl~ ............... lf ~~ .. ~~ .. :~.~ ... ::~.:~~:~~ ... ~::~.~ .. ~:~~ ................... I .~.~;r.~.~'. I1~.: .............. Jl~.~: ........ 1 ~~~~~.~~~.~.~I 
□c1rs1.05.and.(ecc.elliptic) ...................................... ..J ~.~;.r~.~:.ll~.: ................. ll~.~~ ........ I ~~~~~.~~:.~.~! 
□c1rs1.05.and.(public.adj .. key) .............................. ..J.~.~~~~.~:.1l~.: ................. 1l~.~~ ........ 1~~~~~.~~.~.~.~I 
□□3 I (euicc embedded near3 uicc embedded I US-PGPUB; l□R rFF I 2018/04/021 I adj universal adj integrated (virtual I USPAT I I [ 10:04 I 

I virtualized embedded soft) near3 sim I I I [ I 
I esim) and elliptic and (@pd @prad I I I 1 I 
\ I ' ' ' ' 

................ J @rlad_@ptad_@ad)< "20131119" ............ , .. j ...................... ,J ...................... ,J .............. , .. 1 ........................ J 
S110 I 926 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF ; 2018/04/021 

I I adj universal adj integrated (virtual I USPAT I I i 10:23 I 
I I virtualized embedded soft) near3 sim I I I [ I 
I I esim) and (first second) near4 network I I I j I 
I I and (@pd @prad @rlad @ptad @ad) I I I i I 
I 1<"20131119" I I I i I 

................................................ ' ................................................................. :, .... .... .... .........................................................................................................................1 .................................................. ' ................................................ ' .................................~ .................................................... ' 

nl563 I I eu ;cc .em bedded. near3 u;cc embedded I U&PGPUB; lnR rFF 12018/04/021 
i adJ universal adJ integrated (virtual I USPAT I I i 10:24 I 
I virtualized embedded soft) near3 sim I I I [ I 
! esim) and (first ) near4 network and I ! ! 1 ! 
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I I 
( second) near4 network and (@pd II I 

I J .......................... 1 

@prad @rlad @ptad @ad) I I 
<"20131119" I I 
''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''~ '''''''''''''''''''''''''' 

S112 I 277831 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF I 2018/04/021 

I I 

adj universal adj integrated (virtual I USPAT I 

........................ 1 

-• 

10:24 I 
virtualized embedded soft) near3 sim I 

......................... 1 
_I esim) and profile nar8 (first ) near4 I 

network and profile nar8 (second) I 
near4 network and (@pd @prad @rlad I 

@ptad_@ad)< "201_3111_9" ............................. J ................................................ , > 

□DI( "20130227646" "20110213959").pn. IUS-PGPUB;lr==JR IIOFF !2018/04/021 
~ \ ' ' ~ ' 

................. 1 and_ (encrypt$_ near6 _keyt .............................. I USPAT ......... 1 ........................ 1 ................. j 10:42 ............ 1 

~DI ( "20130221646" "20110213959").pn. I US-PGPUB; ir==JR ![OFF I 2018/04/021 
: 
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belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and 
that such willful false statements may jeopardize the validity of the application or any patent issued thereon. 
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A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

A joint inventor; all of whom are signing this request 

Signature 
/Keith J. Barkaus/ 

Name Keith J. Barkaus 

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner). 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Application No. 

Applicant 

Filed 

15/680,758 Confirmation No.: 5758 

Network-I Technologies, Inc. 

August 18, 2017 

Title KEY DERIVATION FOR A MODULE USING AN EMBEDDED 
UNIVERSAL INTEGRATED CIRCUIT CARD 

Art Unit 2436 

Examiner 

Docket No. 

Customer No. 

Cerveti, David Garcia 

63121/0147 

1912 

Mail Stop AF 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

AMENDMENT AFTER FINAL 

In response to the Final Office Action mailed on September 14, 2018 in connection with 

the above-identified application, Applicant respectfully requests that the following amendments 

and remarks be entered and considered by the Examiner: 

Amendments to the Specification begin on page 2 of this paper. 

Amendments to the Claims begin on page 3 of this paper. 

Remarks begin on page 6 of this paper. 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

Amendments to the Specification: 

Please replace the paragraph beginning at page 2, line 2 of the application, which starts with 

"This is a continuation of ... " with the following amended paragraph: 

This is a continuation of U.S. patent application Ser. No. 15/130,146 filed Apr. 

15, 2016, and issued as U.S. Pat. No. 9,742,562, which is a continuation of U.S. patent 

application Ser. No. 14/084, 141 filed Nov. 19, 2013, and which issued as U.S. Pat. No. 

9,319,223, each of which is fully incorporated by reference herein. 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims: 

1-20 (Canceled). 

21. (Currently Amended) A method for securely distributing a profile from a subscription 

manager system to a module comprising the steps of: 

(a) recording, in memory operatively connected to the subscription manager system, a 

digital signature algorithm comprising an elliptic curve digital signature algorithm; 

(b) recording, by the memory operatively connected to the subscription manager system, 

a server private key and a corresponding server public key, wherein the server public key and the 

server private key use elliptic curve cryptography; 

(c) recording, by the memory operatively connected to the subscription manager system, 

a symmetric ciphering algorithm, wherein the symmetric ciphering algorithm comprises an 

Advanced Encryption Standard with a 128 bit key length; 

(d) receiving, by the subscription manager system, a certificate associated with the 

module from a module provider system associated with a module provider, wherein the 

certificate includes a module public key; 

(e) receiving, by the subscription manager system, a challenge from the module; 

(f) generating, by the subscription manager system, a network private key and a 

corresponding network public key, using a key pair generation algorithm; 

(g) sending the generated network public key to the module; and 

(h) sending a digital signature and the challenge to the module, wherein the digital 

signature is generated using the server private key and the digital signature algorithm; 

(i) generating, by the subscription manager system, a mutually derived shared key using 

Elliptic Curve Diffie-Hellman based on at least: 

(1) the module public key, and 

(2) the network private key; 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

wherein the mutually derived shared key is derived by the module based on at least: 

(i) a module private key associated with [[a]]the module public key, and 

(ii) the network public key; 

G) encrypting, by the subscription manager system, the profile using: 

(1) the symmetric ciphering algorithm, and 

(2) the mutually derived shared key; 

(k) sending, from the subscription manager system to the module, the encrypted profile, 

wherein the profile includes network access credentials for a wireless network. 

22. (Previously Presented) The method of claim 21, further comprising: 

(1) sending, from the subscription manager system to the module, the generated network 

public key after the module authenticates with a network associated with the subscription 

manager system. 

23. (Currently Amended) The method of claim 21, further comprising: 

(1) generating the network public key using an elliptic curve algorithm based on a first 

elliptic curve, tttttl--wherein the module public key is generated using the elliptic curve algorithm 

using the first elliptic curve. 

24. (Previously Presented) The method of claim 23, wherein the certificate associated with 

the module further comprises the first elliptic curve. 

25. (Previously Presented) The method of claim 21, further comprising sending the generated 

network public key to the module without a certificate for the network public key. 

26. (Previously Presented) The method of claim 21, wherein the network access credentials 

include an international mobile subscriber identity and a key K. 

27. (Previously Presented) The method of claim 21, wherein the module receives the server 

public key using a domain name and downloading the server public key. 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

28. (Previously Presented) The method of claim 21, wherein the module provider further 

services the module and loads an initial profile into the module, and wherein the encrypted 

profile is received by the module using the initial profile to connect with an initial wireless 

network. 

29. (Previously Presented) The method of claim 21, wherein prior to step (e), a server 

associated with the subscription manager system has recorded a pre-shared secret key, and the 

module has recorded the pre-shared secret key. 

30. (Currently Amended) The method of claim 21, wherein the module includes an 

embedded universal integrated circuit card, and wherein the embedded universal integrated 

circuit card records in second memory within the embedded universal integrated circuit card the 

module private key and the profile. 

31. (Previously Presented) The method of claim 21, further comprising: 

(1) generating, by the subscription manager system, the mutually derived shared key using 

American National Standards Institute standard X-9.63. 

32. (Previously Presented) The method of claim 21, wherein the sending step (h) occurs 

before the generating step (i). 

33. (Previously Presented) The method of claim 21, wherein the sending step (h) occurs 

after the generating step (i). 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

REMARKS 

This responds to the Office Action dated September 14, 2018 in the above-referenced 

application. Claims 21-33 are pending. Claims 21, 23 and 30 have been amended by this 

Amendment for clarifications. No claim has been canceled, or added by this Amendment. 

In the specification, the paragraph at page 2, lines 2-4 of the application has been 

amended to identify the patent number for the recently issued parent application. 

It is respectfully submitted that no new matter was introduced by virtue of this 

Amendment. Reconsideration of this application for allowance of all pending claims is hereby 

respectfully requested in view of the following remarks. 

Double Patenting Reiection 

Claims 21-33 have been rejected based on obviousness-type double patenting in view of 

the claims of U.S. Patent Nos. 9,319,223 and 9,742,562. In order to render this rejection moot 

and without prejudice to Applicant, Applicant submits herewith Terminal Disclaimers for this 

application disclaiming any patent term extending beyond the patent terms for the following 

patents: 

• U.S. Patent No. 9,319,223 (U.S. Patent Application No. 14/084, 141) 

• U.S. Patent No. 9,742,562 (U.S. Patent Application No. 15/130,146) 

Accordingly, Applicant respectfully requests reconsideration and withdrawal of the 

rejection of the claims based on double patenting. 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

Status of Related Applications 

The following is a list ofrelated issued patents and co-pending U.S. applications filed by 

the present applicant: 

686711.5 

Serial No. 14/023, 181 filed September 10, 2013 (Issued as U.S. Patent No. 9,350,550) 

Serial No. 15/162,302 filed May 23, 2016 (Issued as U.S. Patent No. 9,968,981) 

Serial No. 15/642,088 filed July 5, 2017 (Issued as U.S. Patent No. 10,003,461) 

Serial No. 14/039,401 filed September 27, 2013 (Issued as U.S. Patent No. 9,288,059) 

Serial No. 15/043,293 filed February 12, 2016 (Issued as U.S. Patent No. 9,998,280) 

Serial No. 14/055,606 filed October 16, 2013 (Issued as U.S. Patent No. 9,276,740) 

Serial No. 15/010,905 filed January 29, 2016 (Issued as U.S. Patent 9,641,327) 

Serial No. 15/583,968 filed May 1, 2017 (Issued as U.S. Patent 10,057,059) 

Serial No. 14/064,618 filed October 28, 2013 (Issued as U.S. Patent No. 9,118,464) 

Serial No. 14/789,255 filed July 1, 2015 (Issued as U.S. Patent No. 9,596,078) 

Serial No. 15/457,700 filed March 13, 2017 (Issued as U.S. Patent No. 9,998,281) 

Serial No. 14/084, 141 filed November 19, 2013 (Issued as U.S. Patent No. 9,319,223) 

Serial No. 15/130, 146 filed April 15, 2016 (Issued as U.S. Patent No. 9,742,562) 

Serial No. 15/680,758 filed August 18, 2017 (Present Application) 

Serial No. 14/099,329 filed December 6, 2013 (Issued as U.S. Patent No. 9,100,175) 

Serial No. 14/751, 119 filed June 25, 2015 (Issued as U.S. Patent No. 9,961,060) 

Serial No. 14/136,711 filed December 20, 2013 (Issued as U.S. Patent No. 9,300,473) 

Serial No. 14/139,419 filed December 20, 2013 (Issued as U.S. Patent No. 9,351,162) 

Serial No. 15/162,292 filed May 23, 2016 (Pending - Amendment Filed July 19, 2018) 

Serial No. 15/928,848 filed March 22, 2018 (Allowed - Will be issued as U.S. Patent No. 

10,084,768 on Sept. 25, 2018) 

Serial No. 15/972,914 filed May 7, 2018 (Pending) 

Serial No. 15/973,012 filed May 7, 2018 (Pending - Non-Final Rejection Mailed Sept. 10, 

2018) 

Serial No. 15/983,957 filed May 18, 2018 (Pending) 

Serial No. 16/036,506 filed July 16, 2018 (Pending) 
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Appl. No. 15/680,758 Atty. Dkt. No. 63121/0147 
Response to September 14, 2018 Final Office Action 

Serial No. 16/110,804 filed August 23, 2018 (Pending) 

The Examiner is invited to review the prosecution history of each of these applications to 

see the prior art of record and related office actions as he deems appropriate. 

Conclusion 

In view of the remarks made hereinabove, reconsideration and withdrawal of the 

rejections set forth in the September 14, 2018 Office Action and passage of the pending claims to 

allowance are respectfully requested. If there is any minor matter preventing the allowance of 

the subject application, the Examiner is requested to telephone the undersigned attorney. 

The Director is hereby authorized to charge any fees which may be required, or credit any 

overpayment, to Deposit Account Number 01-1785. 

Dated: New York, New York 
September 18, 2018 

686711.5 

Respectfully submitted 

AMSTER, ROTHSTEIN & EBENSTEIN LLP 
Attorneys for Applicant 
90 Park A venue 
New York, NY 10016 
(212) 336-8000 

By: -~/K_e~i~th~J~. _B~a_rk~a=u~s ~/ _ 
Keith J. Barkaus 
Registration No. 51,432 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
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NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
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http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov. 
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D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
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1. The present application, filed on or after March 16, 2013, is being examined under the first 

inventor to file provisions of the AIA. 

2. Applicant's amendment filed 9/18/2018 has been fully considered. 

3. Claims 21-33 are pending and have been examined. Claims 1-20 have been canceled. 

Response to Amendment 

4. This communication warrants No Examiner's Reason for Allowance, applicant's reply makes 

evident the reasons for allowance, satisfying the "record as a whole" provision of the rule 37 CFR 

1.104(e). Specifically, applicant's arguments filed on 9/18/2018 are persuasive, as such the reasons for 

allowance are in all probability evident from the record and no statement is deemed necessary (see 

MPEP 1302.14). 

Terminal Disclaimer 

5. The terminal disclaimer filed on 9/18/2018 disclaiming the terminal portion of any patent granted 

on this application which would extend beyond the expiration date of US Patents No. 9319223 and 

9742562 has been reviewed and is accepted. The terminal disclaimer has been recorded. 

Allowable Subject Matter 

6. Claims 21-33 are allowed. 

7. Any comments considered necessary by applicant must be submitted no later than the payment 

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such 

submissions should be clearly labeled "Comments on Statement of Reasons for Allowance." 
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8. Any inquiry concerning this communication or earlier communications from the examiner should 

be directed to David Garcia Cervetti whose telephone number is (571 )272-5861. The examiner can 

normally be reached on Monday-Friday 8AM-5PM. 

9. Examiner interviews are available via telephone, in-person, and video conferencing using a 

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use 

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice. 

10. If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 

SHEW AYE GELAGAY can be reached on (571 )272-4219. The fax phone number for the organization 

where this application or proceeding is assigned is 571-273-8300. 

11. Information regarding the status of an application may be obtained from the Patent Application 

Information Retrieval (PAIR) system. Status information for published applications may be obtained from 

either Private PAIR or Public PAIR. Status information for unpublished applications is available through 

Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 

at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 

or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000. 
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H04L67/04 or H04L9/3263 or H04L9/32 I 
or H04L9/085 or H04L63/0807 or I 
H04L63/0435 or H04L9/006 or I 
H04L9/321 or H04L63/0272 or I 
H04L63/045 or H04W76/27 or I 
H04W4/70 or H04W52/0277 or I 
H04W40/005 or H04W80/04 or I 
~~:~::i:J!~~~J~~)~~ioo~r I 
H04L9/3066 or H04L9/ 14 or I 
H04L9/0894 or G06F21/35 or I 
H04L63/123 or H04L63/0442 or I 
H04W52/0216 or H04L63/061 or I 
H04W12/06 or H04W12/02 or I 
H04L9/3247 or H04W12/04 or I 
H04W52/0235 or Y02070/ 1242 or I 
Y02070/ 166 or Y02070/ 1244 or I 
Y02070/24 or Y02070/1222 or I 
Y02070/ 162 or Y02070/ 1262 or I 
Y02070/ 146 or Y02070/21 or I 
Y02070/ 1264 or Y02070/ 144 or I 
Y02070/ 142 or Y02070/ 1224 or I 
Y02070/ 164 or Y02070/00 or I 
H04W88/ 12 or H04W84/ 12 or I 
H04L2209/72 or H04L2209/24 or I 
H04L63/0464 or H04L2209/805 or I 
G06F2221 /2115 or G06F2221/2107 or I 
G06F2221_12105) .cpc ......................................... .J 

L2 I 29679 ! (H04L9/0861 H04L9/0841 or H04L9/30 ! US-PGPUB; ! OR ! 2018/09/26! 
or H04L9/0816 H04L9/3239 or I USPAT I 15:51 ! 
H04L9/3249 or H04L9/3263 or I 

J J 
H04L9/32 or H04L9/085 H04L9/006 or I 
H04L9/321 H04L9/088 or H04L9/3066 I 
or H04L9/14 or H04L9/0894 or I 
H04L9/3247 H04L2209/72 or I 
H04L2209/ 24 _or_ H04L2209/ 805_). cpc ... ,J 

L3 !1590651 (H04L9/0861 or H05K999/99 or ! US-PGPUB; ! OR !OFF ! 2018/09/26! 
H04L9/0841 or H04L9/30 or I USPAT I I 15:51 I 
H04L9/0816 or H04L63/166 or I 
H04L9/3239 or H04L9/3249 or I 
~~~~~~9~~i~ ~~~~~C623~~i~ti:L

9132 I 
H04L63/0435 or H04L9/006 or I 
H04L9/321 or H04L63/0272 or I 
H04L63/045 or H04W76/27 or I 
H04W4/70 or H04W52/0277 or I 
H04W40/005 or H04W80/04 or I 
H04L12/2854 or H04J11/00 or I 
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H04W8/082 or H04L9/088 or I 
H04L9/3066 or H04L9/ 14 or I 
H04L9/0894 or G06F21/35 or I 
H04L63/123 or H04L63/0442 or I 
H04W52/0216 or H04L63/061 or I 
H04W12/06 or H04W12/02 or I 
H04L9/3247 or H04W12/04 or I 
H04W52/0235 or Y02O70/ 1242 or I 
Y02O70/ 166 or Y02O70/ 1244 or I 
Y02O70/24 or Y02O70/1222 or I 
Y02O70/ 162 or Y02O70/ 1262 or I 
Y02O70/ 146 or Y02O70/21 or I 
Y02O70/ 1264 or Y02O70/ 144 or I 
Y02O70/ 142 or Y02O70/ 1224 or I 
Y02O70/ 164 or Y02O70/00 or I 
H04W88/ 12 or H04W84/ 12 or I 
H04L2209/72 or H04L2209/24 or I 
H04L63/0464 or H04L2209/805 or I 
G06F2221 /2115 or G06F2221/2107 or I 
G06F2221/2105) .cpc. I 
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn).=====-'-'i, 

□4 1□5863 I (H04L63/166 H04L63/0807 I US-PGPUB;l□R rFF 12018/09/261 
! I H04L63/0435 H04L63/0272 ! USPAT ! ! ! 15:52 ! 
I I H04L63/045 H04L63/ 123 H04L63/0442 I I I ! I 
' ~ I ' ' ' ' 

!l H04L63/061 __ H04L63/0464J .cpc. _______________ l _______________________ j _______________________ ] ................ 1 ....................... j 

S1 43699 I (H04L9/085 or H04L9/30 or H04L9/321 I US-PGPUB; ! OR ! OFF ! 2015/05/30! 
or H04L9/006 or H04W52/0216 or ! USPAT ! 14:27 ! 
H04L63/045 or H04L63/061 or I ! ! 
H04L63/0272 or H04L9/0861 or ! ! ! 
H04L67/04 or H04L9/3247 or I I I 
H04W12/02 or H04W12/06 or I ! ! 
H04L9/32 or H04W52/0235 or I I I 

~-Q~~-~-?.(9.~ .. 9-~ .. -~.9-~~~LQ_Q~L?.P..?.:............... l ......................... I .......................... I 
[]~ 11713/ 1-71.ccls ............................................................ j ~~~r~~'..ll~: .................. II~~~ ........ I ~-~~;~-~-~~~~-I 
rJr:= I[380/44.ccls. _____________________________________________________________ j ~~~~~-~'._Ir==]~ t~~;~-~-~~-~-~-1 
S4 ! 50 ! ("20020191572 I "20050138355' I I US-PGPUB; ! OR ! OFF ! 2015/05/30! 

"20060223499" "20070101122" ! USPAT ! 14:30 ! 
"20070297367" "20080046545" I 
"20090016529" "20090214302" I 
"20090276629" "20090318114" I 
"20010168499" "20020009199" I 
"20020094085" "20050108111.. I 
"20050108534" "20050207379" I 

"20010249324" "20080081611.. I 
"20080189550" "20080260149" I 
"20090092255" "20030012429" I 
"20040190718" "20050212688" I 
"20050246253" "20050213609" I 
"20060236117" "20010064948" I 
"20090261172" "20090276626" I 

"20030235305" "20040264699" I 
"20050005095" "20050113067" I 
"20050120213" "20060105140" I 
"20060148450" "20010042754" I 
"20010058808" "20010224993" I 
"20010269048" "20080039096" I 
"20080162939" "20080232382" I 

"20090063851.. "20090211033" I 
"20100191911" "20110113250" I 
"20110307953" "20110314522") PN. I 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~--

1 ss I.--I5-o ----s!IC' 5199072" 1 "5 760824" 1 "5864 757" 1 ll..-u_s_-P_G_P_us-;""'l"lo_R __ _,l.---lo_F_F ___ l,.....I2-01-5-; 0-5-13-0-,1
1 
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"5915226" "6430409" "6580906" I USPAT I 14:30 I 
"6694430" "6795701" "6851 o5o" I • 
"6915272" "6931128" "6963740" I 

"691so23" "6985719" "1oss233" I 
"1114115" "113s902" "11 ssos9" I 
"7231004" "12s3s12" "7292s10" I 
"7310424" "7322041" "7334024" I 
"7356145" "7366905" "7444133" I 
"7483411" "7489919" "7490350" I 
"7505756" "7515937" "7555128" I 

"7561 s1s" "7598844" "7605742" I 
"7624417" "7669232" "7711359" I 
"7720461" "7721325" "7746245" I 
"7751546" "11ss103" "7839874" I 
"7890745" "7894837" "7933597" I 
"7957722" ..... "8014529") .PN ......................... ...! 

r1roo= 1r~. 85 
............................................................................ 1,.;.;.;~=.t=;=s=~.=~.

8
= .. :."1·r~.~ ............... Jl~~~ ....... 1 ~~~{6~.~:.~.~1 

[]

13566 I (der;ve der;v;ng der;vaUon generate I U&PGPUB;l□R l□N j 2015/05/301 
I generating generator ) near5 key nears I USPAT I I I 14:33 I 

................. l parameter ................................................................ ...! ......................... 1 ........................ 1 ................. ! .......................... ! 

[]

1776 I (dedve dedv;ng dedvaUon generate I U&PGPUB;i□R l□N j 2015/05/301 
I generating generator ) near5 (private I USPAT I I I 14:34 I 
~ . I : : ~ : 

................. j public). near6. key .near8 .parameter .......... l ......................... i ........................ i ................. j ......................... i 

□□73 I (derive deriving derivation generate I US-PGPUB; l□R ION I 2015/05/301 I generating generator ) near5 (private I USPAT I I ! 14:35 I 
! public) near6 key near8 parameter and ! I I ! I 
\ I ' ' ' ' 

................. 1 ~~gg1 ~~r~~ .. @rlad.@ptad.@ad) ............... I ...................... J ...................... J ................. j ....................... ...1 
S10 144370 I (H04L9/0861 or H04L9/085 or I US-PGPUB; I OR I ON I 2015/06/201 

H04L9/30 or H04L9/321 or H04L9/006 I USPAT I 13:25 I 
or H04W52/0216 or H04L63/061 or I I I 
H04L63/0272 or H04L63/045 or I I I 
H04L67/04 or H04L9/3247 or I I I 
H04W12/02 or H04W12/06 or I I I 
H04L9/32 or H04W52/0235 or ! I I 
H04W12/04 or H04W4/005)_.cpc ................ j ...................... J ....................... J 

r:=.11~.~.~~ .... Jr~.~.~~·~·~·~·~·::~.:: ........................................................... 1 .~.~;r.~.~'. 11~.~ .............. ...11~.~~ ........ 1 ~~ ~;~.~~~.~.~ 1 

r:=.11~.~.~~ .... Jr~.~~~·~·~·~::'.:: ............................................................ ..1 .~.~;r.~.~'. 11~.~ .............. ...11~.~~ ........ 1 ~~ ~;~.~~~.~.~ 1 

rl~lf uicc ................................................................................. 1 ~.~;.r~.~:. ll~.~················· l[~.~ ........... 1 ~~~16.~~:.~.~I 
El~lf (u icc .. eu ice) ................................................................. I.~.~~~~.~:. ll~.~················· ll~.~··········· I ~~~:~.~~·~·~·~I 
EJl~.~.~ .......... 1 ~~i~.: .. :.~.'.:.:~ ... :.~.~ ... ::~.~.'.'.: .. ~.~.'.~.:~.:~ .. :.:.:~~ .... 1 ~.~~~~.~:. ll~.~ .................. ll~.~ .......... 1 ~~~:~~.~:.~.~I 
□1468 I (u;cc eu;cc) and (pubnc pr;vate) near5 I U&PGPUB; l□R l□N i 2015/06/201 I key and (derivation derive derived I USPAT ! ! ! 13:41 ! 

I deriving generate generating generator I ! ! ! ! 
~ \ ' ' : ' 

................. j generated) .. n ea r8. key........................................ 1 ......................... I ........................ I ................. j ......................... I 

□□63 I (uicc euicc) and (public private) near5 I US-PGPUB; l□R ION I 2015/06/201 
I key and (derivation derive derived I USPAT ! ! ! 13:42 ! 
! deriving generate generating generator I ! ! ! ! 
I generated) near8 key and network I ! ! ! ! 
I near6 key I I I I I 

~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~> ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

1260 I (u;cc eu;cc) and (pubnc pdvate) near5 I U&PGPUB;inR lnN ! 2015/06/201 
I key and (derivation derive derived I USPAT I I ! 13:42 I 
i deriving generate generating generator I I I I I 
~ I ! ! ~ ! 
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"20140337937" I "20140351403" I I 
"2015001791 O" I "20150092590" I I 
"20150095514" I "20150113275" I I 
"20150121495" I "6038322" I I 
"7921292" I "8526606" I "8555067" I I 
"8590028" I "8782774" I "8948386" I I 

"900201_ 8" )_. PN ................................................... _..I 

□O 1□5 I (first second) near5 key near8 (derive I..-U-S-_P_G_P_UB-;"'l"□R l□N ! 2015/12/131 
I i deriving derivation generat$) and I USPAT I I I 22:05 I 
I I (encrypt$ decrypt$) near6 profile near6 I I I I I 
' \ I ' ' ~ ' 

!j ( u ice_ eu i cc_ mod u I e) .......................................... _..I ...................... _ .. I ........................ I .... -......... _.. ! .......................... I 

LJl1404 I (frst second) near5 key near8 (der;ve I U&PGPUB;l□R l□N i 2015/12/131 
I deriving derivation generat$) near6 I USPAT I I ! 22:09 I 
\ I ' ' ~ ' 

................. j ( u ice_ si m .. eu ice_ mod u I e) .................................. _J ...................... _ .. I ........................ I ................. 1 .......................... I 

LJ
□7 I (first second) near5 key near8 (derive I US-PGPUB;l□R l□N I 2015/12/131 

I deriving derivation generat$) near6 I USPAT I I ! 22:09 I 
I \ ' ' ~ ' 

.............. _ .. J ( u ice si m .. eu ice) .................................................... I ...................... _ .. I ........................ I ................. l ...................... _ .. I 

□1325 I (frst second) near5 key near8 (der;ve I U&PGPUB;l□R l□N I 2015/12/13I I deriving derivation generat$) near6 I USPAT I I ! 22: 10 I 
I \ ' ' ~ ' 

.............. _ .. I ~~~cn:i;6e~~f~c :i~~~ic~~~~~~~ _adj .. l ...................... J ...................... J .............. _ .. 1 ........................ .J 
S35 i 271 I (first second) near5 key near8 ( derive I US-PGPUB; I OR i ON I 2015/ 12/ 131 

deriving derivation generat$) near6 I 22: 14 I 
(uicc sim euicc module) and public adj I I 
key near6 (uicc sim euicc module) and I I 
(public private) near5 key near8 (derive I I 
deriving derivation generat$) and (@pd I I 
@prad @rlad @ptad @ad) I I 
<"20131123" I I 

~~~~~~~~~~~~~~~~~ > ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~\ ~~~~~~~~~~~~~~~~~~~~~~~~~ ' 

S36 i169 l(firstsecond)near5keynear8(derive IUS-PGPUB;IOR i 2015/12/131 
deriving derivation generat$) near6 I USPAT I 22:29 I 
(uicc sim euicc module) and public adj I 
key near6 (uicc sim euicc module) and i 
(public private) near5 key near8 ( derive I 
deriving derivation generat$) and (uicc I 
sim euicc module) near6 (id identity I 
identifier identification) and (@pd I 
@prad @rlad @ptad @ad) I 
<"20131123" I 

~~~~~~~~~~~~~~~~~ > ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~\ 

~JI~--------------- Jt.~-~-~-~~-~-~~-~-~-~::~-~-:-~--------------------------------------------- I---~--~~-;-r-_ .. ~-.. ~---_'. ll~-~ ................ _ II~-~~ ........ I ~~~;~-~-~~-~-~I 
E.Jl~ ............... 1 ~!~~~~~$

0

.~~e

0

a~~r~~=~;.J~:.~.i·~·~ ................. ..J ~.~;.r~.~:. ll~.~ ................. I1~.~~ ........ I ~~~:~.~.~:.~.~I 
S39 !60492 l(H04L9/3247orH04L9/0894or IUS-PGPUB;IOR I 2015/12/131 

G06F21/35 or H04L9/0816 or I USPAT I 22:52 I 

~~~~~~9~~~~ ~ro~~~!~i;o~~;L;:
321 I 

H04L63/0272 or H04L63/061 or I 
H04L63/045 or H04L9/32 or I 
H04W12/02 or H04L9/0861 or I 
H04W12/06 or H04L67/04 or I 
H04W4/005 or H04W52/0235 or I 
H04W12/04 or H04L2209/805 or I 
G06F2221/2107 or G06F2221/2105 or i 
G06F2221/2115 or H04L63/0442 or I 
H04L63/ 123) .cpc. I 
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn).=====",, 

n

l' 077581 (H04W52/0277 or H04J11 /00 or I U&PGPUB; in" rFF 1201s/10127I 
iH04W80/04orH04W76/046or !USPAT i i !13:02 i 
I H04W8/082 or H04W40/005 or I I I ! I 
I H04L 12/2854 or H04L9/088 or I I I I I 
~ l I I ~ I 
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_I J generate generating create creating) I _I _I J _I near6 key and (private public) near4 I 

key and (@pd @prad @rlad @ptad I 

@ad)<" 2013111_9" ............................................. J 
S54 i 2 I (euicc uicc sim esim) near4 profile and I USOCR; I OR i ON I 2016/10/281 

_j _j (derive deriving derivation derived i FPRS; I _j _j 10: 18 i 
generate generating create creating) I EPO; JPO; I _J near6 key and (private public) near4 I DERWENT;! 
key and (@pd @prad @rlad @ptad I IBM TDB I 
@ad) <_" 201 31 _ 1 _ 1 9 " .............................................. J ................ - .......................... 1 

□DI 
(euicc uicc sim esim) near4 profile and I 

USOCR; l□R ION I 
2016/10/281 : 

(derive deriving derivation derived I FPRS· I I i 1 o: 18 I 

I 
generate generating create creating) I EPO; ,JPO; I I I _I near6 key and (private public) near4 I DERWENT; I I I 
key ................................................................................ ..1 IBM TDB I I I ................ - .......................... ' ................................................ ' .......... , .......................... ~ 

S56 i 114 I (ic integrated embedded virtual near3 I US-PGPUB; I OR i 

ONJ 

2016/10/281 

I I 

card ) near4 profile and ( derive deriving I 
USPATJ 

........................ 1 

1 o: 19 I 
derivation derived generate generating i _I create creating) near6 key and (private I 
public) near4 key and (@pd @prad I 
@rlad@ptad@ad)<"20131119" I 
...................................................................................................................................................................................... 1 

S57 I 53 I (US-20130322621-$ or US- I US-PGPUB I OR I OFF I 2016/10/281 
20050138353-$ or US-20130114810-$ I 10:20 I 
or US-20120159153-$ or US- I 
20120072732-$ or US-20100275028-$ I 
or US-20100031042-$ or US- I 
~~~5ig~~~~;~$0~~2~:-~~~5io21875-$ I 
20050246282-$ or US-20060059344-$ I 
or US-20060206710-$ or US- I 
20060281442-$ or US-20080016230-$ I 
or US-20080114978-$ or US- I 
20090077643-$ or US-20090125996-$ I 

or US-20090132806-$ or US- I 
20090191857-$ or US-20090209232-$ i 
or US-20090282246-$ or US- I 
20100062808-$ or US-20120190354-$ I 
or US-20120260086-$ or US- I 
20120260095-$).did. or (US- I 
20120260090-$ or US-20120331292-$ I 

or US-20130012168-$ or US- I 
20130091556-$ or US-20130117824-$ i 
or US-20130122864-$ or US- I 
20130149996-$ or US-20130212637-$ I 
or US-20130227646-$ or US- I 
20140003604-$ or US-20140053241-$ I 
or US-20140073375-$ or US- I 
~~~~g~~;~~~~~~3~:-~~~~140507-$ I 
20140244994-$ or US-20090116642-$ I 
or US-20110314287-$ or US- I 
20090313472-$ or US-20150121495-$ I 
or US-20140287725-$ or US- I 
20140237101-$ or US-20140235210-$ I 
or US-20140219447-$ or US- I 
20140143534-$ or US-20140140509-$ I 
or _US-2009027 4306-$) .did ........................... J ........................................................ > 

LJLJ i~~~ e~~~a~s~r1!:~~~ja~r:~~tnd I US-PGPUB; l□R l[]N I 2016/10/281 
USPAT I I I 17:42 i 

<"20131119" i ! ! ~ 
.............................................................................. 1 .............................................................................................................................................................................................................................................................................. ~ ........................................................................... ' ........................................................................... ' ........................................................ > 

rlrl (uicc euicc esim sim) adj profile and 1 US-PGPUB; Ir7R iflN i 2016/10/281 
(encrypted decrypting) near3 profile i USPAT i i I 17:42 i 

I ; ; ~ ; 
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l ![ !land (@pd @prad @rlad @ptad @ad) !I ![ ![ 11 ! 
i i "20131119" I i i i i 

............ 1 ................. l <. . . .. ........................................................ ...1 ......................... 1 ........................ 1 ................. 1 .......................... 1 

r]□I ("9118464" "9350550" "9288059" I US-PGPUB;lr==JR IEJN !2016/10/301 
\ I ' ' ' ' 

................. j "9 27 6 7 40") • p n ........................................................1 USPA T .......... I ........................ I ................. I 1 2: 3 9 ............. I 

IS6171367 encrypted near4 (uicc euicc) adj2 I US-PGPUB; !~![OFF I 2016/10/30! 

L ....... JL ............... J profile .......................................................................... 1 USP AT .......... IL ................... J ................ I 15: 1 0 ............. I 

~ I ' ' ~ ' E]D7 I (uicc euicc) adj2 profile and first near4 I US-PGPUB; lr==JR ![OFF 12016/10/301 

................. j pr of i I e. and. second . near 4. pr of i I e .................1 USPA T .......... I ........................ I ................~ 1. 6: 2 7 ............. I 

LJLJ68 I (uicc euicc sim esim) adj2 profile and I US-PGPUB; l□R ILJN I 2016/10/30I 
~ I ' ' ' ' 

i first near4 profile and second near4 I USPAT I I i 16:28 I 
I profile I I I I I ----------------· :, -------------------------------------------------------------------------·I -------------------------' ------------------------' ------------------ ~ --------------------------' 

S64 I 37 I (uicc euicc sim esim) adj2 profile and I US-PGPUB; I OR I ON i 2016/10/301 
! I first near4 profile and second near4 I USPAT ! ! I 16:28 ! 
! I profile and (derive deriving derivation I ! ! I ! 
! I generate generating generator ) near5 I ! ! I ! 
! I (shared secret private public) near6 I ! ! I ! 

........... J ................. ! key ................................................................................ j ....................... J ....................... J ................. j ........................ J 
~□ "20140003604".pn. and (authenticat$) I US-PGPUB; !r==JR ![OFF I 2016/10/30! 

i i 1USPAT i i i17•07 i -~ __________________________________________________________________________________________ ; ----------: -------------------------: __________________ ,] -----. -------------------: 

D I "20140003604".pn. and (authenticat$ I US-PGPUB; lr==JR IIOFF I 2016/10/301 
\ I ' ' , ' 

................. 1 profile) ........................................................................ j USPAT .......... 1 ......................... 1 ................. j 17: 07 ............. 1 

□I"20140003604".pn. and (identity !us-PGPUB;lr==JR ![OFF !2016/10/301 
\ I ' ' , ' 

................. 1 profile) ........................................................................ j USPAT .......... 1 ......................... 1 ................. j 17: 09 ............. 1 

EJ21 l[(uicc euicc) near4 manager I US-PGPUB; lr==JR IIOFF I 2016/10/30I 
I lusPAT I I 111:11 I ................. , ........................................................................................ I ......................... • ........................ • ................. ' ........................ • 

I \ ' ' : ' []
3 I (uicc euicc) near4 manager and (uicc i US-PGPUB; lr==JR IIOFF I 2016/10/30I 

............... J euicc). near4 .(public.private). near3 .. key. j USPAT ...... J ..................... J ................. j 17:.1.1 .......... J 

LJ
□g I (uicc euicc) near4 manager and (uicc I US-PGPUB;l□R rFF 12016/10/301 

I euicc) near4 (public private) near3 key I USPAT ! ! I 17:13 ! 
~ . I : : ~ : 

................. Jand.prof1le ................................................................ l ......................... i ........................ i ................. J ......................... i 

□□8 I (uicc euicc) near4 manager and (uicc i US-PGPUB;l□R rFF 12016/10/301 I euicc) near4 (public private) near3 key I USPAT I I ! 17:13 I 
I and (uicc euicc sim esim integrated) I I I I I 
I • \ ) ) ' ) 

................. 1 near8 .profile ........................................................... j ....................... ..! ....................... ..! ................. j ........................ ..! 

LI□ (u;cc eu ;cc s;m es;m ;ntegrated) near8 I U&PGPUB;i□R IIOFF I 2016/ 10/30I 
! I profile same (random pseudorandom) I USPAT ! ! I 17:44 ! 

II near5.(number_value) ....................................... j ......................... ! ......................... ! ................. i ........................ ..! 
□□ (u;cc eu ;cc s;m es;m ;ntegrated) near8 I U&PGPUB; l□R rFF I 2016/ 10/30I 

! I profile and (sensor module) near8 I USPAT ! ! I 18:13 ! 
! I (generate generating) near6 (random I ! ! I ! 
' \ I ' ' ' ' !i pseudorandom) .. near5. (number .value) .. I ...................... ...1 ..................... ...! ................ 1 ....................... ...1 

□□3 !(uicceuiccsim esim integrated) near8 !US-PGPUB;!□R rFF 12016/10/301 
i profile and (sensor module) near6 I USPAT I I I 18:15 I 
I (random pseudorandom) near5 I ! ! I ! 
~ \ : : ~ : 

................. l ( nu m b er.value) ......................................................1 ......................... i ........................ i ................. 1 .......................... i 

□□19 l(uicceuiccsim esim integrated) near8 IUS-PGPUB;l□R rFF 12017/04/151 I profile and (generate generating) near6 I USPAT ! ! I 13:55 ! 
I (random pseudorandom) near5 I ! ! I ! 
~ I : : ~ : 

................. 1 (number.value) ...................................................... I ......................... ! ........................ ! ................. J ......................... i 

Do
g I (uicc euicc esim sim) near4 profile and I US-PGPUB;l□R ION 12017/04/151 

I (encrypted encrypting decrypted I USPAT ! ! I 14:18 ! 
~ \ ' ' : ' 

.............1 ~~~::~;g~~~f 1:~~;~~;~~,~~~ptad I J J ............. l I 

ng I (uicc euicc esim sim universal adj I US-PGPUB; lnR lnN I 2017/04/15I 
lintegrated)near4profileand IUSPAT I I 114:19 I 
I (encrypted encrypting decrypted I I I I I 
~ I ! ! ~ ! 
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J I 
encrypt decrypt decrypting) near3 I 

......................... 1 ........................ 1 _ILi profile and (@pd @prad @rlad @ptad I 
@ad)<"201311_19" ............................................. J 

~~~~~~~~~~~~~~~~~~> 

S79 i 43 ! (uicc euicc esim sim universal adj I US-PGPUB; ! OR i ON ! 2017/04/15! 

J J 
integrated) near4 profile and I 

U~ATJ 

J J 
14: 19 ! 

(encrypted encrypting decrypted i _J encrypt decrypt decrypting) near3 I 
profile and authenticat$ near6 network I 
and (@pd @prad @rlad @ptad @ad) I 

<_"20131_1_19" .......................................................... .J 
S80 ! (uicc euicc esim sim universal adj ! US-PGPUB; ! OR ! ON ! 2017/04/15! 

I 

integrated) near4 profile and I USPAT I 

I I 

14: 19 I 
(encrypted encrypting decrypted I 

I _I encrypt decrypt decrypting) near3 I 
profile and authenticat$ near6 ( network I 
provider) and (@pd @prad @rlad i 
@ptad _@ad)< "20131_119" ............................. J -------------------> 

S81 ! 36 ! (uicc euicc esim sim universal adj ! US-PGPUB; I OR ! ON ! 2017/04/151 
integrated ) near4 profile and I USPAT ! 14:20 i 
(encrypted encrypting decrypted I 
encrypt decrypt decrypting) near3 I 
profile and authenticat$ near6 ( network I 
provider) and ( derive deriving derived I 

~:~~~!~~~ ~:~:~~~~rrnn:;~ii~~ey secret I 
code) and (@pd @prad @rlad @ptad I 
@ad)< "20131119" I 
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn~u1 

S82 ! 30 ! (uicc euicc esim sim universal adj ! US-PGPUB; I OR ! ON ! 2017/04/151 

I I 

integrated ) near4 profile and ( derive I USPAT ! 

........................ 1 

-• 

14:29 i 
deriving derived derivation generate I 

......................... 1 
_I generating generated generator) near6 I 

(key secret code) with public adj key I 
with private adj key and (@pd @prad I 
@rlad _@ptad_@ad)< "20131_ 1_19" ............... J 

~~~~~~~~~~~~~~~~~ > 

OD
O! ("8434139" I "9253643" I I 

US-PGPUB; !□R rFF I 
2017/04/15! 

: 
USPAT ! ! I 15:26 ! 

I 

"20160294829" I "20150215126" I I 

I I I .......................... 1 

"20040162472" I "20070158439" I I 

......................... • ......................... • ................... , 

"20130183932" I "20120033613" I I 
"201300281_84" .. 1 .. "201_30182586") ._PN ... J 

S84 50632 ! (H04L9/0861 or H04W76/046 or ! OR ! ON ! 2017/04/151 
H04W40/005 or H04W8/082 or I 15:47 i 
H04W80/04 or H04J11 /00 or I 
H04W52/0277 or H04L 12/2854 or I 
H04L9/088 or H04L9/3066 or H04L9/14 I 
or H04L9/0894 or G06F21 /35 or I 
~~~~~t~1~0~1 ~0

o~L~~~t~;°~o~
0
o~L

9130 I 
H04L9/321 or H04L63/061 or I 
H04L63/045 or H04L63/0272 or I 
H04L67/04 or H04W12/02 or I 
H04W12/06 or H04L9/3247 or I 
H04L9/32 or H04W52/0235 or I 
H04W4/005 or H04W12/04 or I 
H04W88/12 or H04W84/12 or i 
H04L2209/24 or H04L2209/72 or I 
H04L63/0464 or Y02B60/50 or I 
H04L2209/805 or G06F2221/2105 or I 
G06F2221/2107 or G06F2221 /2115 or I 
H04L63/_123. or. H04L63/ 0442). cpc .............. 1 

IS86 ll75253 I (H04L9/0861 or H04W4/70 or IUS-PGPUB;in" 1

1

0FF I 2018/04/02! 
H04W76/27 or H04J11 /00 or i USPAT i i i 08:08 ! 
G06F21 /35 or H04L9/0894 or I ! ! ~ ! 
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H04L9/3247 or H04W52/0277 or I 
H04W76/046 or H04W12/04 or I 
H04W80/04 or H04L9/088 or I 
H04W12/06 or H04L9/14 or I 
H04W40/005 or H04W8/082 or I 
H04L9/3066 or H04W4/005 or I 
H04L 12/2854 or H04W12/02 or I 
H04L63/061 or H04L63/0442 or I 
G06F2221 /2115 or H04L2209/72 or I 
H04L63/0464 or H04L63/123).cpc. I 
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn).=====-'-'i, 

EJL ll("9319223" .. "9742562").pn ............................ l ~~;.r~~'..ll~: .................. ll~~-~ ........ I ~-~-~-f~-~-~~-~~-I 

□8 1□27 I (euicc embedded near3 uicc embedded I US-PGPUB;l□R rFF 12018/04/021 I I adj universal adj integrated) and (@pd I USPAT I I j 08: 15 I 
I I @prad @rlad @ptad @ad) I I I I I 
I 1<"20131119" I I I I I 
;, n~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-~ ~~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~~~~~~~~~: ~~~~~~~~~~~~~~~~-~ ~~~~~~~~~~~~~~~~~~~~~~~~~~: 

□[244 I I eu;cc embedded near3 u;cc embedded I U&PGPUB; 'D" rFF I 2018104/02! 
I adj universal adj integrated) and public I USPAT I I I 08: 16 I 
I adj key and (@pd @prad @rlad @ptad I I I [ I 

................. l @ad)<."20131.1.19" ............................................... I ....................... J ...................... J ................. j ........................ J 

□□2 I (euicc embedded near3 uicc embedded I US-PGPUB;l□R rFF 12018/04/021 I adj universal adj integrated) and public I USPAT I I [ 08: 18 I 
I adj key and ( encrypt$ decrypt$) near6 I I I [ I 
.. . \ : : ~ : 

.............. J~~~~~~~g1~~f19~prad.@rlad .. @ptad ... l ...................... J ...................... J ................. J ....................... J 

S91 150 1("9319223" I "9742562" I I US-PGPUB; I OR I OFF ! 2018/04/021 
"20150143125" I "20160234020" I I 08:29 I 
"20170373845" I "9351162" I I 
"9826403" I "9867037" I "9930035" I I 
"20150296379" I "20160269386" I I 
"20160302061" I "20170093565" I I 
"20170280320" I "20170280321" I I 
"20170280328" I "20170289142" I I 
"20170338966" I "9118464" I I 
"9414233" I "9596078" I I 
"20140219447" I "20150304113" I I 
"20170188231" I "20120331292" I I 
"20130227646" I "20150347786" I I 
"20170104750" I "20150220319" I I 
"9100175" I "9247424" I "9426654" I I 
"9438600" I "9521547" I "9524158" I I 
"9722975" I "9730072" I "9843585" I I 
"2014023521 O" I "20140287725" I I 
"20140298018" I "20150163056" I I 
"20150180847" I "20150341791" I I 
"20160006729" I "20160226877" I I 
"20160246585" I "20160352698" I I 

................. , "201_70222991 "J."2017027961.9"). PN .... I 
,-----,...------.,----,,---------1 

S92 I 53 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF I 2018/04/021 
I I adj universal adj integrated (virtual I USPAT I I ! 08:31 I 
I I virtualized) near3 sim) and public adj I I I j I 
I I key and ( encrypt$ decrypt$) near6 I I I [ I 
I I profile and (@pd @prad @rlad @ptad I I I [ I 

............. 1 ................ I ~~.~).:::.'.'.?-9.~.~·~·~·~·~::..............................................1 ......................... 1 ........................ 1 .......! .......................... 1 
S93 I 79 I (euicc embedded near3 uicc embedded I US-PGPUB; I OR I OFF j 2018/04/021 

I I adj universal adj integrated (virtual I USPAT I I j 08:32 I 
I I virtualized embedded) near3 sim esim) I I I I I 
I I and public adj key and ( encrypt$ I I I [ I 
I I decrypt$) near6 profile and (@pd I I I [ I 
I I @prad @rlad @ptad @ad) I I I [ I 
I 1<"20131119" I I I I I 

~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~, ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~''''' '''''''''''''''''''''''''' ,,,,,,,,,,,,,,,,,,,) ''''''''''''''''''''''''''' 

r-- ii ii II ii ii U i 
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S94 80 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! 2018/04/02! 
I adj universal adj integrated (virtual ! USPAT ! ! 08:33 ! 
I virtualized embedded soft) near3 sim I I I I 
j esim) and public adj key and (encrypt$ ! ! ! ! 
I decrypt$) near6 profile and (@pd I I I I 
! @prad @rlad @ptad @ad) ! ! ! ! 
1<"20131119" I i i i 

~~~~~~~~~~~~~~~~· \ ~ ~ ~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~·~ ~~~~~~~~~~~~~~~~~~~~~~~· J ~~~~~~~~~~~~~~~~~~~~~~~· J ~~~~~~~~~~~~~~~~~~~~~~~~~· J 

E.ll~ ................. 11::~~·~·~·~·~·~·~·~~~.~.:~~.: .............................................. 1 ~~;r~~~.ll~.~··················l[~~~ ........ 1 ~.~.~{{.~.~~.~~I 
□96 !□3 I deriv$ near6 (first second) near6 ! US-PGPUB; !DR rFF I 2018/04/02I 

! I (shared key) and (encrypt$ decrypt$) ! USPAT ! ! ! 09:24 ! 
! I near6 profile and (@pd @prad @rlad ! ! ! ! ! 

!j @ptad.@ad)< "201311.19" .............................. 1 ......................... ! ........................ ! ................. I .......................... ! 
S97 ! 108 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 

! I adj universal adj integrated (virtual ! USPAT ! ! ! 09:32 ! 
! I virtualized embedded soft) near3 sim ! ! ! I ! 
! I esim) near6 (authentica$) and public I ! ! I ! 
! j adj key and (@pd @prad @rlad @ptad ! ! ! j ! 

........... J . .. ...... l @ad)< "2013111.9" .............................................. j ....................... J ....................... J ................. j ........................ J 
S98 ! 19 j (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! OFF I 2018/04/02! 

! j adj universal adj integrated (virtual ! USPAT ! ! ! 09:33 ! 
! j virtualized embedded soft) near3 sim ! ! ! j ! 
! I esim) near6 (authentica$) and public ! ! ! ! ! 
! I adj key and deriv$ near6 (shared secret! ! ! ! ! 
! I key) and (@pd @prad @rlad @ptad ! ! ! I ! 

............ ! ................. l @ad)<_"20131_1_19" .............................................. .J .......... ! ........................ ! ................. I .......................... ! 
S99 ! 176 ! ("20040179684" I "20050138353" I ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 

I "20050193199" I "20050246282" I ! USPAT ! I 09:39 ! 
j "20060021063" I "20070101400" I 
j "20090028341" I "20090132806" I 
j "20090183541" I "20090217348" I 
j "20090274306" I "20100166167" I 
j "20100223461" I "20100275028" I 
j "20110016321" I "20120030461" I 
j "20120108205" I "20130007442" I 
! "20140049653" I "8522013" I 
j "8555067" I "20130294602" I 
j "9408012" I "20110167272" I 
j "20070206799" I "20080022089" I 
j "20080130879" I "20080165698" I 
j "20080307218" I "20090125996" I 
j "20120117635" I "20130227646" I 
j "20130231087" I "20140108801" I 
! "20140143534" I "20150106616" I 
j "20150222619" I "8948386" I 
j "20130340040" I "20140308991" I 
j "8843179" I "20020018569" I 
j "20050278787" "20090113203" I 
j "20090191857" "20090282246" I 
j "20100031042" "20110237281" I 
! "20120260086" "20120331298" I 
j "20130117824" "20130149996" I 
j "20140003604" "20140082359" I 
j "20140087790" "20140122878" I 
j "20140219448" "20140237101" I 
j "20140244994" "20140351403" I 
j"20150012743" "8127142" I 
! "20070158439" "8924715" I 
j "20100062808" "20110314287" I 
j "20120011360" "20120023336" I 
j "20120089568" "20130012168" I 
: "20140053241" "20140115335" I 
I 
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"2014023521 0" I "20150095514" I 
"20150095648" I "20150121066" I 
"20150121495" I "20160014112" I 
"20110269461" I "8965366" I 
"9253643" I "20010029581" I 
"20050021875" I "20060095771" I 
"20090060197" I "20090313472" I 
"20100195833" I "20110035584" I 
"20110055553" I "20120170451" I 
"20120260095" I "20130166915" I 
"20130173747" I "20130305345" I 
"20130322621" I "20140192976" I 
"20140273913" I "20150089214" I 
"20150222604" I "7921292" I 
"8590028" I "9002018" I 
"20140329502" I "20150281964" I 
"8434139" I "20120033613" I 
"20030211842" "20050120202" 
"20060056355" "20090209232" 
"20090268909" "20120072732" 
"20120084568" "20120159153" 
"20120214444" "20120260090" 
"20120300932" "20130173926" 
"20140101444" "20140219447" 
"2015001791 0" "20110268022" 
"20110269422" "20110269472" 
"20140357229" "2009004111 0" 
"20170206532" "20030003895" 
"20040221163" "20050008159" 
"20050050323" "20060059344" 
"2006020671 0" "20080114978" 
"20090077643" "20100098253" 
"20110291803" "20130122864" 
"20130212637" "20140140507" 
"20140140509" "20140143826" 
"20140161113" "20140287725" 
"20140337937" "20150071139" 
"20150113275" "8526606" I 
"20040162472" "20130183932" I 
"20160127132" "20130028184" I 
"20060281442" "20080016230" I 
"20090116642" "20100199334" I 
"20120190354" "20120278490" I 
"20120331292" "20130091556" I 
"2013011481 0" "20130165073" I 
"20130331063" "20140040628" I 
"20140073375" "20140082358" I 
"20140165155" I "20150092590" I 
"6038322" I "8782774" I 
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L __________ !L _______________ )land_ (key_ near4 _identity _imsi) ________________________ l[usPAT __________ !L ______________________ !L ______________ ![1_0:57 _____________ ! 

S122 ! (euicc embedded near3 uicc embedded ! US-PGPUB; ! OR ! OFF ! 2018/04/02! 
! adj universal adj integrated (virtual ! USPAT ! ! ! 11 :00 ! 
! virtualized embedded soft) near3 sim ! ! ! ! ! 
! esim) and encrypted near5 profile and I ! ! 1 ! 
! (rand random) near6 (response ! ! ! ! ! 
! request) and (@pd @prad @rlad @ptad ! ! ! ! ! 
! @ad)<"20131119" ! ! ! ! ! 

~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~> ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~- ~~~~~~~~~~~~~~~~~~~~~~~~~~' 

rml□ ~~~~(~!~;~7
e~:~·~~~

0
do

1
n°;nW_~-~~:::_:_:_:: ____ j ~~~~~-~'.Jl~: _______________ J[~~-: ________ j ~~~i~~-~~-~-~J 

F:JD ~~~~(~!~;~7

e~:~·~~~

0

do

1

n°;nW_~-~~:::_:_:_:: ____ j ~~~~~-~'.Jl~: _______________ J[~~---------- j ~~~i~~-~~-~-~J 
s125 !DH "20130227646" "20110213959").pn. !us-PGPUB;!r==JR !~N !2018/04/02! 

! ! and (deriv$) ! USPAT ! ! ! 11 :07 ! ,, ........ .. ............................................................................................................................... ) .... ' ...................................... ' ...................... ,> ........................................................ ' 

E_l[~ ______________ I ~~~~( ~ !~!~:t
6

$~~::_~:-~-~-~-~-~~-~-~-~-~~:::_:~_:: ____ l ~~~~~-~'._l[~: __________________ l[~~----------1 ~~ ~i~ ~~~-~-~-I 
EJD ~;~~~~~~~~;~?.1 .. ~~~ i~1~~~~~:. ~~~~~"-- j ~~~~UB; lr==Jr=J ~~~~;09/ 101 

LJ
□j ("9319223" "20150143125" "9742562" ! US-PGPUB;!LJR rFF !2018/09/101 

j"20160234020" "20170373845" ).pn. !USPAT ! ! j11:22 ! 
\ I ' ' ' ' 

-----------------! and--network_ adj3_ key--------------------------------------- j ----------------------J ----------------------J ----------------- j -----------------------___! 
MDI ("9319223" "20150143125" "97 42562" I U&PGPUB; I~ ![°FF I 2018/09/101 

[ II :~~ 1 ~~~it~~~~·~~·;~~ ~~;)73845" _). pn. ----- ] USPAT -------JL--------------------J ----------------- j 11 : 22 ----------J 

f°l□! ("9319223" "20150143125" "9742562" I US-PGPUB;!□" rFF 12018/09/101 

[ I ............I ;~~:6;~:~~F!~'.JZ7~~:~5;,/~~~~n j USPAT J J _ 11.1 23 _I 
r317□ ' 'F7r7 ' c::i 5 

1 
:~~?~~~~~:~~; .. ~~m~~~~~;~~2~~2 ... 

1 
~~p~PUB; ic [_J ~~1:~09/ 10

1 

□□! ("9319223" "20150143125" "9742562" ! US-PGPUB;!□R rFF 12018/09/101 
!"20160234020""20170373845").pn. !usPAT ! ! !11:24 ! 
! and mutual$ near6 (module adj public ! I I I I 

----------------- j )---------------------------------------------------------------------------------------1------------------------- ! ------------------------ ! ----------------- ! -------------------------- ! 

LJ
□j ("9319223" "20150143125" "9742562" ! US-PGPUB;!LJR rFF !2018/09/101 

! "20160234020" "20170373845" ).pn. ! USPAT ! ! ! 11 :25 ! 
~ I ' ' ~ ' 

----------------· j and_ mu tu a I$_ with_ ( mod u I e _adj_ pub Ii c _) --·I ------------------------- ! ------------------------ ! ----------------- l -------------------------- ! 
S134 ! 34 ! ( encrypt encrypted encryption ! US-PGPUB; ! OR ! 2018/09/1 0! 

encrypting) near4 profile near8 key and! USPAT ! 11 :37 ! 
(send sending sent transmit I 
transmitting transmission transmitted ! 
communicate communication I 
communicated communicating provide ! 
provider providing provided) near6 ! 
encrypted adj profile and (@pd @prad ! 

@rlad _@ptad _@ad)<_"20131_1_19"----------------I 
==,.a===;;;; .;;====,;;;;;;===.;;;;;;;;===;;====1 

S135 ! ( encrypt encrypted encryption ! US-PGPUB; ! OR ! OFF ! 2018/09/1 o! 
encrypting) near4 profile near8 key and! USPAT ! 11 :40 ! 
(send sending sent transmit I 
transmitting transmission transmitted ! 
communicate communication I 
communicated communicating provide ! 
provider providing provided) near6 ! 
encrypted adj profile and (elliptic) and ! 
(@pd @prad @rlad @ptad @ad) ! 

<_ .. 201 31_ 1 _ 1 9 "-----------------------------------------------------------1 
IS136II107 ll(encrypt encrypted encryption IIr"u=s=-PG=P=U=B=;"II'o=R===I·I0FF 12018/09/101 
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I ! I encrypting) near4 (profile subscriber) ! USPAT ! ! 113:28 ! 
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