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this case, the initial module public key 111 and/or initial
module private key 112 described in the previous two
sentences could comprise the shared secret key 510. One
reason the initial module private key 112 with the initial
module public key 111 would comprise a shared secret key
510 may be that (i) the initial module private key 112 and
initial module public key 111 together have been “shared” in
the sense that the initial module private key 112 has been
located outside module 101 and in possession of an entity

64

address could comprise an address accessible on system bus
1014 that is designated read-only for a period of time. The
module identity 110 could be recorded into a flash memory
101w by module 110 after a prior read of module identity
110 from a read-only address. In this case (module 101
taking the step described in the previous sentence), reading
module identity 110 from the nonvolatile memory at step
514 can also comprise module 101 reading module identity
110 using a read-only address. Thus, although module 101

such as the manufacturer, distributor, installer, technician, or 10 may read module identity 110 from a flash memory 101w, if
end-user in order to load the initial module private key into (a) module 101 initially utilized a read-only address to
a nonvolatile memory such as flash memory 101w (and record the module identity 110 into the flash memory 101w,
initial module public key 111 is subsequently shared with then (b) reading module identity 110 from the flash memory
server 105), (ii) the initial module private key 112 and initial 101w could comprise using a read-only address to read
module public key 111 can be used to authenticate a sub- 15 module identity 110. Other possibilities exist as well, such as
sequent message 208 containing a public key internally the address that includes module identity 110 in either (i) a
derived by the module at step 517 below, and (iii) the initial nonvolatile memory such as a ROM 101c¢ or (ii) an address
module private key 112 would remain “secret” in the sense accessible on system bus 101d, could be designated for a
that it is not publicly shared (i.e. an initial or “loaded” period of time as available for a read-only operation. Step
module private key 112 could preferably kept confidential 20 514 could also take place after step 515 below.
and thus part of a “shared secret key”). Thus, FIG. 56 also At Step 515, module 101 can derive module private key
contemplates an embodiment where shared secret key 510 at 112 and a corresponding module public key 111 using (i)
step 513 comprises an initial public/private key pair for random number generator 128, (ii) parameters 126, (iii)
module 101 that is not internally derived by module 101, cryptographic algorithms 141, and/or (iv) a key pair gen-
including keys derived at step 515. 25 eration algorithm 141e. Module 101 at step 515 and else-
Note that the contemplation of the use of shared secret key where in the present invention can be a mobile phone such
510 as a pre-shared secret key 1294 within the present as a smartphone. Private key 112 and corresponding module
invention may be different than the use of a pre-shared secret public key 111 can be derived according to a wide range of
key within a SIM card as commonly supported by wireless parameters 126, and can utilize different algorithms for
networks 102 with mobile phones in 2013. Specifically, as 30 different pairs of keys, such as RSA 153 or ECC 154. Key
depicted and described in connection with FIG. 1le and derivation at step 515 could generate keys of various
elsewhere herein, the shared secret key 510, either (i) lengths, such as 2048 bits with RSA 153 or 283 bits with
comprising a pre-shared secret key 129a or (ii) derived from ECC 154, and other possibilities exist as well. If using ECC
a pre-shared secret key 129a, may be moved by CPU 1015 154 to derive a pair of keys for module 101, step 515 could
into a volatile memory such as RAM 101e, with subsequent 35 also accommodate the use of different elliptic curves for
access by cryptographic algorithms 141. In contrast, the compatibility with server 105, such as the use of odd-
pre-shared secret key within a SIM card for mobile phones characteristic curves, Koblitz curves, and making sure the
is usually designed to prevent movement of the pre-shared derived keys by module 101 use a compatible or identical
secret key within a SIM into RAM 101e. elliptic curve or defined elliptic curve equation as server
If a SIM card is present within module 101, and the SIM 40 105, etc. Module 101 can use ECC parameters 137 or an
card contains a pre-shared secret key, such as Ki, then as ECC standard curve 138 in a parameters 126 to derive
contemplated herein, shared secret key 510 may be derived module private key 112 and/or module public key 111.
using the SIM card and Ki. As one example, module 101 Deriving keys in step 515 could also comprise using
could (i) utilize a RAND message, potentially received from values such as constants or variables in a parameters 126 to
a 3G or 4G mobile network such as wireless network 102, 45 define an elliptic curve equation for use with an ECC
and (ii) input the RAND into the SIM card and receive a algorithm 154. The values or constants to define an equation
response RES (or SRES), and utilize the string in RES to for an elliptic curve could be input into a key pair generation
process or derive a shared secret key 510. Response RES algorithms 141e in the form of ECC parameters 137 or an
could also comprise a shared secret key 510. Server 105 ECC standard curve 138. In an exemplary embodiment,
could also submit the same RAND associated with the SIM 50 where a parameters 126 does not include constants and
card and Ki to wireless network 102, and receive the same variables for defining an elliptic curve equation, a key pair
RES as obtained by module 101. By both module 101 and generation algorithms 141e could use pre-defined elliptic
server 105 having the same RES value, they can follow a curves with ECC algorithms 154 such as standardized,
pre-agreed series of steps to use the same RES in order to named curves in ECC standard curve 138 including exem-
derive a commonly shared secret key 510 (or the shared RES 55 plary values such as sect283kl, sect283rl, sect409kl,
could comprise a shared secret key 510). In one embodiment sect409r1, etc. Exemplary, standardized named curves, as
where module 101 includes a SIM card for a wireless opposed to module 101 and server 105 using an internally
network 102, such as a 4G LTE network, module 101 and generated elliptic curve equation using parameters 126, are
server 105 could both utilize a key derivation function 141f, also identified as example curves in IETF RFC 5480, titled
using the same RES as input, in order to derive the same 60 “Elliptic Curve Cryptography Subject Public Key Informa-
shared secret key 510. tion”. Thus, module 101 could use either standardized
At step 514, module 101 can read module identity 110 elliptic curves, or a separate defined elliptic curve equation
using a read-only address. Module 101 can read module as specified in a parameters 126.
identity 110 directly from read-only hardware address by The curve for module 101 to utilize in deriving module
using system bus 1014, including from a ROM 101c¢, or 65 public key 111 and module private key 112 at step 515 could

module 101 can read module identity 110 from a nonvolatile
memory such as a flash memory 101w. Thus, the read-only

be specified in parameters 126. Consequently, the param-
eters of keys generated by module 101 at step 515 (including
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key length or algorithms utilized) may be selected based
upon the requirements of the application and can be included
in a parameters 126. When deriving keys at step 515, module
101 may also preferably utilize data from sensor 101/, radio
101z, a bus 1014, a physical interface 101a, memory 101e,
and/or a clock in order to generate a seed 129 for random
number generator 128, or random number generator 128
could utilize these inputs directly. A random number 128a
can be input into key pair generation algorithm 141e in order
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and described in connection with FIG. 2 above. Parameters
126 within a message 208 can comprise descriptive values
for new module public key 111. Note that at step 516, server
105 does not need to receive new module public key 111 in
the form of a certificate 122 (although it could be in the form
of a certificate 122). New module public key 111 could be
received by server 105 within a string or field within a body
602 of a TCP/UDP packet 601a, illustrated in FIG. 65 below.
As depicted in step 516 shown in FIG. 65 below, message

to derive the module public key 111 and module private key 10 208 can also optionally include a module public key identity
112. Note that with ECC algorithms 154, a module private 1114, which can be recorded in module database 1054 along
key 112 can be a random number 1284 in one embodiment, with module identity 110 and module public key 111a.
and the module public key 111 can be derived with a key pair According to an exemplary embodiment, a first source
generation algorithms 141e using the module private key (IP:port) number received in a first message 208 at step 516
112 comprising the random number 128a. 15 can be different than a second source IP:port number in a
Upon key derivation at step 515, module private key 112 second message 208 at step 518 below, wherein a response
and module public key 111 can be recorded in a nonvolatile 209 send in step 519 below can preferably be sent to the
memory 101w. Module private key 112 is preferably not second source IP:port number received in the second mes-
transmitted or sent outside module 101. Note that module sage 208 at step 518 in order to traverse a firewall 104 (as
101’s internal derivation, or processing or creation, of 20 depicted and described in connection with packet 209« in
module private key 112 and corresponding module public FIG. 2). In other words, the proper destination IP:port for a
key 111 can have many benefits. First, module private key response 209 to a module 101 can change over time, such as
112 does not need to be recorded in any other location than the proper destination IP:port changing due to the use of
within module 101, and thus may also be considered not sleep states by module 101 and/or function of a firewall 104.
shared. Recording module private key 112 only within 25 Consequently, according to an exemplary embodiment, a
module 101 avoids potential security risks of (i) storing or response 209 can utilize a destination IP:port number equal
recording module private key 112 in other locations, such as to the source IP:port number received in the last message
with module provider 109, M2M service provider 108, or an 208 from module 101 received by server 105.
installer or end user of module 101, and (ii) transferring At step 517, server 105 can authenticate the message 208
module private key 112 to and/or from these other locations. 30 received in step 516 using the shared secret key 510
One security risk from storage of module private key 112 described in step 513. Server 105 could record the shared
outside module 101 is that unauthorized 3™ parties may gain secret key 510. If step 517 occurs for the first time in a
access to the module private key 112. lifetime of module 101, then shared secret key 510 could
Also note that over a potential lifetime of a decade or comprise a pre-shared secret key 129a recorded by server
more of operation of module 101, each time a new module 35 105 in a module database 105k illustrated in FIG. 1f. If step
private key 112 may be required (for various potential 517 occurs at subsequent time, then server 105 could have
reasons outlined above), the external recording and/or trans- sent shared secret key 510 in a server encrypted data 504 and
ferring of module private key 112 incurs a potential security recorded shared secret key 510 in a module database 105k
risk. Security risks can be compounded if the external for later use (such as at step 517). Server 105 can authen-
location records private keys 112 for a plurality of modules 40 ticate the message 208 according to message digest, or using
101. Also, by internally generating private key 112 at step the shared secret key 510 as a symmetric key 127 within a
515, module 101 can overcome significant limitations and symmetric ciphering algorithm 1415, where the successful
costs requiring the distribution of a pre-shared secret key Ki encryption and decryption of data within message 208 using
in the form of a SIM card or similar physical distribution of the shared secret key 510 on both ends could be confirmation
a pre-shared secret key, after module 101 begins operations. 45 that message 208 is authenticated, since both parties would
In comparison, the use of a shared secret key 510 in the only be able to mutually encrypt and decrypt by sharing the
present invention does not require physical distribution of a same shared secret key 510.
new shared secret key 510 after module 101 begins opera- Other possibilities exist as well for server 105 to use a
tions. Module 101’s key derivation could be triggered by shared secret key 510 in order to authenticate a message 208
either (i) a bootloader program 125, where the bootloader so that contains a new module public key 111 (where module
program 125 determines that memory within module 101 101 contains a new module private key 112). In one embodi-
does not contain a module private key 112, or (ii) via a ment, message 208 in step 516 could include a module
module instruction 502 such as a “key generation” command digital signature 405, where the module 101 used the shared
in a response 209 from a server, and other possibilities exist secret key 510 as a private key to generate the module digital
as well. 55 signature 405. After receiving authenticated new module
Note that module 101’s generation of keys after deploy- public key 111 in steps 516 and 517, according to a preferred
ment and installation may create challenges for authentica- exemplary embodiment, server 105 can preferably only
tion of a new module public key 111 with module identity accept and process (A) either incoming (i) a symmetric keys
110, since module 101 may be connecting to server 105 or 127 ciphered with a asymmetric ciphering algorithm 141a,
M2M service provider 108 via the Internet 107. After 60 and/or (ii) incoming server instructions 414, when (B) the

module 101 creates new module public key 111 and module
private key 112 at step 515, at step 516 server 105 can
receive a message 208 with the module identity 110, the new
module public key 111, and parameters 126. Parameters 126
in message 208 at step 516 can represent the parameters 126
used to generate the module public key 111. The sub-steps
for a server 105 to receive a message 208 are also depicted

=N

5

next or a subsequent incoming message 208 from module
101 using module identity 110 also includes a valid module
digital signature 405 verified by using the new module
public key 111, received at step 516.

According to an exemplary embodiment, shared secret
key 510 can be associated with a module public key identity
1114, and shared secret key 510 can be used to authenticate
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a particular value for a module public key identity 111a. In
this embodiment, (i) a message 208 with module public key
111 and a first module public key identity 11a may be
authenticated using a shared secret key 510, but (ii) a second
message with module public key 111 and a second module
public key identity 111a may not be authenticated using the
same shared secret key 510. Thus, in accordance with an
exemplary embodiment, shared secret key 510 can be used
for both (i) a single time for authenticating a module public
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After updating the new module public key 111, in step 518
of FIG. 5b, server 105 could receive a second message 208,
and the second message 208 can include a module identity
110 and module encrypted data 403. Although not illustrated
in FIG. 5b, the second message 208 could also include a
module digital signature 405, wherein the module digital
signature is created with the new module public key 111
received in step 516. Server 105 could then utilize the steps
illustrated in FIG. 4 in order to process the incoming

key 111, and (ii) authenticating a module public key 111 with 10 message 208 with Fhe new module publig key 111, including
. . . . using the module identity 110 received in the second mes-
a particular value for the module public key identity 111a. .
. . . . sage 208 to select the new module public key 111 and
Note that module public key identity 111a can be particu- - P .

. . . subsequently verify a module digital signature 405 using the
larly usefu! with ke}{ revocation, such that a ke.y re\./ocanon new module public key 111 and digital signature algorithm
could specify a particular module public key identity 111a 5 1474 Also as discussed in FIG. 4 in connection with
(associated with a particular module public key 111) to be processing a received message 208, server 105 could decrypt
revoked, but other module public keys 111 with different the module encrypted data 403 in the second message 208 by
module public key identities 111a could remain valid and using server private key 105¢. In one embodiment, the
not revoked. second message 208 as illustrated in FIG. 54, which could

Although not illustrated in FIG. 5b, server 105 could 20 be the next message after authenticating module public key
operate with a certificate authority 118 in order to utilize a 111 in step 517, could include a symmetric key 127.
new module public key 111, as described in this paragraph. The module encrypted data 403 in step 518 could include
At step 516, new module public key 111 could be received a symmetric key 127 for utilization with a symmetric cipher
by server 105 in the form of a uniform resource locator 1415. Module 101 could also send sensor data in a module
(URL) or domain name for download of a certificate 122 25 encrypted data 403 at step 518. Or, at step 518 the second
corresponding to the new module public key 111. If new message 208 could be a signal for server 105 to use a key
module public key 111 is included in a certificate 122 in this derivation function 141 with the server public key 114 and
embodiment of step 517 (or a URL to the certificate 122), the new module public key 111 (received at step 516) to
then module 101 could send server 105 a URL or address on create a new derived shared key 1295 for use with symmet-
the Internet 107 where server 105 could download the new 30 ric ciphering algorithms 1415 in subsequent messages 208.
module public key 111, such as if module 101 had a If the second message 208 in step 518 comprises a signal for
certificate authority 118 sign the new module public key 111. server 105 to derive a new derived shared key 1295, then this
In this case, (i) the certificate authority 118 (or a separate second message 208 could then optionally leave off module
server than server 105) could perform the steps of 516 and encrypted data 403 and/or a module digital signature 405.
516 before server 105 conducts step 518 below, and (ii) 35 The successful use of a new derived shared key 1295 (using
certificate authority 118 would need some confirmation the new module public key 111 and existing server public
module 101 using module identity 110 was the correct key 114) with symmetric ciphering algorithms 1415 at
owner of new module public key 111. Certificate authority subsequent steps by both module 101 and server 105 can
118 could authenticate module 101 using the shared secret indicate to each the communications are mutually authenti-
key 510 (instead of server 105 authenticating module 101 40 cated. Second message 208 could also include a server
directly with the shared secret key 510). Other possibilities instruction 414, and other possibilities exist as well without
exist as well for module 101 to utilize shared secret key 510 departing from the scope of the present invention.
to authenticate a module public key 111 that has been At step 519, server 105 can send a response 209 to module
derived by module 101. 101, where the response 209 includes server encrypted data

After steps 516 and 517, server 105 can update a module 45 504 and a module instruction 502. Server 105 could take the
database 105k using the module identity 110 to insert or steps to create and send response 209 as depicted and
update the new module public key 111, and parameters 126 described in connection with FIG. 5a. Response 209 could
associated with new module public key 111. Server 105 may be formatted according to the exemplary response 209
communicate with a plurality of modules 101, and thus illustrated in FIG. 6a. The module instruction 502 could be
could utilize a module database 105k in order to record the 5o an acknowledgement 501 that the second message 208 sent
new module public key 111 and parameters 126 with the in step 518 was received by server 105. At step 520, server
module identity 110. In one embodiment, the module iden- 105 can receive a third message 208 with a confirmation 414
tity 110 could preferably operate as an index within a table to server 105. Confirmation 414 can be used to signal proper
of module database 105k in order to speed reads and writes execution of module instruction 502, if module instruction
from the table used with module public key 111, parameters 55 502 comprised an instruction other than an “ACK” or
126, and also selecting a symmetric key 127 for a symmetric acknowledgement 501. If module instruction 502 in step 519
ciphering algorithm 1415 in later messages. As described in was an acknowledgement 501 from server 105, then the
FIG. 1g, parameters 126 can include data useful for the confirmation 414 may omitted and in this case step 520
operation of cryptographic algorithms 141 and module pub- could be skipped.
lic key 111. According to a preferred exemplary embodi- 60 At step 521 server 101 can determine or evaluate if a new
ment, some modules 101 in a system 100 could utilize a first module public key 111 and/or certificate 122 are required for
elliptic curve, such as using a first set of ECC parameters continued operation. One reason for the need of new keys
137 or first ECC standard curve 138 within a parameters could be the expiration of a certificate 122 for module 101,
126, and other modules 101 could utilize a second and or the desire to utilize a different set of parameters 126 such
different elliptic curve within a parameters 126, such as a 65 as a longer key length for increase security or the use of a

second set of ECC parameters 137 or second ECC standard
curve 138.

different ECC parameters 137 or a different ECC standard
curve 138 with cryptographic algorithms 141. As described
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elsewhere herein, many other possibilities exist for reasons
why module 101 and/or server 105 can prefer for module
101 to utilize a new module public key 111 and new module
private key 112. Either server 105 or module 101 may
determine that the use of a new module public key 111 and
new module private key 112 may be preferred at step 521.
If module 101 determines that the use of a new module
public key 111 and new module private key 112 is preferred
or desirable, module 101 could send server 105 a signal that
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Internet 107 would preferably include channel coding on the
data link layers of the OSI stack in order to maintain
robustness to bit errors at the physical layers of various hops
along the path between module 101 and server 105.

Note that if (A) message 208 comprises (i) regular UDP
or TCP formatting (i.e. not UDP Lite or similar variations)
within an IPv6 network, or (ii) a UDP or TCP format within
an IPv4 network with a 603 enabled, then (B) channel
coding 406 may optionally be omitted. Checksum 603 can

new keys will be generated either before step 521 or at step 10 comprise a value to for an integrity check of a packet 601a,
521. and the calculation and use of checksum 603 is defined in
Upon determining new keys are desirable at step 521, then IETF standards for TCP and UDP packets. In accordance
server 105 could instruct module 101 to derive new private with a preferred exemplary embodiment, including the use
and public keys by returning to step 515. Although not of IPv6 for Internet 107 and a UDP datagram for message
illustrated in FIG. 54, upon determining “yes” at step 521, 15 208 and response 209, a checksum 603 sent by module 101
server 105 could send a module instruction 502 of “new key in a message 208 does not equal a checksum 603 in the
generation” and also a new set of parameters 126 to utilize message 208 received by server 105.
with the new module private key 112 and module public key The body 602 can include a module identity 110, module
111. In accordance with exemplary embodiments, module encrypted data 403, and channel coding 406. Although not
instruction 502, including the “new key generation” instruc- 20 illustrated in FIG. 6a, body 602 could also include a module
tion and set of parameters 126, can be sent in a response 209 digital signature 405, as illustrated in FIG. 6 of U.S. patent
both (i) after module 101 wakes from a sleep or dormant application Ser. No. 14/039,401. Module identity 110 is
state and sends a message 208 after waking from the sleep illustrated in FIG. 64 as external to module encrypted data
or dormant state, and (ii) before the expiration of a firewall 403, although module identity 110 may optionally only be
port binding timeout value 117 after receiving the message 25 included in module encrypted data 403, and in this case
208. If server 105 determines that new keys are not required module identity 110 would not be external to module
or desirable at step 521, server 105 can then proceed to step encrypted data 403 in a body 602. By including module
312 and wait for additional incoming messages 208 from identity 110 as external to module encrypted data 403, server
module 101 or other modules. Step 312 is also depicted and 105 can use the unencrypted module identity 110 in order to
described in connection with FIG. 3. 30 select either (i) the appropriate module public key 111 to
FIG. 6a verify module digital signature 405 if an asymmetric cipher
FIG. 64 is a simplified message flow diagram illustrating 1414 is used within cryptographic algorithms 141, or (ii) the
an exemplary message received by a server, and an exem- appropriate symmetric key 127 within cryptographic algo-
plary response sent from the server, in accordance with rithms 141 to decrypt the module encrypted data 403.
exemplary embodiments. FIG. 6a illustrates exemplary 35 Module public key 111 and symmetric key 127 may pref-
details within message 208 received by server 105 and also erably be recorded in a database 1054, such that server 105
response 209 sent by server 105. Message 208 may comprise can access a plurality of public keys using module identity
a TCP/UDP packet 601a sent from module 101 source 110 in body 602 for a plurality of modules 101.
IP:port 204 to server 105 destination IP:port 207. According Thus, by including module identity 110 external to mod-
to an exemplary embodiment, UDP or UDP Lite formatting 40 ule encrypted data 403, server 105 can utilize the module
for TCP/UDP packet 601a may be preferred. Source IP:port identity 110 to query a database 1054 and select the appro-
204 and destination IP:port 207 in message 208 may be priate module public key 111 or symmetric key 127. As
included within a header in TCP/UDP packet 601a. noted previously, module identity 110 could comprise a
Although a single message 208, response 209, module 101, string or number that is uniquely associated with module
and server 105 are shown in FIG. 6a, system 100 as 45 identity 110, such as a session identity, as opposed to being

illustrated in FIG. 2 may comprise a plurality of each of
these elements. As contemplated herein, the term “data-
gram” may also refer to a “packet”, such that referring to an
element as datagram 601a can be equivalent to referring to

a module identity 110 that is read from hardware in module
101 such as an IMEI number, Ethernet MAC address, etc.
Module identity 110 is illustrated in FIG. 6a as a session
identity that is a different representation of module identity

packet 601a. 50 110 of a serial number such as in FIG. 2, but in both cases
TCP/UDP packet 601a may include a body 602, which the values can comprise a module identity 110 since the
can represent the data payload of TCP/UDP packet 601a. values can be uniquely associated with module 101 at any
The data payload of message 208 can optionally include point in time.
channel coding 406 as described in FIG. 4 above, if the According to an exemplary embodiment where asymmet-
transport protocol for TCP/UDP packet 601a supports the 55 ric ciphering 141a of module encrypted data 403 is utilized,
transmission of bit errors in the body 602 (as opposed to such as (i) the first message 208 sent by module 101 and (ii)
entirely dropping the packet), such as with the UDP Lite where a symmetric key 127 had not been previously
protocol. Support for the transmission of bit errors in body exchanged, module identity 110 can be (a) within module
602 by wireless network 102 would be preferred over encrypted data and (b) not external to module encrypted data
entirely discarding a packet, since the programs such as 60 403. In this case, server 105 can utilize server private key
module controller 105x could include support for and utili- 105¢ to, in sequence, decrypt module encrypted data 403,
zation of channel coding 406. Without UDP Lite formatting, extract module identity 110 from the decrypted module
message 208 can alternatively sent by module 101 as a UDP encrypted data 403, and then used the module identity 110
datagram, such as if wireless network 102 (or a wired to select module public key 111 from module database 105k
connection) does not support the UDP Lite protocol. Note 65 in order to verify a module digital signature 405. Note that

that in this case (no support for the transmission of bit errors
in a body 602), wireless network 102 and nodes within

if a module identity 110 is in body 602 and external to
module encrypted data 403, then module identity 110 could
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be obfuscated or otherwise ciphered according to a pre-
agreed algorithm with server 105, such that server 105 can
utilize the obfuscated or ciphered module identity 110 to
select a module public key 111 from module database 105%.
The value of “[Module Identity String]” shown in FIG. 6a
could comprise an obfuscated module identity 110. Accord-
ing to an exemplary embodiment where (i) symmetric
ciphering of module encrypted data 403 is utilized, such as
after a first message 208 had already been sent by module

72
graphic algorithms 141, and (iii) the module private key 112,
and then (iv) an acknowledgement from server 105. The
additional messages with digest-based authentication would
thereby drain battery life faster or utilize more energy
compared to using module digital signature 405.

Second, the use of module digital signature 405 allows a
system 100 to be more highly secured since (i) server 105
may need to be connected to the Public Internet 107 and
receive packets from a wide range of IP addresses that are

101 and a symmetric key 127 had previously been 10 not known before messages 208 arrive, and (ii) by using
exchanged, then (ii) module identity 110 can be external to module digital signature 405, server 105 can then preferably
module encrypted data 403 and in body 602 in order for not respond to incoming packets and messages without first
server 105 to utilize module identity 110 and select sym- receiving a properly signed module digital signature 405
metric key 127 from a module database 105%, thereby (where the module identity 110 associated with module
enabling server 105 to decrypt the module encrypted data 15 digital signature 405 could also be verified using a certificate
403 using the selected symmetric key 127. 122 and a certificate authority public key 131). By server
The module digital signature 405 can be calculated using 105 remaining silent to all packets except packets with a
the steps and algorithms described in FIG. 4 above. Module properly signed module digital signature 405, system 100
digital signature 405 can be a secure hash string or number, can thereby remain more secure. In other words, according
and can be calculated using module private key 112 and 20 to preferred exemplary embodiments, server 105 does not
digital signature algorithms 141d. Server 105 can verify send a response 209 to a first message 208 in a series of
module digital signature 405 using module public key 111 messages 208 that does not include a validated module
according to the standard techniques for verifying digital digital signature 405 (where the validated module digital
signatures using PKI as described at step 410 in FIG. 4. Note signature 405 includes a verified module identity 110),
that module digital signature 405 can be useful for server 25 thereby increasing security. Once at least one module digital
105 to maintain security, since server public key 114 may be signature 405 has been received by server 105, then server
shared and potentially other nodes besides module 101 could 105 could use a symmetric key 127 to verify a module
attempt to send in encrypted data using server public key identity until a timer expiration 133 for the symmetric key
114. 127. Server 105 could receive a symmetric key using the
In addition, the module digital signature 405 may option- 30 message 208 illustrated in FIG. 6 of U.S. patent application
ally be omitted from body 602 after module 101 has previ- Ser. No. 14/039,401, and other possibilities exist as well for
ously sent symmetric key 127 in a previous message 208 to securely sending and receiving a symmetric key 127.
the message 208 illustrated in FIG. 6a. In other words, in a Module encrypted data 403 can be processed using the
series of messages 208, module 101 can preferably change steps and algorithms described in FIG. 4. Note that module
from (i) using asymmetric ciphering 141a with an initial 35 encrypted data 403 as illustrated in FIG. 6a is shown in a
message 208 that includes symmetric key 127 in a module plaintext form for ease of illustration, but actual module
encrypted data 403 (where the initial message 208 also encrypted data 403 within body 602 of a packet 601a could
includes module digital signature 405 and module identity be transmitted as binary, hexadecimal, Base64 binary-to-text
110) to (ii) using symmetric ciphering 1415 with subsequent encoding, or other encoding rules. Note that encryption by
messages 208 without module digital signature 405 in the 40 module 101 may optionally be omitted, and the server
series (where the subsequent messages 208 can include an instruction 414 with corresponding data could be included
obfuscated module identity 110 external to module within a message 208 without encryption, such as if security
encrypted data 403 for server 105 to select the appropriate could be maintained at the network level. As one example in
symmetric key 127). The series of messages 208 could begin this case without encryption, server instruction 414 could be
when the initial message 208 is sent by module 101 and end 45 included in body 602 as plaintext. The encryption and/or
when expiration time 133 of symmetric key 127 has trans- security could be applied through other means, such as a
pired, and subsequently a new series of messages 208 could secure tunnel between module 101 and server 105, although
begin where the first message 208 in the new series of setting up and maintaining a secure tunnel and similar or
messages changes back to asymmetric ciphering 141a with other means of security may require more processing and
initial message 208 that includes symmetric key 127 in a 50 bandwidth resources than the eflicient techniques described
module encrypted data 403 (where the initial message 208 herein.
also includes a new module digital signature 405). Other Module encrypted data 403 can include a server instruc-
possibilities exist as well without departing from the scope tion 414, a server identity 206, a module identity 110, a
of the present invention. security token 401, a timestamp 604a, and a sensor mea-
Using a message 208 with a module digital signature 405 55 surement 6045. The server instruction 414 can represent the
can be both more efficient and overall more secure than purpose of the message 208 for server 105, and FIG. 6a
digest authentication (such as the digest authentication illustrates an “update” for server instruction 414. An update
described in IETF RFC 2069), although using digest-based for server instruction 414 could be used to periodically
authentication may be alternatively used. First, the use of a notify server 105 of regular, periodic sensor measurements
module digital signature 405 requires only a single packet 60 6045 acquired by a sensor 101f. An update for server
for message 208 and a single packet for response 209 for instruction 414 may also comprise a periodic report regard-
secure communication between module 101 and server 105. ing monitored unit 119, and a server instruction 414 is
The alternative digest-based authentication would normally described in FIG. 4. Other server instructions 414 besides an
require at least 4 packets comprising: (i) message 208, (ii) a “update” may be included in a module encrypted data 403
challenge to message 208 from server 105 with a security 65 within a body 602. The “update” illustrated in message 208

token 401, (iii) a second message from module 101 with a
hashed string generated using (i) the challenge, (ii) crypto-

in FIG. 64 can also include a new symmetric key 127, and
the module encrypted data 403 illustrated in FIG. 6a may
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comprise the use of either an asymmetric ciphering 141a
with public/private keys, or (ii) symmetric ciphering 1415
with a symmetric key 127.

An initial transmission or negotiation of a symmetric key
127 may preferably utilize asymmetric ciphering 141a and
the use of a public key as an encryption key and a private key
as a decryption key. Subsequent transmission of a new
symmetric key 127 may utilize either (i) a symmetric cipher
1415 with a previously negotiated but still valid symmetric
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(not shown) for additional processing. Sensor data 6045 can
comprise a wide range of values for a sensor 101/ besides the
exemplary value of a temperature reading shown in FIG. 6a,
including raw sensor data, compressed sensor data, and
processed or averaged sensor data. The specific sensor data
6045 shown in FIG. 64 is illustrated to be exemplary and not
limiting for sending and receiving sensor data. Sensor data
6045 may also be referred to as a sensor measurement 6045.

Although not illustrated in FIG. 6a, body 602 or module

key 127 (i.e. expiration time 133 has not transpired), or (ii) 10 encrypted data 403 may also include an (i) identity of
asymmetric ciphering 141a. If the data within instruction monitored unit 119, which may be associated with sensor
414 is longer than the maximum data length supported by a data 6045, and/or (ii) a sensor identity 151 associated with
selected asymmetric ciphering algorithm 141a and the pub- sensor data 6045, such that data from potentially multiple
lic/private key pair, then module encrypted data 403 within sensors 101/ could be properly identified and recorded. As
message 208 can be broken up into several sections, such 15 one example, module 101 could collect sensor data for a
that the data within each section is less than the maximum plurality of monitored units 119, and in this case message
data length supported by the asymmetric ciphering algo- 208 would preferably include an identity of monitored unit
rithm 141a and key length. 119 associated with the sensor data 6045. Or, a sensor 101/
Server identity 206 within module encrypted data 403 can could have a sensor identity 151, and message 208 could
be useful for properly identifying that server 105 is the 20 include the sensor identity 151 with the corresponding
proper recipient and final destination of message 208. Server sensor data 6045 (also illustrated in FIG. 7 of U.S. patent
identity 206 can be useful if a plurality of servers 105 is application Ser. No. 14/039,401). As described above, mes-
utilized by an M2M service provider 108 with potentially sage 208 could also include a symmetric key 127, as
hundreds of thousands or millions of modules 101. In this illustrated in FIG. 6 of U.S. patent application Ser. No.
case, with a plurality of servers 105, server private key 105¢ 25 14/039,401.
may represent a private key that is shared among a plurality Note that if (A) module encrypted data 403 exceeds an
of servers 105, since otherwise server 105 may not be able acceptable length for input or output into asymmetric cipher-
to decrypt module encrypted data 403 if each server 105 in ing algorithms 141a, such as data within a module encrypted
the plurality of servers 105 did not share the common server data 403 comprising an exemplary 3000 bits but only a 2048
private key 105¢. Continuing in this example of a plurality 30 bit key length is utilized in an exemplary module private key
of servers 105, a server identity 206 may represent a server 112 processed with an RSA algorithm 153, then (B) module
that associated with M2M service provider 108 but not the encrypted data 403 within body 602 could comprise multiple
recipient of message 208. In this case, (i) a first server 105 separate sub-sections for module encrypted data 403. In this
could receive message 208 and decrypt message 208 using case, each sub-section could comprise data less than the
a common server private key 105¢ or symmetric key 127, 35 maximum acceptable length for encryption, and the sub-
and (ii) the first server 105 can forward message 208 to the sections could be combined in order to form a module
second server 105 (not shown) with server identity 206. In encrypted data 403 within body 602.
this case, the first server 105 can forward message 208 to the FIG. 6a also illustrates exemplary details within response
second server (not shown) without the encryption applied to 209 sent by server 105. Response 209 may comprise a
module encrypted data 403, since (i) the second server 105 40 TCP/UDP packet 6015 sent from server 105 IP:port 207 the
may not have access to the server private key 105¢ and/or IP address 210 and port number 605, where IP address 210
symmetric key 127, or (ii) the first server 105 could have represents the external IP address of wireless network fire-
already decrypted the module encrypted data 403 in order to wall 104 and port number 605 is the source port in message
read server identity 206 within module encrypted data 403. 208 as received by server 105 (i.e. the source port in
Module identity 110 within module encrypted data 403 45 message 208 after traversing the firewall 104 illustrated in
can represent the identity of module 110, and could represent FIG. 6a). Thus, IP:port with IP address 210 and port number
a serial number read by module 101 from a read-only 605 may be different than IP:port 204 in response 209, since
hardware address. Module identity 110 is described in FIG. the presence of a wireless network firewall 104 may perform
1c and can represent a unique identifier of module 101. NAT routing, which could change the source IP address and
Module identity 110 outside module encrypted data 403 can 50 source port number from IP:port 204 to IP address 210 and
represent a string or number that is different than a serial port number 605 in message 208, as received by server 105.
number that can be used by module 101 within a module The use of wireless network firewall 104 in wireless network
encrypted data 403. Security token 401 within module 102 may require that response 209 be sent from IP:port 207
encrypted data 403 can represent a random string in order to to IP address 210 and port number 605 in order to be
make message 208 reasonably unique and thus system 100 55 properly processed by firewall 104 and forwarded to module
in FIG. 2 robust against replay attacks. If module encrypted 101 at IP:port 204. Source IP:port 207 and destination IP
data 403 includes symmetric key 127, then security token address 210 and port number 605 in response 209 may be
401 could optionally be omitted since symmetric key 127 included within a header in TCP/UDP packet 6015. TCP/
can also function as a security token 401. Security token 401 UDP packet 6015 could comprise a regular UDP packet, a
is described in FIG. 5a. Timestamp 604a can represent a 60 UDP Lite packet, or a TCP datagram, or similar protocols

time value that module 101 sends message 208 or a time
value that module 101 acquired sensor data 6045. Sensor
data 6045 is described with the description of a sensor 101/
in FIG. 1e, and sensor data 6045 can represents data module
101 acquires using sensor 101/ Sensor data 6045 within
message 208 may be stored by server 105 in a module
database 105k, or potentially forwarded to another server

supported by an Internet 107. TCP/UDP packet 601a and
TCP/UDP packet 6015 can preferably utilize the same
protocol.

As noted previously, the use of checksums may be man-
datory in IPv6 networks, and thus a response 209 comprising
a packet 6015 can include a checksum value 603 (illustrated
in message 208 but not response 209) for the header. The use

NWO EX2003
Samsung v Network-1, [PR2026-00117
Page 60 of 74



US 11,606,204 B2

75

of firewalls such as firewall 104 can change the header
values in a packet 6015. In accordance with a preferred
exemplary embodiment, a first checksum value 603 within
a response 209 sent by server 105 can be different and/or not
equal to a second checksum value 603 within the response
209 received by module 101. Likewise, in an exemplary
embodiment, a first checksum value 603 within a message
208 sent by a module 101 can be different and/or not equal
to a second checksum value 603 within the message 208
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101 derive a new set of keys. The use of a “key generation”
608 instruction was also depicted and described in connec-
tion with FIG. 56 above. Other possibilities for a module
instruction 502 within a response 209 are possible as well
without departing from the scope of the present invention.
Although not depicted in FIG. 6a or FIG. 2, if response 209
includes a module instruction 502, according to an exem-
plary embodiment, module 101 can preferably send a second
message 208 to server 105, where the second message 208

received by server 105. 10 includes a confirmation that module instruction 502 was
A UDP, TCP, or UDP Lite datagram as a TCP/UDP packet successfully executed or implemented by module 101. This
6015 within response 209 may include a body 606. Body confirmation could be included in a server instruction 414
606 may comprise the payload or data within a UDP, TCP, for server 105 within a second message 208.
or UDP Lite packet. Body 606 can include a server identity Also, although a server encrypted data 504 may prefer-
206, a server digital signature 506, server encrypted data 15 ably be included within a body 606, body 606 may option-
504, and channel coding 406. Server identity 206 is illus- ally omit server encrypted data 504 and include data from
trated in FIG. 6a as external to server encrypted data 504 server 105 that is not encrypted, such as plaintext. As one
within body 606, but server identity 206 may optionally be example in this case, acknowledgement 501 could be
included in server encrypted data 504 instead. Module 101 included in body 606 as plaintext. In addition, although a
may communicate with a plurality of servers 105, and server 20 server digital signature 506 is not illustrated in FIG. 6a, a
identity 206 as external to server encrypted data 504 can server digital signature 506 could be included in body 606
allow module 101 to select the appropriate symmetric key and external to server encrypted data 504. In an exemplary
127 to utilize for decrypting server encrypted data 504 (since embodiment, the inclusion of a server digital signature 506
each of the multiple servers 105 that module 101 commu- in a response 209 is illustrated in FIG. 6 of U.S. patent
nicates with may utilize a different symmetric key 127). 25 application Ser. No. 14/039,401. The server digital signature
Also note that the server identity 206 can be similar to 506 may (i) optionally be omitted as well, or (ii) included
module identity 110, such that multiple different values for within server encrypted data 504.
server identity 206 could be utilized in a system 100, but Also, although not illustrated in FIG. 64, server encrypted
each of the different values could preferably be uniquely data 504 could include a symmetric key 127 for module 101
associated with server 105. As one example, server identity 30 to utilize with symmetric ciphering 1415 in cryptographic
206, outside server encrypted data 504 as illustrated in FIG. algorithms 141 for processing a module encrypted data 403
6a, may comprise a session identity or session identifier, as in subsequent messages 208 and/or responses 209. If server
opposed to a different server identity 206 that could com- encrypted data 504 includes a symmetric key 127, then
prise a hardware serial number or domain name for server server 105 preferably can utilize an asymmetric ciphering
105. Thus, server identity 206 outside a server encrypted 35 141a with cryptographic algorithms 141 to process the
data 504 may be a different string or representation than server encrypted data 504 containing the symmetric key
server identity 206 within server encrypted data 504, but 127. An example for the previous sentence could be if
both strings/numbers used for server identity 206 in message 208 was received without a symmetric key 127 and
response 209 could be associated with server 105. server 105 can issue the symmetric key 127. As contem-
Server digital signature 506 in body 606 can comprise a 40 plated herein, more than one symmetric key 127 may be
secure hash signature of a subset of body 606, where the used concurrently in a system 100, such as a first symmetric
subset of body 606 can comprise server encrypted data 504, key 127 utilized in symmetric ciphering 1415 for a message
and/or server identity 206 as illustrated in FIG. 6a. In other 208, and a second symmetric key 127 utilized in symmetric
words, processing the secure hash signature can omit (i) ciphering 1415 for a response 209. Other possibilities exist
server digital signature 506 itself and (ii) channel coding 406 45 as well without departing from the scope of the present
as input into the cryptographic algorithms 141 used to invention.
process or verify server digital signature 506. In this manner, Server encrypted data 504 in a response 209 may include
module 101 can utilize server digital signature 506 to a security token 401. Security token 401 may be a random
authenticate that response 209 was sent by server 105. string and may also be generated by either server 105 or
Channel coding 406 in body 606 is also depicted and so module 101. If security token 401 is generated by module
described in connection with FIG. 5a above. 101, then security token 401 may be included in message
Body 606 may include server encrypted data 504. Server 208 and also utilized by server 105 in response 209, as
encrypted data 504 is depicted and described in connection illustrated in FIG. 6. By including security token 401 in
with FIG. 5a above. Server encrypted data 504 may include acknowledgement 501, system 100 can be made robust to
an acknowledgement 501, wherein acknowledgement 501 55 replay attacks since each response 209 can be reasonably
can notify module 101 that message 208 has been received unique for each response 209 sent by server 105.
by server 105. As illustrated in FIG. 6a, server encrypted FIG. 65
data 504 may optionally also include a module instruction FIG. 65 is a simplified message flow diagram illustrating
502 for module 101. The module instruction 502 could be a an exemplary message received by a server, wherein the
string that contains instructions or configuration parameters 60 message includes a derived module public key, in accor-
for module 101, such as an order to change state, parameters dance with exemplary embodiments. As discussed in FIG.
regarding the monitoring of monitored unit 119, server 5b, there can be cases where module 101 derives a new
names or addresses, radio frequency parameters, timer val- module public key 111 and new module private key 112. On
ues, settings for actuator 101y, etc. A module instruction 502 example would be the initial creation of the key pairs by
is depicted and described in connection with FIG. 5a above. 65 module 101, and many other examples could exist as well.

The exemplary module instruction 502 illustrated in FIG. 6a
comprises a “key generation” 608 instruction for module

FIG. 6b can illustrate an exemplary format and contents of
a message 208 for steps 516 and 517 of FIG. 5b. This
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exemplary message 208 can also help to illustrate the
significant differences from conventional technology and
improvements for efficient and secure communications by
utilizing embodiments contemplated herein.

A message 208 illustrated in FIG. 65 using steps 516 and
517 can include (i) sending new module public key 111, a
module public key identity 111a, a module identity 110, a
server instruction 414, and a set of parameters 126 associ-
ated with the new module public key 111 and/or crypto-
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208 after module key derivation) to (ii) comprising a shared
secret key that is sent by server 105 within a server
encrypted data 504 (for a subsequent message 208 after
module key derivation).

After receiving message 208, server 105 can use the
unencrypted module identity 110 illustrated in a body 602 of
FIG. 65 to select the shared secret key 510 in order authen-
ticate message 208. As described in step 517 of FIG. 54,
server 105 may preferably authenticate message 208 that

graphic algorithms 141 for using the new module public key 10 includes module public key 111 in order to confirm that
111. Exemplary parameters 126 illustrated in FIG. 11 module public key 111 originated from physical module 101
include (i) a secure hash algorithm 141c¢ to utilize in signa- with a hardware module identity 110 (as opposed to being an
tures, which could comprise the SHA 256 algorithm as imposter submitting the module public key 111). The use of
shown (which may also be known as the SHA-2 algorithm), a channel coding 406 is described in connection with FIGS.
(ii) a selected elliptic curve for use with ECC algorithms 154 15 4 and 5a, and channel coding may optionally be omitted. If
or a modulus to use with RSA algorithms 153, and (iii) a message 208 comprises a UDP Lite packet, then channel
time-to-live value for the public key, such as the illustrated coding may optionally be applied within the body 602. If
“time to live” value of 1 year shown in FIG. 6b. The time message 208 comprises a UDP packet, then channel coding
value for the validity of new module public key 111 could may comprise sending the exact same UDP packet 601a
alternatively be specified in a set expiration date. Other 20 multiple times, such as an exemplary 3 packets 601a sent at
values associated with cryptographic algorithms 141 could the same time.
be included in parameters 126 as well, and the illustrated Although not illustrated in FIG. 6b, in an exemplary
values are intended to be exemplary instead of limiting. embodiment module public key 111 could also be received
Other possibilities for data with a message 208 illustrated in in a message 208, where the module public key 111 and
FIG. 6b include a parameters 126 including a set of ECC 25 parameters 126 can be included in an encrypted format
parameters 126, or a specified secure hash algorithm 141c¢ within a module encrypted data 403. As depicted and
comprising SHA-3 or SHA-512. described in connection with steps 1001 and 1002 of FIG.
Additional values or fields within a message 208 associ- 10, and also FIG. 11 of U.S. patent application Ser. No.
ated with communicating a new module public key 111 with 14/039,401, the security of a system 100 can be further
server 105 could include a server instruction 414 of “new 30 increased by both (i) ciphering module public key 111 and
public key”. This server instruction 414 could inform server parameters 126, and (ii) only sharing the module public key
105 to utilize the new module public key 111 within the 111 in a confidential manner with server 105. If module 101
message 208. Module public key identity 111a can include needed a module public key 111 for other purposes, such as
a sequence number or identity for the new module public obtaining a certificate, then a second, publicly disclosed
key 111, such that module 101 or server 105 can properly 35 module public key 111 could be utilized, where the second
reference and/or select the key from a plurality of module module public key 111 is different than a module public key
public keys 111 that could be associated with module 111 using parameters 126 that is sent to a server 105 in a
identity 110. Although module public key identity 111a is module encrypted data 403.
illustrated as a separate field in server instruction 414, FIG. 6b also illustrates an exemplary embodiment, where
module public key sequence number 111a could optionally 40 module public key 111 can be authenticated with server 105
be included in parameters 126, such that the value within using a module digital signature 405. If message 208 com-
parameters 126 specifies the current sequence number or prises a first time module 101 utilizes a step 516 and step
module public key identity 111a for the new module public 517, such that a module public key 111 has not previously
key 111 included in a message 208. been sent to server 105, then message 208 could include a
Other fields and features within a message 208 as illus- 45 module digital signature 405 using the shared secret key
trated in a FIG. 11 can be similar to the fields presented in 510, which could comprise the pre-shared secret key 129a.
FIG. 6a. Since (a) FIG. 6a can also illustrate a first message If message 208 comprises a subsequent time module 101
208 sent by a module 101 to a server 105, such as after keys utilizes a step 516 and step 517, such that a module public
are derived in a step 515, then (b) module 101 can read key 111 has previously been sent to server 105, then message
multiple values from RAM 101e or a nonvolatile memory 50 208 could include a module digital signature 405 using the

101w or 101c¢ in order properly construct or format message
208. Each of (i) destination IP:port number 207, (ii) param-
eters 126, and (iii) shared secret key 510 can preferably be
written into nonvolatile memory at step 512 of FIG. 55, if
message 208 in FIG. 65 represents the first message 208 sent
by module 101. The source IP:port number 204 can repre-
sent a number assigned by an operating system 101/.

If message 208 in FIG. 65 comprises a subsequent time
message 208 is received by server 105 (i.e. not a first time

previous module private key 112 (i.e. not the new module
private key associated with the new module public key 111
in the message 208 shown in FIG. 65). As noted in FIG. 55,
module digital signature 405 could be omitted, and message
208 with module public key 111 could be authenticated
using a message digest algorithm and the shared secret key
129a.

FIG. 7

FIG. 7 is a simplified message flow diagram illustrating

module 101 sends a module public key 111), such as after 60 exemplary data transferred between a module and an appli-
step 521 illustrated in FIG. 55, then each of (i) destination cation using a server, in accordance with exemplary embodi-
IP:port number, (ii) parameters 126, and (iii) shared secret ments. FIG. 7 includes a system 700 and illustrates an
key 510 could be updated by server 105 using a module exemplary message 208 from a module 101 to a server 105
instruction 502 within a server encrypted data 504 before and also an exemplary application message 701 between an
message 208 illustrated in FIG. 6a is received by server 105. 65 application 171/ and server 105. Note that application mes-

In this manner, shared secret key 510 could change from (i)
comprising a pre-shared secret key 129a (for a first message

sage 701 could also be considered as transferred between,
sent to, or received from server 105 and application server
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171. System 700 can comprise a module 101, a server 105,
and an application 171/ operating on an application server
171, and these elements may communicate over a network
such as the Internet 107. For example, application server 171
may utilize an IP:port number 702 for sending and receiving
messages with server 105. The IP address within IP:port
number 702 is illustrated as an IPv4 address, but an IPv6
address could be utilized as well, or other addressing
schemes are possible. Message flows within a module 101

80

setting. According to exemplary embodiments, a module
instruction 502 could comprise information for module 101
such as (i) sleep timers or instructions or values for a CPU
wake controller 101u, (ii) server address 106 or server
identity 206 for communicating with a server 105 (such as
sending a different server address 106 for module 101 to
utilize in future communications), (iii) a new or updated
values for set of data reporting steps 101x, (iv) a new or
updated module program 101/, (v) software or firmware for

from a sensor 101f°and to an actuator 101y are also included 10 operating system 101/ and device driver 101g, (vi) a cali-
in a system 700 as illustrated in FIG. 7. Message flows bration value for sensor 101/ or actuator 101y, (vii) values
within a module 101 could utilize a system bus 1014d. for a set of parameters 126, (viii) software or settings for
Although not illustrated in FIG. 7, before module 101 radio 101z, (ix) updated cryptographic algorithms 141, (x) a
sends a module public key 111 to server 105, possibly by new module private key 112, (xi) a symmetric key 127, (xii)
using step 516 as illustrated in FIG. 7, module 101 can 15 apre-shared secret key value 129a for use in communicating
derive the public and private keys using step 515 and a set with a wireless network 102 (where the pre-shared secret
of parameters 126. Alternatively, module 101 may have the key value 129a can be the equivalent of a Ki value in a
module public key 111 and module private key 112 gener- network supporting ETSI/3GPP standards), (xii) a value for
ated outside module 101 and loaded into a non-volatile a module identity 101, (xiii) a value to use in a channel
memory 101w. Server 105 can utilize step 516 to receive a 20 coding 406, or (xiv) a security token 401 or settings for using
module public key 111 from module 101. Server 105 can security tokens. Other possibilities exist as well for a module
utilize a step 517 and a shared secret key 510 to authenticate instruction 502 without departing from the scope of the
a message 208 that contains the module public key 111 from present invention. After receiving module instruction 502 in
step 516. Authentication of module public key 111 may be a response 209 from server 105, module 101 could record
preferred in order to ensure that the module public key 111 25 the data in module instruction 502 within a nonvolatile
is properly associated with the correct physical module 101, memory 101w or RAM 101e.
and prevent an imposter, hacker, etc. from sending in a fake After receiving application message 701, server 105 can
module public key 111 for module 101. After using step 517 wait for wait interval 703. As depicted and described in
to authenticate module public key 111, server 105 can record connection with FIGS. 2 and 64, firewall 104 may be present
module public key 111 and associated module identity 110 30 in a system 700 and/or system 100, which could block the
(plus optionally a module public key identity 110a) in a transmission or sending of packets from server 105 to
module database 105%. Although not illustrated in FIG. 7, module 101 at arbitrary times. In addition, according to
server 105 can also send an application message 701 to exemplary preferred embodiments, module 101 can enter
application 171/ after successfully recording module public periods of sleep or dormancy using a CPU wake controller
key 111. 35 101w in order to conserve energy or the life of a battery 1014,
Application 171i operating within an application server if present. During periods of sleep or dormancy, module 101
171 can send an application message 701 to server 105, and may not be able to receive packets from server 105. Con-
server 105 can receive the application message 701. Appli- sequently, server 105 can preferably wait for the wait
cation message 701 could include a module instruction 502, interval 703 as illustrated in FIG. 7, before sending response
where the module instruction 502 could comprise an actua- 40 209 which could include the module instruction 502. As
tor setting 706. Although not illustrated in FIG. 7, module illustrated in FIG. 7, the module instruction 502 could
instruction 502 as transmitted or sent by application 171i or include an actuator setting 706, but module instruction 502
application server 171 could include a module identity 110 could include other data as well such as the exemplary
and/or an actuator identity 152. Actuator setting 706 could module instructions 502 described in the previous para-
include a setting value and an actuator identity 152. As one 45 graph.
exemplary embodiment, module 101 may have a plurality of According to exemplary embodiments, wait interval 703
actuators 101y that comprise thermostats. Actuator setting can vary depending upon module 101 and monitored unit
706, where one actuator 101y had an actuator identity 152 of 119, and wait interval 703 could comprise a wide range of
“Left”, could comprise an exemplary string like “Left, values. Module 101 could send a sensor data 6045 or a report
25.5”, where module 101 would set the “left” thermostat/ 50 or a message 208 at exemplary reporting intervals such as
actuator 101y to 25.5 degrees C. The value “left” could also every minute, 10 minutes, hour, 6 hours, daily, or longer.
comprise the actuator identity 152. Other possibilities exist Wait interval 703 could be associated with the reporting
as well without departing from the scope of the present interval, and the wait interval 703 would end when the next
invention, and a thermostat, temperature settings, or actuator message 208 from module 101 is received. If server 105
identities are not required to use the methods and systems 55 supports a plurality of modules 101, wait interval 703 can be
contemplated herein. As discussed below in connection with associated with the specific module 101 associated with the
FIG. 8, actuator setting 706 within an application message module instruction 502, possibly by using a module identity
701 could be received within a secure connection data 110 in both a message 208 and an application message 701.
transfer 802 from application server 171. Thus, in an exem- In other words, server 105 can preferably wait for a message
plary embodiment, the actuator setting 706 may preferably 60 208 from the specific module 101 associated with the
not be plaintext as transmitted across a network such as the module instruction 502 before sending the response 209
Internet 107 between server 105 and application server 171 which could include the module instruction 502. Response
in an application message 701. 209 could be sent using the source and destination IP:port
A module instruction 502 (i) from an application 171; or numbers depicted and described in connection with FIG. 2.
application server 171, and (ii) within an application mes- 65  Upon the receipt of message 208 from module 101 with

sage 701 could include other exemplary values or instruc-
tions for a module 101, besides the exemplary actuator

module identity 110, the wait interval 703 can end. As
illustrated in FIG. 7, message 208 could include a server
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instruction 414. The server instruction 414 in the exemplary
embodiment illustrated in FIG. 7 comprises an “update”
server instruction 414, and could include a sensor measure-
ment 6045. Sensor measurement 6045 could be obtained by
module 101 from sensor 101/ before sending message 208,
and possibly after module 101 wakes from a dormant state
using a CPU wake controller 101«. Sensor measurement
6045 could be collected by a module program 101; using a
system bus 1014. As illustrated in FIG. 64, a server instruc-
tion 414 with sensor data 6045 could be within a module
encrypted data 403 and received by server 105. Server 105
could utilize the steps illustrated in FIG. 4 to process the
received message 208 at the end of wait interval 703. Sensor
measurement 6045 as used by module program 101/, server
105, application 171/, and/or application server 171 could
represent a different string or number at each element,
depending upon encoding rules or encoding schemes uti-
lized by each element, but sensor measurement 6045 at each
location can represent data or a value collected by a sensor
1011

After processing the received message 208 that could
include sensor data 6045, server 105 can send application
171; operating on application server 171 an application
message 701 that includes an update instruction 704, where
update instruction 704 could include sensor data 6045,
module identity 110, and sensor identity 151, if present.
Update instruction 704 could include data other than sensor
data 604, such as data pertaining to the state of module 101,
including subcomponents illustrated in FIGS. 16 and 1le.
Using update instruction 704 or a plurality of update instruc-
tions 704, application 171i can aggregate data to generate
reports for presentation to user 183 or make decisions using
service controller 171x. Based on data input in update
instruction 704, application 171i could output module
instruction 502 in an application message 701. Application
171i could record data received in update instruction 704
within an application database 171%.

After receiving message 208 with server instruction 414,
server 105 can send a response 209 to module 101. Note that
response 209 is illustrated in FIG. 7 as being sent after
sending update instruction 704 to application server 171, but
response 209 could also be sent to module 101 before
sending update instruction 704 to application server 171.
Response 209 can include module instruction 502, where
module instruction 502 could comprise actuator setting 706,
according to an exemplary embodiment. Module instruction
502 could also comprise other data for module 101 in other
exemplary embodiments, as outlined above. Although not
illustrated in FIG. 7, response 209 could include module
instruction 502 within a server encrypted data 503 using the
steps depicted and described in connection with FIG. 5a.
Module instruction 502 could also include actuator identity
152 associated with actuator setting 706. Response 209 can
be formatted as depicted and described in FIGS. 2 and 6a,
such that response 209 can traverse a firewall 104 and be
received by module 101 using IP address 204. Network
firewall 104 is illustrated as a dashed line in FIG. 7, and may
be optionally not be present. But, the use of network firewall
104 may be included in a system 100 and/or system 700 and
network firewall 104 may be beyond the control of a module
101, server 105, module provider 109, M2M service pro-
vider 108, etc.

After receiving response 209 with the module instruction
502 and actuator setting 706, module 101 can process the
response 209, which could also include server encrypted
data 503. Module 101 could extract actuator setting 706
from the module instruction 502. Module instruction 502
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could include an actuator identity 152. Module 101 can use
a module program 101; to send the actuator setting 706 to
the actuator 101y with actuator identity 152. Actuator setting
706 as sent by module program 101/ may be in a different
format or data structure than actuator setting 706 as sent by
application 171/, but both sets of data can achieve the same
objective of having an actuator 101y apply a setting. Accord-
ing to one exemplary embodiment, actuator setting 706 as
sent by module program 101 could be an analog voltage
along a system bus 1014, while actuator setting 706 as sent
by application 171/ could be a string or number. Or, actuator
setting 706 as sent by module program 101; to actuator 101y
could be a number in a different format than a number in
actuator setting 706 sent by application 1714, application
server 171, and/or server 105. Note that as contemplated
herein, the term “actuator data” can include or comprise
“actuator setting”.

After applying actuator setting 706, actuator 101y can
send an acknowledgement to module program 101:. Module
program 101/ can then send a second message 208 to server
105, where message 208 includes a server instruction 414 of
“confirmation”. The server instruction 414 of “confirma-
tion” could be included in a module encrypted data 403
according to a preferred exemplary embodiment. Server 105
can receive the second message 208 with the module
encrypted data 403 and decrypt the module encrypted data
403 using a step 413 to extract the server instruction 414 of
“confirmation”. The second message 208 may include the
actuator identity 152 and/or also the module identity 110.
Server 105 can send an application message 701 that
includes a confirmation 705, where the confirmation can (i)
inform application 171i that the actuator setting 706 sent to
server 105 has been properly and/or successfully applied by
module 101 and/or actuator 101y. Confirmation 705 could
also include module identity 110 and/or actuator identity
152. Application 171/ could then send an acknowledgement
back to server 105 after receiving the confirmation 705.

According to preferred exemplary embodiments, actuator
identity 152 is preferably globally unique, such that that
including an actuator identity 152 in any packet would allow
a server 105 or application 171i to lookup a module identity
110 and/or module 101 using the actuator identity 152 and
a database such as module database 1054. Similarly, a sensor
identity 151 may be globally unique, according to preferred
exemplary embodiments such that a sensor identity 151 in
any packet would allow a server 105 or application 171i to
lookup a module identity 110 and/or module 101 using the
sensor identity 151 and a database such as application
database 171k.

FIG. 8

FIG. 8 is a simplified message flow diagram illustrating
exemplary data transferred between a module and an appli-
cation using a server, in accordance with exemplary embodi-
ments. System 800 can include an application server 171, a
server 105, and a module 101 in connected via a network.
The network could comprise the Internet 107. Application
server 171 could include an application 171/, where appli-
cation 171i can include logic, algorithms, databases, user
interfaces, and programs for managing a plurality of mod-
ules 101 with a plurality of users 183. Application server 171
and application 171/ may be associated with an M2M
service provider 108, and M2M service provider 108 could
use application 171/ to provide and manage a service with
distributed modules 101 associated with a plurality of moni-
tored units 119.

Module 101 can derive a public key 111 and a private key
112 using step 515. Module 101 can derive the public and
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private keys using step 515 and a set of parameters 126.
Alternatively, module 101 may have the module public key
111 and module private key 112 generated outside module
101 and loaded into a non-volatile memory 101w. Server
105 can utilize step 516 to receive a module public key 111
from module 101. Server 105 can utilize a step 517 to
authenticate a message 208 that contains the module public
key 111 in step 516. Authentication of module public key
111 may be preferred in order to ensure that the module

84

sibilities for server instruction 414 exist without departing
from the scope of the present invention. Server instruction
414 could also be a periodic “registration” message with no
subsystem data for module 101, and a “registration” could
be a message for server 105 indicating module 101 is awake
and online with Internet 107.

Server 105 can establish a secure connection with appli-
cation server 171 and application 171/ using a secure
connection setup 801 and a secure connection data transfer

public key 111 is properly associated with the correct 10 802. Server 105 can utilize a server program 101/ to manage
physical module 101 with a module identity 110, and the communication with application 171/ and/or application
prevent an imposter, hacker, etc. from sending in a fake server 171, while a module controller 105x can manage
module public key 111 for module 101. After using step 517 communication with a module 101. Alternatively, server
to authenticate module public key 111, server 105 can record program 101/ and module controller 105x can be optionally
module public key 111 in a module database 105k. Although 15 combined or omitted, such that server 105 performs the
not illustrated in FIG. 8, server 105 can also send an actions illustrated in FIG. 8 for server programs 101/ and
application message 701 to application 171/ after success- module controller 105x. Likewise, server 105 and applica-
fully recording an authenticated module public key 111. tion 171 could be combined or operate on the same local
Although not illustrated in FIG. 8, a module public key 111 area network (LAN) and thus not be connected via the
received in step 516 may also include a module public key 20 Internet 107. If server 105 and application 171 are nodes
identity 111a in order to track which of a plurality of within the same LAN or virtual private network (VPN), then
potential module public keys 111 for a module 101 may be the network connection can also be considered a secure
used. connection (without using encryption between the nodes),
Also, server 105 is not required to receive module public since packets routed between the nodes may not need to
key 111 from module 101 in order to utilize the methods and 25 traverse the Internet 107 and thus the network layer could
systems contemplated herein. Instead of receiving module provide security. Although secure connection setup 801 is
public key 111 in a message 208 from module 101, server illustrated in FIG. 8 as occurring after message 208 is
105 could alternatively query another server such as appli- received by server 105, secure connection setup 801 could
cation server 171 or a server associated with certificate take place before message 208 is received by server 105.
authority 118 for either module public key 112 or a certifi- 30 Secure connection setup 801 could utilize a secure protocol
cate 122 associated with module 101 using a module identity such as TLS, IPSec, or VPN to establish a secure connection
110. In addition, server 105 could have a list or database between server 105 and application 171; and/or application
table of module identities 110 and module public keys 111 server 171, such that data transferred between the two nodes
loaded into a module database 105k. is encrypted and also not subject to replay attacks. As
After recording module public key 111 and module iden- 35 contemplated herein, a secure connection can comprise any
tity 110, possibly including a module public key identity of a TLS connection, an IPSec connection, a VPN connec-
111a, server 105 can wait for wait interval 703. Wait interval tion, or a LAN connection between server 105 and appli-
703 could represent the time between reports or messages cation server 171 and/or application 171i, and other possi-
208 submitted by module 101, and wait interval 703 for an bilities exist as well without departing from the scope of the
individual module 101 could comprise a wide range of 40 present invention.
values from several times a second to several days or longer, Other secure connections may be utilized as well, includ-
depending upon the application and/or monitored unit 119. ing a secure shell (SSH) tunnel, future versions of standard
The wait interval 703 can end when server 105 receives a secure connections, or also a proprietary protocol for a
message 208 from module 101 with a module identity 110. secure connection. Secure connection setup 801 as illus-
Module controller 105x within server 105 can receive a 45 trated in FIG. 8 may utilize a TLS protocol, such as TLS
message 208 that includes a server instruction 414 with version 1.2. Secure connection setup 801 can include the
sensor data 6045. The sensor data 6045 and/or server transfer of a certificate 122 for application server 171, and
instruction 414 could be included in a module encrypted also the transfer of an application public key 171w. Server
data 403, where the module encrypted data 403 can use the 105 can utilize application public key 171w to encrypt data
module public key 111 submitted in step 516 above and 50 received from module 101 in a message 208, such as sensor
derived by module 101 in step 515. According to one data 6045. According to one exemplary embodiment, appli-
exemplary embodiment, module encrypted data 403 could cation message 701 could be ciphered with a symmetric key
be ciphered with a symmetric key 127 that is derived shared 127 that comprises a derived shared key 1295 from (i) a key
key 1295 from a key derivation function 141/ and module derivation function 1417'(ii) application public key 171w and
public key 111 received in step 516 (and also server public 55 server public key 114.
key 114). Module controller 105x can process message 208 The message flow in a secure connection setup 801 also
using the steps depicted and described in connection with illustrates one benefit of the present invention, where a
FIG. 4 in order to decrypt the module encrypted data 403 and message 208 can be securely transferred between module
obtain the plaintext server instruction 414 and plaintext 101 and server 105 using a single UDP datagram, while
sensor data 6045. Although sensor data 6045 is illustrated as 60 secure connection setup 801 may require a plurality of TCP
the server instruction 414 in FIG. 8, server instruction 414 messages in both directions. In other words, using a secure
could have other values such data associated with any of the connection setup 801 between module 101 and server 105
components for module 101 illustrated in FIG. 15 and FIG. may not be energy efficient for module 101, while using
1e. Server instruction 414 could be a “query” where module secure connection setup 801 between server 105 and appli-
101 queries for information from server 105 or application 65 cation server 171 can be eflicient, since the data from a

171i, or server instruction 414 could be an alarm or error
notification outside a regular reporting interval. Other pos-

plurality of modules 101 can be shared over the secure
connection setup 801. Also note that since module 101 may
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sleep for relatively long periods such as 30 minutes or
longer, a new secure connection setup 801 would likely be
required to support a firewall 104 after each period of sleep,
and completing the process of a secure connection setup 801
each time module 101 wakes may not be energy or band-
width efficient for a module 101.

After completing server connection setup 801, server 105
can use a secure connection data transfer 802 to send a first
application message 701, where the first application mes-
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171 could include a module instruction 502, and the module
instruction 502 may preferably be included in a response
209. Other possibilities exist as well without departing from
the scope of the present invention.

FIG. 8 can also illustrate a benefit of an exemplary
embodiment contemplated herein. According to an exem-
plary embodiment, (i) server 105 and application server 171
can utilize a first set of cryptographic algorithms 141 for
sending and receiving data between server 105 and appli-

sage 701 could include update instruction 704 that includes 10 cation server 171, such as with a secure connection data
sensor data 6044 that server 105 received in a message 208. transfer 802, and (ii) server 105 and module 101 can utilize
Data within the first application message 701 containing a second set of cryptographic algorithms 141 for sending
update instruction 704 could be ciphered according to the and receiving data between server 105 and module 101, such
specifications of the secure connection, such as TLS or as using the second set of cryptographic algorithms 141 for
IPSec, and other possibilities exist as well. Note that server 15 a module encrypted data 403 and/or server encrypted data
105 can decrypt a module encrypted data 403 that includes 504. In an exemplary embodiment, server 105 and applica-
sensor data 6045 and subsequently encrypt the sensor data tion server 171 can use RSA algorithms 153 in the first set
6045 according to the format required by secure connection of cryptographic algorithms 141, while server 105 and
setup 801 for transfer to application 171/ using secure module 101 can use ECC algorithms 154 in the second set
connection data transfer 802. Server 105 can use two dif- 20 of cryptographic algorithms 141. As one example, server
ferent server public keys 114, recorded in the form of a 105 can use an (i) RSA-based asymmetric ciphering algo-
certificate 122 in one embodiment, to with a first server rithm 1415 and first server public key 114 with the appli-
public key 114 used decrypt module encrypted data 403 and cation server 171 to securely transfer a first symmetric key
a second server public key 114 used encrypt update instruc- 127 with application server 171, and (ii) an ECC-based
tion 704. Server public keys 114 can be used by server 105 25 asymmetric ciphering algorithm 1415 and second server
in a key derivation function 141fto derive a shared public public key 114 with the module 101 to securely transfer a
keys 12956 used in a symmetric ciphering algorithm 1415 for second symmetric key 127 with a module 101.
both secure connection data transfer 802 and module Other possibilities exist as well for a server 105 to use a
encrypted data 403 (with a different derived shared public different cryptographic algorithms 141 or parameters 126 for
key 12956 with module 101 and application server 171, 30 each of application server 171 and module 101. (A) Server
respectively). 105 and application server 171 could use a first set of
In another embodiment, server 105 can use the same parameters 126 for use with cryptographic algorithms 141
server public key 114 to both decrypt module encrypted data for an application message 701 with related server digital
403 and encrypt update instruction 704. Other possibilities signatures, while (B) server 105 and module 101 could use
exist as well for server 105 to use a server public key 114 to 35 a second set of parameters 126 for use with cryptographic
(i) encrypt update instruction 704, such as using an asym- algorithms 141 for a module encrypted data 403 and/or
metric ciphering algorithm 141a, and (ii) decrypt module server encrypted data 504 and related digital signatures. In
encrypted data 403 without departing from the scope of the order to maximize security between servers such as server
present invention. As illustrated in FIG. 8, server 105 can 105 and application server 171, the first set of parameters
receive an acknowledgement 804 after sending the first 40 126 could specify (i) a longer public and private key length,
application message 701, with update instruction 704 that (ii) a shorter key expiration time 133, (iii) a longer secure
includes sensor data 6045, where acknowledgement 804 can hash algorithm (such as an exemplary 512 bits), (iv) a longer
signal that application message 701 with update instruction symmetric ciphering key 127 length (such as an exemplary
704 has been received by application 171; and/or application 192 or 256 bits), (v) the use of or values for RSA algorithm
server 171. Although not illustrated in FIG. 8, the acknowl- 45 153 and a modulus, (vi) the use of Diffie Hellman key
edgement 804 could optionally include a module instruction exchange or a first key exchange algorithm for a key
502 for module 101. derivation function 141/ and key exchange, (vii) the use of
After receiving message 208, server 105 can then send a or values for a second symmetric ciphering algorithm 1415
response 209. Response 209 could be sent before or after for symmetric ciphering, (viii) the use of or values for an
server 105 sends update instruction 704 to application 171; 50 RSA digital signature algorithm or a second digital signature
using secure connection data transfer 802. Response 209 can algorithm, and similar settings.
include a server encrypted data 504 that includes a module In accordance with a preferred exemplary embodiment, in
instruction 502. Module instruction 502 could be processed order to minimize processing power and/or energy usage
by server 105, or could be obtained by server 105 from required for a module 101, the second set of parameters 126
application 171/ in an application instruction 701. In other 55 could specify (i) a shorter public and private key length, (ii)
words, a secure connection data transfer 802 may be utilized a longer key expiration time 133, (iii) a shorter secure hash
by a server 105 and an application server 171 to send a algorithm (such as an exemplary 256 bits), (iv) a shorter
second application message 701 to server 105, and be symmetric ciphering key 127 length (such as an exemplary
received by server 105, in addition to the sending the first 128 bits), and (v) the use of an ECC algorithm 154, (vi) the
application message 701 from server 105 to application 60 use of or values for an ECC standard curve 138 and/or ECC
server 171 that is illustrated in FIG. 8. parameters 137, (vii) the use of or values for ECDH 159 or
According to an exemplary preferred embodiment, server a second key exchange algorithm for key derivation and
105 waits for a response or acknowledgement 804 from exchange, (vii) the use of or values for of a second sym-
application 171/ to application message 701 before sending metric ciphering algorithm 1415 for symmetric ciphering,
response 209 to module 101. One reason for waiting for a 65 (viii) the use of or values for of ECDSA 158 or a second

response or acknowledgement 804 from application 171 is
that response or acknowledgement 804 from application

digital signature algorithm for digital signatures, and similar
settings. In an embodiment, the first set of parameters 126
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(which can be used by server 105 and application server
171) and the second set of parameters 126 (which can be
used by server 105 and module 101) can both specify the use
of elliptic curve cryptographic algorithms 141, but with
different sets of parameters 126 such that the first set of
parameters 126 is selected for server to server communica-
tions, and the second set of parameters 126 is selected for
communications between a server 105 and a module 101. In
another embodiment, the first set of parameters 126 and the
second set of parameters 126 can both specify the use of
RSA based cryptographic algorithms 141, but with different
sets of parameters 126 such that the first set of parameters
126 is selected for server to server communications, and the
second set of parameters 126 is selected for communications
between a server 105 and a module 101.

In this manner, the use of cryptographic algorithms 141
between (i) server 105 and application server 171 and (ii)
server 105 and module 101 can be optimized given different
constraints for processing power and energy consumption

—_
o
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and module 101 illustrated in FIG. 9 could also represent
routing if a firewall 104 is present and functions as a
symmetric firewall without NAT routing. In this case, fire-
wall 104 may not perform network address translation on
source and destination IP addresses, but rather filter packets
based on pre-determined rules. For example, a firewall 104
that is a symmetric firewall could drop inbound packets from
IP:port number 207 to module 101 unless module 101 had
previously sent a packet to IP:port number 207 within a
firewall port binding timeout value 117. Alternatively, a
firewall 104 may be optionally omitted, and in this case the
destination address in packets sent from server 105 to
module 101 could include the IP address 202 of module 101,
which is also the case illustrated in FIG. 9. In other words,
FIG. 9 illustrates an exemplary routing of packets in the
cases that (i) firewall 104 is a symmetric firewall, and (ii)
firewall 104 is optionally not present.

Server 105 can receive a message 208 from a module 101.
Server 105 can use a module controller 105x to receive the

for server 105, application server 171, and a module 101. In 20 message, and module controller 105x could also be identi-
addition, an application server 171 may use cryptographic fied as a process operating on server 105 that binds to the
algorithms 141 and parameters 126 that may not be com- port number in IP:port 207, which could include a port
patible with cryptographic algorithms 141 and parameters number 205. Message 208 could include module identity
126 used by a module 101, and server 105 can use crypto- string 904, which could represent a temporary or transient
graphic algorithms 141 and parameters 126 to enable a 25 string or number used by module 101 and server 105 to
translation or conversion of encrypted data and digital associate and identify message 208 with module identity
signatures between a module 101 and an application server 110. Module identity string 904 could also comprise a
171, thereby establishing connectivity between a module module identity 110. Server 105 can use module identity
101 and an application server 171 through a server 105. string 904 to select a symmetric key 127 in order to decrypt
According to an exemplary embodiment, server 105 can 30 module encrypted data 403, since module identity string 904
function as a gateway between application server 171 and/or may preferably be not encrypted. Server 105 and module
application 171/ and a plurality of modules 101. 101 could use an algorithm within cryptographic algorithms
FIG. 9 141 in order to process a module identity string 904,
FIG. 9 is a simplified message flow diagram illustrating whereby the module identity string 904 can be converted
exemplary data transferred between (i) a server and an 35 between (i) a module identity 110 in a form such as a serial
application and between (ii) a server and a module, in number or IMEI within module 101 and/or server 102, and
accordance with exemplary embodiments. An application (ii) a module identity string 904 in a message 208 that can
server 171, a server 105, and a module 101 can send and traverse the Internet 107.
receive data illustrated in FIG. 9. Application server 171 can Message 208 as received by server 105 can also include
include application 171/ and use an Internet Protocol address 40 a server instruction 414 within a module encrypted data 403,
and port (IP:port) number 903 for sending and receiving data where the module encrypted data 403 could be ciphered
with server 105. Server 105 can include a server program using a symmetric key 127. The server instruction 414
101/ and a module controller 105x, where server program illustrated in FIG. 9 can be an exemplary “update” instruc-
101/ can access a first server IP:port number 901 for tion, where the “update” instruction can include a security
communicating with application server 171, and module 45 token 401 and sensor data 60454. Sensor data 6045 can
controller 105x can access a second server IP:port number include a sensor identity 151 and a sensor measurement.
207 for communication with module 101. In accordance Server instruction 414 within a message 208 could include
with a preferred exemplary embodiment, multiple modules many other values besides an update, including a registra-
101 can send data to server IP:port number 207, and thus tion, a query, an alarm or error notification, configuration
server 105 and/or a module controller 105x can use a single 50 request, software request, confirmation, or other values also

IP:port number 207 to communicate with a plurality of
modules 101. In addition, server 105 could specify that one
subset of modules 101 communicate with a first IP:port
number 207, and a second subset of modules 101 commu-
nicate with a second IP:port number 207, etc. In another
embodiment, server 105 could use multiple Internet Protocol
addresses for sending and receiving data with a module 101,
although a given module 101 can preferably send a message
208 to IP:port number 207 and receive a response 209 from

depicted and described in connection with a server instruc-
tion 414 in FIG. 4. Although message 208 is illustrated as a
UDP datagram 601c in FIG. 9, message 208 could also be
transmitted as a TCP datagram or other Internet transport
protocols including Datagram Congestion Control Protocol
(DCCP) and Stream Control Transmission Protocol (SCTP).
A security token 401 can comprise a random number 128a
processed by a random number generator 128 and can be
preferably not reused and therefore can keep message 208

the IP:port number 207, and a different module 101 could 60 unique and not subject to replay attacks. Since a UDP

use a different value for IP:port number 207, including protocol may be implemented for message 208, and the

potentially a different IP address 106. Module 101 can utilize connectionless UDP protocol may require a module 101 to

an IP:port number 204 for sending and receiving data with send retransmissions of a UDP datagram 601a for message

server 105. 208, if module 101 does not receive a response 209 within
As illustrated in FIG. 9, a symmetric firewall 104 could be 65 a specified timer period.

included between module 101 and server 105, and the of IP
addresses and port numbers in packets between server 105

According to an exemplary preferred embodiment, server
105 can include a timer 905, such that multiple UDP
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datagrams 601a received within the timer 905 period may be
processed, but datagrams received outside the expiration of
the timer 905 would be dropped. Note timer 905 can be
particularly useful for security of a system 100 when module
101 may transmit multiple copies of UDP datagram 601a.
Module 101 may transmit multiple copies of a UDP data-
gram 601a in order to implement forward error correction
and compensate for any packet loss on the Internet 107 or
possibly with wireless network 102. The UDP datagram
601a may also be sent as a UDP Lite datagram with channel
coding 406. Server 105 can start timer 905 when the first
UDP datagram 601« in message 208 is received, and discard
UDP datagrams 601a for message 208 after the timer 905
expires, such as after an exemplary 2 seconds although other
possibilities exist as well. In this manner (i) module 101 can
securely send multiple copies of the same UDP datagram
601a in message 208, and (ii) server 105 can remain robust
against replay attacks. Server 105 can also reset the timer
905 to a zero value upon sending response 209, and the timer
value 905 could start again upon the receipt of a first UPD
datagram 601a in the next message 208.

If the UDP Lite protocol is utilized for message 208 with
multiple copies of UDP Lite datagram 601a received, then
each UDP Lite datagram 601« could be different, depending
on the presence of bit errors in the datagram, and thus server
105 can use timer 905 to collect the multiple copies of UDP
Lite datagram 601« within the timer 905 period and process
the multiple packets received, including combining the data
across multiple packets, in order to eliminate bit errors
within the datagrams and collect an error-free message 208.

After receiving message 208, server 105 use the steps
outlined in FIG. 5a to process message 208 and read the
plaintext server instruction 414, such as the sensor data 6045
illustrated in FIG. 9. Other possibilities exist as well for
sensor data 6045 or values or information inside a server
instruction 414. Server 105 can then send or transmit a first
application message 701 to application server 171 that
includes data received from the server instruction 414 from
module 101 in message 208. The data received in the server
instruction 414 from module 101 could be included by
server 105 in an update instruction 704. An application 171/
operating within application server 171 or associated with
application server 171 could receive the first application
message 701. The first application message 701 could be
formatted according to a TCP datagram 902, although other
possibilities exist as well including UDP.

In accordance with an exemplary preferred embodiment,
the first application message 701 may include an update
instruction 704 with sensor data 6045, although update
instruction 704 could also contain or include other data
pertaining to module 101 besides sensor data 6045, such as
a state of a component with module 101, a state of a software
routine, variable, or parameter associated with module 101.
The first application message 701 sent from server 105 to
application server 171 could be a datagram within a secure
connection data transfer 802 as illustrated in FIG. 8. Sensor
data 6045 could be sent by server 105 using application
server public key 171w, such as either (i) mutually deriving
a common shared key 1295 between server 105 and appli-
cation 171 using a key derivation function 141/, where the
shared key 1295 could function as a symmetric key 127 with
a symmetric ciphering algorithm 1415, or (ii) server 105
sending a symmetric key 127 to application server 171 using
an asymmetric ciphering algorithm 1414 and the application
server public key 171w. Message 805 in FIG. 8 with the
label of “Client Key Exchange” can comprise server 105
sending a symmetric key 127 (or value or parameter 126 for
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deriving symmetric key 127) to application server 171,
where the symmetric key 127 can be used by server 105 to
encrypt update instruction 704 illustrated in FIG. 9.

In accordance with an exemplary preferred embodiment,
application message 701 may include (i) module identity
110 encrypted within secure connection data transfer 802
and also a server identity 206 that is not encrypted. In this
manner, application server 171 can use server identity 206 to
select a symmetric key 127 (possibly sent in message 805 as
described in the paragraph above) in order to decrypt the
encrypted data in update instruction 704. Although not
illustrated in FIG. 9, in accordance with another exemplary
embodiment, both a message 208 and the first application
message 701 may also include a module digital signature
405. Server 105 can forward the module digital signature
405 received in a message 208 with sensor data 6045 to the
application server 171 in the first application message 701
illustrated in FIG. 9. The module digital signature 405 in a
first application message 701 does not need to be encrypted.
The application server 171 can verify the module digital
signature 405 using step 411 of FIG. 4 (using a module
public key 111). In this manner, application 171 can verify
that module 101 originated the sensor data 6045, even
though application server 171 received the application mes-
sage 701 from server 105.

Application server 171 can receive the first application
message 701 sent by server 105 and process the message.
The message processing by application server 171 could use
steps similar or equivalent to the steps utilized by server 105
illustrated in FIG. 4, in order to extract a plaintext applica-
tion instruction 704. Although not illustrated in FIG. 9,
application 171i could record data received within applica-
tion instruction 704 and record the data in an application
database 171k. Application 171/ could use the data received
in application instruction 704 or a plurality of application
instructions 704 to generate reports, graphs, emails, or other
user information for a user 183.

Upon processing the information within application
instruction 704, application 171/ or application server 171
could send a second application message 701 to server 105,
as illustrated in FIG. 9. The second application message 701
could be sent using a secure connection data transfer 802,
and could include a module instruction 502 and a module
identity 110. The second application message 701 can use
the IP:port number 903 as a source IP:port number for the
second application message 701, where IP:port number 903
also represented a destination IP:port number for the first
application message 701. The second application message
701 can use the IP:port number 901 as the destination IP:port
number, where IP:port number 901 was the source port
number in the first application message 701. The module
instruction 502 within the second application message 701
can comprise could include an actuator setting 706. The
module instruction 502 within the second application mes-
sage 701 can comprise other data or module instructions 502
for a module 101 that do not include an actuator setting 706,
such as the exemplary data depicted and described in
connection with FIG. 5a.

Either server 105 or application server 171 could use the
application server public key 171w to process the second
application message 701. As one example, server 105 and/or
application server 171 could use a key derivation function
141f to derive a key, where key derivation function 141f
used application server public key 171w. The derived key
could be used to encrypt and/or decrypt the module instruc-
tion 502 in the second application message 701. Other
possibilities exists as well for the second application mes-
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sage 701 to use the application server public key 171w, such
as server 105 sending a symmetric key 127 (used to encrypt
and/or decrypt module instruction 502 in the second appli-
cation message 701), where they symmetric key 127 was
ciphered using the application server public key 171w
Server 105 can received the second application message
701, and the message could be received using an IP:port
number 901. Although an IPv4 address is shown in FIG. 9,
and IPv6 address could be utilized as well. Server 105 could

92

dormant period for module 101, and/or (ii) the presence of
a firewall 104. Thus, server 105 may need to (i) receive a
message 208 from module 101 (such as upon waking after
a sleep period after a firewall port binding timeout value 117
period since the last message 208) before (ii) sending a
module instruction 502. Consequently, according to a pre-
ferred exemplary embodiment, server 105 can use module
identity 110 received within an application message 701 to
determine (i) if server 105 should wait until a wait interval

decrypt a body 602, that contains module identity 110 and a 10 703 expires before sending response 209 (where the wait
module instruction 502, using algorithms specified accord- interval 703 can end upon receipt of a message 208 from a
ing to a secure connection data transfer 802. According to an module 101 with the module identity 110 received in the
exemplary embodiment, a secure connection data transfer application message 701) or (ii) if server 105 can send
802 between a server 105 and an application server 171 response 209 right away (such as a firewall port binding
could also comprise the steps for encrypting/decrypting and 15 timeout period 117 has not expired), where response 209
signing/verifying that are depicted and described in connec- includes the module instruction 502 received in the appli-
tion with FIG. 4 and FIG. 5a, and thus secure connection cation message 701.
data transfer 802 could also optionally use the same steps After (A) using module identity 110 received within
and procedures between server 105 and application server application message 701 to select values within a response
171 that are contemplated between server 105 and module 20 209 and timing for sending a response 209, then (B) server
101. As one example, the application message 701 packets 105 can send response 209 as illustrated in FIG. 9, where the
illustrated in FIG. 9 sent between server 105 and application specific response 209 in FIG. 9 is exemplary. Response 209
171 could be formatted to UDP and include a server can include a server encrypted data 504. Server encrypted
encrypted data 504. As depicted and described in FIG. 8, a data 504 can include module instruction 502. The exemplary
first set of parameters with cryptographic algorithms 141 25 response 209 illustrated in FIG. 9 includes an actuator
could be used with an application message 701 and a second setting 706 within module instruction 502, but other possi-
set of parameters 126 with cryptographic algorithms 141 bilities exist as well. Note that the use of server encrypted
could be used with server encrypted data 504 and/or module data 504 is optional within a response 209, and server 105
encrypted data 403. could send module instruction 502 as plaintext. However, in
After extracting a plaintext module instruction 502 and 30 this case of module instruction 502 being sent as plaintext,
module identity 110 from a body 602 in the second appli- server 105 can preferably include a server digital signature
cation message 701, server 105 can take steps to process the 506 such that module 101 can verify the server digital
data within a response 209 for module 101. Server 105 can signature 506 using the server public key 114 and confirm
record or query for information pertaining to module 101 the module instruction 502 was transmitted by server 105. In
using module identity 110 in a module database 105%. In 35 accordance with exemplary preferred embodiments, (i) a
accordance with exemplary embodiments, server 105 can message from module 101 to server 105 that does not
use module identity 110 received in the second application include a module encrypted data 403 preferably includes a
message 701 to select (i) a symmetric key 127 used by module digital signature 405, and (ii) a response 209,
module 101 for encrypting and/or decrypting a server message sent back, datagram, or packet from server 105 to
encrypted data 504 that can include the module instruction 40 module 101 that does not include a server encrypted data
502, (ii) a destination IP:port number 204 for sending a 504 preferably includes a server digital signature 506. If data
response 209, (iii) a source IP:port number 207 for sending is not encrypted within a packet and the packet includes
aresponse 209, (iv) a determination if a wait interval 703 is plaintext instructions such as a module instruction 502 or a
required before sending response 209, (v) a security token server instruction 414, then, in accordance with preferred
401, and (vi) a set of parameters 126 for use with a 45 exemplary embodiments, the receiving node can preferably
cryptographic algorithms 141 in communications with mod- verify the identity of a sender using a digital signature
ule 101. In one embodiment, different modules 101 con- included in the packet.
nected to server 105 may use different parameters 126, and Response 209 sent from server 105 to module 101 could
server 105 can select the parameters 126 using (i) the include a checksum 603. Since firewall 104 may comprise a
module identity 110 received in the second application 50 symmetric firewall 104 (that may not perform network
message and (ii) a module database 105k. Server 105 can address translation routing), the destination address within
also use module identity 110 received in the second appli- IP:port 204 in response 209 illustrated in FIG. 9 may match
cation message 701 to select (vii) a transport protocol for a the TP address 202 used by module 101. In this case, where
response 209, such as TCP, UDP, or UDP Light, and (viii) a the destination IP:port in response 209 includes IP address
channel coding 406 parameter such as a block code, turbo 55 202, a checksum 603 sent by server 105 can be equal to a
code, or forward error correction coding scheme. Server 105 checksum 603 received by module 101. In accordance with
can use module identity 110 received in application message exemplary embodiments, response 209 is transmitted or sent
701 to format and/or send a response 209 to module 101. by server 105 within a firewall port binding timeout value
According to a preferred exemplary embodiment, server 117 after message 208 was received by server 105. In other
105 may receive an application message 701 with data fora 60 words, if a firewall port binding timeout value 117 was equal
module 101 at arbitrary times. Server 105 could also receive to an exemplary 20 seconds for UDP packets, the response
an application message 701 at a time when a first application 209 illustrated in FIG. 9 would preferably be sent in less than
message 701 with module identity 110 has not (i) previously 20 seconds after receiving the last message 208.
been sent by server 105, (ii) or sent in a comparably long FIG. 10
time such as a day or a week. As noted previously, server 105 65 FIG. 10 is a flow chart illustrating exemplary steps for a

may not be able to send a module instruction 502 to module
101 at arbitrary times, because of either (i) a sleep or

server to receive a module instruction within an application
message, and for the server to send the module instruction
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to a module, in accordance with exemplary embodiments.
Since an application 171/ operating with an application
server 171 may utilize a different set of protocols for
communications than a module 101, server 105 can provide
connectivity between module 101 and application 171i. As
illustrated in FIG. 8 and FIG. 9 above, a server 105 can
receive an application message 701 from an application
server 171. The application server 171 and/or application
171i could be identified by the source IP address in an
application message 701 received by server 105. Application
message 701 could include encrypted data using a secure
connection data transfer 802, where a body 602 within a
packet could include a module instruction 502 and a module
identity 110. As illustrated in system 199 in FIG. 1, server
105 can support a network with a plurality of modules 101,
and thus a module identity 110 within an application mes-
sage 701 can be useful to (i) select the proper destination of
module instruction 502, and (ii) other values for sending a
response 209 to module 101 as depicted and described in
connection with FIG. 9 above.

At step 1001, server 105 can preferably utilize the pro-
tocol for the secure connection data transfer 802 (such as
TLS illustrated in FIG. 8) to extract the plaintext module
instruction 502 and module identity 110. Server 105 could
use a first symmetric key 127 with application server 171,
such as (i) a first symmetric key 127 derived or transmitted
with message 805 and (ii) a symmetric ciphering algorithm
1415b. After extracting plaintext from application message
701, server 105 can record the data in a module database
105%, or simply store the data for further processing in a
memory 101e. Although not depicted in FIG. 10, server 105
could use a message pre-processor 105y to send and receive
data with application server 171, where the message pre-
processor could comprise a program or library such as a TLS
library, and IPSec library, an SSH library, etc.

Server 105 can then wait for a wait interval 703, where
server 105 waits for an incoming message from module 101.
Server 105 may need to wait for the wait interval 703
because the module may sleep or be dormant, and also a
firewall 104 may block inbound packets or datagrams from
server 105 to module 101 if module 101 had not previously
sent a packet within a firewall port binding timeout value
117. After the wait interval 703, server 105 can use step 503
to encrypt module instruction 502 using a second symmetric
key 127 and a security token 401, where the second sym-
metric key 127 is different than the first symmetric key 127.
As illustrated in FIG. 54, the output of step 503 can be a
server encrypted data 504. Although step 503 is illustrated as
after wait interval 703 in FIG. 10, step 503 could also take
place either (i) before wait interval 503 or (ii) concurrently
with wait interval 703.

According to exemplary embodiments, a first symmetric
key 127 used by server 105 and application server 171 is
different than a second symmetric key 127 used by module
101 and server 105. In addition, according to an exemplary
embodiment, server 105 may use an RSA algorithm 153 for
asymmetric ciphering 141a in packets with application
server 171 and an ECC algorithm 154 for asymmetric
ciphering 141a in packets with a module 101. Thus, accord-
ing to an exemplary preferred embodiment, server 105 can
utilize (i) a first certificate 122 with an RSA-based server
public key 114 for use in communication with application
server 1717 and (ii) a second certificate 122 with an ECC-
based server public key 114 for use in communication with
a module 101. In an exemplary embodiment, the first
symmetric key 127 is associated with a first symmetric
ciphering algorithm 1415 between server 105 and applica-
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tion server 171, and the second symmetric key 127 is
associated with a second symmetric ciphering algorithm
1415 between server 105 and module 101, and the first and
second symmetric ciphering algorithms 1415 are different.
As depicted and described in connection with FIG. 8, the
first and second symmetric ciphering algorithms 1415 may
use different parameters 126, such as a first set of parameters
126 with the first symmetric ciphering algorithms 1415 and
a second set of parameters 126 with the second symmetric
ciphering algorithms 1415.

Server 105 can receive a message 208 from module 101,
where the module identity 110 or module identity string 904
in message 208 could represent a number or string associ-
ated with the module identity 110 in application message
701. Note that the exact string, number, or digits in module
identity 110 or module identity string 904 in message 208
does not need to match the exact string, number, or digits for
module identity 110 in application message 701, and the two
messages could use different encoding schemes or values for
module identity 110. As one example, module identity 110
in application message 701 could represent a serial number
for module 101, while module identity 110 in message 208
could represent a session identity. Other possibilities exist as
well for a string or number within a module identity 110.
Server 105 can preferably uniquely associate module iden-
tity 110 in an application message 701 with module identity
110 in a message 208.

After receiving message 208, server 105 can send the
server encrypted data 504 processed in step 503 above
within a response 209. A server encrypted data 504 within
response 209 could include the module instruction 502,
where module instruction 502 was received in the applica-
tion message 701. Note that module instruction 502 within
response 209 does not need to be the exact same string,
number, or binary digits as module instruction 502 received
by server 105 in application message 701. As one example,
application message 701 and response 209 could use differ-
ent coding schemes (such as ASN.1 for response 209, and
plaintext for application message 701, although other pos-
sibilities exist as well). As illustrated in FIG. 10, module
instruction 502 within an application message 701 can
preferably represent an equivalent action for module 101 as
a module instruction 502 within response 209. For example,
module instruction 502 in both application message 701 and
response 209 could instruct module 101 to (i) throw a
switch, (ii) sleep for an interval, (iii) adjust a power level,
and other possibilities exist as well. As described above in
FIG. 9, the use of encryption within response 209 could
optionally be omitted, but in this case response 209 may
include a server digital signature 506 with module instruc-
tion 502.

After sending response 209, at step 1002 the server 105
may preferably receive a confirmation from module 101 that
the module instruction 502 had been successfully received
and/or successfully applied. The confirmation could be
received in the format of a second message 208 from module
101 with a server instruction 414, where the server instruc-
tion 414 is a “confirmation”. Other data regarding the
execution of module instruction 502 by module 101 could be
included in the confirmation at step 1002, such as a time-
stamp 604a when the module instruction 502 was executed.
After receiving the confirmation from the module 101,
server 105 can preferably send a second application message
701 to an application server 171 and/or application 171 with
a confirmation 705. The confirmation 705 could be sent
using a secure connection data transfer 802. In accordance
with exemplary embodiments, the application message 701
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sent from server 105 to application server 171 in the form of
a confirmation 705 can include the timestamp 604a.

In an exemplary embodiment, the reliable and secure
transmission of timestamp 604a from module 101 to appli-
cation server 171 through server 105 may be useful for
proper management of a monitored unit 119. Due to any
sleep or dormant states of module 101, plus periodic outages
and recovery of wireless network 102, a first time value that
module 101 executes module instruction 502 may be sig-
nificantly different than a second time value that application
server 171 sent the module instruction 502. Consequently,
application server 171 may preferably receive a timestamp
604a sent by module 101 in an application message 701
from server 105, and the application message 701 could
comprise a confirmation 705.

Although not illustrated in FIG. 10, server 105 could then
continue listening on or monitoring (i) IP:port 901 for
additional incoming application messages 901 from appli-
cation server 171, and (ii) IP:port 207 for additional incom-
ing messages 208 from a module 101. Although not illus-
trated in FIG. 10, module instruction 502 may optionally be
encrypted such that server 105 may not be able to read
plaintext within module instruction 502, and in this case step
1001 illustrated in FIG. 10 would be bypassed. For example,

—

0

15

[ )

0

96

include a timestamp 6045, which the server 105 can send to
the application server 171. In this manner, the module 101
may receive instructions from the application server 171/
that are not encrypted by the server 105.

FIG. 11

FIG. 11 is a flow chart illustrating exemplary steps for a
server to communicate with an application and a module, in
accordance with exemplary embodiments. FIG. 11 includes
a combination of different exemplary embodiments contem-
plated in the present invention, including (i) receiving a first
module encrypted data 403 with a first sensor data 6045
from a module 101 using a first public key 111, (ii) sending
the first sensor data 6045 in a first application message 701,
(iii) sending a module instruction 502 for a module 101 to
derive a new public and private key pair using a set of
parameters 126, (iv) receiving a second module encrypted
data 403 with a second sensor data 6045 from module 101
using the second public key, and (iv) sending the second
sensor data 6045 in a second application message 701.

Server 105 can receive a first module public key 111 at
step 516. The first module public key 111 can be in a
message 208 that includes a module identity 110 and first
parameters 126, where the parameters can provide values
associated with the first module public key 111 such as an

module instruction 502 may be encrypted with the module 25 elliptic curve name or defining equation, a modulus for an
public key 111, and thus module instruction 502 may only RSA key, a time-to-live value, a certificate authority 118
reasonably be read by module 101. Even if module instruc- name, etc. According to an exemplary embodiment, a set of
tion 502 cannot be read in plaintext form by server 105 upon parameters 126 can include a module public key identity
receiving application message 701, module identity 110 1114, in addition to other values. Server 105 can receive the
within application message 701 would preferably be in a 30 first module public key 111 at step 516 in the form of a
form where server 105 can (i) process the module identity certificate 122, although a certificate 122 is not required.
110 into plaintext (as a minimum in order to route the Although not illustrated in FIG. 11, module public key 111
message to module 101 among a plurality of modules 101), could optionally be encrypted in a module encrypted data
or (ii) simply read the module identity 110 from a body 602 403, as depicted and described in connection with Step 1001
in the application message 701. 35 of FIG. 10 in U.S. patent application Ser. No. 14/039,401. In

In this embodiment where step 1001 is omitted in FIG. 10, addition, the submission of the first module public key 111
the application server 171 can use a module public key 111 at step 516 could be authenticated using step 517 of FIG. 55
and an asymmetric ciphering algorithm 141a to encrypt the of the present invention. In this manner, server 105 can
module instruction 502 shown in the body 602 of the ensure that the first module public key 111 is properly
application message 701 illustrated in FIG. 9. The applica- 40 associated with module identity 110 and/or module 101 (i.e.
tion server 171 can also include a digital signature of the prevent an incorrect submission of the first module public
module instruction 502 using the application server private key 111 or even the potential malicious submission of the
key 171¢ and a digital signature algorithms 141d. The first module public key 111). In accordance with a preferred
encrypted module instruction 502, module identity 110, and exemplary embodiment, the first message 208 received at
digital signature can be sent to the server 105 in an appli- 45 step 516 can also include a module public key identity 111a,
cation message 701 using the first step shown in FIG. 10. so that server 105 can properly keep track of multiple
The application message 701 can also include an identity of different module public keys 111 used by a module 101 over
the application server. time, such as module 101 periodically rotating public/

Continuing in this embodiment where step 1001 is omit- private key pairs in order to enhance security.
ted in FIG. 10, the server 105 can then use the waiting 50 At step 1101, server 105 can receive a second message
interval 703 until a message 208 is received from a module 208 that includes a first module encrypted data 403, where
101. In this case where step 1001 is omitted in FIG. 10, then the first module encrypted data 403 was processed by server
step 503 can also be omitted since the module instruction 105 using the first module public key 111 and first set of
502 is already encrypted with the module public key 111 (by parameters 126 received in step 516. In accordance with an
the application server 171). After skipping step 503 and 55 exemplary preferred embodiment, server 105 can use the
receiving the message 208, the server 105 can then send the first module public key 111 to process the first module
encrypted module instruction 502 and digital signature encrypted data 403 by (i) mutually deriving a common
(signed by the application server 171) to the module 101 in shared secret key 1295 as a symmetric key 127 for use
a response 209, as shown in FIG. 10. The module 101 can between server 105 and module 101 using a key derivation
read receive the response 209, read the identity of the 60 function 141f with the first module public key 111 as an

application server, select a public key 171w of the applica-
tion server 171, verify the digital signature of the module
instruction 502, and decrypt the module instruction 502
using the module private key 112 and an asymmetric cipher-
ing algorithms 141a. The module 101 can then apply the
module instruction 502 and send a message 208 with a
confirmation at step 1002. The confirmation at step 1002 can

=N
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input into the key derivation function 141f, and (ii) server
105 sending a symmetric key 127 to module 101 where (ii.a)
the symmetric key 127 was ciphered using an asymmetric
ciphering algorithm 141a and the first module public key
111 and (ii.b) the first module encrypted data 403 was
ciphered using the symmetric key 127. Note that the second
message 208 could be optionally sent without ciphering or
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encryption, and in this case the second message 208 could
use the first module public key 111 to include a module
digital signature 405 in the second message 208. The second
message 208 can include a sensor data 6045 or other server
instruction 414. According to an exemplary embodiment, the
second message 208 may also preferably include a module
identity 110 or a module identity string 904 outside of the
module encrypted data 403, so that server 105 can select the
proper key in order to decrypt the module encrypted data

98

quently sent or received the symmetric key 127 with module
101 after the module digital signature 405 was verified using
the first module public key 111. Alternatively, server 105
could have sent the symmetric key 127 to module 101 in a
response 209 using an asymmetric ciphering algorithm 141a
and the first module public key 111. Although not illustrated
in FIG. 11, in a different but related embodiment to FIG. 11,
step 506 can be substituted for step 503, such that module
instruction 502 and/or second parameters 126 are not

403. 10 encrypted but rather a server digital signature 506 processed
At step 1102, server 105 can use an application message for inclusion in a response at step 1104 below.
701 to send the sensor data 6045 from a sensor 101/ with At step 1104, server 105 can then send a response 209 that
module 101 to an application server 171 and/or an applica- includes the module instruction 502 and second parameters
tion 171i. As illustrated in FIG. 8 and FIG. 9, the application 126, where the module instruction 502 could be included in
message 701 can use a secure connection data transfer 802, 15 a server encrypted data 504. The response 209 could be
and could comprise an update instruction 704. The applica- formatted according to the exemplary response 209 illus-
tion message 701 can include both a module identity 101 and trated in FIG. 6a, where the response 209 can include a
a server identity 206, and the server identity 206 can be module instruction 502 for the module 101 to derive a new
useful for application server 171 since the application server key pair. The response 209 could be to (i) the second
171 could receive a plurality of application messages 701 20 message 208 received at step 1101, or (ii) a subsequent
from a plurality of servers 105, each using a different key for message 208 received by server 105 after the second mes-
ciphering. Although not illustrated in FIG. 11, steps 1101 sage 208 received in step 1101 and not shown in FIG. 11.
and 1102 could be completed in series multiple times before The response 209 at step 1104 can also include a second set
proceeding to step 1103, such as module 101 sending of parameters 126 and a security token 401. As contemplated
multiple messages 208 with sensor data 6045 over several 25 herein, the terms “parameters” and “set of parameters” may
days or longer, and server 105 can correspondingly send the be considered equivalent. If response 209 at step 1104 does
data to an application server 171. not include a server encrypted data 504, then response 209
At step 1103, server 105 can process a module instruction at step 1104 may preferably include a server digital signature
502 for module 101 to derive a second module public key 506.
111 and a second private key 112. Potential reasons for the 30 The second set of parameters 126 at step 1104 could be
use of a new public and private key by module 101 are related to the first set of parameters 126 at step 516 illus-
described in connection with FIG. 55 and elsewhere herein, trated in FIG. 11, or may be different. As one example, a
and could include the expiration the validity of a certificate second set of parameters 126 could include a different
122 with the first module public key 111 among many expiration date or time-to-live value for a new module
possible reasons. Although server 105 is illustrated as pro- 35 public key 111. The second set of parameters 126 could
cessing the module instruction 502 at steps 1103, an appli- include a new elliptic curve name or values for a defining
cation server 171 or another server associated with M2M equation, including a new elliptic curve for a cryptographic
service provider 108 or module provider 109 could send a algorithms 141 to be utilized by module 101. Thus, accord-
signal to server 105 for module 101 to derive new keys, and ing to a preferred exemplary embodiment, a set of param-
server 105 could then send module 101 a module instruction 40 eters 126 sent to a module in a response 209 can include
502 to derive new keys at step 1103. In an exemplary values for an elliptic curve defining equation. In this manner,
embodiment, any module instructions 502 originated outside module 101 and server 105 can utilize an elliptic curve for
server 105 in a system 100 illustrated in FIG. 1 may an ECC algorithms 154 that is different than an ECC
preferably be sent to server 105 before sending to module standard curve 138. For example, module 101 and server
101, since other servers besides server 105 in a system 100 45 105 may prefer to use an elliptic curve for ECC algorithms
illustrated in FIG. 1 would not normally be able to send a 154 that is different than defined curves in standards such the
packet to module 101 due to the presence of firewall 104. In list of curve names in section 5.1.1 of IETF RFC 4492
accordance with an exemplary preferred embodiment, (i) entitled “Elliptic Curve Cryptography (ECC) Cipher Suites
module 101 may only receive a module instruction 502 from for Transport Layer Security (TLS)”, and other related
a server 105, where server 105 had previously received a 50 curves such as defined curves published by NIST.
message 208, (ii) before module 101 receives the module One benefit of utilizing a non-standard elliptic curve
instruction 502. Further, module 101 may only receive a (where the curve can be defined using a ECC parameters 137
module instruction 502 both (i) after sending a message 208 in a parameters 126) is that security can be increased, since
and (ii) before the expiration of a firewall port binding attempts to break encryption with standard elliptic curves
timeout value 117 after sending the message 208. 55 could not be readily applied to non-standard elliptic curves
Server 105 can then use step 503 illustrated in FIG. 5a to used in an ECC algorithm 154 (i.e. rainbow tables and the
encrypt (i) the module instruction 502 and (ii) the second like generated for one elliptic curve would not normally be
parameters 126 in a server encrypted data 504, where the applicable for a sufficiently different elliptic curve). In
module instruction 502 comprises an instruction for module accordance with a preferred exemplary embodiment, at step
101 to derive a new pair of keys. Server 105 can use a 60 1104 the second set of parameters 126, which can include
symmetric key 127 and a symmetric ciphering algorithm values for a defining equation and/or ECC parameters 137,
1415 to encrypt the module instruction 502 and second can be sent to a module 101 in a response 209, where the
parameters 126. The symmetric key 127 used in step 503 parameters 126 are within a server encrypted data 504. The
illustrated in FIG. 11 could be processed using the first security of a system 100 can be increased by keeping
module public key 111, where server 105 had (i) verified the 65 confidential the elliptic curve used in an ECC algorithm 154.

identity of module 101 using a module digital signature 405
using the first module public key 111, and then (ii) subse-

By sending ECC parameters 137 (possibly within the second
set of parameters 126) in a server encrypted data 504 in a

NWO EX2003
Samsung v Network-1, [PR2026-00117
Page 72 of 74



US 11,606,204 B2

99

response 209, where ECC parameters 137 include values for
a different elliptic curve for module 101 to utilize in a
cryptographic algorithms, the security of a system 100 can
be further increased since the underlying elliptic curves used
with public and private keys can change over time.
Module 101 can receive the response 209 sent in step
1104 with the module instruction 502 instructing module
101 to derive a new key pair using the second set of
parameters 126. Note the second set of parameters 126 could

100

application 171, were the second application message could
include the sensor data 604 received in step 1105 and the
module identity 110. Server 105 can utilize a secure con-
nection data transfer 802 to send the sensor data 6045 and
the module identity 110 received in step 1106. In an exem-
plary embodiment, the keys used for a secure connection
data transfer 802 at step 1107 could be the same as used in
the secure connection data transfer 802 at step 1102. In this
manner, server 105 can support a change in public and

be omitted in the response 209 sent in step 1104 and in this 10 private keys for module 101, while no change in public and
case module 101 can use the first set of parameters from step private keys are required for application server 171 and/or
516 illustrated in FIG. 11. Module 101 can decrypt the server application 171i. Further, application 171/ may require a
encrypted data 504 in a response 209 using a symmetric key valid certificate 122 for server 105, while server 105 may not
127 and/or the first module public key 111 sent in the first require a certificate 122 for each module 101. Although not
message at step 516 shown in FIG. 11. At step 515, module 15 illustrated in FIG. 11, steps 1106 and 1107 could repeat in
101 can derive the new key pair using the second set of sequence as server 105 continues to receive additional
parameters 126. As depicted and described in connection messages 208 from module 101 over time, and server 105
with FIG. 55, module 101 can use the second set of could continue to update application server 171 and/or
parameters 126, cryptographic algorithms 141, a key pair application 171/ by sending additional application messages
generation algorithms 141e, and a random number generator 20 701. Application 171/ can use the plurality of sensor data
128 to derive a second module public key 111 and a second 6045 received in FIG. 11 to update an application database
module private key 112. The random number generator 128 171k and information presented to a user 183 though a web
could use input from a sensor 101f; radio 101z, and other portal 171;.

hardware in order to input “noisy” data into a seed 129 used

by random number generator 128, including using a module 25 CONCLUSION

random seed file 139.

At step 1105, server 105 can receive the second module Various exemplary embodiments have been described
public key 111 from module 101 in a third message 208. The above. Those skilled in the art will understand, however, that
third message 208 could include a module identity 110, and changes and modifications may be made to those examples
the second module public key 112 could be authenticated by 30 without departing from the scope of the claims.
server 105 using step 517 depicted and described in con- What is claimed is:
nection with FIG. 56 above. Note that the third message 208 1. A mobile device comprising:
may also preferably include a module public key identity (a) at least one processor; and
111a, so that server 105 can properly track and identify (b) at least one computer-readable medium operatively
which of a plurality of module public keys 111 may be used. 35 connected to the at least one processor and having
Module public key identity 111a and module public key 111 stored thereon instructions that, when executed by the
could be received by server 105 in the form of a certificate at least one processor, cause the mobile device to
122, although the use of a certificate 122 is not required. perform a method of authentication with a wireless
Server 105 can authenticate the second module public key network, the method comprising:

111 at step 1105 using the first module public key 111 40 (1) storing a server public key, a module identity,
received in step 516 in FIG. 11. In one embodiment, the cryptographic algorithms, and a pre-shared secret
second module public key 111 could be authenticated by key, wherein the module identity comprises a per-
server 105, where the third message included a module manent identifier for the mobile device and the
digital signature 405 that module 101 processed using the cryptographic algorithms includes a symmetric
first module private key 112. Server 105 could use the first 45 ciphering algorithm;

module public key 111 and the first set of parameters 126 (2) deriving a module private key and a corresponding
received in (or used with) step 516 of FIG. 11 to verify the module public key using the cryptographic algo-
module digital signature 405. In this manner, the second rithms;

module public key 111 could be authenticated with or after (3) deriving a symmetric ciphering key using (i) an
step 1105 by server 105. 50 elliptic curve integrated encryption scheme with the

Upon receiving and authenticating the second module server public key and the module private key and (ii)
public key 111, server 105 can record the second module an American National Standards Institute standard
public key 111 in a module database 105k or store the key X-9.63 key derivation function;
in other memory. After recording the second module public (4) generating a module encrypted data using the
key 111, at step 1106 server 105 can receive a fourth 55 symmetric ciphering key and the symmetric cipher-
message 208 that includes (i) a module identity, and (ii) a ing algorithm, wherein the module encrypted data
second module encrypted data 403, where the second mod- includes the module identity;
ule encrypted data 403 may be encrypted using the second (5) sending a message to a server for the wireless
module public key 111 received at step 1105. The second network, the message comprising the module
module encrypted data 403 could include second sensor data 60 encrypted data and the module public key, wherein
6045 or other data as well. Server 105 can decrypt the the server mutually derives the symmetric ciphering
second module encrypted data 403 in order to extract the key using at least the module public key, and wherein
plaintext sensor data 6045, or other data for a server 105 or the wireless network selects the pre-shared secret
application 1714, including a server instruction 414 different key for the mobile device using the module identity;
than an “update” message. 65 and

At step 1107, server 105 can then send a second appli-
cation message 701 to an application server 171 and/or

(6) authenticating with the wireless network using a
message digest with the pre-shared secret key.
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2. The mobile device of claim 1, wherein the message
further comprises a module identity string, the module
identity string comprising a temporary identification for the
mobile device.

3. The mobile device of claim 1, wherein the pre-shared
secret key comprises a key K, wherein the mobile device and
the wireless network mutually derive a response from (i) a
random value and (ii) the key K, and wherein the mobile
device receives the random value from the wireless network.

4. The mobile device of claim 1, wherein, in step (1), the
pre-shared secret key is stored within a subscriber identity
module card, the pre-shared secret key comprising a key K.

5. The mobile device of claim 1, wherein, in step (1), the
pre-shared secret key is stored before the mobile device
communicates with the wireless network.

6. The mobile device of claim 1, further comprising, in
step (1), storing parameters for the cryptographic algo-
rithms, the parameters comprising a standard curve for
elliptic curve cryptography, and wherein, in step (2), the
module public key and the module private key are derived
using the standard curve.

7. The mobile device of claim 6, wherein, in step (5), the
message further comprises the parameters for the crypto-
graphic algorithms, and wherein the server mutually derives
the symmetric ciphering key using at least the module public
key and the parameters for the cryptographic algorithms.

8. The mobile device of claim 1, wherein the mobile
device receives the pre-shared secret key via a wireless
802.11 connection to a web portal after a user for the mobile
device submits a pre-shared secret key code for the mobile
device to the web portal.

9. The mobile device of claim 1, further comprising, in
step (2), deriving (i) the module private key from a random
number generator and (ii) the module public key from a key
pair generation algorithm, wherein the module private key
comprises a random number.

20

30
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10. The mobile device of claim 9, wherein the random
number generator is configured to generate the random
number from a seed value, and wherein the seed value
comprises data from at least one of a sensor and a radio for
the mobile device.

11. The mobile device of claim 1, wherein, in step (1), the
server public key is stored in a nonvolatile memory of the
mobile device.

12. The mobile device of claim 1, wherein the server
comprises a plurality of computers, wherein the plurality
includes at least one sub-server and at least one database.

13. The mobile device of claim 1, wherein the server
comprises at least one virtualized server operating on at least
one computer.

14. The mobile device of claim 1, wherein the wireless
network includes the server.

15. The mobile device of claim 1, wherein, in step (1), the
module identity is stored in a read-only nonvolatile memory
address, wherein the mobile device designates the read-only
nonvolatile memory address as read-only for a time interval.

16. The mobile device of claim 1, wherein the wireless
network comprises at least one base station communicating
with a 3 GPP wireless technology.

17. The mobile device of claim 1, wherein the message
comprises a single user datagram protocol packet.

18. The mobile device of claim 1, wherein the symmetric
ciphering algorithm comprises an Advanced Encryption
Standard algorithm and has a length of 128 bits.

19. The mobile device of claim 1, wherein the module
identity comprises a number for an international mobile
subscriber identity number.

20. The mobile device of claim 1, wherein the mobile
device comprises a smartphone.

% % k%
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