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ARRANGING DATA CIPHERING IN A 
WIRELESS TELECOMMUNICATION 

SYSTEM 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATIONS 

[0001] This application is a continuation of US. applica 
tion Ser. No. 12/098,835, ?led Apr. 7, 2008, which is a con 
tinuation of US. application Ser. No. 09/896399, ?led Jun. 
29, 2001 (now US. Pat. No. 7,356,145), which claims prior 
ity to Finland Application 20001567, ?led Jun. 30, 2000, all 
of which are incorporated herein by reference in their entirety. 

BACKGROUND 

[0002] The disclosure relates to arranging data ciphering in 
wireless telecommunication systems and particularly in 
Wireless Local Area Networks WLAN. 
[0003] Recently various wireless local area networks have 
become common in addition to Public Land Mobile Net 
works PLMN. Such wireless local area networks include for 
example networks based on IEEE802.1 1 standard. Particular 
attention has been paid to the safety of IEEE802. 11 networks 
by producing a Wired Equivalent Privacy WEP function. The 
WEP describes traf?c ciphering on layer 2 (MAC) between a 
terminal and an access point supporting IEEE802.11 stan 
dard. The WEP is a symmetrical algorithm, in which the same 
ciphering key is used for enciphering and deciphering data. 
[0004] However, a problem in some wireless telecommu 
nication networks, such as IEEE802.11 WLAN networks, is 
that the ciphering keys used for ciphering tra?ic must be 
stored in advance in the terminal and access point. If the 
network does not have the same key as the terminal, then the 
data between the network and the terminal cannot be 
ciphered. To add different ciphering keys is dif?cult, and a 
safe data transmission cannot always be offered for terminals 
moving in different networks. 

BRIEF DESCRIPTION 

[0005] It is an object of the invention to provide a new 
method for creating the keys to be used in ciphering for a 
wireless local area network and for employing them so as to 
avoid the above problems. The objects of the invention are 
achieved with a method, a system, a terminal and an access 
point, characterized in what is disclosed in the independent 
claims. The preferred embodiments of the invention are dis 
closed in the dependent claims. 
[0006] The invention is based on the idea that a so-called 
second ciphering key is calculated in the terminal and in the 
public land mobile network on the basis of at least one so 
called ?rst ciphering key according to the public land mobile 
network. The second ciphering key is sent from the mobile 
network to the wireless local area network. The data between 
the terminal and the network is enciphered and deciphered in 
the terminal and in the wireless local area network using the 
second ciphering key. 
[0007] This provides the advantage that in the wireless 
local area network the mobile network and the identity mod 
ule offered thereby can be utiliZed for calculating the cipher 
ing key to be used. The wireless local area network can 
dynamically be offered a ciphering key for mobile terminals 
when the terminal is establishing a connection. In such a case 
the ciphering key need not be stored in the wireless local area 
network in advance. 
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[0008] According to a preferred embodiment of the inven 
tion at least one authentication response according to the 
mobile network is calculated in the terminal and in the mobile 
network on the basis of at least one challenge code and a 
ciphering key. A check response is calculated in the terminal 
on the basis of at least one authentication response and the 
?rst ciphering key. The check response is sent to the mobile 
network. The check response is calculated in the mobile net 
work on the basis of at least one authentication response and 
at least one ?rst ciphering key. The check response sent by the 
terminal is compared with the check response calculated by 
the mobile network. The second ciphering key is sent from the 
mobile network to the wireless local area network, if the 
check response sent by the terminal and calculated by the 
mobile network correspond with one another. This embodi 
ment provides the advantage that a subscriber (identity mod 
ule) can be reliably authenticated in the mobile network. 
Consequently a data transmission connection and data 
ciphering can be allowed only for the authenticated terminals 
in the wireless local area networks. 
[0009] In accordance with another preferred embodiment 
of the invention, a protection code is sent from the terminal to 
the mobile network. The mobile network calculates a check 
sum using the protection code and at least one ?rst ciphering 
key. The check sum is sent to the terminal to be checked. The 
second ciphering key is calculated in the terminal if the 
received check sum is correct. This has the advantage that the 
reliability of the mobile network is ensured in the terminal, 
meaning that the terminal knows whether the mobile network 
possesses the secret key associated with the identity module. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] In the following the invention will be described in 
greater detail in connection with the preferred embodiments 
with reference to the accompanying drawings, in which 
[0011] FIG. 1 is a block diagram showing a wireless tele 
communication system according to a preferred embodiment, 
[0012] FIG. 2 is a signalling diagram showing the authen 
tication and the calculation of a ciphering key according to a 
preferred embodiment, 
[0013] FIG. 3 illustrates the arrangement of ciphering 
between a terminal and an access point according to a pre 

ferred embodiment, 
[0014] FIG. 4 illustrates ciphering means for enciphering 
data, and 
[0015] FIG. 5 illustrates ciphering means for deciphering 
data. 

DETAILED DESCRIPTION OF THE INVENTION 

[0016] The invention can be applied in any wireless tele 
communication system comprising a wireless local area net 
work and a public land mobile network. FIG. 1 shows a 
telecommunication system according to a preferred embodi 
ment of the invention. The system comprises a mobile termi 
nal MT, a WLAN network WLAN according to IEEE802.11 
standard and a public land mobile network, in this embodi 
ment a GSM network GSMNW. The invention can, however, 
also be applied in other networks: the wireless local area 
network may, for example, be a network according to BRAN 
standards (Broadband Radio Access Network). BRAN stan 
dards comprise HIPERLAN standards (High Performance 
Radio Local Area Network) of type 1 and 2, HIPERACCESS 
and HIPERLINK standards. The mobile network is not either 
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limited to the GSM network but the invention can also be 
applied for instance in a UMTS network (Universal Mobile 
Telecommunications System). 
[0017] A WLAN network operator, WISP (Wireless Inter 
net Service Provider) offers wireless IP-based services in 
accordance with a preferred embodiment so that the terminals 
MT are able to move in different typically highly loaded hot 
spots, such as hotels, airports etc. The WLAN network 
WLAN comprises WLAN access points AP offering a wire 
less connection for several terminals MT. IEEE802.ll stan 
dard determines the physical layer and MAC layer protocols 
for data transmission over the radio interface. Infrared or two 

spread spectrum techniques (Direct Sequence Spread Spec 
trum DSSS, Frequency Hopping Spread Spectrum FHSS) can 
be used in data transmission. Both spread spectrum tech 
niques employ e.g. 2.4 gigaher‘tZ frequency bands. In accor 
dance with IEEE802.1 1 standard a so-called CSMA/CA 
technique (Carrier Sense Multiple Access with Collision 
Avoidance) is used on the MAC layer. 
[0018] A Subscriber Identity Module SIM, which is spe 
ci?c for the GSM network, is connected to the terminal equip 
ment TE of the terminal MT, meaning that the terminal MT 
comprises both the TE and the SIM. Different identity mod 
ules can be used in the terminal MT depending on the mobile 
network; the UMTS network, for example, employs an iden 
tity module USIM (U MTS Subscriber Identity Module). The 
SIM is typically stored on an IC card (Integrated Circuit), 
which can be changed from one equipment TE to another. The 
SIM is provided by the mobile network GSMNW operator, 
and data concerning the SIM is stored in the mobile network 
GSMNW. The SIM comprises an International Mobile Sub 
scriber Identity IMSI which represents the subscriber in the 
network, thus operating as an identi?er of the terminal MT. 
The terminal equipment TE of the terminal MT may also 
include a speci?c International Mobile Equipment Identity 
IMEI, which is not really relevant for the invention. The SIM 
also comprises a secret key Ki, an algorithm A8 for forming a 
ciphering key Kc and an algorithm A3 for forming an authen 
tication response SRES (Signed Response). 
[0019] The MT comprises control means CM for control 
ling the operation of the MT and the communication between 
the MT and the wireless local area network WLAN by utiliZ 
ing the memory M. The control means CM calculate, among 
other things, the second ciphering key in the MT as will be 
described below. By means of card reading means (not 
shown) included in the MT, the CM may utiliZe the subscriber 
identity module SIM and the data therein. The MT also com 
prises a transceiver TxRx for communicating with at least the 
access point AP of the network WLAN. The MT may be, for 
example, a portable computer with a WLAN adapter card 
comprising an IC card, a smart card or the like. The terminal 
MT may also comprise a GSM mobile station part for com 
municating with the GSM network. 
[0020] The WLAN terminals MT may form a so-called ad 
hoc network simply by establishing a connection with 
another mobile terminal. What are known as infrastructure 
networks are formed by establishing connections between the 
access points AP and the terminals MT. The access points AP 
offer network connections to the terminals MT, thus forming 
a so-called Extended Service Set ESS. The access points AP 
control at least the allocation of transmission times, data 
reception, buffering and the transmission between the termi 
nal MT and the network WLAN. The access points AP may 
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form sub-networks. A logical WLAN network WLAN may, 
in turn, comprise one or more sub-networks. 

[0021] The WLAN network WLAN may also offer a con 
nection through a gateway to other networks, such as the 
Internet. The connection to other networks can be arranged 
from the network WLAN through a Public Access Controller 
PAC. The PAC is an entity of the network WLAN that controls 
the access to the Internet services, for example. In accordance 
with a preferred embodiment it allocates an IP address to the 
terminal MT and allows a connection to be established to the 
Internet only if the terminal MT can be authenticated. Typi 
cally the WLAN network NW also comprises other servers, 
such as a Dynamic Host Con?guration Protocol DHCP server 
which allocates IP addresses in the network WLAN. 

[0022] The mobile network GSMNW comprises one or 
more Mobile Switching Centers MSC/V LR typically com 
prising a Visitor Location Register VLR and/or GPRS oper 
ating nodes SGSN (Serving (General Packet Radio Service) 
Support Nodes). The mobile network GSMNW also com 
prises a GSM/GPRS Authentication and Billing Gateway 
GAGW, which is connected to the Internet. The GAGW is an 
entity in the mobile network GSMNW offering authentica 
tion services of mobile subscribers to the WLAN networks 
WLAN and preferably also collects billing information. 
Hence, the subscriber data and the authentication services of 
the mobile network GSMNW can be used for serving the 
terminals MT comprising the identity module SIM in the 
WLAN network WLAN. The terminal MT user does not need 
to have a pre-agreed agreement with the operator of the 
WLAN network WLAN. A visiting terminal MT may use the 
identity module SIM and the mobile network GSMNW for 
implementing authentication and billing when visiting the 
network WLAN. In such a case the wireless connection 
offered by the network WLAN can be billed through the 
GAGW of the mobile network GSMNW. The WLAN opera 
tor may later compensate the mobile operator for the use of 
the network. 

[0023] As is known from the GSM system, the home net 
work of the subscriber with the identity module SIM com 
prises subscriber data which is stored in the GSM Home 
Location Register HLR. The entity PAC in the WLAN net 
work WLAN sends authentication and billing data to the 
gateway GAGW. The GAGW may use known GSM signal 
ling for requesting authentication data for the identity module 
SIM, and perform the authentication and the calculation of 
the ciphering key as will be describedbelow. If the SIM can be 
authenticated, the PAC may offer a connection to the Internet 
or to other parts of the network WLAN. The PAC may also use 
other methods than the SIM-based authentication for identi 
fying the terminal MT, such as the identi?cation of the pass 
word. 

[0024] The PAC may transmit user data between the Inter 
net and the terminal MT. The interfaces between the terminal 
MT and the controller PAC and between the PAC and the 
GAGW are IP-based in accordance with a preferred embodi 
ment of the invention. It should be noted that also other 
techniques than the IP can be used. In contrast to FIG. 1, the 
Internet is not necessarily needed between the PAC and the 
GAGW, even if the IP protocol is used. From now on it is 
assumed that the IP is used, in which case the MT, the PAC 
and the GAGW are identi?ed using the IP addresses thereof. 
The interface between the gateway GAGW and the mobile 
network GSMNW depends on the implementation, for 
example, when the mobile network is a UMTS network, said 
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interface may be different in comparison with the GSM net 
work. The gateway GAGW covers the infrastructure of the 
mobile network GSMNW from the PAC. Therefore, the inter 
face between the PAC and the GAGW remains the same 
irrespective of the mobile network GSMNW. 
[0025] FIG. 2 shows the essential functions according to a 
preferred embodiment of the invention for authenticating the 
terminal MT and for calculating a ciphering key. The terminal 
MT is offered an identi?er IMSI and a secret key Ki by the 
subscriber identity application SIM included therein. The 
authentication process of the terminal MT is typically trig 
gered when the MT starts setting up a connection 201 (Con 
nection setup) with the WLAN network WLAN. Then the MT 
is provided with an IP address through a DHCP server (Dy 
namic Host Con?guration Protocol). Before the terminal MT 
is allowed to establish a connection with other networks than 
the network WLAN, the authentication must be performed in 
an acceptable manner. 

[0026] The MT requests 202 (IMSI request) the identity 
module SIM for the IMSI identi?er and the SIM returns 203 
the IMSI identi?er. The MT sends 204 the authentication 
starting request (MT_PAC_AUTHSTART_REQ) which 
preferably comprises a Network Access Identi?er NAI. The 
NAI comprises the IMSI identi?er obtained from the identity 
module SIM. The NAI may be presented, for example, in the 
form l2345@GSM.org, where 12345 is the IMSI identi?er 
and GSM.org is the domain name of the mobile network, 
which has conveyed the identity module SIM. The request 
204 is preferably sent in ciphered form to the PAC using the 
Dif?e-Hellman algorithm, for example. The MT preferably 
also sends a speci?c protection code MT_RAND in the 
request 204, said code typically being a challenge code. 
Using the protection code MT_RAND the MT may later be 
ensured that the party conveying the GSM triplets actually has 
access to the secret key Ki, which is to be maintained in the 
GSM home network of the subscriber. However, the use of the 
protection code is not obligatory. 
[0027] The PAC deciphers the request 204 if needed and 
sends 205 the GAGW a request (PAC_GAGW_AUTHSTAR 
T_REQ) based on the domain part of the network identi?er 
NAI for authenticating the identity module SIM according to 
the IMSI identi?er. This message comprises the network 
identi?er NAI and the protection code MT RAND sent by the 
terminal MT. 

[0028] The GAGW requests 206 (Send Parameters) at least 
one triplet from the mobile network GSMNW. This can be 
arranged so that the GAGW transmits the request to the near 
est mobile services switching center MSC/VLR (or to the 
operation node SGSN). The MSC/V LR checks the IMSI 
identi?er and sends a request to the home location register 
HLR of the network possessing the identity module SIM, the 
HLR typically comprising anAuthentication Center AuC (the 
GSMNW AuC in the Figure). In the ?rst calculation means 
included in the mobile network GSMNW, ie when the GSM 
network is concerned, the authentication center AuC forms 
207 (Calculate Kc(s)) one or more GSM triplets (RAND, 
SRES, Kc) in a known manner using the secret key Ki accord 
ing to the IMSI identi?er. A GSM triplet comprises a chal 
lenge code, ie a random number, RAND, an authentication 
response SRES formed on the basis of the RAND and a secret 
key Ki using an algorithm A3, and a ?rst ciphering key Kc 
formed on the basis of the RAND and the secret key Ki using 
an algorithm A8. The HLR sends the triplet to the MSC/V LR 
which forwards the triplet to the GAGW 208 (Send_Param 
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eters_Result). The mobile network GSMNW can also send 
several triplets, whereby the GAGW preferably selects one 
and stores the other triplets for later use. 

[0029] The GAGW preferably also calculates 209 (Calcu 
late SIGNrand) a check sum or a message authentication code 
SIGNrand using the protection code MT_RAND sent by the 
terminal MT and the Kc. The SIGNrand is a cryptographic 
check sum which allows to ensure that the data sent actually 
originates from the entity having a connection with the secret 
key Ki in the mobile network GSMNW. 
[0030] The GAGW sends 210 the PAC an acknowledgment 
message of the authentication request GAGW_PAC_AUTH 
START_RESP comprising one or more challenge codes 
RAND for the terminal MT and preferably also a check sum 
SIGNrand. This message may also include data associated 
with billing. The message can also be ciphered using the 
protection code MT-RAND. The PAC sends 211 the terminal 
MT an acknowledgment message of the authentication 
request PAC MT_AUTHSTART_RESP comprising at least 
one challenge code RAND and preferably the check sum 
SIGNrand. 
[0031] The terminal MT feeds 212 the challenge code/ s 
RAND into the identity module SIM. The SIM calculates 213 
(Calculate Kc(s)) at least one ?rst ciphering key Kc according 
to the mobile network GSMNW and an authentication 
response (responses) SRES in a manner that corresponds with 
the one used in the authentication center AuC and transmits 
214 these to the other parts of the terminal MT (preferably to 
the control means CM carrying out authentication and the 
calculation of the second ciphering key K). The MT can check 
215 (Check SIGNrand) the check sum SIGNrand sent by the 
PAC on the basis of the data (Kc) obtained from the SIM and 
the protection code MT_RAND. If the received SIGNrand 
corresponds with the value obtained on the basis of the Kc 
values calculated by the identity module SIM, the MT, or to be 
more precise, the CM calculates 216 (Calculate SIGNsres) 
the check response SIGNsres to be transmitted to the GAGW. 
The SIGNsres is preferably a hash function calculated from 
one or more ?rst ciphering keys Kc and authentication 
responses SRES enabling the GAGW to authenticate the MT. 
The MT may also request the user to approve the billing data 
possibly sent by the PAC. 
[0032] The second calculation means included in the MT, 
preferably the control means CM, calculate 217 (Calculate K) 
a second ciphering key K using one or more ?rst ciphering 
keys Kc according to the mobile network GSMNW calcu 
lated by the SIM. The K is calculated in accordance with a 
preferred embodiment as follows: 

K:HMAC(n*Kc, n*RAND lIMSI lMTiRAND), where 

[0033] HMAC is a mechanism for the authentication using 
the hash function, 
[0034] n*Kc is n Kcs, 

[0035] n*RAND is n RANDs, 
[0036] IMSI is the subscriber identity from SIM and 
[0037] MT_RAND is the challenge code generated by the 
MT. 

[0038] The second ciphering key K calculated in this way is 
more dif?cult to de?ne than the ?rst ciphering key Kc, and the 
ciphering obtained is stronger than the GSM ciphering. The 
MT stores the K in the memory M thereof or in the smart card 
memory for later use. For example, MD5 and SHA-l algo 
rithms can be used for calculating the K. 
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[0039] The MT sends 218 the PAC an authentication 

response message (MT_PAC_AUTHANSWER_REQ). The 
message comprises at least the check response SIGNsres and 
the protection code MT RAND of the MT (as preferably all 
the messages associated With authentication). The PAC sends 
219 the GAGW an authentication response message (PAC_ 
GAGW_AUTHANSWER_REQ) comprising the netWork 
identi?er NAI and the address information of the PAC in 
addition to the data in the message (218) sent by the terminal 
MT. The GAGW checks 220 (Check SIGNsres) the check 
response SIGNsres sent by the terminal MT. It is also possible 
that the GAGW generates the check response SIGNsres When 
calculating (209) the check sum SIGNrand. If the SIGNsres 
calculated by the GAGW corresponds With the SIGNsres 
value sent by the terminal MT, the check is successful and the 
terminal is acceptably authenticated. 
[0040] If the authentication is acceptable, the second cal 
culation means in the mobile network, or the GAGW, calcu 
late 221 (Calculate K) the second ciphering key K using at 
least one ?rst ciphering key Kc according to the mobile net 
Work GSMNW. The K is calculated in the same Way andusing 
the same parameters as the terminal MT uses for carrying out 
the calculation (217): 

K:HMAC(n*Kc, n*RANDlIMSIlMTiRAND). 

[0041] It is also possible deviating from FIG. 3 that the 
GAGW calculates and stores in its memory the second cipher 
ing key K When obtaining the triplet from the netWork 
GSMNW (208) and sends the K stored in the memory to the 
WLAN netWork WLAN if the authentication is acceptable. 
[0042] The GAGW informs 222 the PAC about the authen 
tication being accepted (GAGW_PAC_AUTHANSWER_ 
RESP_OK). This message comprises at least the second 
ciphering key K. Information on services that the MT is 
authoriZed to use (such as quality of service QoS data) can 
also be sent in the message 222. The PAC informs 223 the 
terminal MT about the authentication being accepted (PAC_ 
MT_AUTHANSWER_RESP_OK). Authentication is then 
performed and both the terminal MT and the PAC comprise a 
similar second ciphering key K Which can be transmitted to 
the ciphering means performing ciphering for ciphering traf 
?c. 

[0043] If the authentication is not successful, the message 
222 (and 223) comprise the data on authentication failure and 
the terminal MT is preferably not offered any services in the 
netWork WLAN. 

[0044] The data transmission betWeen the terminal MT and 
the access controller PAC may utiliZe messages based on an 
IKE (Internet Key Exchange) protocol. Messages based on a 
RADIUS (Remote Authentication Dial In User Service) pro 
tocol can, in turn, be used betWeen the PAC and the GAGW. 

[0045] FIG. 3 illustrates a ciphering arrangement betWeen 
the terminal MT and the access point AP according to a 
preferred embodiment of the invention. When the MT ?nds 
an accessible access point AP, it preferably sends a request 
301 (Open_system_authentication_request) for open system 
authentication in accordance With IEEE802.11 standard to 
the access point AP. In practice the open system authentica 
tion does not carry out an actual authentication, Whereby any 
IEEE802.11 standard MT can be authenticated. The MT only 
informs about its identity in the request 301. The AP sends 
302 (Open_system_authentication_result) a response to the 
MT. 

Nov. 29, 2012 

[0046] If the AP accepts the MT to its netWork, the MT 
requests 303 (Association_request) for association to the net 
Work WLAN. The AP responds 304 (Association_response) 
to the request. Association is carried out so that the WLAN 
netWork WLAN knoWs to Which AP the data directed to the 
MT should be sent. The terminal MT must be associated to 
one access point AP at a time, in order to send data through the 
AP. 
[0047] After this, authentication and the calculation of the 
second ciphering key K are preferably carried out as illus 
trated in FIG. 2 using the mobile netWork GSMNW. In this 
case the terminal MT calculates 305 (Calculation of K) the 
second ciphering key K. If the authentication is acceptable, 
the PAC receives 306 (Reception of K) the second ciphering 
key K calculated by the GAGW. The PAC sends 307 (Authen 
tication_Information) the AP the second ciphering key K and 
informs about a successful authentication, in Which case the 
AP links the K to the MAC address of the terminal MT. The 
PAC preferably informs 308 the MT about the successful 
authentication (PAC_MT_AUTHANSWER_RESP_OK) 
through the AP utiliZing the same message. 
[0048] After receiving the second ciphering key K, the AP 
sends 309 (Put_WEP_on) a request to the MT concerning the 
use of the WEP algorithm for data ciphering. The MT 
acknoWledges 310 (Put_WEP_on_ack) the request, so that 
the starting point of data ciphering is correctly timed. After 
this the second ciphering key K is applied in the MAC layer of 
the MT, and the MT enciphers the data to be sent and deci 
phers the received enciphered data 311 (Cipher data With K 
and WEP) using the K and the WEP algorithm. The AP also 
starts to use 312 (Cipher data With K and WEP) the K and the 
WEP algorithm for enciphering data directed to the MT and 
for deciphering data received from the MT. The AP checks the 
terminal MT MAC addresses of the received data and per 
forms deciphering for data arriving from the MAC address 
and correspondingly enciphers the MT data directed to the 
MAC address. In this case, the K is rapidly initiated and data 
ciphering can be started. 
[0049] Another alternative Way to initiate the second 
ciphering key K after the message 308 (223) is to utiliZe other 
IEEE802.1 1 protocol messages. The MT may perform deau 
thentication for the open system authentication (301, 302) 
instead of the messages 309 and 310. After deauthentication 
the MT may request a shared key authentication of IEEE802. 
11 standard from the access point. Thereafter, the four frame 
(?rst, second, third, ?nal) transmission knoWn as such from 
IEEE802.11 standard is carried out in order to be able to 
observe that both parties comprise the same shared key. In 
such a case the shared key is the second ciphering key K. If the 
shared key is successfully authenticated, the process proceeds 
to ciphering 311, 312. The advantage achieved is that it is 
possible to use the messages of IEEE802.11 protocol. 
[0050] If a handover is performed for the terminal to a neW 
access point, the old access point may transmit the second 
ciphering key K to the neW access point. Consequently, data 
ciphering can be offered also after handover. 

[0051] FIG. 4 illustrates in accordance With a preferred 
embodiment of the invention enciphering means ECM 
included in the access point AP and the terminal MT for 
enciphering data using the second ciphering key K and the 
WEP algorithm. Both the MT and the AP encipher the frames 
as shoWn in FIG. 4. The second ciphering key K is con 
cacenated With a 24-bit initialiZation vector IV so as to form 
an input 401 for a WEP pseudorandom number generator 
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WPRNG. The WPRNG provides a key sequence 402 Which is 
as long as the number of data octets to be transferred +4. This 
is carried out because an integrity check value ICV 404 
formed of a plain text 403 in an integrity algorithm IA is also 
protected. The plain text 403 is combined With the integrity 
check value ICV 404 and a result 405 (Plain text+ICV) is 
applied to be combined With the key sequence 402. The key 
sequence 402 is thereafter combined With the plain text and 
the ICV 405 using an XOR operation. Enciphered data 406 
can then be applied to the radio path for transmission. 

[0052] The initialiZation vector IV is also transmitted With 
the enciphered data 406 in a message to be sent. The value of 
the IV is preferably changed for each packet to be sent, as this 
complicates the operation of an eavesdropper. The use of the 
WEP algorithm for enciphering data extends a MPDU unit 
(MAC Protocol Data Unit) to be sent by 8 octets: 4 octets for 
the initialiZation vector IV and 4 octets for the integrity check 
value ICV. 

[0053] FIG. 5 shoWs deciphering means DCM included in 
the access point AP and the terminal MT for deciphering 
enciphered data using the second ciphering key K and the 
WEP algorithm. When the AP or the MT receives an enci 
phered message MPDU sent over the radio path, the opera 
tions described in FIG. 4 are carried out in reverse. A combi 
nation 504 (K+IV) of an initialiZation vector IV 502 and a 
secret key K 503 of the received message MPDU is fed into 
the WEP pseudorandom number generator WPRNG, and a 
key sequence KS 505 is obtained. An XOR operation is per 
formed for the key sequence KS 505 and the enciphered data 
501. An original plain text 506 and an integrity check value 
ICV 507 are obtained therefrom. An integrity check can be 
carried out for the plain text 506 using an algorithm IA. An 
obtained check value ICV' 508 can be compared 509 
(ICV'IICV?) With the ICV. If they are not identical, then the 
received MAC protocol unit is erroneous. 

[0054] The invention can also be applied in a telecommu 
nication system supporting a mobile IP. The telecommunica 
tion system supporting the mobile IP comprises mobility 
agents supporting the IP mobility, i.e. home agents HA and 
foreign agents FA. The home agents tunnel the packets 
directed to the terminal in the visiting netWork of the terminal 
to register With the foreign agent, Which forWards the packets 
to the terminal. 

[0055] In accordance With a preferred embodiment the vis 
iting Wireless local area netWork of the terminal MT may 
employ one or more mobility agents. The MT communicates 
With the mobility agent, Which in turn communicates With the 
GAGW. The same operations can then be performed as illus 
trated in FIG. 2, except that the PAC is compensated With a 
mobility agent (HA or PA). Data transmission betWeen the 
MT and the mobility agent is carried out With an mobile IP 
message comprising an extension. The MT may request (204) 
for authentication using a registration request message com 
prising a netWork identi?er NAI. The GAGW can operate as 
shoWn in FIG. 2. The mobility agent preferably responds to 
the authentication request by replying (211) With a registra 
tion reply comprising the challenge codes (RAND). The ter 
minal MT can in turn send a neW registration request message 
comprising a check response SIGNsres to the mobility agent. 
Later on the MT can be informed about a successful authen 
tication With a reply message. If the authentication is success 
ful the calculated second ciphering key K can be implemented 
in the terminal MT and in the access point AP. 
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[0056] The functionality of the invention described above 
can be implemented in processors comprising the terminal 
MT and the netWork elements (AP, PAC, RAGW) preferably 
by softWare. It is also possible to use hardWare solutions, such 
as ASIC circuits (Application Speci?c Integrated Circuit) or 
separate logic. 
[0057] It is obvious for those skilled in art that as technol 
ogy progresses the basic idea of the invention can be imple 
mented in various Ways. The invention and its preferred 
embodiments are therefore not restricted to the examples 
above but may vary Within the scope of the claims. 

What is claimed is: 
1. A method comprising: 
communicating a terminal identi?er from a Wireless termi 

nal through a Wireless local area netWork to a mobile 
netWork, Wherein a speci?c secret key for the terminal 
identi?er is stored by both the Wireless terminal and the 
mobile netWork; 

receiving at least one challenge code and at least one ?rst 
ciphering key at the Wireless terminal from the mobile 
netWork via the Wireless local area netWork, Wherein the 
at least one ?rst ciphering key is calculated in the mobile 
netWork using the speci?c secret key; 

calculating, in the Wireless terminal, at least one ?rst 
ciphering key using the speci?c secret key and the at 
least one challenge code; 

calculating, in the Wireless terminal, a second ciphering 
key using the at least one ?rst ciphering key, and 

ciphering data betWeen the Wireless terminal and mobile 
netWork in the Wireless terminal and in the Wireless local 
area netWork using the second ciphering key. 

2. The method of claim 1, Wherein the Wireless terminal 
comprises a subscriber identity module (SIM) of a GSM 
standard system. 

3. The method of claim 2, Wherein the Wireless local area 
netWork supports the IEEE 802.11 standard, and the mobile 
netWork supports the GSM standard. 

4. The method of claim 1, further comprising: 
calculating an authentication response on the basis of the at 

least one challenge code and the speci?c secret key; 
calculating a check response on the basis of the authenti 

cation response and the ?rst ciphering key; and 
sending the check response to the mobile netWork. 
5. The method of claim 1, Wherein the at least one chal 

lenge code comprises a random number, an authentication 
response, and the ?rst ciphering key. 

6. The method of claim 1, Wherein the Wireless terminal is 
con?gured to encipher data using a WEP algorithm. 

7. A telecommunication system comprising: 
at least one Wireless terminal; 
a Wireless local area netWork; and 
a mobile netWork, Wherein the mobile netWork is con?g 

ured to calculate at least one ciphering key using a secret 
key according to an identi?er sent by the at least one 
Wireless terminal via the Wireless local area netWork and 
a challenge code selected for the ?rst ciphering key, 

Wherein the mobile netWork is con?gured to send at least 
one challenge code for the at least one Wireless terminal 
via the Wireless local area netWork, 

Wherein the mobile netWork is further con?gured to calcu 
late a second ciphering key using the at least one ?rst 
ciphering key and Wherein the mobile device is con?g 
ured to send the second ciphering key to the Wireless 
local area netWork, 
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wherein the at least one Wireless terminal includes an iden 
tity module con?gured to calculate at least one ?rst 
ciphering key using the secret key stored in the identity 
module and at least one challenge code, Wherein the at 
least one Wireless terminal is con?gured to calculate a 
second ciphering key using the at least one ?rst cipher 
ing key, 

Wherein the Wireless local area netWork is con?gured to 
decipher the data betWeen the at least one Wireless ter 
minal and the Wireless local area netWork using the 
second ciphering key. 

8. The system of claim 7, Wherein the Wireless local area 
netWork and the terminal support the IEEE 802.11 standard. 

9. The system of claim 8, Wherein the mobile netWork 
supports GSM the standard, and the Wireless local area net 
Work and the terminal are con?gured to cipher data using a 
WEP algorithm. 

10. The system of claim 8, Wherein the at least one Wireless 
terminal is con?gured to calculate an authentication response 
on the basis of the challenge code and the secret key. 

11. The system of claim 10, Wherein the at least one Wire 
less terminal is con?gured to calculate a check response on 
the basis of the authentication response and the ?rst ciphering 
key. 

12. A Wireless terminal comprising: 
a transceiver con?gured to establish a Wireless connection 

With an access point in a Wireless local area netWork, and 

an identity module con?gured to calculate at least one ?rst 
ciphering key using a secret key stored in the identity 
module and at least one challenge code received from a 
mobile netWork and transferred via the Wireless local 
area netWork, 

Wherein the Wireless terminal is con?gured to calculate a 
second ciphering key using said at least one ?rst cipher 
ing key, 

the Wireless terminal is con?gured to decipher the data 
betWeen the terminal and the access point using the 
second ciphering key, and 

Wherein the terminal comprises a subscriber identity mod 
ule. 
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13. The terminal of claim 12, Wherein the Wireless local 
area netWork supports the IEEE 802.11 standard, and the 
mobile netWork supports the GSM standard. 

14. The terminal of claim 12, Wherein the identity module 
of the terminal is con?gured to calculate at least one authen 
tication response on the basis of the at least one challenge 
code and the secret key. 

15. The terminal of claim 14, Wherein the Wireless terminal 
is con?gured to calculate a check response on the basis of at 
least one authentication response and said at least one ?rst 
ciphering key, and the Wireless terminal is con?gured to send 
the check response to the mobile netWork. 

1 6. The terminal of claim 12, Wherein the Wireless terminal 
supports the IEEE802.11 standard and the Wireless terminal 
is con?gured to encipher data using a WEP algorithm. 

17. An access point of a Wireless local area netWork com 
prising: 

a ciphering device for enciphering/ deciphering data 
betWeen at least one Wireless terminal and the access 
point, 

Wherein the ciphering device is con?gured to encipher the 
data to be sent and to decipher the received data using a 
terminal-speci?c second ciphering key calculated by a 
public land mobile netWork, 

Wherein the second ciphering key is calculated using at 
least one ?rst ciphering key calculated in the mobile 
netWork using a secret key speci?c for the terminal and 
a challenge code selected for the ?rst ciphering key, and 

Wherein the terminal comprises a subscriber identity mod 
ule. 

18. The access point of claim 17, Wherein the Wireless local 
area netWork supports the IEEE802.11 standard, and the 
mobile netWork supports the GSM standard. 

19. The access point of claim 17, Wherein the access point 
supports IEEE802.11 standard and the ciphering device is 
con?gured to encipher the data to be sent and to decipher the 
received data using a WEP algorithm. 

20. The access point of claim 17, Wherein the terminal is 
con?gured to calculate at least one authentication response on 
the basis of the challenge code and the secret key. 

* * * * * 
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