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A.2 Nominal Case with an Intermediary Actor 

First request sent by the OTA Security Domain: 

POST /server/adrninagent?cmd=l HTTP/1.1 CRLF 
Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-adrnin/1.0 CRLF 

X-Admin-From: 0123456789 CRLF 
CRLF 

Command that shall be executed by another Security Domain (Application Provider Security Domain): 

HTTP/1.1 200 OK CRLF 
X-Admin-Protocol: globalplatform-remote-adrnin/1.0 CRLF 

X-Admin-Next-URI: /server/adrninagent?cmd=2 CRLF 
Content-Type: application/vnd.globalplatform.card-content-mgt;version=l.0 
CRLF 

X-Admin-Targeted-Application: //aid/A000000018/0001 CRLF 
Content-Length: xxxx CRLF 

CRLF 
[secured-command-string] 

Return of a command response: 

POST /server/adrninagent?cmd=2 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 
X-Admin-Protocol: globalplatform-remote-adrnin/1.0 CRLF 

X-Admin-From: 0123456789 CRLF 
Content-Type: application/vnd.globalplatform.card-content-mgt­
response;version=l.0 CRLF 

Content-Length: xxxx CRLF 

X-Admin-Script-Status: ok CRLF 
CRLF 

[response-string] 

Last response of Remote Administration Agent, communication shall be closed: 

HTTP/1.1 204 No Content CRLF 

X-Admin-Protocol: globalplatform-remote-adrnin/1.0 CRLF 

CRLF 
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A.3 Error Case 

First request sent by the OTA Security Domain: 

POST /server/adminagent?cmd=l HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 
X-Admin-Protocol: globalplatform-remote-admin/1.0 CRLF 

X-Admin-From: 0123456789 CRLF 

CRLF 

Command that shall be executed by Application Provider Security Domain: 

HTTP/1.1 200 OK CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.0 CRLF 
X-Admin-Next-URI: /server/adminagent?cmd=2 CRLF 

Content-Type: application/vnd.globalplatform.card-content-mgt;version=l.0 
CRLF 

X-Admin-Targeted-Application: //aid/A000000018/0001 CRLF 

Content-Length: xxxx CRLF 
CRLF 

[secured-command-string] 

The previous message could not be processed due to security error on secured remote APDU format strings: 

POST /server/adminagent?cmd=2 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.0 CRLF 
X-Admin-Script-Status: security-error CRLF 

X-Admin-From: 0123456789 CRLF 
CRLF 

A.4 Communication Breakdown Case 

Resume an administration session after a communication breakdown: 

POST /server/adminagent?cmd=3 HTTP/1.1 CRLF 

Host: 172.96.0.1 CRLF 

X-Admin-Protocol: globalplatform-remote-admin/1.0 CRLF 
X-Admin-From: 0123456789 CRLF 

X-Admin-Resume: true 

CRLF 
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A.5 Communication Flow 

The actors and on-card components involved in this scenario are 

• The Application Provider (AP) owning a Remote Administration Server 

• The Security Domain of the Application Provider (APSD}, compliant with [102 226], and having PSK 
TLS keys 

Figure A-1: Communication Flow between an Application Provider Owning a Remote Administration 
Server and Its Security Domain 
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A.6 Communication Flow through an Intermediary Actor 

The actors and on-card components involved in this scenario are 

• The Application Provider (AP) 

• The Remote Administration Server, owned by another entity 

• The Security Domain in charge of the PSK TLS security, having PSK TLS keys (OTASD) 

• The Security Domain of the Application Provider (APSD), compliant with [102 226], and if required 
supporting SCP02 for securing the APDUs 

Figure A-2: Communication Flow between an Application Provider and Its Security Domain, through 
an Intermediary Actor 
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