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Name Length Value Presence
01 00' - '82 FF FF'
Registry Update Token 0-n 'XXXX...' - see Conditional
appendix 0

Table 11-46: INSTALL [for registry update] Command Data Field

The Security Domain AID, if present, indicates to which Security Domain this Application is being
extradited. The Security Domain with which this Application is currently associated is the currently
selected Application. The Application AID shall be present except when modifying the functionality of the
OPEN.

For updating or revoking privileges the Privileges field shall be present. For updating implicit selection
parameters or service parameters the corresponding tag within the Registry Update Parameters field shall
be present - see section 11.5.2.3.7.

The Registry Update Token is mandatory for Delegated Management, and for Authorized Management if
the off-card entity is not the Security Domain Provider. In all other cases an error status shall be returned
if a Registry Update Token is present. The length field for the Registry Update Token is as defined for
ASN.1 BER-TLV (see ISO 8825-1) except that the length 128 may also be coded on one byte as '80".

All modifications requested in the INSTALL [for registry update] command data field (e.g. registry updates
and extradition) shall either all succeed or no update shall occur if any one of the updates would fail for
any reason.

11.5.2.3.6 Data Field for INSTALL [for personalization]

The following table details the INSTALL [for personalization] command data field.

Name Length Value Presence
Length of data 1 '00' Mandatory
Length of data 1 '00' Mandatory
Length of Application AID 1 '05'-"10' Mandatory
Application AID 5-16 'XXXX... Mandatory
Length of data 1 '00' Mandatory
Length of data 1 '00' Mandatory
Length of data 1 '00' Mandatory

Table 11-47: INSTALL [for personalization] Command Data Field

11.5.2.3.7 INSTALL Command Parameters

The Load and Install Parameters fields are TLV structured values including optional System Specific
Parameters and Application Specific Parameters. While the presence of the System Specific Parameters
is optional for both loading and installation, even if they are present, it is not required that the system take
heed of these i.e. their presence shall be anticipated but the content may be ignored.

In all cases, the presence of the data objects in tag 'B6' and the sub-tags '42', '45', 5F20' and '93' is
strongly recommended when using asymmetric Secure Channel Protocol '10'.

The following table identifies the possible tags for use in the Load Parameters field of the INSTALL [for
load] command:
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Tag Length Name Presence
'EF’ 1-n System Specific Parameters Conditional

'C6' 2o0r4 Non volatile code Minimum Optional
Memory requirement

'CT’ 2o0r4 Volatile data Minimum Memory Optional
requirement

'C8' 2o0r4 Non volatile data Minimum Optional
Memory requirement

'CD' 1 Load File Data Block format id Optional

'DD’ 1-n Load File Data Block Conditional
Parameters

'B6' 1-n Control Reference Template for | Conditional

Digital Signature (Token)

‘42’ 1-n Identification Number of the Optional
Security Domain with the Token
Verification privilege

'45' 1-n Image Number of the Security Optional
Domain with the Token
Verification privilege

‘5F20° 1-n Application Provider identifier Optional

‘93’ 1-n Token identifier/number (digital Optional
signature counter)

Table 11-48: Load Parameter Tags

Some of the data objects in Load Parameters relate to memory management, which is an optional feature
of a card. A Memory Management data object is a data object that represents an amount of memory
resources counted in bytes. The minimum memory requirements (tags 'C6', 'C7' and 'C8') are coded as a
2-byte integer for values up to 32767 and a 4-byte integer above 32767 - see section 9.7 - Memory
Resource Management. When present, the Provider id (tag '5F20') shall be registered in the
GlobalPlatform Registry.

The presence of Load File Data Block Parameters depends on the value of Load File Data Block format
id.

The following table identifies the possible tags for use in the Install Parameters field of the INSTALL [for
install] command:

Tag Length Name Presence
'C9’ 1-n Application Specific Parameters Mandatory
'‘EF' 1-n System Specific Parameters Conditional
'CTr’ 2o0r4 Volatile Memory Quota Optional
'C8' 2o0r4 Non volatile Memory Quota Optional
'CB' 2-n Global Service Parameters Optional
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Tag Length Name Presence
‘D7’ 2 Volatile Reserved Memory Optional
'D8' 2 Non volatile Reserved Memory Optional
'CA' 1-n TS 102 226 specific parameter Optional
'CF' 1 Implicit selection parameter See note
below
'EA' 1-n TS 102 226 specific template Optional
'B6' 1-n Control Reference Template for Conditional
Digital Signature (Token)
42 1-n Identification Number of the Security Optional
Domain with the Token Verification
privilege
'45' 1-n Image Number of the Security Domain Optional
with the Token Verification privilege
‘SF20° 1-n Application Provider identifier Optional
93 1-n Token identifier/number (digital Optional

signature counter)

Table 11-49: Install Parameter Tags

Note: Tag 'CF' may be present in Install Parameters for the combined INSTALL [for install and make
selectable] command and in the final combined INSTALL [for load, install and make selectable]
command. Tag 'CF' may be occur in multiple INSTALL commands, appending to the collection of implicit
selection parameters for the Application. Implicit Selection parameters cannot be deleted.

Some of the data objects in Install Parameters relate to memory management, which is an optional
feature of a card. A Memory Management data object is a data object that represents an amount of
memory resources counted in bytes. The memory quota values (tags 'C7' and 'C8') are coded as a 2-byte
integer for values up to 32767 and a 4-byte integer above 32767 - see section 9.7 - Memory Resource
Management.

When present, the Provider id (tag '5F20') shall be registered in the GlobalPlatform Registry.

When present in the INSTALL [for install] command, the information contained in tag 'C9' (length + data)
shall be passed to the Application being installed.

When present in the INSTALL [for install] command, the information contained in tag 'CB' shall comprise
one or more two-byte service parameters as defined in section 8.1.3 - Global Service Parameters.

The following table identifies the possible tags for use in the Make Selectable Parameters field of the
INSTALL [for make selectable] command:

Tag Length Name Presence
'EF' 1-n System Specific Parameters Conditional
‘CF’ 1 Implicit selection parameter Optional
'B6' I-n Control Reference Template for Digital Conditional

Signature (Token)

‘42’ 1-n Identification Number of the Security Optional
Domain with the Token Verification
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Tag Length Name Presence

privilege

'45' I-n Image Number of the Security Domain Optional
with the Token Verification privilege

‘SF20° 1-n Application Provider identifier Optional

‘93’ I-n Token identifier/number (digital Optional
signature counter)

Table 11-50: Make Selectable Parameter Tags

The following table identifies the possible tags for use in the Extradition Parameters field of the INSTALL
[for extradition] command:

Tag Length Name Presence
'B6' I-n Control Reference Template for Digital Conditional
Signature (Token)
‘42’ I-n Identification Number of the Security Optional
Domain with the Token Verification
privilege
'45' I-n Image Number of the Security Domain Optional
with the Token Verification privilege
‘SF20° 1-n Application Provider identifier Optional
‘93’ I-n Token identifier/number (digital Optional
signature counter)

Table 11-51: Extradition Parameter Tags

The following table identifies the possible tags for use in the Registry Update Parameters field of the

INSTALL [for registry update] command:

Tag Length Name Presence
'EF' 1-n System Specific Parameters Conditional
'CF' 1 Implicit selection parameter Optional
'CB' 2-n Global Service Parameters Optional
‘DY’ 1 Restrict Parameter (see Table 11-53) Conditional

'‘B6' 1-n Control Reference Template for Digital Conditional

Signature (Token)

‘42 1-n Identification Number of the Security Optional
Domain with the Token Verification
privilege

'45' 1-n Image Number of the Security Domain with | Optional
the Token Verification privilege

‘B5F20° 1-n Application Provider identifier Optional

‘93’ 1-n Token identifier/number (digital signature Optional
counter)

Table 11-52: Registry Update Parameter Tags
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When no Application AID is present in the INSTALL [for registry update] command, the Restrict
Parameter (tag ‘D9’) applies to OPEN. The effects of this function shall be irreversible. When an
Application AID is present in the INSTALL [for registry update] command, the Restrict Parameter (tag
‘D9’) applies to the specific Security Domain identified by the Application AID.

If the Restrict Parameter is present and the card does not implement the option the card shall reject the
command.

The Restrict Parameter (tag 'D9'") lists the functionalities that shall be disabled. Table 11-53 indicates the
functionalities that could possibly be disabled.

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
X |- - - - - - - RFU
- 1 - - - - - - Registry Update

- - 1 - - - - - Personalization

- - - 1 - - - - Extradition

- - - - 1 - - - Make selectable
- - - - - 1 - - Install

- - - - - - 1 - Load

- - - - - - - 1 Delete

Table 11-53: Values for Restrict Parameter (Tag 'D9')

11.5.3 Response Message

A data field shall always be returned in the response message. Confirmation data or a single byte of '00'
may be returned.

11.5.3.1 Data Field Returned in the Response Message

If an INSTALL [for load] command, an INSTALL [for make selectable] command alone or an INSTALL [for
personalization] command is being issued, a single byte of '00' shall be returned indicating that no
additional data is present.

For INSTALL [for install], INSTALL [for install and make selectable] and INSTALL [for registry update]
commands being issued to a Security Domain with the Delegated Management privilege, the data field
may contain the confirmation of the install procedure. The overall length of the response message shall
not exceed 256 bytes.

The following table describes the structure of the INSTALL response data field. The length field for the
Install Confirmation is coded according to ASN.1 BER-TLV (see ISO 8825-1).

Name Length Value Presence
Length of Install Confirmation 1-2 '00' - "7F' or | Mandatory
'81 80' - '81
FF'
Install Confirmation 0-n 'XXXX..." - Conditional
see section
11.1.6

Table 11-54: INSTALL Response Data Field
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11.5.3.2 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SW1 SW2 Meaning
'65' '81' Memory failure
'6A' '80' Incorrect parameters in data field
'6A' '84' Not enough memory space
'6A' '88' Referenced data not found

Table 11-55: INSTALL Error Conditions
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11.6 LOAD Command

11.6.1  Definition and Scope

This section defines the structure of the Load File transmitted in the LOAD command data field for loading
a Load File. The runtime environment internal handling or storage of the Load File is beyond the scope of
this Specification.

Multiple LOAD commands may be used to transfer a Load File to the card. The Load File is divided into
smaller components for transmission. Each LOAD command shall be numbered starting at '00". The
LOAD command numbering shall be strictly sequential and increments by one. The card shall be
informed of the last block of the Load File.

After receiving the last block of the Load File, the card shall execute the internal processes necessary for
the Load File and any additional processes identified in the INSTALL [for load] command that preceded
the LOAD commands.

11.6.2 Command Message

The LOAD command message is coded according to the following table.

Code Value Meaning

CLA '80' - '8F', 'CO' - 'CF' See section 11.1.4
or 'EQ' - 'EF'

INS 'E8' LOAD
P1 'XX' Reference control parameter P1
P2 'XX' Block number
Lc 'xx' Length of data field
Data 'XXXX..' Load data (and MAC if present)
Le '00'

Table 11-56: LOAD Command Message Structure

11.6.2.1 Reference Control Parameter P1

The following table describes the coding of the reference control parameter P1 indicating whether the
block contained in the command message is one in a sequence of blocks or the last block in the
sequence.

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 - - - - - - - More blocks

1 - - - - - - - Last block

- X | X | X | X | X | X | X | RFU

Table 11-57: LOAD Command Reference Control Parameter P1
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11.6.2.2 Reference Control Parameter P2 — Block Number
Reference control parameter P2 contains the block number, and shall be coded sequentially from '00' to
'FF'.
11.6.2.3 Data Field Sent in the Command Message

The data field of the command message contains a portion of the Load File.

A complete GlobalPlatform Load File is structured as defined in the following table:

Tag Length Name Presence
'E2' 1-n DAP Block Conditional
'4F' 5-16 Security Domain AID Mandatory
'C3' I-n Load File Data Block Signature Mandatory
'E2' I-n DAP Block Conditional
'4F' 5-16 Security Domain AID Mandatory
'C3' 1-n Load File Data Block Signature Mandatory
'Cc4' 1-n Load File Data Block Conditional
'D4' 1-n Ciphered Load File Data Block Conditional

Table 11-58: Load File Structure

The data objects defined in Table 11-58 shall be coded according to ASN.1 Basic Encoding Rules, and in
particular, the length fields (e.g. one byte for length values up to 127).

A DAP Block shall be present within a Load File if the associated Security Domain has the DAP
Verification privilege or a Security Domain with the Mandated DAP Verification privilege is present. A
properly constructed DAP Block shall contain the Security Domain AID and the Load File Data Block
Signature.

A Load File may contain multiple DAP Blocks; each DAP Block being introduced by tag 'E2' and
preceding the Load File Data Block.

If the associated Security Domain has the Ciphered Load File Data Block privilege, the Load File Data
Block shall be sent encrypted using tag 'D4', otherwise the Load File Data Block shall be sent
unencrypted using tag 'C4'. The encryption algorithm of the Ciphered Load File Data Block is
configuration dependent.

11.6.3 Response Message

A data field shall always be returned in the response message. The content of the data field is only
relevant in the case of Delegated Management i.e. if a last LOAD command is being issued to a Security
Domain with the Delegated Management privilege, a Receipt may be present in the data field depending
on the security policy of the Card Issuer.

11.6.3.1 Data Field Returned in the Response Message

If the LOAD command does not contain the last block in the sequence, a single byte of '00' shall be
returned indicating that no additional data is present.

If the Issuer Security Domain processes the LOAD command containing the last block in the sequence, a
single byte of '00' shall be returned indicating that no additional data is present.
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For a LOAD command containing the last block in the sequence being issued to a Security Domain with
the Delegated Management privilege, the data field may contain the confirmation of the load procedure.
The overall length of the response message shall not exceed 256 bytes.

The following table describes the structure of the LOAD response data field. The length field for the Load
Confirmation is coded according to ASN.1 BER-TLV (see ISO 8825-1).

Name Length Value Presence
Length of Load Confirmation 1-2 '00" - "7F' or Mandatory
'81 80' - '81
FF'
Load Confirmation 0-n 'xxxxX...' - see | Conditional
section 11.1.6

Table 11-59: LOAD Response Data Field

11.6.3.2 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'".

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SW1 SwW2 Meaning
'65' ‘81 Memory failure
'6A '84' Not enough memory space

Table 11-60: LOAD Error Conditions
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11.7 MANAGE CHANNEL Command

11.7.1 Definition and Scope

The MANAGE CHANNEL command is processed by the OPEN on cards that are aware of logical
channels. It is used to open and close Supplementary Logical Channels. The Basic Logical Channel
(channel number zero) can never be closed.

11.7.2 Command Message
The MANAGE CHANNEL command message shall be coded according to the following table.

Code Value Meaning

CLA '00"-'03' or See section 11.1.4
'40' - '4F"

INS '70' MANAGE CHANNEL
P1 'XX' Reference control parameter P1
P2 'XX' Reference control parameter P2
Lc Not present
Le '01"if P1 ='00" and not present if P1 ='80'

Table 11-61: MANAGE CHANNEL Command Message

11.7.2.1 Reference Control Parameter P1

Reference control parameter P1 is used to indicate whether a Supplementary Logical Channel is being
opened or closed.

The following values of the reference control parameter may apply:
'80' — Close the Supplementary Logical Channel identified in reference control parameter P2.

'00' — Open the next available Supplementary Logical Channel.

11.7.2.2 Reference Control Parameter P2

If a Supplementary Logical Channel is being closed (reference control parameter P1 is '80'), the reference
control parameter P2 identifies the Supplementary Logical Channel to be closed (i.e. '01", '02' or '03"). For
a card supporting further interindustry logical channels, the reference control parameter may identify
further interindustry Supplementary Logical Channels (i.e. ‘04’ to ‘13’).

If a Supplementary Logical Channel is being opened (reference control parameter P1 is '00'), the
reference control parameter P2 indicates that the next available Supplementary Logical Channel is being
opened (i.e. '00").

A card supporting logical channel assignment by off-card entities may accept a reference control
parameter P2 indicating the Supplementary Logical Channel number to be opened (i.e. '01", '02' or '03"). A
card supporting further interindustry logical channel assignment by off-card entities may accept a
reference control parameter P2 indicating the further interindustry Supplementary Logical Channel
number to be opened (i.e. ‘04’ to ‘“13’).
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11.7.2.3 Data Field Sent in the Command Message

The data field of the command message is not present.

11.7.3 Response Message

11.7.3.1 Data Field Returned in the Response Message

The data field of the response message is only present if a Supplementary Logical Channel is being
opened.

Depending on the number of logical channels supported by the card, the following values of the data field
of the response message may apply:

'01', '02' or '03' — Supplementary Logical Channel opened.

For a card supporting further interindustry logical channels, and depending on the number of
Supplementary Logical Channels supported by the card, the following values of the data field of the
response message may apply:

'04' to '13"' — Supplementary Logical Channel opened.

11.7.3.2 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'".

The command may return the following warning:

SWi1 SW2 Meaning
'62' '00' Logical Channel already closed

Table 11-62: MANAGE CHANNEL Warning Conditions

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SWi1 SW2 Meaning
'68' '82' Secure messaging not supported
'6A ‘81" Function not supported e.g. card Life Cycle State is CARD LOCKED

Table 11-63: MANAGE CHANNEL Error Conditions
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11.8 PUT KEY Command

11.8.1 Definition and Scope
The PUT KEY command is used to either:

e Replace an existing key with a new key: The new key has the same or a different Key Version
Number but the same Key Identifier as the key being replaced;

e Replace multiple existing keys with new keys: The new keys have the same or a different Key
Version Number (identical for all new keys) but the same Key Identifiers as the keys being
replaced;

e Add a single new key: The new key has a different combination Key Identifier / Key Version
Number than that of the existing keys;

e Add multiple new keys: The new keys have different combinations of Key Identifiers / Key Version
Number (identical to all new keys) than that of the existing keys;

When the key management operation requires multiple PUT KEY commands, chaining of the multiple
PUT KEY commands is recommended to ensure integrity of the operation.

In this version of the Specification the public values of asymmetric keys are presented in clear text.

11.8.2 Command Message

The PUT KEY command message is coded according to the following table:

Code Value Meaning

CLA '80" - '8F", See section 11.1.4

'CO" - 'CF' or

'EQ' - 'EF'
INS ‘D' PUT KEY
P1 'XX' Reference control parameter P1
P2 'XX' Reference control parameter P2
Lc 'XX' Length of data field
Data 'XXXX.." Key data (and MAC if present)
Le '00'

Table 11-64: PUT KEY Command Message

11.8.2.1 Reference Control Parameter P1

Reference control parameter P1 defines a Key Version Number and whether more PUT KEY commands
will follow this one.

The Key Version Number identifies a key or group of keys that is already present on the card. A value of
'00" indicates that a new key or group of keys is being added. (The new Key Version Number is indicated
in the data field of the command message).

The Key Version Number is coded from '01' to '7F".

The reference control parameter P1 of the PUT KEY command message is coded according to the
following table:
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b8 b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 - - - - - - - Last (or only) command
1 - - - - - - - More PUT KEY commands
- X X X X X X X Key Version Number

Table 11-65: PUT KEY Reference Control Parameter P1

11.8.2.2 Reference Control Parameter P2

Reference control parameter P2 defines a Key Identifier and whether one or multiple keys are contained
in the data field.

When one key is contained in the command message data field, reference control parameter P2 indicates
the Key Identifier of this key. When multiple keys are contained in the command message data field,
reference control parameter P2 indicates the Key Identifier of the first key in the command data field.
Each subsequent key in the command message data field has an implicit Key Identifier that is
sequentially incremented by one, starting from this first Key Identifier.

The Key Identifier is coded from '00' to '7F".

The reference control parameter P2 of the PUT KEY command message is coded according to the
following table:

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 - - - - - - - Single key
1 - - - - - - - Multiple keys
- X X X X X X X Key Identifier

Table 11-66: PUT KEY Reference Control Parameter P2

11.8.2.3 Data Field Sent in the Command Message

The command message data field contains a new Key Version Number (coded from '01' to '7F'") followed
by one or multiple key data fields as represented in the following diagram (with optionally a second and
third keys):

New version number

key data field (implicit key id P2+0)

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Table 11-67: Key Version Number Diagram
The new Key Version Number defines either:

e The version number of a new key or group of keys to be created on the card (Key Version
Number indicated in P1 is set to zero); or

e The version number of a new key or group of keys that will replace an existing key or group of
keys (Key Version Number indicated in P1 is different from zero).
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If the data field contains multiple keys, the keys all share the same Key Version Number and the
sequence in the command data field reflects the incremental sequence of the Key Identifiers.

The format of the key data field depends on the value of the first data element, Key Type.

11.8.2.3.1 Format 1

If the Key Type is coded on one byte (value other than 'FF'), the key data field is structured according to
the following table:

Name Length Value Presence
Key type 1 '00' - 'FE' - see section | Mandatory
11.1.8 - Key Type
Coding
Length of key or key component data | 1-3 '01'-'80', or '81 80' - Mandatory
'81 FF', or '82 01 00' -
'82 FF FF'
Key or key component data value 1-n 'XXXX..." Mandatory
Length of key check value 1 '00" - "7F' Mandatory
Key check value 0-n 'XXXX..." Conditional

Table 11-68: Key Data Field - Basic

11.8.2.3.2 Format 2

If the Key Type is coded on two bytes (first byte = 'FF'), the key data field is structured according to the
following table:

Name Length Value Presence

Key type of the first or only key 2 'FF xx' - see section 11.1.8 - Key Type | Mandatory

component Coding

Length of first or only key 1-3 '01'-'80", or '81 80' - '81 FF', or '82 Mandatory

component 01 00' - '82 FF FF'

Key or first key component data I-n 'XXXX..." Mandatory

value

Key type of the last key 2 'FF xx' - see section 11.1.8 - Key Type | Conditional

component, if more than one Coding

Length of last key component 1-3 '01'-'80", or '81 80' - '81 FF', or '82 Conditional
01 00' - '82 FF FF'

Last Key component data value 1-n 'XXXX...' Conditional

Length of key check value 1 '00" - "7F' Mandatory

Key check value (if present) 0-n 'XXXX..." Conditional

Length of key usage qualifier 1 '00" - '7F' Mandatory

Key usage qualifier 0-n 'xxxx..." see section 11.1.9 — Key Conditional
usage qualifier

Length of key access 1 '00" - '7F' Mandatory
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Name Leng_jth Value Presence

Key access 0-n 'xxxX...' see section 11.1.10 — Key Conditional
Access Coding

Table 11-69: Key Data Field - Extended

The length of each key component is coded as defined for ASN.1 BER-TLV (see ISO 8825-1) except that
the length 128 may also be coded on one byte as '80'.

11.8.2.3.3 Processing Rules

When replacing keys, the new keys shall be presented to the card in the same format as they are already
present on the card: in other words, it is not possible to change the size and the associated cryptographic
algorithm of an existing key slot.

When using this command to load or replace secret or private keys, the key values shall be encrypted
and the reference of the encrypting key and algorithm to be used is known implicitly according to the
current context. Public key values may be presented in clear text.

When chaining is used to load or replace a key comprised of more than one component, the subsequent
commands must refer to the same Key Identifier and the same Key Version Number as the first PUT KEY
command used for the first key component. A key component shall not be split across two PUT KEY
commands.

If the data field contains multiple keys or key components, the card must handle the multiple keys or key
components in an atomic manner. When PUT KEY commands are chained (i.e. bit b8 of P1 set to 1), the
card must handle the multiple key components transferred in the chain of PUT KEY commands (until and
including the first PUT KEY command with bit b8 of P1 = 0) in an atomic manner.

The PUT KEY command creates or updates the Key Information Data which may later be returned in tag
'CQ', structured as shown in Table 11-27 or Table 11-28.

The modulus component of an RSA key should be the first key component.

It is the responsibility of the receiving on-card entity to verify the key check value when present.
11.8.3 Response Message

11.8.3.1 Data Field Returned in the Response Message

The data field of the response message contains in clear text the Key Version Number followed by the
key check value(s) not preceded by a length, if any, as presented in the command message data field.
The personalization server may use the returned Key Version Number and key check value(s) to verify
the correct loading of the key(s).

11.8.3.2 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SW1 SW2 Meaning
'65' ‘81" Memory failure
'6A' '84' Not enough memory space
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SW1 SW2 Meaning
'6A" '88' Referenced data not found
'94' '84' Algorithm not supported
'94' '85' Invalid key check value

Table 11-70: PUT KEY Error Conditions
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11.9 SELECT Command

11.9.1 Definition and Scope

The SELECT command is used for selecting an Application. The OPEN only processes SELECT
commands indicating the SELECT [by name] option. All options other than SELECT [by name] shall be
passed to the currently selected Security Domain or Application on the indicated logical channel.

11.9.2 Command Message

The SELECT command is coded according to the following table:

Code Value Meaning
CLA '00"-'03' or '40' - '4F' | See section 11.1.4
INS 'A4' SELECT
P1 'Xx' Reference control parameter P1
P2 'xx' Reference control parameter P2
Lc 'XX' Length of AID
Data 'XXXX..' AID of Application to be selected
Le '00'

Table 11-71: SELECT Command Message

11.9.2.1 Reference Control Parameter P1
Reference control parameter P1 shall be coded according to the following table.

b8 | b7 | b6 | bS | b4 | b3 | b2 | b1 Meaning
0O |0 [0 [0 |O 1 0 |0 Select by name

Table 11-72: SELECT Reference Control Parameter P1
A Security Domain or Application may support other values as defined in ISO/IEC 7816-4.

11.9.2.2 Reference Control Parameter P2
Reference control parameter P2 shall be coded according to the following table.

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0 |0 [0 [0 JO |0 [O |O | Firstoronlyoccurrence
0 0 0 0 0 0 1 0 Next occurrence

Table 11-73: SELECT Reference Control Parameter P2

OPEN or the underlying runtime environment may support other values as defined in ISO/IEC 7816-4.
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11.9.2.3 Data Field Sent in the Command Message

The data field of the command shall contain the AID of the Application to be selected. The Lc and data
field of the SELECT command may be omitted if the Issuer Security Domain is being selected. In this
case, Le shall be set to '00' and the command is a case 2 command according to ISO/IEC 7816-4.

11.9.3 Response Message

11.9.3.1 Data Field Returned in the Response Message
The SELECT response data field consists of information specific to the selected Application.

The coding of the File Control Information for the Issuer Security Domain and Security Domains shall be
according to the following table.

Tag_j Description Presence
'6F' File Control Information (FCI template) Mandatory
'84' Application / file AID Mandatory
'AS' Proprietary data Mandatory
73" Security Domain Management Data (see appendix .
H.3 forydetailed coding;g ( " Optional
'OF6E' | Application production Life Cycle data Optional
'9F65' | Maximum length of data field in command message | Mandatory

Table 11-74: File Control Information

Additional data objects may be returned within the FCI template.

11.9.3.2 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may return the following warning condition when the Security Domain with the Final
Application privilege is being selected.

SW1 SW2 Meaning
'62' '83' Card Life Cycle State is CARD LOCKED

Table 11-75: SELECT Warning Condition

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SW1 SW2 Meaning
'68' '82' Secure messaging not supported
'6A' ‘81" Function not supported e.g. card Life Cycle State is CARD LOCKED
'6A' '82' Selected Application / file not found

Table 11-76: SELECT Error Conditions
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11.10 SET STATUS Command

11.10.1 Definition and Scope

The SET STATUS command shall be used to modify the card Life Cycle State or the Application Life
Cycle State.

11.10.2 Command Message
The SET STATUS command message is coded according to the following table.

Code Value Meaning
CLA '80' - '8F", See section 11.1.4
'C0O'" - 'CF' or
'EQ' - 'EF'
INS 'FO' SET STATUS
P1 'XX' Status type
P2 'xx' State control
Lc 'XX' Length of data field
Data 'XXXXX...' AID of Application (and MAC if present)
Le Not present

Table 11-77: SET STATUS Command Message

11.10.2.1 Reference Control Parameter P1 - Status Type

The status type of the SET STATUS command message indicates if the change in the Life Cycle State
applies to the Issuer Security Domain, Supplementary Security Domains or an Application. The status
type can also indicate that the command applies to a Security Domain and all its associated Applications:
this only applies for transition to, and back from, the LOCKED state. The status type shall be coded
according to the following table.

b8 | b7 | b6 | b5| b4 ] b3 | b2 | b1 Meaning

1 0 0 - - - - - Indicate Issuer Security Domain

0 1 0 - - - - - Indicate Application or Supplementary Security Domain
0 1 1 - - - - - Indicate Security Domain and its associated Applications
- - - X | X | X X X | RFU

Table 11-78: SET STATUS - Status Type

Note: When the SET STATUS command applies for a Security Domain and its Associated Applications,
then the SET STATUS command applies to the sub-hierarchy of the Security Domain indicated in the
command data field. If the SET STATUS is used to lock all Applications, all Applications remain already
locked, and no error status is returned. If the SET STATUS is used to unlock all Applications, all
Applications already unlocked remain unlocked, and no error status is returned.

11.10.2.2 Reference Control Parameter P2 - State Control

The state control of the SET STATUS command message indicates the state transition required and shall
be coded according to section 11.1.1 - Life Cycle State Coding.

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0220



164 GlobalPlatform Card Specification 2.2.1 January 2011

For the Issuer Security Domain (which inherits the card Life Cycle State), the parameter shall be coded
according to Table 11-6 and abide by the transitioning rules as diagrammed in Figure 5-1. A Security
Domain with the Card Terminate or the Card Lock privilege is able to terminate or lock, respectively, the
card using the SET STATUS command with P1 set to '80'".

For a Security Domain setting its own Life Cycle State using this command, the only possible transitions
are to the PERSONALIZED or LOCKED state: The parameter shall be coded according to Table 11-5.

For an Application setting its own Life Cycle State using this command, the parameter shall be coded
according to Table 11-4 and abide by the transitioning rules as depicted in Figure 5-2.

For a Security Domain setting the Life Cycle State of another Application or Supplementary Security
Domain, the only possible transitions are to the LOCKED state and subsequently back to the previous
state. The only relevant bit of this parameter would therefore be bit b8 (all other bits are ignored):

e b8 =1 indicates a transition to the LOCKED state;
e b8 =0 indicates a transition (from LOCKED) back to the previous state.

A request to transition a Security Domain or an Application to its current Life Cycle State shall be
rejected.

11.10.2.3 Data Field Sent in the Command Message

The data field shall contain the AID of the target Application or Security Domain for which a Life Cycle
change is requested. The on-card entity receiving the command shall be directly or indirectly associated
with this target Application or Security Domain or shall have the relevant privilege. If reference control
parameter P1 is '80' the content of the command data field shall be ignored. If the command relates to a
Security Domain and all its associated Applications, the data field shall contain the AID of the Security
Domain.

11.10.3 Response Message

11.10.3.1 Data Field Returned in the Response Message

The data field of the response message shall not be present.

11.10.3.2  Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00".

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following error conditions.

SW1 SW2 Meaning
'6A' '80' Incorrect values in command data
'6A' '88' Referenced data not found

Table 11-79: SET STATUS Error Conditions
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11.11 STORE DATA Command

11.11.1 Definition and Scope

The STORE DATA command is used to transfer data to an Application or the Security Domain processing
the command.

The Security Domain determines if the command is intended for itself or an Application depending on a
previously received command. If a preceding command was an INSTALL [for personalize] command, the
STORE DATA command is destined for an Application.

Multiple STORE DATA commands are used to send data to the Application or Security Domain by
breaking the data into smaller components for transmission. The Security Domain shall be informed of
the last block.

A personalization session starts when a Security Domain receives a valid INSTALL [for personalize]
command designating an Application (implementing either the Application or the Personalization
interface) to which the Security Domain shall forward subsequently received STORE DATA commands.

A personalization session ends when:
e The card is reset;

e The Security Domain is deselected (i.e. another, or the same, applet is selected on the same
logical channel);

e The Security Domain is selected on the same or another logical channel;

e The Secure Channel session (if any) established by the Security Domain is reset, possibly by the
targeted application (see conditions triggering Secure Channel Termination described in section
10.2.3);

e The Security Domain receives an INSTALL [for personalize] command (starting a new
personalization session for another application);

e The Security Domain receives a STORE DATA command indicating P1.b8=1 (last block);

Any STORE DATA command received out of such a personalization session shall be processed by the
Security Domain itself.

11.11.2 Command Message
The STORE DATA command message shall be coded according to the following table.

Code Value Meaning
CLA '80" - '8F", See section 11.1.4
'CO' - 'CF' or
'EQ' - 'EF"
INS 'E2' STORE DATA
Pl 'xx' Reference control parameter P1
P2 'xx' Block number
Lc 'xx' Length of data field
Data 'XXXXX...' Application data and MAC (if present)
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Code Value Meaning

Le Not present

Table 11-80: STORE DATA Command Message

11.11.21 Reference Control Parameter P1

Reference control parameter P1 shall be coded according to the following table.

b8 | b7 | b6 | b5] b4 | b3 | b2 | b1 Meaning

0 - - - - - - - More blocks

1 - - - - - - - Last block

- 0 0 - - - - - No general encryption information or non-
encrypted data

- 0 1 - - - - - Application dependent encryption of the data

1
Ju—
S

1

1

1

1

1

RFU (encryption indicator)

- - - Encrypted data

- - - No general data structure information

DGI format of the command data field

- - - BER-TLV format of the command data field

1

1

1
— = |o|lo|!
— o |—|o|!

1

1

1

- - - RFU (data structure information)

- |- |- |- |- |x |xX |X |RFU

Table 11-81: STORE DATA Reference Control Parameter P1

Bits b5 and b4 provide information on the data structure of the command message data field.

e b5-Db4 =00 indicate that no general information on the data structure is provided, i.e. the data
structure is Application dependent;

e b5-b4 =01 indicate that the command message data field is coded as one or more DGI
structures, according to GlobalPlatform Systems Scripting Language Specification;

e b5-b4 =10 indicate that the command message data field is coded as one or more BER-TLV
structures, according to ISO 8825.

Bits b7 and b6 provide information on the encryption of the value fields of the data structure present in the
command message data field.

e b7 — b6 =00 indicate that no general information on the data encryption is provided, i.e. the
encryption (or non-encryption) of the data is Application dependent, or that the data value fields of
all the data structures present in the current command message are not encrypted;

e b7 —b6 =01 indicate that the encryption (or non-encryption) of the data structure value fields is
Application dependent, e.g. when multiple data structures are present in the current command
message, some may have encrypted data value fields and other data value fields may be non-
encrypted;

e b7 - b6 =11 indicate that the data value fields of all the data structures present in the current
command message are encrypted.

The decryption of application-specific data is the responsibility of the Application.
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11.11.2.2 Reference Control Parameter P2 - Block Number

Reference control parameter P2 shall contain the block number coded sequentially from '00' to 'FF'. The
Security Domain shall check the sequence of commands.

11.11.2.3 Data Field Sent in the Command Message

The data field shall contain data in a format expected by the Security Domain or the Application. If the
data is intended for an Application, it is sent to the Application as described in section 7.3.3.

Three data structuring modes can be defined:

o Application dependent format applies when no information is available on the format of the
incoming command data: bits b5-b4 of reference control parameter P1 are set to ‘00’. In this
case, information on the encryption (or non-encryption) of the incoming command data is usually
not available (parameter P1 bits b7-b6 set to ‘00’): the format and eventual encryption of the
incoming command data are implicitly known by the Application;

e DGl formatting applies when all data structures that are present in the command data field are
formatted as DGI structures (as defined in the Scripting Specification): bits b5-b4 of reference
control parameter P1 are set to ‘01°. In this case, some information may be available on the
encryption (or non-encryption) of the value fields of the DGI data structures: reference control
parameter P1 bits b7-b6 are set accordingly;

e BER-TLV formatting applies when all data structures that are present in the command data field
are formatted as BER-TLV structures (as defined in ISO 8825): bits b5-b4 of reference control
parameter P1 are set to “10'. In this case, some information may be available on the encryption
(or non-encryption) of the value fields of the TLV data structures: reference control parameter P1
bits b7-b6 are set accordingly.

If the overall length of the intended command message exceeds 255 bytes, the individual (or group of)
data shall be sent in multiple consecutive STORE DATA commands. Whether the data format is a DGI or
BER-TLV data structure, the following rules shall apply:

e The data structure length indicators shall always reflect the actual full length of the data structure
value field;

e The data structure value field shall be truncated in the STORE DATA command message
containing the data structure length indicator (e.g. at the maximum length of the command
message);

e The subsequent STORE DATA command shall contain the remainder of the data structure value
field (that may be followed by one or more data structure(s) in this same command message) —
note: for very large data, more than one subsequent STORE DATA command message may be
required for the remainder of the data structure value field;

e The Target Application or Security Domain shall use the last data structure length indicator of a
STORE DATA command message to determine whether a subsequent STORE DATA command
is expected to contain the remainder of the data structure value field.

The Issuer Security Domain shall support at least the following TLV coded data objects:
e Issuer Identification Number (tag '42")

e Card Image Number (tag '45")

e |[ssuer Security Domain AID (tag '4F")
e Card Data (tag '66")
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A Supplementary Security Domain should support the following TLV coded data objects:
e Security Domain Provider Identification Number (tag '42")
e Security Domain Image Number (tag '45")

e Security Domain Management Data (tag '66')

When DGI formatting is supported, these data objects may be included in a DGI. In that case, the DGI
‘0070’ shall be used. Otherwise, these data objects shall be presented in their BER-TLV format.

11.11.3 Response Message

11.11.31 Data Field Returned in the Response Message

The data field of the response message shall not be present.

11.11.3.2  Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or the following error condition.

SW1 SW2 Meaning
'6A' '80 Incorrect values in command data
'6A '84' Not enough memory space
‘6A° ‘88’ Referenced data not found

Table 11-82: STORE DATA Error Condition
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Appendices
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A GlobalPlatform API

A.1 GlobalPlatform on a Java Card

This section contains only the API required for GlobalPlatform 2.2.x Java Cards. Use of the Open
Platform 2.0.1’ APl is still allowed for supporting older versions of Applications but is deprecated. It is
defined in version 2.1.1 of this Specification.

The deprecated APl and new API both access the same objects where applicable. While this may seem
obvious for methods that have the same name across both classes (e.g. setATRHistBytes (),
setCardContentState () and getCardContentState ()) it shall also be noted as for example that
an application that uses the update () method in the new API to change the value of the global PIN will
affect the same global PIN of an application that uses the setPIN () method in the deprecated API to
verify the global PIN.

GlobalPlatform Specific Requirements

In order to ensure the highest level of interoperability of GlobalPlatform implementations, GlobalPlatform
also adopts the order defined in section 6.2 - Java Card™ 2.2.x Virtual Machine Specification.

Some of the minor modifications to the standard functionality defined in the Java Card™ 2.1.1 Runtime
Environment (JCRE) Specifications and the Java Card™ 2.1.1 Application Programming Interface are no
longer relevant with the Java Card™ 2.2.x specifications.

GPRegistryEntry objects shall be implemented as Shareable Interface Objects as defined in section 6.2.4
'Shareable Interfaces' of the Java Card™ 2.2.x Runtime Environment (JCRE) Specification in order to
ensure shared access.

GlobalPlatform package AID

Each GlobalPlatform package AID will be a concatenation of a RID and a PIX. The AID value of the Java
Card Export File for the new GlobalPlatform API (identical for both GlobalPlatform 2.1 and 2.1.1) based
on the RID specified in appendix H - GlobalPlatform Data Values and Card Recognition Data is
'A00000015100".

Installation

In section 3.1 - The Method install of the Java Card™ 2.2.x Runtime Environment (JCRE)
Specifications, the parameters passed to the method are defined to be initialization parameters from the
contents of the incoming byte array parameter.

This specification expands on this requirement and further defines the content of the Install Parameters.
This expansion affects both the implementation of an OPEN and the behavior of a Java Card applet
developed for a GlobalPlatform card. It does not affect the definition of the install method of the Class
Applet of the Java Card™ 2.2.x Application Programming Interface specification.

The Install Parameters shall identify the following data, present in the INSTALL [for install] command (see
section 11.5.2.3.2 - Data Field for INSTALL [for install]):

e The instance AlD;

e The Privileges;
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e The Application Specific Parameters”.

The OPEN is responsible for ensuring that the parameters (bArray, bOffset and bLength) contain
the following information:

The array, bArray, shall contain the following consecutive LV coded data:
e Length of the instance AID;
e The instance AID;
e Length of the Privileges;
e The Privileges;
e Length of the Application Specific Parameters;
e The Application Specific Parameters.
The byte, bOf fset, shall contain an offset within the array pointing to the length of the instance AID.

The byte, bLength, shall contain a length indicating the total length of the above-defined data in the
array.

The applet is required to utilize the instance AID as a parameter when invoking the register (byte
[] bArray, short bOffset, byte bLength) method of the Class Applet of the Java Card™ 2.2.x
Application Programming Interface specification.

T=0 Transmission Protocol

GlobalPlatform cards are intended to be functional in the widest range of environments (i.e. Card
Acceptance Devices). Currently the Java Card™ 2.2.x Runtime Environment (JCRE) Specifications
describe the behavior for case 2 commands (when using the T=0 protocol) in contradiction to EMV 2000.
GlobalPlatform mandates that the JCRE shall handle this case of command in accordance with ISO/IEC
7816: An applet receiving a case 2 command builds the response and invokes the appropriate API to
output the data. If the data is less than the data expected by the terminal, the OPEN will store the data
and output a '6Cxx’ response code and wait for the CAD to re-issue the command with the correct length.
When the re-issued command is received the JCRE will manage the outputting of the stored data.

Atomicity

Unless otherwise specified all internal persistent objects of the GlobalPlatform APl must conform to a
transaction in progress.

All operations performed by this API, except the Application.processData () method shall be
executed atomically. Objects used to enforce the implementation of velocity checking shall not conform to
a transaction in progress.

Logical channels

The following logical channel restrictions apply to Java Card™ 2.2.x (see the Java Card™ 2.2.x Runtime
Environment (JCRE) Specifications for more detail):

' While the APDU command contains Install Parameters representing TLV coded system and Application Specific Parameters,
the application only requires knowledge of the Application Specific Parameters i.e. only LV of the TLV coded structure ‘C9” are

present as parameters.
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Selection of an Application on a logical channel as defined in section 6.3 - Command Dispatch will be
unsuccessful if this same Application, or any other Application instantiated from code in the same
package from which the Application being selected was instantiated, is currently selected on another
logical channel but the application code does not implement the MultiSelectable interface. Security
Domains shall implement the MultiSelectable interface.

Changing context from a Security Domain to an Application as defined in section 7.3.3 - Personalization
Support will be unsuccessful if this same Application, or any other Application instantiated from code in
the same package from which the Application being personalized was instantiated, is currently selected
on another logical channel but the application code does not implement the MultiSelectable
interface.

An Application that has the Card Reset privilege and is intended for a card that supports Supplementary
Logical Channels should implement the MultiSelectable interface.

GlobalPlatform only defines the assignment of logical channel numbers by the card. Optionally and as
defined in Java Card 2.2, a card may also support assignment of logical channel numbers by the terminal.

Cryptographic Algorithms

GlobalPlatform cards supporting RSA cryptography should support key sizes not defined as constants in
the Key Builder class. More specifically support for key sizes being a multiple of 4 bytes (32 bits), and
being within the allowed key lengths defined by the implementation, should be available.

Level of trust

The Java Card 2.2.x specifications assume that the RID of the AID of packages, applets and instances
will be utilized to ensure a level of trust between these entities. In section 4.2.2 - AID Usage of the Java
Card™ 2.2.1 Application Programming Interface it is defined that the RID of an AID of a component must
match the RID of the AID of the package and in the definition of the register (byte [] bArray,
short bOffset, byte bLength) method of the Java Card™ 2.2.x Application Programming
Interface specification it is defined that an exception must be thrown if the RID portion of the AID bytes in
the bArray parameter does not match the RID portion of the Java Card name of the applet.

From a real world implementation point of view, mandating that the RID of the instance AID must be the
same as the RID of the component from which it was instantiated, is not practical. GlobalPlatform
implementations shall not mandate that there be any link through the AID of an instance to its original
package. It does however assume that all applications in the same package share the same level of trust.

Invocation of GlobalPlatform methods

The Application Programming Interface defined herein is accessible to any Java Card applet developed
with the intention of being present on a GlobalPlatform card. One limitation does exist relating to the
constructor of the applet and to the install () method of the Class Applet of the Java Card™ 2.2.x
Application Programming Interface. As this specification does not define exactly when the instance of an
applet becomes an entry in the card’s GlobalPlatform Registry, an applet developer can only assume that
this has occurred following the successful completion of the install method. To ensure interoperability,
GlobalPlatform API methods that require access to the GlobalPlatform Registry entry of the applet
invoking the method, shall not be invoked before registering the applet.

The following is a list of methods that may be invoked from within the constructor or the install ()
method:

e getCardState;
e getCVM;

e getService.
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The required behavior of the card in the event that an Application incorrectly invokes a method of the
org.globalplatform.GPSystem class other than those listed above is undefined. For example, an
exception may be thrown and the processing of the install () method may be aborted.

Selection

On GlobalPlatform cards, if an error occurs during the processing of the select () method or if the
select () method returns False or if the Application cannot be selected because it does not implement
the Multiselectable interface, the OPEN shall continue searching through the GlobalPlatform
Registry for a subsequent full or partial match as defined in section 6.4.2.1.2. If no Application is selected,
the corresponding logical channel remains open with no currently selected Application. Since no
Application is currently selected, any subsequent command, other than a MANAGE CHANNEL or
SELECT [by name] command, will be rejected. It is expected that the off-card entity will take appropriate
action on such an error, e.g. select another Application, close the corresponding logical channel, reset or
power off the card.

The Method Summary and Details for the GlobalPlatform Java Card™ API specification is now available in a
separate document which may be found on the GlobalPlatform website.

A.2 GlobalPlatform on MULTOS™

The GlobalPlatorm on MULTOS™ specification is now available in a separate document which may be
found on the GlobalPlatform website.
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B Algorithms (Cryptographic and Hashing)

A GlobalPlatform card may support many types of security functions for use by applications. This
appendix contains examples of several of the cryptographic algorithms and the hashing method that are
possible for GlobalPlatform.

B.1 Data Encryption Standard (DES)

The Data Encryption Standard (DES) is a symmetric cryptographic algorithm that requires the use of the
same secret key to encrypt and decrypt data. In its simplest form it uses an 8-byte key to encrypt an 8-
byte block of data and the same 8-byte key to decrypt and retrieve the original clear text.

Triple DES uses a compound operation of DES encryption and decryption. Triple DES as used in this
specification uses keying option 2 as defined in ISO/IEC 18033-3.

B.1.1 Encryption/Decryption

For encryption two variants are defined.

B.1.1.1 CBC Mode

Triple DES in CBC mode, as defined in [ANSI X9.52] and [ISO 10116], is used with an Initial Chaining
Value equal to '00 00 00 00 00 00 00 00'.

B.1.1.2 ECB Mode
Triple DES in ECB mode, as defined in [ANSI X9.52] and [ISO 10116], is used.

B.1.2 MACing
The chaining data encryption methods are defined in [ISO 9797].

B.1.2.1 Full Triple DES MAC

The full triple DES MAC is as defined in [ISO 9797-1] as MAC Algorithm 1 with output transformation 3,
without truncation, and with triple DES taking the place of the block cipher.

B.1.2.2 Single DES Plus Final Triple DES MAC

This is also known as the Retail MAC. It is as defined in [ISO 9797-1] as MAC Algorithm 3 with output
transformation 3, without truncation, and with DES taking the place of the block cipher.

B.2 Hashing Algorithms

A hash is a one-way digest operation over an arbitrary length of data that returns a fixed length hash
value. A hash is not a cryptographic algorithm and it only provides integrity of the data. It does not provide
authentication or confidentiality.
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B.2.1 Secure Hash Algorithm (SHA-1)
SHA-1 is defined in [ISO 10118-3] and FIPS PUB 180-1.

B.2.2 MULTOS Asymmetric Hash Algorithm

The asymmetric hash algorithm for GlobalPlatform on MULTOS is described in MULTOS document
[MAO-DOC-REF-009].

B.3 Public Key Cryptography Scheme 1 (PKCS#1)

Unlike DES, which uses a shared secret key, public key cryptography employs the use of a Private Key
(kept secret by one entity) and a Public Key. One public key algorithm used for GlobalPlatform is RSA
(Rivest / Shamir / Adleman).

The signature scheme is RSASSA-PKCS-v1_5 as defined in PKCS#1. The hash function is SHA-1.

B.4 DES Padding

Unless specified to the contrary, padding prior to performing a DES operation across a block of data is
achieved in the following manner:

e Append an '80' to the right of the data block;
e If the resultant data block length is a multiple of 8 bytes, no further padding is required;

e Append binary zeroes to the right of the data block until the data block length is a multiple of 8
bytes.

If the data is being padded with the intention of generating a MAC, the padding is discarded following the
DES operation.

B.5 Key Check Values

If required, when loading a secret key to the card, a key check value shall be calculated as described
below.

For a DES key, the key check value is computed by encrypting 8 bytes, each with value '00', with the key
to be checked and retaining the 3 highest-order bytes of the encrypted result.

For a AES key, the key check value is computed by encrypting 16 bytes, each with value '01', with the key
to be checked and retaining the 3 highest-order bytes of the encrypted result.
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C Secure Content Management

This appendix defines the different methods that shall be used to secure the changes and/or
modifications to the content of a GlobalPlatform card. At this point in time, these methods are the only
ones specified for GlobalPlatform cards. Depending on the implementation of the card, any subset of
these methods may be supported.

C.1 Keys

In order to perform the Card Content management operations described in the subsequent sub-sections
different keys are required.

C.1.1 Token and Receipt Keys

The Security Domain with Token Verification privilege and the Security Domain with Receipt Generation
privilege shall have knowledge of different keys if Delegated Management is supported. These keys are
used to secure the management of the card and its content.

Key Usage Minimum Remark
Length
Token Token verification (RSA Public Key) 1024 bits Delegated Management only
Receipt Optional Receipt generation (DES) 16 bytes Delegated Management only
Receipt Optional Receipt generation (RSA) 1024 bits Delegated Management only

Table C-1: Token and Receipt Keys

It is recommended that RSA keys are a multiple of 32 bits in length above the minimum length.

C.1.1.1 Token key

If the card supports Delegated Management, the Security Domain with Token Verification privilege shall
have an RSA Public Key to be used to verify a Token. Token verification and the corresponding
delegated management operation shall fail if the Token verification key is not present.

C.1.1.2 Receipt Key

If the card supports Delegated Management and specifically Receipt generation, the Security Domain
with Receipt Generation privilege shall either have an unambiguously recognized DES key or private RSA
key to be used to generate Receipts. Receipt generation and the corresponding delegated management
operation shall fail if the Receipt generation key is not present.

C.1.2 DAP Verification Keys

If the Security Domain supports DAP Verification, the Security Domain shall have either an RSA public
key or a DES key to verify Load File Data Block Signatures.

Key Usage Minimum Remark
Leng_jth

Load File Data Block Signature

; . . 1024 bit DAP Verificati 1
verification (RSA Public Key) 024 bits erification only

DAP Verification
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Key Usage Minimum Remark
Length
DAP Verification Loe?d Fll.e Data Block Signature 16 Bytes DAP Verification only
verification (DES Key)

Table C-2: Additional Security Domain Key

It is recommended that RSA keys are a multiple of 32 bits in length above the minimum length.

C.2 Load File Data Block Hash

The Load File Data Block Hash is a field that is required to be present in the INSTALL [for load] command
if Delegated Management loading is occurring and/or the Load File contains one or more DAP Blocks.
The purpose of this field is to provide a SHA-1 digest of the Load File Data Block and it is used to ensure
that the contents of the Load File Data Block have not been modified in any way. While the actual hash is
not secured in any manner, it is used in other secure operations that ensure that the Load File Data Block
has not been modified and a new hash generated for the modified data. The OPEN shall verify the
integrity of the Load File Data Block prior to creating an Executable Load File.

Figure C-1 details the Load File Data Block Hash calculation performed by the Security Domain, an
Application Provider and a Controlling Authority.

Load File Data Load File Data Block
Block Hash
A
v Message Digest
Calculation

Figure C-1: Load File Data Block Hash Calculation

Padding of the data is as defined by the SHA-1. The digest is generated prior to the Load File Data Block
being encapsulated in the TLV structure of the Load File (i.e. excluding tag 'C4' and its length).

When Delegated Management is occurring the Load Token is a signature of multiple fields including this
hash and is proof that the Card Issuer generated the Token for the Load File Data Block linked to the
hash.

If the Load File contains DAP Blocks, DAP Verification is the actual signing of this hash and is proof that
the DAP Block was generated by an entity that verified the content of the Load File Data Block linked to
the hash.

C.3 Load File Data Block Signature (DAP Verification)

The Load File Data Block Signature provides verification of the Load File Data Block prior to commencing
with the processing of the actual Load File Data Block. The OPEN shall request the Security Domain
linked to the Load File Data Block Signature to verify the signature.
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The Load File Data Block Signature is a signature of the Load File Data Block Hash. Each Load File Data
Block Signature is combined with its linked Security Domain AID in the TLV structured DAP Block. DAP
Blocks are positioned in the beginning of the Load File.

Figure C-2 details the Load File Data Block Signature calculation performed by an Application Provider or
Controlling Authority.

Load File Data Load File Data Block
Block Hash Signature

A

Signature
Calculation

Application Provider DAP
Calculation Key

Figure C-2: Load File Data Block Signature Calculation

C.4 Tokens

Tokens are public key signatures, used as proof that an Application Provider has been authorized to
perform a Card Content Management operation. Tokens are generated and verified according to this
appendix. Tokens may be generated for use on one or multiple cards.

The signature scheme for tokens is as defined in appendix B.3.

C.4.1 Load Token

The Load Token is a signature authorizing the transmission of application code to the card. It allows for
the verification of the load request. The OPEN shall request the Security Domain with Token Verification
privilege to verify the Load Token.

The following figure shows the Load Token generation.

INSTALL Lenglthl of len, Executable| len, Security len, Load File len, load
P1,P2 | remaining ! . Data Block Load Token
[for load] Load File AID | Domain AID params
data Hash
A
A »Y » » Y »Y Token Calculation Issuer Token

Calculation Key

Figure C-3 Load Token Calculation
Generating a Load Token ensures the following:

e Only the application code (hash of the Load File Data Block) included in this signature may be
loaded to the card;
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e The AID of the Load File Data Block may only be that included in the signature;

e The Executable Load File (derived from the Load File Data Block) and all Executable Modules
within the Executable Load File may only be associated with the Security Domain included in the
signature;

e The issuer of the Load Token may only be the Security Domain Provider of the Security Domain
with Token Verification Privilege.

The Load Token is an RSA signature of the following data that will be included in the actual INSTALL [for
load] command to be transmitted to the card.

Name Length
Reference control parameter P1 1
Reference control parameter P2 1

Length of the following data fields (including the | 1
length fields) - see note below

Load File AID length 1

Load File AID 5-16
Security Domain AID length 1
Security Domain AID 0 or 5-16
Length of the Load File Data Block Hash 1

Load File Data Block Hash 20

Load parameters field length 1-2

Load parameters field Var

Table C-3: Data Elements Included in the Load Token

Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.

C.4.2 Install Token

The Install Token allows for the verification of the installation process. The token is a signature
authorizing the installation to the card of an Application (Executable Module) contained in a previously
loaded file (Executable Load File). The OPEN shall request the Security Domain with Token Verification
privilege to verify the Install Token.

Figure C-4 shows the Install Token generation.

Length of len,

INSTALL | P1, remainin len, Executable | len, Executable instance len, len, install Install Token
[forinstall] | P2 data 9 Load File AID | Module AID AID privileges | params
A
Y :V :' :V »Y :V A »{ Token Calculation Issuer Token

Calculation Key

Figure C-4: Install Token Calculation

Generating an Install Token ensures the following:
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e Only the application (Executable Module) included in this signature and present in the Executable
Load File may be installed on the card;

e That only the instance AID included in this signature may be used as the AID to select the
instance;

e The Application may only be installed with the privileges included in this signature;
e Only the parameters included in this signature may be used to install the Application;

e The issuer of the Install Token may only be the Security Domain Provider of the Security Domain
with Token Verification Privilege.

The Install Token is an RSA signature of the following data that will be included in an INSTALL [for install]
command.

Name Length
Reference control parameter P1 1
Reference control parameter P2 1
Length of the following data fields (including the 1
length fields) - see note below
Executable Load File AID length 1
Executable Load File AID 5-16
Executable Module AID length 1
AID within the Executable Load File 5-16
Instance AID length 1
Instance AID 5-16
Privileges length 1
Privileges (byte 1 - byte 2 — byte 3) lor3
Install Parameters field length 1-2
Install Parameters (system and Application) field Var

Table C-4: Data Elements Included in the Install Token

Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.

C.4.3 Make Selectable Token

The Make Selectable Token allows for the verification of the installation for make selectable process. The
token is a signature authorizing the making selectable of an Application. The OPEN shall request the
Security Domain with Token Verification privilege to verify the Make Selectable Token.

The following figure shows the Make Selectable Token generation.
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INSTALL [for |P1, Lenglth‘ of _ _ len, instance len, len, make Make
remaining len=0 len=0 - selectable Selectable
make selectable] | P2 AID privileges
data params Token
A
v K R R Y Wy Y »{ Token Calculation )} SSuer Token

Calculation Key

Figure C-5: Make Selectable Token Calculation
Generating a Make Selectable Token ensures the following:

e Only the Application included in this signature and present in the Executable Load File may be
made selectable on the card;

e That only the instance AID included in this signature may be used as the AID to select the
instance;

o The Application may only be made selectable with the privileges included in this signature;
e Only the parameters included in this signature may be used to make the Application selectable;

e The issuer of the Make Selectable Token may only be the Security Domain Provider of the
Security Domain with Token Verification Privilege.

The Make Selectable Token is an RSA signature of the following data that will be included in an INSTALL
[for make selectable] command.

Name Length
Reference control parameter P1 1
Reference control parameter P2 1
Length of the following data fields (including the 1
length fields) - see note below
Executable Load File AID length (='00" 1
Executable Module AID length (='00") 1
Instance AID length 1
Instance AID 5-16
Privileges length 1
Privileges (byte 1 - byte 2 - byte 3) 1or3
Make Selectable parameters field length 1
Make Selectable parameters field 0-n

Table C-5: Data Elements Included in the Make Selectable Token

Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.
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C.4.4 Extradition Token

The Extradition Token allows for the verification of the extradition process. The token is a signature
authorizing the extradition of an Application from one Security Domain to another. The OPEN shall
request the Security Domain with Token Verification privilege to verify the Extradition Token.

GlobalPlatform Card Specification 2.2.1 January 2011

The following figure shows Extradition Token generation.

Length of . len, Application —
'Zi:ﬁ,ﬁo[;]’r ';12 remaining lggmzle:lﬂg len=0| orExecutable [len=0]|len=0 Extradition
data Load File AID Token
4 \ 4 \ 4 \ 4 \ 4 \ T . Issuer Token
» > P » » p oken Calculation

Calculation Key

Figure C-6: Extradition Token Calculation

Generating an Extradition Token ensures the following:
e Only the Application or Executable Load File included in this signature may be extradited;

e The issuer of the Extradition Token may only be the Security Domain Provider of the Security
Domain with Token Verification Privilege.

The Extradition Token is an RSA signature of the following data that will be included in an actual
INSTALL [for extradition] command to be transmitted to the card.

Name Length Presence

Reference control parameter P1 1 Mandatory
Reference control parameter P2 1 Mandatory
Length of the following data fields (including the 1 Mandatory
length fields) - see note below

Security Domain AID length 1 Mandatory
Security Domain AID 5-16 Conditional
Length =0 1 Mandatory
Application or Executable Load File AID length 1 Mandatory
Application or Executable Load File AID 5-16 Mandatory
Length=0 1 Mandatory
Length of Extradition Parameters field 1 Mandatory
Extradition Parameters field 0-n Conditional

Table C-6: Data Elements Included in the Extradition Token

Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.
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C.4.5 Registry Update Token

The Registry Update Token allows for the verification of the registry update process. The token is a
signature authorizing the updating of the GlobalPlatform Registry data for an Application, and optionally
the extradition of an Application from one Security Domain to another. The OPEN shall request the
Security Domain with Token Verification privilege to verify the Registry Update Token.

Figure C-7 shows the Registry Update Token generation.

INSTALL [for [P1, ::aen:g::ir?f len, Security | len | len, Application len, len, registry Registry
registry update] | P2 data 9 | Domain AID |=0 AID privileges | update params UpdateToken
A
Y,y py Y Y N4 \ Token Calculation X 1SSUer Token

Calculation Key

Figure C-7: Registry Update Token Calculation

Generating a Registry Update Token ensures the following:

e Only the Application included in this signature may have its GP Registry entry updated (and be
extradited, in the case of extradition using registry update);

e The GP Registry entry of the Application may only be updated with the privileges and/or
parameters included in this signature;

e The issuer of the Registry Update Token may only be the Security Domain Provider of the
Security Domain with Token Verification Privilege

The Registry Update Token is an RSA signature of the following data that will be included in an actual
INSTALL [for registry update] command to be transmitted to the card.

Name Length Presence

Reference control parameter P1 1 Mandatory
Reference control parameter P2 1 Mandatory
Length of the following data fields (including the 1 Mandatory
length fields) - see note below

Security Domain AID length 1 Mandatory
Security Domain AID 0 or 5-16 Conditional
Length =0 1 Mandatory
Application AID length 1 Mandatory
Application AID 5-16 Conditional
Length of Privileges 1 Mandatory
Privileges (byte 1 - byte 2 - byte 3) 0-3 Conditional
Length of Registry Update Parameters 1 Mandatory
Registry Update Parameters 0-n Conditional

Table C-7: Data Elements Included in the Registry Update Token
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Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.

C.4.6 Delete Token

The Delete Token is a signature authorizing the deletion of card content from the card. It allows for the
verification of the card content removal process The Token is a signature of selected fields within the
DELETE command APDU and is appended to the DELETE command.

Figure C-8 shows the Delete Token generation.

Tag, Len, Control
Tag, Len, AID | Reference Template
for Digital Signature

Length of
remaining data

Delete Token

A

DELETE | P1,P2

Issuer Token
Calculation Key

Token Calculation

Figure C-8: Delete Token Calculation
Generating a Delete Token ensures the following:
e Only the Application or Executable Load File included in this signature may be deleted;

e The issuer of the Delete Token may only be the Security Domain Provider of the Security Domain
with Token Verification Privilege.

The Delete Token is an RSA signature of the following data that will be included in the actual DELETE
[card content] command to be transmitted to the card.

Name Length
Reference control parameter P1 1
Reference control parameter P2 1
Length of the following data fields - see note below 1
Application or Executable Load File AID tag ('4F") 1
AID length 1
Application or Executable Load File AID 5-16
Control Reference Template for Digital Signature tag (‘B6") Oorl
Control Reference Template for Digital Signature length 0-3
Control Reference Template for Digital Signature (Token) as defined in 0-n

Table 11-22, comprising (in TLV format) Identification Number of the
Security Domain with the Token Verification privilege (tag '42'"), Image
Number of the Security Domain with the Token Verification privilege (tag
'45"), Application Provider id (tag 'SF20') and Token identifier/number (tag
'93")

Table C-8: Data Elements Included in the Delete Token

Note that 'Length of the following data fields' is the value of Lc of the DELETE command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.
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C.4.7 Load, Install and Make Selectable Token

The combined Load, Install and Make Selectable Token allows for the verification of the combined
loading and installation process. The token is a signature authorizing the combined loading of an
Executable Load File and installation to the card of an Application contained in a previously loaded file
(Executable Load File). The OPEN shall request the Security Domain with Token Verification privilege to
verify the combined Load, Install and Make Selectable Token.

Figure C-9 shows the combined Load, Install and Make Selectable Token generation.

INSTALL Lenth.Of len, Executable | len, Security len, Load File len, load
P1,P2 | remaining § X Data Block
[for load] Load File AID | Domain AID params
data Hash
Y R4 R4 R4 R4 Y
> > > >
Combined
INSTALL [for len, len,
load, install and Leng_th_of Executable | Executable | . len, len, ) len, Load, Install and
P1,P2 | remaining X instance | . . install Make
make data Load File | Module AID privileges arams Selectabl
selectable] AID AID p electable
Token
A
»Y ;V ;V ;V #V ;V P Token Calculation Issuer Token

Calculation Key

Figure C-9: Load, Install and Make Selectable Token Calculation

Generating a combined Load, Install and Make Selectable Token ensures the following:
e Only the application code included in this signature may be loaded to the card;

e The AID of the Load File Data Block may only be that included in the signature;

e The Executable Load File (derived from the Load File Data Block) and all Executable Modules
within the Executable Load File may only be associated with the Security Domain included in the
signature;

e Only the application (Executable Module) included in this signature and present in the Executable
Load File may be installed on the card;

e That only the instance AID included in this signature may be used as the AID to select the
instance;

e The Application may only be installed with the privileges included in this signature;

e Only the parameters included in this signature may be used to install the Application;
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e The issuer of the combined Load, Install and Make Selectable Token may only be the Security
Domain Provider of the Security Domain with Token Verification Privilege.

The combined Load, Install and Make Selectable Token is an RSA signature of the following data that will
be included in an INSTALL [for load, install and make selectable] command.

Name Length
Reference control parameter P1 1
Reference control parameter P2 1
Length of the following data fields (including the length fields) | 1
Load File AID length 1
Load File AID 5-16
Security Domain AID length 1
Security Domain AID 0 or 5-16
Length of the Load File Data Block Hash 1
Load File Data Block Hash 0or20
Load parameters field length 1
Load parameters field Var
Reference control parameter P1 1
Reference control parameter P2 1
Length of the following data fields (including the length fields) | 1
Executable Load File AID length 1
Executable Load File AID 0 or5-16
Executable Module AID length 1
AID within the Executable Load File 0 or 5-16
Instance AID length 1
Instance AID 5-16
Privileges length 1
Privileges (byte 1 - byte 2 - byte 3) 1or3
Install Parameters field length 1
Install Parameters (system and Application) field Var

Table C-9: Data Elements Included in the Load, Install and Make Selectable Token

Note that 'Length of the following data fields' is the value of Lc of the INSTALL command, prior to a Token
being added. It is coded on 1 byte with a value up to 255.

C.5 Receipts

Receipts are optional. They are generated by the Security Domain with Receipt Generation privilege,
which requires knowledge of the appropriate receipt key. The Delete Receipt is comprised of data
appropriate to the function that has been performed, together with Card Unique Data generated by the
Security Domain with Receipt Generation privilege.

Each Receipt is generated either by:

e Symmetric cryptography using the receipt key, an ICV of binary zeroes and the signature method
described in appendix B.1.2.2 - Single DES Plus Final Triple DES MAC across the receipt data.
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Prior to generating the signature, the data shall be padded according to appendix B.4 - DES
Padding;

e asymmetric cryptography using the private key of the Security Domain with Receipt Generation
privilege to decipher (sign) the SHA-1 digest of the receipt data using the signature method
described in appendix B.2.1 - Secure Hash Algorithm (SHA-1).

In addition to the appropriate cryptographic key, the Security Domain with Receipt Generation privilege
also keeps track of a Confirmation Counter. The Confirmation Counter is a 16-bit value that is
incremented by one (1) following each receipt generation. The Confirmation Counter is initialized to zero.
When reaching its maximum value, the Confirmation Counter shall not be reset to zero. Cards are not
required to support counter values beyond 32767.

C.5.1 Load Receipt

The Load Receipt provides confirmation that a successful load has occurred through the delegated
loading process. A Load Receipt may be included in the response message for the last LOAD command
of a sequence of LOAD commands.

Figure C-10 details the Load Receipt calculation.

Confirmation len, Executable len, Security

Data Load File AID | Domain AID Load Receipt

ﬂk
\ 4 4 4 |

Receipt Calculation

Security Domain Receipt
Generation Key

Figure C-10: Load Receipt Calculation

A Load Receipt is a signature of the following data:

Name Length
Confirmation Data as defined in section 11.1.6 1-n
Executable Load File AID length 1
Executable Load File AID 5-16
Security Domain AID length 1
Security Domain AID 5-16

Table C-10: Data Elements Included in the Load Receipt

C.5.2 Install Receipt and Make Selectable Receipt

The Install/Make Selectable Receipt provides confirmation card that a successful installation/make
selectable has occurred through the delegated installation/make selectable process. An Install/Make
Selectable Receipt may be returned in the response message to the INSTALL [for install] command, the
INSTALL [for make selectable] and the INSTALL [for install and make selectable] command. An Install
Receipt is not returned in the response message to the INSTALL [for personalization] command.

Figure C-11 details the Install/Make Selectable Receipt calculation.
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Figure C-11: Install/Make Selectable Receipt Calculation

An Install/Make Selectable Receipt is a signature of the following data:

Name Length
Confirmation Data as defined in section 11.1.6 1-n
Executable Load File AID length 1
Executable Load File AID 5-16
Instance AID length indicator 1
Instance AID 5-16

Table C-11: Data Elements Included in the Install/Make Selectable Receipt

C.5.3 Extradition Receipt

The Extradition Receipt provides confirmation that the identified old Security Domain extradited the
identified Application or Executable Load File to the identified new Security Domain, on a specific card,
through the Delegated Management process. An Extradition Receipt may be returned in the response
message to the INSTALL [for extradition] command.

Figure C-12 details the Extradition Receipt calculation performed by the Security Domain with Receipt
Generation privilege.

Confirmation| len, old Security len, Application/ Igg’cgﬁrv Extradition
Data Domain AID Executable Load File AID . Y Receipt
Domain AID
4
\ 4 4 R 4 R o[ Receipt Security Domain Receipt
> > > »

Calculation Generation Key

Figure C-12: Extradition Receipt Calculation

An Extradition Receipt is a signature of the following data:

Name Length Presence
Confirmation Data as defined in section 11.1.6 I-n Mandatory
AID length indicator 1 Mandatory
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Name Length Presence
Old Security Domain AID 5-16 Mandatory
AID length indicator 1 Mandatory
Application instance or Executable Load File AID | 5-16 Mandatory
AID length indicator 1 Mandatory
New Security Domain AID 5-16 Mandatory

Table C-12: Data Elements Included in the Extradition Receipt

C.5.4 Registry Update Receipt

The Registry Update Receipt provides confirmation that GlobalPlatform Registry data (Privileges and/or
Registry Update Parameters) for the identified Application was modified to the specified values on a
specific card.

189

If registry update is used for extradition, the Registry Update Receipt also provides confirmation that the
identified old Security Domain extradited the identified Application to the identified new Security Domain,
on a specific card, through the Delegated Management process.

The following figure details the Registry Update Receipt calculation performed by the Security Domain
with Receipt Generation privilege.

Calculation

Confirmation| len, old Security | len, Application len, new len, len, Registry Registry
Data Domain AID AID Seaurity | pieges | | Update Update
Domain AID| 9 Parameters Receipt

A
\ 4 ) A 4 p ¥ R =f Receipt

Security Domain Receipt
Generation Key

Figure C-13: Registry Update Receipt Calculation

A Registry Update Receipt is a signature of the following data:

Name Length Presence
Confirmation Data as defined in section 11.1.6 1-n Mandatory
AID length indicator 1 Mandatory
Old Security Domain AID 0 or 5-16 Conditional
AID length indicator 1 Mandatory
Application AID 0 or 5-16 Conditional
AID length indicator 1 Mandatory
New Security Domain AID 0 or5-16 Conditional
Length of Privileges 1 Mandatory
Privileges (byte 1 - byte 2 — byte 3) 0-3 Conditional
Length of Registry Update Parameters 1 Mandatory
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Name Length Presence

Registry Update Parameters 0-n Conditional

Table C-13: Data Elements Included in the Registry Update Receipt

The presence of conditional data depends on what Registry data (Privileges and/or Registry Update
Parameters) is being updated and whether registry update is being used for extradition. See sections
11.5.2.3.5 and 11.5.2.3.7 for further details and the format of data. Security Domain AIDs are present for
extradition.

C.5.5 Delete Receipt

The Delete Receipt provides proof that the identified Security Domain deleted an Application, an
Executable Load File, or an Executable Load File and all its Application instances from a specific card
through the delegated deletion process. The Delete Receipt may be returned in the response message to
the DELETE [card content] command.

Figure C-14 details the Delete Receipt calculation performed by the Security Domain with Receipt
Generation privilege.

Confirmation Data| len, deleted AID Delete Receipt

A

\ 4 » »(Receipt Calculation

Security Domain Receipt
Generation Key

Figure C-14: Delete Receipt Calculation

A Delete Receipt is a signature of the following data:

Name Length
Confirmation Data as defined in section 11.1.6 I-n
AID length indicator 1
Application instance or Executable Load File AID | 5-16

Table C-14: Data Elements Included in the Delete Receipt

If the function was to delete an Executable Load File and all its Application instances, the receipt returns
only the Executable Load File AID.

C.5.6 Combined Load, Install and Make Selectable Receipt

The combined Load, Install and Make Selectable Receipt provides confirmation card that a successful
installation has occurred through the delegated installation process. A combined Load, Install and Make
Selectable Receipt may be returned in the response message to the INSTALL [for load, install and make
selectable] command.

Figure C-15 details the combined Load, Install and Make Selectable Receipt calculation.
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Confirmation len, Eecutable len, Application |len, Security Domain Combined Load, Install and
Data Load File AID AID AID Make Selectable Receipt

Security Domain Receipt
Generation Key

Receipt Calculation

Figure C-15: Load, Install and Make Selectable Receipt Calculation

A combined Load, Install and Make Selectable Receipt is a signature of the following data:

Name Length

Confirmation Data as defined in section 11.1.6 1-n
Executable Load File AID length 1
Executable Load File AID 5-16
Instance AID length indicator 1

Instance AID 5-16
Security Domain AID length 1

Security Domain AID 5-16

Table C-15: Data Elements Included in the Load, Install and Make Selectable Receipt

C.6 DAP Verification

Load File Data Block Signature verification is used to ensure that the Application has been validated.

In order to support DAP Verification, a Security Domain with DAP Verification privileges shall be present
on the card. The Security Domain shall have knowledge of the appropriate key.

C.6.1 PKC Scheme

An entity generates a signature of the Load File Data Block Hash as defined in appendix B.2.1 - Secure
Hash Algorithm (SHA-1), i.e. computing a SHA-1 message digest of the Load File Data Block Hash and
applying the DAP Verification private key to obtain the signature. This RSA signature is the decryption
with the DAP Verification private key of the SHA-1 message digest of the Load File Data Block Hash (i.e.
hash of a hash value). The signature scheme for DAP verification is as defined in appendix B.3. The
signature is provided to any entity responsible for loading the signed application code to a GlobalPlatform
card. The AID of the Security Domain verifying the DAP along with this signature are placed in the Load
File as a DAP Block to be transmitted to the card.

C.6.2 DES Scheme

A Security Domain's provider generates a signature of the Load File Data Block Hash. This signature is a
MAC of the Load File Data Block Hash according to appendix B.1.2.2 - Single DES Plus Final Triple DES.
Padding of the data is as defined in appendix B.4 - DES Padding. The signature is provided to any entity

responsible for loading the signed application code to a GlobalPlatform card. The AID of the Security
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Domain verifying the DAP along with this signature are placed in the Load File as a DAP Block to be
transmitted to the card.

C.7 GlobalPlatform on MULTOS

C.7.1 Keys

In order to perform Card Content management operations a GlobalPlatform on MULTOS smart card
requires the following key:

e Issuer’s key.

The following keys may optionally be supplied to the card during a card content loading operation:
o Application Provider’s key;
e Application Provider’s transport keys.

These keys are described in MAO-DOC-REF-009.

C.7.2 Cryptographic Structures
A GlobalPlatform on MULTOS smart card utilizes the following cryptographic structures:
o Public Key Certificate;
e Card Content Management Certificates:
- Application Load Certificate;
- Application Delete Certificate.
e Application Provider’s Signature;
o Key Transformation Unit.
These structures are described in MAO-DOC-REF-009.
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D Secure Channel Protocol ‘01' (Deprecated)

This Secure Channel Protocol is deprecated, and will be removed from a future version of the
Specification. Use of another Secure Channel Protocol, such as Secure Channel Protocol '02' (SCP02), is
recommended.

D.1 Secure Communication

D.1.1 SCP01 Secure Channel
The 3 levels of security provided by SCP01 are:

Mutual authentication - in which the card and the off-card entity each prove that they have knowledge of
the same secrets;

Integrity and data origin authentication - in which the card ensures that the data being received from
the off-card entity actually came from an authenticated off-card entity in the correct sequence and has not
been altered;

Confidentiality - in which data being transmitted from the off-card entity to the card, is not viewable by an
unauthorized entity.

A further level of security applies to sensitive data (e.g. secret keys) that shall always be transmitted as
confidential data.

A maximum of 3 Supplementary Logical Channels is supported in SCP01.

Only explicit Secure Channel initiation is supported in SCP01. Both implicit and explicit Secure Channel
termination are supported in SCPO1.

In SCPO01 the card shall support the following implementation options defined by "i" (see appendix H -
GlobalPlatform Data Values and Card Recognition Data):

e "i"="05" Initiation mode explicit, C-MAC on modified APDU, ICV set to zero, no ICV encryption, 3
Secure Channel Keys;
e "i"="15" Initiation mode explicit, C-MAC on modified APDU, ICV set to zero, ICV encryption, 3

Secure Channel Keys.

Implementation option 15" is an enhancement over implementation option '05' and is therefore
recommended.

D.1.2 Mutual Authentication

Mutual authentication is achieved through the process of initiating a Secure Channel and provides
assurance to both the card and the off-card entity that they are communicating with an authenticated
entity. If any step in the mutual authentication process fails, the process shall be restarted i.e. new
challenges and Secure Channel Session generated.

The Secure Channel is explicitly initiated by the off-card entity using the INITIALIZE UPDATE and
EXTERNAL AUTHENTICATE commands defined in this section. The Application may pass the APDU to
the Security Domain using the appropriate API e.g. the processSecurity() method of a GlobalPlatform
Java Card.

The explicit Secure Channel initiation allows the off-card entity to instruct the card (see appendix D.4.2 -
EXTERNAL AUTHENTICATE Command) as to what level of security is required for the current Secure
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Channel (integrity and/or confidentiality) and apply this level of security to all the subsequent messages

exchanged between the card and the off-card entity until the end of the Secure Channel Session. It also
gives the off-card entity the possibility of selecting the Key Version Number and Key Identifier to be used
(see the INITIALIZE UPDATE command).

Note: The explicit Secure Channel initiation also allows the card to inform the off-card entity what Secure
Channel Protocol is supported, using the returned Secure Channel Protocol identifier.

The Secure Channel is always initiated (see appendix D.4.1 - INITIALIZE UPDATE Command) by the off-
card entity by passing a “host” challenge (random data unique to this Secure Channel Session) to the
card.

The card, on receipt of this challenge, generates its own “card” challenge (again random data unique to
this Secure Channel Session).

The card, using the host challenge, the card challenge and its internal static keys, creates new secret
Secure Channel session keys and generates a first cryptographic value (card cryptogram) using one of its
newly created Secure Channel session keys (see appendix D.3.1 - DES Session Keys).

This card cryptogram along with the card challenge, the Secure Channel Protocol identifier, and other
data is transmitted back to the off-card entity.

As the off-card entity should now have all the same information that the card used to generate the card
cryptogram, it should be able to generate the same Secure Channel session keys and the same card
cryptogram and by performing a comparison, it is able to authenticate the card.

The off-card entity now uses a similar process to create a second cryptographic value (host cryptogram)
to be passed back to the card (see appendix D.4.2 - EXTERNAL AUTHENTICATE Command).

As the card has all the same information that the host used to generate the host cryptogram, it should be
able to generate the same host cryptogram and, by performing a comparison, it is able to authenticate the
off-card entity.
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SCP01 Mutual Authentication Flow

The following flow is an example of mutual authentication between a card and an off-card entity. This flow
shows mutual authentication occurring between a Security Domain and an off-card entity.

Host Security Domain

B—SELECT Security Domain—»
SELECT |
<4—SELECT Response—#

Generate host challenge
B—INITIALIZE UPDATE——p

Generate card challenge;
Generate session keys;
Calculate card cryptogram

<«4—INITIALIZE UPDATE Response—#
Mutual Generate session keys;
Verify card cryptogram;
Calculate host cryptogram

authentication |

B——EXTERNAL AUTHENTICATE —»

Verify host cryptogram

APDU Interface

Figure D-1: Mutual Authentication Flow (Security Domain)

Expanding the authentication process shown in the flow described in section 7.3.4 - Runtime Messaging

Support, it can be seen how an Application would use the services of an associated Security Domain to
achieve mutual authentication.

Host Application Security Domain

Generate host challenge
B——INITIALIZE UPDATE—

Generate card challenge;
Generate session keys;
Calculate card cryptogram

~——security processing—p»>

<«INITIALIZE UPDATE Response-#

Mutual — Generate session keys;
authentication Verify card cryptogram;
Calculate host cryptogram

m—EXTERNAL AUTHENTICATE 5

~€——security processing—» Verify host cryptogram

APDU Interface GP API

Figure D-2: Mutual Authentication Flow (using services of Security Domain)
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D.1.3 Message Integrity

The C-MAC is generated by applying multiple chained DES operations (using a Secure Channel session
key generated during the mutual authentication process) across the header and data field of an APDU
command.

The card, on receipt of the message containing a C-MAC, using the same Secure Channel session key,
performs the same operation and by comparing its internally generated C-MAC with the C-MAC received
from the off-card entity is assured of the integrity of the full command. (If message data confidentiality has
also been applied to the message, the C-MAC applies to the message data field before encryption.)

The integrity of the sequence of commands being transmitted to the card is achieved by using the C-MAC
from the current command as the (possibly encrypted) Initial Chaining Vector (ICV) for the subsequent
command. This ensures the card that all commands in a sequence have been received.

D.1.4 Message Data Confidentiality

The message data field is encrypted by applying multiple chained DES operations (using a Secure
Channel session key generated during the mutual authentication process) across the entire data field of
the command message to be transmitted to the card, regardless of its contents (clear text data and/or
already protected sensitive data).

D.1.5 ICV Encryption

As an enhancement to the C-MAC mechanism, the ICV is encrypted before being applied to the
calculation of the next C-MAC. The encryption mechanism used is triple DES with the C-MAC session
key. The first ICV of a session, used to generate the C-MAC on the EXTERNAL AUTHENTICATE
command, is not encrypted.

D.1.6 Security Level

The Current Security Level of a communication not included in a Secure Channel Session shall be set to
NO_SECURITY_LEVEL.

For Secure Channel Protocol '01', the Current Security Level established in a Secure Channel Session is
a bitmap combination of the following values: AUTHENTICATED, C_MAC, and C_DECRYPTION. The
Current Security Level shall be set as follows:

e NO_SECURITY_LEVEL when a Secure Channel Session is terminated or not yet fully initiated;

e AUTHENTICATED after a successful processing of an EXTERNAL AUTHENTICATE command:
AUTHENTICATED shall be cleared once the Secure Channel Session is terminated;

e AUTHENTICATED and C_MAC after a successful processing of an EXTERNAL
AUTHENTICATE command with P1 indicating C-MAC (P1="01"): AUTHENTICATED and C-MAC
shall be cleared once the Secure Channel Session is terminated;

e AUTHENTICATED, C_MAC, and C_DECRYPTION after a successful processing of an
EXTERNAL AUTHENTICATE command with P1 indicating C-MAC and command encryption
(P1="03"): AUTHENTICATED, C_MAC, and C_DECRYPTION shall be cleared once the Secure
Channel Session is terminated.

D.1.7 Protocol Rules

In accordance with the general rules described in chapter 10 - Secure Communication, the following
protocol rules apply to Secure Channel Protocol ‘01’:
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e The successful initiation of a Secure Channel Session shall set the Current Security Level to the
security level indicated in the EXTERNAL AUTHENTICATE command: it is at least set to
AUTHENTICATED;

e The Current Security Level shall apply to the entire Secure Channel Session unless successfully
modified at the request of the Application;

e  When the Current Security Level is equal to NO_SECURITY_LEVEL:

- If the Secure Channel Session was aborted during the same Application Session, the
incoming command shall be rejected with a security error;

- Otherwise no security verification of the incoming command shall be performed. The
Application processing the command is responsible to apply its own security rules.

e If a Secure Channel Session is active (i.e. Current Security Level at least set to
AUTHENTICATED), the security of the incoming command shall be checked according to the
Current Security Level regardless of the command secure messaging indicator:

- When the security of the command does not match (nor exceeds) the Current Security Level,
the command shall be rejected with a security error, the Secure Channel Session aborted
and the Current Security Level reset to NO_SECURITY_LEVEL,;

- If a security error is found, the command shall be rejected with a security error, the Secure
Channel Session aborted and the Current Security Level reset to NO_SECURITY_LEVEL;

- In all other cases, the Secure Channel Session shall remain active and the Current Security
Level unmodified. The Application is responsible for further processing the command.

e If the Security Domain supports application data encryption and/or decryption, it shall decrypt or
encrypt a block of secret data upon request. If the service is not supported or if (one of) the
appropriate cryptographic key(s) is not available, the request shall be rejected but the Current
Security Level, Session Security Level and Secure Channel Session in operation (if any) shall not
be impacted;

e If a Secure Channel Session is aborted, it is still considered not terminated;

e The current Secure Channel Session shall be terminated (if aborted or still open) and the Current
Security Level reset to NO_SECURITY_LEVEL on either:

- Attempt to initiate a new Secure Channel Session (new INITIALIZE UPDATE command);
- Termination of the Application Session (e.g. new Application selection);

- Termination of the associated logical channel;

- Termination of the Card Session (card reset or power off);

- Explicit termination by the Application (e.g. invoking GlobalPlatform API).

D.2 Cryptographic Keys

Key Usage Length Remark
Secure Channel Encryption Key (S- Secure Channel Authentication & 16 bytes Mandatory
ENC) Encryption (DES)
Secure Channel Message Secure Channel MAC Verification 16 bytes Mandatory
Authentication Code Key (S-MAC) (DES)
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Key Usage Length Remark
Data Encryption Key (DEK) Sensitive Data Decryption (DES) 16 bytes Mandatory

Table D-1: Security Domain Secure Channel Keys

A Security Domain, including the Issuer Security Domain shall have at least one key set containing 3 keys
to be used in the initiation and use of a Secure Channel. These keys are all double length DES keys and
are the following:

e The Secure Channel encryption key (S-ENC) and the Secure Channel MAC key (S-MAC). These
keys are only used to generate Secure Channel session keys during the initiation of a Secure
Channel;

e The data encryption key (DEK) for decrypting sensitive data, e.g. secret or private keys. This key
is a double length DES key and is used as a static key.

D.3 Cryptographic Usage

D.3.1 DES Session Keys

DES session keys shall be generated every time a Secure Channel is initiated and are used in the mutual
authentication process. These same session keys may be used for subsequent commands if the Current
Security Level indicates that secure messaging is required.

Session keys are generated to ensure that a different set of keys is used for each Secure Channel
Session. While this is not required for key encryption operations, it is important for authentication
operations, MAC generation and verification and command message encryption and decryption. It is
therefore only necessary to create session keys from the static Secure Channel encryption key (S-ENC)
and the Secure Channel MAC key (S-MAC).

DES session keys are created using the static Secure Channel encryption key (S-ENC) and the Secure
Channel MAC key (S-MAC) and the random host and card challenges. Creating session keys involves 3
steps.

e Generating the session key derivation data. (The same derivation data is used to create both the
Secure Channel encryption and Secure Channel MAC session keys.);

e Creating the Secure Channel encryption session key;
e Creating the Secure Channel MAC session key.

The DES operation used to generate these keys is always triple DES in ECB mode.
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Card challenge (8 bytes) Host challenge (8 bytes)
Card challenge Host challenge Card challenge Host challenge
(4 byte right half) (4 byte left half) (4 byte left half) (4 byte right half)

Derivation data (16 bytes)

Figure D-3: Session Key - Step 1 - Generate Derivation data

Static S-ENC key (16 bytes)

Derivation data (16 bytes) ECB encryption
\ 4

Session S-ENC key (16 bytes)

Figure D-4: Session Key - Step 2 - Create S-ENC Session Key

Static S-MAC key (16 bytes)

Derivation data (16 bytes) ECB encryption

Session S-MAC key (16 bytes)

Figure D-5: Session Key — Step 3 - Create S-MAC Session Key
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D.3.2 Authentication Cryptograms

Both the card and the off-card entity (Host) generate an authentication cryptogram. The off-card entity
verifies the card cryptogram and the card verifies the host cryptogram. Generating or verifying an
authentication cryptogram uses the S-ENC session key and the signing method described in appendix
B.1.2.1 - Full Triple DES.

D.3.2.1 Card Authentication Cryptogram

The generation and verification of the card cryptogram is performed by concatenating the 8-byte host
challenge and 8-byte card challenge resulting in a 16-byte block.

Applying the same padding rules defined in appendix B.4 - DES Padding, the data shall be padded with a
further 8-byte block ('80 00 00 00 00 00 00 00").

The signature method, using the S-ENC session key and an ICV of binary zeroes, is applied across this
24-byte block and the resulting 8-byte signature is the card cryptogram.

D.3.2.2 Host Authentication Cryptogram

The generation and verification of the host cryptogram is performed by concatenating the 8-byte card
challenge and 8-byte host challenge resulting in a 16-byte block.

Applying the same padding rules defined in appendix B.4 - DES Padding, the data shall be padded with a
further 8-byte block (‘80 00 00 00 00 00 00 00'").

The signature method, using the S-ENC session key and an ICV of binary zeroes, is applied across this
24-byte block and the resulting 8-byte signature is the host cryptogram.

D.3.3 APDU Command MAC Generation and Verification

The Secure Channel mandates the use of a MAC on the EXTERNAL AUTHENTICATE command.
Depending on the Session Security Level defined in the initiation of the Secure Channel, all other
commands within the Secure Channel may require secure messaging and as such the use of a C-MAC.

A C-MAC is generated by an off-card entity and applied across the full APDU command being transmitted
to the card including the header (5 bytes) and the data field in the command message. (It does not
include Le.)

Modification of the APDU command header and padding is required prior to the MAC operation being
performed.

The rules for APDU command header modification are as follows:

e The length of the command message (Lc) shall be incremented by 8 to indicate the inclusion of
the C-MAC in the data field of the command message;

e The class byte shall be modified to indicate that this APDU command includes secure messaging.
This is achieved by setting bit b3 of the class byte. For all the commands defined in this
specification, the class byte of commands that contain secure messaging shall be '84". The C-
MAC generation and verification does not reflect the logical channel information included in the
class byte of the command: the logical channel number is always assumed to be zero in the
generation or verification of the C-MAC;

e The rules for MAC padding are as defined in appendix B.4 - DES Padding.

As the ICV is used to chain the commands for command sequence integrity, the value of the ICV
depends on which APDU command within the sequence the MAC is being generated for:
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e Forthe EXTERNAL AUTHENTICATE command, the ICV is set to binary zeroes;

e For any command following the EXTERNAL AUTHENTICATE command, the ICV is the C-MAC
value successfully verified for the previous command received by the card. (Prior to using the
ICV, the ICV can be encrypted as described in appendix D.1.5 - ICV Encryption.)

The signature method defined in appendix B.1.2.1 - Full Triple DES, using the MAC session key and the
ICV, is applied across the padded data block and the resulting 8-byte signature is the C-MAC.

The C-MAC is appended at the end of the APDU command message excluding any padding but including
the modifications made to the command header (class and Lc).
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Figure D-6: APDU Command MAC Generation and Verification

If no other secure messaging is required, the message is now prepared for transmission to the card. The
C-MAC shall be retained and used as the ICV for the subsequent C-MAC verification (if any).

The card, in order to verify the C-MAC, shall perform the same padding mechanism to the data and use
the same ICV and MAC session key employed by the off-card entity in order to verify the C-MAC. As with
the off-card entity, the C-MAC shall be retained and used as the ICV for the subsequent C-MAC
verification (if any).

If the Secure Channel Session is occurring on a Supplementary Logical Channel, the logical channel
number is added to the class byte of the message after the C-MAC has been generated and prior to the
message being transmitted to the card. The card shall ignore any logical channel information in the class
byte (i.e. assume the logical channel number is zero) prior to verifying the C-MAC.
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D.3.4 APDU Data Field Encryption and Decryption

Depending on the Session Security Level defined in the initiation of the Secure Channel, all subsequent
APDU commands within the Secure Channel may require secure messaging and as such the use of a C-
MAC (integrity) and encryption (confidentiality).

If confidentiality is required, the off-card entity encrypts the “clear text” data field of the command
message being transmitted to the card. (If the APDU command does not originally contain command
data, encryption is not performed.) This excludes the header and the C-MAC but includes any data within
the data field that has been protected for another purpose e.g. secret or private keys encrypted with the
data encryption key (DEK).

Command message encryption and decryption uses the Secure Channel encryption (S-ENC) session key
and the full triple DES encryption method described in appendix B.1.1.1 — Encryption/Decryption CBC
Mode

Prior to encrypting the data, the data shall be padded. Unlike the C-MAC, this padding now becomes part
of the data field and this necessitates further modification of the Lc value.

Padding of the data field to be encrypted is performed according to the following rules:

e The length of the original, “clear text”, data field is appended to the left of, and becomes part of
the command data;

o |f the length of the data field is now a multiple of 8, no further padding is required else continue
with padding as defined in appendix B.4 - DES Padding.

The number of bytes appended to the data field in order to fulfill the above padding shall be added to Lc.
This includes the mandatory length byte, the optional '80' and any optional binary zeroes.

The encryption can now be performed across the padded data field using the Secure Channel encryption
session key (S-ENC) and the result of each encryption becomes part of the encrypted data field in the
command message.
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Figure D-7: APDU Data Field Encryption

Note: The ICV and the chaining are only used to link the blocks of the data currently being encrypted. For
this reason the ICV for command data encryption is always binary zeroes.

The message is now prepared for transmission to the card.
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The card is required to first decrypt the command message and strip off any padding prior to attempting
to verify the C-MAC. This decryption uses an ICV of binary zeroes and the same encryption session key
employed by the off-card entity. The padding shall be removed and Lc shall be modified to reflect the
length prior to encryption i.e. original clear text data plus C-MAC length.

D.3.5 Key Sensitive Data Encryption and Decryption

Key data encryption is used when transmitting key sensitive data to the card and is over and beyond the
security level required for the Secure Channel. For instance all DES keys transmitted to a card should be
encrypted.

The key data encryption process uses the static data encryption key and the encryption method
described in appendix B.1.1.2 - ECB Mode.

As all DES keys are by their very nature a multiple of 8-byte lengths no padding is required for key
encryption operations. Similarly the sensitive data block length shall be constructed as a multiple of 8-
byte long block before the data encryption operations: the eventual padding method is application
specific.

The encryption is performed across the key sensitive data and the result of each encryption becomes part
of the encrypted key data. This encrypted key data becomes part of the “clear text” data field in the
command message.

The on-card decryption of key data is the exact opposite of the above operation; in particular, no padding
is removed by the decryption operation.

D.4 Secure Channel APDU Commands

Table D-2 provides the list of minimum security requirements for SCP01 commands.

Command Minimum Security
INITTIALIZE UPDATE None
EXTERNAL AUTHENTICATE C-MAC

Table D-2: Minimum Security Requirements for SCP01 Commands

The following table provides the list of SCP01 command support per card Life Cycle State.

OP_READY | INITIALIZED| SECURED | CARD_LOCKED | TERMINATED

Command AM |DM AM (DM AM (DM
sD |sp SD sp |sb SD sD |sp SD| FASD SD FASD| SD

INITIALIZE V y
AUTHENTICATE| |7 YT Y 7 //A/A

Table D-3: SCP01 Command Support per Card Life Cycle State

Ny

Legend:
AM SD: Security Domain with Authorized Management privilege.

DM SD: Supplementary Security Domain with Delegated Management privilege.

FA SD: Security Domain with Final Application privilege. (Note: command support for an Application with
Final Application Privilege which is not a Security Domain is subject to Issuer policy, within the constraints
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of what is permitted according to the card Life Cycle State.)SD: Supplementary Security Domain without
Delegated Management privilege.

SD: Other Security Domain.

v’ : Support required.

Blank cell: Support optional.
Striped cell: Support prohibited.
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D.4.1 INITIALIZE UPDATE Command

D.4.1.1 Definition and Scope

The INITIALIZE UPDATE command is used to transmit card and Secure Channel Session data between
the card and the host. This command initiates the initiation of a Secure Channel Session.

At any time during a current Secure Channel, the INITIALIZE UPDATE command can be issued to the
card in order to initiate a new Secure Channel Session.

This INITIALIZE UPDATE command is not to be confused with commands of the same name in legacy
applications.

D.4.1.2 Command Message
The INITIALIZE UPDATE command message is coded according to the following table:

Code Value Meaning
CLA '80' - '83 See section 11.1.4
INS '50' INITIALIZE UPDATE
P1 'xx' Key Version Number
P2 'xx' Key Identifier
Lc '08' Length of host challenge
Data 'XX XX...' Host challenge
Le '00'

Table D-4: INITIALIZE UPDATE Command Message

D.4.1.3 Reference Control Parameter P1 - Key Version Number

The Key Version Number defines the Key Version Number within the Security Domain to be used to
initiate the Secure Channel Session. If this value is zero, the first available key chosen by the Security
Domain will be used.

D.4.1.4 Reference Control Parameter P2 - Key ldentifier

The Key Identifier together with the Key Version Number defined in reference control parameter P1
provide a unique reference to the set of keys to be used to initiate the Secure Channel Session.

D.4.1.5 Data Field Sent in the Command Message

The data field of the command message contains 8 bytes of host challenge. This challenge, chosen by
the off-card entity, should be unique to this session.

D.4.1.6 Response Message

The data field of the response message shall contain the concatenation without delimiters of the following
data elements:
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Name

Length

Key diversification data

10 bytes

Key information

2 bytes

Card challenge

8 bytes

Card cryptogram

8 bytes

Table D-5: INITIALIZE UPDATE Response Message

The key diversification data is data typically used by a backend system to derive the card static keys.

The key information includes the Key Version Number and the Secure Channel Protocol identifier, here

'01", used in initiating the Secure Channel Session.

The card challenge is an internally generated random number.

The card cryptogram is an authentication cryptogram.

D.4.1.7 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error

Conditions or the following error condition:

SW1 SW2

Meaning

'6A' '88' Referenced data not found

Table D-6: INITIALIZE UPDATE Error Condition
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D.4.2 EXTERNAL AUTHENTICATE Command

D.4.2.1

Definition and Scope

The EXTERNAL AUTHENTICATE command is used by the card to authenticate the host and to
determine the level of security required for all subsequent commands.

A successful execution of the INITIALIZE UPDATE command shall precede this command.

D.4.2.2 Command Message
The EXTERNAL AUTHENTICATE command message is coded according to the following table:

Code Value Meaning
CLA '84' - '87' See section 11.1.4
INS '82' EXTERNAL AUTHENTICATE
P1 'XX' Security level
P2 '00' Reference control parameter P2
Lc '10' Length of host cryptogram and MAC
Data 'XX XX..." Host cryptogram and MAC
Le Not present

Table D-7: EXTERNAL AUTHENTICATE Command Message

D.4.2.3 Reference Control Parameter P1 - Security Level

The reference control parameter P1 defines the level of security for all secure messaging commands following this
EXTERNAL AUTHENTICATE command (it does not apply to this command) and within this Secure Channel

Session.
b8 | b7 | b6 | bS | b4 | b3 | b2 | b1 Description
0 0 0 0 0 0 1 1 C-DECRYPTION and C-MAC.
0 0 0 0 0 0 0 1 C-MAC
0 0 0 0 0 0 0 0 No secure messaging expected.

Table D-8: EXTERNAL AUTHENTICATE Reference Control Parameter P1

D.4.2.4 Reference Control Parameter P2

The reference control parameter P2 shall always be set to '00'.

D.4.2.5 Data Field Sent in the Command Message

The data field of the command message contains the host cryptogram and the APDU command MAC.

D.4.2.6 Data Field Returned in the Response Message

The data field of the response message is not present.
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D.4.2.7 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error

Conditions or the following error condition:

SW1

SW2

Meaning

1631

1001

Authentication of host cryptogram failed

Table D-9: EXTERNAL AUTHENTICATE Error Condition
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E Secure Channel Protocol '02'

E.1 Secure Communication
Secure Channel Protocol '02' (SCP02) supports up to 19 Supplementary Logical Channels.

E.1.1 SCP02 Secure Channel

Either the card or the off-card entity may play the role of being the secure sending and receiving entities.
SCPO02 provides the three followings levels of security:

Entity authentication - in which the card authenticates the off-card entity and the off-card entity may
authenticate the card, proving that the off-card entity has knowledge of the same secret(s) as the card;

Integrity and Data origin authentication - in which the receiving entity (the card or off-card entity)
ensures that the data being received actually came from an authenticated sending entity (respectively the
off-card entity or card) in the correct sequence and has not been altered;

Confidentiality - in which data being transmitted from the sending entity (the off-card entity or card) to
the receiving entity (respectively the card or off-card entity) is not viewable by an unauthorized entity.

A further level of security applies to sensitive data (e.g. secret keys) that shall always be transmitted as
confidential data.

In SCPO02 the "i" parameter as defined in appendix H - GlobalPlatform Data Values and Card Recognition
Data) shall be formed as a bit map on one byte as follows:

b8 b7 | b6 | bS5 | b4 | b3 | b2 | b1 Description

Reserved 1 3 Secure Channel Keys

Reserved 0 1 Secure Channel base key

Reserved 1 C-MAC on unmodified APDU

Reserved 0 C-MAC on modified APDU

Reserved 1 Initiation mode explicit

Reserved 0 Initiation mode implicit

Reserved 1 ICV set to MAC over AID

Reserved 0 ICV set to zero

Reserved 1 ICV encryption for C-MAC session

Reserved 0 No ICV encryption

Reserved 1 R-MAC support

Reserved 0 No R-MAC support

Reserved 1 Well-known pseudo-random algorithm
(card challenge)

Reserved 0 Unspecified card challenge generation
method

Table E-1: Values of Parameter "i"

Note: "i" is a subidentifier within an object identifier, and bit b8 is reserved for use in the structure of the
object identifier according to ISO/IEC 8825-1.

The Security Domain shall support at least one of the following implementation options as defined by
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e "i"="15" Initiation mode explicit, C-MAC on modified APDU, ICV set to zero, ICV encryption for
C-MAC session, 3 Secure Channel Keys, unspecified card challenge generation method, no R-
MAC;

e "i"="1A" Initiation mode implicit, C-MAC on unmodified APDU, ICV set to MAC over AID, ICV
encryption for C-MAC session, 1 Secure Channel base key. no R-MAC;

e "i"="55" Initiation mode explicit, C-MAC on modified APDU, ICV set to zero, ICV encryption for
C-MAC session, 3 Secure Channel Keys, well-known pseudo-random algorithm (card challenge),
no R-MAC.

E.1.2 Entity Authentication

Off-card entity authentication is achieved through the process of initiating a Secure Channel and provides
assurance to the card that it is communicating with an authenticated off-card entity. If any step in the off-
card authentication process fails, the process shall be restarted (i.e. new session keys generated).

The Secure Channel initiation and off-card entity authentication implies the creation of session keys
derived from card static key(s) using a Secure Channel Sequence Counter maintained by the Security
Domain. The Security Domain shall manage one Sequence Counter per Secure Channel base key or
Secure Channel keys sharing the same Key Version Number (see appendix E.2 - Cryptographic Keys).

The Sequence Counter is incremented by 1 when and only when the first C-MAC of a secure channel
(started implicitly or explicitly) is verified as valid. It is incremented before the processing specific for the
command. The Sequence Counter is reset to zero on creation or update of the Secure Channel key(s).
When the Secure Channel key set contains more than one key (see appendix E.2 - Cryptographic Keys),
the Sequence Counter is reset to zero on the creation or update of any one of the keys of this key set.

Note: the Sequence Counter is not updated for a C-MAC that is not the first of a Secure Channel Session
or when a Secure Channel Session is started and the C-MAC is invalid. In this respect, the Sequence
Counter keeps track of the number of valid Secure Channel Sessions the corresponding secure
messaging key set has experienced so far. When reaching its maximum value, the Sequence Counter
shall not be reset to zero. Cards are not required to support counter values beyond 32767.

E.1.2.1 Explicit Secure Channel Initiation

The Secure Channel may be explicitly initiated by the off-card entity using the INITIALIZE UPDATE and
EXTERNAL AUTHENTICATE commands. The Application may pass the APDU to the Security Domain
using the appropriate API e.g. the processSecurity() method of a GlobalPlatform Java Card.

The explicit Secure Channel initiation allows the off-card entity to instruct the card (see appendix E.5.2 -
EXTERNAL AUTHENTICATE Command) as to what level of security is required for the current Secure
Channel (integrity and/or confidentiality) and apply this level of security to all the subsequent messages
exchanged between the card and the off-card entity until the end of the session. It also gives the off-card
entity the possibility of selecting the Key Version Number to be used (see appendix E.5.1 - INITIALIZE
UPDATE Command).

Note: The explicit Secure Channel Session initiation also allows the card to inform the off-card entity what
Secure Channel Protocol is supported, using the returned Secure Channel Protocol identifier.

The Secure Channel is always initiated (see appendix E.5.1 - INITIALIZE UPDATE Command) by the off-
card entity by passing a “host” challenge (random data unique to this session) to the card.

The card, on receipt of this challenge, generates its own “card” challenge (again random data unique to
this session).

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0267



January 2011 GlobalPlatform Card Specification 2.2.1 211

The card, using its internal Sequence Counter and static keys, creates new secret session keys and
generates a first cryptographic value (card cryptogram) using one of its newly created session keys (see
appendix E.4.1 - DES Session Keys).

This card cryptogram along with the Sequence Counter, the card challenge, the Secure Channel Protocol
identifier, and other data is transmitted back to the off-card entity.

As the off-card entity should now have all the same information that the card used to generate the card
cryptogram, it should be able to generate the same session keys and the same card cryptogram and by
performing a comparison, it is able to authenticate the card.

The off-card entity now uses a similar process to create a second cryptographic value (host cryptogram)
to be passed back to the card (see appendix E.5.2 - EXTERNAL AUTHENTICATE Command).

As the card has all the same information that the host used to generate the host cryptogram, it should be
able to generate the same cryptogram and, by performing a comparison, it is able to authenticate the off-
card entity.

The off-card entity also creates a MAC to be passed back to the card and verified by the card. The
verified MAC is used by the card to create the Initial Chaining Vector for the verification of the subsequent
C-MAC and/or R-MAC.

When the off-card entity is successfully authenticated, the card increments its internal Secure Channel
Sequence Counter.

Explicit Secure Channel Initiation Flow

The following flow is an example of explicit Secure Channel initiation between a card and an off-card
entity. Expanding the authentication process shown in the flow described in section 7.3.4 - Runtime
Messaging Support, it can be seen how an Application would use the services of a Security Domain to
achieve the explicit Secure Channel initiation.

Off-card Entity Application Security Domain

Generate host challenge

B——INITIALIZE UPDATE—p
Generate card challenge;
~&-security processing-B> Generate session keys;

Calculate card cryptogram

<¢INITIALIZE UPDATE Response—#
Mutual
authentication ™| Apply Secure Channel Protocol;
Generate session keys;
Verify card cryptogram;
Calculate host cryptogram

B—EXTERNAL AUTHENTICATE®» Verify host cryptogram;

~¢-security processing - Verify MAC & Initialize
cv

APDU Interface GP API

Figure E-1: Explicit Secure Channel Initiation Flow
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E.1.2.2 Implicit Secure Channel Initiation

The Secure Channel is implicitly initiated when receiving the first APDU command that contains a
cryptographic protection (C-MAC). The required level of security is implicitly known by both the card and
off-card entity as command message integrity only. The off-card entity implicitly knows which keys are to
be used and the current value of the Secure Channel Sequence Counter, or may have previously
retrieved the corresponding information using a GET DATA command.

The off-card entity, using the information it knows about the card static keys and its Secure Channel
Sequence Counter, creates new secret session keys and generates a C-MAC on an APDU command
message.

The Secure Channel is initiated by the off-card entity by appending a C-MAC to an APDU command.

The card, on receipt of this first C-MAC, creates the C-MAC session key using its internal card static
key(s) and Secure Channel Sequence Counter.

The card has the same information that the host used to generate the C-MAC. It generates the same
MAC and, by performing a comparison, it authenticates the off-card entity.

When the off-card entity is successfully authenticated, the card increments its internal Secure Channel
Sequence Counter.

For sensitive data decryption, the card creates the data encryption session key using its internal card

static key(s) and the newly incremented value of the Secure Channel Sequence Counter. For R-MAC
generation, the card creates the R-MAC session key using its internal card static key(s) and the newly
incremented value of the Secure Channel Sequence Counter.

Note: In addition to command message integrity, the off-card entity may, at any moment during the
Secure Channel Session, initiate response message integrity using the BEGIN R-MAC SESSION
command.

E.1.3 Message Integrity

The MAC is generated by applying multiple chained DES operations (using a session key generated prior
to or when opening the Secure Channel) across an APDU message.

A MAC may be generated on the following:
e C-MAC for APDU command messages (generated by the off-card entity);
e R-MAC for APDU response messages (generated by the card).

The receiving entity, on receipt of the message containing a MAC, using the same session key, performs
the same operation and by comparing its generated MAC with the MAC received from the sending entity

is assured of the integrity of the full command or response. (If message data confidentiality has also been
applied to the message, the MAC applies to the message data field before encryption.)

The integrity of the sequence of APDU command or response messages being transmitted to the
receiving entity is achieved by using the MAC from the current command or response as the (possibly
encrypted) Initial Chaining Vector (ICV) for the subsequent command or response. This ensures the
receiving entity that all messages in a sequence have been received. Computing the ICV is detailed in
appendix E.3 - Cryptographic Algorithms.

E.1.4 Message Data Confidentiality

The message data field is encrypted by applying multiple chained DES operations (using a session key
generated during the Secure Channel initiation process) across the entire data field of either a command
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message or a response, regardless of its contents (clear text data and/or already protected sensitive
data).

E.1.5 Security Level

The Current Security Level of a communication not included in a Secure Channel Session shall be set to
NO_SECURITY_LEVEL.

For Secure Channel Protocol '02' with explicit initiation mode, the Current Security Level established in a
Secure Channel Session is a bitmap combination of the following values: AUTHENTICATED, C_MAC,
R_MAC, and C_DECRYPTION. The Current Security Level shall be set as follows:

e NO_SECURITY_LEVEL when a Secure Channel Session is terminated or not yet fully initiated;

e AUTHENTICATED after a successful processing of an EXTERNAL AUTHENTICATE command:
AUTHENTICATED shall be cleared once the Secure Channel Session is terminated;

e C_MAC after a successful processing of an EXTERNAL AUTHENTICATE command with P1
indicating C-MAC (P1="x1" or 'x3'): C-MAC shall be cleared once the Secure Channel Session is
terminated. Note that C_MAC is always combined with AUTHENTICATED and simultaneously
set and cleared;

e C_DECRYPTION after a successful processing of an EXTERNAL AUTHENTICATE command
with P1 indicating Command Encryption (P1= 'x3'): C_DECRYPTION shall be cleared once the
Secure Channel Session is terminated. Note that C_DECRYPTION is always combined with
AUTHENTICATED and C_MAC and simultaneously set and cleared;

o R _MAC after a successful processing of an EXTERNAL AUTHENTICATE command with P1
indicating R-MAC (P1="1x"): R-MAC shall be cleared once the Secure Channel Session is
terminated. Note that in this case R_MAC is always combined with AUTHENTICATED and
simultaneously set and cleared. R_MAC may also be combined with C_MAC or C_DECRYPTION
(according to the P1 value of the EXTERNAL AUTHENTICATE command) and simultaneously
set and cleared;

e R _MAC after a successful processing of a BEGIN R-MAC SESSION command: R-MAC shall be
cleared after a successful processing of an END R-MAC SESSION command. Note that in this
case R_MAC may be combined with AUTHENTICATED, C_MAC or C_ DECRYPTION depending
on the pre-existing Current Security Level of the Secure Channel Session. R_MAC is set and
cleared independently of AUTHENTICATED, C_MAC or C_DECRYPTION.

For Secure Channel Protocol '02' with implicit initiation mode, the Current Security Level established in a
Secure Channel Session is a bitmap combination of the following values: AUTHENTICATED, C_MAC,
and R_MAC. The Current Security Level shall be set as follows:

e NO_SECURITY_LEVEL when a Secure Channel Session is terminated or not yet initiated;

e AUTHENTICATED and C_MAC after a successful verification of the C- MAC of the first command
message with a C-MAC. The Session Security Level shall be set to AUTHENTICATED only.
C_MAC shall be cleared after the reception of the first command message without a C-MAC.
AUTHENTICATED and C_MAC shall be cleared once the Secure Channel Session is terminated;

e R _MAC after a successful processing of a BEGIN R-MAC SESSION command: R-MAC shall be
cleared after a successful processing of an END R-MAC SESSION command.

E.1.6 Protocol Rules

In accordance with the general rules described in chapter 10 - Secure Communication, the following
protocol rules apply to Secure Channel Protocol ‘02’ with explicit initiation mode:
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e The successful explicit initiation of a Secure Channel Session shall set the Current Security Level
to the security level value indicated in the EXTERNAL AUTHENTICATE command: it is at least
set to AUTHENTICATED;

e The Current Security Level shall apply to the entire Secure Channel Session unless successfully
modified at the request of the Application;

e When the Current Security Level is not set to AUTHENTICATED (i.e. equal to
NO_SECURITY_LEVEL or R-MAC only — case of a R-MAC session in progress originally initiated
with a BEGIN R-MAC SESSION command):

- If the Secure Channel Session was aborted during the same Application Session, the
incoming command shall be rejected with a security error;

- Otherwise no security verification of the incoming command shall be performed. The
Application processing the command is responsible for applying its own security rules.

e |f a Secure Channel Session is active for incoming commands (i.e. Current Security Level at least
set to AUTHENTICATED), the security of the incoming command shall be checked according to
the Current Security Level regardless of the command secure messaging indicator:

- When the security of the command does not match (nor exceeds) the Current Security Level,
the command shall be rejected with a security error, the Secure Channel Session aborted
and the Current Security Level reset to NO_SECURITY_LEVEL;

- If a security error is found, the command shall be rejected with a security error, the Secure
Channel Session aborted and the Current Security Level reset to NO_SECURITY_LEVEL;

- In all other cases, the Secure Channel Session shall remain active and the Current Security
Level unmodified. The Application is responsible for further processing the command.

e If the Security Domain supports application data encryption and/or decryption, it shall decrypt or
encrypt a block of secret data upon request. If the service is not supported or if (one of) the
appropriate cryptographic key(s) is not available, the request shall be rejected but the Current
Security Level, Session Security Level and Secure Channel Session in operation (if any) shall not
be impacted;

e |f a Secure Channel Session is aborted, it is still considered not terminated;

e The current Secure Channel Session shall be terminated (if aborted or still open) and the Current
Security Level reset to NO_SECURITY_LEVEL on either:

- Attempt to initiate a new Secure Channel Session (new INITIALIZE UPDATE command);
- Termination of the Application Session (e.g. new Application selection);

- Termination of the associated logical channel;

- Termination of the Card Session (card reset or power off);

- Explicit termination by the Application (e.g. invoking GlobalPlatform API).

In accordance with the general rules described in chapter 10 - Secure Communication, the following
protocol rules apply to Secure Channel Protocol ‘02’ with implicit initiation mode:

e The successful implicit initiation of a Secure Channel Session for incoming commands shall set
the Current Security Level to AUTHENTICATED and C-MAC (the R-MAC indicator remaining as
is);

e The Session Security Level for incoming commands is implicit and set to AUTHENTICATED for

the entire Secure Channel Session. It is reset on the normal termination or abort of a Secure
Channel Session for incoming commands;
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e When the Current Security Level is not set to AUTHENTICATED (i.e. equal to
NO_SECURITY_LEVEL or R-MAC only), no Secure Channel Session is active for incoming
commands:

- If no secure messaging is indicated in the incoming command, no security verification of the
command shall be performed. The Application processing the command is responsible to
apply its own security rules;

- If secure messaging is indicated, a new Secure Channel Session initiation for incoming
commands shall be attempted and the security of the incoming command verified.

e |f a Secure Channel Session is active for incoming commands (i.e. Current Security Level at least
set to AUTHENTICATED), the security of the incoming command shall be checked according to
the Current Security Level:

- If no secure messaging is indicated in the command, the Secure Channel Session shall
remain active, the Current Security Level set to AUTHENTICATED (the R-MAC indicator
remaining as is) and no further security verification of the command performed. The
Application processing the command is responsible to apply its own security rules;

- If secure messaging is indicated and the Current Security Level is set to AUTHENTICATED
and C-MAC (ignoring the R-MAC indicator), the security of the incoming command shall be
verified:

If a security error is found, the command shall be rejected with a security error,
the Secure Channel Session aborted and Current Security Level reset to
NO_SECURITY_LEVEL or R-MAC only (in case of a R-MAC session in
progress);

Otherwise, the Secure Channel Session shall remain active and the Current
Security Level unmodified. The Application is responsible for further processing
the command.

- If secure messaging is indicated and the Current Security Level is set to AUTHENTICATED
(ignoring the R-MAC indicator), the current Secure Channel Session for incoming commands
shall be terminated and the Current Security Level reset to NO_SECURITY_LEVEL or R-
MAC only (in case of a R-MAC session in progress). A new Secure Channel Session initiation
for incoming commands shall be attempted and the security of the incoming command
verified.

e The current Secure Channel Session shall be terminated (if aborted or still open) and the Current
Security Level reset to NO_SECURITY_LEVEL on either:

- Termination of the Application Session (e.g. new Application selection);
- Termination of the associated logical channel;
- Termination of the Card Session (card reset or power off);

- Explicit termination by the Application (e.g. invoking GlobalPlatform API).

E.2 Cryptographic Keys

A Security Domain, including the Issuer Security Domain, shall have at least one key set to be used in the
initiation and use of a Secure Channel. This key set shall contain at least one double length DES key, the
Secure Channel base key. This Secure Channel base key is only used to generate session keys during
the initiation of a Secure Channel.

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0272



216 GlobalPlatform Card Specification 2.2.1 January 2011

Key Usage Length Remark

Secure Channel base Secure Channel authentication, MAC verification,

.. . 1 1 M t
key & sensitive data decryption (DES) 6 bytes andatory

Table E-2: SCP02 - Security Domain Secure Channel Base Key

A Security Domain's, including the Issuer Security Domain's, Secure Channel key set may contain 3
double length DES keys: the Secure Channel encryption key (S-ENC), the Secure Channel MAC key (S-
MAC), and the data encryption key (DEK) for decrypting sensitive data, e.g. secret or private keys. These
keys are only used to generate session keys during the initiation of a Secure Channel.

Key Usage Length | Remark
Secure Channel encryption key (S- Secure Channel authentication &
. 16 b Mandat
ENC) encryption (DES) ytes anaatory
Secure Channel message Secure Channel MAC verification and 16 bytes | Mandator
authentication code key (S-MAC) generation (DES) vt Y
Data encryption key (DEK) Sensitive data decryption (DES) 16 bytes | Mandatory

Table E-3: SCP02 - Security Domain Secure Channel Keys

E.3 Cryptographic Algorithms

The cryptographic and hashing algorithms described in appendix B - Algorithms (Cryptographic and
Hashing) apply to SCP02. This section defines the additional requirements for SCP02.

E.3.1 Cipher Block Chaining (CBC)

The Initial Chaining Vector (ICV) used for chained data encryption in CBC mode is always 8 bytes of
binary zero ('00").

The Initial Chaining Vector (ICV) used for chained message integrity in CBC mode is always 8 bytes and
initialized during the Secure Channel initiation.

E.3.2 Message Integrity ICV using Explicit Secure Channel Initiation

When using explicit Secure Channel initiation, SCP02 mandates the use of a MAC on the EXTERNAL
AUTHENTICATE command.

For the EXTERNAL AUTHENTICATE command MAC verification, the ICV is set to zero.

Once successfully verified, the MAC of the EXTERNAL AUTHENTICATE command becomes the ICV for
the subsequent C-MAC verification and/or R-MAC generation.

E.3.3 Message Integrity ICV using Implicit Secure Channel Initiation

When using implicit Secure Channel Session initiation, the ICV shall be a MAC computed on the AID of
the selected Application. The ICV for the first C-MAC calculation of a new Secure Channel Session is
calculated as follows:

e Apply reversible padding to the AID of the selected Application as defined in appendix B.4 - DES
Padding;

e Calculate a MAC as defined in appendix B.1.2.2 - Single DES Plus Final Triple DES with the C-
MAC key over the padded Application AID with an ICV value of binary zeroes.
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The resulting MAC is the ICV for the first C-MAC of the Secure Channel Session. This ICV makes the
Secure Channel Session application specific.

The ICV for the first R-MAC of a Secure Channel Session is calculated the same way, except that the R-
MAC key is used in step 2 for the MAC calculation.

E.3.4 ICV Encryption

As an enhancement to the C-MAC mechanism, the ICV is encrypted before being applied to the
calculation of the next C-MAC. The encryption mechanism used is single DES with the first half of the
Secure Channel C-MAC session key. The first ICV of a session is not encrypted.

E.4 Cryptographic Usage

E.4.1 DES Session Keys

DES session keys are generated every time a Secure Channel is initiated. These session keys may be
used for subsequent commands if secure messaging is required.

Session keys are generated to ensure that a different set of keys is used for each secure communication
session.

DES session keys are created using the static Secure Channel key(s), a constant, the current value of the
Secure Channel Sequence Counter, and a padding of binary zeroes. Creating session keys is performed
as follows:

e Generating the Secure Channel C-MAC session keys using the Secure Channel base key or
MAC key (S-MAC) and the session keys derivation data with a constant of '0101";

e Generating the Secure Channel R-MAC session keys using the Secure Channel base key or
MAC key (S-MAC) and the session keys derivation data with a constant of '0102';

e Generating the Secure Channel encryption session keys using the Secure Channel base key or
encryption key (S-ENC) and the session keys derivation data with a constant of '0182";

o Generating the Secure Channel data encryption session keys using the Secure Channel base
key or data encryption key (DEK) and the session keys derivation data with a constant of '0181".

The DES operation used to generate these keys is always triple DES in CBC mode.

R-MAC session keys are generated using the current value of the sequence counter at the time the R-
MAC session is initiated. If the R-MAC session starts with the EXTERNAL AUTHENTICATE command,
the same sequence counter value is used to generate the R-MAC session key as is used to generate the
other session keys for the same Secure Channel Session.
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Secure Channel base key (16 bytes)

Derivation data (16 bytes) CBC encryption

Sequence '00'
Counter Padding
(2 bytes) (12 bytes)

Session Key (16 bytes)

Constant
(2 bytes)

Figure E-2: Create Secure Channel Session Key from the Base Key

E.4.2 Authentication Cryptograms in Explicit Secure Channel Initiation

Both the card and the off-card entity (host) generate an authentication cryptogram. The off-card entity
verifies the card cryptogram and the card verifies the host cryptogram. Generating or verifying an
authentication cryptogram uses the S-ENC session key and the signing method described in appendix
B.1.2.1 - Full Triple DES.

E.4.2.1 Card Authentication Cryptogram

The generation and verification of the card cryptogram is performed by concatenating the 8-byte host
challenge, 2-byte Sequence Counter, and 6-byte card challenge resulting in a 16-byte block.

Applying the same padding rules defined in appendix B.4 - DES Padding, the data shall be padded with a
further 8-byte block (‘80 00 00 00 00 00 00 00').

The signature method, using the S-ENC session key and an ICV of binary zeroes, is applied across this
24-byte block and the resulting 8-byte signature is the card cryptogram.

E.4.2.2 Host Authentication Cryptogram

The generation and verification of the host cryptogram is performed by concatenating the 2-byte
Sequence Counter, 6-byte card challenge, and 8-byte host challenge resulting in a 16-byte block.

Applying the same padding rules defined in appendix B.4 - DES Padding, the data shall be padded with a
further 8-byte block (‘80 00 00 00 00 00 00 00').

The signature method, using the S-ENC session key and an ICV of binary zeroes, is applied across this
24-byte block and the resulting 8-byte signature is the host cryptogram.

E.4.2.3 Card Challenge

The card challenge is either a random or pseudo-random number that shall be unique to a Secure
Channel Session. A pseudo-random card challenge may be generated as follows:

e The AID of the Application requesting to open the Secure Channel is padded according to the
padding rules defined in appendix B.4 - DES Padding;

e A MAC is calculated across the padded data as defined in appendix B.1.2.2 - Single DES Plus
Final Triple DES MAC, using the C-MAC session key and an ICV of binary zeroes;
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e The six leftmost bytes of the resultant MAC constitute the card challenge.

E.4.3 Authentication Cryptogram in Implicit Secure Channel Initiation

When using the implicit Secure Channel Session initiation, the authentication cryptogram is the first C-
MAC received by the card from the off-card entity.

The rules for C-MAC generation and verification are detailed in the following subsection.

E.4.4 APDU Command C-MAC Generation and Verification

A C-MAC is generated by an off-card entity and applied across the full APDU command being transmitted
to the card including the header and the data field in the command message. It does not include Le.

C-MAC generation and verification uses the Secure Channel C-MAC session key, an ICV and the
signature method described in appendix B.1.2.2 - Single DES Plus Final Triple DES. (Prior to using the
ICV, the ICV can be encrypted as described in appendix E.3.4 - ICV Encryption)

The ICV is used to chain the commands for command sequence integrity; the initial value of the ICV is
described in appendix E.3 - Cryptographic Algorithms. For any subsequent command following the first
successful C-MAC verification, the ICV is the C-MAC value successfully verified for the previous
command received by the card.

The signature method, using the Secure Channel C-MAC session key and the ICV, is applied across the
padded command message and the resulting 8-byte signature is the C-MAC. The rules for C-MAC
padding are as defined in appendix B.4 - DES Padding.

To reflect the presence of a C-MAC in the command message, the command header shall be modified as
follows:

e The length of the command message (Lc) shall be incremented by 8 to indicate the inclusion of
the C-MAC in the data field of the command message;

e The class byte shall be modified to indicate that this APDU command includes secure messaging.
This is achieved by either setting to '1' bit 3 of a class byte indicating a logical channel number 0
to 4 (unprotected CLA set to '00' - '03' or '80' - '83") or by setting to '1' bit 6 of a class byte
indicating a logical channel number 4 to 19 (unprotected CLA set to '40' - '4F' or 'C0O' - 'CF'): see
section 11.1.4. The C-MAC generation and verification does not reflect the logical channel
information included in the class byte of the command: the logical channel number is always
assumed to be zero in the generation or verification of the C-MAC.

The C-MAC is appended at the end of the APDU command message excluding any padding but including
the modifications made to the command header (class and Lc).

The two following methods are defined for the C-MAC generation:

e C-MAC generation on unmodified APDU: padding of the APDU command is required prior to the
C-MAC generation being performed, and modification of the APDU command header is required
after the C-MAC generation has been performed;
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Figure E-3: C-MAC Generation on Unmodified APDU
e C-MAC generation on modified APDU: padding of the APDU command and modification of the
command header is required prior to the C-MAC generation being performed.
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Figure E-4: C-MAC Generation on Modified APDU
If no other secure messaging is required, the message is now prepared for transmission to the card.

The card, in order to verify the C-MAC, shall perform the same padding mechanism to the data and use
the same ICV and C-MAC session key employed by the off-card entity in order to verify the C-MAC. The
verified C-MAC shall be retained and used as the ICV for any subsequent C-MAC verification. This is true
regardless of whether the APDU completed successfully or not i.e. a verified C-MAC shall never be
discarded in favor of a previous verified C-MAC value.
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If the Secure Channel Session is occurring on a Supplementary Logical Channel, the logical channel
number is added to the class byte of the message after the C-MAC has been generated and prior to the
message being transmitted to the card. The card shall remove any logical channel information from the
class byte (i.e. assume the logical channel number is zero) prior to verifying the C-MAC.

E.4.5 APDU Response R-MAC Generation and Verification

When using explicit Secure Channel Session initiation, the off-card entity instructs the card whether R-
MAC generation applies to all the subsequent command/response messages. The APDU response
message integrity does not include the EXTERNAL AUTHENTICATE command/response pair and lasts
until the end of the Secure Channel Session.

When using implicit Secure Channel Session initiation, the off-card entity instructs the card to start APDU
response message integrity using the BEGIN R-MAC SESSION command (see appendix E.5.3 - BEGIN
R-MAC SESSION Command). The APDU response message integrity includes the BEGIN R-MAC
SESSION command/response pair and lasts until reception of the END R-MAC SESSION command (see
appendix E.5.4 - END R-MAC SESSION Command).

The R-MAC is computed on the following data block:

e The stripped APDU command message, i.e. without any C-MAC and modified command header
(the logical channel number is always assumed to be zero). In the case of a case 1 or case 2
command, Lc is always present and set to zero;

e In case of a successful execution or a warning, the response data preceded with a byte Li that
codes its length modulo 256. Li is generated by the Security Domain. If there is no response data
this byte is present and is set to zero;

e In case of an error, a byte set to ‘00’ indicating no response data;
e The status bytes.

When an R-MAC is returned in response to every command, in the event of case 1 and case 3
commands received by the card, these commands shall be processed respectively as case 2 and case 4
commands with Le set to zero.

The signature method, using the Secure Channel R-MAC session key and the ICV, is applied across the
padded data block and the resulting 8-byte signature is the R-MAC. The rules for R-MAC padding are as
defined in appendix B.4 - DES Padding.
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Figure E-5: R-MAC Generation

The R-MAC can be retrieved from the card by sending an END R-MAC SESSION command. The END R-
MAC SESSION command allows the off-card entity to instruct the card to either terminate or continue the
R-MAC session. The END R-MAC SESSION command is not included in the R-MAC computation.

The off-card entity, in order to verify the R-MAC, shall perform the same padding mechanism to the
command/response pair and use the same ICV and R-MAC session key employed by the card in order to
verify the R-MAC. The generated R-MAC shall be retained and used as the ICV for any subsequent R-
MAC generation. (This is true regardless of whether the APDU command completed successfully or not.)

If the Secure Channel Session is occurring on a Supplementary Logical Channel, the logical channel
information is not included in any of the R-MAC computations. The R-MAC is generated with a logical
channel number assumed to be zero and the off-card entity is either not aware of, or removes, any logical
channel information from the class byte of the corresponding command when verifying the R-MAC.

E.4.6 APDU Command Data Field Encryption and Decryption

Depending on the Session Security Level defined in the explicit initiation of the Secure Channel, all
subsequent APDU commands within the Secure Channel may require secure messaging and as such the
use of a C-MAC (integrity) and encryption (confidentiality).

Note that, with an implicit initiation of the Secure Channel, command message data field encryption does
not apply.

If confidentiality is required, the off-card entity encrypts the data field of the command message being
transmitted to the card. This excludes the header and the C-MAC but includes any data within the data
field that has been protected for another purpose e.g. secret or private keys encrypted with the data
encryption session key.

Command message encryption and decryption uses the Secure Channel encryption session key and the
encryption method described in appendix B.1.1.1 — Encryption/Decryption CBC Mode.

Prior to encrypting the data, the data shall be padded. Unlike the C-MAC, this padding now becomes part
of the data field and this necessitates further modification of the Lc value.

Padding of the data field to be encrypted is performed according to appendix B.4 - DES Padding.
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The number of bytes appended to the data field in order to fulfill the above padding shall be added to Lc.
This includes the mandatory '80' and any optional binary zeroes.

The encryption can now be performed across the padded data field using the Secure Channel encryption
session key and the result of each encryption becomes part of the encrypted data field in the command
message.
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Figure E-6: APDU Command Data Field Encryption

Note: The ICV and the chaining are only used to link the blocks of the data currently being encrypted. For
this reason the ICV for command data encryption is always binary zeroes.

The message is now prepared for transmission to the card. The card is required to first decrypt the
command message and strip off any padding prior to attempting to verify the C-MAC. This decryption
uses an ICV of binary zeroes and the same encryption session key employed by the off-card entity. The
padding shall be removed and Lc shall be modified to reflect the length prior to encryption i.e. original
clear text data plus C-MAC length.

E.4.7 Sensitive Data Encryption and Decryption

Data encryption is used when transmitting sensitive data to the card and is over and beyond the Current
Security Level required for the Secure Channel; For instance all DES keys transmitted to a card (e.g. in a
PUT KEY command) should be encrypted.

The data encryption process uses the data encryption session key and the encryption method described
in appendix B.1.1.2 — Encryption/Decryption ECB Mode when using explicit initiation of the Secure
Channel and appendix B.1.1.1 — Encryption/Decryption CBC Mode when using implicit initiation of the
Secure Channel.

As all DES keys are by their very nature a multiple of 8-byte lengths no padding is required for key
encryption operations. Similarly the sensitive data block length shall be constructed as a multiple of 8-
byte long block before the data encryption operations: the eventual padding method is application
specific.

The encryption is performed across the sensitive data and the result of each encryption becomes part of
the encrypted data. This encrypted data becomes part of the “clear text” data field in the command
message.

The on-card decryption of key data, is the exact opposite of the above operation: in particular, no padding
is removed by the decryption operation.
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E.5 Secure Channel APDU Commands

Secure Channel Initiation
Explicit Implicit

Command

INITIALIZE UPDATE v

EXTERNAL AUTHENTICATE v

BEGIN R-MAC SESSION

END R-MAC SESSION

Table E-4: SCP02 Command Support

Table E-5 summarizes the minimum security requirements for the APDU commands.

Minimum Security
Command . . -
Explicit Implicit
INITIALIZE UPDATE None
EXTERNAL AUTHENTICATE C-MAC Dependent on the
BEGIN R-MAC SESSION Secure Channel initiation Issuer security policy
END R-MAC SESSION Secure Channel initiation

Table E-5: Minimum Security Requirements for SCP02 Commands

Note that Table E-4 shall be used in conjunction with Table E-6 to determine SCP02 command support
requirements. The following table provides the list of SCP02 command support per card Life Cycle State.

OP_READY | INITIALIZED| SECURED | CARD_LOCKED | TERMINATED

Command | AM[DM| .| AM[DM| | AMIDM| 1 o | oo | Easp | sp

SD |SD SD [SD SD |SD

g)lgﬁléﬁ v | v v | v v | v v r////%

wiisenl | L 77

T
// 7

END R-MAC
SESSION

Table E-6: SCP02 Command Support per card Life Cycle State

Legend of Table E-4 and Table E-6:
AM SD: Security Domain with Authorized Management privilege.
DM SD: Supplementary Security Domain with Delegated Management privilege.

FA SD: Security Domain with Final Application privilege. (Note: command support for an Application with
Final Application Privilege which is not a Security Domain is subject to Issuer policy, within the constraints
of what is permitted according to the card Life Cycle State.)

SD: Other Security Domain.
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v’ : Support required.
Blank cell: Support optional.
Striped cell: Support prohibited.
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E.5.1 INITIALIZE UPDATE Command

E.5.1.1 Definition and Scope

The INITIALIZE UPDATE command is used, during explicit initiation of a Secure Channel, to transmit
card and session data between the card and the host. This command initiates the initiation of a Secure
Channel Session.

At any time during a current Secure Channel, the INITIALIZE UPDATE command can be issued to the
card in order to initiate a new Secure Channel Session.

This INITIALIZE UPDATE command is not to be confused with commands of the same name in legacy
applications.

E.5.1.2 Command Message
The INITIALIZE UPDATE command message is coded according to the following table:

Code Value Meaning

CLA '80"' - '83' or See section 11.1.4
'C0' - 'CF'

INS '50' INITIALIZE UPDATE
P1 'XX' Key Version Number
P2 '00' Reference control parameter P2
Lc '08' Length of host challenge
Data 'XX XX...' Host challenge
Le '00'

Table E-7: INITIALIZE UPDATE Command Message

E.5.1.3 Reference Control Parameter P1 - Key Version Number

The Key Version Number defines the Key Version Number within the Security Domain to be used to
initiate the Secure Channel Session. If this value is zero, the first available key chosen by the Security
Domain will be used.

E.5.1.4 Reference Control Parameter P2

The reference control parameter P2 shall always be set to '00'.

E.5.1.5 Data Field Sent in the Command Message

The data field of the command message contains 8 bytes of host challenge. This challenge, chosen by
the off-card entity, should be unique to this session.

E.5.1.6 Response Message

The data field of the response message contains the concatenation without delimiters of the following
data elements:
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Name Length
Key diversification data 10 bytes
Key information 2 bytes
Sequence Counter 2 bytes
Card challenge 6 bytes
Card cryptogram 8 bytes

Table E-8: INITIALIZE UPDATE Response Message

The key diversification data is data typically used by a backend system to derive the card static keys.

The key information includes the Key Version Number and the Secure Channel Protocol identifier, here
'02', used in initiating the Secure Channel Session.

The Sequence Counter is an internal incremental counter used for creating session keys.

The card challenge is an internally generated random number.

The card cryptogram is an authentication cryptogram.

E.5.1.7 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'.

This command may either return a general error condition as listed in section 11.1.3 - General Error

Conditions or the following error condition:

SWi1

SW2

Meaning

‘6A'

'88'

Referenced data not found

Table E-9: INITIALIZE UPDATE Error Condition
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E.5.2 EXTERNAL AUTHENTICATE Command

E.5.2.1 Definition and Scope

The EXTERNAL AUTHENTICATE command is used by the card, during explicit initiation of a Secure
Channel, to authenticate the host and to determine the level of security required for all subsequent
commands.

A successful execution of the INITIALIZE UPDATE command shall precede this command.

E.5.2.2 Command Message
The EXTERNAL AUTHENTICATE command message is coded according to the following table.

Code Value Meaning

CLA '84" - '87" or See section 11.1.4
'EQ" - 'EF'

INS '82' EXTERNAL AUTHENTICATE
P1 'XX' Security level
P2 '00' Reference control parameter P2
Lc '10' Length of host cryptogram and MAC
Data 'XX XX...' Host cryptogram and MAC
Le Not present

Table E-10: EXTERNAL AUTHENTICATE Command Message

E.5.2.3 Reference Control Parameter P1 - Security Level

The reference control parameter P1 defines the level of security for all secure messaging commands
following this EXTERNAL AUTHENTICATE command (it does not apply to this command) and within this
Secure Channel Session.

b8 | b7 | b6 | bS5 | b4 | b3 | b2 | b1 Description

0 0 1 1 0 0 1 1 RFU

0 0 1 1 0 0 0 1 RFU

0 0 1 1 0 0 0 0 RFU

0 0 0 1 0 0 1 1 C-DECRYPTION, C-MAC and R-MAC
0 0 0 1 0 0 0 1 C-MAC and R-MAC

0 0 0 1 0 0 0 0 R-MAC

0 0 0 0 0 0 1 1 C-DECRYPTION and C-MAC

0 0 0 0 0 0 0 1 C-MAC

0 0 0 0 0 0 0 0 No secure messaging expected.

Table E-11: EXTERNAL AUTHENTICATE Reference Control Parameter P1

E.5.2.4 Reference Control Parameter P2

The reference control parameter P2 shall always be set to '00'.
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E.5.2.5 Data Field Sent in the Command Message

The data field of the command message contains the host cryptogram and the C-MAC.

E.5.2.6 Data Field Returned in the Response Message

The data field of the response message is not present.

E.5.2.7 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'".

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or the following warning condition:

SW1

SW2

Meaning

|63l

!OOV

Authentication of host cryptogram failed

Table E-12: EXTERNAL AUTHENTICATE warning Code
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E.5.3 BEGIN R-MAC SESSION Command

E.5.3.1 Definition and Scope

The BEGIN R-MAC SESSION command is used to initiate a Secure Channel Session for APDU response
message integrity. At any time, the BEGIN R-MAC SESSION command may be issued to the card in

order to initiate a R-MAC session.

E.5.3.2 Command Message
The BEGIN R-MAC SESSION command message is coded according to the following table:

Code Value Meaning
CLA '80" - '87',
'CO' -'CF' or See section 11.1.4
'E0Q' - 'EF'
INS "7A BEGIN R-MAC SESSION
P1 'XX' Reference control parameter P1
P2 '01' Reference control parameter P2
Lc 'XX' Length of data field, if any
Data XX XX...' BEGIN R-MAC SESSION data and C-MAC, if needed
Le Not present

Table E-13: BEGIN R-MAC SESSION Command Message

E.5.3.3 Reference Control Parameter P1

The reference control parameter P1 defines the level of security for all subsequent APDU response
messages following this BEGIN R-MAC SESSION command (it does not apply to this command).

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Description

0 0 1 1 0 0 0 0 Response Encryption and R-MAC (RFU)
0 0 0 1 0 0 0 0 R-MAC

0 0 0 0 0 0 0 0 No secure messaging expected

Table E-14: BEGIN R-MAC SESSION Reference Control Parameter P1
When P1 is set to '"10' each APDU response message during the R-MAC session includes a R-MAC.
When P1 is set to '00" only the END R-MAC SESSION response message will contain a R-MAC.

E.5.3.4 Reference Control Parameter P2

The reference control parameter P2 defines the beginning of the session for APDU response message
integrity.

b8 | b7 | b6 | bS | b4 | b3 | b2 | b1 | Description
0 0 0 0 0 0 0 1 Begin R-MAC session

Table E-15: BEGIN R-MAC SESSION Reference Control Parameter P2
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E.5.3.5 Data Field Sent in the Command Message

The data field of the BEGIN R-MAC SESSION contains an LV coded ‘data’ element and optionally a C—
MAC. The card does not interpret the ‘data’. However since it is included in R-MAC calculation, this gives
the off-card entity the possibility to include a challenge in the R-MAC.

The following table details the BEGIN R-MAC SESSION data field:

Length Name Presence
1 Length of data | Mandatory
0-24 data Conditional

Table E-16: BEGIN R-MAC SESSION Command Data Field

E.5.3.6 Data Field Returned in the Response Message

The data field of the response message is not present.

E.5.3.7 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'".

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or the following error condition:

SW1 SW2 Meaning_j
'6A" 88’ Referenced data not found

Table E-17: BEGIN R-MAC SESSION Error Conditions
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E.5.4 END R-MAC SESSION Command

E.5.4.1 Definition and Scope

The END R-MAC SESSION command is used to terminate a Secure Channel Session for APDU
response message integrity or to retrieve the current R-MAC without ending the R-MAC Session. The
END R-MAC SESSION command may be issued to the card at any time during an R-MAC session, .

E.5.4.2 Command Message
The END R-MAC SESSION command message is coded according to the following table:

Code Value Meaning

CLA '80' - '87',

'CO" -'CF' or See section 11.1.4

'EQ' - 'EF'
INS "78' END R-MAC SESSION
P1 '00' Reference control parameter P1
P2 '01' or '03' Reference control parameter P2
Lc 'XX' Length of data field, if any
Data 'XX XX..." C-MAC, if needed
Le '00'

Table E-18: END R-MAC SESSION Command Message

E.5.4.3 Reference Control Parameter P1

Reference control parameter P1 shall always be set to '00'".

E.5.4.4 Reference Control Parameter P2

The reference control parameter P2 is coded according to the following table:

b8 | b7 | b6 | BS | b4 | b3 | b2 | b1 | Description
0 0 0 0 0 0 1 1 End R-MAC session & return R-MAC
0 0 0 0 0 0 0 1 Return R-MAC

Table E-19: END R-MAC SESSION Reference Control Parameter P2

E.5.4.5 Data Field Sent in the Command Message

The data field of the command message may optionally contain a C-MAC.

E.5.4.6 Data Field Returned in the Response Message

The data field of response message contains the R-MAC of the current R-MAC session.
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E.5.4.7 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'".

This command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or the following error condition:

SW1

SW2

Meaning

|6Al

788!

Referenced data not found

Table E-20: END R-MAC SESSION Error Conditions
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F Secure Channel Protocol '10'

F.1 Secure Communication
Secure Channel Protocol ‘10’ (SCP10) supports up to 19 Supplementary Logical Channels.

F.1.1 SCP10 Secure Channel

SCP10 is a Secure Channel Protocol based on asymmetric cryptography and Public Key infrastructure
(PKI). The Secure Channel Protocol operates between a Security Domain on the card (or the Issuer
Security Domain) and an Off-Card Entity (OCE) which may be the Application Provider (or Card Issuer) or
another party.

F.1.1.1 Synchronous Mode

The synchronous implementation of SCP10 provides the following levels of security: Authentication - in
which the Security Domain authenticates the Off-Card Entity and the Off-Card Entity may authenticate the
Security Domain. There are two aspects to this: Key Authentication which involves establishing mutual
trust in each other's public key (PK); and Entity Authentication which involves establishing that the other
party in the Secure Channel Session is the authentic owner of that public key.

Integrity and data origin authentication - in which the Security Domain and the Off-Card Entity ensure that
the data being received from the other entity actually came from its claimed source in the correct
sequence and has not been altered.

Confidentiality - in which confidential data is not viewable by an unauthorized entity.

A further level of security applies to specific sensitive data (e.g. cryptographic keys) which may be
encrypted using a mechanism that is not part of the Secure Channel Session security.

F.1.1.2 Asynchronous Mode

The asynchronous mode allows off-line pre-packaging of encrypted and signed content and provides the
following levels of security:

Integrity and data origin authentication — in which the Security Domain confirms the public-key-signed
signature of the supplied content. This enables that the content being received from the other entity
actually came from its claimed source in the correct sequence and has not been altered.

Confidentiality — in which confidential data is not viewable by an unauthorized entity. Confidential content
is encrypted with the public key of the desired Security Domain.

F.1.2 Initiating a Secure Channel
The steps involved in initiating a Secure Channel Protocol are as follows:

1. Certificate Verification (optional) - the Security Domain and the Off-Card Entity (OCE) may
need to traverse and verify a chain of certificates from established trust points down to each
other's public key. The extent to which this is needed depends on what keys are currently
validated by each party: the null condition is where they have both already validated each other's
public key, in which case no explicit Certificate Verification is necessary;

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0291



January 2011 GlobalPlatform Card Specification 2.2.1 235

2. Entity Authentication - the Security Domain and optionally the Off-Card Entity further check the
authenticity of the other party by verifying the signature of a challenge sent to the other party;

3. Session key establishment - the two parties establish symmetric session keys for subsequent
secure messaging.

Only explicit Secure Channel initiation is supported in SCP10. There is no specific command to terminate
a session.

Some of the variations on the Secure Channel Protocol supported by the card or the Security Domain are
announced in the parameter "i" in Card Recognition Data or Security Domain Management Data. See
appendix H - GlobalPlatform Data Values and Card Recognition Data for details of Card Recognition Data
and Security Domain Management Data. The value "i" is coded on one byte as a bit map as follows:

b8 b7 | b6 | bS5 | b4 | b3 | b2 | b1 Description
Not available 0 0 0 0 0 - 0 Key Transport
Not available 0 0 0 0 0 - 1 Key Agreement
Not available 0 0 0 0 0 0 - Signature with message recovery
Not available 0 0 0 0 0 1 - Signature without message recovery

Table F-1: Values of Parameter "i"

Note: "i" is a subidentifier within an object identifier, and bit b8 is reserved for use in the structure of the
object identifier according to ISO/IEC 8825-1.

Key transport and key agreement relate to the process of establishing session keys for the Secure
Channel Session.

o With key agreement the Security Domain and the Off-Card Entity exchange secret values when
the Secure Channel is being initiated, and session keys are then derived from those secrets using
an algorithm known to both the Off-Card Entity and the Security Domain;

o With key transport the Security Domain receives session keys to be used for the Secure
Channel Session from the Off-Card Entity during Secure Channel initiation.

Signature with message recovery and signature without message recovery refer to the signature scheme
used for digital signatures in data messages during Entity Authentication. (Note that these mechanisms
apply also with the signatures on digital certificates, but the value "i" does not refer to this.)

o With signature with message recovery, part or all of the message data that is signed is
contained in the signature block and is recovered during the process of verifying the signature.
Signature with message recovery is standardized in ISO 9796-2;

o With signature without message recovery, the signature does not contain any part of the
message data that is signed, but comprises an appendix to the complete message. Such a
scheme is also known as a signature scheme 'with appendix'. Signature without message
recovery is standardized in PKCS#1, and is also used in X.509.

The Security Domain may support any combination of values of parameter "i", but shall support at least
one of the following options as defined by "i":
e "i"='01" Signature with recovery, key agreement;

e ""='02" Signature without recovery, key transport.

There is no requirement for a Security Domain to support more than one certificate format.
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F.1.3 Certificate Verification

F.1.3.1 Overview

The Security Domain verifies a certificate of the Off-Card Entity to establish the validity of its public key. A
certificate must be issued by the Trust Point for External Authentication (TP_EX) or a subordinate key
authority of the TP_EX. On the other hand, the Off-Card Entity establishes the validity of the Security
Domain’s public key by verifying a certificate issued by the Key Authority of the Security Domain. The
Security Domain shall hold a single (default) public key of the Trust Point for External Authentication
(PK.TP_EX.AUT) and may also hold the validated public keys of other authorities in a certificate chain.

The Off-Card Entity may know implicitly what other public keys have already been validated by the
Security Domain, and can use this knowledge to reduce the number of certificates the Security Domain is
asked to verify, potentially down to zero.

By default the Security Domain expects the first certificate presented for verification to be signed by the
PK.TP_EX.AUT, and each subsequent certificate to be signed by the public key validated with the
previous certificate. The Off-Card Entity may request the Security Domain to use a different default initial
public key by indicating it with a MANAGE SECURITY ENVIRONMENT command.

The Off-Card Entity establishes the validity of the Security Domain's public key by checking a (chain of)
certificate(s).

The minimum set of keys and certificates to be stored by a Security Domain that supports asymmetric
Secure Channel Protocol ‘10’ shall be as follows:

e One Public Key for Trust Point for External Authentication (PK.TP_EX.AUT);
e One Security Domain Private Key (SK.SD.AUT);
e One Security Domain Public Key (PK.SD.AUT); and

e  One Security Domain Certificate (CERT.SD.AUT) corresponding to the Security Domain Public
Key and signed by the Security Domain Key Authority.

The Security Domain may also hold:

e The Off-Card Entity’s Public Key(s) (PK.OCE.AUT) for External Authentication which has been
validated;

e The Key Authority’s Public Key(s) (PK.KA EX.AUT) for External Authentication in a valid
certificate chain from the Trust Point for External Authentication to the Off-Card Entity; and

e The Key Authority’s Certificate(s) for Internal Authentication (CERT.KA IN.AUT) in a valid
certificate chain from the Trust Point for Internal Authentication to the Security Domain.

The minimum set of keys and certificates to be available to an Off-Card Entity (OCE) that wishes to
communicate with a specific Security Domain is assumed to be as follows:

e One Public Key for Trust Point for Internal Authentication (PK.TP_IN.AUT) );
e One Off-Card Entity Public Key (PK.OCE.AUT);

e One Off-Card Entity Certificate (CERT.OCE.AUT) corresponding to the Off-Card Entity Public
Key and signed by the Off-Card Entity’s Key Authority;

e The Off-Card Entity Trust Point Certification Public Key (PK.TP_OCE.AUT) that participates in a
chain of certificates down to the Security Domain's Public Key.

The Off-Card Entity may also hold:
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e The Key Authority’s Certificate(s) for External Authentication (CERT.KA EX.AUT) in a valid
certificate chain from the Trust Point for External Authentication to the Off-Card Entity.

Note that the Security Domain’s owner may be considered to be the Application Provider (for a Security
Domain) or the Card Issuer (for the Issuer Security Domain).

The first example in Figure F-1 is a simple case where the Trust Point for External Authentication
(TP_EX) and the Trust Point for Internal Authentication (TP_IN) certify the public key of the Key Authority
of the Off-Card Entity and the Security Domain respectively, and the Key Authority of the Off-Card Entity
(KA_OCE) certifies the public key of the Off-Card Entity.

PK.TP_EXAUT PK.TP_IN.AUT=PK.KA_SD.AUT

signs J signs
Cert. KA_OCE.AUT Cert.3D.AUT
validates J validates
PK.KA_OCE.AUT PK.SD.AUT
signs i
Cert. OCE AUT
validates
PK.OCE AUT

Figure F-1 - Certificate Chains - Example a

The second example in Figure F-2 illustrates that the Trust Point for External Authentication (TP_EX) and
Internal Authentication (TP_IN) directly certifies the public key of both the Off-Card Entity and the Security
Domain's Key Authority; and the Security Domain's Key Authority in turn certifies the Security Domain's
public key.
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PKTP_EXAUT=FK. TP_IN.AUT

oig ns/ Ngns

Cert. OCE.AUT Cert. KA_SD.AUT

l validates i validates

PK.OCE.AUT PK. KA SD.AUT

J signs

Cert. SD.AUT

validates

PK.SD.AUT

Figure F-2 - Certificate Chains - Example b

The third example in Figure F-3 illustrates that the Trust Point for External Authentication (TP_EX) and
Internal Authentication (TP_IN) cross-certify each other's public keys, and there are two certificate chains
down to the Security Domain and OCE public keys.

PKTP_IN.AUT PK.TP_EXAUT
signs signs
Cert TP_IN.AUT | | Cert TP_EX.AUT
validates | l validates
PK.TP_IN.AUT PK.TP_EXAUT
signs | sighs
Cert KA_OCE.AUT | | CertKA_SD.AUT
validates | l validates
PK.KA_OCE.AUT PK.KA_SD.AUT
sighs I signs
Cert OCEAUT | | CertSDAUT
validates l validates
PK.OCE.AUT PK.SD.AUT

Figure F-3 Certificate Chains - Example ¢
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F.1.3.2 Certificate Verification Process Flow

The following flow is an example of the Certificate Verification stage of Secure Channel initiation.
Expanding on the authentication processing shown in the flow described in section 7.3.4 - Runtime
Messaging Support it can be seen how an Application would use the services of a Security Domain to
perform Certificate Verification.

Off-card Entity Application Security Domain
Optionally specify SCP MANAGE SECURITY Select a starting public
parameters il ENVIRONMENT > key for certificate

<& —|—® yerification (defaults to
PK.TP_EX.AUT)

Supply OCE - PERFORM SECURITY — Receive a chain of
certificate(s) OPERATION |[verify certificate] certificates for

C <& —|— ® vyerification, starting

from the highest
Request certificates
or certificate Verify certificates
information from the  ™GET DATA [cerificate] .
card < Command and Response —h - <& —|— » Supply certificate data
= —
I

Retrieve certificates from the
card for verification, or
information about
certificates held on the card

Verify certificates

Figure F-4 - Certificate Verification Flow

The following commands shall be supported:

e MANAGE SECURITY ENVIRONMENT containing a ‘cryptographic mechanism reference’
designating the GlobalPlatform Secure Channel Protocol ‘10’, see section F.4.5 for further details;

e PERFORM SECURITY OPERATION |[verify certificate] command, see section F.4.7 for further
details;

o GET DATA [certificate] command, see section F.4.3 for further details.

On receipt of a MANAGE SECURITY ENVIRONMENT command, any existing Secure Channel Session
(on the same logical channel of the same card 1/O interface) shall be terminated, regardless of the validity
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of the command: both the Current Security Level and Session Security Level are reset to
NO_SECURITY_LEVEL. The MANAGE SECURITY ENVIRONMENT command may refer to a previously
validated public key. If the MANAGE SECURITY ENVIRONMENT command is omitted, Security Domain
default values and options shall apply, in particular for the initial default public key to use in subsequent
command processing.

On receipt of a PERFORM SECURITY OPERATION [verify certificate] command not preceded by a
MANAGE SECURITY ENVIRONMENT or another PERFORM SECURITY OPERATION [verify certificate]
command, any existing Secure Channel Session (on the same logical channel of the same card 1/0
interface) shall be terminated, regardless of the result of the certificate verification: both the Current
Security Level and Session Security Level are reset to NO_SECURITY_LEVEL.

Multiple PERFORM SECURITY OPERATION [verify certificate] commands may be received. In this case,
a chain of certificates is presented to the Security Domain and the certificate contained in each command
is verified using the Current Public Key. The Current Public Key is the public key that the Security Domain
validated when verifying the last certificate presented by the Off-Card Entity during the same Secure
Channel Session initiation. The Security Domain shall have a default Current Public Key at the start of a
Secure Channel Session initiation phase: Trust Point for External Authentication (PK.TP_EX.AUT).

Any failure in verifying an Off-Card Entity’s certificate aborts the current Secure Channel Session initiation
phase, and any public keys validated during that initiation phase shall be discarded.

Multiple GET DATA [certificate] commands may be received. They may be interleaved with PERFORM
SECURITY OPERATION [verify certificate] commands. The Security Domain makes no assumptions
about whether the Off-Card Entity has obtained enough certificates in order to validate the Security
Domain's public key. The Off-Card Entity may use the GET DATA [certificate] command for EF.OD to
retrieve information about the different certificates the Security Domain holds, see F.1.2.3 for further
details on EF.OD.

F.1.3.3 Certificate Information

The Security Domain shall support access to EF.OD with a 'data object id' set to '5031'. EF.OD identifies
each certificate that can be retrieved by the Off-Card Entity for verification. EF.OD contains a set of
Cryptographic Information Objects (ClOs) as defined in ISO/IEC 7816-15, each of which describes a
certificate and gives a pointer (in the form of a 'data object id') to the certificate data present within the
Security Domain. The contents of EF.OD and its consistency with the certificates actually present within
the Security Domain are the responsibility of the Security Domain’s Provider and beyond the control of
the card.

According to ISO/IEC 7816-15, an individual CIO for a certificate may be coded as follows (xxCertificate
being of type CertificateChoice):

xxCertificate:
{
commonObjectAttributes
{
label Label OPTIONAL
flags CommonObjectFlags OPTIONAL,
authld Identifier OPTIONAL,
userConsent INTEGER (1..cia-ub-userConsent) OPTIONAL,
accessControlRules SEQUENCE SIZE (1..MAX) OF AccessControlRule OPTIONAL,
ceer)s
classAttributes
{
id Identifier,
authority BOOLEAN DEFAULT FALSE,
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identifier Credentialldentifier {{Keyldentifiers}} OPTIONAL,

certHash [0] CertHash OPTIONAL,

trustedUsage [1] Usage OPTIONAL

identifiers [2] SEQUENCE OF Credentialldentifier {{Keyldentifiers}} OPTIONAL,

validity [4] Validity OPTIONAL,
ety
typeAttributes
{
value ObjectValue {Certificate},
.
}
where typeAttributes vary per type of CertificateChoice, for instance x509CertificateAttributes are:
typeAttributes
{
value ObjectValue {Certificate},
subject Name OPTIONAL,
issuer [0] Name OPTIONAL,
serialNumber CertificateSerialNumber OPTIONAL,
.

F.1.3.4 Certificate Formats

Certificate contents and encoding are outside the scope of this specification. Examples are given for
illustration only. Certificates may contain various data objects and elements as defined in ISO/IEC 7816-
4, 7816-6 and 7816-8 (using application tagging), ITU Recommendation X.509 (universal and context-
specific tagging) and elsewhere. The data objects included are defined by the certificate issuer (CA).

The following table identifies some data items that appear in certificates - 'presence' indicates when the
item can be expected to be present:

Name as used in Name as used in 7816-8 Application Tag Presence
X.509 assigned by 7816

Issuer Identification

Issuer
Number

'42' (7816-8) Always

Certificate holder
Subject reference OR '5F20' (7816-8) Always
Cardholder name

'5F49' or '7TF49'

SubjectPublicKey Cardholder public key (7816-8) Always
Certificate holder . . .
KeyUsage authorization 5F4C' (7816-9) As required
gfrtlflcateSerlalNumb Certificate serial number - Always
Non self
n/a Certificate contents 'BF4E' (7816-8) descriptive
certificates
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Name as used in Name as used in 7816-8 Application Tag Presence
X.509 assigned by 7816
Static internal
authorization
Signature OR 'OE' (7816-8) Always
Digital signature
n/a Public key remainder '5F38' (7816-6) Signature scheme

with recovery

Table F-2: Example of Data Included in Certificates

Certificates may either be self descriptive, where the signature is across individual data objects; or non
self descriptive, where the signature is across concatenated value fields, without tags and lengths.
Whether the certificate to be verified by the Security Domain is self-descriptive or non-self descriptive
must be indicated in the PERFORM SECURITY OPERATION |[verify certificate] command.

A Security Domain is only required to handle a single certificate format throughout a chain of certificates
to be verified by the Security Domain.

Tag '67' in Card Recognition Data or Security Domain Management Data may contain one or more OIDs
identifying the Security Domain's Trust Point's certification policy and/or the format of certificates that can
be verified by the Security Domain and/or the format of certificates that can be retrieved from the Security
Domain. They may also identify the cryptographic algorithms used for certificates, unless they are
indicated in the certificates themselves.

F.1.3.4.1 Certificate without Message Recovery

The data and public key to be certified are concatenated and a digest is created. A signature block is then
prepared containing the digest and any necessary padding, constant and random data. The format of the
signature block is defined by the certificate issuer (CA). The signature block size depends on the
asymmetric algorithm and the certifying key size. The signature block is then signed using the certificate
issuer's private certifying key, to form the value field of the Certificate Signature data object. The result is
a certificate typically containing the data and public key to be certified and the Certificate Signature.

Certificate without Message Recovery, Self Descriptive Certificate

The data objects to be certified, including the public key data object, are TLV encoded and are
concatenated TLV-encoded before the digest is created and the signature block prepared. The result of
the signing operation is the Certificate Signature. The certificate is TLV encoded as a series of data
objects, containing all the data objects to be certified, including the public key data object and the
Certificate Signature data object. X.509 certificates fall into this category.

The formation of the certificate is shown in the following example:
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Figure F-5: Certificate Formation - Self Descriptive Certificate Without Message Recovery

Certificate without Message Recovery, Non-Self Descriptive Certificate

The data and public key to be certified are a concatenated set of value fields. The format of the value
fields included is defined by the certificate issuer (CA) and implicitly known to the recipients. A digest of
the concatenated value fields is created and the signature block prepared. The result of the signing
operation is the Certificate Signature. The certificate contains two data objects: the Certificate Contents,
whose value is the concatenated set of value fields being certified, and the Certificate Signature.

The formation of the certificate is shown in the following example:
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signature block

Padding etc
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signature
Certificate TL V = data values TL V = signature
Certificate Contents Certificate Signature

Figure F-6: Certificate Formation - Non Self Descriptive Certificate Without Message Recovery

F.1.3.4.2 Certificate with Message Recovery

The data and public key to be certified is concatenated and a digest is created. A signature block is then
prepared containing the digest, as much of the concatenated set of data and public key to be certified as
can be included in the block and any necessary padding, constant and random data. The format of the
signature block is defined by the certificate issuer (CA). The signature block size depends on the
asymmetric algorithm and the certifying key size. The signature block is then signed using the certificate
issuer's private certifying key, to form the value field of the Certificate Signature data object. Any part of
the public key that could not be included in the Certificate Signature is then included in the value field of a
separate Public Key Remainder data object. The result is a certificate typically containing two data
objects: the Public Key Remainder and the Certificate Signature.

Certificate with Message Recovery, Self Descriptive Certificate

The data objects to be certified, including the public key data object, are TLV encoded and are
concatenated TLV-encoded before the digest is created and the signature block prepared. The result of
the signing operation is the Certificate Signature.

The formation of the certificate is shown in the following diagram:
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Figure F-7: Certificate Formation - Self Descriptive Certificate with Message Recovery

Certificate with Message Recovery, Non-Self Descriptive Certificate

The data and public key to be certified is a concatenated set of value fields. The format of the value fields
included is defined by the certificate issuer (CA) and implicitly known to the recipients. A digest of the
concatenated value fields is created and the signature block prepared. The result of the signing operation

is the Certificate Signature.

The formation of the certificate is shown in the following diagram:
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Figure F-8: Certificate Formation - Non Self Descriptive Certificate with Message Recovery

F.1.4 Entity Authentication

F.1.4.1 Overview of Entity Authentication

Once the parties have validated each other's public key, the Security Domain shall authenticate the Off-
Card Entity using a challenge / response mechanism, and the Off-Card Entity may also authenticate the
Security Domain in the same way.

Entity authentication of the Security Domain is optional, at the discretion of the Off-Card Entity. However,
if the INTERNAL AUTHENTICATE command is required for use in session key agreement, then
authentication of the Security Domain is performed.

F.1.4.2 Entity Authentication Process Flow

The following diagram gives an overview of the flow for Entity Authentication.
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Figure F-9: Entity Authentication Flow

The following commands shall be supported:
e PERFORM SECURITY OPERATION [decipher] command, see section F.4.6 for further details;
e GET CHALLENGE command, see section F.4.2 for further details;
e EXTERNAL AUTHENTICATE command, see section F.4.1 for further details;
e INTERNAL AUTHENTICATE command, see section F.4.4 for further details.

The PERFORM SECURITY OPERATION [decipher] command is optional but shall be executed when
value '02' of parameter "i" is supported - see section F.1.1.

The successful processing of the EXTERNAL AUTHENTICATE command (i.e. successful verification of
the Off-Card Entity’s signature) shall set both the Current Security Level and Session Security Level
according to the rules described in section F.1.4.2 - Security Level Establishment. The failed processing
of the EXTERNAL AUTHENTICATE command (i.e. unsuccessful verification of the Off-Card Entity’s
signature) shall reset both the Current Security Level and Session Security Level to
NO_SECURITY_LEVEL and all the public keys previously verified within the current initiation phase shall
be discarded.

The INTERNAL AUTHENTICATE command is optional for the key transport option and mandatory for key
agreement. The INTERNAL AUTHENTICATE command shall only be received and processed once
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during Secure Channel Session initiation. Any error in the sequence flow or signing operation must abort
the current Secure Channel Session: both the Current Security Level and Session Security Level shall be
reset to NO_SECURITY_LEVEL.

F.1.4.3 Security Domain Authentication

The format and contents of Security Domain signature vary depending on the options chosen, as follows:

Key transport, signature without message recovery

The Security Domain signature is the result of generating a digest (hash) over a set of data, creating a
signature block, and signing the signature block with the Security Domain private key (SK.SD.AUT). The
data to be hashed and the contents of the signature block are as shown below.

Name Length Value Presence
Session Key(s) n x (16 or 24) 'XXXX...' Mandatory
Off-Card Entity challenge 16 'XXXX..." Mandatory

Table F-3: Data to Hash

Session Keys shall be in the same order as provided in the PERFORM SECURITY OPERATION
[decipher] command: see sections F.3.1.2 and F.4.7.

Name Length Value Presence

Padding 2 '0001" Mandatory
Padding (‘FF’) 8-n 'FF'...'FF' Mandatory
Padding (‘00”) 1 '00' Mandatory
DER encoded digest algorithm id - encoded as | Variable 'XXxX..." (see section Mandatory
an object identifier F.2.2)

DER encoded Hash (length and contents Variable 'XXXX..." Mandatory
depend on the digest algorithm)

Table F-4: Security Domain Signature Block

Key agreement, signature with message recovery

The Security Domain signature is the result of generating a digest (hash) over a set of data, creating a
signature block, and signing the signature block with the Security Domain private key (SK.SD.AUT). The
data to be hashed and the contents of the signature block are as shown below.

Name Length Value Presence
Random Padding (RP) 1-n Same value as RP in Table F-6 Mandatory
Card Secret (CS) 32 Same value as CS in Table F-6 Mandatory
Off-Card Entity challenge 8 'XXXX... Mandatory
Off-Card Entity id 8 'xxxx..." (part of CERT.OCE.AUT) Mandatory

Table F-5: Data to Hash
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Name Length Value Presence
Padding 1 '6A' Mandatory
Random Padding (RP) I-n Same value as RP in Table F-5 Mandatory
Card Secret (CS) 32 Same value as CS in Table F-5 Mandatory
Hash 20 'XXXX... Mandatory
Padding 1 'BC' Mandatory

Table F-6: Security Domain Signature Block

The Security Domain signature is encrypted to ensure that the Card Secret is not divulged. To do this, the
minimum of the values SIG.SD.AUT and (N.PK.SD.AUT — SIG.SD.AUT) is encrypted with the Off-Card
Entity public key (PK.OCE.AUT), where N.PK.SD.AUT denotes the modulus of the Security Domain
public key. This ensures that the data to be encrypted is always smaller than the modulus of the Off-Card
Entity public key. Note that the modulus of the Security Domain public key and modulus of the Off-Card
Entity public key must have the same length in bits. See ISO/IEC 9796-2, Digital Signature scheme 1.

F.1.4.4 Off-Card Entity Authentication

The format and contents of Off-Card Entity signature vary depending on the option chosen, as follows:

Key transport, signature without message recovery

The Off-Card Entity signature is the result of generating a digest (hash) over a set of data, creating a
signature block, and signing the signature block with the Off-Card Entity private key (SK.OCE.AUT). The

data to be hashed and the contents of the signature block are as shown below.

Name Length Value Presence

Tag of Security Level 1 'D3' Mandatory
Length of Security Level 1 01’ Mandatory
Security Level 1 'Xx' Mandatory
Control reference template | 4 'B4' or 'BY' Mandatory
(CRT) tag

Length of CRT 1 '00' - '7F' Mandatory
CRT for Session Key(s) n 'XXXX... Mandatory
CRT tag 1 'B4' or 'B8' Optional
Length of CRT 1 '00" - "7F' Conditional
CRT for Session Key(s) n 'XXXX...' Conditional
Card challenge 16 Mandatory

Table F-7: Data to Hash

The control reference templates (CRTs) include session keys, and must be in the same order as provided
in the PERFORM SECURITY OPERATION [decipher] command - see Table F-32.

Name Length Value Presence
Padding ('0001") 2 '0001' Mandatory
Padding ('FF") 8-n 'FF' Mandatory
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Name Length Value Presence
Padding (‘00" 1 '00' Mandatory
DER encoded digest algorithm id Variable 'xxxX..." (see section F.2.2) Mandatory
(encoded as an object identifier)
DER encoded Hash (length and Variable 'XXXX..." Mandatory
contents depend on the digest
algorithm)

Table F-8: Off-Card Entity Signature Block

Control reference templates (CRTs) include session keys, and must be in the same order as provided in
the PERFORM SECURITY OPERATION [decipher] command.

The format and contents of Card Signature vary depending on the options chosen, as discussed below.

Key agreement, signature with message recovery

The Off-Card Entity signature is the result of generating a digest (hash) over a set of data, creating a
signature block, and signing the signature block with the Off-Card Entity private key (SK.OCE.AUT). The
data to be hashed and the contents of the signature block are as shown below.

Name Length Value Presence

Random Padding (RPD) 1-n Same value as RPD in Table F-10 Mandatory
Tag of Security Level 1 D3 Mandatory
Length of Security Level 1 '01' Mandatory
Security Level 1 XX’ Mandatory
CRT tag 1 'B4' or 'B8' Mandatory
Length of CRT 1 '00' - '7F' Mandatory
CRT for session key(s) n 'XXXX..." Mandatory
CRT tag 1 '‘B4' or 'BY' Optional
Length of CRT 1 '00' - '7F"' Conditional
CRT for Session Key(s) n 'XXXX..." Conditional
Off-Card Entity Secret (OES) 32 Same value as OES in Table F-10 Mandatory
Card challenge 8 'XXXX...' Mandatory
Card id: TBD (part of CERT.SD.AUT) 8 'XXXX... Mandatory

Table F-9: Data to Hash

Control reference templates (CRTs) exclude session keys, and must be in the same order as provided in
signature block.

Name Length Value Presence
Padding 1 '6A' Mandatory
Random Padding (RPD) 1-n Same value as RPD in Table F-9 Mandatory
Tag of Security Level 1 'D3' Mandatory

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0307



January 2011 GlobalPlatform Card Specification 2.2.1 251
Name Length Value Presence

Length of Security Level 1 '01' Mandatory
Security Level 1 'xx' Mandatory
CRT tag 1 'B4' or 'BS' Mandatory
Length of CRT 1 '00" - "7F' Mandatory
CRT for session key(s) 1-n 'XXXX...' Mandatory
CRT tag 1 'B4' or 'BS' Optional
Length of CRT 1 '00" - "7F' Conditional
CRT for Session Key(s) n 'XXXX...' Conditional
Off-Card Entity Secret (OES) 32 Same value as OES in Table F-9 Mandatory
Hash 20 'XXXX...' Mandatory
Padding 1 'BC' Mandatory

Table F-10: Off-Card Entity Signature Block

Control reference templates (CRTs) exclude session keys, and must be in the same order as input to the
hash function.

The Off-Card Entity signature is encrypted to ensure that the Off-Card Entity secret is not divulged. To do
this, the minimum of the values SIG.OCE.AUT and (N.PK.OCE.AUT — SIG.OCE.AUT) is encrypted using
the Security Domain public key (PK.SD.AUT). N.PK.OCE.AUT denotes the modulus of the Off-Card Entity
public key. This ensures that the data to be encrypted is always smaller than the modulus of the Security
Domain public key. Note that the modulus of the Security Domain public key and modulus of the Off-Card
Entity public key must have the same length in bits. See ISO/IEC 9796-2, Digital Signature scheme 1.

F.1.5 Session Key and Security Level Establishment

When using the key transport option, Entity Authentication is preceded by the session keys and
requested Security Level being sent to the Security Domain using the PERFORM SECURITY
OPERATION [decipher] command; the Security Domain stores them until session initiation is complete.

A Security Domain supporting the key transport option shall decrypt with its private key (SK.SD.AUT or if
the Security Domain has more than one key pair, the private key identified in the MANAGE SECURITY
ENVIRONMENT command) the command data field of the PERFORM SECURITY OPERATION
[decipher] command. Any failure in the decryption operation aborts the current Secure Channel Session
initiation phase, and any public keys validated during that initiation phase shall be discarded.

In the key transport option the Secure Channel Session is established after successful processing of the
EXTERNAL AUTHENTICATE command. An INTERNAL AUTHENTICATE command can be issued
immediately after the EXTERNAL AUTHENTICATE command without secure messaging.

In the key agreement option the Secure Channel Session is established after successful processing of
the EXTERNAL AUTHENTICATE and INTERNAL AUTHENTICATE commands.

F.1.5.1

The Off-Card Entity supplies the Security Domain with details of what session keys are to be established.
This information is in the form of 'control reference templates' (see section F.3.1.2) which are supplied

Session Key Establishment
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either in the PERFORM SECURITY OPERATION [decipher] command (with the key transport option) or
in the EXTERNAL AUTHENTICATE command (with the key agreement option).

If the key transport option is used, then the session keys are provided by the Off-Card Entity within the
‘control reference templates' (see section F.3.1.2).

If the key agreement option is used, then the secrets exchanged between the Off-Card Entity and the
Security Domain during the Entity Authentication process are used to establish session keys, as defined
in section F.3.1 - DES Session Keys.

Once session keys have been established successfully, ICV sequence counter(s), used for secure
messaging on subsequent commands and responses, are initialized as described in section F.3.2 -
Secure Messaging.

F.1.5.2 Security Level Establishment

The requested Security Level is supplied in the PERFORM SECURITY OPERATION [decipher]
command (with the key transport option) or in the EXTERNAL AUTHENTICATE command (with the key
agreement option).

The successful initiation of a Secure Channel Session shall set the Current Security Level and Session
Security Level to the requested Security Level combined with the AUTHENTICATED or
ANY_AUTHENTICATED indicator (see section 10.4.2 - Authentication with asymmetric cryptography for
further details). If the requested Security Level is set to zero, the successful initiation of a Secure Channel
Session shall set the Current Security Level and Session Security Level to AUTHENTICATED or
ANY_AUTHENTICATED only.

F.1.6 Protocol Rules

The Current Security Level of a communication not included in a Secure Channel Session shall be set to
NO_SECURITY_LEVEL. In accordance with the general rules described in chapter 10 - Secure
Communication, the following rules shall apply:

e The successful initiation of a Secure Channel Session shall set the Current Security Level to the
requested Security Level from the selected Application's perspective: it is at least set to
AUTHENTICATED or ANY_AUTHENTICATED (see section 10.4.2 - Authentication with
asymmetric cryptography for details;

e The Current Security Level shall apply to the entire Secure Channel Session unless successfully
modified at the request of the Application;

e  When the Current Security Level is set to NO_SECURITY_LEVEL, then:

- If the Secure Channel Session was aborted during the same Application Session, the
incoming command shall be rejected with a security error;

- Otherwise no security verification of the incoming command shall be performed. The
Application processing the command is responsible for applying its own security rules.

e If a Secure Channel Session is active for incoming commands (i.e. Current Security Level at least
set to either AUTHENTICATED or ANY_AUTHENTICATED), the security of the incoming
command shall be checked according to the Current Security Level, or if the APDU class byte
indicates Secure Messaging and Secure Messaging data objects are present in the command
data field:

- When the security of the command does not match or exceed the Current Security Level, the
command shall be rejected with a security error, the Secure Channel Session aborted and
the Current Security Level reset to NO_SECURITY_LEVEL;
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- If a security error is found, the command shall be rejected with a security error, the Secure
Channel Session aborted and the Current Security Level reset to NO_SECURITY_LEVEL,;

- If (one of) the appropriate session key(s) is not available, the command shall be rejected with
a security error, the Secure Channel Session aborted and the Current Security Level reset to
NO_SECURITY_LEVEL;

- In all other cases, the Secure Channel Session shall remain active and the Current Security
Level shall reflect the level of security established by the current command (e.g. C-MAC
and/or C-ENCRYPTION). The Application is responsible for further processing the command.

e If a Secure Channel Session is active for outgoing responses (i.e. Current Security Level at least
set to AUTHENTICATED or ANY_AUTHENTICATED), secure messaging protection shall be
applied to the outgoing response according to the Current Security Level (i.e. R-MAC and/or R-
ENCRYPTION):

- If a cryptographic error occurs, a security error shall be returned, the Secure Channel
Session aborted and the Current Security Level reset to NO_SECURITY_LEVEL;

- If (one of) the appropriate session key(s) is not available, a security error shall be returned,
the Secure Channel Session aborted and the Current Security Level reset to
NO_SECURITY_LEVEL;

- Otherwise, the Secure Channel Session shall remain active and the Current Security Level
unmodified.

e [|f a Secure Channel Session is aborted, it is still considered not terminated;

e If the Security Domain supports application data encryption and/or decryption, it shall decrypt or
encrypt a block of secret data upon request. If the service is not supported or if (one of) the
appropriate cryptographic key(s) is not available, the request shall be rejected but the Current
Security Level, Session Security Level and Secure Channel Session in operation (if any) shall not
be impacted;

e The current Secure Channel Session shall be terminated (if aborted or still open), both the
Current Security Level and Session Security Level reset to NO_SECURITY_LEVEL on either:

- Attempt to initiate a new Secure Channel Session;

- Termination of the Application Session (e.g. new Application selection);
- Termination of the associated logical channel;

- Termination of the Card Session (card reset or power off);

- Explicit termination by the Application (e.g. invoking GlobalPlatform API).

F.2 Cryptographic Algorithms

The cryptographic and hashing algorithms described in appendix B - Algorithms (Cryptographic and
Hashing) apply to SCP10. This section defines the additional requirements for SCP10.

F.2.1 Asymmetric cryptography
In this appendix, signing means the deciphering of a signature block using the signer's private RSA key.

For certificates to be verified by the card, and message signatures signed and verified by the card, the
cryptographic scheme shall be RSA. The signature block and signature are the same length as the key
modulus.
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In Entity Authentication, Digital Signature Scheme 1 in ISO/IEC 9796-2 shall be used for signature with
message recovery, and the signature scheme with appendix RSASSA-PKCS1-V1_5 in PKCS#1 v2.1 for
signature without message recovery.

The details of the signature scheme for certificates shall be either implicitly known by the Off-Card Entity
or specified by the Security Domain Trust Point through the contents of Card Recognition Data or
Security Domain Management Data in tag '67".

In the key transport option, the cryptographic scheme for encrypting the session keys and their CRT
templates shall be RSA according to the encryption scheme RSAES-PKCS1-v1_5 as defined in PKCS#1
v2.1.

F.2.2 Digest Algorithm

The default digest algorithm for use in conjunction with SCP10 asymmetric cryptography in Entity
Authentication shall be SHA-1 for this version of the Specification. An alternative algorithm may be
specified in Card Recognition Data or Security Domain Management Data in tag '67".

The Object Identifier for SHA-1 is:
{iso (1) identified-organization(3) oiw(14) secsig(3) algorithms(2) 26}
which is DER-TLV encoded as '2B OE 03 02 1A".

F.2.3 Message Integrity ICV

The ICV for the each C-MAC and R-MAC calculation is obtained by enciphering an ICV sequence
counter. The ICV sequence counter is initialized during Secure Channel initiation to either:

e the value supplied in tag '91' of the control reference template, for the key transport option
(separate initial value for each key), or

e the concatenation of the last 4 bytes of the card secret and the last 4 bytes of Off-Card Entity
secret, for the key agreement option (same initial value for all keys).

The ICV sequence counter is incremented by one for each C-MAC and R-MAC. For calculating a C-MAC
ICV, the ICV sequence counter is single-DES enciphered using the first part of the Secure Channel
C-MAC key. For calculating an R-MAC ICV, the ICV sequence counter is single-DES enciphered using
the first part of the Secure Channel R-MAC key.

F.2.4 Message Integrity C-MAC and R-MAC

Message integrity is achieved by applying a MAC to message data. The MAC may be:
e C-MAC for APDU command messages (generated by the Off-Card Entity);
e R-MAC for APDU response messages (generated by the card).

The receiving entity, on receipt of the message containing a MAC, using the same session key, performs
the same operation and by comparing its generated MAC with the MAC received from the sending entity
is assured of the integrity of the full command or response.

The integrity of the sequence of APDU command or response messages being transmitted to the
receiving entity is achieved by using an encrypted sequence counter as part of the MAC generation. This
ensures the receiving entity that all messages in a sequence have been received.
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F.2.5 APDU Encryption and Decryption for Message Confidentiality

Message confidentiality is achieved by encrypting the whole of the command or response data field. This
includes any data within the data field that has already been protected for another purpose, such as
secret or private keys encrypted with the data encryption key.

F.3 Cryptographic Usage

F.3.1 DES Session Keys

F.3.1.1 Overview
All session keys shall be double or triple length DES keys.

The Off-Card Entity supplies information on cryptographic keys to be established for the session in a set
of control reference templates. Each control reference template specifies the usage of the key.

In the case of key transport, the templates are supplied in the PERFORM SECURITY OPERATION
[decipher] command and contain the actual key values.

In the case of key agreement, the templates are supplied in the EXTERNAL AUTHENTICATE command,
and do not contain the key values.

F.3.1.2 Control Reference Templates

A control reference template (CRT) is structured as follows:

Tag Length Name Presence
‘B4’ or '00" - '7F' CRT tag = ‘B4’ (CCT) or ‘B8’ (CT) Mandatory
‘B’

'95' 1 Key Usage Qualifier = ‘10’ (secure messaging for Mandatory

commands), ‘20’ (secure messaging for responses),
30’ (secure messaging for commands and
responses), ‘40’ (encipherment of sensitive data in
responses), ‘80’ (encipherment of sensitive data in
commands), ‘CO’ (encipherment of sensitive data in
commands & responses)

'80' Oorl Optional cryptographic mechanism. Contains Key Optional
Type, coded according to Table 11-16

D1’ 0, 16 or 24 | Off-Card Entity Session Key Conditional

91 Oor8 Initial value of sequence counter, for use in secure Conditional
messaging

Table F-11: Single CRT

Note: Key Usage Qualifier and the CRT tag together define the key usage, which is C-MAC and/or R-
MAC for control reference template 'B4', and C-ENC and/or R-ENC or DEK for control reference template
'‘B8'.

The Key Type identifies the cryptographic algorithm.

The Off-Card Entity Session Key and sequence counter data objects are only present with the key
transport option.
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The sequence counter data object is used in secure messaging as the initial value for the ICV sequence
counter for this key, which is encrypted as defined in section F.2.3 - Message Integrity ICV to derive the
ICV for the first MAC generated using this key.

F.3.1.3 Session Key Derivation

With the key agreement option, session keys are derived from the secret data exchanged during Secure
Channel initiation as follows:

e The two 32-byte secrets Off-Card Entity Secret and Card Secret are exclusive or-ed, giving result
(1

e A 32 byte binary counter is set to a value depending on the key usage and its position in the set
of CRTs supplied, as shown below;

e Result (1) is appended with a 32 bit binary counter with the appropriate value for this key, and the
result is hashed using SHA-1, giving result (2);

e Bytes 1-16 of result (2) form the double-length DES session key.

Counter value Key

| The MAC key whose CRT is first in the set of CRTs supplied by the Off-
Card Entity

) The ENC key whose CRT is first in the set of CRTs supplied by the Oft-
Card Entity

3 A subsequent MAC key, if any

4 A subsequent ENC key, if any

5 The data encryption key whose CRT is first in the set of CRTs supplied by
the Off-Card Entity

6 A subsequent data encryption key, if any

Table F-12: Counter Value for Session Key Calculation

F.3.2 Secure Messaging

F.3.2.1 APDU Command C-MAC Protection

This section applies where command integrity (C-MAC) is required but not command confidentiality
(C-ENC).

A C-MAC is generated by an Off-Card Entity and applied across the full APDU command being
transmitted to the card including the header, the command data field (if present) and Le (if present). Input
data to the MAC calculation is first prepared as defined in ISO/IEC 7816-4:

e The following data is concatenated:

- The command header CLA, INS, P1, P2 from the unprotected APDU, with the logical channel
bits in the CLA byte set to zero, and appended with four bytes '80 00 00 00';

- If acommand data field is present in the unprotected APDU, a BER-TLV data object with tag
'81' containing the complete original command data field , regardless of its contents and
format;
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- IfLeis present in the unprotected APDU, a BER-TLV data object with tag '97' containing the
original Le value;

e DES padding is applied as defined in appendix B.4 - DES Padding.

A C-MAC is generated using the Secure Channel C-MAC session key, the encrypted sequence counter
as the ICV as defined in section F.2.3, and the signature method described in appendix B.1.2.2 - Single
DES Plus Final Triple DES MAC across the input data.

To reflect the presence of a C-MAC in the command message, the unprotected APDU shall be modified
as follows:

e The class byte shall be modified to indicate that this APDU command includes secure messaging.
This is achieved by setting to '11' bits 4-3 of a class byte indicating a logical channel number 0 to
4 (unprotected CLA set to '00' - '03' or '80' - '83') or by setting to '1" bit b6 of a class byte indicating
a logical channel number 4 to 19 (unprotected CLA set to '40' - '4F' or 'CO' - 'CF'): see section
11.1.4. The logical channel bits are unchanged;

e The length of the command message (Lc) shall be incremented by:
- 10 bytes to allow for the C-MAC data object, plus

- 2 or more bytes to allow for the tag and length of the command data field data object (if
command data is present - note: the length field may be longer than one byte), plus

- 3 bytes to allow for the Le data object (if Le is present).

e The command data, if present in the unprotected APDU, shall be encapsulated in a BER-TLV
data object with tag '81' and a length field coded according to ISO 8825-1;

e The Le byte, if present in the unprotected APDU, shall be contained in a BER-TLV data object
with tag '97",
o The C-MAC shall be encapsulated in a BER-TLV data object with tag '8E' and appended at the
end of the command data field.
No padding is present in the transmitted APDU.

The following diagram shows the message reformatting that is performed by the Off-Card Entity when a
command is protected for integrity.

CLA INS P1 P2| [Lc] | [Data]| [Le] Unprotected APDU
Zero padding to
CLA setto rbnultlple of 8
indicate secure ytes
messaging
CLA INS P1 P2 '80 00 00 00' || [tag '81' L Data] || [tag'97' L Le] || '80[00...7 |

ICV = Sequence counter —————» C.MAC. @ C-MAC session key

\

| CLA | INS | P1 | P2 | LC' | [tag '81" L Data] | [tag'97' L Le] | tag '8E' L C-MAC | [Le] | Protected APDU

Figure F-10: APDU C-MAC Generation
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The card, in order to verify the C-MAC, shall perform the same procedure as employed by the Off-Card
Entity in order to verify the C-MAC. The ICV sequence counter used in ICV calculation is then
incremented. This is true regardless of whether the APDU processing completes successfully or not i.e. a
new sequence counter value shall always be used for the next C-MAC or R-MAC.

F.3.2.2 APDU Command C-ENC Protection

This section applies where command confidentiality (C-ENC) is required but not command integrity
(C-MAC).

No encryption shall be applied to a command where there is no command data field: in this case the
command message (header and optional Le) is sent without modification.

Otherwise the Off-Card Entity encrypts the command data field of the command message being
transmitted to the card. This includes any data within the data field that has already been protected for
another purpose e.g. secret or private keys encrypted with the data encryption session key.

Prior to encrypting the data, DES padding is applied as defined in appendix B.4 - DES Padding.

The padded command data field is enciphered using triple DES in CBC mode as defined in appendix
B.1.1.1, the C-ENC session key established during the Secure Channel initiation process and an ICV of
zero.

To reflect the C-ENC protection of the command, the unprotected APDU shall be modified as follows:

e The class byte shall be modified to indicate that this APDU command includes secure messaging.
This is achieved by setting to 10" bits 4-3 of a class byte indicating a logical channel number 0 to
4 (unprotected CLA set to '00' - '03' or '80' - '83") or by setting to '1' bit b6 of a class byte indicating
a logical channel number 4 to 19 (unprotected CLA set to '40' - '4F' or 'CO' - 'CF'): see section
11.1.4. The logical channel bits are unchanged;

e Lc shall be incremented by:

- 4 or more bytes to allow for the tag and length of the command data field data object, the
padding indicator and the variable padding (the length field may be longer than one byte),
plus

- 3 bytes to allow for the Le data object (if Le is present).

e The encrypted command data shall be preceded by the ISO/IEC 7816 padding indicator '01' and
encapsulated in a BER-TLV data object with tag '86' and a length field coded according to ISO
8825-1;

e The Le byte, if present in the unprotected APDU, shall be contained in a BER-TLV data object
with tag '96".

The following diagram shows the message reformatting that is performed by the Off-Card Entity when a
command is protected for confidentiality.
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|CLA| INS |P1 |P2| Lc | Data | [Le] | Unprotected APDU

Zero padding to

multiple of 8
bytes
| Data '80[00...]" |
CLA setto |
indicate secure .
messaging ICV = zero —» encipher <@———————— C-ENC session key
| ciphertext |
| CLA | INS| P1 | P2 | Lc' | tag '86' L '01' ciphertext | [tag'96' L Le] | [Le] | Protected APDU

indicates ISO/IEC 7816-4
padding

Figure F-11: Secure Messaging: Command message protected for confidentiality

F.3.2.3 APDU Command C-MAC and C-ENC Protection
This section applies where both command confidentiality (C-ENC) and integrity (C-MAC) are required.

No encryption shall be applied to a command where there is no command data field: in this case the
message shall be protected as defined in section F.3.2.1 - APDU Command C-MAC Protection.

Otherwise the Off-Card Entity first encrypts the command data field of the command message being
transmitted to the card as defined in section F.3.2.2.

A C-MAC is generated by an Off-Card Entity as defined in section F.3.2.1. Input data to the MAC
calculation is first prepared as defined in ISO/IEC 7816-4:

e The following data is concatenated:

- The command header CLA, INS, P1, P2 from the unprotected APDU, with the logical channel
bits in the CLA byte set to zero, appended with four bytes '80 00 00 00",

- If a command data field is present in the unprotected APDU, a BER-TLV data object with tag
'87' containing the ISO/IEC 7816 padding indicator '01' followed by the encrypted command
data;

- If Le is present in the unprotected APDU, a BER-TLV data object with tag '97' containing the
original Le value;

e DES padding is applied as defined in appendix B.4 - DES Padding.

To reflect the presence of a C-MAC and C-ENC protection of the command, the unprotected APDU shall
be modified as follows:

e The class byte shall be modified to indicate that this APDU command includes secure messaging.
This is achieved by setting to '11' bits 4-3 of a class byte indicating a logical channel number 0 to
4 (unprotected CLA set to '00' - '03' or '80' - '83') or by setting to '1' bit b6 of a class byte indicating
a logical channel number 4 to 19 (unprotected CLA set to '40' - '4F' or 'CO' - 'CF'): see section
11.1.4. The logical channel bits are unchanged;.
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e Lc shall be incremented by:
- 10 bytes to allow for the C-MAC data object, plus

- 4 or more bytes to allow for the tag and length of the command data field data object, the
padding indicator and the variable padding (the length field may be longer than one byte),
plus

- 3 bytes to allow for the Le data object (if Le is present).

e The encrypted command data shall be preceded by the ISO/IEC 7816 padding indicator '01' and
encapsulated in a BER-TLV data object with tag '87' and a length field coded according to ISO
8825-1;

e The Le byte, if present in the unprotected APDU, shall be contained in a BER-TLV data object
with tag '97";

e The C-MAC shall be encapsulated in a BER-TLV data object with tag '8E' and appended at the
end of the command data field.

The following diagram shows the message reformatting that is performed by the Off-Card Entity when a
command is protected for integrity and confidentiality.

|CLA|INS|P1|F’2| Lc | Data

[Le] | Unprotected APDU

Zero padding to

CLA setto multiple of 8 bytes

indicate
secure
messaging

Data '80[00..]"

ICV = zero—®» encipher <€ C-ENC sessionkey

| ciphertext |

indicates ISO/IEC Zero padding to
7816-4 padding & multiple of 8 bytes

| CLA| INS | P1 | P2 | '80 00 00 00' || tag '87' L '01" ciphertext || [tag'97' L Le] | | '80[00..]" |

ICV = Sequence counter——> C-MAC_ ®—— C-MAC session key

\

tag '8E' L C-MAC | [Le] |

|CLA| INS|P1 |P2 Lc'

tag '87' L '01' ciphertext | [tag'97"' L Le]

Protected APDU

Figure F-12: Secure Messaging: Command message protected for integrity and confidentiality

F.3.2.4 APDU Response R-MAC Protection
This section applies where response integrity (R-MAC) is required but not confidentiality (R-ENC).

No R-MAC shall be generated and no protection shall be applied to a response where status bytes SW1
and SW2 indicate an error: in this case only status bytes shall be returned in the response.

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0317



January 2011 GlobalPlatform Card Specification 2.2.1 261

When R-MAC protection is required for a case 1 or case 3 command, the card shall process the
command as a case 2 or case 4 command respectively and treat Le as if it were present and set to zero.

An R-MAC is generated by the card across the response data field (if present) and status bytes. Input
data to the MAC calculation is first prepared as defined in ISO/IEC 7816-4:

e The following data is concatenated:

- If aresponse data field is present in the unprotected APDU, a BER-TLV data object with tag
'81' containing the complete original response data field, regardless of its contents and
format;

- A BER-TLV data object with tag '99', containing the original status word SW1 - SW2 value.
e DES padding is applied as defined in appendix B.4 - DES Padding.

An R-MAC is generated using the Secure Channel R-MAC session key, the encrypted sequence counter
as the ICV as defined in section F.2.3, and the signature method described in appendix B.1.2.2 - Single
DES Plus Final Triple DES MAC across the input data.

To reflect the presence of an R-MAC protection of the response, the unprotected APDU shall be modified
as follows:

e The response data, if present in the unprotected APDU, shall be encapsulated in a BER-TLV data
object with tag '81' and a length field coded according to ISO 8825-1;

e The status word SW1 - SW2 of the unprotected APDU shall be contained in a BER-TLV data
object with tag '99';

e The R-MAC shall be encapsulated in a BER-TLV data object with tag '8E' and appended at the
end of the response data field.

No padding is present in the transmitted APDU.

The Off-Card Entity, in order to verify the R-MAC, shall perform the same processing in order to generate
an R-MAC and compare it with the transmitted R-MAC.

The following diagram shows the message reformatting that is performed by the card when a response
message is protected for integrity.

[ Response Data ] SW1 SW2 Unprotected APDU

Zero padding to
multiple of 8 bytes

[tag '81' L Response Data] | | tag'99' L SW1 SW2 | | '80[00..]"

N\

ICV = Sequence counter —————» RMAC @ R-MAC session key

[tag'81' L Response Data] tag '99' L SW1 SwW2 | tag '8E' L R-MAC | SW1 SW2 Protected APDU

Figure F-13: Secure Messaging: Response message protected for integrity
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F.3.2.5 APDU Response R-ENC Protection
This section applies where response confidentiality (R-ENC) is required but not integrity (R-MAC).

No protection shall be applied to a response where status bytes SW1 and SW2 indicate an error or where
there is no response data field: in this case only status bytes shall be returned in the response.

Otherwise, the Security Domain encrypts the response data field. This includes any data within the data
field that has already been protected for another purpose, such as secret or private keys encrypted with
the data encryption session key.

Prior to encrypting the response data field, DES padding is applied as defined in appendix B.4 - DES
Padding.

The padded response data field is then enciphered using triple DES in CBC mode as defined in appendix
B.1.1.1 - CBC Mode, the R-ENC session key established during the Secure Channel initiation process
and an ICV of zero.

To reflect the R-ENC protection of the response, the unprotected APDU shall be modified as follows:

e The encrypted response data shall be preceded by the ISO/IEC 7816 padding indicator '01' and
encapsulated in a BER-TLV data object with tag '86' and a length field coded according to ISO
8825-1.

The following diagram shows the message reformatting that is performed by the card when a response
message is protected for confidentiality.

| Response Data | SW1 SW2 | Unprotected APDU

Zero padding to
multiple of 8 bytes
| Response Data | '80[00...]1"

ICV =zero ——— encipher <—— R-ENC session key

ciphertext |
indicates ISO/IEC
7816-4 padding
| tag '86' L '01' ciphertext | SW1 SW2 | Protected APDU

Figure F-14: Secure Messaging: Response message protected for confidentiality

F.3.2.6 APDU Response R-MAC and R-ENC Protection

This section applies where both response confidentiality (R-ENC) and response integrity (R-MAC) are
required.

No R-MAC or encryption shall be applied to a response where status bytes SW1 and SW2 indicate an
error: in this case only status bytes shall be returned in the response.

No encryption shall be applied to a response where there is no response data field: in this case the
message shall be protected as defined in section F.3.2.4 - APDU Response R-MAC Protection.
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Otherwise, the card first encrypts the response data field of the response message being transmitted to
the Off-Card Entity as defined in section F.3.2.5.

An R-MAC is then generated by the card as defined in section F.3.2.4. Input data to the MAC calculation
is first prepared as defined in ISO/IEC 7816-4:

e The following data is concatenated:

- If aresponse data field is present in the unprotected APDU, a BER-TLV data object with tag
'87' containing the ISO/IEC 7816 padding indicator '01' followed by the encrypted response
data;

- A BER-TLV data object with tag '99' containing the original SW1 - SW2 status word value.
e DES padding is applied as defined in appendix B.4 - DES Padding.

To reflect the presence of an R-MAC and R-ENC protection of the response, the unprotected APDU shall
be modified as follows:

e The encrypted response data shall be preceded by the ISO/IEC 7816 padding indicator '01' and
encapsulated in a BER-TLV data object with tag '87' and a length field coded according to ISO
8825-1;

e The status word SW1 - SW2 of the unprotected APDU shall be contained in a BER-TLV data
object with tag '99";

e The R-MAC shall be encapsulated in a BER-TLV data object with tag '8E' and appended at the
end of the response data field.

No R-MAC padding is present in the transmitted APDU.

The Off-Card Entity, in order to verify the R-MAC, shall perform the same processing in order to generate
an R-MAC and compare it with the transmitted R-MAC.

The following diagram shows the message reformatting that is performed by the card when a response
message is protected for integrity and confidentiality.
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| Response Data | SW1 SwW2 | Unprotected APDU

Zero padding to
multiple of 8 bytes
| Response Data | '80[00...]"

ICV = zero ——p encipher <¢—— R-ENC session key

| ciphertext | Zero

indicates ISO/IEC padding to
7816-4 padding multiple of 8
\ / bytes
| tag '87' L '01' ciphertext | | tag'99' L SW1 SW2 | | '80[00..]" |

ICV = Sequence counter ——— > R-MAC <@ R-MAC session key

R

tag '87' L '01" ciphertext tag'99' L SW1 SW2 | tag '8E' L R-MAC | SW1 SW2 Protected APDU

Figure F-15: Secure Messaging: Response message protected for integrity and confidentiality

F.3.2.7 Sensitive Data Encryption and Decryption

Data encryption is used when transmitting sensitive data to and from the card. For instance all keys
transmitted to a card (e.g. in a PUT KEY command) should be encrypted. Data encryption is over and
beyond the Current Security Level required for the Secure Channel Session. The encryption process
uses the relevant data encryption session key (DEK) for sensitive data in command messages or for
sensitive data in response messages. The encryption method uses DES in ECB or CBC mode depending
on the Key Type of the DEK Key in the CRT: see appendix B.1.1.1 - CBC Mode or appendix B.1.1.2 -
ECB Mode. If the key type is omitted for the DEK Key it shall be known implicitly. The sensitive data block
length shall be constructed as a multiple of 8-byte long block before the encryption operations: the
eventual padding method is application specific.

The encryption is performed across the sensitive data and the result of each encryption becomes part of
the encrypted data. This encrypted data becomes part of the clear text data field in the
command/response message. The decryption is the exact opposite of the above operation: in particular,
no padding is removed by the decryption operation.

F.4 Commands

Because certificates, digital signatures and some data fields can be long, command and response
chaining as defined in ISO/IEC 7816-4 is used to transfer successive data blocks.

With command chaining, the command data is sent in multiple APDUs, the command data being
segmented arbitrarily. All except the final command in the chain shall indicate command chaining by
setting to '1' bit 5 of the class byte according to ISO/IEC 7816-4.
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With response chaining, the response data is sent in multiple APDUSs, the response data being
segmented arbitrarily.

Secure Channel Initiation
Command signature without signature with
message recovery message recovery

EXTERNAL AUTHENTICATE v v
GET CHALLENGE v v
GET DATA [certificate] v v
INTERNAL AUTHENTICATE v v
MANAGE SECURITY v v
ENVIRONMENT
PERFORM SECURITY v
OPERATION [decipher]
PERFORM SECURITY v 4
OPERATION [verify certificate]

Table F-13: SCP10 Command Support

Table F-14 summarizes the minimum security requirements for the APDU commands.

Command Minimum Security
EXTERNAL AUTHENTICATE | Validated PK.OCE.AUT and card challenge
GET CHALLENGE None
GET DATA [certificate] None

Current Security Level is at least

INTERNAL AUTHENTICATE | AUTHENTICATED or
ANY AUTHENTICATED

MANAGE SECURITY None
ENVIRONMENT

PERFORM SECURITY None
OPERATION [decipher]

PERFORM SECURITY None

OPERATION [verify certificate]

Table F-14: Minimum Security Requirements for SCP10 commands

The following table provides the list of SCP10 command support per card Life Cycle State.

OP READY | INITIALIZED| SECURED | CARD LOCKED | TERMINATED

Command AMDM| (| AMDM| L AMDM| rasp| sp

SD | SD SD |SD SD | SD =2 7

Z.
SEZLLENGE Y I e v //A‘/%y
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OP _READY | INITIALIZED| SECURED [ CARD LOCKED | TERMINATED
Command AM DM AM | DM AM DM

SECURITY v | v v | v v | v v
ENVIRONMENT
PERFORM

SECURITY v lv vl vlv v
OPERATION
[decipher] A

PERFORM
SECURITY
OPERATION
[verify certificate]

sp lspl S? | sp lsp| SP | sp |sp| SP | FASD r SD fFA SD ?SD
GET DATA
[certificate] Y Y Y v ’{//A%/Aﬁ
INTERNAL "
AUTHENTICATE| ~ | ¥ Y| N Y //A//A
MANAGE V/V
%

N

N
N
DD

Table F-15: SCP10 command support per Card Life Cycle State
Legend of Table F-13 and Table F-15:
AM SD: Security Domain with Authorized Management privilege.
DM SD: Supplementary Security Domain with Delegated Management privilege.

FA SD: Security Domain with Final Application privilege. (Note: command support for an Application with
Final Application Privilege which is not a Security Domain is subject to Issuer policy, within the constraints
of what is permitted according to the card Life Cycle State.)

SD: Other Security Domain.

v’ : Support required.

Blank cell: Support optional.
Striped cell: Support prohibited.

F.4.1 EXTERNAL AUTHENTICATE Command

F.4.1.1 Definition and Scope

This command is used to authenticate the Off-Card Entity by the Security Domain. This command is also
used with the key agreement option to support session key establishment. It shall be immediately
preceded (on the same logical channel of the same card I/O interface) by a GET CHALLENGE command.
It may be followed (on the same logical channel of the same card I/O interface) by an INTERNAL
AUTHENTICATE command.

F.41.2 Command Message
The EXTERNAL AUTHENTICATE command message is coded as follows:
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Code Value Meaning
CLA '00' -'03", See section 11.1.4
'40' - '4F",
'10"-'13' or
'50' - 'SF"
INS '82' EXTERNAL AUTHENTICATE
P1 '00' Reference control parameter P1: no information given
P2 '00' Reference control parameter P2: no information given
Lc 'Xx' Length of Entity Signature (key transport) or encrypted Off-Card
Entity Signature (key agreement)
Data 'XX XX...' Command data field
Le - Not present

Table F-16: EXTERNAL AUTHENTICATE Command Message

A Security Domain may support other values of Reference Control Parameters P1 and P2 as defined in
ISO/IEC 7816-4.

F.4.1.3 Data Field Sent in the Command Message

The data field of the EXTERNAL AUTHENTICATE command message contains the Off-Card Entity
Signature (key transport) or encrypted Off-Card Entity Signature (key agreement) - see section F.1.3.4 -
Off-Card Entity Authentication for further details.

F.4.1.4 Data Field Returned in the Response Message

No data is returned by this command.

F.4.1.5 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions.

SW1 SW2 Meaning
'63' '00' Verification of certificate failed
'94' '84' Algorithm not supported

Table F-17: Error Conditions

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0324



268 GlobalPlatform Card Specification 2.2.1 January 2011

F.4.2 GET CHALLENGE Command

F.4.2.1 Definition and Scope

This command is used to obtain a random challenge from the Security Domain, to support authentication
of the Off-Card Entity to the Security Domain. It precedes the EXTERNAL AUTHENTICATE command. It
shall have been preceded (on the same logical channel of the same card I/O interface), immediately or
not, by a MANAGE SECURITY ENVIRONMENT or PERFORM SECURITY OPERATION [verify
certificate] command.

F.4.2.2 Command Message
The GET CHALLENGE command message is coded according to the following table:

Code Value Meaning_j
CLA '00"-'03' or See section 11.1.4
'40' - '4F'

INS '84' GET CHALLENGE

P1 '00' Reference Control Parameter P1: no information
given

P2 '00' Reference Control Parameter P2: no information
given

Lc Absent

Data Absent

Le '00'

Table F-18: GET CHALLENGE Command Message

A Security Domain may support other values of Reference Control Parameters P1 and P2 as defined in
ISO/IEC 7816-4.

F.4.2.3 Data Field Sent in the Command Message

There is no command data.

F.4.2.4 Data Field Returned in the Response Message

Data returned comprises a card challenge, coded on 8 bytes with the key agreement option and 16 bytes
with the key transport option.

F.4.2.5 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may return a general error condition as listed in section 11.1.3 - General Error Conditions.
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F.4.3 GET DATA [certificate] Command

F.4.3.1 Definition and Scope

The GET DATA [certificate] command is used to retrieve either information about all certificates that can
be retrieved from the card, or a single certificate. This command may be issued at any time, in particular it
may be interleaved with PERFORM SECURITY OPERATION [verify certificate] commands. If it is issued
when a Secure Channel Session is active, it must comply with the Current Security Level of that Secure
Channel Session.

F.4.3.2 Command Message

The following command is used to obtain certificate information or a single certificate from the Security
Domain.

Code Value Meaning

CLA '00" - '0F", See section 11.1.4
'40' - '4F",
'60' - '6F",
'80' - '8F',
'CO'-'CF' or
'EQ' - 'EF'

INS ‘CA’ or ‘CB’ If CLA ='00"'-"0F', '40' - '4F' or '60' - '6F', even or odd

instruction code 'CA' or 'CB'
If CLA='80"-"'8F'", 'CO'-'CF' or 'EQ' - 'EF', even instruction

code 'CA'
P1P2 Reference Control Parameters P1 and P2: there are three options:
'7F 21 Tag of certificate
'50 31" Data object identifier of EF.OD
'XX XX' (Any other value) data object identifier of a certificate
Lc 'xx' or omitted | Not present if P1 P2 ='7F 21", otherwise length of command data
Data 'XX XX...' or Not present, or command data
omitted
Le '00'

Table F-19: GET DATA [certificate] Command Message

F.4.3.3 Reference Control Parameters P1 and P2

If P1 P2 =‘7F 21’, the command is a request to retrieve the certificate of the Security Domain’s default
public key, CERT.SD.AUT.

Otherwise, for any value other than those defined in section 11.3 - GET DATA Command, the command
is a request to access EF.OD or another certificate and the instruction code shall be set to 'CA' if the class
byte indicates a GlobalPlatform command (CLA set to '80' - '8F', 'CQ' - 'CF' or 'EQ' - 'EF') or 'CB' if the
class byte indicates an ISO command (CLA set to '00' - 'OF', '40' - '4F' or '60' - '6F").

e IfP1P2="50 31, the command is a request to retrieve details of all available certificates held by
the Security Domain for retrieval and verification by an Off-Card Entity;
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e Otherwise, for any other value of P1 P2, the command shall be treated as a request to retrieve a
certificate whose pointer is given in P1 P2. This would typically follow a command with P1 P2 =
'50 31', where the Cryptographic Information Objects returned in the response have pointers to
individual certificates. However, the Off-Card Entity may already know the location of a required
certificate, and issue this command directly.

F.4.3.4 Data Field Sent in the Command Message

When P1-P2 is different from ‘7F21’, the command data shall be present and coded as follows:

Name Length Name Presence
Tag list tag 1 5C Mandatory
Tag list length 1 ‘00’ (empty, indicating 'retrieve all data') Mandatory

Table F-20: GET DATA [certificate] Command Data Message

F.4.3.5 Data Field Returned in the Response Message

When the command is issued to retrieve a certificate (P1-P2 different from ‘5031’) and the class byte
indicates a GlobalPlatform command (CLA set to '80' - '8F', 'C0' - 'CF' or 'EQ' - 'EF"), the certificate shall
be returned TLV-coded as follows:

Name Length Name Presence
Certificate tag 2 '"7F21' Conditional
Certificate length | 1,2 or3 '00" - "7F', or '81 80'-'81 FF' or '82 01 00' - '82 Conditional

FF FF'
Certificate data n 'xxxX...' (as defined in section F.1.2.4). Mandatory

Table F-21: GET DATA [certificate] Response Data Field - Certificate

When the command is issued to retrieve a certificate (P1-P2 different from ‘5031’) and the class byte
indicates an ISO command (CLA set to '00' - 'OF', '40' - '4F' or '60' - '6F"), only the certificate value shall be
returned.

If the command was issued to retrieve certificate information details (P1-P2 = ‘5031’), the contents of
EF.OD listing all the Cryptographic Information Objects for the different certificates held in by the Security
Domain shall be returned as defined in section F.1.2.3.

F.4.3.6 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions:

SW1 Sw2 Meaning
'6A' '80' Incorrect values in command data
'6A' '88' Referenced data not found

Table F-22: Error Conditions
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F.4.4 INTERNAL AUTHENTICATE Command

F.4.4.1 Definition and Scope

This command is used to authenticate the Security Domain, by the Off-Card Entity. This command is also
used with the key agreement option, to support session key establishment. It shall be immediately
preceded (on the same logical channel of the same card I/O interface) by an EXTERNAL
AUTHENTICATE command.

F.4.42 Command Message
The INTERNAL AUTHENTICATE command message is coded according to the following table:

Code Value Meaning

CLA '00"'-'03' or See section 11.1.4
'40' - '4F"

INS '88' INTERNAL AUTHENTICATE
Pl '00' Reference control parameter P1: no information given
P2 '00' Reference control parameter P2: no information given
Lc 'xx' Length of Off-Card Entity challenge
Data 'XX XX..." Command data field
Le ‘00’

Table F-23: INTERNAL AUTHENTICATE Command Message

A Security Domain may support other values of Reference Control Parameters P1 and P2 as defined in
ISO/IEC 7816-4.

F.4.4.3 Data Field Sent in the Command Message
The data field of the INTERNAL AUTHENTICATE command message contains the following data:

Name Length Name Presence
Off-Card Entity challenge 8orl6 'XXXX... Mandatory
Off-Card Entity id 8 'xxxx..." (part of CERT.OCE.AUT) Mandatory

Table F-24: INTERNAL AUTHENTICATE Command Data Field
Off-Card Entity challenge is 16 bytes for the key transport option, 8 bytes for the key agreement option.

F.4.4.4 Data Field Returned in the Response Message

The Card Signature (key transport) or encrypted Card Signature (key agreement) is returned - see section
F.1.3.3 for details.

F.4.4.5 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00'".
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The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions:

SW1 SW2 Meaning
'61' 'XX' Response data incomplete, 'xx' more bytes available
Table F-25: Warning Conditions
SW1 SW2 Meaning
'6A' '80' Incorrect values in command data

Table F-26: Error Conditions

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this

information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly

prohibited.

Petitioner Samsung Ex-1018, 0329



January 2011 GlobalPlatform Card Specification 2.2.1 273

F.4.5 MANAGE SECURITY ENVIRONMENT Command

F.4.5.1 Definition and Scope

This command selects the Secure Channel Protocol ‘10" and its options as well as defining specific keys
to be used by the Security Domain. If a Secure Channel Session is active on this logical channel and card
I/O interface, it shall be terminated on receipt of this command, regardless of the validity of the command.

F.4.5.2 Command Message
The MANAGE SECURITY ENVIRONMENT command message is coded according to the following table:

Code Value Meaning
CLA '00" - '03" or See section 11.1.4
'40" - '4F'
INS 22! MANAGE SECURITY ENVIRONMENT
P1 ‘81’ or ‘C1” Reference Control Parameter P1

‘81’: External (Off-Card Entity) Authentication only
‘C1’: External and Internal (Mutual) Authentication

P2 'A4' or ‘B6’ Reference Control Parameter P2:
‘A4’: Authentication: no certificate verification will be performed by the
card
‘B6’: Digital signature: certificate verification will be performed by the
card

Lc 'xx' Length of command data

Data 'XX XX...' Off-Card Entity data

Le - Not present

Table F-27: MANAGE SECURITY ENVIRONMENT Command Message

F.4.5.3 Reference Control Parameter P1
The value of P1 is based on ISO/IEC 7816-4, as follows:

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Description

1 - - - - - - - Verification, encipherment, external
authentication and key agreement

- 1 - - - - - - Computation, decipherment, internal
authentication and key agreement

- - - - - - - 1 SET

- - X X X X X - Values defined in ISO/IEC 7816-4

Table F-28: MANAGE SECURITY ENVIRONMENT Reference Control Parameter P1

F.4.5.4 Reference Control Parameter P2

This is set according to the template that is appropriate for the subsequent message flow, as defined in
ISO/IEC 7816-4: 'A4' if certificate verification by the card is omitted, 'B6' if certificate verification is to be
performed by the card.
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F.4.5.5 Data Field Sent in the Command Message

The command data field is formatted as follows:

Tag Length Name Presence
'80' 2 Cryptographic mechanism reference: SCP id + options ‘i’ (= scp || 1) Mandatory
'83' 0 or 1-n | Public key reference Conditional
'84' 0 or I-n | Private key reference Conditional

Table F-29: MANAGE SECURITY ENVIRONMENT Command Data Field

The ‘cryptographic mechanism reference’ (tag ‘80’°, value '10') designates GlobalPlatform asymmetric
Secure Channel Protocol '10' (SCP10) and its options, and distinguishes it from any other protocol that
might be supported by the selected Issuer Security Domain, Security Domain or Application. Option 'i" is
described in section F.1.1.

The ‘public key reference’ (tag ‘83’) designates the public key to be used by the Security Domain in
subsequent cryptographic operations during Secure Channel Session initiation. The referenced public key
shall have already been validated by the Security Domain or shall be the public key of the Security
Domain’s Trust Point for External Authentication. If no reference value is provided in the command, the
Security Domain shall use by default the public key of its Trust Point for External Authentication,
designated PK.TP_EX.AUT, as the first key to use for certificate verification within a session: see section
F.1.2.1.

The ‘private key reference’ (tag ‘84’) designates the private key to be used by the Security Domain in
subsequent cryptographic operations during Secure Channel Session initiation. The referenced private
key shall be present and known to the Security Domain. If no reference value is provided in the
command, the Security Domain shall use by default its private key designated SK.SD.AUT

A Security Domain may support other data elements as defined in ISO/IEC 7816-4.

F.4.5.6 Data Field Returned in the Response Message

There is no data returned from this command.

F.4.5.7 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions.

SwWi1 SwW2 Meaning
6A 88 Referenced data not found
94 84 Algorithm not supported

Table F-30: Error Conditions

Copyright © 2006-2011 GlobalPlatform Inc. All Rights Reserved.

The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this
information is governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly
prohibited.

Petitioner Samsung Ex-1018, 0331



January 2011 GlobalPlatform Card Specification 2.2.1 275

F.4.6 PERFORM SECURITY OPERATION [decipher] Command

F.4.6.1 Definition and Scope

This command is used with the session key transport option, and transmits the DES session keys from
the Off-Card Entity to the Security Domain. It shall have been preceded (on the same logical channel of
the same card 1/O interface), immediately or not, by a MANAGE SECURITY ENVIRONMENT or
PERFORM SECURITY OPERATION [verify certificate] command.

F.4.6.2 Command Message

The PERFORM SECURITY OPERATION [decipher] command message is coded according to the
following table:

Code Value Meaning
CLA '00" - '03", See section 11.1.4
'40" - '4F",
'10"-'13" or
'50' - 'SF'
INS 2A' PERFORM SECURITY OPERATION [decipher]
P1 '80' Reference Control Parameter P1: clear text object
P2 ‘84’ Reference Control Parameter P2: cryptogram (plain value
encoded in BER-TLV) present in the command
Lc 'xx' Length of encrypted data
Data 'XX XX..." Encrypted data
Le - Not present

Table F-31: PERFORM SECURITY OPERATION [decipher] Command Message

A Security Domain may support other values of Reference Control Parameters P1 and P2 as defined in
ISO/IEC 7816-4.

F.4.6.3 Data Field Sent in the Command Message

The data field of the PERFORM SECURITY OPERATION [decipher] command message contains the
Encrypted Off-Card Entity Session Data.

The Off-Card Entity session keys are in control reference templates as defined in section F.3.1.2, one
template per session key, concatenated for encryption. Off-Card Entity Session Key Data is formed by
padding the session key CRTs to the length of the Security Domain public key modulus as shown in the
table below, and encrypting the result with the Security Domain public key (PK.SD.AUT).

Meaning Length Meaning Presence
Padding 2 '0002'
Padding 8-n 'FF'...'FF'
Padding 1 '00'
Tag of Security Level ('D3") 1 'D3' Mandatory
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Meaning Length Meaning Presence

Length of Security Level 1 ‘01’ Mandatory
Security Level 1 XX’ Mandatory
CRT tag 1 ‘B4’ (CCT) or ‘B8’ (CT) | Mandatory
Length of CRT | '00" - "7F' Mandatory
CRT contents (with session key) n 'XXXX... Mandatory
CRT tag 1 ‘B4’ (CCT) or ‘B8’ (CT) | Optional
Length of CRT 1 ‘00” - “7F° Conditional
CRT contents (with session key) n 'XXxX... Conditional

Table F-32: Off-Card Entity Session Key Data - Clear Text before Encryption

F.4.6.4 Data Field Returned in the Response Message

No data is returned from this command.

F.4.6.5 Processing State Returned in the Response Message
A successful execution of the command shall be indicated by status bytes '90' '00'.

The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions.

SWi1 SW2 Meaning

'6A' '80' Incorrect values in command data

Table F-33: Error Conditions
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F.4.7 PERFORM SECURITY OPERATION [verify certificate] Command

F.4.7.1 Definition and Scope

This command is used to provide a certificate to the Security Domain for verification. It may be preceded
(on the same logical channel of the same card I/O interface) by a MANAGE SECURITY ENVIRONMENT
command or a PERFORM SECURITY OPERATION [verify certificate] command and may be interleaved
with GET DATA [certificate] commands.

F.4.7.2 Command Message

The PERFORM SECURITY OPERATION [verify certificate] command message is coded according to the
following table:

Code Value Meaning
CLA '00" -'03", See section 11.1.4
'40' - '4F",
'10"'-"13"or
'50' - 'SF"
INS 2A' PERFORM SECURITY OPERATION [verify certificate]
P1 '00' Reference Control Parameter P1: no object in the response
P2 ‘AE’ or ‘BE’ Reference Control Parameter P2: input template for certificate verification

present in the command

‘AE’: non self descriptive card verifiable certificate (only the concatenated
value fields are certified)

‘BE’: self descriptive card verifiable certificate (the TLV data elements are

certified)
Lc 'Xx' Length of certificate data
Data 'XX XX...' Certificate data
Le - Not present

Table F-34: PERFORM SECURITY OPERATION [verify certificate] Command Message

F.4.7.3 Data Field Sent in the Command Message

The command data field is certificate data as follows.

Name Length Name Presence

Certificate tag 2 ‘TF21° Mandatory

Certificate length I,20r3 '00"'-'7F', or '81 80' - '81 FF' or '82 01 00' - Mandatory
'82 FF FF'

Certificate data n 'xxxX...' (as described in section F.1.2.4) Mandatory

Table F-35: PERFORM SECURITY OPERATION [verify certificate] Command Data Field

The Security Domain verifies the certificate presented using the Current Public Key as known to the
Security Domain. For the first certificate presented in the session, the Current Public Key is either the
default Public Key - the Public Key of the Trust Point, or another Public Key as announced in the
MANAGE SECURITY ENVIRONMENT command. A series of certificates can be presented to the
Security Domain in subsequent PERFORM SECURITY OPERATION |[verify certificate] commands. For
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each subsequent PERFORM SECURITY OPERATION [verify certificate] command, the Current Public
Key is the one that was certified in the certificate presented in the previous PERFORM SECURITY
OPERATION |[verify certificate] command.

F.4.7.4 Data Field Returned in the Response Message

No data is returned from this command.

F.4.7.5 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90' '00".

The command may either return a general error condition as listed in section 11.1.3 - General Error
Conditions or one of the following specific error and warning conditions.

SW1 SW2 Meaning_;
'63' '00' Verification of the certificate failed
'68' '83' The last command of the chain was expected
'6A' '80' Incorrect values in command data

Table F-36: Error Conditions
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G Trusted Framework Inter-Application
Communication

GlobalPlatform supports a general Trusted Framework scheme for inter-application communication. This
general scheme is compatible with the CAT Runtime Environment and secure communication as defined
in ETSI TS 102 225, TS 102 241 and related specifications. In summary:

e An Application, the Receiving Entity, receives a message from an off-card entity, whose contents
is destined to another Application (the Target Application);

e The Receiving Entity interacts with a Trusted Framework on the card to communicate with the
Target Application;

e The Trusted Framework handles the security of the inter-application communication by applying
its own rules to the interaction, which may include finding the Security Domain associated with
the Target Application and having it handle the security of the incoming message;

e The Trusted Framework finds the appropriate interface of the Target Application and passes to it
the incoming message contents;

e The Target Application processes the event and eventually provides to the Trusted Framework
some response message to be returned;

e The Trusted Framework, being responsible of the inter-application communication security,
applies its own security rules to the response message, which may include requesting the
Security Domain associated with the Target Application to handle the response message
security;

e The Receiving Entity handles the transmission of the response message to the off-card entity.

Passing the incoming message through to the Target Application, and returning the Target Application’s
response to the off-card entity implies security requirements for not only the Trusted Framework but also
the Receiving Entity. Each Application present on the card playing the role of a Receiving Entity shall:

e Enforce the Issuer's security rules for inter-application communication;

e Ensure that incoming messages are properly provided unaltered to the Trusted Framework;

e Ensure that any response messages are properly returned unaltered to the off-card entity.
The 'Trusted Path’ privilege qualifies an Application as a Receiving Entity.

To be able to interact with a required Trusted Framework, the Receiving Entity shall obtain a handle to
the required Trusted Framework.

To be able to receive incoming messages from a Receiving Entity, the Target Application declares its
interface(s) to the corresponding Trusted Framework. The Target Application is registered at installation
time for each event it is capable of handling.

When requested to perform inter-application communication, the Trusted Framework shall check that
e The Receiving Entity has the "Trusted Path' privilege;
e The Target Application is registered as being willing to accept the event or incoming message.

Trusted Frameworks shall comply with the general requirements stated in this section but are otherwise
outside the scope of this version of the specification.
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H GlobalPlatform Data Values and Card Recognition
Data

H.1 Data Values
The Object Identifier (OID) assigned to GlobalPlatform is as follows:

GlobalPlatform OID ::= {iso (1) member-body (2) country-USA (840)
GlobalPlatform(114283) }

The hexadecimal representation of the above OID is '2A864886FC6B'. The Object Identifier value for
Card Recognition Data {globalPlatform 1} Or {1 2 840 114283 1}, which also identifies
GlobalPlatform as the Tag Allocation Authority for Card Recognition Data objects has an hexadecimal
representation of '2A864886FC6B01' and so on and so forth for all subsequent GlobalPlatform Object
Identifiers.

The Registered Application Provider Identifier (RID) assigned to GlobalPlatform is as follows:
GlobalPlatform RID ='A000000151"

The default AID of the Issuer Security Domain, based on the above 1SO assigned RID, is
'A0000001510000'.

The encoding of an OID is defined in ISO/IEC 8825-1. The definition of a RID is described in ISO/IEC
7816-4.

H.2 Structure of Card Recognition Data

All data is TLV encoded. Application tags not defined in this specification are RFU. GlobalPlatform may
assign additional Application tags in the future.

Many of the data objects contain Object Identifiers (OIDs). An OID is made up of a series of numeric
values. Each OID is shown here in curly brackets, with its component values separated by spaces. The
actual numeric values of some of the symbolic OID values shown, such as “globalPlatform”, are defined in
this document and may themselves comprise a series of values.
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Tag Explanation Length Value Presence
'66' Tag for ‘Card variable - | Data objects identified in 7816-6, Mandatory
Data’ see note 1 | including tag '73'
'73' Tag for ‘Card variable Data objects listed below Mandatory
Recognition Data’
'06' Universal tag for | variable {globalPlatform 1} Mandatory
“Object OID for Card Recognition Data, also
Identifier” (OID) identifies Global Platform as the Tag
Allocation Authority
'60' Application tag 0 | variable {globalPlatform 2 v} Mandatory
'06' | ‘OID’ tag variable OID for Card Management Type and
Version - see note 2
'63' Application tag 3 | variable {globalPlatform 3} Mandatory
'06' | ‘OID’ tag variable OID for Card Identification Scheme -
see note 3
'64' Application tag 4 | variable {globalPlatform 4 scp i} Mandatory
'06' | ‘OID’ tag variable OID for Secure Channel Protocol of

the Issuer Security Domain and its
implementation options- see note 4

'65' Application tag 5 | variable Card configuration details - see note 5 | Optional
'66' Application tag 6 | variable Card / chip details - see note 6 Optional
'67' Application tag 7 | variable Issuer Security Domain's Trust Point Optional

certificate information - see note 7

Issuer Security Domain certificate

. . Conditional
information - see note 8

'68' Application tag 8 | variable

Table H-1: Structure of Card Recognition Data

Note 1: Card Data should not exceed 127 bytes. This recommendation is to avoid the complexity of
extending the length field of the '66' and '73' data objects and also to minimize the overheads involved in
transferring the data.

Note 2: Tag '60": The OID {globalPlatform 2 v} identifies a card that conforms to the GlobalPlatform
Card Specification version “v”. Thus a card conforming to the GlobalPlatform Card Specification 2.2
would use OID {globalPlatform 2 2 2} and a card conforming to the GlobalPlatform Card
Specification 2.1.1 would use OID {globalPlatform 2 2 1 1}.

Note 3: Tag '63" The OID {globalPlatform 3} indicates a GlobalPlatform card that is uniquely
identified by the Issuer Identification Number (IIN) and Card Image Number (CIN), as defined in sections
7.4.1.1 - Issuer Identification Number and 7.4.1.2 - Card Image Number. The objective is that an off-card
entity is able to construct a globally unique identifier for the card by concatenating this {globalPlatform
3} OID, the IIN and the CIN.

Note 4: Tag '64". The OID {globalPlatform 4 scp i} identifies the Secure Channel Protocol of the
Issuer Security Domain. "scp" identifies the Secure Channel Protocol identifier as defined in section 10.7
- Secure Channel Protocol Identifier. "i" identifies the eventual implementation options as defined in
appendix D.1.1 - SCP0O1 Secure Channel for SCP01, appendix E.1.1 - SCP02 Secure Channel for SCP02
or appendix F.1.1 - SCP10 Secure Channel for SCP10.
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Note 5: The data object with tag '65' may contain information about the GlobalPlatform implementation
details or commonly used Card Issuer options. Such information shall be TLV encoded. The structure of
this data object is under definition by GlobalPlatform.

Note 6: Tag '66'": this data object may contain information about the card and chip implementation, such
as the operating system/runtime environment or a security kernel. Such information shall be TLV encoded
and may consist of one (or more) OID(s), each OID being introduced by tag ‘06’ and indicating the
organization responsible for specifying the operating system, runtime environment or security kernel, and
the identification of the corresponding specification and its version number.

Note 7: Tag '67": this may contain information on the certification policies, certificate formats and
certificate ids associated with the Issuer Security Domain's Trust Point (TP_ISD), primarily relating to the
use of a public key Secure Channel Protocol. Such information shall be TLV encoded and may consist of
one (or more) OID(s).

Note 8: Tag '68": this may contain information such as certificate types, formats and ids associated with
on-card Security Domains relating to the use of a public key Secure Channel Protocol. Such information
shall be TLV encoded and may consist of one (or more) OID(s) .

H.3 Security Domain Management Data

The Security Domain management data may be returned in the SELECT response message within
template '73' as described in section 11.9.3.1 - Data Field Returned in the Response Message. When
present, the Security Domain management data shall be coded as follows.

Tag Explanation Length Value Presence
'73' Template variable | Data objects listed below Mandatory
Universal tag for .
. . . Identifi lobal Platf th
'06' “Object Identifier” variable dentifies G.oba a grm as the Mandatory
Tag Allocation Authority
(OID)
.. . {globalPlatform 2 v}
'60' Application tag 0 bl .
06 | ¢ OpIle,C?a;OH 28 ::i;:blz OID for Card Management Type Optional
and Version
'63' Application tag 3 variable | {globalPlatform 3} Optional
'06' | ‘OID’ tag variable | OID for Card Identification Scheme P
{globalPlatform 4 scp i}
'64' Application tag 4 variable | OID for Secure Channel Protocol of Ontional
'06' | ‘OID’ tag variable | the selected Security Domain and its P
implementation options
'65' Application tag 5 variable | Card configuration details Optional
'66' Application tag 6 variable | Card / chip details Optional
o . Security Domain's Trust Point .
'67' Application tag 7 variable ec1.1r1 Y .omaln > . rustrom Optional
certificate information
.. . ity D i rtificat ..
'68' Application tag 8 variable Securl Y Comain certificate Conditional
information

Table H-2: Security Domain Management Data

The data objects in this table are equivalent to those in Table H-1, but are specific to this Security Domain
and override data objects in Card Recognition Data. See Table H-1 and the notes that follow it for further
details of each data object.
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1 Introduction

This document specifies a new secure channel protocol, named Secure Channel Protocol '11' (SCP11),
based on Elliptic Curve Cryptography (ECC) for mutual authentication and secure channel initiation and on
AES for secure messaging.

1.1 Audience

This amendment is intended primarily for card manufacturers and application developers developing
GlobalPlatform card implementations.

It is assumed that the reader is familiar with smart cards and smart card production, and in particular familiar
with the GlobalPlatform Card Specification [GPCS].

1.2 IPR Disclaimer

Attention is drawn to the possibility that some of the elements of this GlobalPlatform specification or other
work product may be the subject of intellectual property rights (IPR) held by GlobalPlatform members or
others. For additional information regarding any such IPR that have been brought to the attention of
GlobalPlatform, please visit https://www.globalplatform.org/specificationsipdisclaimers.asp. GlobalPlatform
shall not be held responsible for identifying any or all such IPR, and takes no position concerning the
possible existence or the evidence, validity, or scope of any such IPR.

1.3 References

Table 1-1: Normative References

Standard / Specification | Description Ref
GlobalPlatform Card GlobalPlatform Card Specification v2.2.1, January 2011 [GPCS]
Specification
GPCS Amendment D GlobalPlatform Card Technology, Secure Channel [Amd D]
Protocol 03, Card Specification v 2.2 — Amendment D,
v1.1.1
GPCS Amendment E GlobalPlatform Card Technology, Security Upgrade for [Amd E]

Card Content Management, Card Specification v2.2 —
Amendment E, v1.0.1

BSI TR-03111, BSI Technical Guideline TR-03111: Elliptic Curve [TR03111]
Version 2.0 Cryptography
NIST SP 800-56A Recommendation for Pair-Wise Key-Establishment [NIST 800-56A]
Revision 2 Schemes Using Discrete Logarithm Cryptography,

May 2013
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Table 1-2: Informative References

Standard / Specification

Description Ref

GPCS Amendment A

GlobalPlatform Card Technology, Confidential Card Content [Amd A]
Management, Card Specification v2.2 — Amendment A, v1.0.1

Trusted User Interface
API

GlobalPlatform Device Technology, Trusted User Interface [Tul
API, v1.0

1.4 Terminology and Definitions

Terms used in this document are defined in [GPCS].

1.5 Abbreviations and Notations

Abbreviations and notations used in this document are included in Table 1-3.

Table 1-3: Abbreviations and Notations

Abbreviation / Notation

Meaning

AES

Advanced Encryption Standard

APDU Application Protocol Data Unit

API Application Programming Interface

BCD Binary Coded Decimal

BER Basic Encoding Rules

CA Controlling Authority

CA-KLCC Controlling Authority for Confidential Key Loading Card Certificates
CA-KLOC Controlling Authority for Confidential Key Loading OCE Certificates

C-DECRYPTION

Command Decryption

CERT.OCE.ECKA

Certificate containing the public key of the OCE used for key agreement

CERT.SD.ECKA

Certificate containing the public key of the SD used for key agreement

CLA CLAss byte of command message

C-MAC Command MAC

CRT Control Reference Template

DGl Data Grouping ldentifier

EC Elliptic Curve

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm

ECKA Elliptic Curve Key Agreement

ePK.OCE.ECKA Ephemeral public key of the OCE used for key agreement
ePK.SD.ECKA Ephemeral public key of the SD used for key agreement
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Abbreviation / Notation | Meaning

eSK.OCE.ECKA Ephemeral private key of the OCE used for key agreement

eSK.SD.ECKA Ephemeral private key of the SD used for key agreement

INS INStruction byte of command message

Key-DEK Data Encryption Key

KID Key Identifier

KVN Key Version Number

Lc Exact length of command data in a case 3 or case 4 command

Le Maximum length of data expected in response to a case 2 or case 4
command

MAC Message Authentication Code

MOC Mandatory, Optional, Conditional

OCE Off Card Entity

P1 Reference control Parameter 1

P2 Reference control Parameter 2

PIN Personal Identification Number

PK.CA-KLCC.ECDSA Public key of the CA-KLCC used for verifying certificates

PK.CA-KLOC.ECDSA Public key of the CA-KLOC used for verifying certificates

PK.OCE.ECKA Public key of the OCE used for key agreement

PK.SD.ECKA Public key of the SD used for key agreement

R-ENCRYPTION Response Encryption

R-MAC Response MAC

RFU Reserved for Future Use

SCP Secure Channel Protocol

SD Security Domain

S-DEK Session Data Encryption Key

S-ENC Secure Channel session key for command and response encryption

ShS Shared Secret (concatenated ShSe and ShSs)

ShSe Shared Secret calculated from the ephemeral keys

ShSs Shared Secret calculated from at least one static keys

SK.CA-KLOC.ECDSA Private key of the OCE used for signing certificates

SK.OCE.ECKA Private key of the OCE used for key agreement

SK.SD.ECKA Private key of the SD used for key agreement

S-MAC Secure Channel C-MAC session key

S-RMAC Secure Channel R-MAC session key
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Abbreviation / Notation | Meaning

TLV Tag Length Value

UTF-8 Unicode Transformation Format — 8-bit
Var Variable

1.6 Revision History

Table 1-4: Revision History

Date Version Description

May 2015 1.0 Initial Release
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2 Secure Channel Protocol '11°

2.1 Scope of the Document

This document specifies a new secure channel protocol, named Secure Channel Protocol '11' (SCP11),
based on Elliptic Curve Cryptography (ECC) for mutual authentication and secure channel initiation and on
AES for secure messaging.

It reuses cryptographic mechanisms defined in GPCS Amendment E: Security Upgrade for Card Content
Management [Amd E] and in GPCS Amendment D: SCP03 [Amd D].

Two variants of the protocol are defined:
e SCP11a, providing mutual authentication between the Off Card Entity (OCE) and the card.

e SCP11b, providing authentication of the card to the OCE only. Authentication of the OCE to the card
has to be provided by other means; an example is provided in Annex A.

2.2 Use Cases and Requirements

Compared to SCPO03, this protocol allows authentication and secure channel initiation based on certificates
instead of pre-shared keys. This provides greater flexibility in cases where the two entities setting up the
secure channel are not deployed in strict pairs.

ECC provides suitable security strength for the establishment of session keys for all three variants of AES:
AES-128, AES-192, and AES-256.
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3 Specification Amendments

3.1 Algorithms

This specification combines algorithms already specified in [Amd D] and [Amd E]. However, SCP11 uses
different input data for ECKA and the Key Derivation compared to [Amd E].

3.11 ECKA

An Elliptic Curve Key Agreement Algorithm (ECKA) is used in this specification for the establishment of
session keys. A description of such schemes can be found e.g. in [TR 03111].

ECKA used in this specification shall follow the definition for the Key Agreement Algorithm in [TR 03111].
The algorithm is executed twice, once with ephemeral keys and once with static keys (SCP11a) or with an
ephemeral and a static key (SCP11b). The scheme for SCP11a is equivalent to the scheme named
“(Cofactor) Full Unified Model, C(2, 2, ECC CDH)” in [NIST 800-56A] for curves with a cofactor of 1. The
recommendations in [NIST 800-56A] on the handling of ephemeral keys and of intermediate results (e.g. the
shared secrets ShSe and ShSs) should be taken into account in an implementation.

Note: Performing all the checks specified in [TR 03111] (including the check that the secret points are not
zero) is required to avoid attacks on ephemeral public keys.
3.1.2 Key Derivation
The shared secret ShS generated by Key Agreement Algorithm is not used directly as a key for
cryptographic operations, but as an input to a key derivation process.

A key for calculating a receipt and the session keys are derived from the shared secret as defined in
[TR 03111] for the “X9.63 Key Derivation Function”. This key derivation includes additional information, the
“SharedInfo” of the key derivation algorithm.

3.2 Controlling Authority Roles

Within the context of SCP11, the Controlling Authority (CA) has two different roles:
e Providing certificates for the SD: CERT.SD.ECKA
e Providing certificates for the OCE: CERT.OCE.ECKA

As there is no technical need that one actor provides both roles, those roles are distinguished in this
document:

e CA-KLCC denotes the role providing certificates for the SD on the Card: Controlling Authority for
Confidential Key Loading Card Certificates.

e CA-KLOC denotes the role providing certificates for the OCE: Controlling Authority for Confidential
Key Loading OCE Certificates.
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4 Secure Channel Protocol Usage

4.1 Protocol Overview

Before setting up a secure channel, the OCE has to be in the possession of the SD’s certificate. The
certificate may be retrieved from the SD as shown below. The OCE may store the certificate (or parts of it)
for use in future secure channel sessions. The OCE may also be provided with the certificate by some other
means.

Figure 4-1: Initial Certificate Retrieval

Off Card Entity (OCE) Card
- E D’ ifi GET DATA
OCE requests SD’s certificate
- SD provides CERT.SD.ECKA.
GET DATA Response
< [SD certificate]

- OCE verifies CERT.SD.ECKA

If successful:

- OCE extracts PK.SD.ECKA from
CERT.SD.ECKA

The following two figures provide an overview of the two variants of SCP11.

SCP11a provides mutual authentication of the OCE and the SD. For this purpose, the OCE has to provide
the SD with its certificate in a PERFORM SECURITY OPERATION command prior to the establishment of
the secure channel. Dependent on the implementation option, the SD may store the public key extracted
from the certificate persistently.

o |[f the SD stores the public key persistently, it is not required that a PERFORM SECURITY
OPERATION command is sent immediately before the MUTUAL AUTHENTICATE command — other
commands may be interleaved. The certificate can be used in multiple future secure channel sessions,
even in new card sessions after a power down.

o [f the SD does not store the public key persistently, the MUTUAL AUTHENTICATE command has to
immediately follow the PERFORM SECURITY OPERATION command.

As SCP11b provides only authentication of the SD to the OCE, the PERFORM SECURITY OPERATION is
not required.

Copyright © 2014-2015 GlobalPlatform, Inc. All Rights Reserved.
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this information is
governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly prohibited.

Petitioner Samsung Ex-1018, 0354



14/39 Secure Channel Protocol '11' — Public Release v1.0

Figure 4-2: SCP11a Protocol Overview

Off Card Entity (OCE) Card

- OCE sends its certificate signed by the
CA-KLOC _ PERFORM SECURITY OPERATION

[CERT.OCE.ECKA] - SD verifies CERT.OCE.ECKA using

PK.CA-KLOC.ECDSA and opt. whitelist
Continue if successful:
- SD extracts PK.OCE.ECKA from
CERT.OCE.ECKA
< PSO Response

- OCE generates ephemeral key pair
(eSK.OCE.ECKA, ePK.OCE.ECKA)

- Send ePK.OCE.ECKA to card MUTUAL AUTHENTICATE
[ePK.OCE.ECKA] > - SD generates ephemeral key pair
(eSK.SD.ECKA, ePK.SD.ECKA)
- SD calculates ShSs from PK.OCE.ECKA
and SK.SD.ECKA
- 8D calculates ShSe from
ePK.OCE.ECKA and eSK.SD.ECKA
- SD derives AES session keys from ShSe
and ShSs
MUT. AUTH. Response - SD calculates receipt
< : —
- OCE calculates ShSs from IEPREDISCICY, fEeard
PK.SD.ECKA and SK.OCE.ECKA
- OCE calculates ShSe from
ePK.SD.ECKA and eSK.OCE.ECKA
- OCE derives AES session keys from
ShSe anld‘Sth . APDU exchange secured by
- OCE verifies receipt <——— SCPO03secure messaging ——>
using the AES session keys
Figure 4-3: SCP11b Protocol Overview
Off Card Entity (OCE) Card
- OCE generates ephemeral key pair
(eSK.OCE.ECKA, ePK.OCE.ECKA)
- OCE send ePK.OCE.ECKA to card ] INTER’\IJD?(LQ(L:JEZ%T(ECATE S _ 3D generates ephemeral key pair
[ePK. ’ 1 (eSK.SD.ECKA, ePK.SD.ECKA)
- SD calculates ShSs from ePK.OCE.ECKA
and SK.SD.ECKA
- SD calculates ShSe from
ePK.OCE.ECKA and eSK.SD.ECKA
- SD derives AES session keys from ShSe
INT. AUTH. R and Snss
- OCE calculates ShSs from < [ePk.SD.EéK/—iSrzzgispi] - SD caloulates receipt
PK.SD.ECKAand eSK.OCE.ECKA
- OCE calculates ShSe from
ePK.SD.ECKA and eSK.OCE.ECKA
- OCE derives AES session keys from
ShSeand ShSs APDU exchange secured by
- OCE verifies receipt <—— SCPO03securemessaging —>
using the AES session keys
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4.2 Secure Communication Configuration

Three levels of security are supported by SCP11:
¢ Authentication: Assurance that the peer entity is in fact the entity it claims to be
¢ Integrity and data origin authentication
e Confidentiality

Details for SCP11a and SCP11b are given in section 4.3 and section 4.4.

“

In SCP11 the implementation option “i” is formed as a bitmap on one byte as follows:

Table 4-1: Values of Parameter “i”’

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 | Description

X X X X RFU (set to 0)
X | 1: SCP11a supported
X 1: SCP11b supported
X 1 1: SD persistently stores PK.OCE.ECKA (only

applicable to SCP11a)
X Reserved; see section E.1.1 of [GPCS]

An implementation may support one or both variants of SCP11.

Applications can retrieve the current security level via the APl method getSecurityLevel() to find out which
variant is used during a session. A current security level of AUTHENTICATED or ANY_AUTHENTICATED
indicates that mutual authentication was successful and that SCP11a is used currently (see section 4.6).

If the Security Level does not indicate AUTHENTICATED, then an SD shall only accept SELECT, GET
DATA, and the commands for initiating a secure channel.
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4.3 Authentication

Authentication is achieved through the process of initiating a Secure Channel and provides assurance to an
entity that it is communicating with an authenticated entity.

For SCP11a only: The OCE authenticates to the SD by providing a certificate signed by the CA-KLOC and
by providing the first APDU after secure channel establishment with a correct MAC. If a whitelist with one or
more Certificate Serial Number entries exists in the SD for the CA-KLOC's public key, the SD also verifies
that the certificate is contained in a whitelist. Else the SD accepts all certificates signed by the CA-KLOC.

Use of the whitelist can provide the following benefits:
e A strong binding to one (or multiple) OCE(s)
e Protection against compromised OCEs
It is recommended to use the whitelist also as a revocation mechanism for OCE certificates.

The SD authenticates to the OCE by providing a certificate signed by the CA-KLCC and by generating a
receipt at the end of the key establishment procedure. Implementation of a revocation mechanism for the
SD’s certificate is recommended (e.g. by the OCE using a white- or a blacklist for the SD certificates), but out
of scope of this specification. Such a mechanism can protect the system against compromised SD keys.

SCP11a provides Mutual Authentication between the OCE and the SD.
SCP11b provides Authentication of the SD to the OCE only.

4.4 Message Integrity and Data Confidentiality
Message Integrity and Data Confidentiality is achieved by the secure messaging as defined in [Amd D],
which is applied to all APDUs following the MUTUAL or INTERNAL AUTHENTICATE command.

Changing of the security level with the commands BEGIN or END R-MAC SESSION defined in [Amd D] shall
not be supported by SCP11.

4.5 Forward Secrecy

Both variants of SCP11 provide Forward Secrecy (sometimes also called Perfect Forward Secrecy).

This is achieved by the ephemeral key pairs generated by the OCE and the SD which are used only once for
the establishment of the session keys and which are destroyed immediately thereafter.

Forward secrecy assures the continued confidentiality of the data exchanged in a session even if the static
private keys are compromised at a later point in time.
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4.6 API and Security Level

An SD supporting SCP11 shall implement the SecureChannel interface of the API specified in [GPCS].
An application associated to the SD may use this API to request the SD to handle the SCP11 specific
protocol.

The following APDUs are handled by the processSecurity() method of the SD: PERFORM SECURITY
OPERATION, MUTUAL AUTHENTICATE, and INTERNAL AUTHENTICATE.

A call to decryptData() or encryptData() shall throw an ISOException with reason code '6985' if Key-DEK is
personalized, but not available for the calling application due to the settings in the Key Access Coding (see
section 5.3.3). The secure channel session shall not be aborted.

Note: The SecureChannelx interface is not supported, as BEGIN or END R-MAC SESSION is not
supported by SCP11. Support of the SecureChannelx2 interface is out of scope of this specification.

The following shall apply for the Security Level:

The Current Security Level of a communication not included in a Secure Channel Session shall be set to
NO_SECURITY_LEVEL.

The Current Security Level established in a Secure Channel Session is a bitmap combination of the
following values: AUTHENTICATED, ANY_AUTHENTICATED, C_MAC, R_MAC, C_DECRYPTION, and
R_ENCRYPTION.

The Current Security Level shall be set as follows:
o NO_SECURITY_LEVEL when a Secure Channel Session is terminated or not yet fully initiated;

o For SCP11a, C_MAC, R_MAC, and either AUTHENTICATED or ANY_AUTHENTICATED after a
successful processing of an MUTUAL AUTHENTICATE command;

o For SCP11b, C_MAC and R_MAC after a successful processing of an INTERNAL
AUTHENTICATE command;

o C_DECRYPTION and R_ENCRYPTION in addition after a successful processing of an MUTUAL
or INTERNAL AUTHENTICATE command with key usage qualifier set to '3C".

Note: The key usage qualifier contained in the command data of the MUTUAL or INTERNAL
AUTHENTICATE command is used to determine the security level of the secure channel session.

As defined in [GPCS] section 10.4.2, ANY_AUTHENTICATED is the security level achieved if any OCE not
being the owner of the SD authenticates using asymmetric cryptography. AUTHENTICATED is achieved if
the owner of the SD or Application authenticates. The SD identifies the owner by the Subject Identifier (TLV
with tag '5F20') in the OCE certificate matching the Application Provider Identifier of the SD or Application,
which was provided as a parameter (TLV with tag '5F20" within the CRT TLV with tag 'B6') in the INSTALL
[for install] command and which cannot be changed subsequently.

Note: The CRT (tag ‘B6') containing the Application Provider Identifier (tag '56F20') serves two purposes:
To provide the Application Provider Identifier to the SD to be used in secure channel protocols with
asymmetric cryptography and to provide token information for Delegated Management.
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4.7 Protocol Rules
In accordance with the general rules described in section 10 of [GPCS], the following protocol rules apply to
SCP11:

e The successful initiation of a Secure Channel Session shall set the Current Security Level to the
security level indicated in the MUTUAL or INTERNAL AUTHENTICATE command.

e The Current Security Level shall apply to the entire Secure Channel Session.
e When the Current Security Level is set to NO_SECURITY_LEVEL:

o If the Secure Channel Session was aborted during the same Application Session, the incoming
command shall be rejected with a security error;

o Otherwise, no security verification of the incoming command shall be performed. The Application
processing the command is responsible to apply its own security rules.

e If a Secure Channel Session is active (i.e. Current Security Level different from
NO_SECURITY_LEVEL), the security of the incoming command shall be checked according to the
Current Security Level regardless of the command secure messaging indicator:

o When the security of the command does not match the Current Security Level, the command shall
be rejected with a security error, the Secure Channel Session aborted and the Current Security
Level reset to NO_SECURITY_LEVEL;

o If a security error is found, the command shall be rejected with a security error, the Secure Channel
Session aborted and the Current Security Level reset to NO_SECURITY_LEVEL;

o In all other cases, the Secure Channel Session shall remain active and the Current Security Level
unmodified. The Application is responsible for further processing the command.

e |f a Secure Channel Session is aborted, it is still considered not terminated;

e The current Secure Channel Session shall be terminated (if aborted or still open) and the Current
Security Level reset to NO_SECURITY_LEVEL on either:

o Attempt to initiate a new Secure Channel Session;

o Termination of the Application Session (e.g. new Application selection);
o Termination of the associated logical channel;

o Termination of the Card Session (card reset or power off);

o Explicit termination by the Application (e.g. invoking GlobalPlatform API).
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5 Cryptographic Keys

5.1 ECC Keys

Table 5-1: ECC Keys

Key Usage Length Remark

eSK.SD.ECKA Ephemeral private key of the SD used for key see below Mandatory
agreement

ePK.SD.ECKA Ephemeral public key of the SD used for key see below Mandatory
agreement

eSK.OCE.ECKA Ephemeral private key of the OCE used for see below Mandatory
key agreement

ePK.OCE.ECKA Ephemeral public key of the OCE used for key | see below Mandatory
agreement

SK.SD.ECKA Private key of the SD used for key agreement | see below Mandatory

PK.SD.ECKA Public key of the SD used for key agreement see below Mandatory

CERT.SD.ECKA Certificate containing the public key of the SD | see below Mandatory
used for key agreement, signed by the
CA-KLCC

SK.OCE.ECKA Private key of the OCE used for key see below SCP11a only
agreement

PK.OCE.ECKA Public key of the OCE used for key agreement | see below SCP11a only

CERT.OCE.ECKA Certificate containing the public key of the see below SCP11a only
OCE used for key agreement, signed by the
CA-KLOC

SK.CA-KLOC.ECDSA | Private key of the CA-KLOC used for signing see below SCP11a only
certificates

PK.CA-KLOC.ECDSA | Public key of the CA-KLOC used for verifying see below SCP11a only
certificates

All ECC keys shall reference the same curve parameters. Thus all keys have the same length. The curve
parameters shall be available on the SD prior to any SCP11 related operation.

It is recommended to use one of the standardized curves from [Amd E].

SK.SD.ECKA and PK.CA-KLOC.ECDSA are keys stored in the SD supporting SCP11, each with its own
unique combination of Key Identifier and Key Version Number. Several of these keys may be stored in an
SD.
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The following Key Identifiers (KID) shall be used:

KID "10' for PK.CA-KLOC.ECDSA

KID "11' for SK.SD.ECKA used for SCP11a

KID '12' for the optional static Key-DEK used with SCP11a
KID '13' for SK.SD.ECKA used for SCP11b

KID '14' for the optional static Key-DEK used with SCP11b

Note: Even if KID values are fixed, they are also provided in the commands defined in Chapter 6. This
allows reusing the commands for other purposes in the future.

Note: Assignments of Key Version Numbers (KVN) may be defined in configurations.

A related pair of SK.SD.ECKA and Key-DEK shall have the same KVN.

CERT.SD.ECKA is a data object stored in the SD supporting SCP11, referencing the Key Identifier and Key
Version Number of the associated SK.SD.ECKA (see section 6.6). Each SK.SD.ECKA must have one
associated CERT.SD.ECKA.

When contained in a command or a response, static or ephemeral public keys shall be formatted using
uncompressed encoding as specified in section 3.1.1 of [TR 03111], with most significant byte coming first
(hence the value shall start with the coding identifier byte '04'). Thus each key value field will have a fixed
length of twice the order length plus one. For ephemeral public keys, this key value field is the data field of
the TLV with tag '5F49'.

Note: The ephemeral private keys and the shared secrets ShSs, ShSe, and ShS are as sensitive as the
static private keys and need to be protected accordingly.
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5.2 AES Keys

Table 5-2: Security Domain Secure Channel Keys

Key Usage Length Remark
Data Encryption Key Sensitive Data Encryption and see below | Optional
(Key-DEK) Decryption (AES)

Session Data Encryption Key Sensitive Data Encryption and see below | Conditional /
(S-DEK) Decryption (AES) Dynamically
Secure Channel Session Encryption Key | Used for data confidentiality see below | Dynamically
(S-ENC)

Secure Channel Session Message Used for data and protocol see below | Dynamically
Authentication Code Key for Command integrity

(S-MAC)

Secure Channel Session Message Used for data and protocol see below | Dynamically
Authentication Code Key for Response integrity

(S-RMAC)

See section 5.1 for KID values for the Key-DEK.

If the static Key-DEK is not present in the SD, a session DEK (S-DEK) will be generated together with the
other session keys. It will be used for sensitive data encryption and decryption during the secure channel
session instead of the Key-DEK.

The recommended length of these AES keys depends on the length of the ECC keys according to the
following table:

Table 5-3: Recommended Length of AES Keys

ECC Key Length in Bits Recommended Length of AES Keys in Bits
256-383 128
384-511 192
512+ 256

Note: To provide a balanced security, it is strongly recommended to implement this pairing. However,
an implementation may also choose to tolerate other combinations. The security implications have to
be considered carefully. For example, if ECC 256 is used to establish AES256 keys, these AES keys
cannot be considered to provide their full strength.

Note: Although SCP11 uses the secure messaging mechanisms of SCP03, an SD may support
SCPO03 with static keys as specified in [Amd D] independently. Support for SCP11 does not imply
support for SCPO3 nor affect any configuration settings for SCP03.
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5.3 Cryptographic Usage
5.3.1 AES Session Keys

AES session keys shall be generated every time a Secure Channel is initiated and are used for secure
messaging on subsequent commands.

Session keys are generated to ensure that a different set of keys is used for each Secure Channel session.
5.3.2 Secure Messaging
Secure Messaging as defined in [Amd D] shall be applied to all commands following a successful MUTUAL

or INTERNAL AUTHENTICATE command.

Only two security levels for Secure Messaging are defined in this specification; the security level is set in the
key usage qualifier data object of the MUTUAL or INTERNAL AUTHENTICATE command:

e C-MAC and R-MAC only
e C-DECRYPTION, R-ENCRYPTION, C-MAC, and R-MAC

The MAC chaining value of the first APDU command after the MUTUAL or INTERNAL AUTHENTICATE
command shall be set to the value of the receipt returned by the SD in the MUTUAL or INTERNAL
AUTHENTICATE response.

Note: When using SCPO03, the first MAC is calculated on the EXTERNAL AUTHENTICATE command
and the following commands are bound to the secure channel initiation via the MAC chaining. As the
equivalent in SCP11 for this first MAC is the receipt, it is used as the first MAC chaining value to bind
the following commands to the SCP11 secure channel initiation.

5.3.3 Key Access Conditions
The Key Access Conditions as defined in [GPCS] shall be supported by the SD for SK.SD.ECKA and
Key-DEK.

Its value shall be interpreted as follows:

e Setting up a Secure Channel with an SK.SD.ECKA having Key Access Conditions set to '00' shall
always be accepted.

e Setting up a Secure Channel with an SK.SD.ECKA having Key Access Conditions set to '01' shall only
be accepted if the SD holding the keys is the selected or the targeted application.

e Setting up a Secure Channel with an SK.SD.ECKA having Key Access Conditions set to '02' shall only
be accepted if an application associated to the SD holding the keys is the selected or the targeted
application. If the associated application is an SD, additional requirements may apply (e.g. the SD not
having a key set of its own).

Note: The setting '02' for SK.SD.ECKA is useful to prevent a secure channel from being established
by the SD and being used for application management or key update.

e An attempt by the SD to use the Key-DEK having Key Access Conditions set to '02' shall fail. It shall
be allowed for Key Access Conditions set to '00' or '01".

e An attempt by an application (including SDs) associated to the SD to use the Key-DEK having Key
Access Conditions set to '01' shall fail. It shall be allowed for Key Access Conditions set to '00' or '02'.
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6 Commands

The following table presents the new commands involved in Secure Channel Initiation and in SD
Personalization when SCP11a/b is used:

Table 6-1: SCP11 Command Support

Command Used By
GET DATA (ECKA Certificate) SCP11aand b
PERFORM SECURITY OPERATION SCP11a
MUTUAL AUTHENTICATE SCP11a
INTERNAL AUTHENTICATE SCP11b
STORE DATA (ECKA Certificate) SCP11aand b
STORE DATA (Whitelist) SCP11a

Note: STORE DATA for the key establishment scenarios in Card Specification Amendments A and E
use data structures with the same CRT. However, these can be clearly distinguished as the scenarios
use DGI format whereas SCP11 uses TLV format.

6.1 General Coding Rules
6.1.1 SCP Identifier and Parameters

The value field of SCP identifier and parameters shall be coded as follows:
The SCP identifier (byte 1) shall be set to '11".

The SCP parameters (byte 2) are defined as follows:

Table 6-2: Parameters for SCP11
b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 | Description

0: Indicates SCP11b
1: Indicates SCP11a

S R R I S R

0: Do not include Host and Card ID in key derivation process
1: Include Host and Card ID in key derivation process

X| X | X[ X]|X|-|X]|-|RFU()

Note: The use of b3 is aligned with the coding defined in [Amd E].
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6.2 GET DATA (ECKA Certificate) Command

The GET DATA command is defined in section 11.3 of [GPCS].
It is used by the OCE to retrieve a CERT.SD.ECKA from the SD.

The SD shall support bit b8 of the class byte set to 1 — support for bit b8 set to 0 is optional; the instruction

code shall be set to 'CA'".

The parameters P1 and P2 shall be set to 'BF 21'.

The data field of the command message shall be coded according to the following table:

Table 6-3: Data Field of GET DATA (ECKA Certificate) Command
Tag Length Value Description MOC
‘A6’ 4 Control Reference Template (Key Agreement) M
Tag Length Value Description MOC
'83' 2 byte 1: Key Identifier M
byte 2: Key Version Number

The SD shall return the CERT.SD.ECKA linked to the private key SK.SD.ECKA which is referenced by the
CRT, encapsulated according to the following table:

Table 6-4: Data Field of GET DATA (ECKA Certificate) Response

Tag Length Value Description MOC

'BF 21 Var SCP11 certificate store M
Tag Length Value Description MOC
'7F 21 Var CERT.SD.ECKA M

The format of the CERT.SD.ECKA is identical to the format defined for CERT.CASD.ECKA in [Amd E].
Tag '42' identifies the owner of the SD; tag '45' identifies the Security Domain Image Number.

The OCE shall verify at least the following:
e The signature of the CERT.SD.ECKA, using the PK.CA-KLCC.ECDSA
e The Expiration Date, to ensure that the certificate is still valid
e The correctness of the Key Usage

In addition, the OCE should check either a whitelist or a revocation list for the SD’s certificates which should
be maintained off card.

Note: The OCE can retrieve the Key Version Number and Key Identifier of the ECC keys available in the SD
by retrieving the Key Information Template using a GET DATA command. A stored PK.OCE.ECKA is not
included in the Key Information Template.
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6.3 PERFORM SECURITY OPERATION Command

6.3.1 Definition and Scope
The PERFORM SECURITY OPERATION command is used to send the OCE certificate to the SD. This is
required as a precondition to the initiation of an SCP11a secure channel.
The command does not terminate an ongoing secure channel session.
The SD shall verify the following data of the certificate:
e The signature of the certificate, using the PK.CA-KLOC.ECDSA referenced in the command.

¢ If a whitelist is linked to this key (see section 6.7), the SD also verifies that the Certificate Serial
Number of the OCE certificate is contained in the whitelist.

e The correct value for Key Usage.
e The structure of the public key including the existence of the referenced key parameters.
All other fields of the certificate may be ignored by the SD.

If these verifications are successful, the SD shall extract the OCE’s public key and, dependent on the
implementation option (see section 4.2), store it persistently or temporarily for use in (a) subsequent
MUTUAL AUTHENTICATE command(s).

If the key is stored persistently, only one key shall be stored per SD; the command shall cause a previously
stored public key to be replaced.

Note: An update of a PK.CA-KLOC.ECDSA does not have any effect on a stored PK.OCE.ECKA. If the
OCE's static key pair is (also) no longer trusted, the PK.OCE.ECKA stored in the SD has to be updated by a
separate PERFORM SECURITY OPERATION command.

6.3.2 Command Message

The PERFORM SECURITY OPERATION command message shall be coded according to the following
table:

Table 6-5: PERFORM SECURITY OPERATION Command Message

Code Value Meaning
CLA '80' - '87', 'CO" - 'CF', or See [GPCS] section 11.1.4.
'EQ' - 'EF'
INS "2A' PERFORM SECURITY OPERATION
P1 'xx' Key Version Number
P2 'xx' Key Identifier
Lc 'xx' Length of data filed
Data XX XX..." Certificate
Le '00'

Note: The command can also be sent in a secure channel session (see range for CLA), which will modify
the data structure (e.g. adding MACs, etc.). A subsequent MUTUAL AUTHENTICATE command will
terminate this session and initiate a new secure channel session.
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6.3.2.1 Reference Control Parameter P1

Reference control parameter P1 references the Key Version Number of the PK.CA-KLOC.ECDSA, which is
used to verify the certificate’s signature. It is coded on bits 1..7. Bit 8 is RFU and set to zero.

6.3.2.2 Reference Control Parameter P2

Reference control parameter P2 references the Key Identifier of the PK.CA-KLOC.ECDSA, which is used to
verify the certificate’s signature. It is coded on bits 1..7. Bit 8 is RFU and set to zero.

6.3.2.3 Data Field Sent in the Command Message

The data field of the command message shall be coded according to the following table:

Table 6-6: PERFORM SECURITY OPERATION Command Data

Tag Length Value Description MOC
'"7TF21' Var Certificate M
Tag Length Value Description MOC
'93' 1-16 Certificate Serial Number M
'42' 1-16 CA-KLOC Identifier M
'5F20' 1-16 Subject Identifier M
'95' 1 Key Usage, Signature Verification | M
'5F25' 4 Effective Date (YYYYMMDD, o
BCD format)
'5F24' 4 Expiration Date (YYYYMMDD, M
BCD format)
‘63" or '73' 1-127 Discretionary Data 0]
'TF49' Var Public Key — for details see tables | M
below
'B5F37' Var Signature M
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The following TLV-encoded data are signed off-card with SK.CA-KLOC.ECDSA to generate the content of
tag '5F37' (signature), as described in [Amd E]:

Table 6-7: Data Signed to Generate the OCE Certificate

Tag Length Value Description MOC
'93' 1-16 Certificate Serial Number M
'42' 1-16 CA-KLOC Identifier M
'5F20' 1-16 Subject Identifier M
'95' 1 Key Usage, Signature Verification M
'5F25' 4 Effective Date (YYYYMMDD, BCD format) — if present C
'5F24' 4 Expiration Date (YYYYMMDD, BCD format) M
'563' or '73' 1-127 Discretionary Data — if present C
'"TF49' Var Public Key M

The Public Key Data Object contains an Elliptic Curves (EC) public key and the corresponding key
parameter reference.

Table 6-8: Public Key Data Object

Tag Length Value Description MoC

'"TF49' Var Public Key Data Object M
Tag Length Value Description MOC
'BO’ Var Public key — Q M
'FO' Tor2 Key Parameter Reference M
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6.3.3 Response Message

6.3.3.1 Data Field Returned in the Response Message

The data field of the response message shall not be present.

6.3.3.2 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90 00'.

This command may either return a general error condition as listed in [GPCS] section 11.1.3 or one of the

following error conditions.

Table 6-9: PERFORM SECURITY OPERATION Error Conditions

SwW1 SW2 Meaning

'66' '00' Verification of the certificate failed

'66' '40' Certificate not in whitelist

'BA '80' Incorrect values in command data

'BA '88' Referenced PK.CA-KLOC.ECSDA not found
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6.4 MUTUAL AUTHENTICATE Command

6.4.1 Definition and Scope

The MUTUAL AUTHENTICATE command is used to send the ephemeral public key of the OCE to the SD, to
trigger the key establishment, to provide card authentication information to the OCE, and to determine the
level of security required for all subsequent commands.

The MUTUAL AUTHENTICATE command terminates an ongoing secure channel session (whichever secure
channel protocol is currently used) and if the command is successful, initiates a new secure channel session.

If no PK.OCE.ECKA has been provided to the SD earlier in a PERFORM SECURITY OPERATION
command, the MUTUAL AUTHENTICATE command shall fail with error condition “conditions of use not
satisfied”.

If the PK.OCE.ECKA was not provided immediately before the MUTUAL AUTHENTICATE command, the
OCE can check that the SD used the correct PK.OCE.ECKA by verifying the receipt generated by the SD.

6.4.2 Command Message

The MUTUAL AUTHENTICATE command message is coded according to the following table:

Table 6-10: MUTUAL AUTHENTICATE Command Message

Code Value Meaning

CLA '80' - '83' or 'CO' - 'CF' See [GPCS] section 11.1.4.
INS '82' MUTUAL AUTHENTICATE
P1 xx' Key Version Number

P2 'xx' Key ldentifier

Lc 'xx' Length data field

Data XX XX..." Data for key establishment
Le '00'

Note: INS for MUTUAL AUTHENTICATE is the same as for EXTENAL AUTHENTICATE used in SCP02
and SCPO03. However, the P2 value, which is set to '00' for SCP02 and SCPO03, is always different for
SCP11.

6.4.2.1 Reference Control Parameter P1

Reference control parameter P1 references the Key Version Number of the SK.SD.ECKA. It is coded on
bits 1..7. Bit 8 is RFU and set to zero.

6.4.2.2 Reference Control Parameter P2

Reference control parameter P2 references the Key Identifier of the SK.SD.ECKA. It is coded on bits 1..7.
Bit 8 is RFU and set to zero.
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6.4.2.3 Data Field Sent in the Command Message

The data field of the command message shall be coded according to the following table:

Table 6-11: MUTUAL AUTHENTICATE Data Field

Tag Length Value Description MOC

'A6' Var Control Reference Template (Key Agreement) M
Tag Length Value Description MOC
'90' 2 SCP identifier and parameters (see section 6.1.1) | M
'95' 1 Key Usage Qualifier M

e '34' (secure messaging with MAC only) or

e '3C' (secure messaging with MAC and
ENCRYPTION)

(See [GPCS] Table 11-17)

'‘80' 1 Key Type according to [GPCS] Table 11-16 M
e '88' (AES)
‘81" 1 Key Length (in bytes) M
'84' 1-n HostID (shall only be present if SCP parameter b3 | C
is set)
'5F49' | Var ePK.OCE.ECKA M

The SD shall verify the values provided for SCP identifier, SCP parameters, key usage qualifier, and key
type.

If mandated by the security policy, key length shall be checked according to the recommendations defined in
section 5.2.

If bit 3 of the SCP parameters is set (“Include Host and Card ID in key derivation process”) and tag '84' (Host
ID) is not present within tag 'A6', then an error shall be returned. Similarly, if bit 3 is not set and tag '84'
(Host ID) is present within tag 'A6', then an error shall be returned.

The SD shall generate an ephemeral key pair eSK.SD.ECKA and ePK.SD.ECKA.

The SD shall use PK.OCE.ECKA and SK.SD.ECKA to generate the shared secret ShSs according to
section 3.1.1.

The SD shall use ePK.OCE.ECKA and eSK.SD.ECKA to generate the shared secret ShSe according to
section 3.1.1.

The SD shall concatenate ShSe and ShSs to form the shared secret ShS which constitutes the input for the
Key Derivation process.
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The concatenation of the following values shall be used for Sharedinfo as input for the Key Derivation
process:

o Key usage qualifier (1 byte)
o Key type (1 byte)
o Key length (1 byte)
e If Host and Card ID are requested: HostID-LV, SIN-LV, and SDIN-LV
Note: The presence of unique host (off card entity) and card identifiers is required in [NIST 800-56A].
HostID-LV is the length and the value field of the HostID given in the command data.

SIN-LV is the length and the value field of the Security Domain Provider Identification Number of the SD (see
[GPCS]).

SDIN-LV is the length and the value field of the Security Domain Image Number of the SD (see [GPCS]).

SHA-256 shall be used for the key derivation to calculate KeyData of sufficient length, which is then assigned
to keys as defined below.

Note: SHA-256 is considered strong enough even for AES-256 keys, and the output size aligns nicely
with most key lengths.

In addition to the session keys, a receipt key is used to calculate the receipt to be included in the response to
the MUTUAL AUTHENTICATE command. The type and length of the receipt key is the same as for the
session keys.

The KeyData generated as defined in section 3.1.2 shall be assigned to the keys as follows (L is the key
length):

Table 6-12: KeyData Assignment

KeyData Key

1tolL Receipt key

L+1to 2L S-ENC

2L+1to 3L S-MAC

3L+1 to 4L S-RMAC

4L+1 to 5L S-DEK (if no Key-DEK is present)

Finally, the SD shall generate a receipt (using the receipt key and the MAC algorithm used in the secure
channel) by calculating a MAC across the data described in Table 6-13. The receipt key shall be deleted
after calculating the receipt.

Table 6-13: Input Data for Receipt Calculation

Tag Length Data Element Presence

‘A6’ Variable CRT TLV with all sub TLVs as provided in the MUTUAL | Mandatory
AUTHENTICATE command

'5F49' Variable ePK.OCE.ECKA Mandatory

'5F49' Variable ePK.SD.ECKA Mandatory
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6.4.3 Response Message
6.4.3.1 Data Field Returned in the Response Message

The data field of the response message shall contain the following data objects:

6.4.3.2

Table 6-14: MUTUAL AUTHENTICATE Response Data

Tag Length Value Description MOC
'5F49' Variable ePK.SD.ECKA M
'86' 16 Receipt M

Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90 00'.

This command may either return a general error condition as listed in [GPCS] section 11.1.3 or one of the
following error conditions.

Table 6-15: MUTUAL AUTHENTICATE Error Conditions

SW1 SW2 Meaning

'6A '80' Incorrect values in command data

'BA '88' One of the following referenced data elements is not found: SK.SD.ECSDA /
PK.OCE.ECKA / SIN / SDIN
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6.5 INTERNAL AUTHENTICATE Command

6.5.1 Definition and Scope

The INTERNAL AUTHENTICATE command is used to trigger the key establishment, to provide card
authentication information to the OCE, and to determine the level of security required for all subsequent
commands.

The INTERNAL AUTHENTICATE command terminates an ongoing secure channel session (whichever
secure channel protocol is currently used) and if the command is successful, initiates a new secure channel
session.

6.5.2 Command Message

The INTERNAL AUTHENTICATE command message is coded according to the following table:

Table 6-16: INTERNAL AUTHENTICATE Command Message

Code Value Meaning

CLA '80' - '83' or 'CO' - 'CF' See [GPCS] section 11.1.4.
INS '88' INTERNAL AUTHENTICATE
P1 'xx' Key Version Number

P2 xx' Key Identifier

Lc 'Xx' Length data field

Data XX XX..." Data for key establishment
Le '00'

6.5.2.1 Reference Control Parameter P1

Reference control parameter P1 references the Key Version Number of the SK.SD.ECKA. It is coded on
bits 1..7. Bit 8 is RFU and set to zero.

6.5.2.2 Reference Control Parameter P2

Reference control parameter P2 references the Key Identifier of the SK.SD.ECKA. It is coded on bits 1..7.
Bit 8 is RFU and set to zero.
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6.5.2.3 Data Field Sent in the Command Message

The data field of the command message shall be coded according to the following table:

Table 6-17: INTERNAL AUTHENTICATE Data Field

Tag Length | Value Description MOC
'A6' Var Control Reference Template (Key Agreement) M
Tag Length | Value Description MOC
'90' 2 SCP identifier and parameters (see section 6.1.1) M
'95' 1 Key Usage Qualifier M
e '34' (secure messaging with MAC only) or
e '3C' (secure messaging with MAC and
ENCRYPTION)
(See [GPCS] Table 11-17)
'80' 1 Key Type according to [GPCS] Table 11-16 M
e '88' (AES)
'81' 1 Key Length (in bytes) M
'84' 1-n HostID (shall only be present if SCP parameter b3 is C
set)
'5F49' | Var ePK.OCE.ECKA M

Processing shall be done as defined for MUTUAL AUTHENTICATE in section 6.4.2.3, with the following

modifications:

e Bit 4 of the SCP parameters is different (see section 6.1.1).

¢ Instead of PK.OCE.ECKA, SD shall use ePK.OCE.ECKA when generating the shared secret ShSs;
i.e. ePK.OCE.ECKA is used in the calculation of both ShSs and ShSe.
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6.5.3 Response Message
6.5.3.1 Data Field Returned in the Response Message

The data field of the response message shall contain the following data objects:

Table 6-18: INTERNAL AUTHENTICATE Response Data

Tag Length Value Description MOC
'5F49' Variable ePK.SD.ECKA M
'86' 16 Receipt M

6.5.3.2 Processing State Returned in the Response Message

A successful execution of the command shall be indicated by status bytes '90 00'.

This command may either return a general error condition as listed in [GPCS] section 11.1.3 or one of the
following error conditions.

Table 6-19: INTERNAL AUTHENTICATE Error Conditions

Swi1 SwW2 Meaning

'B6A' ‘80" Incorrect values in command data

Copyright © 2014-2015 GlobalPlatform, Inc. All Rights Reserved.
The technology provided or described herein is subject to updates, revisions, and extensions by GlobalPlatform. Use of this information is
governed by the GlobalPlatform license agreement and any use inconsistent with that agreement is strictly prohibited.

Petitioner Samsung Ex-1018, 0376



36/39 Secure Channel Protocol '11' — Public Release v1.0

6.6 STORE DATA (ECKA Certificate) Command

The STORE DATA command is defined in section 11.11 of [GPCS]. BER-TLV format shall be used for the
command data.

To store or replace a certificate linked to a private key, the data field of the command message shall contain
two BER-TLVs as defined in the following table:

Table 6-20: Data Field of STORE DATA (ECKA Certificate) Command

Tag Length | Value Description MOC
‘A6’ 4 Control Reference Template (Key Agreement) M
Tag Length Value Description MOC
'83' 2 byte 1: Key Identifier M
byte 2: Key Version Number

'BF21' Var SCP11 certificate store (see section 6.2) M

After successful execution of the command, the SCP11 certificate store is linked to the private key
SK.SD.ECKA referenced by the CRT.

When the SK.SD.ECKA is deleted or replaced, the SCP11 certificate store shall be automatically deleted by
the SD.

If the referenced SK.SD.ECKA does not exist in the SD, the command shall be rejected with error condition
'6A88'.
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6.7 STORE DATA (Whitelist) Command

The STORE DATA command is defined in section 11.11 of [GPCS]. BER-TLV format shall be used for the
command data.

To store or replace a whitelist linked to a PK.CA-KLOC.ECDSA, the data field of the command message
shall contain two BER-TLVs as defined in the following table:

Table 6-21: Data Field of STORE DATA (Whitelist) Command

Tag Length Value Description MOC

‘A6’ 4 Control Reference Template (Key Agreement) M
Tag Length Value Description MOC
'83' 2 byte 1: Key Identifier M

byte 2: Key Version Number

'70' Var Whitelist M
Tag Length Value Description MOC
'93' 1-16 Certificate Serial Number O
'93' 1-16 Certificate Serial Number o
'93' 1-16 Certificate Serial Number (@)

After successful execution of the command, the whitelist of the command replaces any previously stored
whitelist linked to the PK.CA-KLOC.ECDSA referenced by the CRT. To remove a whitelist, the whitelist TLV
of the command shall have a length of zero.

When a whitelist is newly stored or replaced, a stored PK.OCE.ECKA shall be deleted by the SD.

When a PK.CA-KLOC.ECDSA is deleted, a whitelist linked to it shall also be deleted by the SD. An update of
a PK.CA-KLOC.ECDSA has no impact on a linked whitelist.
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Annex A OCE Authentication for SCP11b

SCP11b provides authentication of the card to the Off Card Entity (OCE) only. Mechanisms for
authentication of the OCE to the card are out of scope of the secure channel protocol and have to be
provided by applications that are using SCP11b.

This annex provides an example for a mechanism based on PIN verification which could be used for this
purpose.

A.1 OCE Providing PIN Verification

A weak authentication mechanism can be provided by the OCE by sending a PIN code to the SD, which was
entered by the user at the OCE’s user interface. Strictly speaking, this authenticates the user. However, if the
user is instructed to enter the PIN only on the user interface of the device hosting the OCE’s endpoint of the
secure channel, this indirectly also authenticates the OCE.

This approach may be used in certain cases where the OCE is (a Trusted Application in) a Trusted
Execution Environment, providing a Trusted User Interface (see the GlobalPlatform Trusted User Interface
API, [TUI]).

The detailed interaction between the card and the device is out of scope of this specification.

This annex just provides the typical command used by the application in such a scenario once SCP11b is
established: VERIFY PIN.

The VERIFY PIN command message in the secure channel is coded according to the following table:

Table A-1: VERIFY PIN Command Message

Code Value Meaning

CLA '84' - '87', or 'EQ" - 'EF' Please refer to [GPCS] section 11.1.4
INS '20' VERIFY PIN

P1 '00' Reference control parameter P1:

Normal operation

P2 '00' Reference control parameter P2:
No information given

Lc XX' Length of data field
Data XX XX..." PIN value
Le Not present

A1.1 Data Field Sent in the Command Message

The data field contains the UTF-8 encoded PIN entered by the user.
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A.1.2

Processing State Returned in the Response Message

A successful execution of the command is indicated by status bytes '90 00'.

This command may either return a general error condition as listed in [GPCS] section 11.1.3 or one of the

following error conditions.

Table A-2: VERIFY PIN Error Conditions

Swi1 SwW2 Meaning
'63' 'CX' Authentication failed, X retries allowed
'69' '83' Authentication failed, PIN blocked
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