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ABSTRACT

The USIM-based AKA authentication process is essential to a mobile payment system on smart phone environment. In this paper
a payment protocol and an AKA module are designed for mobile payment system which is suitable for openness smart phone
environment. The payment protocol designs the cross authentication among components of the mobile payment system to improve
the reliability of the components. The AKA module of mobile payment system based on 3GPP-AKA protocol prevents the exposure
of IMSI by creating the SSK (Shared safe Key) through advance registration and solves the SQN (SeQuence Number) synchronization
problem by using timestamp. Also, by using the SSK instead of authentication vector between SN and authentication center, the
existing bandwidth (688xN)xR bit between them is reduced to 320xR bit or 368%R bit. It creates CK and IK which are message
encryption keys by using OT-SSK (One-Time SSK) between MS and SN. In addition, creating the new OT-SSK whenever MS is
connected to SN, it prevents the data replay attack.
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1. Introduction

Convergence is one of the hot topics in recent years across
industries. Convergence is a phenomenon in which various devices and
underlying technologies such as computers, home appliances, and
telecommunications are organically converged with each other
through digital technology. This convergence is meaningful to us
because the financial industry itself is becoming digitalized and
developing into an information industry [1].

In addition, the advancement of mobile networks and the rapid
development of terminals have led to the emergence of smartphones
that meet the diverse needs of users, and from the third generation of
mobile terminals, USIM cards, called Universal Subscriber Identity
Modules (USIM), are used to provide network authentication and
additional functions. In other words, smartphones can provide various
additional services such as communication, finance, transportation,
and other mobile services that users want anytime and anywhere
through various interfaces, and this has brought tremendous
opportunities to our business and life [2].

However, mobile services operating in a wireless network
environment are susceptible to various security threats such as illegal
tampering, eavesdropping, and identity disguise, and since the
smartphone environment is an open environment unlike the closed
service environment of traditional mobile communications, users can
acquire various contents to their devices through various routes, and
illegal contents can cause damage to business methods and economic
losses, and even damage caused by mobile viruses due to the
installation of virus-infected contents.

Currently, the 3rd Generation Partnership Project (3GPP) has
established the 3GPP-Authentication Key Agreement (3GPP-AKA)
standard to provide user authentication, encryption, and message
integrity in mobile environments, but the 3GPP-AKA protocol has
been criticized for problems such as synchronization issues with SQN
(SeQuence number) and attacks using false base stations, privacy
issues due to plaintext transmission of IMSI (International Mobile
Subscriber Identity), a permanent identifier of the device, and
authentication data overhead due to the use of multiple authentication
vectors [3, 4, 5].

This paper aims to safe these problems of 3GPP-AKA and design
a safe AKA module for mobile payment systems that can respond to

the openness of the smartphone environment and various network

interfaces and interworking infrastructures to provide safe and
efficient services through network authentication and service

authentication for users or devices.

This paper is organized as follows. In Section 2, we review related
research results, Section 3 describes the mobile payment system
proposed in this paper, and Section 4 presents the results of the
reliability evaluation and efficiency evaluation of the AKA module of
the mobile payment system. Finally, this paper is concluded in Chapter

5.

2. Related Research

2.1 Mobile Payment System

Mobile payment is defined as a payment service that uses the
mobile communication network to pay for services and goods
purchased online and offline. In other words, mobile payment is a new
type of payment that can replace existing payment methods such as
cash or credit card, and it means that the payment process such as user
identification, transaction information transmission, and transaction
authentication is carried out through part or all of the mobile
communication network.

The mobile payment system is structured as shown in Figure 2, and
the protocol of the mobile payment system consists of a payment
transaction protocol and a session key generation protocol [6, 7].

The payment transaction protocol in Figure 1 generates a session
key for safety between the mobile phone and the issuing bank, but
there is no reliable verification procedure for the issuing bank, and the
issuing bank plays the role of managing the USIM card, but the USIM
management is limited due to the lack of a USIM management system.
Therefore, this paper proposes a more safe mobile payment system that
uses the IMSI of the USIM card instead of the Payment ID to manage
the USIM card, verify the issuing bank, and verify the user, store, and

settlement center by having a trusted certificate authority.

2.2 USIM Authentication

The USIM has a small CPU and memory to run the cryptographic
algorithms and processes used to authenticate a single word, thus

performing the Authentication and Key Agreement (AKA) process, and
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Figure 1. Mobile payment systems and payment transaction protocols

accordingly, the encryption key generated during this process is used
to provide encryption and authentication services for terminal user data [8, 9].

Figure 2 illustrates 3GPP-AKA, the USIM authentication process
in the wireless Internet environment. When the USIM/MS identifies
itself by sending IMSI (International Mobile Subscriber Identity) or
TMSI (Temporary Mobile Subscriber Identity) information to the SN
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(Serving Network), the SN transmits an authentication data request
message and the IMSI/TMSI received from the terminal to the AuC
(Authentication Center) of the HN (Home Network), which is the
authentication center. The HN generates an authentication vector AV
(A-uthentication Vector) for the received IMSI and transmits it to the

SN in response to the authentication data request.
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Figure 2. 3GPP-AKA Mutual Authentication Flow [10]
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The SN selects one of the AVs, generates a random number to extract
the authentication token (AUTN) in the AV, and attempts to
authenticate the user on the device. The device authenticates this data
using the network authentication algorithm of the USIM and transmits
a user authentication response to the SN, while generating encrypted
session keys CK and IK. The SN authenticates the device and the user
by comparing the received RES with the XRES it has stored, and then
generates a session key to be used for encrypting the user's data,
completing the authentication and key agreement process [10,11,12].
However, the mutual authentication of 3GPP-AKA is facing
problems such as SQN synchronization problem, which is the
phenomenon of authentication failure due to SQN non-
synchronization, false base station attack, which intervenes in the
communication between the terminal and SN and redirects the user to
another SN that the user does not intend, bandwidth consumption
problem between SN and HN, and privacy due to IMSI plaintext

transmission.

3. Mobile Payment System Design

This chapter describes the overall flow of the mobile payment
system and designs the authentication modules for each leg of the
mobile payment system. A mobile payment system consists of a
trusted certificate authority, issuing bank, payment center, merchant,

and user, and the roles of each member are as follows.

Issuer Bank: The bank that issued the credit card. The issuer bank
is responsible for managing the USIM card, but the USIM
management is limited due to the lack of a USIM management
system, so a trusted certificate authority is appointed to manage the

USIM card separately.

Settlement Center Settlement Center: responsible for managing
payment requests and responses for the actual mobile payment
system and for forwarding the results of transactions to the issuing

bank to update user account information.

Certificate Authority: A trusted certificate authority. It manages
USIM cards, registers issuing banks, merchants, and settlement

centers to perform mutual authentication.

Merchant: refers to online and offline stores that use the mobile

payment system.

User: A user of the mobile payment system who is the owner of a

mobile phone equipped with a USIM card.

Figure 3 illustrates the overall flow between the components of a mobile

payment system.

3.1 Mobile Payment Protocol Design

The mobile payment protocol designed in this paper is designed to
request mobile payment at the same time as the user authentication
request by encrypting and transmitting the information of the mobile's

USIM card to the store.
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Figure 3. Mobile payment system flowchart
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At this time, the user, store, certificate authority, payment center, and
issuing bank have each generated a shared secret key while registering their
information with the certificate authority in advance, so the information to

be transmitted is encrypted with the shared secret key and transmitted.

1691

registering with the certificate authority.
(2) The certificate authority delivers to the merchant the initial point P,
E,, and the certificate authority's public key AsP , which are

necessary for generating the shared secret key.

Figure 4 illustrates the overall process of the mobile payment protocol, (3) The merchant generates a shared secret key Msk) (s P) with the
which consists of a registration phase where each member registers with certificate authority's public key and passes it to the certificate
the certifier, an authentication phase where mutual authentication is authority as MsxP, the merchant's public key.
performed in the actual transaction, and a payment authorization and (4) The certificate authority generates a shared secret key Ask) Misi) P)
payment information organization phase according to the payment request. with the merchant's public key and validates it with the shared

secret key delivered by the merchant.
3.1.1 Registration phase (5) The merchant checks the validity of the shared secret key received

Users, merchants, issuing banks, and payment centers that comprise the from the certificate authority against the shared secret key
mobile payment system register their respective master keys with the generated by the merchant.
certificate authority, and users, merchants, issuing banks, and payment (6) If the validation is TRUE, the shared secret is used as the shared

centers generate shared secret keys with the certificate authority.

The shared secret key is generated by the EC-DH algorithm, and the
shared secret key is used for mutual authentication. Among the components
of the mobile payment system, the process of generating a shared secret key
between the certificate authority and the store is as follows.
information when

(1) The merchant registers the merchant's

v "'Rrégist_rgtion(UMK)__i_7 TRest

secret of the merchant and the certificate authority.

3.1.2 Authentication Steps

In a mobile payment system, it refers to the steps of mutual
authentication between the user and the store, mutual authentication
between the store and the payment center, and mutual authentication

between the payment center and the issuing bank.
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Figure 4. Mobile payment protocol flowchart
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In the authentication stage, each user encrypts their information with the
shared secret created in the registration stage and transmits it to the
destination to protect their information. In particular, a one-time session key
is created at this stage and used in the payment authorization stage to prevent
personal information and account exposure due to session key exposure.
(1) When a user makes a mobile payment to a store, the user delivers the

IMSI, the unique value of the USIM card, encrypted with SSK(u-4),

the shared secret key between the user and the authentication server,

to the store. At this time, the store concatenates the store's unique

code, MC, to the encrypted USIM information (E-USIM) and

encrypts it with SSKa-4 to request user identity authentication from

the authenticator and transmits it to the payment center to request

payment. Similar to user authentication, the store encrypts the store's

code, MC, with SSKa-sc, a shared secret key between the store and

the payment center, and transmits it to the payment center.

E- USIM= E(SSKy.4, USIM // Encrypt USIM with
shared secret key SSKy.x
E(SSKr.4, E-USIM || MC) // Concatenate E- USIM
and MC to encrypt with SSK),.4
E(SSKy1.5c, MC) // Encrypt MC with SSK..sc
(2) The certificate authority decrypts the ciphertext delivered with each

shared secret key to verify the user's identity and the store's identity,
and transmits the user's USIM and the store's MC to the payment
center encrypted with the shared secret key SSK4-sc between the
payment centers.

D(SSKwy -y E(SSK(v)c.ny E- USM)) = USIM //

decrypt passphrase 10 SSK(v) (.a)

Generate a shared
secret key

% Generate a shared . ¥
secret key
P

Certificate Authority

Figure 5. Generate shared secret key
(merchant and certificate authority)

D(SSK.- 4, E(SSKy- 4, E(SSK v- 4, USM) || MC))
=E- USIM || MC
— EXTRACT MC
E(SSK 4 sc, USIM || MC) // CONCATENATE USIM

AND MC AND ENCRYPT WITH SSK s sc

(3) The payment center encrypts the payment request message
transmitted from the store and the identity verification of the user
and store received from the certifier with SSK; sc and requests the
certificate authority.

D(SSK,4 sc. E(SSK4 sc, USM || MC))= USIM||MC
// Decrypt the ciphertext with SSK sc
E(SSK4 sc, USIM || MC || SC) // Concatenate
USIM, MC, and SC to encrypt with SSK, sc

(4) The certificate authority decrypts the message transmitted from the
payment center with SSK ¢, verifies the identity of the USIM, store,
and payment center, and finds the respective master key stored in the

database.

(5) The certificate authority generates a session key by XORing and and
then hashing the USIM, each master key, and a random value

required for mobile payment authorization.

Session Key= H(USIM @SMK PMMK PRAND)
At this point, the session key is encrypted using each master key
and delivered to the store and payment center.

SS = E(SMK, Session Key), MS = E(MMK, Session Key)

3.1.3 Payment request authorization steps

(1) The store decrypts with its master key (MMK) and transmits the
session key to the payment center.

(2) The payment center decrypts the session key with its own master key
(SMK) and compares it with the session key received from the store,
and if they match, the payment authorization message is transmitted
to the store and the user, respectively, and the mobile payment
process ends.
At this time, if the authentication server does not transmit the session key to
the store within 3 minutes, or the user does not transmit the session key to
the store, the transaction is treated as canceled.

(3) The payment center encrypts and transmits the user's information to

the issuing bank.

(4) The issuing bank updates the user's information.
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3.2 Design of a safe Authentication Key Agreement (AKA) plaintext of the terminal.
Module for Adapted Mobile Payment on Openness Smartphone Therefore, the IMSI, Tys(timestamp), and SN;p located near the
Environment terminal are concatenated to generate the authentication value of the
Since mobile payment protocols are not limited to fixed locations due MS using the function fg (). Also, E-IMSlys, MACys, HNpp, and Tys,
to the nature of mobile phones, the existing 3GPP-AKA mutual which are values encrypted with SSGys.uy, a shared secret key
authentication protocol was applied to authenticate users using USIM between HN and MS, are transmitted to the SN located near the MS.
cards. However, we propose a robust user authentication module that MACy,= f}gsﬁ—m_m(ﬂf.glt 115‘“ T; 115“ SNp)
improves the SQN (Sequence Number) synchronization problem, false E— IMS. Tygs = E(SSA:_WS_ v I IS{MS)

base station attack, bandwidth ti blem bet SN _
ase station atlack, bandwidth consumption probiem between (2) The SN forwards the received E-IMSIys, MACys Tysto the

(Servinig Network) and certificate authority, and privacy problem due to . X .
corresponding certificate authority (HN).
IMSI plaintext transmission in the existing 3GPP-AKA mutual . .
(3) The Certificate Authority (HN) decrypts the E-IMSIys with the
authentication.
shared secret key SSK)s..vbetween the MS and HN to restore the
The proposed user authentication module assumes that the MS knows
IMSI value of the MS, and then checks whether the IMSI of the
the identity of the SN to which it belongs, that the MS knows the identity
MS is in the database of the Certificate Authority (HN). In
of the Certificate Authority (HD) to which it is registered, that the SN and
addition, the message integrity is checked by computing XMACys
the HD are trusted organizations, and that the communication channel
using IMS1 s restored by the certificate authority (HN) and the
between the SN and the HD is secure.
received Tys comparing it with the received MAC)ys.

E—IMST, = D (SSE Cars— mn H!S[Ms) =IM5Ty
XMACy 5= fr(IMSTg | Tyl SNpp)

Figure 6 shows the user authentication process using USIM, and each
step is described as follows.
(1) In the existing AKA, we need to solve the privacy problem and

the synchronization problem of SQN by transmitting the IMSI

SSKnis-HN
v v

Bl
(Certificate Authority (HN/HLR)
i

E-IMSIns=E(SSKns-rin, IMSIns)

MAGys E- ME s Tass 8 S s Tae

=F1SSKps-1n AMSIys][Tas] | SNp)l— IMShys, MACws.Tws E-IMSTys. MACus. Tws D(E-IMSIxs. SSKig.un)=IMSTns

SKns-HNIMSInss|[Tws|[SNp)

{C”S“XMACW

RANDxy
AK=f555Ks 4y (RANDwy)
MACkn
MACyn, ERANDyy =f2SSKaes-un (IMShys|[RANDyn||AK)
SSKyss-+n(ERANDn)=RANDyy, SNP=EC-DH(P, SN) ERANDyn=SSKus-+N(RANDN)

AK=F5SSKs.14n (RANDxy) (MAGrin. ERAND:N, P, SNP

XMACHy

=f25SKps5-+n (IMSIys||RAND+n|JAK)
MSP=EC-DH(P,MS)
SSKys.en=EC-DH(P,MS,SNP)

@#Mxﬂ
MSP, OT-SSKys.

CK=f30T-SSKas-sn
(OT-SSKas-snlISNp)

OT-SSKys.en=EC-DH(P,SN,MSH)

IK=f40T-55K;
(OT-SSKws

N
sn|ISNp)

Figure 6. Safe AKA Procedure
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After verifying the identity of the MS, the Certificate Authority (HN)
generates MACpy, and E RAND,y to verify the identity of the
Certificate Authority (HN) and delivers them to the SN. At this time,
the Certificate Authority (HN) uses a randomly selected random
value, RAND,;y, and transmits the value of the XOR operation with
the IMSI, sof the MS to the SN.
AK= fhg, (RANDgy)
MACgy = fom,_ IMSIy: | RANDgy | AK)
ERAND gy = IMETy & RAND gy
The SN forwards the MACyy, and ERANDyy received from the
Certificate Authority(HN) to the MS. At this time, the SN transmits
to the MS the initial point for generating a one-time SSK, OT- SSKys-
sn, and the SN's public key, P, and SNP so that the MS can verify the
SN's identity.
SNP= EC- DH(P, SN)

The MS decrypts the received ERANDyy using the shared secret key
SSK s -un to extract the random value RANDyy of the certificate
authority (HN). Using this value, XMACyy is calculated and
compared with the MACyy received to verify the identity of the
certificate authority (HN). At this time, the MS generates OT-SSK)s-
sy with its own secret key to the public key received from the SN.
Then, it transmits its public key, MSP, and a one-time shared secret

key, OT-SSKys. sy to the SN.
E\55Ky0_ gy ERANDgy) = RANDgy
XMACyy = fam, \IMSIys | RANDgy)
OT— 55K yy_ v = EC— DHI P, M5, SNP)

Since the mutual authentication of the MS and the HN is completed,
mutual authentication between the MS and the SN is performed for
safe information transmission. The SN generates a one-time shared
secret key, OT-SSKys. sy, using the MS public key, MSP, received
from the MS, and mutually authenticates the identity of the MS by
checking whether it matches the OT-SSK 5. sy received from the MS.
OT-SSKns. sv= EC- DH(P, SN, MSP)
Finally, generate CK and IK for safe information transmission, and
in this paper, OT-SSKys. sy using EC-DH's algorithm is utilized to

generate CK and IK.

CE= for— s o OT— 85Ky av | SNp)

IE= fhr_ S OT— S8E oo o | SN )

4. Analysis

In this paper, we designed a safe Authentication Key Agreement (AKA)
module for mobile payment system suitable for openness smartphone
environment. The AKA module designed in this paper uses the existing
3GPP-AKA authentication method, but we analyzed the problems that may

occur in the existing 3GPP-AKA and improved the problems.

4.1  Safety Analysis

4.1.1 Mutual Authentication

(1) Mutual authentication of MS and Certificate Authority

The AKA module proposed in this paper uses SSKjs.;y, @ shared secret
key based on the EC-DH algorithm, between the MS and the certificate
authority (HN) for mutual authentication. The shared secret key, SSKs.y, is
generated using the initial point and secret key registered in the USIM card
and the certificate authority when the USIM card is first registered, and
MACys and XMAC s are generated for mutual authentication.

(2) Mutual authentication of MS and SN

The AKA module proposed in this paper uses OT-SSKs. sybased on EC-
DH as a one-time shared secret key, which is set differently depending on the
initialization point, for mutual authentication between MS and SN. This one-
time shared secret key, OT-SSKys. sy is used for mutual authentication
between MS and SN.

(3) Store and Payment Center Authentication

Stores and payment centers in the mobile payment protocol proposed in
this paper also generate a one-time shared secret key and generate a new

session key using their respective master keys for mutual authentication.
4.1.2 Enhancing Privacy Protection

The AKA module proposed in this paper solves the privacy problem of
IMSI plaintext transmission by encrypting IMSI with SSKyssv and
transmitting it to the certificate authority.

In the mobile payment protocol proposed in this paper, the store unique
code (MC) and payment center unique code (SC) are encrypted using
OT_SSK and delivered to the certificate authority, so the information of the

store and payment center is also protected.
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4.1.3 Retransmission Attack

The AKA module proposed in this paper is safe against attackers'
retransmission attacks because it uses a timestamp every time the MS and
the certificate authority request mutual authentication and uses the OT-SSK

method to generate a new authentication key.

4.1.4 Full Omnidirectional Safety Satisfaction

Since the mobile payment protocol and the AKA module proposed in
this paper use SSK and OT-SSK based on EC_DH, even if the initial point
P and the public key are disclosed, the SSK and OT-SSK cannot be derived
because they do not know each other's secret key, and they satisfy full

omnidirectional safety.

4.2 Efficiency Analysis

Table 1 compares the performance of the existing 3GPP-AKA and the
AKA module proposed in this paper [13].

4.2.1 Bandwidth Reduction

As can be seen from the amount of authentication data memory in Table 1, the AKA
module proposed in this paper does not use authentication vectors, so n
authentication vectors are not generated and transmitted between the SN and the
certificate authority as in the existing 3GPP-AKA. Therefore, the bandwidth
between the SN and the certificate authority is reduced from (688 x N) x R bits to

Table 1. Performance Comparison of Proposed Methods

320 x R bits and 368 x R bits, respectively.

4.2.2 Reduced SN storage data

Since the AKA module proposed in this paper does not use the
authentication vector AV, the SN does not need to store the authentication
vector AV transmitted from the HN separately, so the storage data of the
SN is reduced from (688 x N) x R bits to 320 x R bits, respectively.

5. Conclusion

With the rapid development of communication and the widespread use
of the Internet, many people are frequently accessing remote servers in a
distributed computing environment, but data transmission over insecure
channels without an authenticated protection system is exposed to many
problems such as replay attacks, offline password attacks, and
impersonation attacks. In this paper, we design a safe Authentication Key
Agreement (AKA) module for mobile payment system suitable for
openness smartphone environment that can solve these problems.

The AKA module proposed in this paper prevents IMSI exposure by
generating a shared secret key between the MS and the HN for user
authentication and encrypting and transmitting the IMSI value of the USIM,
and prevents data replay attack by generating a new OT-SSK for each
connection by generating message encryption keys, CK and IK, using a

one-time shared secret key, OT-SSK, between the MS and SN.

Comparison Items 3GPP-AKA Proposed Technique
Sequence Problem No
MS 496 bit
Authentication !
data memory SN (688 x N) x R bit 320 x R bit
it;
capactly HN (688 x N) x R bit 368 x R bit
MS RAND, CK, IK, SQN, AK, AMF, MAC MAC, AK, XMAC, CK, IK, SSK, T
Authentication
parameters that SQN RAND, CK, IK, SQN, AK, AMF, MAC, MAC, CK, IK, SSK
should be stored
HN RAND, CK, IK, SQN, AK, AMF, MAC, XRES RAND, MAC, XMAC, AK, SSK

Storage space per
Authentication

RAND: 128 bits, XRES: 128 bits, CK: 128 bits, IK: 128 bits,
SQN: 48bit, AK: 48bit, AMF: 16bit, MAC: 64bit, SSK: 64bit
Data N: Number of authentication vectors, R: Number of MSs
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In addition, the AKA module proposed in this paper does not use
authentication vectors and SQN, which reduces the bandwidth of SN and
HN, and solves the SQN synchronization problem by checking the
currently connected MS using shared secret key SSK instead of SQN.

The user authentication of the mobile payment protocol proposed in this
paper eliminates the possibility of USIM exposure by encrypting and
transmitting the USIM from the store to the certifier with each shared secret
key, and generates a new session key using the USIM, a random value, the
user's master key, the store's master key, and the payment center's master
key every time the identity of the user, store, and payment center is verified,
so that malicious users cannot attempt to make mobile payments due to the
exposure of the previous session key. In addition, a new session key is
generated each time the identity is verified to prevent data retransmission
attacks, and the two-step authentication process is designed to make

transactions more secure.
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