
(19) United States 
US 200802.15883A1 

(12) Patent Application Publication (10) Pub. No.: US 2008/0215883 A1 
Folk et al. (43) Pub. Date: Sep. 4, 2008 

(54) PROVIDING SECURE INTER-APPLICATION 
COMMUNICATION FOR AMOBILE 
OPERATING ENVIRONMENT 

(75) Inventors: Kenny Fok, San Diego, CA (US); 
Jihyun Hwang, Arcadia, CA (US); 
Eric Chi Chung Yip, San Diego, 
CA (US); Mikhail A. Lushin 
(Misha), San Diego, CA (US) 

Correspondence Address: 
QUALCOMMINCORPORATED 
S775 MOREHOUSE DR. 
SAN DIEGO, CA 92121 (US) 

(73) Assignee: Qualcomm Incorporated, San 
Diego, CA (US) 

(21) Appl. No.: 11/947,738 

(22) Filed: Nov. 29, 2007 

Related U.S. Application Data 

(60) Provisional application No. 60/868,701, filed on Dec. 
5, 2006, provisional application No. 60/894,897, filed 
on Mar. 14, 2007. 

900 

YES 

NCREMENT ARECEIVED 
RANDOMNUMBERNA 

DAAEWENT 

INCREMENT THE RANDOM 
NUMBERNA 

SUBSEQUENT EVENT 

CONTINUE 
COMMUNICATION 

SEND AHANDSHAKE WITH A 
RANDOMNUMBER 

RECEIVE ARESPONSE 

NUMBER 
WERFIED 

RESPONSE 
WERFIED 

RESPONSE 
WERFED? 

Publication Classification 

(51) Int. Cl. 
H04L 9/00 (2006.01) 

(52) U.S. Cl. ......................................... 713/167; 713/164 

(57) ABSTRACT 

Providing for secure and efficient communication for mobile 
applications executed in a mobile operating environment is 
described herein. As an example, a primary mobile applica 
tion can initiate a handshake that includes a unique identifier 
of the primary application and a random number for signing 
and/or certifying responsive requests. A recipient application 
can reference the unique identifier with a list of certified 
primary applications to Verify the primary application. If 
verified, the recipient responds with the random number and 
a second random number that can sign and/or certify data 
requests sent by the primary application. According to some 
embodiments, random numbers can be hashed and/or trun 
cated to provide low power encryption for Such numbers. 
Further, round-trip policies can be enforced to provide reli 
able transmission of data. Accordingly, reliable, secure and 
low power synchronous communication can be conducted in 
a mobile environment. 
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PROVIDING SECURE INTER-APPLICATION 
COMMUNICATION FOR AMOBILE 

OPERATING ENVIRONMENT 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. The present Application for Patent claims priority to 
Provisional Application No. 60/868,701 entitled METHOD 
AND APPARATUS FOR ESTABLISHING A TRUSTED 
COMMUNICATION BETWEEN TWO APPLICATIONS 
ON A SINGLE PLATFORM and filed Dec. 5, 2006, and to 
Provisional Application No. 60/894,897 entitled METHOD 
AND APPARATUS FOR INTERAPPLICATIONS COM 
MUNICATION and filed Mar. 14, 2007, assigned to the 
assignee hereof and hereby expressly incorporated by refer 
ence herein. 

BACKGROUND 

Field 

0002 The following description relates generally to 
mobile device applications and wireless communication, and 
more particularly to providing secure data exchange between 
mobile applications operating on one or more mobile plat 
forms. 

BACKGROUND 

0003. In recent years, a variety of advancements has 
occurred in cellular communication technology and cellular 
communication devices. Some of the advancements, such as 
integration of camera and video recording technology onto 
Such devices, incorporation of e-mail and short messaging 
services into mobile communication, and the like, involve 
Software and/or hardware applications. These applications 
have added increased flexibility, processing power, commu 
nication capabilities and so forth, to already popular commu 
nication devices (e.g., cellular telephones). As a result, Such 
devices have become more popular in a consumer market 
place, motivating larger numbers of consumers to purchase 
Such devices, or to upgrade to devices that include new appli 
cations and technologies. 
0004. In addition, various types of malicious software 
(malware) generally encumber electronic communication. 
Some malware is relatively innocuous, merely monitoring 
user activity to assist in developing new products and com 
piling commercial and marketing strategies to make those 
products appealing to consumers. While monitoring pro 
grams typically do not cause damage to an operating environ 
ment or stored data, they can, taken together, consume pro 
cessing resources of an electronic device. Some malware, 
however, can actively damage device operating environ 
ments, corrupt data, steal passwords, user information, and so 
on. They can operate by various mechanisms, but typically 
either write themselves into authentic programs on a device, 
mask themselves to appear as such programs or the like. Due 
to the effect of malicious software, various mechanisms for 
securing communication in electronic operating environ 
ments have arisen. Mobile devices are no exception to dan 
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gers posed by spoofing programs and other malware, and 
typically benefit from secure communication. Although 
mobile 

SUMMARY 

0005. The following presents a simplified summary of one 
or more embodiments in order to provide a basic understand 
ing of Such embodiments. This Summary is not an extensive 
overview of all contemplated embodiments, and is intended 
to neither identify key or critical elements of all embodiments 
nor delineate the scope of any or all embodiments. Its sole 
purpose is to present some concepts of one or more embodi 
ments in a simplified form as a prelude to the more detailed 
description that is presented later. 
0006. The subject disclosure provides secure and efficient 
communication for mobile applications executed in a mobile 
operating environment. As an example, a primary mobile 
application can initiate a handshake that includes a unique 
identifier of the primary application and a random number for 
signing and/or certifying responsive communication received 
by the primary mobile application. A recipient application 
can reference the unique identifier with a list of certified 
primary applications to verify the primary application. If the 
unique identifier is verified, the recipient application 
responds to the handshake with the random number and a 
second random number that can be utilized to sign and/or 
certify Subsequent communication Submitted to the recipient 
application. In addition to the foregoing, the primary appli 
cation and recipient application can delay a request and/or 
response until a corresponding response or request, respec 
tively, is received or sent. Accordingly, synchronous commu 
nication between the applications can be conducted. 
0007 According to additional aspects of the subject dis 
closure, random numbers generated to identify an initiating or 
recipient application can be incremented for Successive com 
munication. A response should contain an appropriate incre 
ment of the random number for the response to be verified. As 
a result, the Subject disclosure provides for round-trip com 
munication where each round-trip is identified by an incre 
ment of a random number, and each round-trip is complete 
before a Subsequent round-trip is initiated. 
0008 According to still other aspects, random numbers 
can be hashed and/or truncated in order to obscure the num 
bers and provide additional security against unauthorized 
applications. Additionally, because hash functions require 
very low processing compared with other encryption/decryp 
tion mechanisms, the Subject disclosure can provide for 
secure data transfer between mobile applications in an effi 
cient manner involving relatively low power consumption 
compared with conventional techniques. 
0009. According to still other aspects, mobile applications 
can be executed on a single operating device. Such as a cel 
lular telephone, or upon remote operating devices, such as 
separate cellular telephones, or the like, connected by a 
mobile network, a transmission control protocol/Internet pro 
tocol (TCP/IP) network, and so on. 
0010. According to other aspects, disclosed is a method 
for providing transmission of data between applications in a 
mobile operating environment. The method can include ini 
tiating a handshake with a mobile application that includes a 
unique identifier of a primary mobile application and a ran 
dom number generated for the handshake and receiving a 
response to the handshake that includes a first number and a 
second number, the second number is randomly generated by 
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the mobile application. The method can further include veri 
fying that the first number is the random number generated for 
the handshake and sending a data event to the mobile appli 
cation that includes an increment of the second number if the 
first number is verified as the random number. Moreover, the 
method can also include waiting for a data event response 
from the mobile application that includes at least the incre 
ment of the second number prior to sending a second data 
event. 

0011. According to additional aspects, disclosed is an 
apparatus for providing transmission of data between appli 
cations in a mobile operating environment. The apparatus can 
include a secure session module configured to initiate a hand 
shake with a recipient application, wherein the handshake 
includes a unique ID of a primary application and a random 
number. Further, the apparatus can include a verification 
module configured to receive a response to the handshake, 
wherein the response includes a response number and a sec 
ond random number, and to determine whether the response 
number is the random number or an increment of the second 
random number. Additionally, the apparatus can include a 
communication module configured to send a data event to the 
recipient application, if the response number is verified as the 
random number or an increment of the second random num 
ber, including an increment of the second random number. 
Moreover, the apparatus can also include a transmission man 
agement module configured to enable the communication 
module to send a second data event if a data event response 
from the recipient application that includes at least the incre 
ment of the second number is received. 
0012. According to still other aspects, least one processor 
that provides transmission of data between applications in a 
mobile operating environment is disclosed. The processor(s) 
can include a first module that initiates a handshake with a 
mobile application that includes a unique identifier of a pri 
mary mobile application and a random number generated for 
the handshake and a second module that receives a response 
to the handshake that includes a first number and a second 
number, the second number is randomly generated by the 
mobile application. Additionally, the processor(s) can include 
a third module that verifies whether the first number is the 
random number generated for the handshake and a fourth 
module that sends a data event to the mobile application that 
includes an increment of the second number if the first num 
ber is verified as the random number. In addition to the fore 
going, the processor(s) can include a fifth module that waits 
for a data event response from the mobile application that 
includes at least the increment of the second number prior to 
enabling a second data event to be sent. 
0013. In accordance will still other aspects, described is an 
apparatus that provides transmission of data between appli 
cations in a mobile operating environment. The apparatus can 
include means for initiating a handshake with a mobile appli 
cation that includes a unique identifier of a primary mobile 
application and a random number generated for the hand 
shake and means for receiving a response to the handshake 
that includes a first number and a second number, the second 
number is randomly generated by the mobile application. 
Further, the apparatus can also include means for Verifying 
whether the first number is the random number generated for 
the handshake and means for sending a data event to the 
mobile application that includes an increment of the second 
number if the first number is verified as the random number. 
Additionally, the apparatus can include means for delaying a 
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second data event to be sent until receiving a data event 
response from the mobile application that includes at least the 
increment of the second number. 

0014. According to at least one aspect, disclosed is a com 
puter program product that includes a computer-readable 
medium containing instructions for providing data transmis 
sion security for mobile environment applications. The com 
puter-readable medium can include a first set of instructions 
configured to cause a computer to initiate a handshake with a 
mobile application that includes a unique identifier of a pri 
mary mobile application and a random number generated for 
the handshake. Additionally, the computer-readable medium 
can include a second set of instructions configured to cause a 
computer to receive a response to the handshake that includes 
a first number and a second number, the second number is 
randomly generated by the mobile application. Moreover, the 
computer-readable medium can include a third set of instruc 
tions configured to cause a computer to send a data event to 
the mobile application that includes an increment of the sec 
ond number if the first number is verified as the random 
number. In addition to the foregoing, the computer-readable 
medium can also include a fourth set of instructions config 
ured to cause a computer to wait for a data event response 
from the mobile application that includes at least the incre 
ment of the second number prior to enabling a second data 
event to be sent. 

0015. According to one or more other aspects, described is 
a method for providing data transmission between applica 
tions in a mobile operating environment. The method can 
include receiving a handshake request from a primary appli 
cation that includes a unique ID of the primary application or 
a random number generated by the primary application and 
referencing the unique ID against a list of trusted primary 
application identifiers. In addition, the method can include 
sending a handshake response to the primary application if 
the unique ID matches an ID of the list of trusted primary 
application identifiers and receiving a data event request. 
Additionally, the method can further include responding to 
the data event request prior to receiving additional data event 
requests. 
0016. According to additional aspects, disclosed is an 
apparatus that provides data transmission between applica 
tions in a mobile operating environment. The apparatus can 
include a security module configured to receive a handshake 
request from a primary application that includes a unique ID 
of the primary application or a random number generated by 
the primary application. Further, the apparatus can include a 
reference module configure to Verify the unique ID against a 
list of trusted primary application identifiers and an interface 
module configured to send a handshake response to the pri 
mary application if the unique ID matches an ID of the list of 
trusted primary application identifiers and configured to 
receive a data event request. In addition to the foregoing, the 
apparatus can also include a management module configured 
require the interface to respond to the data event request prior 
to receiving additional data event requests. 
0017. According to still other aspects, at least one proces 
Sor that provides data transmission between applications in a 
mobile operating environment is described. The processor(s) 
can include a first module that receives a handshake request 
from a primary application that includes a unique ID of the 
primary application or a random number generated by the 
primary application and a second module that references the 
unique ID against a list of trusted primary application iden 
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tifiers. Further, the processor(s) can include a third module 
that sends a handshake response to the primary application if 
the unique ID matches an ID of the list of trusted primary 
application identifiers and a fourth module that receives a data 
event request. Additionally, the processor(s) can include a 
fifth module that responds to the data event request prior to 
receiving additional data event requests. 
0018. According to one or more additional aspects, an 
apparatus that provides data transmission between applica 
tions in a mobile operating environment. The apparatus can 
include means for receiving a handshake request from a pri 
mary application that includes a unique ID of the primary 
application or a random number generated by the primary 
application and means for referencing the unique ID againsta 
list of trusted primary application identifiers. Further, the 
apparatus can include means for sending a handshake 
response to the primary application if the unique ID matches 
an ID of the list of trusted primary application identifiers and 
means for receiving a data event request. Moreover, the appa 
ratus can also include means for delaying receipt of additional 
data event requests until a response to the data event request 
is received. 
0019. According to further aspects, described is a com 
puter program product that includes a computer-readable 
medium containing instructions for providing data transmis 
sion between applications in a mobile operating environment. 
Specifically, the computer-readable medium can include a 
first set of instructions configured to cause a computer to 
receive a handshake request from a primary application that 
includes a unique ID of the primary application or a random 
number generated by the primary application. The computer 
readable medium can also include a second set of instructions 
configured to cause a computer to reference the unique ID 
against a list of trusted primary application identifiers and a 
third set of instructions configured to cause a computer to 
send a handshake response to the primary application if the 
unique ID matches an ID of the list of trusted primary appli 
cation identifiers. Moreover, the computer-readable medium 
can also include a fourth set of instructions configured to 
cause a computer to receive a data event request and a fifth set 
of instructions configured to cause a computer to respond to 
the data event request prior to receiving additional data event 
requests. 
0020. To the accomplishment of the foregoing and related 
ends, the one or more aspects comprise the features herein 
after fully described and particularly pointed out in the 
claims. The following description and the annexed drawings 
set forth in detail certain illustrative aspects of the one or more 
aspects. These aspects are indicative, however, of but a few of 
the various ways in which the principles of various aspects 
can be employed and the described aspects are intended to 
include all such aspects and their equivalents. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 illustrates a block diagram of a sample sys 
tem that can provide secure, low power communication 
between mobile applications. 
0022 FIG. 2 depicts a block diagram of a sample system 
that can initiate secure communication between applications 
executed in a mobile operating environment. 
0023 FIG. 3 depicts a block diagram of a sample system 
that can respond to secure communication between applica 
tions executed in a mobile operating environment. 
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0024 FIG. 4 illustrates an example mobile device that can 
execute mobile applications and provide secure and low 
power transmission between the applications. 
0025 FIG. 5 depicts a sample network for providing 
secure communication for mobile applications operating on 
remote devices according to some aspects. 
0026 FIG. 6 illustrates an example base station for facili 
tating secure remote communication for mobile applications 
according to other aspects. 
0027 FIG. 7 depicts an example methodology for initiat 
ing secure communication between mobile applications in a 
mobile operating environment. 
0028 FIG. 8 illustrates a sample methodology for re-send 
ing data events to complete round-trip communication 
according to one aspect. 
0029 FIG. 9 depicts an example methodology for incre 
menting round-trip communication in a secure communica 
tion between mobile applications. 
0030 FIG. 10 illustrates a sample methodology for 
responding to secure communication between mobile appli 
cations in a mobile operating environment. 
0031 FIG. 11 depicts an example methodology for buff 
ering Subsequent requests until an initial request and round 
trip communication are complete. 
0032 FIG. 12 illustrates an example methodology for 
receiving a re-initiated handshake in secure communication 
between mobile applications. 
0033 FIG. 13 illustrates an example methodology forter 
minating a handshake. 
0034 FIGS. 14 and 15 illustrate sample block diagrams of 
systems for initiating and receiving, respectively, secure com 
munications in a mobile operating environment. 

DETAILED DESCRIPTION 

0035 Various aspects are now described with reference to 
the drawings, wherein like reference numerals are used to 
refer to like elements throughout. In the following descrip 
tion, for purposes of explanation, numerous specific details 
are set forth in order to provide a thorough understanding of 
one or more aspects. It can be evident, however, that Such 
aspect(s) can be practiced without these specific details. In 
other instances, well-known structures and devices are shown 
in block diagram form in order to facilitate describing one or 
more aspects. 
0036. The subject disclosure provides for secure efficient 
and computationally light communication between applica 
tions in a mobile environment. Various conventional mecha 
nism for securing electronic communication exist, however, 
Such conventional mechanisms typically utilize complex and 
computationally intensive encryption and decryption algo 
rithms. Such mechanisms consume a relatively large amount 
of electrical power due to the computation requirements. 
Mobile operating environments, however, benefit from low 
power consumption due to reliance on battery power. 
Although some applications have been modified for the low 
power consumption in the mobile environment, such modifi 
cations have been lax in securing communications. One rea 
son is due to advances and anticipated advances in System 
processing and memory technology. For instance. Such 
advances have led many application researchers to avoid 
modifying communication protocols to reduce power con 
Sumption, in favor of anticipated advances in processor size, 
parallel processing, memory size, and the like. 
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0037 Also disclosed is inter-application communication 
utilizing a round-trip concept. Specifically, applications can 
wait for a concurrent request or response to be completed 
prior to initiating and/or processing subsequent requests/re 
sponses. Round-trip communication can be particularly effi 
cient in a synchronous environment. Common conventional 
communications, such as transmission control protocol/Inter 
net protocol (TCP/IP), typically transmit a string of data 
packets prior to awaiting a response from a target application. 
In addition, in secured TCP/IP communications, decryption 
and/or understanding received data often depends on receiv 
ing all data packets in a transmission. If one data packet is lost, 
much of the transmitted data can be unusable. Instead, the 
Subject disclosure provides for re-transmission of requests 
and/or responses if data or a security identifier is lost by an 
initiating or recipient application. Such a system is dramati 
cally different from the widely successful TCIP/IP architec 
ture utilized in the Internet and most private intranets as well 
as other message passing and/or shared memory environ 
ments. As a result, the round-trip and re-transmission archi 
tecture described herein is contrary and distinct from conven 
tional communication architectures, which, because of their 
Success and popularity, have led research away from efficient, 
Synchronous and low power secure data exchange described 
herein. 

0038. In addition to the foregoing, disclosed is an inter 
application communication architecture that employs ran 
dom numbers, generated by particular applications, to iden 
tify and/or authenticate communication provided by another 
application. For instance, an initiating mobile application can 
generate a random number and provide that random number 
to a recipient application. Subsequent responses to the initi 
ating mobile application should include the random number, 
or an increment thereofidentifying a particular round-trip, to 
identify communication as coming from the recipient, and not 
a spoofing program or other malware. According to further 
aspects, the random number(s) can be encrypted utilizing a 
computationally un-intensive hash function (e.g., SHA-1, 
SHA-224, SHA-256, SHA-386, SHA-512, SHA-2, message 
digest algorithm 5 MD5 or the like) to obfuscate the ran 
dom numbers without requiring intensive and high power 
encryption/decryption algorithms. Additionally, the hashed 
random number(s) can be truncated as required by a particu 
lar communication interface between the initiating and 
recipient applications. Accordingly, disclosed is a mechanism 
to provide secure inter-application communication beneficial 
for a mobile environment. 

0039 Various aspects of the disclosure are described 
below. It should be apparent that the teaching herein can be 
embodied in a wide variety of forms and that any specific 
structure and/or function disclosed herein is merely represen 
tative. Based on the teachings herein one skilled in the art 
should appreciate that an aspect disclosed herein can be 
implemented independently of other aspects and that two or 
more of these aspects can be combined in various ways. For 
example, an apparatus can be implemented and/or a method 
practiced using any number of the aspects set forth herein. In 
addition, an apparatus can be implemented and/or a method 
practiced using other structure and/or functionality in addi 
tion to or other than one or more of the aspects set forth herein. 
As an example, many of the methods, devices, systems and 
apparatuses described herein are described in the context of 
one or more mobile applications operating on at least one 
mobile device and establishing secure communication 
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between such applications. One skilled in the art should 
appreciate that similar techniques could apply to other com 
munication environments as well. 
0040. As used in this disclosure, the terms “component, 
“system.” and the like are intended to refer to a computer 
related entity, either hardware, software, software in execu 
tion, firmware, middle ware, microcode, and/or any combi 
nation thereof. For example, a component can be, but is not 
limited to being, a process running on a processor, a proces 
Sor, an object, an executable, a thread of execution, a program, 
and/or a computer. One or more components can reside 
within a process and/or thread of execution and a component 
can be localized on one computer and/or distributed between 
two or more computers. Further, these components can 
execute from various computer readable media having vari 
ous data structures stored thereon. The components can com 
municate by way of local and/or remote processes such as in 
accordance with a signal having one or more data packets 
(e.g., data from one component interacting with another com 
ponent in a local system, distributed system, and/or across a 
network such as the Internet with other systems by way of the 
signal). Additionally, components of systems described 
herein can be rearranged and/or complemented by additional 
components in order to facilitate achieving the various 
aspects, goals, advantages, etc., described with regard 
thereto, and are not limited to the precise configurations set 
forth in a given figure, as will be appreciated by one skilled in 
the art. 

0041 Additionally, the various illustrative logics, logical 
blocks, modules, and circuits described in connection with 
the embodiments disclosed herein can be implemented or 
performed with a general purpose processor, a digital signal 
processor (DSP), an application specific integrated circuit 
(ASIC), a field programmable gate array (FPGA) or other 
programmable logic device, discrete gate or transistor logic, 
discrete hardware components, or any suitable combination 
thereof designed to perform the functions described herein. A 
general-purpose processor can be a microprocessor, but, in 
the alternative, the processor can be any conventional proces 
Sor, controller, microcontroller, or state machine. A processor 
can also be implemented as a combination of computing 
devices, e.g., a combination of a DSP and a microprocessor, a 
plurality of microprocessors, one or more microprocessors in 
conjunction with a DSP core, or any other such configuration. 
Additionally, at least one processor can comprise one or more 
modules operable to perform one or more of the steps and/or 
actions described herein. 
0042. Furthermore, various aspects are described herein in 
connection with a mobile communication device (or, e.g., a 
mobile device). A mobile communication device can also be 
called a system, a subscriber unit, a subscriber station, mobile 
station, mobile, mobile device, cellular device, multi-mode 
device, remote station, remote terminal, access terminal, user 
terminal, user agent, a user device, or user equipment, or the 
like. A subscriber station can be a cellular telephone, a cord 
less telephone, a Session Initiation Protocol (SIP) phone, a 
wireless local loop (WLL) station, a personal digital assistant 
(PDA), a handheld device having wireless connection capa 
bility, or other processing device connected to a wireless 
modem or similar mechanism facilitating wireless communi 
cation with a processing device. 
0043 Moreover, various aspects or features described 
herein can be implemented as a method, apparatus, or article 
of manufacture using standard programming and/or engi 
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neering techniques. Further, the steps and/or actions of a 
method or algorithm described in connection with the aspects 
disclosed herein can be embodied directly in hardware, in a 
Software module executed by a processor, or in a combination 
of the two. Additionally, in some aspects, the steps and/or 
actions of a method or algorithm can reside as at least one or 
any combination or set of codes and/or instructions on a 
machine readable medium and/or computer readable 
medium, which can be incorporated into a computer program 
product. Further, the term “article of manufacture' as used 
herein is intended to encompass a computer program acces 
sible from any computer-readable device, carrier, or media. 
For example, computer-readable media can include but are 
not limited to magnetic storage devices (e.g., hard disk, 
floppy disk, magnetic strips ...), optical disks (e.g., compact 
disk (CD), digital versatile disk (DVD)...), Smart cards, and 
flash memory devices (e.g., card, Stick, key drive . . . ). 
Additionally, various storage media described herein can rep 
resent one or more devices and/or other machine-readable 
media for storing information. The term “machine-readable 
medium' can include, without being limited to, wireless 
channels and various other media capable of storing, contain 
ing, and/or carrying instruction(s) and/or data. 
0044. In addition to the foregoing, the word “exemplary’ 

is used herein to mean serving as an example, instance, or 
illustration. Any aspect or design described herein as “exem 
plary” is not necessarily to be construed as preferred or 
advantageous over other aspects or designs. Rather, use of the 
word exemplary is intended to present concepts in a concrete 
fashion. As used in this application, the term “or” is intended 
to mean an inclusive 'or' rather than an exclusive 'or'. That 
is, unless specified otherwise, or clear from context, “X 
employs A or B is intended to mean any of the natural 
inclusive permutations. That is, in this example, X could 
employ A, or X could employ B, or X could employ both A 
and B, and thus the statement “X employs A or B is satisfied 
under any of the foregoing instances. In addition, the articles 
“a” and “an as used in this application and the appended 
claims should generally be construed to mean "one or more 
unless specified otherwise or clear from context to be directed 
to a singular form. 
0045. As used herein, the terms to “infer or “inference' 
refer generally to the process of reasoning about or inferring 
states of a system, environment, and/or user from a set of 
observations as captured via events and/or data. Inference can 
be employed to identify a specific context or action, or can 
generate a probability distribution over states, for example. 
The inference can be probabilistic-that is, the computation of 
a probability distribution over states of interest based on a 
consideration of data and events. Inference can also refer to 
techniques employed for composing higher-level events from 
a set of events and/or data. Such inference results in the 
construction of new events or actions from a set of observed 
events and/or stored event data, whether or not the events are 
correlated in close temporal proximity, and whether the 
events and data come from one or several event and data 
SOUCS. 

0046 Referring to FIG. 1, a block diagram of an example 
system 100 is depicted that provides secure communication 
for one or more mobile applications in a mobile operating 
environment (106). System 100 can include a primary appli 
cation 102 designated to initiate a handshake session with 
other applications (104). The primary application 102 can be 
any Suitable application configured to operate on a mobile 
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operating system (106). Examples of the primary application 
102 can include diagnostic gathering applications (e.g., qual 
ity of service QoS applications), communication applica 
tions (e.g., e-mail, instant message IM, short message Ser 
vice SMS, voice call setup and/or maintenance, voice over 
Internet Protocol VoIP setup and/or maintenance, ring-tone 
downloading or playing applications, web browser applica 
tions, such as wireless application protocol IWAP, or the 
like), or combinations thereof or of the like. The mobile 
operating environment can be any suitable environment for 
storing and executing mobile applications and transferring 
data between Such applications including, for instance, a 
binary runtime environment for wireless (BREW), described 
below, or the like. 
0047 Primary application 102 can initiate a handshake 
that establishes a secure communication session with at least 
one other application (104). Although much of the subject 
disclosure involves a single communication between two 
applications, the application (102) can maintain multiple 
secure communication sessions with multiple other applica 
tions (104) concurrently. The handshake can be utilized to 
create a trusted “channel” between the primary application 
102 and a recipient application 104. As a result, arbitrary data 
(e.g., binary, etc.) can be exchanged between the primary 
application and the recipient application over the trusted 
channel utilizing, for instance, address pointers that identify 
data, instructions, and so on. 
0048. A handshake can be initiated by the primary appli 
cation 102 by sending a handshake request that includes at 
least a unique identifier of the primary application 102 or a 
random number generated for the handshake, or both. The 
unique identifier is an application ID associated with the 
primary application, that can be utilized by a recipient appli 
cation to Verify that the primary application is to be trusted. 
Typically, an operating system (106) can require certain stan 
dards be met for applications designed to execute on the 
operating system (106). One such requirement can be to 
incorporate a list of unique identifiers of trusted primary 
applications. A recipient application 104 having Such a list 
could then verify that a received handshake request is sent by 
an application authorized to make the request. The recipient 
(104) could then trust and engage in communication with 
Such application. 
0049. In addition to a unique identifier of a primary appli 
cation, a handshake request can also include a random num 
ber (e.g., 32 bit, 16 bit, 64 bit, and so on) generated for the 
handshake. The random number can be sent to an intended 
recipient application and incorporated into responses sent to 
the primary application 104 by the recipient application 104. 
As a result, a response that includes the random number (or, 
e.g., a predictable variation thereof, discussed below) can be 
identified as originating from the intended recipient. Accord 
ing to additional aspects, the random number can be hashed 
utilizing a particular hash function (e.g., SHA-1, SHA-2, or 
the like) and/or truncated for transmission over a particular 
communication interface (106). A hashed random number 
can be much more difficult to decrypt, providing significant 
protection from spoofing attacks. Truncation can be utilized 
to transmit the random number utilizing various protocols 
and/or communication interfaces (106) that support different 
size numbers. For instance, if a generated random number 
identifying a handshake session is 32-bit, and a communica 
tion interface with a recipient application (104) enables only 
16-bit data transfer, the 32-bit random number can behashed 
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and then truncated to 16-bit for transmission. The recipient 
can then hash and/or truncate the random number and com 
pare it to the received hashed and/or truncated number to 
verify whether a sender of communication is the initiator 
(102) of the handshake. 
0050 Recipient application 104 can receive a handshake 
request and verify whether a sender (102) is a trusted primary 
application. Particularly, a unique identifier can be extracted 
from the handshake request and compared with a list of 
trusted primary application identifiers. If the extracted iden 
tifier matches an identifier on the list, a handshake response 
can be sent to the sender (102), establishing a secure channel 
between sender (102) and recipient (104). If the extracted 
identifier does not match an identifier on the list, the hand 
shake and any Subsequent communication can be ignored 
until a verified handshake is received. 
0051. Additionally, the recipient application 104 can 
extract and store a random number included within the hand 
shake request. As a specific example, the random number can 
be stored intemporary memory (not depicted) to make it more 
difficult formalicious programs to extract the random number 
and spoof the recipient application's (104) identity. Upon 
verifying the unique identifier included within the handshake 
request, discussed above, the recipient application 104 can 
send a handshake response that includes the random number. 
Particularly, by including the random number the recipient 
application 104 can identify itself to the primary application 
102. According to particular aspects, the recipient application 
104 can hash and/or truncate the random number to make 
spoofing the recipient application's (104) identity (e.g., to the 
primary application 102 that generated and therefore is con 
figured to trust the random number) more difficult and/or 
make the hashed number more compatible with particular 
communication interfaces (106), as discussed above. 
0052 Furthermore, the recipient application 104 can also 
generate and include a second random number into the hand 
shake response. The second random number can be utilized 
by the primary application 102 to identify itselfin subsequent 
communication with the recipient application 104. Subse 
quent communication by the primary application 102 can 
hash and/or truncate the second random number, as discussed 
above, to protect integrity of the second random number. 
0053 According to further aspects, subsequent receiving 
a handshake response from the recipient application 104. 
primary application 102 can send a data event to the recipient 
application 104. The data event can, for instance, involve any 
data or data structure Suitable to a mobile environment, incor 
porate a request for data, or a request to carry out an instruc 
tion (e.g., gathering diagnostic information, incorporate a 
configuration parameter, and so on), or a combination thereof 
or of the like. The request can include data within the request 
itself, or can utilize address pointers to identify data in shared 
memory, and so on. In addition to data/instructions, the data 
event can incorporate the second random number generated 
by the recipient application (e.g., where the second random 
number is hashed and/or truncated) to identify and/or certify 
that a sender of the data event is the primary application 102. 
0054 According to particular aspects, primary application 
102 can refrain from sending additional data events (e.g., 
distinct from a concurrent data event), containing additional 
instructions, data requests, and so on, until a concurrent data 
event response is received. By waiting for a particular 
response, a concept of communication round-trip is created. 
The round-trip involves a two-way communication; for 
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instance, a round-trip can require a request by the primary 
application as well as a response by the recipient, or vice 
Versa. The round-trip concept also enables re-transmission of 
data that is not received in an anticipated period of time. For 
instance, communication delay over the data interface 106 
between the primary application 102 and recipient applica 
tion 104, measured with respect to the handshake request and 
the handshake response, can be utilized to establish an antici 
pated response timer. Upon sending a data request, hand 
shake, or the like, an application (102, 104) can set an antici 
pated response timer that indicates an expected time of 
response to the transmission. If a response is not received 
within the expected time of response, optionally in conjunc 
tion with a threshold variation time (e.g., Some fraction or 
multiple of the expected time of response), a recipient appli 
cation 104 can be deemed non-responsive. 
0055 As a particular embodiment of the foregoing, a ran 
dom number can be incremented for each round-trip commu 
nication. For example, if a primary application receives a 
handshake response that includes the second random number, 
a Subsequent data event request (e.g., requesting diagnostic 
information) can increment the random number one time 
(e.g., identifying a first round-trip communication) and send 
the incremented random number (e.g., hashed and/or trun 
cated) along with the data event request. The recipient appli 
cation 104 can verify the sender of the data event by also 
incrementing the random number (and, e.g., hashing and 
truncating it as appropriate) and comparing the result to the 
random number included within the data event. Conse 
quently, system 100 provides both for secure, round-trip com 
munication as well as a mechanism to identify a round-trip. 
Alternatively, or in addition, if a random number comparison 
does not match, the received communication can be ignored. 
If a random number comparison does not match for a prede 
termined and/or configurable number of received communi 
cations (e.g., 3). Subsequent requests/responses can be 
ignored until a handshake is re-initiated between the primary 
application 102 and recipient application 104, re-establishing 
a secure channel between the applications (102, 104). 
0056. If a response to a request is not received (e.g., within 
a response time or response time plus a threshold) an appli 
cation (102, 104) can re-initiate a request. Due to the round 
trip requirement, an application (102,104) can assume that no 
other outstanding request exists at least in regard to a non 
responsive application (102,104). If a response is received to 
the re-initiated request, data can be processed and/or commu 
nication continued as Suitable. If no response is still received, 
the application (102, 104) can re-initiate a predetermined 
and/or configurable number of requests (e.g., established by 
an expected or determined packet loss in the data interface 
106 between the primary application 102 and recipient appli 
cation 104), at least until a response to one of the requests is 
received. Further, if no response is received after the prede 
termined and/or configurable number of re-initiated requests, 
the application (102, 104) can stop sending the requests and 
simply wait for a response, or, if the application (102,104) is 
the primary application 102, a handshake re-initiation can be 
sent to determine whether the recipient application 104 is still 
available. As a result, unlike many conventional data transfer 
mechanisms, a lost request and/or random number can be 
re-sent and/or re-requested without having to re-send addi 
tional data packets required to understand the lost packet 
(e.g., as exhibited with packet loss in secure TCP/IP environ 
ments). Accordingly, the Subject disclosure provides for effi 
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cient re-transmission of data in a packet loss environment by 
allowing re-transmission of single requests of a response to 
Such request is not received. 
0057 According to still other aspects, system 100 can 
provide for re-initiating of a handshake between applications 
executing on a mobile operating system (106). For example, 
if a configurable number of data event requests do not elicit 
responses primary application 102 can re-initiate a hand 
shake. The handshake can include at least the unique identi 
fier of the primary application 102 as well as the random 
number generated for the handshake session (or, e.g., a new 
random number to create a new handshake session). In such a 
manner, communication can be re-established if the recipient 
application 104 loses the random number generated by the 
primary application. According to particular embodiments, a 
handshake can be re-initiated a configurable and/or predeter 
mined number of times. Such number of times can be based 
on determined and/or anticipated packet loss in the interface 
(106), likelihood of interference by malware, or a combina 
tion thereof or of the like. 

0058. In addition to the foregoing, primary application 
102 can re-initiate a handshake if no data is received from the 
recipient application 104 within a threshold period of time. 
Alternatively, or in addition, a handshake can be re-initiated a 
default period of time after the handshake is first initiated, or 
integrals of the default period of time (e.g., 1 hour, 2 hours, 3 
hours, and so on). According to still other aspects, a hand 
shake can be re-initiated if a handshake “start' command is 
received from a user interface of a device (e.g., a user per 
forms a diagnostic and/or user interface UI “help' function 
that initiates a handshake, and so on). Typically, re-initiation 
of a handshake can be limited to a configurable number of 
times. Thus, if 3 handshake re-initiations are sent without a 
response, for instance, the handshake can simply be termi 
nated and/or not continued, Subject to user-initiation of a 
handshake for example. Accordingly, inter-application com 
munication can be re-established and/or continued even if 
random numbers provided for a session are lost, and so on. 
0059. It should be appreciated that system 100 can utilize 
any Suitable mobile operating system and/or data interface 
106 for communication between the applications (102,104). 
According to one embodiment, a BREW operating system 
can comprise the operating system/data interface 106. More 
specifically, BREW denotes the Binary Runtime Environ 
ment for Wireless(R (BREW) software developed by Qual 
comm, Inc., of San Diego, Calif. Other runtime environments 
can be utilized that, for example, operate to control the execu 
tion of applications on wireless computing devices. Operat 
ing system/data interface 106 can include a class of software 
extensions that allow the resident version, or remotely acces 
sible version, of a module to be processed by a processing 
engine (not depicted) of a device. These software class exten 
sions can communicate with processing Subsystems on Such 
device and can enable both data reads and commands. For 
example, the software extension can send commands on 
behalf of the application(s) (102) that invokes it. The module 
can then forward the responses of the Subsystems across data 
interface 106 to a recipient application (104). Each resident 
application (102, 104) or module on a wireless device can 
create an instance of the new software extension to commu 
nicate with the Subsystems independent of the other applica 
tions (102, 104) or modules. 
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0060 FIG. 2 depicts a block diagram of a sample system 
200 that can initiate secure communication between applica 
tions executed in a mobile operating environment. 
0061 System 200 can include an initiation application202 
configured to establish a handshake session with one or more 
other recipient applications (e.g., see FIG. 3, infra). Initiation 
application 202 can utilize one or more hashed and/or trun 
cated random number(s) to identify and/or certify a sender of 
a communication. In addition, initiation application 202 can 
communicate utilizing round-trip send and receive data 
events, enabling re-transmission for each event in case of lost 
data and/or lost identifiers. As a result, an efficient, low power 
and secure communication architecture is provided, in con 
trast to conventional architectures. 
0062 Initiation application 202 can include a secure ses 
sion module 204 configured to at least initiate a handshake 
with a recipient application (not depicted), wherein the hand 
shake includes a unique ID of the initiation application 202 
and a random number. 

0063. The random number can be utilized to identify sub 
sequent communication initiated by the recipient application. 
As described herein, the random number can be hashed and/ 
or truncated (e.g., by a hashing module 216 coupled with the 
initiation application 202) to make spoofing and like attacks 
more difficult for the secure communications. According to 
additional embodiments, the secure session module 204 can 
re-initiate the handshake if a handshake response is not 
received, or alternatively, if a number of data event requests 
are sent without receiving a data event response. Re-initiation 
of the handshake can facilitate re-establishment of a secure 
session, but re-providing a random number correlated to the 
session to the recipient application (e.g., if the recipient appli 
cation lost the random number and could not verify and/or 
respond to received events as a result). 
0064. According to additional embodiments, the secure 
session module 204 can re-initiate the handshake in several 
circumstances. First, if no data is received from a recipient 
application within a threshold period of time. Such a hand 
shake can be to refresh a communication and determine, for 
instance, is still coupled with the initiating application 202. 
Additionally, a handshake can be re-initiated ifa refresh time 
expires (e.g., as discussed Supra). Alternatively, or in addi 
tion, a handshake can be re-initiated if a command is received 
from a device user interface (e.g., if a user requests a hand 
shake to be initiated). 
0065 According to still other embodiments, secure ses 
sion module 202 can initiate a handshake termination. For 
instance, a handshake termination can occur if the random 
number received in a communication is not properly verified 
as the random number generated by the initiating application 
202, oran increment thereof (e.g., indicating a potential unau 
thorized entity attempted to compromise the secure commu 
nication). Additionally, a handshake termination can be ini 
tiated if a handshake response is not received after a 
predetermined number of handshake requests are initiated. 
Such a result can indicate that the recipient application is not 
communicatively coupled with the initiating application, for 
example. As another example, a termination can be sent if the 
initiating application determines that a communication ses 
sion is complete. 
0066. Also included within initiation application 202 is a 
verification module 206. The verification module 206 can be 
configured to receive a response to a handshake initiated by 
the secure session module 204. Such response can include a 
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response number and a second random number. The verifica 
tion module 206 can extract the response number and com 
pare it to the random number in order to determine whether 
the communication was sent by the recipient application. 
Particularly, the verification module 206 can hash and/or 
truncate the random number, as Suitable, and compare the 
result to the response number. If the results match, the 
response number can be verified as the random number. 
0067. In addition to the foregoing, initiation application 
202 can also include a communication module 208 config 
ured to send a data event request to a recipient application if 
the verification module 206 matches the response number 
with the random number (or, e.g., an appropriate increment of 
the random number identifying a particular round-trip ses 
sion). Further, the communication module 208 can re-trans 
mit the data eventifa response to the data event is not received 
from the recipient application. According to specific aspects, 
the data event request can include an increment of the second 
random number. In addition, the increment can be correlated 
with a particular round-trip communication following the 
handshake and handshake response (e.g., a first increment for 
a first round-trip data event, second increment for a second 
round-trip data event, and so on). The increment can be used 
to further protect the communication from unauthorized par 
ties. For instance, if an unauthorized program gains access to 
the random number or second random number, a data event 
containing such number will still be rejected by the initiating 
application 202 if a proper increment of the random number 
is not included with Such a data event. Because the unautho 
rized program will be less likely to have monitored the com 
munication since the handshake, it can be less likely to deci 
pher a concurrent round-trip instance and gain trust of the 
initiation application 202. 
0068. Initiation application 202 can also include a trans 
mission management module 210 configured to enable the 
communication module to send a second data event if a data 
event response from the recipient application that includes at 
least the increment of the second number is received. In other 
words, the management module 202 can prevent the commu 
nication module from sending additional data events until the 
data event response is received, in order to implement the 
round-trip communication policy discussed herein. Accord 
ingly, lost random numbers and/or data event requests can be 
initiated by the initiation application 202 to facilitate reliable 
communication for a mobile operating environment. 
0069. According to additional aspects, system 200 can 
include a transmission reliability module 218 that can inter 
face with the initiation application 202. The transmission 
reliability module 218 can be configured to determine a 
packet loss frequency and/or likelihood for a communication 
interface utilized by the initiation application 202 (e.g., oper 
ating environment/data interface 106 of FIG. 1, supra). The 
packet loss determination can be utilized by initiation appli 
cation 202 to determine an appropriate number of data event 
re-transmission and/or handshake re-transmission events if a 
response is not received. Particularly, the application (202) 
can consider a likelihood of packet loss when determining 
appropriate re-transmission; if a packet loss is high, a rela 
tively high number of re-transmissions can be established. If 
packet loss is low, a relatively low number of re-transmissions 
can be established. 

0070. In addition to the foregoing, system 200 can include 
a timing component 212 that is configured to compute an 
anticipated time between the primary and recipient applica 

Sep. 4, 2008 

tions. The anticipated time can be based at least in part on a 
time required to receive a response to the handshake initiated 
by the secure session module 204, for example. Further, if a 
response to a data event or Subsequent handshake is not 
received within the anticipated response time (e.g., optionally 
modified by a threshold period, such as a fraction or multiple 
of the response time), the communication module 208 or 
secure session module 204 can re-transmit a data event or 
handshake, respectively. 
0071. According to still other aspects, system 200 can 
include a processing buffer that enables the initiation appli 
cation 202 to buffer incoming responses and/or requests over 
a secure communication. As a result, operations concurrently 
performed by the application (202) need not be interrupted to 
process the response/request. Instead, data within the 
response/request can be copied into the processing buffer and 
addressed at a later period of time. Accordingly, synchronous 
processing can be conducted by system 200 despite receipt of 
concurrent processing requirements. 
0072 FIG. 3 illustrates a block diagram of a sample sys 
tem 300 that can respond to secure communication between 
applications executed in a mobile operating environment. 
System 300 includes a recipient application 302 that can 
receive at least a handshake request, extract and verify an ID 
of a sending application, and initiate a handshake response if 
the sending application is a trusted primary application. 
Accordingly, system 300 can engage in secure communica 
tion in a mobile operating environment. 
0073 Recipient application 302 can include at least a 
security module 304 configured to receive a handshake 
request from a primary application (not depicted, but see 202 
at FIG. 2, Supra). The handshake request can include a unique 
ID of the primary application and/or a random numbergen 
erated by the primary application. Additionally, the recipient 
application 302 can include a reference module 306 config 
ured to verify the unique ID of the primary application. For 
instance, the reference module can compare the unique ID to 
a list of trusted primary application identifiers 312. Such list 
(312) can include all unique IDs associated with applications 
that the recipient application 302 should trust and accept a 
handshake from. Thus, a primary application's unique ID can 
be verified by reference to the list 312. 
0074 Recipient application 302 also includes an interface 
module 308 configured to send a handshake response to a 
primary application if the unique ID is verified by the refer 
ence module 306, as discussed above. According to some 
embodiments, the handshake response can include the ran 
dom number or a hashed and truncated version of such num 
ber (e.g., generated by hashing module 314 as described 
herein) and/or a second random number generated by recipi 
ent application 302 to identify communication responsive to 
a request and/or response sent by the recipient application 
302. Furthermore, the interface module 308 can be config 
ured to receive, respond to and initiate a data event request 
(e.g., requesting data, performance of an instruction, and so 
on). A data event request, for instance, can include at least an 
increment of the random number, the increment identifying a 
round-trip communication and the random number identify 
ing communication pertaining to the handshake received by 
the security module 304. Likewise, a response pertaining to a 
data event request initiated by the interface module 308 (and, 
e.g., recipient application 302) can include at least the incre 
ment of the random number (e.g., included within the data 
event request) and/or the unique ID of a primary application. 
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Alternatively, or in addition, the data event response can 
include data requested by the recipient application, or results 
of an instruction, or a combination thereof or of the like. 
0075 According to additional aspects, recipient applica 
tion 302 can also include a management module 310 config 
ured to require the interface module 308 to respond to a 
previously received data event request prior to receiving addi 
tional data event requests. Consequently, management mod 
ule 310 can enforce round-trip communication policies 
between the recipient application 302 and a primary applica 
tion, as described herein. Additionally, the management mod 
ule 310 can permit the interface module 308 to respond to a 
data event request and include an increment of the second 
random number and/or an application ID of the recipient 
application 302 with Such response. The response can iden 
tify an appropriate round-trip for an initiating application and 
further can provide information of the application (302) 
byway of the application ID. Alternatively, management 
module 310 can permit interface module 308 to send a data 
event request that includes an increment of the random num 
ber (e.g., to identify the communication originates from the 
recipient application and identify an appropriate round-trip of 
the communication) in conjunction with a request for data 
and/or instructions to be executed by the primary application. 
0.076 According to one or more other aspects, manage 
ment module 310 can facilitate buffering incoming instruc 
tions in order to avoid interruption of concurrent processes at 
recipient application302. Specifically, the management mod 
ule 310 can allocate a data buffer 316 appropriate for instruc 
tions contained in a data event request can copy data included 
within the data request to the data buffer 316. Additionally, 
the management module 310 can set a process timer that is 
based at least in part on an estimated time required to com 
plete a current process. In addition to the foregoing, the man 
agement module 310 can also prevent the recipient applica 
tion 302 from processing the data included within the data 
event until expiration of the process timer. Accordingly, the 
management module 310 can facilitate synchronous execu 
tion of instructions for the recipient application 302. 
0077 According to some embodiments, the management 
module 310 can instruct the interface module 308 to ignore 
one or more data event request. For instance, if a random 
number or increment thereof is not a match for an appropriate 
round-trip communication, integrity of the communication 
can be suspect. As a result, the management module 310 can 
require a new handshake, having a verifiable trusted unique 
ID, be initiated before any response is given to Such commu 
nication. 

0078. According to additional embodiments, the manage 
ment module 310 is further configured to receive a handshake 
re-initiation message that includes, for instance, a new ran 
dom number and either the unique ID or a second unique ID. 
The management module 310 can store the new random 
number into a temporary buffer (316) until the unique ID/sec 
ond unique ID is verified. If the ID is verified as a trusted 
application, the handshake can be approved, in which case the 
new random number can replace a previous random number 
sent by a primary application. If the ID cannot be verified, the 
handshake can be disapproved, and the new random number 
can be deleted from the temporary buffer (316). Accordingly, 
management module 310 can process a newly initiated hand 
shake without losing verified parameters of a prior hand 
shake. 
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0079 According to further aspects, if no response to a data 
event request sent by the interface module 308 is received, the 
interface module 308 can re-send the request a configurable 
number of times (e.g., dependent upon determined packet 
loss, and so on). 
0080. If no response is received after a predetermined 
number of re-sent requests, the management module can pre 
vent the interface module 308 from sending further requests 
until a Subsequent handshake is received (e.g., that includes a 
Verifiable primary application class ID). Accordingly, man 
agement module 310 can also restrict processing resources 
spent on attempting to elicit a response from a non-respond 
ing primary application to facilitate more efficient yet reliable 
data exchange for applications in a mobile operating environ 
ment. 

I0081 FIG. 4 illustrates an example mobile device 400 that 
can execute mobile applications and provide secure and low 
power transmission between the applications. Particularly, 
mobile device 400 can provide a commonplatform (408, 410. 
412) facilitating communication between mobile applica 
tions (414, 416), and/or can provide a platform for a first 
application (414, 416) to wirelessly interface with a remote 
device (not depicted, but see FIG. 5, infra) containing a sec 
ond application (414, 416), where an intervening radio net 
work, core mobile network and/or IP network, or the like, 
provides a communication interface between the remote 
devices (400, 504a, 504b). Accordingly, system 400 can pro 
vide secure communication between mobile applications 
coupled by a processing and communication architecture 
(e.g., processor 408, memory 410, communication policies 
412, and suitable bus structures) of a single device (400) or 
of remote, networked devices (400, 504a, 504b). 
0082 Mobile device 400 includes at least one antenna 402 
(e.g., a transmission receiver or group of such receivers com 
prising an input interface) that receives a signal (e.g., pertain 
ing to mobile application data transfer, a handshake, hand 
shake response, data event, data event response, handshake 
termination, and so on) and a receiver 404, which performs 
typical actions (e.g., filters, amplifies, down-converts, etc.) on 
the received signal. Specifically, antenna 402 can receive a 
response to a handshake request, data event request, or the 
like as described herein (e.g., including a random number 
generated by at least one application executed at mobile 
device 400, random number generated by a corresponding 
application, response to a data event, etc.). 
I0083 Antenna 402 and receiver 404 can also be coupled 
with a demodulator 406 that can demodulate received sym 
bols and provide them to a processor 408 for evaluation. 
Processor 408 can analyze information received by antenna 
902 or a user input interface of the mobile device (not 
depicted), and/or generate information for transmission by a 
transmitter 420. Additionally, processor 408 can control and/ 
or reference one or more components (406, 412, 414, 416, 
418) of the mobile device 400. Additionally, processor 408 
can execute one or more modules, applications, or the like 
(412, 414, 416) that provide secure inter-application data 
transfer for mobile applications, as described herein. 
I0084 Mobile device 400 can additionally include memory 
410 that is operatively coupled to processor 408 and that can 
store data to be transmitted, received, and the like. Memory 
410 can store information related to communication policies 
412 for conducting secure communication between mobile 
applications (414, 416) resident on mobile device 400 and/or 
distributed across a remote interface (e.g., see FIG. 5, infra). 
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Particularly, rules for generating, incrementing, hashing and/ 
or truncating a random number(s) and transmitting Such num 
ber(s) to target applications (414, 416) for identification and 
security purposes, as well as rules for conducting round-trip 
communication, re-sending un-acknowledged communica 
tion, initiating and re-initiating handshakes, or the like as 
described herein, can be included within the communication 
policies 412. Further, memory 410 can include a primary 
application 414, configured at least to initiate a handshake 
request (e.g., incorporating some or all modules depicted at 
FIG. 2, supra) with additional applications (416) and/or a 
second application 416 configured to receive handshake 
requests and verify whether the primary application 414 is a 
trusted application (e.g., incorporating some or all modules 
depicted at FIG. 3, supra), as described herein. 
0085. It will be appreciated that the data store (e.g., 
memory 1408) described herein can be either volatile 
memory or nonvolatile memory, or can include both volatile 
and nonvolatile memory. By way of illustration, and not limi 
tation, nonvolatile memory can include read only memory 
(ROM), programmable ROM (PROM), electrically program 
mable ROM (EPROM), electrically erasable PROM (EE 
PROM), or flash memory. Volatile memory can include ran 
dom access memory (RAM), which acts as external cache 
memory. By way of illustration and not limitation, RAM is 
available in many forms such as synchronous RAM (SRAM), 
dynamic RAM (DRAM), synchronous DRAM (SDRAM), 
double data rate SDRAM (DDR SDRAM), enhanced 
SDRAM (ESDRAM), Synchlink DRAM (SLDRAM), and 
direct Rambus RAM (DRRAM). The memory 1408 of the 
Subject systems and methods is intended to comprise, without 
being limited to, these and any other Suitable types of 
memory. 

I0086 Mobile device 400 still further comprises a modu 
lator 418, and a transmitter 420 that transmits generated sig 
nals (e.g., by processor 408 and modulator 418) to, for 
instance, a base station, an access point, another access ter 
minal, a remote agent, etc. Although depicted as being sepa 
rate from the processor 408, it is to be appreciated that pri 
mary application 414 and/or second application 416 can be 
part of processor 408 or a number of processors (not shown). 
I0087 FIG. 5 depicts a sample network 500 for providing 
secure communication for mobile applications (not depicted, 
but see 414 and 416 of FIG. 4, supra) operating on remote 
devices (504a, 504b) according to some aspects. System 500 
can comprise one or more base stations 502 in one or more 
sectors that receive, transmit, repeat, etc., wireless commu 
nication signals to each other and/or to one or more mobile 
devices (504a, 504b). As illustrated, each base station502 can 
provide communication coverage for a particular geographic 
area, illustrated as three geographic areas, labeled 506a, 
506b, 506c and 506d. Each base station 502 can comprise a 
transmitter chain and a receiver chain, each of which can in 
turn comprise a plurality of components associated with Sig 
nal transmission and reception (e.g., processors, modulators, 
multiplexers, demodulators, demultiplexers, antennas, and so 
forth, as depicted at FIG. 6, infra), as will be appreciated by 
one skilled in the art. Mobile devices 504 may be, for 
example, cellular phones, Smart phones, laptops, handheld 
communication devices, handheld computing devices, satel 
lite radios, global positioning systems, PDAs, and/or any 
other Suitable device for communicating over wireless net 
work 500. System 500 can be employed in conjunction with 
various aspects described herein in order to facilitate secure 
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communication between mobile applications operating on 
remote devices (e.g., mobile device 504a, 504b, or operating 
components of the network 500, such as depicted at FIG. 6, 
infra). 
I0088 According to one or more specific aspects, base 
stations 502 are generally fixed stations that communicate 
with mobile devices 504a, 504b and can be called access 
points, Node Bs, or some other terminology. Mobile devices 
504a, 504b are typically dispersed throughout the system 
500, and each (504a, 504b) can be a fixed, mobile or semi 
mobile (e.g., laptop) device. A mobile device can communi 
cate with Zero, one, or multiple base stations 502 on a down 
link (e.g., data transmitted from a base station 502 to the 
device 504a, 504b) and uplink (e.g., data transmitted from the 
mobile device 504a, 504b to a base station 502) at any given 
moment. For a centralized architecture, a system controller 
(e.g., radio network controller RNC, or the like, not 
depicted) can couple to base stations 502 and provide coor 
dination and control for communication, protocols, diagnos 
tic gathering, or like operations associated with base stations 
502. For a distributed architecture, base stations 502 can 
inter-communicate as needed. 

I0089 FIG. 6 illustrates an example system 600 including 
a base station 602 that can facilitate and/or participate in 
secure remote communication for mobile applications 
according to other aspects. System 600 comprises a base 
station 602 (e.g., access point, . . . ) with a receiver 610 that 
receives signal(s) from one or more mobile devices 604 
through a plurality of receive antennas 606, and a transmitter 
622 that transmits to the one or more mobile devices 604 
through a transmit antenna 608. Receiver 610 can receive 
information from receive antennas 606 and can further com 
prise a signal recipient (not shown) that receives feedback 
data related to an un-received or indecipherable data packet. 
Additionally, receiver 610 is operatively associated with a 
demodulator 612 that demodulates received information. A 
processor 614 can analyze demodulated symbols provided by 
demodulator 612. The processor 614 further couples to a 
memory 616 that can store an application 618 that facilitates 
and/or participates in secure remote communication as 
described herein. 

0090. For instance, application 618 can be a primary appli 
cation configured to initiate a handshake and send data event 
requests (e.g., related to diagnostic information, data analy 
sis, and so on) to a recipient application operating on a mobile 
device 604 (e.g., application 618 can incorporate some or all 
of the modules depicted at FIG. 2, supra, in conjunction with 
initiating a secure mobile application handshake and partici 
pating in secure communication). Alternatively, application 
618 can be a secondary application that can receive a hand 
shake request and authenticate an initiating primary applica 
tion as described herein (e.g., application 618 can incorporate 
Some or all modules depicted at FIG. 3, Supra, in conjunction 
with receiving and responding to a handshake and participat 
ing in Secure communication). Application 618 can further 
include rules for generating and/or verifying random num 
bers that identify the application 618 to a corresponding 
application on the mobile device 604 or vice versa, or an 
increment of Such random number(s) identifying a particular 
round-trip communication. Further, the rules can specify 
policies for re-transmitting un-acknowledged transmissions, 
re-initiating handshake requests and/or responses, and termi 
nating a handshake, as described herein. Consequently, appli 
cation 618 can engage in secure mobile communication with 



US 2008/0215883 A1 

one or more applications resident upon mobile devices 604, 
and/or any other suitable activity related to performing the 
various actions and functions set forth herein. 
0091. It is to be understood that the embodiments 
described herein can be implemented in hardware, software, 
firmware, middleware, microcode, or any combination 
thereof. For a hardware implementation, the processing units 
can be implemented within one or more application specific 
integrated circuits (ASICs), digital signal processors (DSPs), 
digital signal processing devices (DSPDs), programmable 
logic devices (PLDs), field programmable gate arrays (FP 
GAS), processors, controllers, micro-controllers, micropro 
cessors, other electronic units designed to perform the func 
tions described herein, or a combination thereof. 
0092. When the embodiments are implemented in soft 
ware, firmware, middleware or microcode, program code or 
code segments, they can be stored in a machine-readable 
medium, Such as a storage component. A code segment can 
represent a procedure, a function, a Subprogram, a program, a 
routine, a Subroutine, a module, a Software package, a class, 
or any combination of instructions, data structures, or pro 
gram statements. A code segment can be coupled to another 
code segment or a hardware circuit by passing and/or receiv 
ing information, data, arguments, parameters, or memory 
contents. Information, arguments, parameters, data, etc. can 
be passed, forwarded, or transmitted using any Suitable means 
including memory sharing, message passing, token passing. 
network transmission, etc. 
0093. For a software implementation, the techniques 
described herein can be implemented with modules (e.g., 
procedures, functions, and so on) that perform the functions 
described herein. The software codes can be stored in 
memory units and executed by processors. The memory unit 
can be implemented within the processor or external to the 
processor, in which case it can be communicatively coupled 
to the processor via various means as is known in the art. 
0094) Referring to FIGS. 7-12, methodologies relating to 
providing secure communication for applications operating 
at least in part in a mobile operating environment are 
depicted. While, for purposes of simplicity of explanation, 
the methodologies are shown and described as a series of acts, 
it is to be understood and appreciated that the methodologies 
are not limited by the order of acts. For example, in accor 
dance with one or more aspects, some acts can occur in 
different orders and/or concurrently with other acts from that 
shown and described herein. In addition, those skilled in the 
art will understand and appreciate that a methodology could 
alternatively be represented as a series of interrelated states or 
events, such as in a state diagram. Moreover, not all illustrated 
acts are necessarily required to implement a methodology in 
accordance with one or more aspects. 
0095 Referring to FIG.7, an example methodology 700 is 
depicted for initiating secure communication between mobile 
applications in a mobile operating environment. 
0096 Method 700, at 702, can initiate a handshake with a 
mobile application that includes a unique identifier of a pri 
mary mobile application and a random number generated for 
the handshake. The primary application can be configured to 
communicate via a mobile operating system (e.g., BREW 
operating or the like) with the mobile application, utilizing a 
message passing architecture, or shared memory, or a Suitable 
combination thereof or of like data transfer platforms. The 
unique identifier specified in the handshake can be utilized to 
identify the primary application as a trusted application. The 
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random number, on the other hand, can be utilized by the 
mobile application to identify itself to the primary applica 
tion. Consequently, communication received at the primary 
application that contains the random number (and/or, e.g., an 
appropriate increment thereof) can be associated with the 
mobile application. As a corollary to the foregoing, if a com 
munication received at the primary application does not 
include the random number (and/or, e.g., an appropriate 
increment thereof), the communication can be assumed un 
associated with the handshake and therefore not secure. 

0097. At 704, method 700 can receive a handshake 
response. In particular, the handshake response can include a 
first number and a second random number generated by the 
mobile application. As a specific example, the primary appli 
cation can include the second random number (and/or, e.g., an 
appropriate increment thereof) in a data event transmitted to 
the mobile application. The second random number can iden 
tify/certify the primary application as the trusted application 
that initiated the secure handshake session with the mobile 
application. 
(0098. At 706, method 700 can verify whether the first 
number received with the handshake response at reference 
number 704 is the random number or an appropriate incre 
ment thereof. For instance, the first number can be compared 
with the random number to see if they are equivalent. Alter 
natively, if the first number is a hash (e.g., SHA-1, SHA-2, 
and so on) and/or truncation (e.g., 32-bit to 16-bit, or the like) 
of the random number, the random number can be hashed, 
truncated, and compared with the first number. If the first 
number and random number (or, e.g., a hash and/or truncation 
thereof) match, the primary application can authenticate the 
handshake response as originating from the mobile applica 
tion, and can store the second random number for Subsequent 
data event requests associated with the handshake. If the first 
number and random number do not match, the second random 
number can be discarded. 

0099. At 708, method 700 can send a date event to the 
mobile application. The data event can include the second 
random number or an increment thereof (e.g., to identify the 
primary application with the mobile application and/or a par 
ticular round-trip communication of the handshake session) 
to identify/certify the primary application. Further, the data 
event can include a block of data (and, e.g., an address pointer 
identifying a size of the block of data, an address pointer 
identifying a location of the block of data in shared memory, 
and so on) that can request additional data from the mobile 
application, request an instruction(s) be performed and result 
provided in response, or the like. Accordingly, the Secure 
communication described by method 700 can be utilized to 
obtain data and/or control/configure other applications in a 
secure environment. 

0100. At 710, a second data event associated with the 
handshake session, initiated at reference number 702 and 
associated with the random number and/or its increments, can 
be delayed until a response to the data event is received. 
Accordingly, method 700 can implement round-trip commu 
nication between one or more mobile applications. Specifi 
cally, round-trip communication(s) can include one or more 
initiated events and received responses to Such events, 
wherein each event/response pair is according an incre 
mented random number identifying the round-trip communi 
cation(s). Consequently, synchronous communication can be 
provided involving relatively low power consumption (e.g., 
utilizing a hash function for encryption as opposed to math 
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ematically intensive encryption/decryption schemes) for a 
mobile operating environment. 
0101 FIG. 8 illustrates a sample methodology 800 for 
re-sending data events to complete round-trip communica 
tion according to one aspect. Method 800, at 802, can estab 
lish a secure communication handshake between two appli 
cations, at least one of which is a mobile application. The 
handshake and a response thereof can include at least one 
generated random number to identify an initiator of Subse 
quent data requests. Further, the random numbers can be 
encoded utilizing hash functions and/or truncations thereof in 
order to conserve mobile processing power. Accordingly, 
method 800 can provide efficient and secure inter-application 
data transfer. 
0102) According to additional aspects, method 800 can 
also improve transmission reliability between such applica 
tions. For instance, at 804, method 800 can send a data event. 
The data event can include a random number (or, e.g., an 
appropriate increment thereof) identifying an initiating 
mobile application to a recipient mobile application. Further, 
the data event can include an operation (e.g., data transfer, 
diagnostic operation, analysis, etc.) request for the recipient 
application. At 806, a determination is made as to whether a 
response to the data event is received. Specifically, the deter 
mination can employ a response timer based at least in part on 
a determined and/or anticipated round-trip response time 
(e.g., measured during the handshake session) between the 
applications, and optionally including an additional fraction 
and/or multiplier of such response time. As a particular 
example, if the response is not received prior to expiration of 
a particular response timer, method 800 can proceed to ref 
erence number 808. If the response to the data event is 
received prior to expiration of the response timer, method 800 
can proceed to 810 where the handshake communication is 
continued. 

(0103 At reference number 808, method 800 can re-send 
the data event a configurable number of times (e.g., related to 
a determined and/or anticipated likelihood of data packet loss 
between applications) at least until a data event response is 
received. At 812, method 800 can make another determina 
tion as to whether a data event response is received as a result 
of the (configurable) number of re-sent requests. If the data 
event response is received, method 800 can proceed to 810 
where communication is continued. If an appropriate 
response is not received, method 800 can proceed to reference 
number 814. 

0104. At 814, method 800 can re-initiate a handshake a 
configurable number of times, at least until a handshake 
response is received. As an example, ifa recipient application 
lost a random number (or, e.g., memory storing the random 
number became corrupted) identifying a handshake session, 
the recipient application may be unable to authenticate the 
data events transmitted at reference numbers 804 and 808. 
Accordingly, as described herein, the recipient application 
could ignore Such requests. By initiating a handshake at ref 
erence number 814, the random number or a new random 
number, along with a unique identifier of a primary applica 
tion, can be re-submitted to the recipient application. As a 
result, a handshake can be refreshed or begun anew, respec 
tively. 
0105. At reference number 816, method 800 can deter 
mine whether a response to the handshake is received. If so, 
method 800 can proceed to 810 where communication is 
continued (e.g., the data event or a Subsequent data event is 
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retransmitted/transmitted). If not, method 800 can proceed to 
818 where a handshake termination can be sent. At 818, it can 
be assumed that a recipient application is no longer commu 
nicatively coupled with the sending application, or the recipi 
ent has become compromised by a malicious program, or 
communication policies corrupted, and so on. The handshake 
termination can include erasing all data associated with the 
handshake, such as random numbers, IDs of the primary 
and/or recipient applications, data involved in the communi 
cation, and the like. As described, method 800 can provide for 
reliable synchronous communication by re-sending lost/un 
authenticated data requests prior to initiating further data 
requests. Consequently, errors in transmission can be cor 
rected immediately, and redundant re-transmission (e.g., as 
exhibited in secure TCPIP communication) can be avoided. 
0106 FIG. 9 depicts an example methodology 900 for 
incrementing round-trip communication in a secure commu 
nication between mobile applications. At 902, method 900 
can send a handshake initiation including at least a random 
number. The random number can be utilized by a recipient 
application to securely identify communication as originat 
ing from Such recipient (e.g., because the random number was 
sent only to the recipient application). The handshake can 
further include a unique ID of an initiating application, as 
described herein. 

0107 At 904, a response to the handshake can be received. 
At 906, a determination can be made as to whether the 
response includes the random number or an appropriate ver 
sion thereof (e.g., a hashed and/or truncated version). If not, 
method 900 can proceed to 910 where a handshake termina 
tion is sent, and optionally all data related to the handshake 
session, including the random number, received numbers, 
data transmitted, and so on, can be deleted. If an appropriate 
number is included within the response received at reference 
number 904, method 900 can proceed to 908 where the 
received random number can be incremented and incorpo 
rated within a data event sent to the recipient application. The 
incremented random number can identify a concurrent round 
trip communication session, as described herein. 
0108. At 912, a determination is made as to whether a 
response to the data event, if received, includes an appropriate 
increment of the random number. If not, method 900 proceeds 
to 910 where a handshake termination can be initiated. Par 
ticularly, it can be assumed that if an improper increment is 
received, the data event response was sent by an unauthorized 
application (e.g., the random number was compromised) or 
the secure communication policies of the recipient applica 
tion have become corrupt, or the like. If, at reference number 
912, an appropriate increment to the random number is 
received, method 900 can proceed to 914 where an additional 
increment to the random number is included within a subse 
quent data event. At 916, another determination can be made 
as to whether a response to the Subsequent data event, if 
received, includes an appropriate additional increment of the 
random number. If so, method 900 can proceed to 918 where 
communication is continued in the fashion described by 
method 900 and/or as described elsewhere herein. If an 
appropriate increment is not determined at 916, method 900 
can proceed to 910 where a handshake termination, described 
above, can be initiated. As described, method 900 can provide 
round-by-round analysis of incremented random numbers 
identifying a handshake session as well as an appropriate data 
event round-trip to secure communication between mobile 
applications. 
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0109 FIG. 10 illustrates a sample methodology 1000 for 
responding to secure communication between mobile appli 
cations in a mobile operating environment. At 1002, a hand 
shake request can be received. The handshake request can 
include a unique identifier of an initiating application and/or 
a random number identifying the handshake, as described 
herein. At 1004, the unique identifier, if received, can be 
referenced against a list of trusted primary application IDs. If 
a match between a received unique identifier is found, method 
900 can proceed to 1006. If not, method 900 can terminate 
(not depicted). At 1006, a response to the handshake can be 
sent if the unique ID is verified against the list of trusted 
applications. At 1008, a data event request can be received. 
The data event request can include, for instance, a second 
random number included within the handshake response to 
identify Subsequent incoming communication associated 
with the handshake session (e.g., where Such session is estab 
lished by the handshake request received at reference number 
1002 and handshake response sent at reference number 
1006). At 1010, receipt of an additional data event request can 
be delayed at least until the data event request is responded to 
(e.g., a response to the data event request is sent prior to 
receiving additional data event requests). Accordingly, 
method 1000 can impose round-trip communication policies 
for secure communication, incorporating random numbers 
generated by initiating and recipient applications. Addition 
ally, such random numbers can be hashed and truncated to 
provide additional Security with low processing requirements 
and power cost. Therefore, method 1000 provides a mecha 
nism to respond and participate to secure inter-application 
communication particularly beneficial for a mobile operating 
environment. 

0110 FIG. 11 depicts an example methodology 1100 for 
buffering Subsequent data event requests until an initial 
request and round-trip communication are complete for 
secure inter-application data transfer. At 1102, a secure 
mobile application handshake can be established as described 
herein. At 1104, a data event request can be received. Further, 
at 1106, a data buffer can be allocated for storing data 
included within and/or specified by the data event request. For 
instance, such request can include instructions, configuration 
parameters, data to be analyzed, mobile communication diag 
nostics (e.g., QoS functions) to be performed, and so on. At 
1108, data included within the data event request received at 
reference number 1104 can be copied into the data buffer 
allocated at reference number 1106. At 1110, a process timer 
can be set. For example, the process timer can indicate an 
expected time of completion for any concurrent processing 
being performed at a recipient application. The process time 
can enable delay of processing data received in the data event 
request until concurrent processes are complete. At 1112, 
method 1100 can refrain from processing (and, e.g., receiv 
ing, where reception includes processing) the data received 
within the data event request at least until expiration of the 
process timer. Accordingly, prior instructions received by the 
application can be completed and responded to before a cur 
rent instruction is processed (e.g., received, where reception 
includes processing). Method 1100 provides a mechanism to 
facilitate round-trip communication in a synchronous envi 
ronment, by buffering Subsequent instructions, requests, etc., 
until prior processes can be complete. 
0111 FIG. 12 illustrates an example methodology 1200 
for receiving a re-initiated handshake in secure communica 
tion between mobile applications. At 1202, a secure mobile 
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application handshake including at least one random number 
identifying parties to the communication (and, e.g., capable 
of identifying a Subsequent round-trip communication) can 
be established, as described herein. Additionally, the hand 
shake can also include a unique ID of a primary application 
that can identify Such application as a trusted entity. At 1204. 
a handshake re-initiation can be received that includes a new 
random number and the unique ID or a new unique ID. At 
1206, the new random number can be stored in a temporary 
buffer until the new random number is verified. Such verifi 
cation can include receiving a data established by an applica 
tion receiving the handshake re-initiation, or by receiving an 
acknowledgement response (ACK) for Successfully sent data 
that includes the new random number. Accordingly, the appli 
cation receiving the handshake re-initiation can attempt to 
filter legitimate data from malicious or un-authorized data 
from a malicious and/or un-authorized source. 

0112 At 1208, the new unique ID can be verified, as 
described herein. For instance, the new unique ID can be 
reference with respect to a list of trusted primary application 
unique IDs. If a match is found, the new unique ID can then 
identify a particular trusted primary application. If a match is 
not found, the new unique ID can be assumed to be associated 
with an un-authorized application(s). At 1210, a determina 
tion is made as to whether the new unique ID is verified, as 
described above. If not, method 1200 proceeds to 1214 where 
the new random number is deleted and no handshake 
response is sent. If the new unique ID is verified, method 1200 
can proceed to 1212 where the random number can be 
replaced with the new random number to identify subsequent 
communication between applications. As described, method 
1200 provides a mechanism whereby a handshake can be 
Verified prior to storing a new random number and unique ID. 
and releasing and/or erasing a prior random number and/or 
unique ID. As a result, spoofing attacks that attempt to inter 
rupt secure communication by replacing a random number 
with a false random number can be mitigated. 
0113 FIG. 13 provides a flowchart of an example meth 
odology 1300 for terminating a handshake according to 
aspects of the subject disclosure. At 1302, method 1300 can 
establish a secure mobile app handshake that includes at least 
a first random number and/or a unique ID of an initiating 
application. The first random number can identify that a hand 
shake ACK received by the initiating application is from a 
target of the handshake. Further, the unique ID can indicate to 
the target that the initiating application is authorized to send 
a handshake to Such target. 
0114. At 1304, a handshake ACK can be received that 
includes at least the first random number and/or a second 
random number. The first random number can be received in 
the same form as it was sent, or in an encrypted form, or a 
hashed form, or the like, as described herein. A comparison of 
the received first number (or a suitable hashed or encrypted 
version thereof) with the first random number can identify 
that the ACK is legitimate. If the ACK is not legitimate, a 
handshake re-initiation can be sent, and/or communication 
can be ended as described herein. 

0.115. At 1306, a termination event can be initiated that 
includes at least the unique ID and a version of the second 
random number. The version can be, for instance, an incre 
ment of the second random number. The version can also be 
a hashed or encrypted form of such number, or the like. At 
1308 an ACK timer can be set to establisha return trip time for 
anACKof the termination event. The ACK timer can be based 
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on a round-trip time associated with the secure mobile app 
handshake and the handshake ACK, for instance. At 1310, a 
termination ACK is received. The termination ACK can 
include at least the second random number, or a suitable 
version thereof, or an application ID of the target application, 
or both. 

0116. At 1312, a determination is made as to whether the 
ACK timer is satisfied. 
0117 Specifically, whether the termination ACK is 
received within a timeframe set by the ACK timer. If not, 
method 1300 proceeds to 1314 where the handshake is exited 
and further communication is ignored untila Successful hand 
shake as conducted, for instance as described at reference 
number 1302. Exiting the handshake can include refraining 
data event transmissions for the handshake, Zeroing all ran 
dom numbers generated under the handshake, and/or releas 
ing specific data pertaining to applications involved in the 
handshake. 
0118. If the timer is satisfied at reference number 1312, 
method 1300 proceeds to 1316 where the termination event 
continues. At 1318, a determination is made as to whether the 
version of the second random number received with the ter 
mination ACK at reference number 1310 is correctly 
repeated, incremented, hashed, or encrypted, or a suitable 
combination thereof. If the second random number received 
with the termination ACK is appropriate, method 1300 can 
proceed to 1320 where the ACK timer is cancelled and hand 
shake termination completed. Completion of handshake ter 
mination can include Zeroing out numbers generated for the 
handshake and releasing data pertaining to applications 
involved in the handshake. If the second random number is 
determined not appropriate at reference number 1318, 
method 1300 can proceed instead to 1322 where the hand 
shake is exited, as described at reference number 1314. 
0119 FIGS. 14 and 15 provide block diagrams of sample 
systems (1400, 1400) in accordance with particular aspects of 
the claimed subject matter. Specifically, system 1400 can 
provide for initiating and participating in secure inter-appli 
cation communication in a mobile operating environment. 
For instance, system 1400 can include a module for initiating 
a handshake 1402. Specifically, the module 1402 can initiate 
a handshake with a mobile application that includes a unique 
identifier of a primary mobile application and a random num 
ber generated for the handshake. Further, system 1400 can 
include a module for receiving a response 1404. The module 
1404 can specifically receive a response to the handshake 
initiated by the module 1402, wherein the response includes 
a first number and a second number. The second number can, 
for example, be randomly generated by the mobile applica 
tion (e.g., a determined target of the handshake) and can be 
utilized to sign and/or certify requests sent to the mobile 
application from the primary application. 
0120 In addition to the foregoing, system 1400 can 
include a module for verifying data 1406. The module 1406 
can verify whether the first number received as part of the 
handshake response is the random number (or, e.g., a hashed 
and/or truncated version thereof, or an increment thereof, or 
both) generated for the handshake. Also included is a module 
for sending a data event 1408. The module 1408 can initiate 
and send a data event to the mobile application that includes 
an increment of the second random number (e.g., generated 
by the mobile application) if the first number is verified as the 
random number by module 1406. Moreover, system 1400 can 
also include a module for delaying a second data event 1410. 
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The module 1410 can delay processing and/or transmission 
of a second data event by system 1400 at least until a data 
event response is received from the mobile application that 
includes at least the increment of the second random number. 
As a result, system 1400 can enforce round-trip synchronous 
communication policies in a secure communication environ 
ment, that incorporates at least randomly generated numbers 
to identify and/or certify inter-application data requests. 
I0121. In addition to the foregoing, system 1500 can 
include a module for receiving a handshake request 1502. 
Particularly, the module 1502 can receive a handshake 
request from a primary application that includes at least a 
unique ID of the primary application or a random number 
generated by the primary application, or both. Additionally, 
system 1500 can include a module for referencing an ID 1504 
that can reference a received unique ID, if any, againstalist of 
trusted primary application identifiers. Such a reference can 
be utilized to distinguish trusted applications from un-autho 
rized or un-trusted applications. Furthermore, system 1500 
can include a module for sending a handshake response 1506. 
The module 1506 can send a handshake response to the pri 
mary application if the unique ID matches a unique ID of the 
list of trusted primary application identifiers, as determined 
by the module 1504. In addition to the foregoing, system 1500 
can also include a module for receiving a data event request 
1508, and a module for delaying receipt of such request (e.g., 
where receipt can include Some form of data processing on 
received data aside from buffering and/or setting a process 
timeras described herein). Specifically, the module 1510 can 
delay receipt of additional data requests until a response to the 
data event request is initiated by system 1500. Accordingly, 
round-trip policies can be enforced, also enabling re-trans 
mission of lost requests and/or re-initiation of handshake 
events in data transfer between mobile applications. As a 
result, an efficient data transfer architecture can be provided 
for synchronous communication in a packet loss environment 
where data is not lost or useless as a result of one or more lost 
packets. 
I0122) What has been described above includes examples 
of one or more aspects. It is, of course, not possible to describe 
every conceivable combination of components or methodolo 
gies for purposes of describing the aforementioned aspects, 
but one of ordinary skill in the art may recognize that many 
further combinations and permutations of various aspects are 
possible. Accordingly, the described aspects are intended to 
embrace all such alterations, modifications and variations that 
fall within the scope of the appended claims. Furthermore, to 
the extent that the term “includes” is used in either the 
detailed description or the claims, such term is intended to be 
inclusive in a manner similar to the term "comprising as 
“comprising is interpreted when employed as a transitional 
word in a claim. 

1. A method for providing transmission of data between 
applications in a mobile operating environment, comprising: 

initiating a handshake with a mobile application that 
includes a unique identifier of a primary mobile appli 
cation and a random number generated for the hand 
shake; 

receiving and Verifying a response to the handshake, the 
response includes at least a second number, 

sending a data event to the mobile application that includes 
the second number or a version of the second number, if 
the response to the handshake is verified; and 
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freezing execution of the primary application until a data 
event response from the mobile application is received, 
the data event response includes at least the second num 
ber or the version of the second number. 

2. The method of claim 1, further comprising re-transmit 
ting the data event if the data event response is not received 
from the mobile application. 

3. The method of claim 1, further comprising executing a 
configurable number of data event re-transmissions until the 
data event response is received. 

4. The method of claim 3, further comprising determining 
a packet loss frequency or likelihood in an interface between 
the mobile application and the primary mobile application to 
establish the configurable number of data event re-transmis 
sions. 

5. The method of claim 3, further comprising re-initiating 
the handshake if the data event response is not received after 
the configurable number of data event re-transmissions are 
executed. 

6. The method of claim 1, further comprising re-initiating 
the handshake if the response to the handshake or the data 
event response is not received from the mobile application 
within a threshold period. 

7. The method of claim 1, further comprising at least one 
of: 

employing a hash function to transform the random num 
ber or to generate the version of the second number; 

truncating the random number or the second number to 
enable transmission of larger numbers than an applica 
tion interface can otherwise accommodate; 

incrementing the second number to generate the version of 
the second number; or 

encrypting the second number to generate the version of 
the second number. 

8. The method of claim 1, further comprising initiating a 
handshake termination if the first number is not verified as the 
random number. 

9. The method of claim 1, further comprising employing a 
single mobile device to execute and communicatively couple 
the mobile application and the primary mobile application. 

10. The method of claim 1, further comprising employing 
a first device to store and execute the primary mobile appli 
cation and a second device, remotely located from the first 
device, to store and execute the mobile application, wherein 
the first and second devices are communicatively coupled by 
a wired or wireless network, or both. 

11. The method of claim 1, further comprising: 
computing an anticipated response time from the time 

required between initiating the handshake and receiving 
the response to the handshake; and if the data event 
response is not received within the anticipated response 
time, at least one of 

terminating communication with the mobile application 
until a Subsequent handshake is initiated and Verified; or 

re-transmitting the data event. 
12. An apparatus for providing transmission of data 

between applications in a mobile operating environment, 
comprising: 

a secure session module configured to initiate a handshake 
with a recipient application, wherein the handshake 
includes a unique ID of a primary application and a 
random number; 
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a verification module configured to receive and verify a 
response to the handshake, the response includes at least 
a second number, 

a communication module configured to send a data event to 
the recipient application that includes the second num 
ber or a version of the second number, if the response to 
the handshake is verified; and 

a transmission management module configured to freeze 
execution of the primary application until a data event 
response from the mobile application is received, the 
data event response includes at least the second number 
or the version of the second number. 

13. The apparatus of claim 12, wherein the communication 
module re-transmits the data event if the data event response 
is not received from the recipient application. 

14. The apparatus of claim 12, further comprising a trans 
mission reliability module configured to determine a packet 
loss likelihood or frequency between the primary application 
and the recipient application and to establish a number of 
re-transmissions for unacknowledged data events based on 
the determined packet loss. 

15. The apparatus of claim 14, wherein the secure session 
module re-initiates the handshake if the data event response is 
not received after the number of re-transmissions are 
executed. 

16. The apparatus of claim 12, wherein the secure session 
module re-initiates the handshake if at least one of: 

the response to the handshake or the data event response is 
not received from the mobile application within a thresh 
old period; 

a handshake refresh time expires; or 
a handshake initiation command is received from a device 

user interface. 
17. The apparatus of claim 12, further comprising a hash 

ing module configured to at least one of: 
hash, truncate, encrypt, or increment, or a combination 

thereof, the random number; or 
hash, truncate, encrypt or increment, or a combination 

thereof, the second number to generate the version of the 
second number. 

18. The apparatus of claim 12, wherein the secure session 
module is configured to initiate a handshake termination if at 
least one of: 

the first number is not verified as the random number; 
a handshake response is not received to a predetermined 
number of handshakes; or 

a communication session is complete. 
19. The apparatus of claim 12, wherein a single mobile 

device executes and communicatively couples the mobile 
application and the primary mobile application. 

20. The apparatus of claim 12, wherein a first and a second 
remote processing device communicatively coupled via a 
wired or wireless network, at least one of which is a mobile 
device, execute the recipient application and the primary 
application, respectively. 

21. The apparatus of claim 12, further comprising a timing 
component configured to compute an anticipated response 
time between the primary and recipient applications based at 
least in part on a time between receiving and initiating the 
handshake, wherein the communication module re-transmits 
the data event if the data event response is not received within 
the anticipated response time. 

22. The apparatus of claim 12, further comprising a pro 
cessing buffer configured to enable the primary application to 
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receive and buffer a data event response or a handshake 
response without interrupting other operations of the primary 
application. 

23. At least one processor that provides transmission of 
data between applications in a mobile operating environment, 
comprising: 

a first module that initiates a handshake with a mobile 
application that includes a unique identifier of a primary 
mobile application and a random number generated for 
the handshake; 

a second module that receives and verifies a response to the 
handshake, the response includes at least a second num 
ber; 

a third module that sends a data event to the mobile appli 
cation that includes the second number or a version of 
the second number, if the response to the handshake is 
verified; and 

a fourth module that freezes execution of the primary 
mobile application until a data event response is received 
that includes at least the increment of the second num 
ber. 

24. An apparatus that provides transmission of data 
between applications in a mobile operating environment, 
comprising: 

means for initiating a handshake with a mobile application 
that includes a unique identifier of a primary mobile 
application and a random number generated for the 
handshake; 

means for receiving and Verifying a response to the hand 
shake, the response includes at least a second number; 

means for sending a data event to the mobile application 
that includes the second number or a version of the 
second number, if the response to the handshake is veri 
fied; and 

means for freezing execution of the primary mobile appli 
cation until a data event response is received that 
includes at least the increment of the second number. 

25. A computer program product, comprising: 
a computer-readable medium containing instructions for 

providing data transmission security for mobile environ 
ment applications, comprising: 

a first set of instructions configured to cause a computer to 
initiate a handshake with a mobile application that 
includes a unique identifier of a primary mobile appli 
cation and a random number generated for the hand 
shake; 

a second set of instructions configured to cause a computer 
to receive and Verify a response to the handshake, the 
response includes at least a second number, 

a third set of instructions configured to cause a computer to 
send a data event to the mobile application that includes 
the second number or a version of the second number, if 
the response to the handshake is verified; and 

a fourth set of instructions configured to cause a computer 
to freeze execution of the primary mobile application 
until a data event response is received that includes at 
least the second number or the version of the second 
number. 

26. A method for providing data transmission between 
applications in a mobile operating environment, comprising: 

receiving a handshake request from a primary application 
that includes a unique ID of the primary application or a 
random number generated by the primary application; 

referencing the unique ID against a list of trusted primary 
application identifiers; 
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sending a handshake response to the primary application if 
the unique ID matches an ID of the list of trusted primary 
application identifiers; 

receiving a data event request; and 
responding to the data event request prior to receiving or 

processing additional data event requests. 
27. The method of claim 26, further comprising including 

the random number or a second random number generated to 
identify communication originating from a recipient applica 
tion, or both, within the handshake response. 

28. The method of claim 27, further comprising: 
allocating a data buffer for the data event; 
copying data included within the data event to the data 

buffer; 
setting a process timer based at least in part on an estimated 

time to complete a current process; and 
refraining from processing the data included within the 

data event until expiration of the process timer. 
29. The method of claim 27, further comprising receiving 

an increment of the second random number within the data 
event request. 

30. The method of claim 27, further comprising including 
an increment of the second random number or an application 
ID of the recipient application, or both, within a response to 
the data event request. 

31. The method of claim 26, further comprising including 
an increment of the random number in conjunction with data 
responsive to the data event request within a response to the 
data event request. 

32. The method of claim 26, further comprising ignoring 
the data event request and subsequent data event requests 
until a Subsequent handshake event with a trusted unique ID 
is received if the data event request does not include a current 
increment of the second random number. 

33. The method of claim 26, further comprising: 
receiving a handshake re-initiation message that includes a 
new random number and either the unique ID or a sec 
ond unique ID; 

storing the new random number in a temporary buffer; 
verifying the unique ID or the second unique ID matches an 

ID of the list of trusted primary application identifiers; 
and 

one of replacing the random number with the new random 
number if the unique ID or the second unique ID is 
verified or clearing the new random number from the 
temporary buffer if the unique ID or the second unique 
ID is not verified. 

34. The method of claim 26, further comprising: 
sending a recipient data event request to the primary appli 

cation; and 
delaying sending of a second recipient data event request at 

least until a response to the recipient data event request 
is received. 

35. The method of claim 34, further comprising receiving 
a response from the primary application that includes the 
increment of the random number or the unique ID of the 
primary application, or both. 

36. The method of claim 34, further comprising at least one 
of: 

re-sending the recipient data event request a configurable 
number of times unless a response to the recipient data 
event request is received; or 

refrain from sending the recipient data event request until a 
Subsequent handshake is received that has at least a 
Verified primary application class ID, if no response to 
the recipient data event request is received after a con 
figurable number of requests are sent. 
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37. An apparatus that provides data transmission between 
applications in a mobile operating environment, comprising: 

a security module configured to receive a handshake 
request from a primary application that includes a 
unique ID of the primary application or a random num 
ber generated by the primary application; 

a reference module configure to verify the unique ID 
against a list of trusted primary application identifiers; 

an interface module configured to send a handshake 
response to the primary application if the unique ID 
matches an ID of the list of trusted primary application 
identifiers and configured to receive a data event request; 
and 

a management module configured require the interface 
module to respond to the data event request prior to 
receiving additional data event requests. 

38. The apparatus of claim 37, wherein the handshake 
response includes the random number, or a second random 
number generated to identify communication responsive to a 
recipient application, or both. 

39. The apparatus of claim 38, wherein the management 
module is further configured to at least one of: 

allocate a data buffer for the data event; 
copy data included within the data event to the data buffer; 
set a process timer based at least in part on an estimated 

time to complete a current process; and 
prevent a recipient application from processing the data 

included within the data event until expiration of the 
process timer. 

40. The apparatus of claim 38, wherein the data event 
request includes at least an increment of the random number. 

41. The apparatus of claim 38, wherein the management 
module permits a response to the data event request that 
includes an increment of the second random number or an 
application ID of the recipient application, or both. 

42. The apparatus of claim 37, wherein the management 
module permits the interface module to send a data event 
request that includes an increment of the random number in 
conjunction with a request for data or an instruction for 
execution by the primary application, or both. 

43. The apparatus of claim 37, wherein the management 
module ignores the data event request and Subsequent data 
event requests until a Subsequent handshake event with a 
trusted unique ID is received if the data event request does not 
include a current increment of the second random number. 

44. The apparatus of claim 37, wherein the management 
module is further configured to at least one of: 

receive a handshake re-initiation message that includes a 
new random number and either the unique ID or a sec 
ond unique ID; 

store the new random number in a temporary buffer; 
verify the unique ID or the second unique ID matches an ID 

of the list of trusted primary application identifiers; or 
one of replace the random number with the new random 
number if the unique ID or the second unique ID is 
verified or clear the new random number from the tem 
porary buffer if the unique ID or the second unique ID is 
not verified. 

45. The apparatus of claim 37, wherein: 
the interface module sends a recipient data event request to 

the primary application; and 
the management module delays sending of a second recipi 

ent data event request at least until a response to the 
recipient data event request is received by the interface. 
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46. The apparatus of claim 45, wherein the response to the 
recipient data event request received by the interface module 
includes the increment of the random number or the unique 
ID of the primary application, or both. 

47. The apparatus of claim 46, wherein at least one of: 
the interface module re-sends the recipient data event 

request a configurable number of times unless a 
response to the recipient data event request is received; 
O 

the management module prevents the interface from send 
ing the recipient data event request until a Subsequent 
handshake is received that has at least a verified primary 
application class ID, if no response to the recipient data 
event request is received after a configurable number of 
requests are sent. 

48. At least one processor that provides data transmission 
between applications in a mobile operating environment, 
comprising: 

a first module that receives a handshake request from a 
primary application that includes a unique ID of the 
primary application or a random number generated by 
the primary application; 

a second module that references the unique ID againstalist 
of trusted primary application identifiers; 

a third module that sends a handshake response to the 
primary application if the unique ID matches an ID of 
the list of trusted primary application identifiers; 

a fourth module that receives a data event request; and 
a fifth module that responds to the data event request prior 

to receiving additional data event requests. 
49. An apparatus that provides data transmission between 

applications in a mobile operating environment, comprising: 
means for receiving a handshake request from a primary 

application that includes a unique ID of the primary 
application or a random number generated by the pri 
mary application; 

means for referencing the unique ID againstalist of trusted 
primary application identifiers; 

means for sending a handshake response to the primary 
application if the unique ID matches an ID of the list of 
trusted primary application identifiers; 

means for receiving a data event request; and 
means for delaying receipt of additional data event requests 

until a response to the data event request is initiated. 
50. A computer program product, comprising: 
a computer-readable medium containing instructions for 

providing data transmission between applications in a 
mobile operating environment, comprising: 

a first set of instructions configured to cause a computer to 
receive a handshake request from a primary application 
that includes a unique ID of the primary application ora 
random number generated by the primary application; 

a second set of instructions configured to cause a computer 
to reference the unique ID against a list of trusted pri 
mary application identifiers; 

a third set of instructions configured to cause a computer to 
send a handshake response to the primary application if 
the unique ID matches an ID of the list of trusted primary 
application identifiers; 

a fourth set of instructions configured to cause a computer 
to receive a data event request; and 

a fifth set of instructions configured to cause a computer to 
respond to the data event request prior to receiving addi 
tional data event requests. 
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