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A method for authenticating user terminal in IMS network,
the method includes: with regard to user request, Service-
Call Session Control Function (S-CSCF) entity creates the
authentication challenge utilizing Digest Authentication
Algorithm, and sends the authentication challenge to user
terminal through Proxy-Call Session Control Function
(P-CSCF) entity; the user terminal creates the authentication
response utilizing Digest Authentication Algorithm accord-
ing to the user key and associated parameters with said
authentication challenge, and sends the authentication
response to S-CSCF entity through S-CSCF entity; S-CSCF
entity authenticates said authentication response utilizing
Digest Authentication Algorithm according to HA1l and
associated parameters, if the authentication passes, deter-
mines that the user terminal is authenticated successfully,
otherwise, determines that the user terminal is authenticated
failure.
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METHOD FOR AUTHENTICATING USER
TERMINAL IN IP MULTIMEDIA SUB-SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation applica-
tion of PCT application No. PCT/CN2006/000822, filed
Apr. 27, 2006, which claims Chinese priority No.
200510070351.0, filed Apr. 30, 2005.

FIELD OF THE INVENTION

[0002] The present invention relates to security technolo-
gies in the field of network communications, and in particu-
lar to a method for authenticating a user equipment in an [P
multimedia subsystem (IMS).

BACKGROUND OF THE INVENTION

[0003] An TP multimedia subsystem (IMS), which is a
core session control layer of a fixed or mobile network, has
become an issue discussed currently in the industry. Numer-
ous IMS-related specifications have been defined in the 3™
Generation (3G) mobile communication systems and the
TISPAN (Telecommunications and Internet Converged Ser-
vices and Protocols for Advanced Networking) standards,
including various aspects such as network architectures,
interfaces, protocols, etc. Particularly, the security is an
important aspect considered for the 3G and the TISPAN.
According to the current specifications, an IMS network is
divided into an access domain and a network domain in
terms of the security, and security specifications are defined
respectively for the access domain and the network domain.
A security model of the IMS network is shown in FIG. 1.

[0004] A Call Session Control Function (CSCF) entity
defined in the IMS network is adapted to accomplish such
functions as control and routing during a call or session.
P/S/1-CSCFs are distinguished from each other as per their
different functions. The Proxy-Call Session Control Func-
tion (P-CSCF, Proxy-CSCF) is adapted for an access of a
user equipment (UE), and any UE shall gain an access to the
IMS network through the P-CSCF. The Service-Call Session
Control Function (S-CSCF, Service-CSCF) provides such
core functions as session control and routing. The interro-
gating-Call Session Control Function (I-CSCF, Interrogat-
ing-CSCF) is adapted for selection of the S-CSCF and the
intercommunication between different service providers or
different area networks, and is adapted to provide such
functions as network masking. A Home Subscriber Server
(HSS), which has evolved from a Home Location Register
(HLR) and an Authentication Center (AUC), is adapted to
store subscription data and configuration data of subscribers,
and to support a function of Authentication & Authorization
(AAA) for the subscribers.

[0005] As shown in FIG. 1, a security mechanism for the
access domain includes two interfaces related to a User
Equipment (UE): Interface 1 and Interface 2, where Inter-
face 1 is a bidirectional authentication interface between the
UE and an IMS network, and adapted to enable an sub-
scriber authentication function, and Interface 2 is adapted to
guarantee the communication security between the UE and
the P-CSCF.

[0006] Interface 1 and Interface 2 are implemented in the
3GPP through application of an IMS AKA (Authentication,

Feb. 21, 2008

Key Authentication) mechanism during a registration pro-
cess for the user equipment. Main network entities involved
during the registration process of the user equipment include
the user equipment UE, the P-CSCF, the S-CSCF and the
HSS.

[0007] As shown in FIG. 2, the application of the IMS
AKA mechanism during the registration process of the user
equipment can be as follows.

[0008] 1. An initial key K is shared between the UE and
the HSS.

[0009] 2. A subscriber initiates a registration request mes-
sage SM1, and the S-CSCF requests data from the HSS
through a message CM1. The HSS generates an authentica-
tion quintuple based on the initial key K and a sequence
number SQN, and delivers the quintuple to the S-CSCF
through a message CM2. The quintuple includes random
data (RAND), an authentication token (AUTN), an expected
response (XRES), an integrity key (IK) and a cipher key
(CK).

[0010] 3. The S-CSCF returns to the subscriber a 401
response (Authentication Challenge) carrying quadruple
information except the XRES.

[0011] 4. The P-CSCF stores information on the IK and
the CK, and in the 401 response, sends information on the
RAND and the AUTN to the UE.

[0012] 5. The UE authenticates the credibility of the
network equipment in accordance with information such as
the initial key K and the SQN and the received AUTN issued
from the network equipment. If the authentication succeeds,
the network equipment is credible, and information on a
response RES is generated according to the RAND and the
K. The RES is taken as a “password” for calculation of a
Response by the UE. A calculation result is sent to the
network side in a message SM7 (Authentication Response).
In the meantime, the UE calculates the IK and the CK itself.

[0013] 6. The S-CSCF receives in a message SM9 the
Response information generated according to the RES, and
compares the information with the calculation result from
the XRES. If both are identical, it can be determined that the
authentication for the subscriber succeeds.

[0014] As can be seen from the above, the UE initiates the
registration to the IMS network, and the bidirectional
authentication between the UE and the IMS network is
realized through the IMS AKA. Also, between the UE and
the P-CSCEF, a security alliance can be established, and both
the cipher key CK and the integrity key IK can be shared.
Both of the keys can be used to establish a secure commu-
nication channel between the UE and the P-CSCF.

[0015] For more information on the “IMS Access Domain
Security”, reference can be made to 3GPP Technical Stan-
dard TS33.203, which gives detailed descriptions on the
security of the IMS-network access domain, and for more
information on the IMS AKA mechanism, reference can be
made to TS33.203, Section 6.1 and IETF RFC3310.

[0016] In the wireless field, there are a large number of
existing user equipments, which are inconsistent with the
3GPP protocol specifications and cannot support the access
domain security mechanism as required for the 3GPP TS
33.203, such as a user equipment using a SIM card or a 2G
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user equipment using a USIM/ISIM card. In order to provide
an IMS service for such an end subscriber, an access domain
security mechanism referred to as “Early IMS” has been
defined in TR 33.878. The basic principle for the Early IMS
security access domain lies in that the application layer
security can be enabled above the access layer security. After
an equipment access has been authenticated at the access
layer, the authenticated information is transferred to the
application layer, which in turn performs an application
layer security authentication for the subscriber request in
accordance with such information. As shown in FIG. 3, the
security mechanism for the Early IMS access domain can be
divided into the following parts.

[0017] 1. PDP Activation: a user equipment gains an
access to a GPRS network through a Gateway GPRS Sup-
porting Node (GGSN). During a Packet Data Protocol
(PDP) activation process, the GGSN authenticates sub-
scriber identities IMSI and MSISDN, and allocates a net-
work transport layer identity (IP address) to the user equip-
ment. The GGSN transfers correlations between the
subscriber identities and the equipment IP address through a
message “Accounting Request Start” to the HSS, which in
turn stores the correlations.

[0018] 2. Registration Request Authentication: the user
equipment initiates a registration request REGISTER. When
the P-CSCF forwards the request to the S-CSCF, a source IP
address of the user equipment can be carried in the REG-
ISTER request. In accordance with a public subscriber
identity in the REGISTER request, the S-CSCF interrogates
whether the user equipment has been registered. If it has not
been registered, the equipment IP address corresponding to
the public subscriber identity is obtained by the HSS through
an MAR/MAA (the HSS statically configures the correlation
between the public subscriber identity and the MSISDN, and
thus the corresponding equipment IP address can be
obtained through the public subscriber identity). The
S-CSCF checks the equipment source IP address from the
received REGISTER request, and if it is the same as that
obtained from the HSS, the authentication succeeds.

[0019] 3. Non-registration Request Authentication: since
no security channel is established between the P-CSCF and
the UE, the S-CSCF is required to authenticate all request
messages initiated by the equipment, in order to ensure that
the username be in correspondence with the source IP
address. After the subscriber has been registered, the
S-CSCF stores the correlations between the subscriber iden-
tities and the IP address. Upon receipt of any non-registra-
tion request message, the source IP address of the user
equipment initiating the request has to be compared with the
IP address stored in the S-CSCF for the subscriber, and if
they are different, the request can be rejected.

[0020] In view of the above, the application of the Early
IMS has the following limitation.

[0021] The GPRS access network can guarantee that the IP
address of the user equipment will not be imitated by any
other user, and thus, each of the equipments can only send
a message with its own IP address.

[0022] The communication between the GPRS and the

P-CSCF can be secured, and no NAT exists between the
GPRS and the P-CSCF.

[0023] The simultaneous registrations for a single public
subscriber identity of IMPU (IP Multimedia Public Identity)
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with respect to a plurality of private user identities of IMPI
(IP Multimedia Private Identity) can not be supported.

[0024] Therefore, the security mechanism for the Early
IMS access domain can be only directed to a specific
wireless access environment, and also impose a special
requirement on the access network. If a relevant user equip-
ment has to be upgraded or adapted, the subscriber access
security in any other access environment cannot be guaran-
teed.

SUMMARY OF THE INVENTION

[0025] In view of the above, the present invention pro-
vides methods for authenticating a user equipment in an IMS
network, so that a conventional user equipment supporting
a Digest Authentication can gain a secure access in different
access environments.

[0026] The present invention provides a method for
authenticating a user equipment in an IP multimedia sub-
system, including:

[0027] generating by a Serving-Call Session Control
Function (S-CSCF) entity an authentication challenge
through an Digest Authentication Algorithm in response to
a subscriber request, and sending the authentication chal-
lenge to a user equipment through a Proxy-Call Session
Control Function (P-CSCF) entity;

[0028] generating by the user equipment an authentication
response through the Digest Authentication Algorithm in
accordance with a subscriber key as well as related param-
eters in the authentication challenge, and sending by the
P-CSCF entity the authentication response to the S-CSCF
entity; and

[0029] verifying by the S-CSCF entity the authentication
response through the Digest Authentication Algorithm in
accordance with information HA1 related to the subscriber
key as well as related parameters, and if the verification has
been passed, determining that the authentication for the user
equipment succeeds, otherwise determining that the authen-
tication for the user equipment fails.

[0030] The subscriber request is a registration request.

[0031] The Digest Authentication Algorithm is a Digest
MDS algorithm, and the S-CSCF entity may obtain the HA1
through interacting with a Home Subscriber Server (HSS)
prior to generation of the authentication challenge or upon
receipt of the authentication response.

[0032] The obtaining the HA1 includes:

[0033] sending by the S-CSCF entity to the HSS a request
message carrying a subscriber identity; and

[0034] generating by the HSS the HA1 in accordance with
a domain name of a domain corresponding to the subscriber,
the subscriber identity and the subscriber key, and returning
to the S-CSCF entity the HA1 in a response message.

[0035] The Digest Authentication Algorithm is a Digest
MDS5-Sess algorithm.

[0036] The obtaining the HA1 includes:

[0037] sending by the S-CSCF to the HSS a request
message carrying a subscriber identity, a parameter “nonce”
and a parameter “cnonce” upon receipt of the authentication
response; and
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[0038] generating by the HSS the HA1 in accordance with
the domain name of a domain corresponding to the sub-
scriber, the subscriber identity, the subscriber key, the
parameter “nonce” and the parameter “cnonce”, and return-
ing to the S-CSCF entity the HA1 in a response message.

[0039] The subscriber identity is a public user identity or
a private user identity.

[0040] After the authentication for registration of the user
equipment succeeds, a subsequent request message can be
authenticated in accordance with an authentication method
for a subsequent request message configured at the HSS.

[0041] The authentication method for a subsequent
request message includes one of authenticating only a reg-
istration request message, authenticating only a registration
request and a session request message, and authenticating
each request message.

[0042] In the case of authentication for each request
message, an authentication session for a subscriber request
message is configured equal to a subscriber registration
period or a subscriber session period.

[0043] The present invention provides a method for
authenticating a user equipment in an IP multimedia sub-
system, including:

[0044] generating, by a Home Subscriber Server (HSS),
parameters required during a Digest Authentication for
generation of an authentication challenge in accordance with
a subscriber identity in a request message sent from an
Serving-Call Session Control Function (S-CSCF) entity, and
sending the parameters to the S-CSCF entity;

[0045] generating by the S-CSCF entity an authentication
challenge in accordance with the parameters, and sending
the authentication challenge to a user equipment through a
Proxy-Call Session Control Function (P-CSCF) entity;

[0046] generating by the user equipment an authentication
response through a Digest Authentication Algorithm in
accordance with a subscriber key as well as related param-
eters in the authentication challenge, and transferring the
authentication response to the HSS through the P-CSCF
entity and the S-CSCF entity; and

[0047] verifying, by the HSS, related contents in the
authentication response through the Digest Authentication
Algorithm in accordance with the subscriber key and related
parameters, and if the verification has been passed, inform-
ing the S-CSCF entity that the authentication for the user
equipment succeeds, otherwise informing the S-CSCF entity
that the authentication for the user equipment fails.

[0048] The subscriber identity is a public user identity or
a private user identity.

[0049] The subscriber request is a registration request.

[0050] After the authentication for registration of the user
equipment succeeds, a subsequent request message is
authenticated in accordance with an authentication method
for a subsequent request message configured at the HSS.

[0051] The authentication method for a subsequent
request message includes one of authenticating only a reg-
istration request message, authenticating only a registration
request and a session request message, and authenticating
each request message.
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[0052] In the case of authentication for each request
message, an authentication session for a subscriber message
is configured equal to a subscriber registration period or a
subscriber session period.

[0053] Insummary, according to the invention, in the IMS
access domain, a conventional user equipment incapable of
supporting the IMS AKA can be authenticated through the
Digest authentication method supported by the equipment,
without any special requirement on the access environment.
Therefore, it is possible to enable the compatibility with a
conventional user equipment, and also to be applicable in
various access environments, such as a mobile or fixed
access environment, etc.

[0054] In the invention, each request message including a
session establishment request message is authenticated, and
thus the security of a signaling transmission channel is
guaranteed.

[0055] Furthermore, the authentication for a user equip-
ment can be enabled by the S-CSCF entity or the HSS, and
hence the flexibility of networking can be enhanced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0056] FIG. 1 shows a security model for an IMS network
in the prior art;

[0057] FIG. 2 shows a flow chart for registration of a user
equipment in the prior art;

[0058] FIG. 3 shows a schematic flow chart for a security
mechanism for in an Early IMS access domain in the prior
art;

[0059] FIG. 4A and FIG. 4B are respectively flow charts
for user equipment authentication through an S-CSCF entity
with the use of Digest MDS5 and Digest MD5-sess according
to the invention;

[0060] FIG. 5 shows a flow chart for user equipment
authentication through an S-CSCF entity with the use of
Digest MD5-sess according to the invention;

[0061] FIG. 6 shows a flow chart for user equipment
authentication through an HSS with the use of a Digest
Authentication Algorithm according to the invention; and

[0062] FIG. 7 shows a flow chart for the Digest Authen-
tication in response to a subsequent request message for
session establishment.

DETAILED DESCRIPTION OF THE
INVENTION

[0063] In accordance with RFC3261, a number of existing
Session-Initiation-Protocol (SIP) equipments can support
the Digest Authentication, but cannot support the IMS AKA
required for the. 3GPP. Therefore, it is necessary for an IMS
network to support the Digest Authentication, and thus an
SIP equipment in compliance with RFC3261 can be served.
Specifically, the Digest Authentication according to the
invention includes an MDS5 or MDS5-sess authentication
algorithm.

[0064] Based upon the Digest Authentication method, the
authenticity of a subscriber initiating a request can be
verified. When the authenticity of the subscriber has been
confirmed, the network can determine whether to provide
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the corresponding service for the request of the subscriber.
The Digest Authentication can be realized through a basic
“Challenge-Response” way, where “Authentication Chal-
lenge” information is carried in a header field of WWW-
Authenticate, while “Authentication Response” information
is carried in a header field of Authorization. For more
information on the Digest Authentication, reference can be
made to RFC3261, Chapter 22, and RFC2617 and
RFC2069.

[0065] (1) Main parameters involved in the WWW-Au-
thenticate include:

[0066]
[0067] qop="auth,auth-int”,

[0068] nonce=
“dcd98b7102dd210e8b11d0f600bTb0c093”,

[0069] opaque=
“5ccc069¢403ebafof0171e9517140e41”.

[0070]

[0071] The parameter “realm” indicates for a user equip-
ment the “domain” from which an authentication is currently
performed on the user terminal.

[0072] 1If the value of the parameter “qop” (i.e., quality of
protection) is “auth”, it indicates that it is intended only for
subscriber authentication, or “auth-int” indicating that it is
intended simultaneously for both subscriber authentication
and integrity protection of a message body.

realm-“biloxi.com”,

In particular:

[0073] The parameter “nonce” is generated by a network
side, in correspondence with local time of the network side.
The user equipment sends back, in a header field of a
returned Authorization authentication response, the content
of “nonce”. From the content in the parameter “nonce”, the
network side obtains the time when the parameter “nonce”
was generated (i.e., the time when WWW-Authenticate
authentication request was sent). If the difference between
the time when the parameter “nonce” was generated and the
time when Authorization is currently received is too large, it
can be indicated that a “Replay Attack” exists.

[0074] (2) The Authorization header field generated by a
user equipment from an account number and the received
WWW-Authenticate content mainly includes:

[0075]

[0076] nonce=
“dcd98b7102dd210e8b11d0f600bTb0c093”,

[0077] uri=“sip:bob@biloxi.com”,
[0078]
[0079]
[0080]

[0081] response=
“66291ae49393a05397450978507c4ef1”,

[0082] opaque=“5ccc069c403ebaf9f0171e9517140e41”.
[0083]

[0084] The parameter “nc” indicates the number of times
the same “nonce” has been used for generating an authen-
tication response. The network side can maintain a counter,

realm="biloxi.com”,

qop=auth,
nc=00000001,
cnonce="“0a4f113b”,

In particular:
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and when the network receives the same nc-value twice or
more times, it indicates that a Replay Attack exists.

[0085] The parameter “cnonce” is used for a UE to authen-
ticate the network, and this parameter is generated at a user
equipment, and is sent back by the network side in the
header field of Authentication-Info.

[0086] The parameter “response” is used for verification
of a subscriber identity. The UE obtains data of this param-
eter in accordance with a usemame, a user password, values
of realm-value, “nonce”, uri, etc. The network side also can
obtain a data string through the same algorithm in accor-
dance such input data. If both of the data are equal, it proves
that the user password is correct, and thus the identity of the
subscriber can be verified. The algorithm for generation of
a parameter “response” (i.e., Rrequest-Digest) will be
described hereinafter (for details, reference can be made to
RFC2617, Sections 3.2.2.1-3.2.2.3):

request-digest = <> < KD(H (Al), ung(nonce-value)
“” ne-value
“:” ung(cnonce-value)
“:” unq(qop-value)
“” H(A2)
) <>

[0087] In particular, the parameters Al and A2 can be
calculated as following:

IR <,

[0088] Al=unq(username-value) “:” unq(realm-value) *“
passwd

[0089] A=Method “:” digest-uri-value

[0090] (3) In addition to the two basic header fields,
“WWW-Authenticate” and “Authorization”, another header
field of Authentication-Info has been defined in RFC2617.
This header field can be sent, in a success response to an
equipment authentication, to the UE, and thus additional
authentication-related information can be conveyed. How-
ever, this header field does not exist in RFC2069, but is an
extension for RFC2617definitions. Specific parameters are
as following:

[0091] Authentication-Info:
[0092] qop=auth,

[0093] rspauth=
“6629fae49393a05397450978507cdefl”,

[0094] cnonce=*0a4f113b”,
[0095] 1nc=00000001

[0096] The parameter “qop” indicates an authentication
type (whether to require message body protection), which
has been described above.

[0097] The parameter “rspauth” is used for the network to
indicate for the UE that it knows the UE password. Upon
receipt of this parameter, the UE performs calculation to
determine whether the calculation result is identical with the
value of the parameter. If they are identical, the UE can
determine that the network is credible. This parameter can
be calculated as the same way as the parameter “response”
was calculated described above.
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[0098] The parameter “cnonce” is used for the network to
return to the UE the content carried in the Authorization
header field as it was.

[0099] The parameter “nc”, i.e. nonce-count, indicates the
number of times the same “nonce” is used for generation of
an authentication response.

[0100] In addition to the above four parameters, the
parameter. “nextnonce” can be carried in this header field.
The parameter “nextnonce” contains a parameter “nonce”
which is used for generating next authentication response by
the user equipment as expected by the network. With this
parameter, the network can realize a one-off parameter
“nonce” or modify the value thereof.

[0101] In order to support the Digest Authentication in the
IMS network, the operator should configure the correspond-
ing Digest authentication mechanism supported for a sub-
scriber in accordance with a subscriber identity of the
subscriber in the HSS. The HSS determines to perform the
Digest Authentication for the user equipment in accordance
with the subscriber identity and corresponding subscriber
configuration data. The subscriber identity can be a private
user identity, which is usually applicable in the case of an
access of a subscriber with a subscriber card (such as an
ISIM card, etc.). In the case that the user equipment has no
alike subscriber card, a corresponding authentication mecha-
nism can be configured for a public subscriber identity (for
consistency of internal processes, the private user identity
can be considered as being identical to the public user,
identity).

[0102] In the IMS access domain, as shown in FIG. 4A,
the S-CSCF entity can perform the following specific steps
for the Digest MDS5 authentication in response to a regis-
tration request from a user equipment.

[0103] In step 1, the user equipment UE initiates a regis-
tration request message REGISTER to the P-CSCF entity.

[0104] In step 2, the P-CSCF entity forwards the registra-
tion request message REGISTER to the S-CSCF entity.

[0105] In step 3, the S-CSCF entity initiates to the HSS a
Multimedia-Auth-Request (MAR) message carrying a sub-
scriber identity that can be obtained from the registration
request message REGISTER.

[0106] In step 4, the HSS receives the MAR message, and
determines to perform the Digest MDS5 authentication for the
subscriber in accordance with subscriber configuration data
corresponding to the subscriber identity. The HSS calculates
an H(A1) through a formula H(A1)=H(ung(username-value)
“” unq(realm-value) “:” passwd) in accordance with the
username ‘“‘username-value”, the corresponding domain
name “‘realm-value” and the subscriber password “passwd”
in the subscriber configuration data, and returns to the
S-CSCF a Multimedia-Auth-Answer (MAA) message car-
rying the H(A1).

[0107] In step 5, the S-CSCF stores the HA1, and also
generates respective parameters for the Authentication Chal-
lenge, such as the parameter “nonce”. The parameter
“realm”, i.e. a domain name of a domain where the sub-
scriber is located, may be obtained directly from the sub-
scriber identity. Moreover, the header field of WWW-Au-
thenticate can be generated in accordance with the
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respective parameters, and then be delivered in a 401
response to the P-CSCF entity.

[0108] In step 6, the P-CSCF receives the 401 response
from the S-CSCF, and checks the content of the message to
determine that the authentication algorithm is for the Digest
Authentication. At this point, the P-CSCF does not modify
the 401 response, and transparently transmits the 401
response to the user equipment UE (in the case of the IMS
AKA, the P-CSCF should store the IK/CK for the subse-
quent [PSec establishment.)

[0109] In step 7, the user equipment obtains the WWW-
Authenticate (Authentication Challenge) from the 401
response, and then calculates a “request-digest” in conjunc-
tion with its key. Further, the user equipment carries the
“request-digest” in the parameter “response” of the authen-
tication response Authorization, and sends to the P-CSCF
entity the authentication response in a re-initiated registra-
tion request message REGISTER.

[0110] In step 8, the P-CSCF entity transfers the registra-
tion request REGISTER to the S-CSCF entity.

[0111] In step 9, the S-CSCF entity receives the authen-
tication response, and then calculates a “request-digest” in
conjunction with the HA1, and compares request-digest”
with the content of parameter “response” of the authentica-
tion response Authorization. If both are identical, the authen-
tication succeeds, with a 200 response returned to the
subscriber side, otherwise the authentication fails.

[0112] In step 10, the P-CSCF entity sends a 200 response
message to the user equipment.

[0113] In the above, the MAR/MAA interaction between
S-CSCF and HSS also can be performed after the S-CSCF
entity receives the authentication response, as shown in FIG.
4B, where the P-CSCF entity has been omitted. The imple-
mentation in this case is the same in principle as shown in
FIG. 4A, and is not described here.

[0114] The HAI can be obtained through an HASH cal-
culation taking the subscriber key as an input, without
involving any subscriber key plaintext. Therefore, this case
can be more secure in comparison with the case that a key
plaintext is transferred between the S-CSCF and the HSS.
However, if the communication between the S-CSCF and
the HSS is not secure, the HA1 may be obtained by an
attacker. For this method, a security channel, such as [PSec
between the S-CSCF and the HSS, is recommended.

[0115] For the MD5-sess algorithm, one-time authentica-
tion-related random numbers, such as “nonce”, “cnonce”
and the like, can be involved in the calculation of the HA1,
and thus the disadvantages of the MDS5 algorithm can be
overcome. Even if the HA1 is obtained by the attacker,
he/she cannot proceed with embezzlement of a subsequent
service. For this reason, the security channel between the
S-CSCF and the HSS may not be required. The calculation
of'the HA1 for the Digest MDS5-sess algorithm is as follow-
ing:

H(Al) = H(H(unq(username-value) “:” unq(realm-value)
“” passwd )

“” ung(nonce-value) “:” ung(cnonce-value))

[0116] Referring to FIG. 5, in the IMS access domain, the
S-CSCF entity performs the following specific steps for the
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Digest MD5-sess authentication in response to a registration
request from a user equipment, where the part of the
P-CSCF entity has been omitted.

[0117] In step 1, the user equipment sends a registration
request message REGISTER to the S-CSCF entity.

[0118] In step 2, in response to the received request
message, the S-CSCF generates respective parameters for an
Authentication Challenge, such as “nonce”, “qop”, “realm”,
etc., and then generates the header field of WWW-Authen-
ticate, and delivers in a 401 response the header field to the
user equipment (transparently transmits it to the user equip-

ment through the P-CSCF entity).

[0119] In step 3, the user equipment obtains the WWW-
Authenticate (Authentication Challenge) from the 401
response, and then calculates a “request-digest” in conjunc-
tion with its key. Further, the user equipment carries the
“request-digest” in the parameter “response” of the authen-
tication response Authorization, and sends to the S-CSCF
entity the authentication response in a re-initiated registra-
tion request message REGISTER.

[0120] Instep 4, the S-CSCF entity obtains the parameters
“nonce” and “cnonce” from the Authorization header field,
and transfer in an MAR request s the parameters together
with the username identity to the HSS.

[0121] Instep 5, with respect to the subscriber identity, the
HSS calculates the HA1 through the above formula in
accordance with the relevant parameters, and carries in an
MAA response the HA1 to the S-CSCF entity.

[0122] In step 6, the S-CSCF entity calculates a “request-
digest” in accordance with the HA1 and the relevant authen-
tication parameters. If the calculation result is the same as
the content carried in the parameter “response” of the
authentication response, the authentication succeeds, with a
200 response returned to the UE, otherwise an authentica-
tion failure response is returned.

[0123] At the Home Subscriber Server (HSS) in the IMS
network, a corresponding algorithm configured for a sub-
scriber can be “MDS5” or “MD5-sess”, and such configura-
tion information can be used for a process in which the
I-CSCF selects an S-CSCF for the subscriber. For example,
an operator arranges one S-CSCF to perform only the MD5
algorithm (there is a security channel between the S-CSCF
and the HSS) and another S-CSCF to perform only the
MDS5-sess algorithm. A registration request-from a sub-
scriber for whom the MDS5 authentication has been config-
ured shall be allocated to the former S-CSCF.

[0124] In the case that the S-CSCF supports both of the
algorithms (MDS5 and MD5-sess), an authentication algo-
rithm type corresponding to the subscriber can be obtained
by the S-CSCF from the HSS, and then an authentication
challenge can be issued (if the type is MD5, the HA1 will be
directly sent back in an MAA). Alternatively, the S-CSCF
indicates for the user equipment that it supports both of the
algorithms, and employs an authentication algorithm as
selected by the UE. When the S-CSCF interacts with the
HSS, if the HSS determines that the authentication algo-
rithm selected by the UE is inconsistent with a preconfigured
one, an authentication failure message is returned to the
subscriber.

Feb. 21, 2008

[0125] Referring to FIG. 6, in the IMS access domain, the
HSS entity performs Digest authentication on a user equip-
ment in response to a registration request as follows (where
the P-CSCF entity has been omitted).

[0126] In step 1, the user equipment sends a registration
request message REGISTER to the S-CSCF entity.

[0127] In step 2, the S-CSCF entity sends to the HSS an
MAR request carrying a subscriber identity.

[0128] Instep 3, with respect to the subscriber identity, the
HSS generates all the parameters required for an authenti-
cation challenge, such as “nonce”, etc.; and sends these
parameters to the S-CSCF entity in an SIP-Authenticate AVP
of an MRR message returned from the S-CSCF entity.

[0129] 1In step 4, the S-CSCF generates the WWW-Au-
thenticate header field based on these parameters generated
by the HSS, and delivers the WWW-Authenticate header
field in a 401 response to the UE (transmits it transparently
to the user equipment through the P-CSCF entity).

[0130] In step 5, the user equipment obtains the WWW-
Authenticate (Authentication Challenge) from the 401
response, and then calculates a “request-digest” in conjunc-
tion with its key. Further, the user equipment carries the
“request-digest” in the parameter “response” of the authen-
tication response Authorization, and sends the authentication
response to the P-CSCF entity in a re-initiated registration
request message REGISTER.

[0131] Instep 6, the S-CSCF entity gets the authentication
related parameter information generated by the UE, such as
“cnonce”, etc, from the parameter “response”, and then
carries these information in an SIP-Authentication AVP,
which is carried in an MAR request, an d transfers the MAR
request to the HSS.

[0132] In step 7, the HSS receives the authentication
response, and then calculates a “request-digest” through the
Digest Authentication Algorithm in accordance with the
HA1l and the relevant authentication parameters. If this
“request-digest” is the same as the content carried in the
parameter “response” of the authentication response, the
authentication succeeds, otherwise the authentication fails.
The authentication result is sent to S-CSCF in an MAA
message.

[0133] Instep 8, if the S-CSCF receives an authentication
success indication, a 200 response will be returned to the
UE, otherwise a failure response will be returned.

[0134] Furthermore, if the user equipment is not enabled
to establish any security channel with the P-CSCF, and no
communication security between the user equipment and the
P-CSCF can be guaranteed by the underlying IP networking,
no secure communication between the UE and the P-CSCF
can be guaranteed upon access of such a subscriber. In order
to guarantee a secure communication, an authentication
method for a subsequent request message can be configured
in the subscriber configuration data of the HSS. Upon
success of the registration authentication, the Digest Authen-
tication can be performed for the subsequent request mes-
sage in accordance with this authentication method. If the
subsequent request message passes the Digest Authentica-
tion, a following process is performed, otherwise the request
message is rejected.
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[0135] The authentication method for a subsequent
request messages can include the following.

[0136] 1. The Digest Authentication can be performed
only for the registration request REGISTER.

[0137] 2.In addition to the registration request, the Digest
Authentication can be performed for each session request
INVITE.

[0138] 3. In addition to the registration request and the
session request, the Digest Authentication can be performed
for any other request message.

[0139] Such configuration information can be effected by
an authentication entity in the IMS network, for example,
the S-CSCF entity or the HSS as described above.

[0140] As shown in FIG. 7, the S-CSCF entity authenti-
cates the session request INVITE as follows.

[0141] In step 1, the S-CSCF entity receives a session
request INVITE initiated by a user equipment UE1 to a user
equipment UE2, and then generates the header field of
authentication challenge WWW-Authenticate. As described
above, the interaction with the HSS shall be required for
generation of the authentication challenge.

[0142] In step 2, the S-CSCF entity sends a 401 (WWW-
Authenticate) response message to the user equipment UE1
through the P-CSCF entity (not shown).

[0143] In step 3, the user equipment UE1 receives the 401
response, and then sends a response message ACK to the
S-CSCF entity.

[0144] In step 4, the user equipment UE1 generates an
authentication response (for details, see the above related
descriptions), and sends in a session request INVITE
(Authorization) the authentication response to the S-CSCF
entity.

[0145] Instep 5, the S-CSCF entity verifies the content in
the authentication response through the Digest Authentica-
tion Algorithm in accordance with the relevant parameters.
If the verification has been passed, the S-CSCF entity sends
a 200 response to the user equipment UE1, otherwise an
authentication failure response can be returned.

[0146] In step 6, the user equipment UEl returns a
response ACK to the S-CSCF.

[0147] After the authentication for the user equipment
registration has been passed, the authentication method
configured on the HSS for a subsequent request message can
be delivered to the S-CSCF entity, and the S-CSCF entity in
turn determines in accordance with the authentication
method an authentication method for a subsequent request
message. If an authentication is required, the HSS can still
act as an authentication entity, and the authentication can be
performed in the same way as described above.

[0148] A concept of “Authentication Session” applies
when the Digest authentication method is used for authen-
tication of a subscriber request, which has been described in
RFC2617. When the network issues an authentication chal-
lenge to the UE, it indicates that an authentication session
starts. During this session, the UE can carry an authentica-
tion response in a subsequent request message. The param-
eter “nc” is increased by 1 each time an authentication
response is carried. Only after a new authentication chal-
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lenge has been issued from the network in response to a
request from the UE, the current authentication session can
be terminated, and a new authentication session can start.

[0149] When the Digest Authentication is performed for
each request message from the UE, the IMS network opera-
tor can select an “authentication session” for the subscriber
in either of the following ways.

[0150] 1. An “authentication session” for a subscriber
request message can be equal to a subscriber registration
period.

[0151] Upon success of the subscriber registration, the
S-CSCF can negotiate with the subscriber about the regis-
tration period. The UE can re-initiate a REGISTER request
within the registration period, and thus the registration status
can be kept away from timing out. New parameters such as
“nonce” can be generated and a new authentication chal-
lenge can be issued only when the S-CSCF receives a
registration or re-registration request. For other requests
including the INVITE session request, no new authentica-
tion challenge can be generated or issued.

[0152] 2. An “authentication session” for a subscriber
request message can be equal to a subscriber session period.

[0153] In addition to generation and issuing of a new
authentication challenge for each registration request REG-
ISTER from the subscriber, the S-CSCF can generate and
issue a new authentication challenge for each SIP session
(Dialog) establishment request and an out-session request.
However, no new authentication challenge will be generated
for an in-session SIP request.

[0154] Inthe case that the authentication entity of the IMS
network is the S-CSCF, because data configuration with
respect to the “authentication method for a subsequent
request” and the “authentication session” for a subscriber
has been configured on the HSS, the S-CSCF needs to obtain
such subscriber-related configuration information. The
S-CSCF can obtain such subscriber configuration informa-
tion in a way that, after the authentication for the subscriber
succeeds, the S-CSCF can interact with the HSS through
Diameter SARISAA, so as to download such information
from the HSS to the S-CSCF along with subscription
information of the subscriber.

[0155] While the preferred embodiments of the present
invention have been described as above, it shall be appre-
ciated that the scope of the present invention shall not be
limited thereto, and those skilled in the art can obviously
make various variations and modifications to the embodi-
ments without departing from the scope of the present
invention. Thus, it is intended that all such variations and
modifications shall fall within the scope of the present
invention as solely defined in the claims thereof

What is claimed is:

1. A method for authenticating a user equipment in an [P
multimedia subsystem, comprising:

generating, by a Serving-Call Session Control Function
(S-CSCF) entity, an authentication challenge through a
Digest Authentication Algorithm in response to a sub-
scriber request, and sending the authentication chal-
lenge to a user equipment through a Proxy-Call Session
Control Function (P-CSCF) entity;
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generating, by the user equipment, an authentication
response through the Digest Authentication Algorithm
in accordance with a subscriber key as well as related
parameters in the authentication challenge, and sending
the authentication response to the S-CSCF entity
through the P-CSCF entity; and

verifying, by the S-CSCF entity, the authentication
response through the Digest Authentication Algorithm
in accordance with information HA1 related to the
subscriber key as well as related parameters, and if the
verification has been passed, determining that the
authentication for the user equipment succeeds, other-
wise determining that the authentication for the user
equipment fails.

2. The method according to claim 1, wherein the sub-
scriber request is a registration request.

3. The method according to claim 1, wherein the Digest
Authentication Algorithm is a Digest MDS5 algorithm, and
the S-CSCF entity obtains the HA1 through interacting with
a Home Subscriber Server (HSS) prior to generation of the
authentication challenge or upon receipt of the authentica-
tion response.

4. The method according to claim 3, wherein the obtaining
the HA1 comprises:

sending, by the S-CSCF entity, to the HSS a request
message carrying a subscriber identity; and

generating, by the HSS, the HA1 in accordance with a
domain name of a domain corresponding to the sub-
scriber, the subscriber identity and the subscriber key,
and returning to the S-CSCF entity the HAl in a
response message.

5. The method according to claim 1, wherein the Digest

Authentication Algorithm is a Digest MD5-Sess algorithm.

6. The method according to claim 5, wherein the obtaining

the HA1 comprises:

sending, by the S-CSCF, to an HSS a request message
carrying a subscriber identity, a parameter “nonce” and
aparameter “cnonce” upon receipt of the authentication
response; and

generating, by the HSS, the HA1 in accordance with a
domain name of a domain corresponding to the sub-
scriber, the subscriber identity, the subscriber key, the
parameter “nonce” and the parameter “cnonce”, and
returning to the S-CSCF entity the HA1 in a response
message.

7. The method according to claim 4, wherein the sub-
scriber identity is a public user identity or a private user
identity.

8. The method according to claim 2, wherein after the
authentication for registration of the user equipment suc-
ceeds, a subsequent request message is authenticated in
accordance with an authentication method for a subsequent
request message configured at an HSS.

9. The method according to claim 8, wherein the authen-
tication method for a subsequent request message comprises
one of authenticating only a registration request message,
authenticating only a registration request and a session
request message, and authenticating each request message.

10. The method according to claim 9, wherein in the case
of authentication for each request message, an authentica-
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tion session for a subscriber request message is configured
equal to a subscriber registration period or a subscriber
session period.

11. A method for authenticating a user equipment in an [P
multimedia subsystem, comprising:

generating, by a Home Subscriber Server (HSS), param-
eters required during a Digest Authentication for gen-
eration of an authentication challenge in accordance
with a subscriber identity in a request message sent
from a Serving-Call Session Control Function
(S-CSCF) entity, and sending the parameters to the
S-CSCF entity;

generating, by the S-CSCF entity, an authentication chal-
lenge in accordance with the parameters, and sending
the authentication challenge to a user equipment
through a Proxy-Call Session Control Function
(P-CSCF) entity;

generating, by the user equipment, an authentication
response through a Digest Authentication Algorithm in
accordance with a subscriber key as well as related
parameters in the authentication challenge, and trans-
ferring the authentication response to the HSS through
the P-CSCF entity and the S-CSCF entity; and

verifying, by the HSS, related contents in the authentica-
tion response through the Digest Authentication Algo-
rithm in accordance with the subscriber key and related
parameters, and if the verification has been passed,
informing the S-CSCF entity that the authentication for
the user equipment succeeds, otherwise informing the
S-CSCF entity that the authentication for the user
equipment fails.

12. The method according to claim 11, wherein the
subscriber identity is a public user identity or a private user
identity.

13. The method according to claim 11, wherein the
subscriber request is a registration request.

14. The method according to claim 13, wherein after the
authentication for registration of the user equipment suc-
ceeds, a subsequent request message is authenticated in
accordance with an authentication method for a subsequent
request message configured at the HSS.

15. The method according to claim 14, wherein the
authentication method for a subsequent request message
comprises one of authenticating only a registration request
message, authenticating only a registration request and a
session request message, and authenticating each request
message.

16. The method according to claim 15, wherein in the case
of authentication for each request message, an authentica-
tion session for a subscriber message is configured equal to
a subscriber registration period or a subscriber session
period.

17. The method according to claim 6, wherein the sub-
scriber identity is a public user identity or a private user
identity.

18. The method according to claim 12, wherein the
subscriber request is a registration request.
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