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A method and system for communicating the identity of
devices detected in a wireless communication system. The
devices connect to a mobile wireless network comprising a
wireless access network and a core Internet Protocol (IP)
network. The identities of devices so detected are specified by
a combination of device and network-level identities and is
communicated to a management server. In an exemplary
embodiment, network elements of the core IP network are
used to detect and convey the identity of wireless devices to a
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SYSTEM AND METHOD FOR AUTOMATIC
DETECTION AND REPORTING OF THE
MAPPING BETWEEN DEVICE IDENTITY
AND NETWORK ADDRESS IN WIRELESS
NETWORKS

FIELD OF THE INVENTION

[0001] The present invention relates to the field of wireless
communication networks, and in particular to tracking the
identities and network addresses of devices operating in such
networks.

TERMINOLOGY

[0002] The present application contains several acronyms
or abbreviations for various elements of wireless network
communication systems. The following listing of terminol-
ogy is provided for convenience.

[0003] 2G: second generation wireless network
[0004] 3G: third generation wireless network
[0005] 4G: fourth generation wireless network
[0006] AAA: Authentication, Authorization, and Account-
ing
[0007] CDMA: Code division multiple access
[0008] CSCF: Call State Control Function
[0009] DHCP: Dynamic Host Configuration Protocol
[0010] ESN: Electronic Serial Number
[0011] FA: foreign Agent
[0012] GSM: Global System for mobile communications
[0013] HA: Home Agent
[0014] HSS: Home Subscriber Server
[0015] IMEIL: International mobile Equipment Identity
[0016] IMSI: International mobile Subscriber Identity
[0017] MAC: Media Access Control
[0018] MEID: Mobile Equipment IDentifier
[0019] MGMT server: Device management server
[0020] MSISDN: Mobile Station Integrated Services Digi-
tal Network
[0021] SIP: Session Initiation Protocol
[0022] SKU: Stock Unit number
[0023] SMS: Small Message Service
[0024] URL: Universal Resource Locator
[0025] WiMAX: Worldwide interoperability for Micro-
wave Access
BACKGROUND INFORMATION
[0026] Remote management of wireless devices is an

essential aspect of offering enhanced services, such as mul-
timedia services, in a wireless network. In order to remotely
send management commands over the air to a wireless device,
a device management server needs to know the identity of the
device, whether the device is present on the network, and if so,
where on the network the device can be found.

[0027] The basic network architecture of mobile wireless
systems has evolved, resulting in several generations of wire-
less networks, including the current cellular systems exem-
plified by 2G and 3G networks. In 2G and 3G systems, the
elements of the core network have a signaling interface that is
based on IS-41 (using SS7 transport) and not on Internet
Protocol (IP). However, this is beginning to change as some of
the current and future deployments are beginning to support
Internet Protocols in the core network (IMS-IP multimedia
subsystems and 4G networks).
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[0028] The core networks ofthe next generation of wireless
communication systems will support IP, with the network
elements supporting interfaces and functions found in the
Internet. In such a system, wireless devices connect to the
core network via wireless access points. To communicate on
such a network, wireless communication devices will need to
have IP addresses, and external hosts, such as device man-
agement servers, will need to know the IP addresses of the
wireless devices in order to communicate with them. Further-
more, for devices with multiple interfaces, it will also be
necessary to know the IP address for each interface along with
the identity of the device.

[0029] In existing wireless networks, the presence of a
device in the wireless network is detected by detecting wire-
less activity. Wireless activity indicates the presence of a
device in the network but does not provide any information
about the identity or a change in identity of the device. For
example, the IP address of a device can expire or can be
reassigned. In such a case, detection of activity in the wireless
network alone is not sufficient for the device management
server, which needs to know the current routable identity of
the device such as the IP address of the device.

[0030] Furthermore, because the routable identity of the
device such as the IP address or the network address may
change, detecting the presence of a wireless device at the time
of registration by a wireless network element such as a base
station, or a home location register (HLLR), is also not suffi-
cient. Hence, in networks that support IP in the core, such as
IP multimedia subsystems (IMS), WiMAX, or 4G wireless
networks, the conventional approaches of IP detection are not
viable.

[0031] Presently, a device management server sends noti-
fications to wireless devices using SMS messages. SMS mes-
sages are sent using a fixed identity of the device, such as the
phone number assigned to the device or MSISDN.

[0032] Newer, converged wireless devices, however, sup-
port interfaces for a conventional wireless network, a local
area wireless network, and/or an IP wireless network. Such
devices have a different set of identities that are visible at the
core network or can be retrieved from the device. Examples of
such identities include ESN, MEID, Stock Keeping Unit
(SKU), BIOS string, MAC address, and IP address. These
identities are typically sought by external systems such as
device management servers. Some of these identities, how-
ever, including network addresses such as IP addresses, are
not permanent and may change as well.

[0033] With converged devices supporting both a cellular
interface and an internet interface, there is a need to send
server-initiated notifications over the internet interface using
the 1P address of the device. The mapping of the phone
number or MSISDN to a device IMEI is known to the man-
agement server and changes infrequently. When the associa-
tion of the phone number or MSISDN to a given device
changes, however, the decision to change the phone number
for a given device is not typically made by network elements
but by administrative entities, or at the request of the cus-
tomer; i.e., external to the network. In systems such as GSM,
aphone number is associated with a SIM card and any change
in the association of a SIM card and a device results in a
change in the mapping between MSISDN and the device.
[0034] There are mechanisms to communicate such
changes to external systems. Typically, the HLR serves as the
informing entity as the subscriber database is maintained by
the HLR.
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[0035] Unlike a phone number or MSISDN in a conven-
tional wireless network, the IP address associated with a
wireless device, in networks that support IP addressing of
wireless devices, is more dynamic and can change, for
example, due to mobility or expiry of the lease time for a give
network address. The mapping of network addresses and
device identities is typically determined by core network
elements, such as a Dynamic Host Configuration Protocol
(DHCP) server, for example. Alternatively, the network
address of a device may be determined locally, such as in the
case of a link-local address. A link-local address is an IP
address constructed locally by a mobile device based on the
hardware MAC address. This address can be used for IP
communication within a local network without having to
contact a server for address assignment. The network address
assigned to a mobile device can change when the mobile
device moves or is reassigned.

[0036] A need therefore exists for a mechanism by which
the network address of a mobile device can be made available
reliably and timely to any network elements or external ele-
ments that need to know the network address of the mobile
device.

SUMMARY OF THE INVENTION

[0037] The present invention relates to a method by which
core network elements of a wireless communication system
detect a wireless device and report the identity of the device to
a device management server. In one aspect, the present inven-
tion provides a mechanism by which network elements that
authenticate a wireless device or assign an IP address to a
device inform a device management server of the IP address
currently assigned to the wireless device or the IP address of
a proxy to which the notifications are to be sent. In a further
aspect, the present invention provides a mechanism for a
wireless device that allocates a link-local address to inform a
management server of the currently assigned link-local
address.

[0038] Inaccordance with the present invention, the detec-
tion and reporting of wireless device identity is triggered not
only when a device is detected but also when a change in
identity is detected. This functionality is embedded in core
network elements responsible for registration as well as
assigning [P addresses to devices.

[0039] In an aspect of the present invention, the identity of
a wireless device is communicated when the device registers
with an authorization or authentication server (AAA server)
for purposes of authentication. The identity includes the
physical identity associated with the hardware of the device
(e.g., ESN, MEID or IMEI) and the identity of the network
interface over which an authorization request was sent, such
as the MAC address.

[0040] Inanother aspect of the present invention, the iden-
tity of a wireless device is communicated when the device is
assigned an IP address by a Dynamic Host Configuration
Protocol (DHCP) server. The DHCP server obtains the device
identity from the device during a request for an address
assignment. In addition to the device identity and the assigned
1P address, additional information that may be communicated
includes, for example, the MAC address and the duration of
the 1P address assignment authorized for the device.

[0041] In yet another aspect of the present invention, the
identity of a wireless device is communicated when the
device is discovered by a network element such as a Foreign
Agent or a Proxy-Call Session Control Function (CSCF). In
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addition to the device identity and the IP address assigned to
the device, additional information that may be communicated
includes, for example, the MAC address of the device and the
duration of the IP address assignment authorized for the
device.

[0042] In yet another aspect of the present invention, the
identity of a wireless device is communicated by a Home
Agent or Service-CSCF. In addition to the device identity and
the IP address assigned to the device, additional information
that may be communicated includes, for example, the MAC
address of the device and the duration of the IP address
assignment authorized for the device. The Home Agent or
Service-CSCF preferably communicates any changes to the
IP address assignment of the device. This may be needed
when the network attachment point of the wireless device
changes, resulting in the device connecting to a different
network.

[0043] In yet another aspect of the present invention, the
address of a management server serving a particular wireless
device is stored in the wireless device and is sent by the device
as an extension or in protocol option fields of standard pro-
tocol messages during a discovery, registration, authentica-
tion or address request. Given the management server’s
address, the network elements can then provide the manage-
ment server with the desired information regarding the wire-
less device (e.g., identity, IP address, etc.).

[0044] Inyetanother aspect of the invention, the address of
the management server is configured at the network elements
of the core network. Whenever a device sends a message for
purposes of registration, discovery, authentication or address
request, the network element sends the desired identity infor-
mation of the device to the management server.

[0045] The above and other aspects and features of the
present invention will be apparent from the drawings and
detailed description which follow.

BRIEF DESCRIPTION OF THE DRAWINGS

[0046] FIG.11isablock diagram showing the system archi-
tecture of a conventional second generation wireless network.
[0047] FIG. 2 schematically illustrates an IP multimedia
sub-system (IMS) core network supporting other wireless
network systems.

[0048] FIG. 3 schematically illustrates various network ele-
ments that are aware of the mapping of device identity and
network address.

[0049] FIG. 4 depicts that any request generated by a wire-
less device can trigger a message from the core network that
contains the mapping between the identity and the network
address of the device.

[0050] FIG. 5 shows a flow chart of a process used by a
network element or a wireless device to decide whether to
inform a management server of an update in the mapping
between the identity and the network address of the wireless
device.

[0051] FIG. 6 shows an exemplary message flow diagram
indicating the steps of generating a mapping update message
from network elements that have been configured with the
address of the management server.

[0052] FIG. 7 shows an exemplary message flow diagram
indicating the steps of providing a mapping update message
to a device management server from a network element,
wherein the network element learns the address of the man-
agement server and any security credentials that the device

12



US 2008/0310425 Al

needs to connect to the management server from bootstrap
information supplied by the wireless device.

[0053] FIG. 8 shows an exemplary message flow diagram
illustrating the steps of providing a mapping update message
to a device management server from a network element,
wherein the network element learns the network address of
the management server from bootstrap information supplied
by the wireless device, the bootstrap information indicating
the address of an entity in the device’s home network from
which the address of the management server can be obtained.

[0054] FIG. 9 depicts a management server sending a noti-
fication message to a wireless device using the network
address of the wireless device and the wireless device con-
necting back to the management server.

DETAILED DESCRIPTION

[0055] As shown in FIG. 1, the network architecture of a
conventional wireless communication system 100, exempli-
fied by GSM and CDMA systems, consists of a hierarchy of
network elements. A wireless device 110 connects to a base
station 120 which in turn connects to a Mobile Switching
Center (MSC) 130 which connects to other networks 190.
Device and subscriber information is maintained in a data-
base that is accessed by the home location register (HLR) 140
and visiting location register (VLR) 150. The security keys
required for authentication of the device and the user with
respect to the network are maintained with a network element
called the Authentication Center (AC) 170. The HLR 140
keeps track of the mapping between the mobile equipment
identities and the phone numbers assigned to the mobile
equipment. The signaling protocol among the various net-
work elements is based on standards such as IS-41 and 1S-95,
which use SS7 transport.

[0056] To support Small Message Service (SMS), a SMS
controller (SMSC) 160 is included in the system 100. Typi-
cally, a device management server 195 located in another
network 190 sends notifications to wireless devices using
SMS messages. SMS messages are sent to a wireless device
using a known designation assigned to the device such as is
typically used in a traditional mobile wireless network, such
as a 10-digit telephone number, a Mobile Station Integrated
Services Digital Network (MSISDN) number, or the like.
Whenever a wireless device 110 is detected within the cov-
erage area of the wireless communication system 100, the
HLR 140 is informed of the device’s current location and
queried for authenticating the device to provide services. The
HLR 140 knows the valid devices allowed on the network and
can be configured to inform the management server 195 of
any new device that registers on the network.

[0057] The device management server 195 knows the
“identity” of each wireless device that it manages. The “iden-
tity” of a wireless device or “device identity” is typically a
unique immutable string that is associated with each wireless
device and is typically stored in each device. Examples of
such identities include International Mobile Subscriber Iden-
tity (IMSI), Electronic Serial Number (ESN), Mobile Equip-
ment Identity (MEID), International Mobile Equipment Iden-
tity (IMEI), or any other string used by a device manufacturer
to uniquely identify the device. In addition to the HL.R 140,
the identities of wireless devices 110 in the system 100 are
known and can be obtained from (or are “visible” at) wireless
network elements such as the MSC 130 and the VLR 150.
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When a wireless device registers with a wireless network, the
identity of the device can be communicated to a desired
external system.

[0058] In addition to the identity (e.g., IMEI) of each wire-
less device that it manages, a device management server 195
may know the MSISDN for each such device. The MSIDN
may be communicated by means of a configuration file or
entered manually in a database or entered in the system when
a new device gets added. Any changes in the mapping (e.g.,
between IMEI and MSISDN) are communicated by the HLR
140. The HLR should be configured with the address of the
external entity to which the mapping change is to be commu-
nicated.

[0059] To support advanced multi-media services in a wire-
less communication system, a network architecture called the
IP multimedia subsystem (IMS) was developed. As shown in
FIG. 2, the IMS architecture includes an IMS core network
210 that supports Internet protocol (IP), and one or more radio
access networks, such as, for example, a 2G cellular network
220, a WiMAX network 230, and/or a 3G/4G wireless net-
work 240. The signaling functions in the core network are
handled by Session Initiation Protocol (SIP) servers (not
shown), also called Call State Control Function (CSCF) serv-
ers, which communicate using IP. The signaling and data
traffic from the radio access network(s) 220-240 are relayed
by various CSCF servers which are the first point of contact
with the core network 210.

[0060] As illustrated in FIG. 3, a Home Subscriber Server
(HSS) 330, an Authentication Authorization and Accounting
(AAA) server (e.g., RADIUS, DIAMETER) 340, charging
elements 350, and application servers 360 all interface to one
or more CSCF servers 320 of the core network 310. The
Home Subscriber Server (HSS) is the master user database
that supports the IMS network entities that are actually han-
dling the calls/sessions. The HSS contains subscription-re-
lated information (e.g., user profiles), performs authentica-
tion and authorization of users, and can provide information
about the physical location of a user. The HSS is analogous to
the HLR of a conventional cellular system. A Dynamic Host
Configuration Protocol (DHCP) server 345 interfaces to the
AAA server 340.

[0061] In addition, the core network elements (e.g., CSCF
servers 320) interface with support elements such as home
agents (HA) 370 and foreign agents (FA) 380 to support
mobility using mobile-IP. A network address can be assigned
to a wireless device by any of the core network elements as
well as the support elements. In an exemplary embodiment of
the present invention, a mechanism is provided by which such
network elements can inform device management servers of
the presence of any new device in the system or a new map-
ping of identities of devices already in the system.

[0062] Inan exemplary embodiment, the present invention
allows the communication of the mapping of (or “binding”
between) the identity of a wireless device and the network
address assigned to the wireless device, by using one or more
of the various network elements that detect the presence of
wireless devices, authorize wireless devices, and assign net-
work addresses to wireless devices. As mentioned, the device
identity is exemplified by a number stored in the device hard-
ware, such as, for example, IMEI, MAC address, serial num-
ber or SKU that uniquely identifies the device hardware. The
network address is the address associated with an interface of
the device to which packets can be routed. In accordance with
the present invention, any of the network elements with which
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awireless device registers or which is responsible for assign-
ing network addresses, can be adapted to communicate the
mapping of device identity to network address for a wireless
device to an external system, such as a device management
server.

[0063] The detection and communication of the network
address of a wireless device can be done whenever an inter-
action occurs between the device and a network element
operating in accordance with the present invention. For
example, when a DHCP server assigns an IP address to a
wireless device and the device accepts the address, the DHCP
server can inform the management server of the device iden-
tity and the assigned network address. Similarly, when a
wireless device requests an authentication service from a
AAA server, the AAA server can communicate the identity/
address mapping of the device to the management server.
These two cases are illustrative of how network elements,
during any interaction with a wireless device, can detect the
device and convey the mapping between the network address
and the device identity.

[0064] FIG. 4 illustrates that any of a variety of requests
from a wireless device 510 can trigger the generation of a
mapping message from the core network 520 containing the
mapping between the identity and the network address of the
device. A request that may trigger such an event may include,
for example, an address request, authorization request, ses-
sion request, or provision request. The mapping message is
sent by the core network 520 to a device management server
530 associated with the device 510. Exemplary arrangements
for locating the server 530 are described below.

[0065] In a further aspect of the present invention, one or
more elements of an IMS-enabled network, such as a DHCP
server, CSCF, HA, FA, AAA server, or any other element
adapted in accordance with the present invention, can detect
anew binding or a change in an existing binding of a wireless
device and communicate any changes detected to an external
system such as a device management server. This includes the
steps of intercepting any request for registering a device,
authenticating a device, address assignment or session initia-
tion; determining the existing mapping between the network
address and the device identity; noticing any difference
between the current mapping and the existing mapping; noti-
fying the device management server of the new mapping of
the network address and the device identity.

[0066] In a further exemplary embodiment, a wireless
device itself may detect and report any changes in its identity/
address binding. For example, a software agent running on
the device can detect and report changes in the mapping to the
device management server associated with the device.
[0067] While the mapping of network addresses and device
identities is typically determined by core network elements,
the network address of a wireless device may be determined
locally, such as in the case of a link-local address. A link-local
address is an address determined locally by a mobile device
based on the hardware MAC address. This address can be
used for IP communication within a local network without
having to contact a server for address assignment. The net-
work address assigned to a mobile device can change when
the mobile device moves or is reassigned. The occurrence of
such an event may also trigger the sending of a mapping
message from the wireless device to the device management
server associated therewith.

[0068] FIG. 5 is a flow chart of an exemplary method that
can be performed by a network or a wireless device to detect
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and report changes in the binding of a wireless device. 610
represents the existing binding of a wireless device. Upon
assigning an address to the wireless device at 620, a compari-
son between the existing binding (X) and the new address
assignment (Y) is carried out at 630. If they are the same, no
further action is required, otherwise, operation proceeds to
640 in which the binding is updated with the new address
assignment. Additionally, at 650, the device management
server for the wireless device is informed of the new binding.
[0069] Inorder to communicate the address mapping for a
wireless device to an external device management server, the
element doing so needs to know the network address of the
device management server. Additionally, the element may
also need to know any credentials that may be needed to
establish a session with the device management server. Such
credentials may include private keys, passwords or certifi-
cates expected by the device management server in order to
establish a session. The network address of the device man-
agement server along with any needed credentials can be
configured at the network elements (e.g., the network ele-
ments can be programmed with the information), can be
obtained from the wireless device, or can be obtained from a
third entity based on information from the wireless device.
Exemplary methods in accordance with each of these cases
are illustrated in FIGS. 6-8.

[0070] FIG. 6 shows an exemplary message flow diagram
illustrating the steps of generating a mapping update message
from network elements that have been configured with the
address of the management server, wherein the wireless
device itself need not have the information about the manage-
ment server. The present invention can be implemented using
messages and message flows which follow a standard proto-
col, such as TCP/IP, http, https, or any suitable proprietary
protocol.

[0071] As shown in FIG. 6, a wireless device 710 sends a
DISCOVER message containing its identification (DevID) to
the network element 720. A DISCOVER message is typically
broadcast so that as many network elements as possible can
reply to the initiator’s DISCOVER message. The network
element 720 uses the device’s identification to determine the
network address of the device management server associated
with the device. Such a determination can be made by using,
for example, a look-up table, an algorithm, or any other suit-
able arrangement associating the device’s identification and
the server network address. The network element 720 replies
to the wireless device 710 with an ASSIGN message, assign-
ing a new IP address (IP ADDR) to the wireless device 710.
The wireless device 710 responds, in turn, with an ACCEPT
message, indicating that it has accepted the IP address
assigned to it. The network element 720 then generates and
sends a MAPPING message to the device management server
730 located at the network address determined as described
above. The MAPPING message contains the device identity
(DevID) of the wireless device 710 as well as the newly
assigned network address (IP ADDR) of the device.

[0072] Credentials for communicating with the device
management server 730 may be obtained by the network
element 720 such as from a look-up table, an algorithm, or
other suitable arrangement, and preferably in a secure way.
[0073] Once the device management server 730 has the
new IP address of the wireless device 710, the server 730 can
send out an IP-PUSH message with the new IP address, to
which the device 710 can respond with an INITIATE SES-
SION message.
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[0074] FIG. 7 shows an exemplary message flow diagram
illustrating the steps of providing a mapping update message
to a device management server 830 from a network element
820, wherein the network element obtains the address of the
device management server from bootstrap information sup-
plied by the wireless device 810. As shown in FIG. 7, the
wireless device 810 generates a DISCOVER message con-
taining its identification (DevID) and the address of the man-
agement server (MGMT ADDR). The DISCOVER message
is sent to the network element 820, which replies to the
wireless device 810 with an ASSIGN message, assigning a
new [P address (IP ADDR) to the wireless device 810. The
wireless device 810 responds, in turn, with an ACCEPT mes-
sage, indicating that it has accepted the IP address assigned to
it. The network element 820 then generates and sends a MAP-
PING message to the device management server 830 located
at the address MGMT ADDR obtained from the wireless
device 810. The MAPPING message contains the device
identity (DevID) of the wireless device 810 as well as the
newly assigned network address (IP ADDR) of the device.
Credentials for communicating with the device management
server 830 can be obtained by the network element 820 from
the wireless device 810 and may be contained in the DIS-
COVER or ACCEPT message or in another message from the
wireless device 810 to the network element 820. Once the
device management server 830 has the new IP address of the
wireless device 810, the server 830 can send out an IP-PUSH
message with the new IP address, to which the device 810 can
respond with an INITIATE SESSION message.

[0075] FIG. 8 shows an exemplary message flow diagram
illustrating the steps of providing a mapping update message
to a device management server 930 from a network element
920, wherein the network element obtains the network
address of the device management server from a third entity
940. The third entity can be an entity in the home network of
the wireless device. The home network of a mobile device is
the network in which the device is registered for purposes of
billing and authentication. An entity in the device’s home
network from which the address of the management server
can be obtained may include, for example, a DHCP server, a
directory server, or a proxy server.

[0076] Inthis scenario, the network element 920 learns the
network address of the management server 930 using boot-
strap information supplied by the wireless device 910. The
bootstrap information indicates the address of the third entity
940 in the home network from which the network address of
the management server can be obtained. As shown in FIG. 9,
the wireless device 910 sends to the network element 920, a
DISCOVER message which contains its identification
(DevID) and an identification of the home network (HN ID).
The network element 920 replies to the wireless device 910
with an ASSIGN message, assigning a new 1P address (IP
ADDR) to the wireless device 910. The wireless device 910
responds, in turn, with an ACCEPT message, indicating that
it has accepted the IP address assigned to it.

[0077] Atsome point after it receives the DISCOVER mes-
sage from the wireless device 910, the network element 920
generates and sends an inquiry (MGMT SRVR?) to the home
network identified in the DISCOVER message requesting the
network address of the management server associated with
the wireless device 910. The home network 940 responds
with network address (MGMT ADDR) of the management
server 930. Note that all or part of the exchange between the
network element 920 and home network 940 may occur
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before or after all or part of the exchange of the ASSIGN and
ACCEPT messages between the network element 920 and the
wireless device 910.

[0078] After receiving the ACCEPT message from the
wireless device 910, the network element 920 sends a MAP-
PING message to the device management server 930 located
at the address MGMT ADDR obtained from the home net-
work 940. The MAPPING message contains the device iden-
tity (DevID) of the wireless device 910 as well as the newly
assigned network address (IP ADDR) of the device. Creden-
tials for communicating with the device management server
930 can be obtained by the network element 920 from the
wireless device 910, as described above, or from the home
network 940. Once the device management server 930 has the
new IP address of the wireless device 910, the server 930 can
send out an IP-PUSH message with the new IP address, to
which the device 910 can respond with an INITIATE SES-
SION message.

[0079] In the above-described scenarios, the bootstrap
information can be embedded in one or more messages in
protocol option fields or as specialized extensions allowed in
any of the protocol messages. Furthermore, the network
address of the wireless device that is conveyed to the man-
agement server can either be the address of the device or the
address of a proxy or gateway device. The later is needed
when the device network address is a private address and the
proxy has a public or routable address. An external system
such as a device management server will need to know the
public or routable address of the device which will be the
proxy or gateway address. Any request from the management
server will be relayed by the proxy or gateway to the device.
[0080] FIG. 9 illustrates a typical interaction between a
wireless device 910 and a device management server 930,
once the device management server has obtained the network
address of the wireless device. The device management
server 930 sends out an IP-PUSH notification message with
the 1P address of the intended recipient, i.e., wireless device
910, in this illustration. The recipient of the IP-PUSH notifi-
cation message is any listener that can receive in-bound IP
packets. An [P-listener element 912 of the device 910 listens
for the IP address assigned to the device. Once the IP-listener
912 detects the IP-PUSH notification message with the wire-
less device’s IP address, a device management (DM) client
914 of the wireless device is informed. The DM client 914
then initiates a connection to the management server.

[0081] It is understood that the above-described embodi-
ments are illustrative of only a few of the possible specific
embodiments which can represent applications of the inven-
tion. Numerous and varied other arrangements can be made
by those skilled in the art without departing from the spirit and
scope of the invention.

What is claimed is:

1. In a wireless communication system, a method of updat-
ing a mapping between an identity and a network address of
a wireless device at a management server, the method com-
prising:

interacting with the wireless device with a network element

of the wireless communication system;

determining mapping information pertaining to the wire-

less device as a result of the interaction; and

sending the mapping information from the network ele-

ment to the management server,
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wherein an address of the management server to which the
mapping information is sent is stored in at least one of
the wireless device, the network element and a further
network element.

2. The method of claim 1, wherein the mapping informa-
tion includes the identity of the wireless device and the net-
work address of the wireless device.

3. The method of claim 2, wherein the network address of
the wireless device includes an Internet Protocol (IP) address
assigned to the wireless device.

4. The method of claim 3, wherein the mapping informa-
tion includes a duration for which the IP address is assigned to
the wireless device.

5. The method of claim 1, wherein the network element
includes a Dynamic Host Configuration Protocol (DHCP)
server in an Internet Protocol (IP) network.

6. The method of claim 1, wherein the network element
includes at least one of a Call State Control Function (CSCF)
server and a Home Subscriber Server (HSS) of an IP Multi-
media Sub-system (IMS).

7. The method of claim 1, where the network element
includes at least one of a Home Agent and a Foreign Agent
deployed in an Internet Protocol (IP) network.

8. The method of claim 1, where the network element
includes at least one of a a RADIUS server, a DIAMETER
server, and a AAA server in a wireless telecommunication
system.

9. The method of claim 2, wherein the identity of the
wireless device includes at least one of an ESN, MEID, IMEI,
and MSISDN of the device.

10. The method of claim 2, wherein the mapping informa-

tion includes a MAC address associated with a given network
interface by which the device communicates.
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11. The method of claim 7, where the mapping information
includes a MAC address of the network interface and amobile
binding entry time out interval.

12. The method of claim 8, wherein the identity of the
wireless device includes at least one of an ESN, SKU, MEID,
IMEI and MSISDN of the device and the mapping informa-
tion includes a MAC address associated with the network
interface.

13. The method of claim 1, wherein the step of sending the
mapping information to the management server occurs when-
ever the mapping between the identity and the network
address of the device changes.

14. The method of claim 1, where the address and any
required credentials of the management server is communi-
cated to the network element using option fields or as vendor
extensions to any request message sent by the device.

15. In a wireless communication system, a method of
updating a mapping between an identity and a network
address of a wireless device at a management server, the
method comprising:

changing a mapping between an identity and a network

address of a wireless device;

determining, at the wireless device, mapping information

pertaining to the wireless device as a result of the change
in mapping; and

sending the mapping information from the wireless device

to the management server,

wherein an address of the management server to which the

mapping information is sent is stored in the wireless
device.

16. The method of claim 15, wherein the identity is at least
one of an ESN, MEID, SKU, IMEI, MSISDN, BIOS string,
and a MAC address of network interfaces attached to the
device.
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