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(57) ABSTRACT

Methods, systems, and computer program products for clus-
tering and communicating between Internet protocol multi-
media subsystem (IMS) entities and for supporting database
access in an IMS network environment. According to one
aspect, an IMS cluster node includes a serving call state
control function (S-CSCF) for controlling media sessions
between IMS users. The cluster node further includes a home
subscriber service (HSS) function for storing and providing
IMS subscription information to the S-CSCF function. A
shared memory is operatively associated with the S-CSCF
function and the HSS function. The S-CSCF function obtains
IMS subscription information from the HSS function via the
shared memory.
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METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR CLUSTERING
AND COMMUNICATING BETWEEN
INTERNET PROTOCOL MULTIMEDIA
SUBSYSTEM (IMS) ENTITIES AND FOR
SUPPORTING DATABASE ACCESS IN AN IMS
NETWORK ENVIRONMENT

PRIORITY CLAIM

[0001] This application is a divisional of U.S. patent appli-
cation Ser. No. 13/192,410, filed Jul. 27, 2011, which is a
continuation of U.S. patent application Ser. No. 11/303,757
(now U.S. Pat. No. 8,015,293), filed Dec. 16, 2005, which
claims the benefit of U.S. Provisional Patent Application Ser.
No. 60/637,337 and U.S. Provisional Patent Application Ser.
No. 60/637,426, both filed Dec. 17, 2004, the disclosures of
which are incorporated herein by reference in their entireties.

TECHNICAL FIELD

[0002] The subject matter described herein includes meth-
ods and systems for implementing and communicating
between Internet protocol (IP) multimedia subsystem (IMS)
entities. More particularly, the subject matter described
herein includes methods, systems, and computer program
products for clustering and communicating between IMS
entities.

BACKGROUND ART

[0003] Internet protocol (IP) multimedia subsystem (IMS)
is defined by the Third Generation Partnership Project
(3GPP) as a new mobile network infrastructure that enables
the convergence of data, speech, and mobile network tech-
nology over an IP-based infrastructure. IMS bridges the gap
between the existing traditional telecommunications technol-
ogy and Internet technology, allowing network operators to
offer a standardized, reusable platform with new, innovative
services by enhancing real time, multimedia mobile services,
such as voice services, video telephony, messaging, confer-
encing, and push services. IMS can be used to provide ser-
vices for both mobile networks and landline networks at the
same time, providing unique mixtures of services with trans-
parency to the end-user.

[0004] The main function of IMS is to set up media com-
munication sessions between users and between users and
applications. IMS supports the establishment of any type of
media session (e.g., voice, video, text, etc.) and provides the
service creator the ability to combine services in the same
session and dynamically modify sessions “on the fly” (e.g.,
adding a video component to an existing voice session). As a
result, new and innovative user-to-user and multi-user ser-
vices become available, such as enhanced voice services,
video telephony, chat, push-to-talk, and multimedia confer-
encing, all of which are based on the concept of a multimedia
session. The underlying IMS infrastructure enables mobile IP
communication services via its ability to find a user in the
network and then to establish a session with the user. The key
IMS components enabling mobility management are the call
session control function (CSCF) and home subscriber server
(HSS). The CSCF is essentially a proxy, which aids in the
setup and management of sessions and forwards messages
between IMS networks. The HSS holds all of the key sub-
scriber information and enables users (or servers) to find and
communicate with other end users.
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[0005] FIG.1isablock diagram illustrating a conventional
IMS system. In FIG. 1, a visited network 100 includes a proxy
CSCF (P-CSCF) 102. The visited network 100 may be part of
or in communication with a mobile or fixed network. Accord-
ingly, visited network 100 includes a gateway general packet
radio service (GPRS) support node (GGSN) 104, which may
in turn communicate with a serving GPRS support node
(SGSN) 106 that is in communication with a radio access
network (RAN) 108 in which an IMS subscriber is currently
located. The subscriber’s home network 110 includes an HSS
112 with the subscriber’s profile, an interrogating CSCF
(I-CSCF) 114, and a serving CSCF (S-CSCF) 116.

[0006] IMS uses session initiation protocol (SIP) for mul-
timedia session negotiation and session management. For
example, SIP REGISTER and INVITE messages are used for
communication between P-CSCF 102, I-CSCF 114, and
S-CSCF 116 in FIG. 1. In the example illustrated in FIG. 1,
the IMS nodes function collectively as a mobile SIP network,
providing routing, network location, and addressing func-
tionalities. The DIAMETER protocol is used between
I-CSCF 114 and HSS 112 and between S-CSCF 116 and HSS
112. DIAMETER provides an authentication, authorization
and accounting (AAA) framework for applications such as
network access or IP mobility in both local and roaming
situations.

[0007] P-CSCF 102 is the first contact point within the IMS
and behaves like a proxy. The P-CSCF 102 forwards a SIP
REGISTER request received from the subscriber’s user
equipment (UE) (not shown) via GGSN 104, SGSN 106, and
RAN 108 to I-CSCF 114, whose identity is determined using
the home domain name, as provided by the UE. After regis-
tration is performed, SIP messages concerning the registered
subscriber are forwarded to S-CSCF 116, whose identity
P-CSCF 102 received as a result of the registration procedure.
P-CSCF 102 also forwards SIP requests or responses to the
UE, generates call detail records (CDRs), maintains a secu-
rity association between itself and each UE, performs SIP
message compression and decompression, and authorizes
bearer resources and QoS management.

[0008] I-CSCF 114 is the contact point within the subscrib-
er’s home network 110 for all communication sessions des-
tined for the subscriber or for a roaming subscriber currently
located within that network operator’s service area. [-CSCF
114 locates and assigns S-CSCF 116 to a user initiating SIP
registration, routes a SIP request received from another net-
work to S-CSCF 116, obtains the address of S-CSCF 116
from HSS 112 and forwards the SIP request or response to the
S-CSCF 116.

[0009] S-CSCF 116 performs the session control services
for the UE and maintains session state as needed by the
network operator for support of the services. S-CSCF 116
accepts registration requests, obtains IMS subscription infor-
mation from HSS 112, and provides session control. S-CSCF
116 also acts as a proxy server, i.e., it accepts requests and
services them internally or forwards them on, and behaves as
a User Agent, i.e., it terminates and independently generates
SIP transactions. S-CSCF 116 is responsible for interaction
with services platforms for the support of services on behalf
of an originating endpoint.

[0010] HSS 112 holds the subscriber profile and keeps
track of the core network node that is currently holding the
subscriber. HSS 112 provides mobility management, call
and/or session establishment support, and supports the call
and/or session establishment procedures in IMS. HSS 112
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supports user security information generation, authentication
procedures, user identification handling, access authoriza-
tion, service authorization support service provisioning sup-
port, and provides support for application services. HSS 112
may also communicate with an application server (not
shown) to offer value added services. The application server
and can reside either in the user’s home network or in a third
party location and enables different services in the IMS net-
work, such as call-forwarding, call waiting, presence and
instant messaging. The application server communicates with
the HSS using the DIAMETER protocol.

[0011] The P-CSCF, I-CSCF, S-CSCF, and HSS functions
are all defined in the 3GPP specifications. However, the 3GPP
specifications do not map these components to hardware.
Moreover, the 3GPP specifications suggest an implementa-
tion, such as that illustrated in FI1G. 1, where the components
are implemented on separate nodes that communicate with
each other over a wide area network. For example, in FIG. 1,
the S-CSCF 116 and HSS 112 communicate with each other
via the diameter protocol over a wide area network 110.
[0012] One problem associated with an implementation,
such as that illustrated in FIG. 1 where the IMS functions are
implemented on separate nodes that communicate with each
other over a wide area network, is that the volume of infor-
mation exchanged between the functions can place a burden
on the communications network and/or increase session setup
time. For example, in light of the amount of subscription
information that is stored by HSS 112 that must be commu-
nicated to S-CSCF 116, the link between S-CSCF 116 and
HSS 112 may become a bottleneck. Current 3GPP standards
do not address such issues.

[0013] Another problem with IMS networks is that IMS
network elements, such as CSCFs, may be required to support
multiple protocols to communicate with IMS and other net-
work elements.

[0014] Accordingly, in light of these difficulties associated
with IMS networks, there exists a need for methods, systems,
and computer program products for clustering and commu-
nicating between IMS entities and for supporting database
access in an IMS environment.

SUMMARY

[0015] According to one aspect, the subject matter
described herein includes a system for clustering and com-
municating between Internet protocol (IP) multimedia sub-
system (IMS) entities. This system includes an interrogating
call state control function (I-CSCF) module adapted to
receive a communications-session-related message contain-
ing a network subscriber identity. The system further includes
a serving call state control function (S-CSCF) module
adapted to retrieve network subscriber information corre-
sponding to the network subscriber identity and process com-
munication-session-related messages based on the retrieved
network subscriber information. A shared local area commu-
nications medium interconnects the I-CSCF module and the
S-CSCF module and allows the modules to communicate
with each other. The communication session related message
may be forwarded by the I-CSCF module to the S-CSCF
module over the local area communications medium.

[0016] According to another aspect, the subject matter
described herein includes an Internet protocol (IP) multime-
dia subsystem (IMS) cluster node. The IMS cluster node
includes a serving call state control function (S-CSCF) mod-
ule for controlling media sessions between IMS users. The
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cluster node further includes ahome subscriber service (HSS)
module for storing and providing IMS subscription informa-
tion to the S-CSCF module. The cluster node further includes
a shared memory operatively associated with the S-CSCF
module and the HSS module. The S-CSCF module obtains
IMS subscription information from the HSS function via the
shared memory.

[0017] According to yet another aspect, the subject matter
described herein includes an Internet protocol (IP) multime-
dia subsystem (IMS) cluster node. The IMS cluster node
includes a first IMS module for implementing at least one
aspect of establishing and controlling media sessions
between IMS users. The cluster node further includes a sec-
ond IMS module for implementing another aspect for setting
up and controlling media sessions between IMS users. The
first and second IMS modules may communicate with each
other to establish and control IMS sessions. The first and
second IMS modules may be implemented in the same clus-
ter. As used herein, the term “cluster” refers to a grouping of
functions where individual functions in the group are con-
nected to each other and communicate via a local area com-
munications medium, such as a bus or a local area network.

[0018] The subject matter described herein for implement-
ing and communicating between IMS entities may be imple-
mented in hardware, software, firmware, or any combination
thereof. As such, the terms “function” or “module” as used
herein refer to hardware, software, and/or firmware for imple-
menting the feature being described. In one exemplary imple-
mentation, the subject matter described herein may be imple-
mented using a computer program product comprising
computer executable instructions embodied in a computer
readable medium. Exemplary computer readable media suit-
able for implementing the subject matter described herein
include disk memory devices, chip memory devices, pro-
grammable logic devices, application specific integrated cir-
cuits, and downloadable electrical signals. In addition, a com-
puter program product that implements the subject matter
described herein may be located on a single device or com-
puting platform or may be distributed across multiple devices
or computing platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Preferred embodiments of the subject matter
described herein will now be explained with reference to the
accompanying drawings of which:

[0020] FIG.1isablock diagram illustrating a conventional
IMS network where IMS entities are implemented on sepa-
rate platforms;

[0021] FIG. 2 is a block diagram of an IMS cluster node in
accordance with an embodiment of the subject matter
described herein;

[0022] FIG. 3isaflow chartillustrating exemplary steps for
communicating subscription information between an
S-CSCF module and HSS module using shared memory
according to an embodiment of the subject matter described
herein;

[0023] FIG. 41isablockdiagram of an IMS cluster node that
may be used to access an external HSS entity according to an
embodiment of the subject matter described herein;

[0024] FIG. 51is a block diagram of an exemplary network
configuration including a plurality of IMS cluster nodes
according to an embodiment of the subject matter described
herein;
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[0025] FIG. 6 is a block diagram of an exemplary network
configuration utilizing a centrally located IMS cluster access
gateway according to an embodiment of the subject matter
described herein;

[0026] FIG. 7 is a block diagram of an exemplary network
configuration utilizing a centrally located IMS cluster access
gateway having access to a number portability database
according to an embodiment of the subject matter described
herein; and

[0027] FIGS. 8-14 are network diagrams illustrating
abstracted profile server functionality according to an
embodiment of the subject matter described herein.

DETAILED DESCRIPTION OF THE INVENTION

[0028] In order to avoid the inefficiencies associated with
transmitting messages between IMS entities, such as I-CSCF,
a P-CSCF, an S-CSCF, and a HSS, the subject matter
described herein includes an IMS cluster node whereby two
or more of these IMS functions are implemented on a com-
mon platform connected via a shared local area communica-
tions medium, such as a bus or local area network (LAN). In
one exemplary implementation, two or more of the entities
may be implemented on a single card and communicate using
shared memory.

[0029] FIG.2isablockdiagram of an IMS cluster node 200
in accordance with an embodiment of the subject matter
described herein. In FIG. 2, IMS cluster node 200 includes an
interrogating call state control function (I-CSCF) module
202, a serving call state control function (S-CSCF) module
204, and a shared local area communications medium 206.
Local area communications medium 206 may be any suitable
structure that provides a communication path between vari-
ous printed circuit cards or processor modules in IMS cluster
node 200. For example, local area communications medium
206 may be a local area network or a bus. Any module, such
as [-CSCF module 202 or S-CSCF module 204, may com-
municate with other modules in the IMS cluster node 200 via
local area communications medium 206.

[0030] I-CSCF module 202 may include a network inter-
face (NI) module 208, an I-CSCF processor 210, and a sub-
scription locator function (SLF) module 212. NI module 208
may be adapted to communicate with nodes external to IMS
cluster node 200 that are located in circuit switched or packet
switched networks. NI module 208 may provide a physical
interface to support communication with external networks,
message error checking to ensure that received messages are
complete, and buffering received messages for processing by
I-CSCF processor 210.

[0031] I-CSCF processor 210 may be adapted to receive
buffered messages and process session initiation protocol
(SIP) messages. If the SIP message is a communication-
session-related registration message, such as a SIP REGIS-
TER message, [-CSCF processor 210 may forward the mes-
sage to SLF module 212. SLF module 212 may identify a
home subscriber server (HSS) module 216 that contains a
subscriber’s location and subscription information. Services
or information provided by HSS module 216 may include
Authentication, Authorization and Accounting (AAA), sub-
scriber IP network mobility management information, sub-
scriber IP network profile information, Equipment Identity
Register (EIR) authorization, GSM/IS41 cellular mobility
management information, GSM/IS41 subscriber profile
information, GSM/IS41 authentication, presence informa-
tion, etc. SLF module 212 may map an IMS subscriber iden-
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tification number or ranges of IMS subscriber identification
numbers to an IP address associated with an HSS module 216.
Non-registration messages may be forwarded by I-CSCF pro-
cessor 210 to the appropriate S-CSCF module 204 based on
mapping information stored by SLF module 212.

[0032] S-CSCF module 204 may include a S-CSCF pro-
cessor 214, HSS entity 216, and a shared data store or
memory 218. S-CSCF processor 214 may receive session-
related messages from [-CSCF module 210. For example,
registration messages may be received by S-CSCF processor
214. S-CSCF processor 214 may query HSS entity 216 to
determine connection parameters and/or subscriber options
for an end user identified in the registration message. In a
conventional network implementation, the connection
parameters and subscriber options may include a substantial
amount of information. Thus, transferring the information
from HSS entity 216 to S-CSCF processor 214 may require
substantial network resources, such as bandwidth. In accor-
dance with one embodiment, shared data store or memory
218 containing subscriber information may be associated
with HSS entity 216 and may be accessible by S-CSCF pro-
cessor 214. Thus, inresponse to a query by S-CSCF processor
214, HSS entity 216 may provide a pointer to a memory
location in shared data store 218, thereby permitting sub-
scriber information to be directly accessed by S-CSCF pro-
cessor 214. By providing S-CSCF processor 214 with direct
access to shared data store 218, S-CSCF processor 214 can
more efficiently obtain subscriber information without HSS
entity 216 becoming a potential communication bottleneck.
[0033] Although the example illustrated in FIG. 2 includes
an [-CSCF, an S-CSCF, and an HSS module implemented in
an IMS cluster node, the subject matter described herein is not
limited to implementing these three IMS functions in an IMS
cluster node. Implementing any two or more IMS functions or
modules in an IMS cluster node is intended to be within the
scope of the subject matter described herein. For example, an
IMS cluster node may include an S-CSCF and an HSS mod-
ule that communicate via a shared local area communications
medium. In another example, an IMS cluster node may
include an I-CSCF and an S-CSCF function or module that
communicates a shared communications medium.

[0034] FIG. 3isaflow chartillustrating exemplary steps for
communicating between an S-CSCF function and a HSS
function using a shared memory or data store according to an
embodiment of the subject matter described herein. Referring
to FIG. 3, in step 300, an IMS cluster node receives an IMS
registration message. The IMS cluster node may be the home
IMS cluster node for a subscriber including the HSS and
S-CSCF functions for the subscriber. In step 302, the S-CSCF
function requests subscription information from the HSS
function via shared memory. The request may be sent by
writing a message for the HSS function in the shared memory.
In step 304, in response to the request, the HSS function
provides a pointer to the requested subscription information
in the shared memory. Thus, using the steps illustrated in FIG.
3, the efficiency of communicating IMS subscription infor-
mation between the S-CSCF and HSS function is greatly
increased over implementations where these functions are
located on separate nodes connected to each other via a wide
area network.

[0035] Insome configurations, subscriber location and sub-
scription information may be stored in an HSS entity that is
external to an IMS cluster node. For example, a network
operator with an infrastructure including one or more HL.Rs

18



US 2014/0258423 Al

may wish to upgrade the HLRs to provide HSS functionality,
rather than replacing the HL.Rs with an IMS cluster node that
includes HSS functionality. In such an implementation, the
IMS cluster node may include the I-CSCF and S-CSCF func-
tions as well as additional functions that communicate with
external HSS nodes. In one implementation, the IMS cluster
node may include an abstracted profile server (APS) for com-
municating with external database nodes, such as HL.R nodes,
and caching IMS subscription information in memory local to
the IMS cluster node for subsequent access.

[0036] FIG.4isablockdiagram of an IMS cluster node 400
that may be used to access an external HSS entity 402 accord-
ing to an embodiment of the subject matter described herein.
In FIG. 2, IMS cluster node 400 is functionally similarto IMS
cluster node 200 described above with respect to FIG. 1.
Accordingly, descriptions of various, similarly numbered ele-
ments common to both IMS cluster nodes 200 and 400 need
not be repeated herein.

[0037] As in the previous configuration, SLF module 212
may receive session-related messages, such as a SIP REGIS-
TER message, and identify an external HSS entity 402 that
contains a subscriber’s location and subscription informa-
tion. SLF module 212 forwards the message to S-CSCF mod-
ule 404 that interfaces with HSS entity 402. S-CSCF proces-
sor 214 forwards the message to abstracted profile server
(APS) module 406. APS module 406 retrieves the subscrib-
er’s location and subscription information from external HSS
entity 402, and stores the retrieved information in shared data
store 218 for later access by S-CSCF processor 214. APS
module 406 sends the location of the subscriber’s information
to S-CSCF processor 214, thereby allowing S-CSCF proces-
sor 214 to directly access the stored information.

[0038] The APS function is described in detail in U.S. Pro-
visional Patent Application No. 60/637,426 filed Dec. 17,
2004, and in a commonly-assigned, co-pending U.S. Patent
Application entitled Methods, Systems, and Computer Pro-
gram Products for Supporting Database Access in an Internet
Protocol Subsystem (IMS) Network Environment (Ser. No.
11/305,851 (now U.S. Pat. No. 7,916,685)), filed on Dec. 16,
2005. In summary, the APS function communicates with
external database nodes, such as HSS and HLR nodes to
obtain IMS subscription information. The APS function may
communicate with the external database nodes using a lan-
guage or protocol that is native to each of the nodes. The APS
function may communicate with internal modules, such as
S-CSCF processor 214 using an abstract language. The APS
function will be described in further detail below.

[0039] As noted above, SLF module 212 may be adapted to
identify an IMS cluster node 100 or 200 that contains a
subscriber’s location and subscription information. Accord-
ingly, SLF module 212 may map an IMS subscriber identifier
or range of IMS subscriber identifiers to an IP address asso-
ciated with an IMS cluster node 200 or 400.

[0040] According to another aspect, the subject matter
described herein may include a method for providing IMS
service using a plurality of IMS cluster nodes. In one imple-
mentation, a plurality of IMS cluster nodes may be provided
or deployed in the network. Each IMS cluster node may be
configured to serve a predetermined set of subscribers. In one
implementation, a P-CSCF may forward an IMS related mes-
sage, such as registration message, to IMS cluster node, and
the IMS cluster node may either process the message or
forward the message to another IMS cluster node until the
correct IMS cluster node is located. In an alternate implemen-
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tation, a cluster node location function may be provided in the
network for locating the correct IMS cluster node among a
plurality of IMS cluster nodes.

[0041] FIG. 5 is an example of IMS network architecture
where the P-CSCF forwards IMS messages to a first cluster
node, and the cluster nodes communicate with each other to
locate the correct cluster node to process the message. In FIG.
5, an IMS user agent 500 communicates with a serving GPRS
support node (SGSN) 106. SGSN 106 performs mobility
management functions, such as detecting new mobile sub-
scribers in a given service area, registration processing of new
mobile subscribers, and keeping a record of their location
inside a given area. A gateway GPRS support node (GGSN)
104 may serve as an interface between SSGN 106 and GPRS
service nodes, including those for network and subscriber
screening and address mapping.

[0042] In the message flow illustrated in FIG. 5, a proxy
CSCF (P-CSCF) 102 receives an IMS registration message
and queries a DNS server 502 to obtain the address of an IMS
cluster node (step 1). P-CSCF 308 subsequently forwards the
registration message to the IMS cluster node 200A or 400A
identified by DNS server 502, as indicated in step 2. In FIGS.
5-7, reference numbers 200A-C or 400A-C are intended to
indicate that each IMS cluster node could have a configura-
tion like IMS cluster node 200 illustrated in FIG. 2 or IMS
cluster node 400 illustrated in FI1G. 4. Using subscriber infor-
mation contained in the registration message, SLF module
212 in IMS cluster node 200A or 400A determines that the
subscriber’s information is not contained in IMS cluster node
200A or 400A, but instead is contained in IMS cluster node
200B or 400B. As a result, the message is forwarded or
“hopped” from IMS cluster node 200A or 400A to IMS
cluster node 200B or 400B (step 3), where processing of the
message continues.

[0043] In a slight variation to the example illustrated in
FIG. 5, the SLF function may be omitted from the IMS cluster
nodes, and the IMS cluster nodes may simply perform look-
ups using their associated HSS functions to determine
whether the subscription information is present in each IMS
cluster node. If the information is present, the IMS cluster
node that receives the registration message may process the
message. If the registration information is not present, the
IMS cluster node may forward the message to the next IMS
cluster node in a group of IMS cluster nodes. The last IMS
cluster node in the group may process the messages if it has
the appropriate subscription information. If it does not have
the appropriate subscription information, an error message
may be generated and sent to the P-CSCF 102.

[0044] As discussed above, in an alternate implementation,
a cluster node location function (CLF) may be provided to
locate the appropriate IMS cluster nodes among a plurality of
IMS cluster nodes for processing a message. FIG. 6 is ablock
diagram of an IMS network including a cluster location func-
tion according to an embodiment of the subject matter
described herein. Referring to FIG. 6, an IMS cluster location
node 600 includes a cluster node location function 602, a
cluster node location database 603, and a number portability
database 604 for locating an appropriate IMS cluster node
serving a particular IMS subscriber. Cluster location node
600 may be implemented using any suitable hardware plat-
form that includes a processor and storage capabilities for
storing the associated databases. In one exemplary imple-
mentation, IMS cluster location node 600 may be imple-
mented using a hardware platform similar to the Fagle®
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signal transfer point (STP) platform available from Tekelec of
Morrisville, N.C. The Eagle® platform includes link inter-
face modules for sending and receiving signaling messages
and a database services module for processing database
related messages. The cluster location function 602 may per-
form lookups in cluster location database 603 for the IP or
other network address associated with the IMS cluster node.
Table 1 shown below illustrates an example of entries that
may be present in cluster location database 603.

TABLE 1

Cluster Node Location Data

IMS Subscriber IDs Cluster Node IP Address
9194938000-9194938999 128.156.0.1
9194939000-9194939999 128.156.0.2
9194940000-9194949999 128.156.0.3

9194190383 128.156.0.1

[0045] InTable 1, the left hand column includes subscriber
identifiers. The right hand column includes corresponding
cluster node IP addresses. In the illustrated example, it is
assumed that each of the IP addresses corresponds to one of
the cluster nodes illustrated in FIG. 6. It should also be noted
that in addition to ranges of subscriber identifiers, cluster
node location databases may be provisioned with individual
subscriber numbers corresponding to subscribers that have
been ported into a network, as illustrated by the last entry in
Table 1.

[0046] In an alternate implementation, cluster location
database 603 may be divided into two databases or tables. The
first database or table may include entries that are indexed by
individual mobile subscriber identifiers. The second database
or table may include entries that indexed by ranges of mobile
subscriber identifiers. The individual mobile subscriber iden-
tifiers in the first database may be inside or outside of the
ranges in the second database. In such an implementation, a
lookup may first be performed in the portion or database that
includes individual mobile subscriber identifiers. If the
lookup results in a match, then the registration message may
be forwarded to the appropriate IMS cluster node. If the
lookup does not result in a match, a lookup may be performed
in the range based database or table to locate a matching entry.
[0047] As illustrated in FIG. 6, a number portability data-
base 604 may be included in order to determine whether a
subscriber has been ported in or out of a network and to
provide appropriate LRN information for ported-out sub-
scribers. FIG. 7 illustrates a message routing information for
a ported out subscriber. In FIG. 7, P-CSCF 308 queries DNS
server 310 to locate CLF location node 600. CLF location
node 600 performs a lookup in number portability database
700 and determines that a subscriber has been ported out of
the network. In response to determining that the subscriber
has been ported out of the network, CLF location node 600
forwards the message to a ported-to network 702.

Enhanced Network Security

[0048] According to another aspect of the subject matter
described herein, an IMS cluster node is adapted to provide
enhanced security for elements of the cluster, such as an HSS
element. The advantages of this enhanced IMS cluster secu-
rity may be easily seen when compared with prior IMS net-
work architectures. For example, in the case of an IMS net-
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work that includes a stand-alone HSS element, the HSS
element must advertise it’s IP network address and port infor-
mation to other elements in the network (e.g., IP routers, etc.),
so that other nodes in the network (e.g., I-CSCF, S-CSCEF,
application servers, etc.) will know how to reach the HSS. By
advertising its reachability information to other nodes in the
network, the HSS becomes more vulnerable to malicious
attacks, such as denial of service attacks and hacking attacks.

[0049] The IMS cluster architecture described above
affords significant additional protection to those IMS ele-
ments/functions that are incorporated within the node. For
example, an HSS element that is incorporated within an IMS
cluster may be effectively “hidden” from other nodes in the
IMS network. As such, the HSS element is not required to
advertise its IP network address and port information to other
elements in the network. Instead, reachability information
associated with the IMS cluster HSS element need only be
known or communicated to “trusted” I-CSCF or S-CSCF
elements that are associated with the IMS cluster. As such, the
IMS cluster HSS element is significantly less vulnerable to
malicious attacks, including denial of service and hacking
type attacks.

[0050] In one embodiment, an I-CSCF element associated
with an IMS cluster node may implement a network address
translation (NAT) function on behalf of other elements in the
IMS cluster, such as an HSS element. For example, using an
NAT may be provided in front of HSS cluster node 200 or 400
or any other of the IMS cluster node examples described
herein so that the addresses of internal cluster node elements
are hidden from external elements, while still allowing the
external elements to communicate with the internal cluster
node elements. In such an architecture, the NAT may adver-
tise a translated IP address for each internal IMS cluster node
element to external nodes desiring to communicate with an
internal cluster node element. When the NAT receives a
packet for the internal cluster node element, the NAT may
translate the destination IP address in the packet from the
advertised address to the hidden internal address for the inter-
nal cluster node element.

Abstracted Profile Server (APS) Functionality

[0051] FIGS. 8-14 illustrated abstracted profile server
(APS) functionality according to an embodiment of the sub-
ject matter described herein. FIGS. 8-14 correspond to FIGS.
1-7 in the above-incorporated provisional patent application
Ser. No. 60/637,426. The description below corresponds to
the description of FIGS. 1-7 in the above-incorporated pro-
visional patent application Ser. No. 60/637,426 with figure
numbers updated.

[0052] To facilitate an understanding of exemplary
embodiments, many aspects are described in terms of
sequences of actions that can be performed by elements of a
computer system. For example, it will be recognized that in
each of the embodiments, the various actions can be per-
formed by specialized circuits or circuitry (e.g., discrete logic
gates interconnected to perform a specialized function), by
program instructions being executed by one or more proces-
sors, or by a combination of both.

[0053] Moreover, the sequences of actions can be embod-
ied in any computer-readable medium for use by or in con-
nection with an instruction execution system, apparatus, or
device, such as a computer-based system, processor contain-
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ing system, or other system that can fetch the instructions
from a computer-readable medium and execute the instruc-
tions.

[0054] As used herein, a “computer-readable medium” can
be any means that can contain or store the program for use by
or in connection with the instruction execution system, appa-
ratus, or device. The computer-readable medium can be, for
example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, appara-
tus, or device. More specific examples (a non-exhaustive list)
of'the computer-readable medium can include the following:
a portable computer diskette, a random access memory
(RAM), a read-only memory (ROM), an erasable program-
mable read-only memory (EPROM or Flash memory), and a
portable compact disc read-only memory (CDROM).

[0055] Thus, the subject matter described herein can be
embodied in many different forms, and all such forms are
contemplated to be within the scope of what is claimed. Any
such form of embodiment can be referred to herein as “logic
configured to” perform a described action, or alternatively as
“logic that” performs a described action.

[0056] One aspect of the present invention relates to a novel
implementation of IMS functions in a network. More particu-
larly, the use of an abstracted profile server (APS) is dis-
closed.

[0057] In previously contemplated IMS core network
architecture models a serving CSCF (S-CSCF) entity is
adapted to communicate with an HSS entity using a protocol
such as DIAMETER to obtain subscriber profile and IM
mobility management information associated with an IMS
subscriber. The S-CSCF entity may also be required to com-
municate with an Authentication, Authorization and
Accounting (AAA) server using a protocol such as RADIUS,
or with an ENUM database server using DNS protocol. In
order to provide support for legacy networks, the S-CSCF
entity may also need to access/communicate with other
mobile subscriber databases, such as a GSM or 1S-41 home
location register (HLR), an Equipment Identity Register
(EIR), or an Authentication Center (AuC) using protocols
including, but not limited to, Signaling System 7 (SS7) Sig-
naling Connection Control Part (SCCP), SCCP User Part
Adaptation Layer (SUA), Transaction Capabilities Applica-
tion Part (TCAP), Lightweight Directory Access Protocol
(LDAP) and Mobile Application Part (MAP). See FIG. 8.
[0058] The simultaneous support of such numerous native
Cx interface protocols by a CSCF entity is not practical from
a network operation standpoint due to the complex (and
potentially dynamic) nature of the associated multi-protocol
control logic. With regard to the dynamic nature ofthe control
logic, it will be appreciated that it in certain signaling sce-
narios it may be necessary to query several network entities
(e.g., HSS, HLR, AAA, EIR, AuC, Presence Server, etc.)in a
particular sequence, where the sequence is based, at least in
part, on the responses obtained from the various network
entities. For example, for a single communication transac-
tion, an AAA server may be queried using RADIUS protocol
and based on the response returned by the AAA server, it may
be determined that an HSS entity should be queried using
DIAMETER protocol. Based on the response provided by the
HSS, it may then be determined that a GSM HLR should be
queried using MAP protocol.

[0059] A network entity/function that is referred to herein
as an abstracted profile server (APS) is disclosed. As illus-
trated in FIG. 9, according to one embodiment, an APS is
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adapted to communicate with a CSCF via one universal
abstracted profile protocol (AP protocol) instead of the sev-
eral native protocols described above. The APS includes the
control logic and protocol support necessary to determine (1)
which network entities should be queried, (2) in what
sequence they should be queried, (3) and what protocol
should be used for each query. In this manner, CSCF protocol
support and control logic requirements may be greatly sim-
plified. In one embodiment, an APS may include the data
storage resources necessary to cache subscriber data received
from previous database/application entity queries. Such data
may be cached for some or all subscribers serviced by the
APS. An APS could also be configured to “subscribe” to IMS
subscriber profile change notifications that may be provided
by an HSS or HSS-like entity in the network. Such notifica-
tion messages may include the changed subscriber data,
which would be used to update the appropriate cached sub-
scriber data (FIG. 11). Alternatively, or in addition to such a
subscription service, an APS may be adapted to periodically
poll an HSS or HSS-like entity for subscriber profile updates/
changes.

[0060] According to yet another embodiment, multiple
CSCF entities may use a single APS function (see FIG. 12), as
opposed to requiring each CSCF to implement and maintain
the complex multi-protocol support and control logic func-
tions.

[0061] In other embodiments, illustrated in FIGS. 13 and
14, APS functionality may be incorporated into a distributed
processing IMS cluster node. The IMS cluster node includes
an internal communication bus or network to which a various
printed circuit cards or processor modules are connected. As
such, any card in the system may communicate with any other
card in the system via the internal communication bus/net-
work. The IMS cluster node includes one or more network
interface cards (NICs) for communicating with external net-
works. NICs may be adapted to communicate with circuit
switched and packet switched networks.

[0062] Also connected to the internal communication bus/
network are processor modules that are adapted to provide
Interrogating-CSCF functionality. In one embodiment, an
I-CSCF module that includes a Subscription Locator Func-
tion (SLF) is adapted to receive a communication session-
related registration message (e.g., SIP REGISTER). The SLF
function is adapted to identify the HSS entity that contains a
subscriber’s location and subscription information. Services
or information provided by an HSS entity may include, but
are not limited to, Authentication, Authorization and
Accounting (AAA), subscriber IP network mobility manage-
ment information, subscriber IP network profile information,
Equipment Identity Register (EIR) authorization, GSM/IS-
41 cellular mobility management information, GSM/IS41
subscriber profile information, GSM/IS41 authentication,
Presence information, etc. In one embodiment of the present
invention, HSS functionality is included within the IMS clus-
ter node as an HSS processor or module that is connected to
the internal communication bus/network. Once a subscriber’s
HSS processor is identified, the subscriber’s HSS processor
may be queried to determine the identity of a Serving-CSCF
entity (S-CSCF), to which a communication session-related
registration message is then forwarded. In one embodiment of
the present invention, S-CSCF functionality is included
within the IMS cluster node as an S-CSCF processor or mod-
ule that is connected to the internal communication bus/net-
work.
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[0063] Withregard to querying of the HSS, it will be appre-
ciated that in one embodiment, the HSS query could be ini-
tiated by the sending of an appropriate AP protocol query
message from the [-CSCF processor to the APS function or
processor. The APS function may alternatively be incorpo-
rated into the CSCF module or processor. The APS function is
adapted to receive the AP protocol query message, formulate
a related DIAMETER query message, and forward the
DIAMETER query message to the appropriate HSS entity in
the network (see FIG. 13) or the appropriate HSS processor
within the IMS cluster node, as indicated in FIG. 14. It will be
appreciated that an HSS, HLR, FIR, AuC, ENUM or other
such network database application servers are generically
referred to herein as database entities. As such, a database
entity may be a network node, such as a stand-alone HLR
service control point node, or the database entity may be a
database application residing on a processor within an IMS
cluster node, or other similar distributed processing system.
[0064] It will be understood that various details of the
invention may be changed without departing from the scope
of'the invention. Furthermore, the foregoing description is for
the purpose of illustration only, and not for the purpose of
limitation.

What is claimed is:

1. A system for identifying an IP multimedia subsystem
(IMS) cluster node adapted to serve a particular subscriber,
the system comprising:

(a) an IMS cluster node location database including entries
corresponding to IMS subscriber identifiers and identi-
fying IMS cluster nodes for serving subscribers corre-
sponding to the IMS subscriber identifiers; and

(b) an IMS cluster node location function for performing
lookups in the cluster node location database for identi-
fying an IMS cluster node among a plurality of IMS
cluster nodes for serving a particular subscriber.

2. The system of claim 1 wherein the IMS cluster node
location database includes a first portion indexed by ranges of
IMS subscriber identifiers.

3. The system of claim 2 wherein the IMS cluster node
location database includes a second portion indexed by indi-
vidual IMS subscriber identifiers.

4. The system of claim 1 comprising a number portability
database, wherein the IMS cluster node location function is
adapted to perform a lookup in the number portability data-
base to determine whether a subscriber has been ported out of
a network.

5. A system for providing IP multimedia subsystem (IMS)
service to IMS subscribers, the system comprising:

(a) a first IMS cluster node for providing IMS service to a

first group of IMS subscribers; and

(b) a second IMS cluster node for providing IMS service to
a second group of IMS subscribers, wherein the first
IMS cluster node is adapted to forward IMS messages
that are intended for the second group of subscribers to
the second IMS cluster node.

6. The system of claim 5 wherein the first IMS cluster node
includes a service location function (SLF) for identifying the
second IMS cluster node as the serving node for a received
IMS message concerning a subscriber in the second group.
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7. The system of claim 5 comprising a third IMS cluster
node adapted to serve a third group of IMS subscribers,
wherein, in response to receiving an IMS message concerning
a subscriber in the third group, the first IMS cluster node is
adapted to forward the IMS message to the second IMS
cluster node and the second IMS cluster node is adapted to
forward the query message to the third IMS cluster node.

8. A method for communicating [P multimedia subsystem
(IMS) information between IMS functions, the method com-
prising:

at an IMS cluster node:

(a) receiving an IMS registration message;

(b) requesting IMS subscription information from a home
subscriber service (HSS) function within the IMS clus-
ter node via shared memory; and

(c) providing the requested IMS subscription information
via the shared memory.

9. A method for locating an IMS cluster node among a
plurality of IMS cluster nodes for processing an IMS mes-
sage, the method comprising:

(a) receiving an IMS message requiring processing by an

IMS cluster node;

(b) performing a lookup in at least one database and iden-
tifying an IMS cluster node of a plurality of IMS cluster
nodes for processing the IMS message; and

(c) forwarding the message to the identified IMS cluster
node.

10. The method of claim 9 wherein performing a lookup in
at least one database includes performing a lookup in a first
database indexed by individual IMS subscriber identifiers to
locate an IMS cluster node for processing the IMS message.

11. The method of claim 10 wherein performing a lookup
in at least one database comprises, in response to failing to
locate a matching entry in the first database, performing a
lookup in a second database indexed by ranges of IMS sub-
scriber identifiers.

12. A computer program product comprising computer
executable instructions embodied in a computer readable
medium for performing steps comprising:

at an IMS cluster node:

(a) receiving an IMS registration message;

(b) requesting IMS subscription information from a home
subscriber service (HSS) function within the IMS clus-
ter node via shared memory; and

(c) providing the requested IMS subscription information
via the shared memory.

13. A computer program product comprising computer
executable instructions embodied in a computer readable
medium for performing steps comprising:

(a) receiving an IMS message requiring processing by an

IMS cluster node;

(b) performing a lookup in at least one database and iden-
tifying an IMS cluster node of a plurality of IMS cluster
nodes for processing the IMS message; and

(c) forwarding the message to the identified IMS cluster
node.

22





