US 20060185003A1

a2y Patent Application Publication o) Pub. No.: US 2006/0185003 A1

a9y United States

Laitinen et al.

43) Pub. Date: Aug. 17, 2006

(54) METHOD AND APPARATUS FOR OPTIMAL
TRANSFER OF DATA IN A WIRELESS
COMMUNICATIONS SYSTEM

(75) Inventors: Pekka Laitinen, Helsinki (FI); Philip

Ginzboorg, Espoo (FI)

Correspondence Address:

SQUIRE, SANDERS & DEMPSEY L.L.P.
14TH FLOOR

8000 TOWERS CRESCENT

TYSONS CORNER, VA 22182 (US)

(73)
@
(22)

Assignee: Nokia Corporation
Appl. No.: 11/304,684

Filed: Dec. 16, 2005

Related U.S. Application Data

(60) Provisional application No. 60/652,633, filed on Feb.

14, 2005.

Publication Classification

(51) Int. CL

HO4L 932 (2006.01)
(52) US. €l oo 726/4
(57) ABSTRACT

An apparatus and method for sharing data in a communi-
cations system include a bootstrapping server function
(BSF) configured to transmit a first message. The first
message includes a timestamp parameter corresponding to a
generic bootstrapping architecture user security settings
(GUSS) stored in the BSF. A home subscriber server (HSS)
is configured to receive the first message, to compare the
timestamp parameter corresponding to the GUSS stored in
the BSF with a timestamp parameter corresponding to a
GUSS stored in the HSS, and to transmit a second message
back to the BSF excluding the GUSS when the timestamp
parameters of the GUSS of the BSF and the HSS are equal.
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METHOD AND APPARATUS FOR OPTIMAL
TRANSFER OF DATA IN A WIRELESS
COMMUNICATIONS SYSTEM

REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority of U.S. Provisional
Patent Application Ser. No. 60/652,633, filed Feb. 14, 2005.
The subject matter of this earlier filed application is hereby
incorporated by reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] The present invention relates to an apparatus and
method for sharing secured data between functions and
elements in a communications system, and in particular, to
an apparatus and method for determining a validity of secure
data and subsequent sharing of the data based on the result
of the determination.

[0004] 2. Description of the Related Art

[0005] Communications, and more particularly, wireless
communications systems have become increasingly avail-
able and affordable to vast sections of the world’s popula-
tion. The success of such wireless communications systems
has in turn resulted in a need to accommodate the tremen-
dous growth in the number of subscribers. One method of
addressing the need to accommodate the tremendous growth
has been to make the wireless communications system
scalable. Another method has been to optimize the elements,
and functions that make the wireless communications sys-
tems. As a result, the architectural framework of communi-
cations systems has been constantly evolving.

[0006] One such area that has been evolving is an authen-
tication architecture in the wireless communication systems.
In the wireless communications systems, a number of appli-
cations share a need for mutual authentication between a
client/User Equipment (UE) and an application/application
server before further communication can take place.
Examples include, but are not limited to, a communication
between a client and a presence server or a communication
with a content server. Because many applications share this
common need for a peer authentication mechanism, a
Generic Authentication Architecture (GAA) has been devel-
oped.

[0007] Initial authentication (i.e., bootstrapping) of Third
Generation Project Partnership (3GPP) Generic Authentica-
tion Architecture (GAA) is based on AKA (Authentication
and Key Agreement Protocol). The GAA architecture is
described in a document produced by the 3rd Generation
Partnership Project (3GPP). The document reference is,
3GPP TS 33.919: “3rd Generation Partnership Project; Tech-
nical Specification Group Services and System Aspects; 3G
security; Generic Authentication Architecture (GAA); Sys-
tem description,” attached hereto as Appendix A, the con-
tents of which are hereby incorporated by reference.

[0008] One of the salient aspects of the GAA, is that
includes an application independent mechanism that pro-
vides a client/UE and an application/application server with
a common shared secret. This shared secret can subse-
quently be used to authenticate the wireless communication
between the client/UE and the application/application
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server. This aspect is described in a document produced by
the 3rd Generation Partnership Project (3GPP) and the
document reference is, “3GPP TS 33.220: 3rd Generation
Partnership Project; Technical Specification Group Services
and System Aspects; 3G security; Generic Authentication
Architecture (GAA); Generic bootstrapping architecture
(Release 7),” attached hereto as Appendix B, and “3GPP TS
29.109: 3rd Generation Partnership Project; Technical
Specification Group Core Networks and Terminals; Generic
Authentication Architecture (GAA); Zh and Zn Interfaces
based on the Diameter protocol; Stage 3 (Release 7),”
attached hereto as Appendix C, the contents of which are
hereby incorporated by reference.

SUMMARY OF THE INVENTION

[0009] According to an embodiment of the present inven-
tion, there is provided an apparatus for sharing data in a
communications system, including a bootstrapping server
function (BSF) configured to transmit a first message,
wherein the first message includes a timestamp parameter
corresponding to a generic bootstrapping architecture user
security settings (GUSS) stored in the BSF. A home sub-
scriber server (HSS) configured to receive the first message,
to compare the timestamp parameter corresponding to the
GUSS stored in the BSF with a timestamp parameter cor-
responding to a GUSS stored in the HSS, and to transmit a
second message back to the BSF excluding the GUSS when
the timestamp parameters of the GUSS of the BSF and the
HSS are equal.

[0010] According to an embodiment of the present inven-
tion, there is provided a method for sharing data in a
communications system including transmitting a first mes-
sage from a bootstrapping server function (BSF) to a home
subscriber server (HSS), wherein the first message includes
atimestamp parameter corresponding to a generic bootstrap-
ping architecture user security settings (GUSS) stored in the
BSF; comparing the timestamp parameter corresponding to
the GUSS stored in the BSF with a timestamp parameter
corresponding to a GUSS stored in the HSS; and transmit-
ting a second message back to the BSF excluding the GUSS
when the timestamp parameters of the GUSS of the BSF and
the HSS are equal.

[0011] According to an embodiment of the present inven-
tion, there is provided a computer program embodied within
a computer readable medium to provide sharing of data in a
communications system including transmitting a first mes-
sage from a bootstrapping server function (BSF) to a home
subscriber server (HSS), wherein the message includes a
timestamp parameter corresponding to a generic bootstrap-
ping architecture user security settings (GUSS) stored in the
BSF; comparing the timestamp parameter corresponding to
the GUSS stored in the BSF with a timestamp parameter
corresponding to a GUSS stored in the HSS; and transmit-
ting the second message back to the BSF excluding the
GUSS when the timestamp parameters of the GUSS of the
BSF and the HSS are equal.

[0012] According to an embodiment of the present inven-
tion, there is provided an apparatus a communications
system, comprising: a network application function (NAF);
a user equipment configured to communicate with the NAF
and to transmit a request for authentication information; and
a bootstrapping server function (BSF) configured to receive
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the request and to transmit a first message. The first message
includes a timestamp parameter corresponding to a generic
bootstrapping architecture user security settings (GUSS)
stored in the BSF. A home subscriber server (iiSS) is
configured to receive the first message, to compare the
timestamp parameter corresponding to the GUSS stored in
the BSF with a timestamp parameter corresponding to a
GUSS stored in the HSS, and to transmit a second message
back to the BSF excluding the GUSS when the timestamp
parameters of the GUSS of the BSF and the HSS are equal.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The accompanying drawings, which are included
to provide a further understanding of the invention and are
incorporated in and constitute a part of this specification,
illustrate embodiments of the invention that together with
the description serve to explain the principles of the inven-
tion, wherein:

[0014] FIG. 1 illustrates an apparatus to provide generic
mechanism for a network application server, in accordance
with an embodiment of the present invention;

[0015] FIG. 2 is one embodiment of an example of
information transferred between a bootstrapping server
function and a home subscriber server; and

[0016] FIGS. 3A and 3B illustrate a method providing a
generic bootstrapping architecture user security setting
timestamp to minimize traffic load, in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0017] The present invention now will be described more
fully hereinafter with reference to the accompanying draw-
ings, in which some, but not all embodiments of the inven-
tions are shown. Indeed, these inventions may be embodied
in many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these
embodiments are provided so that this disclosure will satisfy
applicable legal requirements. Like numbers refer to like
elements throughout.

[0018] 3GPP GBA is a proposed (3GPP TS 33.220,
attached hereto as Appendix B, and 3GPP TS 29.209,
attached hereto as Appendix C, the contents of which are
hereby incorporated by reference) authentication infrastruc-
ture. This infrastructure may be utilized to enable applica-
tion functions in a network side and on a user side to
communicate in situations where the network side and the
user side would not otherwise be able to communicate. This
functionality is referred to as “bootstrapping of application
security,” or more generally simply as “bootstrapping.”

[0019] The general principles of bootstrapping are that a
generic bootstrapping server function (BSF) allows user
equipment (UE) to authenticate therewith, and agree on
session keys. Such authentication may be based on authen-
tication and key agreement (AKA). By running AKA, the
mobile terminal and the network mutually authenticate each
other and agree on keys, specifically a confidentiality key
(CK) and an integrity key (IK). After this authentication, the
UE and a network application function (NAF), which may
also be referred to as a service provider, may run some
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application specific protocol where the authentication of
messages is based on the session keys agreed between the
UE and the BSF.

[0020] The bootstrapping function is not intended to be
dependent upon any particular network application function.
The server implementing the bootstrapping function must be
trusted by a home operator to handle authentication vectors.
Network application functions may be supported in the
operator’s home network, a visited network, or in a third
network.

[0021] FIG. 1 illustrates an exemplary network architec-
ture, in accordance with an embodiment of the present
invention. The network architecture includes a user equip-
ment (UE) 100, at least one network application function
(NAF) 102, a bootstrapping server function (BSF) 104, and
ahome subscriber system (HSS) 106. The BSF 104 and HSS
106 form part of a home mobile network operator (MNO)
108. The UE 100 connects into the MNO 108 in accordance
with well-known mobile communication techniques.

[0022] The NAF 102 is hosted in a network element, under
the control of the MNO 108, for instance, and the BSF 104
may be also hosted in a network element under the control
of the MNO 108. Thus, for practical purposes, each of the
NAF 102 and the BSF 104 may be considered to be a
network element. In addition, the MNO 108 may include a
controller (not shown) to execute operations to be described
in FIGS. 3A and 3B. The controller may include permanent
or removable storage, such as magnetic and optical discs,
RAM, ROM, etc., on which the process and data structures
of the present invention may be stored and distributed.

[0023] As illustrated in FIG. 1, the UE 100 communicates
with the NAF 102 through a Ua interface 110. The UE 100
communicates with the BSF 104 through an Ub interface
112. The NAF 102 communicates with the BSF 104 through
a Zn interface 114. The BSF 104 communicates with the
HSS 106 through a Zh interface 116.

[0024] The NAF 102 may be provided in a further separate
network. For instance, as illustrated in FIG. 1, an exemplary
network architecture is provided in which NAF 102 is in the
visited network. In the case where UE 100 has contacted a
NAF 102 that is operated in another network than the home
network, this visited NAF 102 may use a diameter proxy
(D-Proxy) of the NAFs network to communicate with sub-
scriber’s BSF (i.e. home BSF) 104. The NAF 102 would
then communicate with the BSF 104 through the Zn inter-
face 114 to the D-Proxy and through a Zn' interface 120 to
the BSF 104.

[0025] For FIG. 1, the principle of bootstrapping is that
the UE 100 and the bootstrapping server function mutually
authenticate each other, for instance, using the AKA proto-
col, and agree on a master shared secret. Afterwards the
master shared secret is used to derive one or more network
application function specific shared secrets that are applied
between the UE 100 and the particular NAF in question. A
NAF specific shared secret key material is generated spe-
cifically for each network application function indepen-
dently. After the bootstrapping operation has been com-
pleted, the UE 100 and the network application function may
run some specific protocols where the securing of messages
will be based on those keys generated during the mutual
authentication between the UE 100 and the bootstrapping
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server function. Thus, the keys may be used for authentica-
tion and integrity protection, and for confidentiality. The
network application function is then able to acquire the NAF
specific shared secret derived from the master shared secret
established between the user equipment and the bootstrap-
ping server function.

[0026] Furthermore, the communication Ub interface 112
supports the bootstrapping authentication and key agree-
ment protocol, to provide the mutual authentication and key
agreement between the UE 100 and the BSF 104. The Zh
interface 116 allows the BSF 104 to fetch any required
authentication information and subscriber profile informa-
tion (e.g., an authentication vector, AV) from the HSS 106.
The set of subscriber’s user security settings (USS) are part
of subscriber’s GUSS, which may be stored in the HSS. In
a case where a person has multiple subscriptions, i.e.,
multiple IP Multimedia Subsystem Subscriber Identity Mod-
ule cards (ISIMs) or Universal Subscriber Identity Module
cards (USIMs) applications on an Universal Mobile Tele-
communications System Integrated Circuit Card (UICCs),
the HSS 106 shall contain one or more GUSSs that can be
mapped to any one or more identities, e.g., IP Multimedia
Private Identity (IMPIs) and International Mobile Sub-
scriber Identity—IMSIs. The Ua interface 110 supports any
application specific protocol, which is secured using the
NAF specific shared secret derived from the master shared
secret agreed between the UE 100 and the BSF 104, based
on the protocol supported by the Ub interface 112. The Zn
interface 114 is used by the NAF 102 to fetch the NAF
specific shared secret that has derived from the master
shared secret agreed in the protocol supported on the Ub
interface 112 from the BSF 104. The Zn interface 114 may
also be used to fetch subscriber profile information from the
BSF 104.

[0027] A message transmitted from BSF 104 to the NAF
102 includes bootstrapping information. The bootstrapping
information may include a transaction identifier, the NAF
specific shared secret, and subscriber profile information
(“prof_naf” or “any NAF specific USSs”).

[0028] Furthermore, a set of Generic Bootstrapping Archi-
tecture User Security Settings (GUSS) may be also included
in the bootstrapping information and a set of all application-
specific USSs. Typically, BSF requests an AV for a particular
subscriber and then in receives also the GUSS of that
subscriber together with the requested AV. During operation,
the BSF 104 may be able to retrieve a single authentication
vector (AV) at a time from the HSS 106 over Zh, an HSS
interface from BSF 104, thereby forcing the BSF 104 to
update the GUSS stored therein with the new copy of the
GUSS from the HSS 106 when the UE 100 bootstraps with
the BSF 104. So, if the NAF 102 needs to obtain an updated
USS, or multiple USSs, from the BSF 104, the NAF 102
needs to request the UE 100 to bootstrap with the BSF 104,
that is, renegotiate, and a next time the NAF 102 requests a
particular USS from the BSF 104, the NAF 102 knows that
the GUSS is up-to-date.

[0029] However, this update procedure forces the HSS
106 to send the GUSS every time a new AV is requested,
regardless of whether the GUSS has been updated in the
HSS 106 since the last time the BSF 104 received the GUSS.
During the update procedure, the traffic load is large between
the BSF 104 and the HSS 106 by sending the AV with the
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GUSS, as the GUSS may be quite large in size. The sending
of GUSS to the BSF 104 even in cases where the BSF 104
has already a copy of same GUSS is unnecessary, and causes
waste of bandwidth and computer resources. Accordingly,
the number of times the GUSS is transferred from the HSS
106 to the BSF 104 needs to be minimized.

[0030] To do so, the apparatus and method of the present
invention configure and transmit the GUSS to include a
timestamp from the HSS 106 to the BSF 104 to minimize the
traffic load related to the GUSS transfer procedure between
the BSF 104 and the HSS 106. The apparatus and method of
the present invention, therefore, allow sharing of secured
data between functions and elements in a communications
system by determining a validity of secure data and subse-
quent sharing of the data based on the result of the deter-
mination.

[0031] In accordance with embodiments of the present
invention, data in the transmitting or source network ele-
ment, for instance the HSS 106 in the GBA, is transferred to
or shared with a requesting or a receiving network element,
for instance, the BSF 104 in the GBA, only when the
requesting or receiving network element does not have a
copy of or access to the very same data that exists on the
transmitting or source network element.

[0032] Accordingly, a GUSS timestamp is added to each
GUSS indicating when the GUSS was last changed by the
HSS 106. This timestamp is used to optimize the GUSS
transfer policy between the HSS 106 and the BSF 104. If the
BSF 104 has subscriber’s GUSS in memory when it needs
to retrieve a new authentication vector (AV) for the sub-
scriber, it will also include the GUSS timestamp to the
request. Upon receiving the GUSS timestamp, the HSS 106
will compare it to the timestamp of the GUSS stored in its
databases. If the timestamps are equal, the HSS 106 does not
send the GUSS to the BSF 104 as the BSF 104 already has
a copy of the GUSS. If the timestamps are not equal, the
HSS 106 sends the GUSS as the BSF 104 has an invalid
GUSS, which needs to be updated. If the HSS 106 has no
GUSS, for instance, because the GUSS has been deleted
using a management interface of the HSS, then the HSS 106
will send a no GUSS message to the BSF 104 and the BSF
104 will delete the old GUSS.

[0033] FIG. 2 illustrates a communication between the
BSF 104 and the HSS 106 including the GUSS timestamp,
in accordance with an embodiment of the present invention.
At operation 150, the UE 100 issues a request for a new
bootstrapping including user identity information pertaining
to the UE 100. When the BSF 104 is retrieving or requesting
the new AV from the HSS 106, at operation 152, the request
for a new AV would also include a GUSS timestamp if the
GUSS already exists or is stored in a memory of the BSF 104
(i.e., a BSF memory). Upon receiving the GUSS timestamp,
the HSS 106 checks and compares the GUSS timestamp
with the GUSS timestamp stored in a memory provided
therein (i.e., an HSS memory). At operation 154, if the
GUSS timestamp received from the BSF 104 and the GUSS
timestamp stored in the HSS 106 are different, the HSS 106
includes the updated GUSS, the GUSS timestamp for the
updated GUSS, and the new AV requested. If the GUSS
timestamps are the same, that is, the GUSS in the BSF 104
memory and the GUSS in the HSS 106 memory are the
same, the GUSS is not sent to the BSF 104 with the new AV
requested.
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[0034] Naturally, the GUSS timestamp may be sent from
the BSF 104 to the HSS 106 only if the BSF 104 has a GUSS
for a particular subscriber in the BSF memory. In this
instance, the GUSS timestamp is not sent to the HSS 106 and
the HSS 106 returns the subscriber specific GUSS from
databases therein back to the BSF 104.

[0035] At operation 156, the BSF 104 forwards a Random
Challenge Data (RAND) and an Authentication Token
(AUTN) to the UE 100 in a message to demand the UE 100
to authenticate itself. At operation 158, a client associated
with the UE 100 runs Authentication and Key Agreement
(AKA) algorithms, verifies the AUTN, and derives an
Authentication Result (RES). The UE 100 also calculates a
Confidentiality Key (CK), an Integrity Key (IK), and RES,
which will result in to same session keys IK and CK in both
BSF 104 and UE 100. At operation 160, the UE 100 sends
a Hypertext Transport Protocol (HTTP) request containing
an AKA response, calculated using RES, to the BSF 104. At
operation 162, the BSF 104 authenticates the UE 100 by
verifying the AKA response. At operation 164, the BSF 104
generates a key material (Ks) by concatenating the CK and
IK. At operation 166, the BSF 104 sends an OK message and
the bootstrapping transaction identifier (B-TID) and lifetime
of the key Ks to the UE 100 to indicate the success of the
authentication. In addition, at operation 168, the UE 100
generates the key material (Ks) the same way the BSF 104
generated in operation 164 and stores the Ks. B-TID, and the
lifetime of Ks.

[0036] Accordingly, each of the GUSS in the HSS 106
includes a new timestamp parameter, e.g., labeled GUSS-
TIMESTAMP. The GUSSTIMESTAMP of the GUSS is set
by the HSS 106, and it is a numeric or alphanumeric
parameter indicative of the last time when the HSS 106
modified the GUSS. The parameter, GUSSTIMESTAMP,
may also be indicative of a version of the GUSS data. The
GUSSTIMESTAMP changes when a content of the GUSS
changes. That is, if the GUSS in the HSS 106 is modified or
updated, the HSS 106 assigns a new GUSSTIMESTAMP to
the updated GUSS.

[0037] The GUSSTIMESTAMP may also be stored or
communicated in an equivalent form or different form (i.e.,
numeric or alphanumeric) from the way the GUSSTIMES-
TAMP is stored or saved with the GUSS in the HSS 106.
However, if stored or communicated in different form, this
altered form of the GUSSTIMESTAMP may be transformed
back to the original representation of the GUSSTIMES-
TAMP in the HSS 106. This transformation is done, for
instance, when there is a need to compare multiple GUSS-
TIMESTAMPs.

[0038] In accordance with one aspect of the present inven-
tion, the BSF 104 receives the GUSS or its equivalent, from
the HSS 106, and stores the GUSS in the BSF memory.
When the BSF 104 requests the AV from the HSS 106, and
it had previously received the corresponding GUSS, the
request may include the GUSSTIMESTAMP. The HSS 106
compares the received GUSSTIMESTAMP, with the GUSS-
TIMESTAMP already stored in the HSS 106, and includes
the GUSS in the reply only if both GUSSTIMESTAMPs are
different. Both GUSSTIMESTAMPs may be different, for
example, when the BSF 104 has an invalid or an outdated
GUSS. If the GUSSTIMESTAMPs are equal, then the HSS
106 will not send the GUSS to the BSF 104 with the AV.
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[0039] FIG. 3A illustrates a method to create and modify
a GUSSTIMESTAMP, in accordance with an embodiment
of the present invention. The initialization of GUSSTIMES-
TAMP happens when the particular GUSS 1is created. At
operation 200, the HSS 106 creates the GUSS. At operation
210, the HSS 106 initializes the GUSSTIMESTAMP. The
update operation of the GUSSTIMESTAMP is done when-
ever the particular GUSS is modified. At operation 220, the
HSS 106 modifies the GUSS. At operation 230, the HSS 106
updates the GUSSTIMESTAMP.

[0040] There could be several methods used to assign the
value of the GUSSTIMESTAMP parameter for a particular
GUSS in HSS. In one embodiment of the present invention,
GUSSTIMESTAMP may be assigned in a monotonically
increasing sequence or a monotonically decreasing
sequence. For instance, when a GUSS is first created,
GUSSTIMESTAMP could be assigned or initialized to some
numeric value or to the time and/or date indicated by a clock
in the HSS 106. Each time the GUSS is modified and
therefore becomes a new version, GUSSTIMESTAMP can,
for example, be incremented or decremented by 1 or be
changed to the current time and/or date indicated by the
clock in the HSS 106. In another embodiment, the GUSS
may be assigned a GUSSTIMESTAMP value that is a hash
or part of that hash, such as SHA-1 or MDS5, of the particular
instance of the GUSS.

[0041] FIG. 3B illustrates a method providing a generic
bootstrapping architecture user security setting timestamp to
minimize traffic load, in accordance with an embodiment of
the present invention. At operation 300, the method at the
BSF 104 prepares a request for an authentication vector, AV.
At operation 310, a determination is made at the BSF 104 as
to whether the GUSS is already stored in the BSF memory.
If the method determines that the GUSS is already stored, at
operation 320, the method reads at the BSF 104 the GUSS-
TIMESTAMP associated with the GUSS stored in the BSF
104 and includes the GUSSTIMESTAMP with the request.
However, if the method determines that the GUSS is not
stored in the BSF 104, at operation 330, the method at the
BSF 104 sends the request to the HSS 106.

[0042] At operation 340, the method receives the request
from the BSF 104 at the HSS 106. At operation 350, a
determination is made by the HSS 106 as to whether the
GUSSTIMESTAMP is present in the request. If the method
determines that the GUSSTIMESTAMP is present in the
request, at operation 360, the method performs another
determination at the HSS 106 as to whether the GUSS-
TIMESTAMP received from the BSF 104 and the GUSS-
TIMESTAMP stored in the HSS 106 are equal. Otherwise,
if the method determines that the GUSSTIMESTAMP is not
present in the request, after operation 350, the method
proceeds to operation 380, to be later described.

[0043] 1If, at operation 360, the method determines that the
GUSSTIMESTAMP received from the BSF 104 and the
GUSSTIMESTAMP stored in the HSS 106 are equal, the
method proceeds to operation 380, otherwise the method
proceeds to operation 370. At operation 370, the method
includes the GUSS stored in the HSS 106 in the response
and proceeds to operation 380.

[0044] At operation 380, the method configures the HSS
106 to send a response to the BSF 104. At operation 390, the
BSF 104 receives the response from the HSS 106. At
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operation 400, the method determines at the BSF 104
whether the GUSS is present in the response. If the GUSS
is present in the response, at operation 410, the method
determines at the BSF 104 whether the GUSS is already
present in the BSF 104. Otherwise, the method proceeds to
operation 440, to be later described. If the method deter-
mines that the GUSS is present in the BSF 104, the method
proceeds to operation 420. Otherwise, the method proceeds
to operation 430, to be later described.

[0045] At operation 420, the method at the BSF 104
deletes the GUSS stored in the BSF 104 and proceeds to
operation 430. At operation 430, the method at the BSF 104
stores the received GUSS and, at operation 440, the BSF 104
stores the received AV.

[0046] Tt is to be understood that in the embodiment of the
present invention, the operations are performed in the
sequence and manner as shown although the order of some
operations and the like may be changed without departing
from the spirit and scope of the present invention.

[0047] Accordingly, the present invention provides adding
a GUSS timestamp to each GUSS exchanged between a BSF
and an HSS indicating when the GUSS was last changed by
the HSS. The GUSS timestamp optimizes a data transfer
policy between the BSF and the HSS. Specifically, if the
BSF has data associated with a subscriber stored in a
memory when a request to retrieve a new authentication
vector is requested from the subscriber through a user
equipment, the new AV request also includes the GUSS
timestamp associated with the GUSS stored in the memory
of the BSF. Upon receiving the GUSS timestamp, the HSS
compares the GUSS timestamp received with a GUSS
timestamp stored in a memory of the HSS. If the GUSS
timestamps are the same or equal, the HSS does not send the
GUSS to the BSF as the BSF already has a copy of the
GUSS. If the GUSS timestamps are not equal, the HSS sends
the GUSS as the BSF has an invalid GUSS, which needs to
be updated.

[0048] In addition, while the terms packet and datagram
have been used in the description of the present invention,
the invention has import to many types of network data. For
purposes of this invention, the term packet includes packet,
cell, frame, datagram, bridge protocol data unit packet,
packet data and any equivalents thereof.

[0049] The many features and advantages of the invention
are apparent from the detailed specification and, thus, it is
intended by the appended claims to cover all such features
and advantages of the invention which fall within the true
spirit and scope of the invention. Further, since numerous
modifications and changes will readily occur to those skilled
in the art, it is not desired to limit the invention to the exact
construction and operation illustrated and described, and
accordingly all suitable modifications and equivalents may
be resorted to, falling within the scope of the invention.

What is claimed:
1. An apparatus for sharing data in a communications
system, comprising:

a bootstrapping server function (BSF) configured to trans-
mit a first message, wherein the first message includes
a timestamp parameter corresponding to a generic
bootstrapping architecture user security settings
(GUSS) stored in the BSF; and
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a home subscriber server (HSS) configured to receive the
first message, to compare the timestamp parameter
corresponding to the GUSS stored in the BSF with a
timestamp parameter corresponding to a GUSS stored
in the HSS, and to transmit a second message back to
the BSF excluding the GUSS when the timestamp
parameters of the GUSS of the BSF and the HSS are
equal.

2. The apparatus as recited in claim 1, wherein the HSS
is configured to transmit the second message to the BSF
including the GUSS and the corresponding timestamp
parameter when the timestamp parameter of the GUSS of
the BSF and the HSS are not equal.

3. The apparatus as recited in claim 1, wherein the
timestamp parameter that corresponds to a particular GUSS
is part of the same GUSS.

4. The apparatus as recited in claim 2, wherein the BSF is
configured to receive the second message, the GUSS, and
the timestamp parameter associated with the GUSS from the
HSS, and to update the GUSS and the timestamp parameter
from the HSS.

5. The apparatus as recited in claim 1, wherein the first
message comprises a request for an authentication vector
(AV).

6. The apparatus as recited in claim 1, wherein the HSS
is configured to assign the timestamp parameters to the
GUSS.

7. The apparatus as recited in claim 6, wherein the HSS
is configured to change the timestamp parameter for the
GUSS when the data of that GUSS has been modified.

8. The apparatus as recited in claim 6, wherein the HSS
is configured to assign the timestamp parameters for the
GUSS in a monotonically increasing sequence or a mono-
tonically decreasing sequence.

9. The apparatus as recited in claim 6, wherein the HSS
is configured to assign the timestamp parameters for the
GUSS as a hash or part of the hash of a particular instance
of the GUSS of the BSF and the HSS.

10. The apparatus as recited in claim 1, wherein the BSF
is configured to store the timestamp parameter in a different
numeric or alphanumeric form from the timestamp param-
eter stored in the HSS.

11. The apparatus as recited in claim 1, wherein the BSF
is configured to transmit the timestamp parameter in differ-
ent numeric or alphanumeric form from the timestamp
parameter of the HSS.

12. The apparatus as recited in claim 6, wherein when the
GUSS is first created, the timestamp is initialized to a
numeric value or to a value indicative of time and/or date
indicated by a clock in the HSS.

13. The apparatus as recited in claim 6, wherein each time
the GUSS is modified, the GUSS becomes a new version,
and the timestamp is incremented or decremented by 1 or is
changed to a current time and/or date indicated by a clock in
the HSS.

14. The apparatus as recited in claim 6, wherein the GUSS
is assigned a timestamp value that is a hash or part of that
hash of a particular instance of the GUSS.

15. A method for sharing data in a communications
system, comprising:

transmitting a first message from a bootstrapping server
function (BSF) to a home subscriber server (HSS),
wherein the first message includes a timestamp param-
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eter corresponding to a generic bootstrapping architec-
ture user security settings (GUSS) stored in the BSF;

comparing the timestamp parameter corresponding to the
GUSS stored in the BSF with a timestamp parameter
corresponding to a GUSS stored in the HSS; and

transmitting a second message back to the BSF excluding
the GUSS when the timestamp parameters of the GUSS
of the BSF and the HSS are equal.

16. The method as recited in claim 15, further comprising:

transmitting the second message to the BSF including the
GUSS and the corresponding timestamp parameter
from the HSS when the timestamp parameter of the
GUSS of the BSF and the HSS are not equal.

17. The method as recited in claim 16, further comprising:

receiving at the BSF the second message, the GUSS, and
the timestamp parameter associated with the GUSS
from the HSS; and

updating the GUSS and the timestamp parameter from the
HSS in the BSF.

18. The method as recited in claim 15, wherein sending of
the first message comprises sending a request for an authen-
tication vector (AV).

19. The method as recited in claim 15, wherein the
assigning of the timestamp parameters for the GUSS is
performed in a monotonically increasing sequence or a
monotonically decreasing sequence.

20. The method as recited in claim 15, wherein the
assigning of the timestamp parameters for the GUSS is
performed as a hash or part of the hash of a particular
instance of the GUSS of the BSF and the HSS.

21. The method as recited in claim 15, further comprising:

storing the timestamp parameter of the BSF in a different
numeric or alphanumeric form from the timestamp
parameter stored in the HSS.

22. The method as recited in claim 15, further comprising:

transmitting the timestamp parameter of the BSF and
timestamp parameter of the HSS in different numeric or
alphanumeric forms.

23. The method as recited in claim 15, further comprising:

changing the transmitted different numeric or alphanu-
meric form of the timestamp parameter back to its
original form.

24. The method as recited in claim 15, further comprising:

assigning a value to the timestamp in a monotonically
increasing sequence or a monotonically decreasing
sequence.

25. The method as recited in claim 15, further comprising:

initializing the timestamp, when the GUSS is first created,
to a numeric value or to a time and/or date indicated by
a clock in the HSS.

26. The method as recited in claim 15, further comprising:

incrementing or decrementing the timestamp by 1 or Each
time the GUSS is modified and therefore becomes a
new version, GUSSTIMESTAMP can, for example, be.

27. The method as recited in claim 15, further comprising:

changing the timestamp to a current time and/or date of
the timestamp each time the GUSS is modified.
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28. The method as recited in claim 15, further comprising:

assigning the GUSS a timestamp value that is a hash or
part of that hash of a particular instance of the GUSS.

29. A computer program embodied within a computer
readable medium to provide sharing of data in a communi-
cations system, comprising:

transmitting a first message from a bootstrapping server
function (BSF) to a home subscriber server (HSS),
wherein the message includes a timestamp parameter
corresponding to a generic bootstrapping architecture
user security settings (GUSS) stored in the BSF;

comparing the timestamp parameter corresponding to the
GUSS stored in the BSF with a timestamp parameter
corresponding to a GUSS stored in the HSS; and

transmitting the second message back to the BSF exclud-
ing the GUSS when the timestamp parameters of the
GUSS of the BSF and the HSS are equal.

30. The computer program as recited in claim 29, further
comprising:

transmitting the message to the BSF including the GUSS
and the corresponding timestamp parameter from the
HSS when the timestamp parameter of the GUSS of the
BSF and the HSS are not equal.

31. The computer program as recited in claim 29, further
comprising:

BSF receiving the message, the GUSS, and the timestamp
parameter associated with the GUSS from the HSS; and

updating the GUSS and the timestamp parameter from the
HSS in the BSF.

32. The computer program as recited in claim 29, wherein
sending of the first message comprises sending a request for
an authentication vector (AV).

33. The computer program as recited in claim 29, wherein
the assigning of the timestamp parameters for the GUSS is
performed in a monotonically increasing sequence or a
monotonically decreasing sequence.

34. The computer program as recited in claim 29, wherein
the assigning of the timestamp parameters for the GUSS is
performed as a hash or part of the hash of a particular
instance of the GUSS of the BSF and the HSS.

35. The computer program as recited in claim 29, further
comprising:

storing the timestamp parameter of the BSF in a different
numeric or alphanumeric form from the timestamp
parameter stored in the HSS.
36. The computer program as recited in claim 29, further
comprising:

transmitting the timestamp parameter of the BSF and
timestamp parameter of the HSS in different numeric or
alphanumeric forms.
37. The computer program as recited in claim 29, further
comprising:

assigning a value to the timestamp in a monotonically
increasing sequence or a monotonically decreasing
sequence.
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38. The computer program as recited in claim 29, further
comprising:

initializing the timestamp, when the GUSS is first created,
to a numeric value or to a time and/or date indicated by
a clock in the HSS.

39. The computer program as recited in claim 29, further
comprising:
incrementing or decrementing the timestamp by 1 or each
time the GUSS is modified and becomes a new version.
40. The computer program as recited in claim 29, further
comprising:
changing the timestamp to a current time and/or date each
time the GUSS is modified.
41. The computer program as recited in claim 29, further
comprising:

assigning the GUSS a timestamp value that is a hash or
part of that hash of a particular instance of the GUSS.
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42. A communications system, comprising:
a network application function (NAF);

a user equipment configured to communicate with the
NAF and to transmit a request for authentication infor-
mation;

a bootstrapping server function (BSF) configured to
receive the request and to transmit a first message,
wherein the message includes a timestamp parameter
corresponding to a generic bootstrapping architecture
user security settings (GUSS) stored in the BSF; and

a home subscriber server (HSS) configured to receive the
first message, to compare the timestamp parameter
corresponding to the GUSS stored in the BSF with a
timestamp parameter corresponding to a GUSS stored
in the HSS, and to transmit a second message back to
the BSF excluding the GUSS when the timestamp
parameters of the GUSS of the BSF and the HSS are
equal.





