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SENDER VERIFICATION FOR ENCRYPTED
ELECTRONIC MESSAGING

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of priority to U.S.
Provisional Patent Application No. 63/023,134, entitled
“SENDER VERIFICATION FOR ENCRYPTED ELEC-
TRONIC MESSAGING,” filed on May 11, 2020, the dis-
closure of which is hereby incorporated herein in its entirety.

TECHNICAL FIELD

The present description relates generally to electronic
messaging.

BACKGROUND

Electronic messages are often exchanged between elec-
tronic devices through Short Message Service (SMS) servers
over cellular communications networks. Electronic mes-
sages sent in this way are typically referred to as SMS
messages. In addition, messaging systems that are separate
from the SMS servers can also allow exchange of electronic
messages between electronic devices. These messaging sys-
tems can include service provider systems that manage the
exchange of messages between electronic devices over the
cellular communications networks and/or over other net-
works such as over the Internet. Although SMS messaging
systems and other messaging systems provide a service to
users, these systems can also be exploited for sending
unwanted and/or unsolicited messages, often referred to as
“spam”, in bulk, to many electronic devices.

BRIEF DESCRIPTION OF THE DRAWINGS

Certain features of the subject technology are set forth in
the appended claims. However, for purpose of explanation,
several embodiments of the subject technology are set forth
in the following figures.

FIG. 1 illustrates an example network environment for
electronic messaging in accordance with one or more imple-
mentations.

FIG. 2 illustrates additional aspects of electronic messag-
ing using the example network environment of FIG. 1 in
accordance with one or more implementations.

FIG. 3 illustrates a block diagram of an example cellular
network server in accordance with one or more implemen-
tations.

FIG. 4 illustrates a block diagram of an example service
provider server in accordance with one or more implemen-
tations.

FIG. 5 illustrates a block diagram of an example elec-
tronic device in accordance with one or more implementa-
tions.

FIG. 6 illustrates an example identifier that can be asso-
ciated with an electronic device in accordance with one or
more implementations.

FIG. 7 illustrates a flow diagram of an example process
for an sender verification for encrypted electronic messaging
in accordance with one or more implementations.

FIG. 8 illustrates an example electronic system with
which aspects of the subject technology may be imple-
mented in accordance with one or more implementations.

DETAILED DESCRIPTION

The detailed description set forth below is intended as a
description of various configurations of the subject technol-

10

15

20

25

30

35

40

45

50

55

60

65

2

ogy and is not intended to represent the only configurations
in which the subject technology can be practiced. The
appended drawings are incorporated herein and constitute a
part of the detailed description. The detailed description
includes specific details for the purpose of providing a
thorough understanding of the subject technology. However,
the subject technology is not limited to the specific details
set forth herein and can be practiced using one or more other
implementations. In one or more implementations, struc-
tures and components are shown in block diagram form in
order to avoid obscuring the concepts of the subject tech-
nology.

In electronic messaging, the subject technology provides
for a first message from a sender device to a recipient device
to be sent unencrypted (or with a relatively low level of
encryption) so that the first message can be analyzed by
network servers to determine whether the first message is a
spam message, in certain predefined circumstances as dis-
cussed in further detail herein. If the first message is
delivered to the recipient device, and a response from the
recipient device is received at the sender device, a next
message can be sent by the sender device to the recipient
device with a relatively higher level of encryption. In this
way, the subject technology can facilitate a reduction or
prevention of unwanted and/or unsolicited spam messages
being delivered over various networks to an electronic
device, by preventing sending of an encrypted message
(which can circumvent spam filtering at the network servers)
as a first message from a particular sender device to a
particular recipient device.

In one or more implementations, a first device determines
whether the first device is eligible to send a message to a
second device with a first strength of encryption that is
higher than a second strength of encryption, based on (1) an
identifier of the first device or (2) an identifier of the second
device.

FIG. 1 illustrates an example network environment 100
that includes various devices in accordance with one or more
implementations. Not all of the depicted components may be
used in all implementations, however, and one or more
implementations may include additional or different com-
ponents than those shown in the figure. Variations in the
arrangement and type of the components may be made
without departing from the spirit or scope of the claims as set
forth herein. Additional components, different components,
or fewer components may be provided.

The network environment 100 includes electronic devices
102 and 104, a first network 106, one or more servers 120
communicatively coupled to the first network 106, a second
network 108, and one or more servers 140 communicatively
coupled to the second network 108. The first network, 106
may, for example, be a cellular communications network
that includes one or more base transceivers at fixed locations
in each of several geographic “cells”, the base transceivers
communicating wirelessly with end devices such as elec-
tronic devices 102 and 104, and via wired and/or satellite
communications with various switched networks for voice
calls and text messages, mobile data, and public telephony.

The second network 108 may be or include, for example,
a public network such as the Internet. The second network
108 may include local area network (LAN) components,
such as Wi-Fi routers and/or Ethernet connections that are
local to each of electronic devices 102 and 104, that couple
the corresponding electronic device to the wider Internet. A
LAN that connects electronic device 102 or 104 to the
Internet may include one or more different network devices/
network mediums and/or may utilize one or more different
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wireless and/or wired network technologies, such as Ether-
net, optical, Wi-Fi, Bluetooth, Zigbee, Powerline over Eth-
ernet, coaxial, Z-Wave, generally any wireless and/or wired
network technology that may communicatively couple an
electronic device to the Internet.

As shown, servers 120 may be one or more servers, and/or
one or more other cellular network elements, of a short-
message-service (SMS) 130 that manage the exchange of
SMS and/or MMS messages over the first network 106. For
example, the servers 120 may be, and/or may include all or
part of, an SMS center, an SMS gateway, and/or an MMS
gateway. As shown, servers 140 may be one or more servers
of a service provider 150 that manages the exchange of
electronic messages, such as over the second network 108.
The dashed arrowed lines in FIG. 1 indicate message paths
over which messages may be transmitted having a first level
of encryption, such as unencrypted messages (e.g., SMS or
MMS messages), that is less than a second level of encryp-
tion of messages transmitted over the message paths indi-
cated by the solid arrowed lines in FIG. 1. As indicated in
FIG. 1, messages having the first level of encryption may be
sent over the first network 106 via servers 120. As indicated
in FIG. 1, messages having the second level of encryption
may be sent (e.g., over the second network 108), using
servers 140. However, it should be appreciated the
exchanges of messages having various levels of encryption
depicted in FIG. 1 are merely illustrative and that other
exchanges of messages may occur.

For example, FIG. 2 illustrates that encrypted messages
having the second (e.g., higher) level of encryption (indi-
cated by dashed arrowed lines in FIG. 2) can also be
exchanged using the first network 106. In the example of
FIG. 2, electronic device 102 no longer has a direct con-
nection to the second network 108, but can exchange
encrypted messages, via servers 140, with electronic device
104 by sending the encrypted messages to the second
network 108 via the first network 106. For example, the
encrypted messages from electronic device 102 can be sent
over a portion of a cellular data network to second network
108, without passing through servers 120. For example, the
encrypted messages may pass through a portion of the first
network 106, such as a packet switched network of the first
network 106 that provides a cellular data connection. The
packet switched network may be a separate channel from an
SMS channel of the first network 106 (e.g., a core circuit
switched network of the first network 106 that allows SMS
texts to be sent without a data connection). Similarly, when
both of the electronic devices 102, 104 have a connection to
the first network 106, the electronic devices 102, 104 can
communicate encrypted messages over the portion of the
cellular data network without passing through the servers
120 and without passing through the second network 108.

One or more of the electronic devices 102 and 104 may
be, for example, a portable computing device such as a
laptop computer, a smartphone, a smart speaker, a peripheral
device (e.g., a digital camera, headphones), a digital media
player, a tablet device, a wearable device such as a smart-
watch or a band, or any other appropriate device that
includes and/or is communicatively coupled to, for example,
one or more wired or wireless interfaces, such as Wi-Fi
communications circuitry, cellular communications cir-
cuitry, Bluetooth communications circuitry, Zighee commu-
nications circuitry, near field communication (NFC) com-
munications circuitry, and/or other wired or wireless
communications circuitry, and is provided with software
and/or hardware for sending and receiving electronic mes-
sages.
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By way of example, in FIG. 1 each of the electronic
devices 102 and 104 is depicted as a smart phone. In one or
more implementations, one or more of the electronic devices
102 and 104 may be a smart television, a laptop or a mobile
device, such as a smart phone or a smart watch. In one or
more implementations, one or more of the electronic devices
102 and 104 may be integrated into its corresponding
display device. One or more of the electronic devices 102
and 104 may be, and/or may include all or part of, the
electronic system discussed below with respect to FIG. 8.

The electronic devices 102 and 104 may include a pro-
cessor, a memory, a communication interface, and/or other
electronic components. The processor may include suitable
logic, circuitry, and/or code that enable processing data
and/or controlling operations of the device. In this regard,
the processor may be enabled to provide control signals to
various other components of the device. The processor may
also control transfers of data between various portions of the
device. Additionally, the processor may enable implemen-
tation of an operating system or otherwise execute code to
manage operations of the device. The memory may include
suitable logic, circuitry, and/or code that enable storage of
various types of information such as received data, gener-
ated data, code, and/or configuration information. The
memory may include, for example, random access memory
(RAM), read-only memory (ROM), flash, and/or magnetic
storage. In one or more implementations, one or more of the
processor, the memory, the communication interface, and/or
one or more portions thereof, may be implemented in
software (e.g., subroutines and code), may be implemented
in hardware (e.g., an Application Specific Integrated Circuit
(ASIC), a Field Programmable Gate Array (FPGA), a Pro-
grammable Logic Device (PLD), a controller, a state
machine, gated logic, discrete hardware components, or any
other suitable devices) and/or a combination of both.

One or more of the servers 120 or 140 may be, and/or may
include all or part of the electronic system discussed below
with respect to FIG. 8. Each of the servers 120 and 140 may
include one or more servers, such as a cloud of servers. For
explanatory purposes, two servers are shown and discussed
with respect to various operations for each of the short
message service 130 (e.g., as provided by a mobile network
operator), and the service provider 150. However, these and
other operations discussed herein may be performed by one
or more servers, and each different operation may be per-
formed by the same or different servers.

For explanatory purposes, the network environment 100
is illustrated in FIGS. 1 and 2 as including electronic devices
102 and 104, and the servers 120 and 140; however, the
network environment 100 may include any number of
electronic devices and any number of servers.

FIG. 3 illustrates various aspects of a server 120 of the
short message service 130 (e.g., an SMS server) in accor-
dance with one or more implementations. As shown in FIG.
3, an SMS server such as one or more of servers 120 may
include a message routing engine 300 that routes messages,
such as messages having a level of encryption that is lower
than a level of encryption of messages that are routed
through servers 140, between electronic devices such as
electronic devices 102 and 104 of FIGS. 1 and 2. For
example, message routing engine 300 may route messages
to a particular electronic device using a phone number that
is associated with that device, and that is included with the
message when the message is received at the server 120. As
illustrated, server 120 may also include or be associated with
a billing engine 304. Billing engine 304 may be associated
with SMS 130 and/or with a carrier that provides the first
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network 106, and may accumulate charges (e.g., per-mes-
sage charges and/or data-based charges) to a cellular net-
work account holder that sends and/or receives the messages
that are routed by message routing engine 300.

As shown in FIG. 3, servers 120 may include or be
associated with a spam detection engine 302. Spam detec-
tion engine 302 may perform spam detection operations
using the content of the messages received at server 120, to
flag and/or prevent transmission of spam messages through
the server 120. For example, spam detection engine 302 may
analyze the content and/or metadata of a message received
at server 120 and flag the message spam based on, for
example, a length of the content, a number of messages sent
by a particular sending device to different receiving devices
over a given period of time, a number of messages with
similar or the same content transmitted by a particular
sending device over a given period of time, a number or
fraction of capital letters in the content, a link in the content,
and/or certain terms such as terms deemed to be aggressive,
promotional, profane, etc. In circumstances in which spam
detection engine 302 flags a message as a spam message,
message routing engine 300 may transmit the message with
the spam flag to a recipient device, or may prevent trans-
mission of the flagged message to the recipient device.

FIG. 4 illustrates various aspects of a server 140 of the
service provider 150 (e.g., a service provider server) in
accordance with one or more implementations. As shown in
FIG. 4, a service provider server may include a registration
database 406 in which account information 408 for various
users of the service provider 150 can be stored. In the
example of FIG. 4, for each of several users, registration
database 406 stores a user identifier (e.g., “USER A ID”),
and one or more messaging aliases corresponding to that
user identifier. In the example of FIG. 4, account information
408 for the user associated with user identifier USER A ID
includes two messaging aliases. For example, MESSAG-
ING ALIAS 1 may be a phone number of the user identified
by USER A ID, and MESSAGING ALIAS 2 may be an
email address of the user identified by USER A ID. In one
or more implementations, the account information 408 for
each user may include identifiers of one or more electronic
devices that are associated with one or more of the messag-
ing aliases.

As shown in FIG. 4, a service provider server such as
server 140 may also include a message routing engine 400
that routes messages, such as messages having a level of
encryption that is higher than a level of encryption of
messages that are routed through servers 120, between
electronic devices such as electronic devices 102 and 104 of
FIGS. 1 and 2. For example, message routing engine 400
may route messages to a particular electronic device using
one or more of the messaging aliases that are associated with
a user identifier in account information 408 for that user. In
circumstances in which registration database 406 stores
identifiers of multiple electronic devices associated with a
user identifier and/or one or more aliases associated with
that user identifier, message routing engine 400 may route an
incoming messages from a first device (e.g., encrypted
messages from a sender device) to multiple devices that are
associated with that user identifier and/or corresponding
aliases.

As shown, server 140 may also include a key management
engine 402 that manages encryption keys to facilitate end-
to-end encryption of messages sent from a first device to a
second device through server 140. In this way, messages can
be routed by message routing engine 400 without providing
access, by server 140 and/or any other intervening parties, to
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the content of the messages. Key management engine 402
may, for example, provide public keys (e.g., public keys
stored in account information 408) for message recipient
devices to sender devices for encryption of messages, and/or
public keys (e.g., stored in account information 408) of
sender devices to recipient devices for decryption of
encrypted messages.

As shown in FIG. 4, server 140 may also include a
compatibility engine 403. Compatibility engine 403 may
determine (e.g., during composition of a message at a sender
device such as electronic device 102 prior to sending of a
message), whether an intended recipient device such as
electronic device 104 is capable of receiving a message with
the first level of encryption (e.g., via server 140). Determin-
ing whether a recipient device is capable of receiving a
message with the first level of encryption may include
determining whether the recipient device is compatible with
key management engine 402 (e.g., for exchanging informa-
tion for decrypting an encrypted message), and/or determin-
ing whether an identifier of the recipient device is stored in
registration database 406 in association with account infor-
mation 408 for one or more users of server 140.

Determining (e.g., with compatibility engine 403)
whether a recipient device is capable of receiving a message
with the first level of encryption (e.g., via server 140) may
be performed before and/or during a separate determination
(e.g., at the sender device) of whether the sender device is
eligible to send the message with the first level of encryp-
tion.

As shown in FIG. 4, server 140 may optionally include an
eligibility engine 404 and/or a trust engine 407 that can be
configured to perform some or all of the eligibility and/or
trust scoring operations, respectively, that are described in
further detail hereinafter in connection with FIG. 4, in one
or more implementations.

FIG. 5 illustrates various aspects of electronic device 102
(e.g., which can be operated as a sender device and/or a
recipient device for electronic messages) in accordance with
one or more implementations. As shown in FIG. 5, elec-
tronic device 102 may include a messaging application 500.
Messaging application 500 may include a user interface that
provides a user with tools for composing, sending, and
receiving electronic messages. The user interface of mes-
saging application 500 may include an input field into which
a user can provide typed input, handwritten electronic input,
image input, video input, etc. into an electronic message.
The user interface may also include a “To” field into which
a user can input an identifier of an intended recipient of a
message. For example, the user can input or link to a
telephone number, an email address, or another identifier
(e.g., a messaging alias) of an intended recipient and/or an
intended recipient device for the electronic message.

As shown in FIG. 5, messaging application 500 may
include or be associated with an encryption engine 502 for
encrypting messages prior to sending (e.g., with one or more
levels or strengths of encryption). For example, to encrypt a
message prior to sending, encryption engine 502 may
request (e.g., from key management engine 402 of server
140), a public key (e.g., PUBLIC KEY A in the example of
FIG. 4) associated with a recipient and/or recipient device.
Encryption engine 502 may then encrypt the message con-
tent to be sent using at least the received public key and/or
other information (e.g., using a symmetric encryption pro-
cess such as an advanced encryption system (AES) encryp-
tion process, an asymmetric encryption process such as a
Rivest-Shamir-Adleman (RSA) encryption process, or an
encryption process that combines aspects of symmetric,
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asymmetric, AES, RSA, and/or other encryption processes).
In circumstances in which electronic device 102 receives an
encrypted message (e.g., via servers 140), encryption engine
502 may decrypt the encrypted message for display to the
user (e.g., by using at least the private key corresponding to
the public key of the electronic device 102, by sending a
query corresponding to the encrypted message that was
transmitted using an account alias of the sender, to key
management engine 402 of server 140, the query indicating
the account alias of the sender and including a request for a
public key of the sender, an encrypted message key, and/or
other information for decryption and/or verification of the
encrypted message, and decrypting and/or verifying the
encrypted message based on a response to the query).

In some circumstances, messaging application 500 may
be unable to send a message using the first level of encryp-
tion. For example, in circumstances in which electronic
device 102 is unable to communicate with server 140 (e.g.,
for encryption operations and/or for verification of the
capability of the recipient device for receiving the messages
with the first level of encryption) and/or the recipient device
is unable to receive/decrypt encrypted messages, messaging
application 500 may be unable to send a message using the
first level of encryption. In circumstances in which messag-
ing application 500 is unable to send a message using the
first level of encryption, messaging application 500 may
send the message using a second level of encryption (e.g., by
sending an unencrypted SMS message via first network 106
and/or servers 120).

In one or more implementations, the second level of
encryption may include one or more forms of encryption
along the message path between a sending and receiving
device, but not including end-to-end encryption (or includ-
ing end-to-end encryption where one or more of the servers
120 possesses a key for decrypting the messages). For
example, the second level of encryption may include an
encryption that can be decrypted by a message transport
server, such as one or more of the servers 120, such that the
message transport server can perform spam detection on the
message. After performing the spam detection, the message
transport server may re-encrypt the message (e.g., using the
same or different encryption), and may forward the
encrypted message to the receiving device (assuming the
message is not detected as spam). Thus, the second level of
encryption may include some form of encryption and/or
cryptography that allows the one or more servers 120 to
perform some form of spam detection based on the content
and/or metadata of the message.

In accordance with one or more implementations, even in
some circumstances in which messaging application 500 is
able to send a message using the first level of encryption and
a recipient device is capable of receiving/decrypting a
message using the first level of encryption, electronic device
102 may determine (e.g., using an eligibility engine 504 at
the electronic device 102) that electronic device 102 is
ineligible to send the message using the first level of
encryption to the intended recipient device.

For example, messaging application 500 may include or
be associated with an eligibility engine 504 that determines
whether the electronic device 102 is eligible to send a
message to a second device (e.g., electronic device 104) with
a first strength of encryption that is higher than a second
strength of encryption, based on (1) an identifier of elec-
tronic device 102 or (2) an identifier of the second device.
In accordance with a determination, by eligibility engine
504 that the electronic device 102 is eligible to send the
message to the second device with the first strength of
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encryption, messaging application 500 may send the mes-
sage with the first strength of encryption (e.g., after encrypt-
ing the message using encryption engine 502 as described
herein). In accordance with a determination that the elec-
tronic device 102 is not eligible to send the message to the
second device with the first strength of encryption, messag-
ing application 500 may send the message with the second
strength of encryption (e.g., even in circumstances in which
the recipient device is capable of receiving and/or decrypt-
ing messages with the first level of encryption). A message
with the second strength of encryption may be, in one or
more implementations, an unencrypted message, such as an
SMS message, or an encrypted message for which the
content is accessible by the one or more servers 120.

Eligibility engine 504 at electronic device 102 may deter-
mine whether electronic device 102 is eligible to send a
message with the first level of encryption using data that is
primarily and/or entirely stored at the electronic device 102.
For example, eligibility engine 504 at electronic device 102
may determine whether electronic device 102 is eligible to
send a message with the first level of encryption using an
identifier of the electronic device 102 and/or an identifier of
the second device (e.g., electronic device 104) and/or data
stored in a message database 512. For example, message
database 512, at electronic device 102, may include a
message log 508 of messages that have been sent and/or
received by electronic device 102 to and/or from various
recipient devices (e.g., in a message history for the elec-
tronic device 102). As shown, message database 512 may
also include a spam database 510 for spam messages that are
received at electronic device 102. Messages received at
electronic device 102 may be diverted to spam database 510
(e.g., rather than being delivered to a user by messaging
application 500) if the message is flagged as spam (e.g. an
SMS or MMS message flagged as spam by servers 120)
and/or based on local settings at electronic device 102, such
as based on whether electronic device 102 or another device
of'user 101 has previously sent a message to the device that
sent the message (e.g., electronic device 102 may include
settings that cause electronic messages with the first level of
encryption that are received from a device for which mes-
sage log 508 does not have a previously sent message to be
diverted to spam database 510).

In one or more implementations, eligibility engine 504
may determine, based on the message history in message log
508, whether a message has previously been received, at
electronic device 102, from the recipient device for which a
new message is to be sent. If it is determined, by eligibility
engine 504, that a message has previously been received, at
electronic device 102, from the recipient device for which a
new message is to be sent, the new message may be
encrypted by encryption engine 502 (e.g., with the first level
of encryption), and the encrypted message may be sent by
messaging application 500. If it is determined, by eligibility
engine 504, that no message has previously been received,
at electronic device 102, from the recipient device for which
a new message is to be sent, eligibility engine 504 may
determine whether electronic device 102 is eligible to send
the new message with the first level of encryption based on
the identifier of the electronic device 102 and/or the iden-
tifier of the recipient device.

For example, in one or more implementations, the eligi-
bility engine 504 may determine whether electronic device
102 is eligible to send the new message with the first level
of encryption based on whether a portion (e.g., a country
code, an area code, or a regional code) of a phone number
of the electronic device 102 is the same or different from the
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corresponding portion (e.g., the country code, the area code,
or the regional code) of a phone number of the recipient
device. For example, in one or more implementations, the
eligibility engine 504 may determine that electronic device
102 is eligible to send the new message with the first level
of encryption if the country code of the phone number of the
electronic device 102 is the same as the country code of the
electronic device of the recipient device.

Further details of determining whether electronic device
102 is eligible to send a message with the first level of
encryption are discussed herein in connection, for example,
with FIG. 7. Performing the eligibility determination at
electronic device 102, using the data stored at electronic
device 102 may allow determination of eligibility while
preserving the privacy of the sender and/or the recipient
(e.g., as the servers 140 do not receive or store any data from
the electronic devices in connection with the determination
operations). However, it should also be appreciated that, in
one or more implementations, some or all of the eligibility
determination operations described herein can be performed
(e.g., using appropriate privacy preserving operations for
both sender and recipient) by an eligibility engine 404 at
servers 140.

As shown in FIG. 5, in one or more implementations,
messaging application 500 may include, or be associated
with, a trust engine 506 at electronic device 102. In one or
more implementations, messaging application 500 may
determine whether the first device is eligible based, in part,
on a locally determined trustworthiness score for the elec-
tronic device (e.g., as generated by trust engine 506).

The trustworthiness score may be used in combination
with, or in place of the determination by eligibility engine
504. For example, in various implementations, a trustwor-
thiness score below a threshold may prevent sending of
messages from the electronic device 102 with the first level
of encryption, even in circumstances in which eligibility
engine 504 determines that electronic device 102 is eligible
based on the identifier(s) of the electronic device 102 and/or
the recipient device (e.g., electronic device 104). In various
implementations, a trustworthiness score above a threshold
may cause messaging application 500 to allow sending of
messages from the electronic device 102 with the first level
of encryption, even in circumstances in which eligibility
engine 504 determines that electronic device 102 is not
eligible based on the identifier(s) of the electronic device
102 and/or the recipient device (e.g., electronic device 104).
It should also be appreciated that, in one or more imple-
mentations, some or all of the trustworthiness determination
operations described herein can be performed (e.g., using
appropriate privacy preserving operations for both sender
and recipient) by an optional trust engine 407 at servers 140.

In one or more implementations, the trustworthiness score
of'a sender device (e.g., electronic device 102) is determined
locally at the sender device. In one or more implementa-
tions, the trustworthiness score of the sender device may be
determined (e.g., by trust engine 506) using only locally
stored data at the sender device. In one or more implemen-
tations, the trustworthiness score is determined based on a
number of prior messages sent by the sender device (e.g., as
determined using the message log 508 in message database
512). For example, the trustworthiness score of an electronic
device may be inversely dependent on (e.g., inversely pro-
portional to or inversely weighted by) the number of mes-
sages sent by that device, a number of messages sent per unit
time (e.g., per day, per week, per hour, per minute) by that
device, and/or a number of messages sent to unique recipient
devices by that device.
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In one or more implementations, the trustworthiness score
may be determined based on a number of prior messages
having similar content sent by the sender device. For
example, the trustworthiness score of an electronic device
may be inversely dependent on (e.g., inversely proportional
to or inversely weighted by) the number of prior messages
having similar (e.g., at least partially verbatim) content sent
by the sender device. In one or more implementations, the
trustworthiness score may be based on a location of the
sender device. For example, the trustworthiness score may
be higher, for the same device, when the device is located in
one country than when the device is located in another
country.

In one or more implementations, the trustworthiness score
may be based on a comparison of the location of the sender
device with location information associated with the iden-
tifier of the sender device. For example, the trustworthiness
score may be lower for a particular device when the device
is located in the country that corresponds to the country code
602 (see FIG. 6) for that device, than when the device is
located in a country that is different from the country that
corresponds to the country code 602 for that device. In one
or more implementations, the trustworthiness score may be
based on a location history of the sender device. For
example, the trustworthiness score may be lower for devices
purchased in a first country and assigned a phone number
having a country code 602 associated with that first country,
and then then moved (e.g., permanently or semi-perma-
nently) to location(s) outside of that first country.

FIG. 6 illustrates an identifier of an electronic device
having portions that can be used (e.g., by an eligibility
engine 504 at an electronic device) to determine whether a
sender device is eligible to send a message with a first level
or encryption that is higher than a second level or encryp-
tion. In the example of FIG. 6, the identifier of the electronic
device (e.g., electronic device 102) is a phone number 600
(e.g., a telephone number) that includes a country code 602
that identifies a country associated with the device, an area
code 604 that identifies an area within the country identified
by the country code, a regional code 606 that identifies a
region within the area identified by the area code, and a
device-specific code 608.

FIG. 7 illustrates a flow diagram of an example process
700 for sender verification for encrypted electronic messag-
ing, in accordance with one or more implementations. For
explanatory purposes, the process 700 is primarily described
herein with reference to the electronic devices 102 and 104,
and the servers 120 and 140 of FIG. 1. However, the process
700 is not limited to the electronic devices 102 and 104, and
the servers 120 and 140 of FIG. 1, and one or more blocks
(or operations) of the process 700 may be performed by one
or more other components and/or other suitable devices.
Further for explanatory purposes, the blocks of the process
700 are described herein as occurring in serial, or linearly.
However, multiple blocks of the process 700 may occur in
parallel. In addition, the blocks of the process 700 need not
be performed in the order shown and/or one or more blocks
of the process 700 need not be performed and/or can be
replaced by other operations.

At block 702, a first device (e.g., electronic device 102 of
FIG. 1) determines, based on (1) an identifier of the first
device or (2) an identifier of a second device (e.g., an
identifier corresponding to the second device), whether the
first device is eligible to send a message to the second device
with a first strength of encryption that is higher than a second
strength of encryption. In some examples, the first device is
a sender device. In some examples, the first device is a smart
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television, a laptop or a mobile device, such as a smart phone
or a smart watch. In some examples, the second device is a
recipient device. In some examples, the message includes
content. In some examples, the content is output by the
second device (e.g., in a message stream view of a messag-
ing application, displayed on a display of the second device)
after the second device receives and/or decrypts the mes-
sage. In some examples, the message is a text message, a
visual message (e.g., a message that includes an image), an
audio message, or a video message. The identity of the first
device may include at least a portion of a phone number
associated with the first device. For example, the portion of
the phone number may include at least one of a country code
602, an area code 604, or a regional code 606 of the phone
number.

At block 704, in accordance with a determination (e.g., at
the first device) that the first device is eligible to send the
message to the second device with the first strength of
encryption, the first device may send the message with the
first strength of encryption. In some examples, the message
is sent to the second device. In some examples, the message
is sent to a server (e.g., servers 140 of service provider 150)
and the server sends the message to the second device. The
determination may be based on both the identifier of the first
device and the identifier of the second device. In some
examples, the determination may be based on whether the
identifier of the first device is the same as the identifier of the
second device. For example, the first device may determine
that the first device is eligible to send the message with the
first strength of encryption if a portion of the identifier of the
first device is the same as a corresponding portion of the
identifier of the second device (e.g., if the country code of
the phone number of the first device is the same as the
country code of the phone number of the second device). In
this example, the first device may determine that the first
device is not eligible to send the message with the first
strength of encryption if the portion of the identifier of the
first device is different from the corresponding portion of the
identifier of the second device (e.g., if the country code of
the phone number of the first device is different from the
country code of the phone number of the second device).

At block 706, in accordance with a determination (e.g., at
the first device) that the first device is not eligible to send the
message to the second device with the first strength of
encryption, the first device may send the message with the
second strength of encryption. Sending the message with the
second strength of encryption may include sending a short-
message service (SMS) message via an SMS server (e.g.,
one or more of servers 120). In some examples, the SMS
message may be an unencrypted message (e.g., the level of
encryption may be zero). Sending the message with the first
strength of encryption may include sending an encrypted
message via a server (e.g., one or more of servers 140) other
than the SMS server. In some examples, the second strength
of encryption allows the SMS server to access the content of
the message. As described herein, the SMS server may
determine whether to flag the message sent with the second
strength of encryption as spam, by accessing the content of
the message (e.g., which is accessible due to the relatively
lower second strength of encryption). In cases in which the
SMS server flags the message as spam, the SMS server may
decline to forward the message to the recipient device, or the
message with the spam flag may be forwarded to the
recipient device. In some examples, the recipient device may
direct a message that is received with a spam flag to a spam
database at the recipient device.
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Sending the message with the first strength of encryption
may incur a cost to the sender that is less than a cost of
sending the message with the second strength of encryption.
For example, the cost to the sender of sending the message
with the first strength of encryption may be zero (e.g.,
messages sent with the first level of encryption, such as via
servers 140, may be free messages). For example, the cost
to the sender of sending the message with the second
strength of encryption may be a non-zero cost such as a
per-message cost or a data-based cost charged by a provider
of the first network 106. The non-zero cost of sending
messages with the second strength of encryption when a
sender device is determined to be ineligible for sending the
message with the first strength of encryption may serve as a
deterrent to sending spam messages with the sender device.

The determination by the first device may also be based
on whether the second device has sent a previous message
to the first device. The determination of whether the recipi-
ent has sent a previous message to the sender may be based
on message data stored at the first device. For example, the
first device may determine whether a previous message from
the second device is stored in a message log, such as
message log 508 of message database 512 of FIG. 5, at the
first device. For example, after sending the message with the
second strength of encryption with the first device, the first
device may receive a response message from the recipient
device (e.g., at the sender device). The first device may send
a subsequent message with the first strength of encryption
based on receiving the response message (e.g., after receiv-
ing the response message).

In some cases, the message history at a sender device
and/or a recipient device may be modified by the user of that
device. In some examples, prior messages that are stored at
the device can be deleted from the message database (e.g.,
message database 512) at that device. Deletion, at the sender
device, of the message history with the recipient device may
cause the next message from the sender device to the
recipient device to be sent with the second strength of
encryption instead of the first strength of encryption.

Deletion, at the recipient device, of the message history
with the sender device may not affect the encryption level of
a next message from the sender device, as the determination
of eligibility to send the next message with the first level of
encryption may be determined at the sender device using
data that is local to the sender device. However, deletion of
a message history with the sender device, at the recipient
device, may cause the next message (which can be sent with
the first strength of encryption due to the undeleted message
history at the sender device, in this example) to be sent to a
spam database (e.g., a junk folder) at the recipient device
(e.g., based on a determination at the recipient device that
the sender device has not previously sent a message to the
recipient device). In this scenario, a sender may be provided
with an alert that the message was sent to the spam database
at the recipient. If the original message was sent using a
phone handle as a messaging alias, the alert at the sender
device may include a recommendation to resend the mes-
sage using SMS. If the original message was sent using an
email handle as a messaging alias, then the sender may be
provided a link to support documentation to understand
options (e.g., contacting the recipient through an alternative
means).

In some examples, the determination by the first device
(e.g., the sender device) is also based, in part, on a locally
determined trustworthiness score for the first device (e.g., by
a trust engine at the first device such as trust engine 506, as
described in detail above in connection with FIG. 5.
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As described above, one aspect of the present technology
is the gathering and use of data available from specific and
legitimate sources for identifying a potential group member
for a group of a user. The present disclosure contemplates
that in some instances, this gathered data may include
personal information data that uniquely identifies or can be
used to identify a specific person. Such personal information
data can include demographic data, location-based data,
online identifiers, telephone numbers, email addresses,
home addresses, data or records relating to a user’s health or
level of fitness (e.g., vital signs measurements, medication
information, exercise information), date of birth, or any
other personal information.

The present disclosure recognizes that the use of such
personal information data, in the present technology, can be
used to the benefit of users. For example, the personal
information data can be used for sender verification for
encrypted electronic messaging. Accordingly, use of such
personal information data may facilitate transactions (e.g.,
on-line transactions). Further, other uses for personal infor-
mation data that benefit the user are also contemplated by the
present disclosure. For instance, health and fitness data may
be used, in accordance with the user’s preferences to provide
insights into their general wellness, or may be used as
positive feedback to individuals using technology to pursue
wellness goals.

The present disclosure contemplates that those entities
responsible for the collection, analysis, disclosure, transfer,
storage, or other use of such personal information data will
comply with well-established privacy policies and/or pri-
vacy practices. In particular, such entities would be expected
to implement and consistently apply privacy practices that
are generally recognized as meeting or exceeding industry or
governmental requirements for maintaining the privacy of
users. Such information regarding the use of personal data
should be prominently and easily accessible by users, and
should be updated as the collection and/or use of data
changes. Personal information from users should be col-
lected for legitimate uses only. Further, such collection/
sharing should occur only after receiving the consent of the
users or other legitimate basis specified in applicable law.
Additionally, such entities should consider taking any
needed steps for safeguarding and securing access to such
personal information data and ensuring that others with
access to the personal information data adhere to their
privacy policies and procedures. Further, such entities can
subject themselves to evaluation by third parties to certify
their adherence to widely accepted privacy policies and
practices. In addition, policies and practices should be
adapted for the particular types of personal information data
being collected and/or accessed and adapted to applicable
laws and standards, including jurisdiction-specific consid-
erations which may serve to impose a higher standard. For
instance, in the US, collection of or access to certain health
data may be governed by federal and/or state laws, such as
the Health Insurance Portability and Accountability Act
(HIPAA); whereas health data in other countries may be
subject to other regulations and policies and should be
handled accordingly.

Despite the foregoing, the present disclosure also con-
templates embodiments in which users selectively block the
use of, or access to, personal information data. That is, the
present disclosure contemplates that hardware and/or soft-
ware elements can be provided to prevent or block access to
such personal information data. For example, in the case of
sender verification for encrypted electronic messaging, the
present technology can be configured to allow users to select
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to “opt in” or “opt out” of participation in the collection of
personal information data during registration for services or
anytime thereafter. In addition to providing “opt in” and “opt
out” options, the present disclosure contemplates providing
notifications relating to the access or use of personal infor-
mation. For instance, a user may be notified upon down-
loading an app that their personal information data will be
accessed and then reminded again just before personal
information data is accessed by the app.

Moreover, it is the intent of the present disclosure that
personal information data should be managed and handled in
a way to minimize risks of unintentional or unauthorized
access or use. Risk can be minimized by limiting the
collection of data and deleting data once it is no longer
needed. In addition, and when applicable, including in
certain health related applications, data de-identification can
be used to protect a user’s privacy. De-identification may be
facilitated, when appropriate, by removing identifiers, con-
trolling the amount or specificity of data stored (e.g., col-
lecting location data at city level rather than at an address
level), controlling how data is stored (e.g., aggregating data
across users), and/or other methods such as differential
privacy.

Therefore, although the present disclosure broadly covers
use of personal information data to implement one or more
various disclosed embodiments, the present disclosure also
contemplates that the various embodiments can also be
implemented without the need for accessing such personal
information data. That is, the various embodiments of the
present technology are not rendered inoperable due to the
lack of all or a portion of such personal information data.

FIG. 8 illustrates an electronic system 800 with which one
or more implementations of the subject technology may be
implemented. The electronic system 800 can be, and/or can
be a part of, one or more of the electronic devices 102 or
104, the servers 120 and/or the servers 140 shown in FIG. 1.
The electronic system 800 may include various types of
computer readable media and interfaces for various other
types of computer readable media. The electronic system
800 includes a bus 808, one or more processing unit(s) 812,
a system memory 804 (and/or buffer), a ROM 810, a
permanent storage device 802, an input device interface 814,
an output device interface 806, and one or more network
interfaces 816, or subsets and variations thereof.

The bus 808 collectively represents all system, peripheral,
and chipset buses that communicatively connect the numer-
ous internal devices of the electronic system 800. In one or
more implementations, the bus 808 communicatively con-
nects the one or more processing unit(s) 812 with the ROM
810, the system memory 804, and the permanent storage
device 802. From these various memory units, the one or
more processing unit(s) 812 retrieves instructions to execute
and data to process in order to execute the processes of the
subject disclosure. The one or more processing unit(s) 812
can be a single processor or a multi-core processor in
different implementations.

The ROM 810 stores static data and instructions that are
needed by the one or more processing unit(s) 812 and other
modules of the electronic system 800. The permanent stor-
age device 802, on the other hand, may be a read-and-write
memory device. The permanent storage device 802 may be
a non-volatile memory unit that stores instructions and data
even when the electronic system 800 is off. In one or more
implementations, a mass-storage device (such as a magnetic
or optical disk and its corresponding disk drive) may be used
as the permanent storage device 802.
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In one or more implementations, a removable storage
device (such as a floppy disk, flash drive, and its corre-
sponding disk drive) may be used as the permanent storage
device 802. Like the permanent storage device 802, the
system memory 804 may be a read-and-write memory
device. However, unlike the permanent storage device 802,
the system memory 804 may be a volatile read-and-write
memory, such as random access memory. The system
memory 804 may store any of the instructions and data that
one or more processing unit(s) 812 may need at runtime. In
one or more implementations, the processes of the subject
disclosure are stored in the system memory 804, the per-
manent storage device 802, and/or the ROM 810. From
these various memory units, the one or more processing
unit(s) 812 retrieves instructions to execute and data to
process in order to execute the processes of one or more
implementations.

The bus 808 also connects to the input and output device
interfaces 814 and 806. The input device interface 814
enables a user to communicate information and select com-
mands to the electronic system 800. Input devices that may
be used with the input device interface 814 may include, for
example, alphanumeric keyboards and pointing devices
(also called “cursor control devices”). The output device
interface 806 may enable, for example, the display of images
generated by electronic system 800. Output devices that may
be used with the output device interface 806 may include,
for example, printers and display devices, such as a liquid
crystal display (LCD), a light emitting diode (LED) display,
an organic light emitting diode (OLED) display, a flexible
display, a flat panel display, a solid state display, a projector,
or any other device for outputting information. One or more
implementations may include devices that function as both
input and output devices, such as a touchscreen. In these
implementations, feedback provided to the user can be any
form of sensory feedback, such as visual feedback, auditory
feedback, or tactile feedback; and input from the user can be
received in any form, including acoustic, speech, or tactile
input.

Finally, as shown in FIG. 8, the bus 808 also couples the
electronic system 800 to one or more networks and/or to one
or more network nodes, such as the servers 120 and/or the
servers 140 shown in FIG. 1, through the one or more
network interface(s) 816. In this manner, the electronic
system 800 can be a part of a network of computers (such as
a LAN, a wide area network (“WAN”), or an Intranet, or a
network of networks, such as the Internet. Any or all
components of the electronic system 800 can be used in
conjunction with the subject disclosure.

In accordance with aspects of the disclosure, a method is
provided that includes determining, by a first device and
based on (1) an identifier of the first device or (2) an
identifier of a second device, whether the first device is
eligible to send a message to the second device with a first
strength of encryption that is higher than a second strength
of encryption; in accordance with a determination that the
first device is eligible to send the message to the second
device with the first strength of encryption, sending, by the
first device, the message with the first strength of encryption;
and in accordance with a determination that the first device
is not eligible to send the message to the second device with
the first strength of encryption, sending, by the first device,
the message with the second strength of encryption.

In accordance with aspects of the disclosure, a non-
transitory machine-readable medium is provided storing
instructions that, when executed by one or more processors,
cause the one or more processors to perform operations that
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include determining, by a first device and based on (1) an
identifier of the first device or (2) an identifier of a second
device, whether the first device is eligible to send a message
to the second device with a first strength of encryption that
is higher than a second strength of encryption; in accordance
with a determination that the first device is eligible to send
the message to the second device with the first strength of
encryption, sending, by the first device, the message with the
first strength of encryption; and in accordance with a deter-
mination that the first device is not eligible to send the
message to the second device with the first strength of
encryption, sending, by the first device, the message with the
second strength of encryption.

In accordance with aspects of the disclosure, an electronic
device is provided that includes memory, and one or more
processors, where the one or more processors are configured
to determine, based on (1) an identifier of the electronic
device or (2) an identifier of a second device, whether the
electronic device is eligible to send a message to the second
device with a first strength of encryption that is higher than
a second strength of encryption; in accordance with a
determination that the electronic device is eligible to send
the message to the second device with the first strength of
encryption, send the message with the first strength of
encryption; and in accordance with a determination that the
electronic device is not eligible to send the message to the
second device with the first strength of encryption, send the
message with the second strength of encryption.

Implementations within the scope of the present disclo-
sure can be partially or entirely realized using a tangible
computer-readable storage medium (or multiple tangible
computer-readable storage media of one or more types)
encoding one or more instructions. The tangible computer-
readable storage medium also can be non-transitory in
nature.

The computer-readable storage medium can be any stor-
age medium that can be read, written, or otherwise accessed
by a general purpose or special purpose computing device,
including any processing electronics and/or processing cir-
cuitry capable of executing instructions. For example, with-
out limitation, the computer-readable medium can include
any volatile semiconductor memory, such as RAM, DRAM,
SRAM, T-RAM, Z-RAM, and TTRAM. The computer-
readable medium also can include any non-volatile semi-
conductor memory, such as ROM, PROM, EPROM,
EEPROM, NVRAM, flash, nvSRAM, FeRAM, FeTRAM,
MRAM, PRAM, CBRAM, SONOS, RRAM, NRAM, race-
track memory, FJG, and Millipede memory.

Further, the computer-readable storage medium can
include any non-semiconductor memory, such as optical
disk storage, magnetic disk storage, magnetic tape, other
magnetic storage devices, or any other medium capable of
storing one or more instructions. In one or more implemen-
tations, the tangible computer-readable storage medium can
be directly coupled to a computing device, while in other
implementations, the tangible computer-readable storage
medium can be indirectly coupled to a computing device,
e.g., via one or more wired connections, one or more
wireless connections, or any combination thereof.

Instructions can be directly executable or can be used to
develop executable instructions. For example, instructions
can be realized as executable or non-executable machine
code or as instructions in a high-level language that can be
compiled to produce executable or non-executable machine
code. Further, instructions also can be realized as or can
include data. Computer-executable instructions also can be
organized in any format, including routines, subroutines,
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programs, data structures, objects, modules, applications,
applets, functions, etc. As recognized by those of skill in the
art, details including, but not limited to, the number, struc-
ture, sequence, and organization of instructions can vary
significantly without varying the underlying logic, function,
processing, and output.

While the above discussion primarily refers to micropro-
cessor or multi-core processors that execute software, one or
more implementations are performed by one or more inte-
grated circuits, such as ASICs or FPGAs. In one or more
implementations, such integrated circuits execute instruc-
tions that are stored on the circuit itself.

Those of skill in the art would appreciate that the various
illustrative blocks, modules, elements, components, meth-
ods, and algorithms described herein may be implemented
as electronic hardware, computer software, or combinations
of'both. To illustrate this interchangeability of hardware and
software, various illustrative blocks, modules, elements,
components, methods, and algorithms have been described
above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software
depends upon the particular application and design con-
straints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for
each particular application. Various components and blocks
may be arranged differently (e.g., arranged in a different
order, or partitioned in a different way) all without departing
from the scope of the subject technology.

It is understood that any specific order or hierarchy of
blocks in the processes disclosed is an illustration of
example approaches. Based upon design preferences, it is
understood that the specific order or hierarchy of blocks in
the processes may be rearranged, or that all illustrated blocks
be performed. Any of the blocks may be performed simul-
taneously. In one or more implementations, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system components in the implemen-
tations described above should not be understood as requir-
ing such separation in all implementations, and it should be
understood that the described program components and
systems can generally be integrated together in a single
software product or packaged into multiple software prod-
ucts.

As used in this specification and any claims of this
application, the terms “base station”, “receiver”, “com-
puter”, “server”, “processor”’, and “memory” all refer to
electronic or other technological devices. These terms
exclude people or groups of people. For the purposes of the
specification, the terms “display” or “displaying” means
displaying on an electronic device.

As used herein, the phrase “at least one of” preceding a
series of items, with the term “and” or “or” to separate any
of the items, modifies the list as a whole, rather than each
member of the list (i.e., each item). The phrase “at least one
of” does not require selection of at least one of each item
listed; rather, the phrase allows a meaning that includes at
least one of any one of the items, and/or at least one of any
combination of the items, and/or at least one of each of the
items. By way of example, the phrases “at least one of A, B,
and C” or “at least one of A, B, or C” each refer to only A,
only B, or only C; any combination of A, B, and C; and/or
at least one of each of A, B, and C.

The predicate words “configured to”, “operable t0”, and
“programmed to” do not imply any particular tangible or
intangible modification of a subject, but, rather, are intended
to be used interchangeably. In one or more implementations,
a processor configured to monitor and control an operation
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or a component may also mean the processor being pro-
grammed to monitor and control the operation or the pro-
cessor being operable to monitor and control the operation.
Likewise, a processor configured to execute code can be
construed as a processor programmed to execute code or
operable to execute code.

Phrases such as an aspect, the aspect, another aspect,
some aspects, one or more aspects, an implementation, the
implementation, another implementation, some implemen-
tations, one or more implementations, an embodiment, the
embodiment, another embodiment, some implementations,
one or more implementations, a configuration, the configu-
ration, another configuration, some configurations, one or
more configurations, the subject technology, the disclosure,
the present disclosure, other variations thereof and alike are
for convenience and do not imply that a disclosure relating
to such phrase(s) is essential to the subject technology or that
such disclosure applies to all configurations of the subject
technology. A disclosure relating to such phrase(s) may
apply to all configurations, or one or more configurations. A
disclosure relating to such phrase(s) may provide one or
more examples. A phrase such as an aspect or some aspects
may refer to one or more aspects and vice versa, and this
applies similarly to other foregoing phrases.

The word “exemplary” is used herein to mean “serving as
an example, instance, or illustration”. Any embodiment
described herein as “exemplary” or as an “example” is not
necessarily to be construed as preferred or advantageous
over other implementations. Furthermore, to the extent that
the term “include”, “have”, or the like is used in the
description or the claims, such term is intended to be
inclusive in a manner similar to the term “comprise” as
“comprise” is interpreted when employed as a transitional
word in a claim.

All structural and functional equivalents to the elements
of the various aspects described throughout this disclosure
that are known or later come to be known to those of
ordinary skill in the art are expressly incorporated herein by
reference and are intended to be encompassed by the claims.
Moreover, nothing disclosed herein is intended to be dedi-
cated to the public regardless of whether such disclosure is
explicitly recited in the claims. No claim element is to be
construed under the provisions of 35 U.S.C. § 112(f) unless
the element is expressly recited using the phrase “means for”
or, in the case of'a method claim, the element is recited using
the phrase “step for”.

The previous description is provided to enable any person
skilled in the art to practice the various aspects described
herein. Various modifications to these aspects will be readily
apparent to those skilled in the art, and the generic principles
defined herein may be applied to other aspects. Thus, the
claims are not intended to be limited to the aspects shown
herein, but are to be accorded the full scope consistent with
the language claims, wherein reference to an element in the
singular is not intended to mean “one and only one” unless
specifically so stated, but rather “one or more”. Unless
specifically stated otherwise, the term “some” refers to one
or more. Pronouns in the masculine (e.g., his) include the
feminine and neuter gender (e.g., her and its) and vice versa.
Headings and subheadings, if any, are used for convenience
only and do not limit the subject disclosure.

What is claimed is:

1. A method, comprising:

determining, by a first device and based on (1) an iden-
tifier of the first device or (2) an identifier of a second
device, whether the first device is eligible to send a
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message to the second device with a first strength of
encryption that is higher than a second strength of
encryption;

in accordance with a determination that the first device is

eligible to send the message to the second device with
the first strength of encryption, sending, by the first
device, the message with the first strength of encryption
via a first network; and

in accordance with a determination that the first device is

not eligible to send the message to the second device
with the first strength of encryption, sending, by the
first device, the message with the second strength of
encryption via a second network that differs from the
first network.

2. The method of claim 1, wherein determining whether
the first device is eligible comprises determining whether the
first device is eligible based on both the identifier of the first
device and the identifier of the second device.

3. The method of claim 1, wherein determining whether
the first device is eligible further comprises determining
whether the first device is eligible based on whether the
second device has sent a previous message to the first
device.

4. The method of claim 3, wherein determining whether
the first device is eligible based on whether the second
device has sent the previous message to the first device is
based on message data stored at the first device.

5. The method of claim 1, wherein the identifier of the first
device comprises at least a portion of a phone number
associated with the first device.

6. The method of claim 5, wherein the portion of the
phone number includes at least one of a country code, an
area code, or a regional code.

7. The method of claim 1, wherein sending the message
with the second strength of encryption comprises sending a
short-message service (SMS) message via an SMS server,
and wherein sending the message with the first strength of
encryption comprises sending an encrypted message via a
server other than the SMS server.

8. The method of claim 1, further comprising, after
sending the message with the second strength of encryption
by the first device:

receiving a message from the second device at the first

device; and

sending a subsequent message, by the first device to the

second device, with the first strength of encryption
based on receiving the message.

9. The method of claim 1, wherein determining whether
the first device is eligible further comprises determining
whether the first device is eligible based on a locally
determined trustworthiness score for the first device.

10. A non-transitory machine-readable medium storing
instructions that, when executed by one or more processors,
cause the one or more processors to perform operations that
include:

determining, by a first device and based on (1) an iden-

tifier of the first device or (2) an identifier of a second
device, whether the first device is eligible to send a
message to the second device with a first strength of
encryption that is higher than a second strength of
encryption;

in accordance with a determination that the first device is

eligible to send the message to the second device with
the first strength of encryption, sending, by the first
device, the message with the first strength of encryption
via a first network; and
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in accordance with a determination that the first device is
not eligible to send the message to the second device
with the first strength of encryption, sending, by the
first device, the message with the second strength of
encryption via a second network that is distinct from
the first network.

11. The non-transitory machine-readable medium of
claim 10, wherein determining whether the first device is
eligible comprises determining whether the first device is
eligible based on both the identifier of the first device and the
identifier of the second device.

12. The non-transitory machine-readable medium of
claim 10, wherein determining whether the first device is
eligible further comprises determining whether the first
device is eligible based on whether the second device has
sent a previous message to the first device.

13. The non-transitory machine-readable medium of
claim 12, wherein determining whether the first device is
eligible based on whether the second device has sent the
previous message to the first device is based on message data
stored at the first device.

14. The non-transitory machine-readable medium of
claim 10, wherein the identifier of the first device comprises
at least a portion of a phone number associated with the first
device.

15. The non-transitory machine-readable medium of
claim 14, wherein the portion of the phone number includes
at least one of a country code, an area code, or a regional
code.

16. An electronic device, comprising:

memory; and

one or more processors, wherein the one or more proces-

sors are configured to:

determine, based on (1) an identifier of the electronic
device or (2) an identifier of a second device,
whether the electronic device is eligible to send a
message to the second device with a first strength of
encryption that is higher than a second strength of
encryption;

in accordance with a determination that the electronic
device is eligible to send the message to the second
device with the first strength of encryption, send the
message with the first strength of encryption via a
first network; and

in accordance with a determination that the electronic
device is not eligible to send the message to the
second device with the first strength of encryption,
send the message with the second strength of encryp-
tion via a second network that differs from the first
network.

17. The electronic device of claim 16, wherein the one or
more processors are configured to send the message with the
second strength of encryption by sending a short-message
service (SMS) message via an SMS server, and to send the
message with the first strength of encryption by sending an
encrypted message via a server other than the SMS server.

18. The electronic device of claim 16, wherein the one or
more processors are further configured to, after sending the
message with the second strength of encryption:

receive a message from the second device; and

send a subsequent message, to the second device, with the

first strength of encryption based on receiving the
message from the second device.

19. The electronic device of claim 16, wherein the one or
more processors are further configured to determine whether
the electronic device is eligible based on a locally deter-
mined trustworthiness score for the electronic device.

IPR2026-00105
Patent Owner Exhibit 2002



US 12,262,197 B2
21

20. The electronic device of claim 16, wherein the iden-
tifier of the electronic device comprises at least a portion of
a phone number associated with the electronic device.
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