





Page801of 1037



3 EP 0817 444 A2 4

cess the name resolver closest to him; and the resolved
object that is closest to the requester or that can best
serve the request (based upon some selected or prede-
termined criteria) will be bound to the request, all trans-
parently to the requester. Another advantage of the sys-
tem of the invention is that it allows resources to be eas-
ily replicated transparently to the user, eliminating any
single point of failure in the network or at the service end
point. If one valid destination fails, is not responding or
is overloaded, the name resolver is already capable of
binding a "name" to multiple destinations, and the una-
vailable destination can be disabled in the name resolv-
er's internal tables, using administrative means.

The context that may be used as a basis for the
binding is variable; it may include information about the
requester (e.g. requester IP address, domain name or
- inferred geographical region), about the destination
(with similar alternatives), about the request itself (e.g.
type or quality of service requested), or about independ-
ent information (e.g. time of day or time zone of the point
of origin of the request).

The system may be implemented (eg as part of a
computer apparatus) using hardware, software, or com-
binations thereof.

The invention will now be described by way of ex-
ample with reference to the accompanying drawings,
throughout which like parts are referred to by like refer-
ences, and in which:

Figures 1-2A are diagrams of present network sys-
tems used for destination addresses for requests.

Figure 3 is a flow chart illustrating a method accord-
ing to an embodiment of the present invention.

Figures 4 and 5 are diagrams of network systems
incorporating features of embodiments of the present in-
vention.

Figure 6 in an illustration of the operation of an em-
bodiment of the invention using geography-based res-
olution criteria.

Figure 7 is a diagram depicting zones in which do-
main name service resolvers and service location re-
solvers of the invention may be located.

A method according to the invention is illustrated in
Figure 3, and Figures 4-5 shows a suitable systems im-
plementable on the Internet or WorldWide Web, the In-
ternet or an Intranet,, incorporating features of the name
resolution system.

Name resolution can include any kind of name res-
olution leokup for binding one object to another. This in-
cludes binding the name of a service to a host computer
(or its IP address) that provides that service, and binding
the type of service to the name of a service providing
that type of service. It also includes resolving a name in
one domain to another name in the same domain, and
to another name in a different domain. For the purposes
of this invention, the terms “service” and "host" can be
considered synonymous, as can "service location® and
"host location”. -

- The system includes three fundamental features
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that can be implemented singly or in any combination
with one another: multiple binding of destination ad-
dresses to names; caller context name resolution in con-
nection with such multiple binding; and name resolution
policy considerations, i.e. independent criteria upon
which such resolution is based.

Name Resolution : An Example

An example of name resolution occurs, for instance,
when a user wishes to view video, e.g.a movie, on his
or her computer. An application running on the computer
is used to make a procedure call to the name resolver
to determine which server can serve a movie, e.g.

service_handle = name_service_lookup("movie")
where the string *movie® is passed to a server, which
then returns the name of the service providing that mov-
ie (oritmay return a linked list of services providing mov-
ie services, from which the user may be prompted to
select one).

The server may, by way of example, return a single
service name (e.g. “quicktime”) in the variable called
"service_handle". Next, the application must determine
which server host can provide this service to this client;
to do this, it makes another name resolution call:

host_handle = name_hostname_lookup
(service_handle)
and passes it the variable "service_handle" returned by
the previous call. This call returns it the name of a server
which is listed as offering this service.

The network location of this server must now be de-
termined, so that the user's computer or workstation can
connect to it to get the movie service, and so it makes
the call:

host_IP_address =
(host_handle) :
and finally obtains an |P address of an appropriate host -
that can provide the movie service to the user.

Further calls to this quicktime server may determine
a list of movies that are available. Alternatively, a design
may be had in which the caller simply specifies the name
of the movie he wants to see, and the name lookup re-
turns to the caller the IP address of a host that is cur-
rently able to serve the requested movie to the caller.

All of or some of the above steps may be combined
in more integrated calls to the name resolver.

In the present invention, in addition to the above,
an additional parameter is passed to the
name_hostaddress_lookup() function above (or to all
the functions above); this parameter may be called the
caller_context. This caller_context is used by the name
resolver to help it decide which IP address to use. Thus,
the calls would look like:

host_IP_address = name_hostaddress_lookup
(host_handle, caller_coniext). Caller_context is a cook-
ie (or structure) that may include information such as the
caller's IP address, its point of origin, the quality of the
requested service, or any other context that might be

nome_hostaddress_lookup
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relevant. These contexts must be well specified and
their format(s) standardized, so that many different
name resolvers can interoperate properly. The particu-
lar caller_context formats and contents selected are not
themselves crucial,

The present embodiment uses requester context-
dependent intelligence to determine which of several
destination hosts should be utilized, or in other words,
which of several IP addresses should be used to resolve
a given "name” request. The context-dependent intelli-
gencs, implemented as hardware or software or a com-
bination of both, allows the "name” resolution to be
based upon some context information from the reques-
tor, and/or upon the "name” being resolved in a context-
free manner, but optionally dependent upon criteria
such as load balancing on the destination. '

As shown in Figure 4, a requesters 100-120, of
which there may be an arbitrary number, each comprise
computers or workstations on a local network, served
by a server 150. The requesters will typically be conven-

tional workstations, personal computers, or any net-

workable computing device, with local processors (130,
etc.), memory (140, etc.), mass storage (not shown) and
network connections. The server 150 also includes a
conventional processor 160, memory 170, mass stor-
age and necessary connections and control hardware
and software.

A name resolver 180 forms part of the server 150,
or may be a separate unit. It may be implemented en-
tirely in software, i.e. as program modules stored in
mass storage and/or the memory 170, or it may be a
stand-alone device, with its own logic or processor and
memory, as desired.

The server 150 is connected to a broader network
170, such asthe Internet, an Intranet or WAN (wide-area
network), or the WorldWide Web, via a network connec-
tion (e.g. a T-line) 260. On this network 170 is optionally
another name resolver 200, which may be implemented
inthe same fashion or differently from the name resolver
180. Name resolvers 180 and 200 may both be used, or
either may be used by itself. (See discussion of Figure
7, below.)

Destination hosts 210-230 may also be convention-

. al computers or workstations with processors (such as
240), memory (such as 250), mass storage (not shown),
network connections, etc., as needed to implement con-
ventional network functions in addition to the features of
the present invention.

Referring to the flow chart of Figure 3, when a re-
quester (such as 100-120) sends a name resolution re-
quest to a name resolver 180, instead of the single bind-
ing of conventional systems, the name resolver 180 in-
cludes multiple binding tables and/or functions (imple-
mented by appropriate logic or program modules) to re-
solve the request to an appropriate IP address for a des-
tination host (such as 210-230 in Figure 4).

An example of such a multiple binding would be the
binding of multiple, geographically disparate destina-
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tions to a single domain name. If, for instance, a user in
Germany wishes to access www.sun.com (the WWW
server for Sun Microsystems, Inc.), he or she can simply
use the Uniform Resource Locator (URL) “http://www.
sun.com"). Thus, the user sends the request from re-
quester 310 (see Figure 6), and the name resolver 320
determines that the requester is in Germany. (See step
20 in Figure 3). The selected destination may either be
in the United States or elsewhere in Europe, since Sun
Microsystems in this example has two “sun.com” loca-
tions. Since there is a valid European local destination
330, the name resolver 320 resolves the destination ad-
dress to sun.com (Europe), as indicated at box 30 of
Figure 3. This resolved destination is then selected for
the request packet(s) (box 40 of Figure 3), and the re-
quest is forwarded to sun.com (Europe) (box 50 of Fig-
ure 3).

Following are lists of context-dependent resolution
criteria applicable to the invention and usable at box 30
of Figure 3, where resolution may be based upon re-
quester information, destination information, request
contents, or other information:

A. Resolution Based Upon Requester Information

Examples of manners in which the resolution de-
pendent upon requester information may be carried out
include:

1. resolution based upon the domain name of the
sender;

2. resolution based upon the inferred (looked-up)
actual geographic region of the sender;

3. resolution based upon other geography-related
information of the sender:

4. either directly ascertainable from the request
(city/country info, e.g.); and/or

5. indirectly ascertainable (area code, address,
etc.);

6. resolution based upon quality of service desired
by the requester; and

7. resolution based upon requester's time of day or
time zone.

B. Resolution Based Upon Destination Information

Examples of manners in which the resolution de-
pendent upon a specified or intended destination or re-
ceiver information may be carried out include:

1. resolution based upon the load at the receiver,
2. resolution based upon the inferred (looked-up)
actual geographic region of the receiver;

3. resolution based upon other geography-related
information of the receiver:
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4. either directly ascertainable from the request

(city/country info, e.g.); and/or

5. indirectly ascertainable (area code, address,
" etc.).

Criterion B.1 can be resolved either based upon in-
formation as perceived at the sender end or based upon
information as it exists at the receiver end, and resolved
at the sender end. For example, the sender might fre-
quently send requests to a particular server, service, ge-
ographical region or organization. In this case, it may be
advantageous to regularly poll one or more often-used
destinations to determine their level(s) of activity. Alter-
natively, such polling could automatically be carried out
for any destinations for which the sender determines
that its number of requests exceeds a certain threshold,
or for a top predetermined percentage of requests sent
by the requester (e.g. all destinations for which the
number of requests exceeds N1%, or the top N2 desti-
nations to which the sender makes requests, where N1
and N2 are appropriate predetermined numbers). Poll-
ing can be implemented as program modules integral to
the name resolver(s), either entirely in one or in more
than one location (e.g. partially in a local name resolver
and partially in the destination server).

Altematively or in addition, criterion B.1 may be
based upon information at the receive end at the time
of sending the request, and resolved at the receiver.

C. Resolution Based Upon Request Contents

1. type of service requested,

2. specific information (or type of information) re-
quested,

3. any other implicit information inferred from the re-
quest; and/or

4. any other explicit information obtained from the
request.

D. Resolution Dependent Upon Other Factors

1. randomly generated selection of destination
based upon qualified list; and/or
2. other independently developed information.

These resolution criteria can be used singly or in
any desired combination with one another, as specified
by the requester or the administrator of the destination
(e.g. server owner or service provider). For instance, in
the example of Figure 6 the resolution of the destination
address to sun.com (Europe) could be modified if the
load of sun.com (Europe) is larger by some predeter-
mined threshold amount than the load at sun.com (USA)
-- in which case the sun.com (USA) resolution could
override the default sun.com (Europe) resolution for re-
questers in Europe, either at all times or only during
peak European hours, which correspond to off-peak
hours in the United States.
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An extension of this system is in the resolution of
services provided at the receiver network of a request.
For instance, a given organization may have many da-
tabase servers, and request for access to given infor-
mation may in conventional systems be routed to the
same server, because of the single binding nature of
destination resolution. With multiple address resolution
binding, multiple database servers (or other destination
hosts) such as 210, 270, 280, etc. (see Figure 5) may
be made available under a single name, in which case
a local service resolution server, such as server 300 in
Figure 5, is provided. The server 300 includes tables,
program modules or the like as desired to resolve a re-
quest to any one of several to many IP addresses. The
selection of a given server to receive a request can de-
pend upon, for example, load at each of the servers.

In general, the resolution systems or subsystems
will be in one of three "zones" (see Figure 7). the send-
er's zone 1 (up 1o, e.g., the sender's firewall or Internet
server); the name resolver system's zone 2 (which may
be at a server on the Internet, or any place outside zone
1 which is not in the receiver's system; and the receiver's
zone 3. Service location name resolvers may be in any
of zones 1-3; typically, destination lookup name resolv-
ers, which may comprise multiple-binding domain name
services (DNS's), will be in either zone 1 or zone 2. It
will be understood that zones, for the purpose of this
application, are administrative boundaries, and need
not correlate to actual network boundaries.

The present embodiment can interact with existing
systems in a number of ways. For instance, in secure
systems where the source address is stripped from the
request by a firewall (and only, e.g., the domain name
remains), then the entire source address would not be
used to resolve the destination; the name resolver is
provided with the program instructions or circuitry to im-
plement this. Note also that the DNS name resolution
may be a distinct operation from service location, and
thus the destination can be selected due to a combina-
tion of considerations including source address, re-
quested destination address, and request contents, in-
cluding the type of request made or service requested.

The multiple binding feature of the invention allows
asingle name, Internet address (e.g. URL address such
as http://www.sun.com) or the like to represent as many
actual servers (or services) as desired. This has a dis-
tinct advantage of allowing modifications, upgrades or
replications to be made to the destination server(s) with-
out modification of the destination address or service
name as used by the requester. Such modifications may
include adding servers or services, or establishing a mir-
ror site at a location geographically near a large source
of requests, etc.

There may be security and consistency implications
of multiple bindings, with concomitant solutions. If a des-

tination address can be multiply bound, a name resolver

may be configured to bind to an incorrect address, either
deliberately or otherwise. While this may also be a prob-
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lem with existing single binding, multipte binding may
complicate detection of the problem. Thus, the system
of the invention may be combined with programs and
tables for verification that a given binding is valid. Very
secure systems may wish to limit their multiple binding
to a predetermined, fixed number of resolution possibil-
ities, or even maintain the current system of single bind-
ing as far as Intemet or Web transmission is concerned,
and implement multiple binding only behind a firewall.
Alternatively or in addition, encryption and digital signa-
tures may be used to ensure validity of bindings, and of
modifications or additions to.the bindings.

Variations may be had by designating a given name
resolution as a default resolution, and utilizing alterna-
tive resolutions only upon the request meeting prede-
termined criteria (such as load imbalance, geographical
distance, specific sources of the request, etc.).

Additional bindings (i.e. additional addresses to
which a request may resolve) may be added without the
requester being aware of it, and indeed substitutions
may be made at any time, again transparently to the re-
quester.

F. Service Selection Based Upon Caller Context:

The system of the invention may be applied more
generally to the use of caller context for name resolution.
Context about the requesting user (e.g. in a variable
called "caller_context") can be passed to appropriate
functions, such as:

service_handle = name_service_lookup("movie",
caller_context)

host_handle = name_hostname_lookup
(service_handle, caller_context)
Here, the function service_handle executes a service
name lookup based upon the input "movie®, as well as
the information in the variable caller_context, outputting
the value service_handle. Given this output as input,
along with (again) caller_context, the function
host_handle then returns an appropriate host name.

An example of a possible such situation could result
when a user desires an encryption service, and several
encryption policies are available. The service_handle
function can be configured to return different encryption
algorithm services based upon the specified destination
(which is specified in caller_context), or there may be
an effective override in the caller_context by which the
user can select a higher level of security.

In general, as noted above, the invention may be
implemented at the sender's system or at the destina-
tion system, or indeed at points in between (e.g. at proxy
servers). Note that single points of failure and bottle-
necks are removed using the present system, and a truly
distributed, multiply binding name resolution system is
achieved.

. Particular and preferred aspects of the invention are
set out in the accompanying independent and depend-
ent claims. Features of the dependent claims may be
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combined with those of the independent claims as ap-
propriate and in combinations other than those explicitly
set out in the claims.

Claims

1. Asystemforname resolution of at least one request
directed to a destination name of a receiver and is-
sued from a requester system, including:

a name resolver connected to the requester
service and including

predetermined information correlating a plural-
ity of destination addresses with said destina-
tion name;

a criteria selection subsystem configured to
provide a selection of at least one said destina-
tion address based upon at least one predeter-
mined criterion; and )
a destination address binder configured to bind
said destination name with said selected desti-
nation address.

2. The system of claim 1, wherein said at least one
predetermined criterion includes a criterion based
upon information explicitly contained within said re-
quest.

3. The system of claim 2, wherein said information in-
cludes an address of said requester.

4. The system of claim 2, wherein said information is
based upon at least a portion of contents of said
request.

5. The system of claim 4, wherein said portion of said
contents includes at least one of:

atype of service requested by said request; and
a quality of service requested by said request.

6. The system of claim 1, wherein said at least one
predetermined criterion includes a criterion based
upon information not explicitly contained within said
request.

7. The system of claim 6, wherein said information

pertains to a geographical region of said requester.

8. The system of claim 6, wherein said information
pertains to a geographical region of said receiver.

9. The system of claim 6, wherein said information in-
cludes load information relating to said receiver.

10. The system of claim 6, wherein said information in-
cludes at least one of time and date information.
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The system of claim 1, wherein said binding is to a
port at said destination address.

The system of claim 1, wherein said binding is
based at least in part upon a random selection of
one said destination address.

A method for context-dependent binding of a desti-
nation name to a destination address in a name re-
solver having a predetermined set of binding criteria
and predetermined correlations of destination
names with destination addresses, wherein at least
one said correlation is a multiple correlation corre-
lating a plurality of said destination addresses with
a single destination name, including the steps of:

(1) receiving said request at said name resolv-
er; and

(2) based upon said multiple correlation, re-
trieving at least one said destination address
from said plurality of destination addresses.

The method of claim 13, further including after step
2, the step of:

(8) binding said retrieved destination address
to said destination name.

The method of claim 14, further including after step
3, the step of:

(4) transmitting said request with said desti-
nation address.

The method of claim 13, wherein said multiple cor-
relation is based upon information explicitly con-
tained within said request.

The system of claim 13, wherein said multiple cor-
relation is based upon at least a portion of contents
of said request.

The system of claim 13, wherein said multiple cor-
relation is based upon at least one of:

an address of said requester; and
atype of service requested by said request; and
a quality of service requested by said request.

The system of claim 1, wherein said multiple corre-
lation is based upon information not explicitly con-
tained within said request.

The system of claim 19, wherein said multiple cor-
relation is based upon at least one of: .

a geographical region of said receiver,
load information relating to said receiver;
time information;

date information; and
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21,

22.

23.

24,

12

a random factor generated by said name re-
solver.

A system for name resolution of atleastone request
directed to a destination name of a receiver and is-
sued from a requester system, the request informa-
tion relating to caller context, the system including:

a name resolver connected to the requester
service and including

predetermined information correlating a plural-
ity of service names with said caller context;

a service selection subsystem configured to
provide a selection of at least one said service
name based upon said caller context; and

a host name selection subsystem configured to
return a host name based corresponding to
said selected service name.

The system of claim 1, wherein said at least one
predetermined criterion includes:

a first criterion based upon information explic-
itly contained within said request; and

a second criterion based upon information not
explicitly contained within said request.

The system of claim 22, wherein said second crite-
rion corresponds to a predetermined policy used by
said name resolver.

The system of claim 23, wherein said first criterion
corresponds to information relating specifically to
said requester system.
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Figure 5
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Cache Array Routing Protocol vi.1
Status of this Memo

This document is an Internet-Draft. Internet-Drafts are working
documents of the Internet Engineering Task Force (IETF), its areas,
and its working groups. Note that other groups may also distribute
working documents as Internet-Drafts.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or obsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as ~“work in progress.''

To learn the current status of any Internet-Draft, please check the
“Tlid-abstracts.txt'' listing contained in the Internet-Drafts Shadow
Directories on ftp.is.co.za (Africa), nic.nordu.net (Europe),
munnari.oz.au (Pacific Rim), ds.internic.net (US East Coast), or
ftp.isi.edu (US West Coast).

Abstract

This draft documents proposed changes to the original version of

the draft with this same name, to be called 'the Cache Array Routing
Protocol (CARP) v1.1' for dividing URL-space among an array of loosely
coupled proxy servers.

The modified sections are 3.1 and 3.2. Aside from those two
sections, the drafts remains the same.

An overview of the changes are presented in section 0.

An HTTP client agent (either a proxy server or a client browser)
which implements CARP vl.1 can allocate and intelligently route
requests for the correct URLs to any member of the Proxy

Array. Due to the resulting sorting of requests through these
proxies, duplication of cache contents is eliminated and global
cache hit rates are improved.
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0. Proposed Change Overview

~Change in hash functions

The following changes are to make hash functions faster, better
(resulting in more uniform distribution), and easier to evaluate
(especially in JavaScript on client side).

1. Convert a URL to lower case to evaluate hash value to avoid parsing
the URL. This makes hashing faster at client as well as server side.

2. Use shift instead of rotate operator. It is four times faster and
gives more uniform distribution based on our experiments.

3. Additive multiplication is replaced with a simple multiplication.
Additive effect can be achieved simply by adding 1 to the multiplier
constant if required. Since the multiplier constant is anyway a set of
random bits, adding 1 to it has no effect toward improving distribution.

4. The second rotate operation in evaluation of member proxy hash
values as well as resultant hash value is eliminated. It is a relatively
expensive operation and does not help improve distribution after the
multiplication.

Overview

The Cache Array Routing Protocol describes a distributed caching
protocol based on

1) a known membership list of loosely coupled proxies and
2) a hash function for dividing URL space among those proxies

The Proxy Array Membership Table is defined as a plain ASCII text
file retrieved from an Array Configuration URL. This document does
NOT describe how this table is constructed, merely the format of
the fields used by agents implementing.

The hash function plus routing algorithm defined in this document
take member proxies described in the Proxy Array Membership Table
and make an on-the-fly determination as to which Proxy Array member
should be the proper receptacle for a cached version of a resource
keyed by URL.

Downstream agents may then access the cached resource by forwarding
the proxied HTTP request [5] for that resource to the appropriate
member of the Proxy Array.

Valloppillil [Page 3]
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2.

Proxy Array Membership Table

The Proxy Array Membership Table is a plain-text ASCII file which
can be published from a URL.

The format of the table is:

Proxy Array Information/<Version numbers>
http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (3 of 8)07/06/2007 2:54:18 PM
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ArrayEnabled: <0 | 1>

ConfigID: <opaque string>
ArrayName: <opaque strings

i+ ListTTL: <minutes until next check>

”»

<name> <IP addr> <listening port> <table URL> <agent str>
<statetime> <status UP | DOWN> <load factor> <cache size>

2.1 Global Information

These are fields that describe the array itself and are not specific
to any one member of an array

Global information is terminated in the Proxy Array Membership Table
by a CR/LF/CR/LF.

2.1.1 Version number

The version number for implementations of this specification is
1.0

2.1.2 ArrayEnabled

This field allows proxies to advertise their implementation of CARP i
vl even if they are not members of a Proxy Array.

2.1.3 ConfigID

ConfigID is an opagque number no larger than 32bits similar to an
ETag in HTTP 1.1. It is used to track the current state of an
Array table and may be used to match multiple yet independently
published copies of the Proxy Array Membership Table.

2.1.4 ArrayName

ArrayName is an opaque string which is used to provide a convenient
administrative name for a given array.

2.1.5 ListTTL
ListTTL is the number of seconds for which an HTTP client entity
should consider the current table image valid. After ListTTL
has expired, that client should retrieve a new copy of
the Proxy Array Membership Table.
Valloppillil [Page 4]
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2.2 Member Information
The following fields are published per member in an array and are
separated by single spaces. The end of an array member's record is

terminated by a CR/LF.

2.2.1 Name

The name of the proxy server. Typically this is the fully qualified
DNS name. Downstream HTTP agents should use resolution of this name
to determine how to connect to this proxy.

2.2.2 IP Addr

http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (4 of 8)07/06/2007 2:54:18 PM
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The IP address that other proxy servers within this array should use
to connect to this proxy server. This is necessary for proxy
servers which may be hosted on multi-hommed servers where requests
' s are only accepted by one of the interfaces.
2.2.3 Listening Port

The TCP port number this proxy is expecting requests on.
2.2.4 Table URL

A URL which may be maintained by this proxy server on which a copy
of the array membership table can be found.

2.2.5 Agent String

An opaque string identifying the vendor / version of the
proxy Server in the Array Membership Table.

2.2.7 Statetime
How long a Proxy Server has been in its current state and has been
a member of this table. This is useful for dynamic generation of
the Array Membership Table where the host generating the table has
. knowledge of the proxy's operational status.
2.2.8 Status
Status provides a simple text string indicating whether a member
proxy is currently able to handle requests (UP) or refused a
connection when last contacted (DOWN).
Valloppillil [Page 5]
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2.2.9 Load Factor

Load Factor is a relative amount of the total load for an array that
should be handled by any given member of the array.

2.2.10 Cache Size

Cache size is an informational field that indicates the size of the
cache held by a particular member of an array.

3. Routing Function
Once an agent has a Proxy Array Membership Table. It uses a
~mathematical hash function to determine which of the members of
the array should be the receptacle of a particular URL request.
This routing function involves constructing n "scores" using a hash
of the request URL plus a hash of each of the n proxies in the Proxy
Array Membership Table.
Both the URL and the pProxy names are hashed in order to minimize the
disruption of target routes if a member of the target array can't

be contacted.

Hashes of the URL and proxy name are constructed using the algorithm
described in 3.1 and combined using the algorithm described in 3.2.

http://tools.ietf.org/id/draft-vinod-carp-v1-01.txt (5 of 8)07/06/2007 2:54:18 PM
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s3.1. Hash Function
The hash function outputs a 32 bit unsigned integers based on a

s zero-terminated ASCII input string. Machine names as well as URLs
should be converted to lower case for hash evaluation. This makes sense
because machine names are case insensitive.
Because irreversibility and strong cryptographic features are
unnecessary for this application, a very simple and fast hash

function based on the bitwise left shift operator is used.

For (each char in URL):
URL_Hash += (URL_Hash << 9) + char ;

Member proxy hashes are computed in a similar manner:

For (each char in MemberProxyName) :
MemberProxy Hash += (MemberProxy Hash << 9) + char ;

Becaues member names are often similar to each other, their hash
values are further spread across hash space via a multiplication:

MemberProxy_Hash = MemberProxy Hash * 0x62531965 ;

Valloppillil [Page 6]
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3.2. Hash Combination

Hashes are combined by first exclusive or-ing (XOR) the URL hash by
the machine name and then multiplying by a constant.

All final and intermediate values are 32 bit unsigned integers.

Combined Hash (URL_hash * MemberProxy_ Hash) ;
Combined Hash = Combined Hash * 0x62531965 ;

3.3. Load Factor

Support for array members with differing HTTP processing & caching
capacity is achieved by multiplying each of the combined hash values
by a Load Factor Multiplier.

The Load Factor Multiplier for an individual member is calculated by
taking each member's relative Load Factor and applying the
following formula:

For each proxy server 1,...,K, the Load Factor Multiplier, X_k, is
calculated iteratively as follows:

»
[
]

arbitrary positive constant

o]
~
1

([K-k+1] * [P_k - P_{k-1}1)/(X_1 * X 2 * ... * X {k-1})
(X_{k-1}"{K-k+1})
X_k*{1/(K-k+1)}

o

A

o+
I

>
~
1

Load Factor Multiplier for proxy k
= number of proxies in an array
k = relative percent of the load that proxy k should handle
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This is then combined with the previously computed hashes as

: Resultant_value = Combined Hash * X k

Valloppillil [Page 7]
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3.4. Route Selection
The "score" for a particular combination of URL plus proxy is its
resultant value. Once the agent determines of the scores of the
K proxies, it routes the URL query to the proxy with the hightest
score.
3.5. Member Failure Routing
If a proxy can not contact the designated member of a proxy array
in order to forward an HTTP request, that proxy should route
the request to the second highest scoring proxy in the target array.

4. Client-side implementation

CARP can be implemented on client-side HTTP browsers via the
use of the Proxy AutoConfig file described in [1] and [2].

5. Versioning
If a downstream proxy receives an Array Membership Table with a
greater version # than that proxy is able to parse, it should
fall back to simple proxy request routing to any administrator
defined upstream proxy server.
6. Security Considerations
This draft does not discuss relevant security considerations.
7. Open Issues
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[Detailed Description of the Invention]

[0001]

[Field of the Invention] This invention relates to the server system
equipped with two or more sets of the servers which perform
information dispatch ﬁhrough the Internet, and the management
server which manages each of the server of these two or more bases.
[0002]

[Description of the Prior Art] On the Internet, the FTP server using
FTP (File Transfer Protocol) which is a protocol for current and
a file transfer, the WWW (World Wwide Web) server using HTTP (Hyper

Text Transfer Protocol) which is a protocol treating the multimedia
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information to which text aata and graphical data \‘nere intermingled,
etc. are playing an active éart as the‘information dispatch source.
[0003] On the other hand, access from a usér concentrates on a
popular server, and the Internet has the problem that information
dispatch processing speed falls zremarkably about the server,
although many and unspecified global users are accessible networks
and are spreading with vigor with current [ rapid ] . Moreover, it
may not restrict that the target server is élwéys working, but it
may be said for failure, a maintenance activity, etc. that the
server cannot be accessed.

[0004] Iﬁ order to cope with such a situation, in the information
dispatch server connected to the Internet, two technique described
below is used well conventionally.

[0005] The 1st technique is an approach of giving each of two or
more sets of servers the same information, as access does not
concentrate on one server.

[0006) Specifically, the mirror site of a FTP server as shown in
drawing 10‘is equivalent to this. |

[0007] In this drawing, FTP server A54 of the original copy site
53 owns former information, and FTP server B-52 of a mirror site
51 pulls out this information periodically from FTP server A54 of
the original copy site 53, and it stores it in oneself. Thereby,
even if the user who is going to access information using a terminal
110 has FTP server A54 in a high negative condition or a idle state,

he can get required information from FTP server B-52. Moreover, if
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it sees from FTP server A54, a result by which accesé to this server
is distributed will be brought, and a load will be mitigated.
[0008] The 2nd technique is the approach of supplying this
information from the server which is carrying out the cash advance
from the information dispatch server, when the server (a cash
advance is carried out) which stores temporarily the information
which the user pulled out from the information dispatch server tends
to be arranged and another user tries to access on the access path
to an information dispatch server as opposed to that information.
[0009] For example, the proxy server arranged on the access path
to a WWW server as éhown in drawing 11 is equivalent to this.
[0010] In this drawing, a proxy server 62 will be accessed to the
WWW server 61 instead of a terminal 110, if the access request from
a terminal 110 which‘is going to acquire the information on the WWW
server 61 is received. Then, a proxy server 62 both returns this
information to the terminal 110 which holds the information
acquired by this deputy access as cache data 63 and which emitted
the access request. Then, a proxy server 62 performs zreturn
processing using the cache data 63 which oneself owns, without
éccessing this WWW server 61, if the access request to this
information is received from other terminals (graphic display
abbreviation). By this, Ehe count of access to the WWW server 61
will be mitigated.

[0011]

[Pxroblem(s) to be Solved by the Invention] However, in the 1st
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technique mentioned above, although itvrealizes about the cure
against unloading of each server, and the backup function at the
time of stopping one server, in order for a terminal utili?ation
user to acquire required information, one of an original copy site
and the mirror sites must be chosen by the user side. A user will
be forced decision with which server such selection is dramatically
complicated and vacant.

[0012] Moreover, in the 2nd technique mentioned above, although the
count of access to the server | drawing 11 : WWW server 61) used
as the information source is mitigated, the server for caches
( drawing 11 : proxy server 62) cannot access this at the time of
a halt of this server, but information offer to a user becomes
impossible as a result.

[0013] It is in offering the server system for the Internet which
can aim at backup at the time of the access distribution in a server
group, and failure generating etc., without the object of this
invention forcing it actuation special to a.terminal utilization
user in view of such a trouble.

[0014]

[Means for Solving the Problem] In the server system equipped with
two or more sets of the servers which perform information dispatch
through the Internet, and the management server which manages each
of the server of these two or more bases when this invention for
attaining the above-mentioned object was caused like 1 voice The

servexr group which consists of said two or more sets of servers to
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A

which a part of server [ at least ] of a base disseminates two ox
more same information is constituted. Said management server The
host name given to said server group, and each address for a
communication link of two or more sets of said servers which
constitute said server group, The managed table on which the
seleétion information ﬁsed in case the target address for a
communication. link 1is <chosen from these addresses for a
communication link was stored, If the address for a communication
link corresponding to said host name is required through said
Internet A selection means to choose any of the address for a
communication link stored in said managed table they are according
to the content of said selection information, The server system
characterized by having a name sexvice means to transmit the address
for a communication link which said selection means chose to the
demand origin of said address for a communication link is offered.
[0015] In the server system which was equipped with two or more sets
of the servers which perform information dispatch through the
Internet, and the management server which manages each of the servex
of these two or more bases according to the mode of others of this
inventionforattainingtheébove-mentionedobjectTheservergroup
which consists of said two or more sets of servers to which a part
of server [ at least ] of a base disseminates two or more same
information is constituted. Said management server The identifier
for server groups which expresses said server group to a meaning

on said Internet, Said identifier for servers which constitutes
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said sexver group from on said Internet and which expresses two or
more each of the server of a base to a meaning, The managed table
on which the selection information used in caée the target
identifier for servers is chosen from these identifiers for sexvers
was stored, If the access request using said identifier for server
groups is received through said Internet A selection means to choose
any of said identifier for servers they are according to the content
of said selection information, While transmitting the information
which performed access to said server using the identifier for
servers which said selection means chose, and was acquired by this
access to the demand origin of -said access request This information
is held temporarily and the server system characﬁerized by having
a deputy access means to transmit the information concerned which
holds again the access request using said identifier for server
groups to the reception beam case to the dem'and'origin of the access
request concerned is offered.

[o01l6]

[Embodiment of the Invention]) Hereafter, 1 operation gestalt of
this invention is explained.

[0017] The whole server system configuration of this operation
gestalt is shown in drawing 1

[0018] This sérver system has two or more information dispatch
server groups (information dispatch server groups 1091, 1092, --,
109N) which perform information dispatch through the Internet 111,

and the management server 101 which manages access from a terminal
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performed to these information dispatch server groups. The
informatign dispatch server groups 1091, 1092, --, 109N consist of
two or more sets of servers, xespectiﬁelyn The information dispatch
sexver group 1091 consists of information dispatch servers
10911-1091N which have the same:  information. About other.
information dispatch server groups as well as this, each
information dispatch sexvex owns information peculiar to the server
group. In addition, what is necessary is just to add suitably the
server which has the same information, when access to a specific
information dispatch server group increases. The management
information for managing the information dispatch sérver groups
1091, 1082, --, 109N is stored in the name database (name bB) 103.
The DS of a name DB103 is shown in drawing 2

[0019] The two storing fields, the server name field 21 and the
server address field 22, exist in a.name DB103. With this operation
gestalt, beforehand, the host name is given to iqformation dispatch
server groups [ 1091, 1092, -- 109N ] each, and these host némes
are stored in the server name field 21. So to speak, this host name
is a host name representing e.ach information dispatch sexver of that
information ‘dispatch server group, and decides to call this host
a representation host name for convenience hereafter.

[0020] On the other hand, all the information dispatch servers
prepared in this server system have the server address of a proper,
respectively, and are stored in the server address field 22 in the

form whose sexver addresses of these settled for every information
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dispatéh server group. "-" of the server name field 21 means that
it is the same as the content stored in the column on it. The address
of an information dispatch server is the address for a communication
link used in case it- communicates on the Internet 111, and,
specifically, is an IP address for performing a TCP/IP
communication link.

[oozi] In addition, the representation host name given to
information dispatch server groups [ 1091, 1092, --, 109N ] each
does not change to the usual host name, i.e., the host name which
becomes settled uniquely on DNS (Domain Name System), at all.
[0022] Here, a domain (Domain) is explained briefly.

[0023] When construction of the Internet starts, in order to
identify each computer connected to the network, unitary management
of the host name and IP addreés was carried out in the predetermined
organization. The number of computers was [ hundreds of ] of order
at the beginning, and it was also possible to have registered the
host name and IP address of all computers into one file.

[0024] However, the limitation of this approach became clear
immediately with network amplification. While the new registration
and updating which are performed one after another take immense time
amount, the rating of a managing agency increases and settlement
has stopped namely, sticking as a result.

[0025] The domain was the concept proposed in order to solve such
a problem, and it was introduced in order to carry out naming of

many computers which exist all over the world to a meaning.
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[0026] The domain space of the Internet is managed hierarghical,
and DNS is designed so that this administrative information may be
matehed. In the Internet, a DNS server with the information on each
domain is distributed, and it is managed hierarchical like domain
space. The management server of this operation gestalt can also be
considered to be a kind of this DNS server.

{0027] In drawing 2 , the representation host name (serv.bbb.aaa)
which shows the information dispatch server group 1091, and the
representation host name (other .bbb.aaa) which shows the
information dispatch server group 1092 are illustrated. All are
registered into the server group control table 105 also about the
representation host name of information dispatch server groups
other than these. The server addresses including the server address
192.128.16.1 of the information dispatch server 10911 of each
information dispatéh server which constitutes the information
dispatch server group 1091 are stored in the form matched with the
representation host name (serv.bbb.aaa) of the information
dispatch server group 1091. The sexrver address of each information
dispatch server which constitutes the information dispatch server
group 1092 is stored in the form matched with the representation
host name (othex bbb.aaa) of the information dispatch server group
1092.

[0028] The name service section 102 in which the management server
101 performs the response processing in response to the name service

demand from the outside, The name DB retrieval processing section
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106 which is in the name service section 102 and performs retrieval
and an extract of applicable information from a name DB103, From
thenameservidesectionloz,theservergroupinformationlO?which
it is as a result of [ of the name DB103 by the name.DB retrieval
processing section 106 ] retrieval Reception, One server is chosen
from the serxver group which the server group information 107 shows,
and it has the server selection section 104 notified to the name
service section 102 by making the result into the selection server
information 108, and the server group control table 105 which the
server selection section 104 refers to in case a server is chosen.
[6029] The management server 101 which has the above configuration
exists on same‘LAN:(Local Area Network)1l12 as the information
dispatch sexrver groups 1091-109N, and this LAN112 has connected it
to the Internet 111. The countless terminal has accessed the
Internet 111 and each user can access each information dispatch
server group of this server systemusing each terminal. In addition,
the tgrminal 110 is typically illustrated by drawing 1

[0030] Next, the case where the information dispatch server group
1091 is accessed from a terminal 110 is taken for an example, and
actuation of this server system is explained. Here, the talk is
advanced as that to which the user knows beforehand the
representation host name given to the information dispatch server
group 1091.

[0031] A user inputs the representation host name (serv.bbb.aaa)

of the information dispatch server group 1091 into a terminal 110

10
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first. A terminal 110 asks the management server 101 the server
address corresponding to a representation host name in response to
this alter operation. Specifically, the information x;vhich shows a
representation host name (serv..bbb.,a'aa) is sent to the management
servexr 101 in this case. So far, it is the same as the case whezxe
a name service is r'-eqﬁired of the conventional DNS server.
[0032] The name service section 102 of the management server 101
will start the name DB retrieval processing section 106, if the
information which shows, the address inquiry (serv.bbb.aaa), i.e.,
the representation host name, from a terminal 110, is received. The
name DB retrieval processing section 106 perxforms name DB r'etrieval
processing shown in drawing 5

[0033] As shown in this drawi'ng, the name DB retrieval processing
section 106 searches a name DB103 for the representation host name
sent from the terminal 110 to a key first (step 51 (S51)). Thereby,
all the server addresses corresponding to the representation host
name used as the key are extracted. Here, the server address
(192.128.16.1, 192,.'1'28 .16.4,.--) cor_résponding to a representation
host name (serv.bbb.aaa) is extracted. Next, the name DB retrieval
processing sect.ion 106 notifies all the found server addresses to
the server seléctior_x section 104 as server group information 107
with a previous representation host name (S52). The sexrver
selection section 104 chooses the one optimal server for making
information offer perform lwith reference to the server group

control table 105 according to the content. Suppose that the detail

11
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of this selection proceésing is mentioned later. The selected host

name and selected server address of a server are sent to the name

service section 102 as selection server information 108. The name-
service section 102 processes this server address as a retrieval

result, and transmits this servex address_po a terminal 110 as

response processing of an address inquiry demand after that (S53) .

[0034] The terminal 110 to which the server address was notified
can perform information access now from the management server 101

directly to the server after this.

[0035] Thus, since the optimal server for performing information

dispatch out of the information dispatch server group whenever a
certain server group from information is accessed is chosen
according to this operation gestalt, access from a terminal will

be distributed within the information dispatch servexr group as a
result.

[0036] In addition, at the terminal 110, although not explained
especially, it succeeds in configuration beforehand so that the

representation host name sent out from this terminal 110 may reach

the management server 101 through DNS which is not illustrated
direct or here. About this, since it is usually carried out on DNS,

it omits for details.

[0037] Moreover, with the 'abovejmentioned operation gestalt,

although the information dispatch server group and the management

server are connected to the same LAN, this does not mean that an

information dispatch server group must exist on the same LAN as a

12
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management server. For example, each server of an information
dispatch server group may be connected to the location of the
arbitraﬁion on the Internet.

[0038] Below, the operation gestalt of others of this invention is
explained.

[003%] The whole server system configuration of this operation.
gestalt is shown in drawing 3

[0040] The management server 301 of this server system plays the
role of the so-called proxy server which performs information
access of as opposedito a WRW sexver for access to a WWW sexver from
a terminal, and the cash advance of the access information insteaa
of a direct receptionist and a terminal in access to the WWW (World
Wide Web) server which disseminates various multimedia information
by the Internet.

[0041] 1091-109N are information dispatch server groups which have
the same information and which consist of server two or more bases
among drawing. Here, the information dispatch server group 1091
consists of two or more sets of WWW servers, and the information
dispatch server group 1092 consists of two or more sets of FTP
servers.

{0042] In the management server 301, 302 responds to information
access from a terminal. The deputy access section which performs
deputy access to an information dispatch server, return to the
terminal of access informatiop, and momentary maintenance (cache

processing) of the access information, and 306 The server list

13
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retrieval processing section which is in the deputy access section
302 and performs retrieval and an ext:é'act of applicable information
from the server list 303, and 304 From the deputy access section
302, the server group information 307 which it is as a result of
[ of the server list 303 by the server list retrieval processing
section 306 ] retrieval Reception, It is the server group control
table which chooses one server from the server groups which the
information shows, and the server selection section which notifies
the result to the deputy access section 302 as selection server
information 308, and 305 have in the server selection section 304,
and is referred to in the case of selection processing of a server.
{0043] The DS of the server list 303 is shown in dxaiwing 4

[0044] As shown in dxawiz;g 4 , the two storing fields, the
representation serve.r name field 41 and the server name field 42
in a server group, exist in the server list 303. With this operation
gestalt as well as the above-mentioned, the host name

(representation host name) is given to information dispatch server

‘groups [ 1091, 1092, --, 109N ] each, and these representation host

names are stored in the server name field 41i. ©v-" of the
representation server name field 41 means that it is the same as
the content stored in the column on it. Moreover, the host'; name of
each server which constitutes the information dispatch server group
shown 5y the rgpresentation host name stored in the representation
server nanie field 41 is stored in the server name field 42 in a server

group.
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[0045] The representation host name (www.bbb.aaa) which shows the
information dispatch sexrver group 1091, and the representation host
name (ftp.bbb.aaa) which shows the information dispatch server
group 1092 are illustrated by drawing 4 . The host names including
the host name (servl.www-c.bbb.aaa) of the information dispatch
server 10911 of each information dispatch server which constitutes'
the information dispatch server group 1091 are stored in the form
matched with the representation host name (www.bbb.aaa) of the
information dispatch server group 1091. The host name of each
information dispatch server which constitutes the information
dispatch server gréup 1092 is stored in the form matched with the.
representation host name (ftp.bbb.aaa) of the information dispatch
server group 1092.

[0046] The information dispatch server groups 1091-109N and the
acceés control server 301 are connected to same LAN (Local Area
. Network) 112, respectively. This LAN112 is connected to the Internet
111. A user's terminal 110 used in case the information which the
information dispatch server groups 1091-109N are disseminating
comes to hand has accessed the Internet 111.

[0047] The case where the information which each server of the
information dispatch server group 1091 is disseminating next comes
to hand at a terminal 110 is taken for an example, and actuation
of this server system is explained. Here, the talk is advanced as
that to which the user knows beforehand the representation host name

given to the information dispatch server group 1091.
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[0048] A user inputs the representation host name (www.bbb.aaa) of
the information dispatch server group 1091 into a terminal 110 first.
A terminal 110 requires access to delivery and the information
dispatch server Qroup 1091 of the management sexrver 301 for a
representation host name in response to this alter‘operation" So
far, it is the same as the case where access is required of the
conventional proxy server.

[0049] The deputy access section 302 of the management server 301
will start the server list retrieval processing section 306, if a
representation host name (www.bbb . aaa) is received from a terminal
110. The server list retrieval processing section 306 performs
server list retrieval processing shown in drawing 6

[0050] The server list retrieval processing section 306 searches
the server list 303 for the representation host name sent from the
terminal 110 to a key first (step 61 (S61l)). Thereby, all the host
names corresponding to the representation host name used as thg key
axe extracted. Here, the host name (servl.www-c.bbb. aaa,
"sexv4.www-c.bbb aaa, --) corresponding to a representation host
name (serv.bbb.aaa) is extracted. Next, the server list retrieval
processing section 306 notifies all the found host names to the
server gelection section 304 as server group information 307 with
a previous representation host name (S62)..The server selection
section 304 chooses the one optimal server for making information
offer perform with reference to the server group control table 305

according to the content. Suppose that the detail of this selection
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processing is mentioned later. The host name of the selected server
is sent to the deputy access section 302 as selection server
informafion 308 with said representation host name. The deputy
access section 302 accesses that server using this host name. The
deputy access section 302 stores in the memory in this management
server 301 the informatioﬁ acquired by this deputy access as'cache
data, and returns this cache data further to a terminal 110. When
the access request by the representation host name (www"bbb"aaa)v
is received next time, this cache data is transmitted to the access
request origin concerned.

[0051] By the above actuation, a terminal 110 accesses an
information dispatch server indirectly through the management
sexrverxr 301.

[0052] Thus, since deputy access which the management server 301
performs is performed to the optimal server at the event according
to this operation gestalt, access in the server group is distributed
as a result.

[0053] In the above, although two operation gestalten of the server
system of this invention were explained focusing on the whole
configuration and actuation, the. detail of the server seiection
section with which a management server is equipped is.explained.
[0054] Here, taking the case of the serxrver system shown in drawing
1 , the talk is advanced for convenience.

[0055] First, actu;tion of the server selection section 104 at the

time of using the serxver group control table 105 shown in drawing
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7 is .explained.

[0056] Althpugh two or more server addresses which théy are as a
result of [ which was searched considering the representation host
name used as the key by name DB retrieval processing (réfer to
drawing 5 ) and this representation host name as a key ] retrieval
are contained in the server group information 107 sent to the server
selection section 104 from a name service 102, said representation
host name is stored in the server name field 1051 of drawing 7 .
Moreovexr, two or more above-mentioned server addresses which they
are as a result of retrieval are stored in the server address field
1052.

[0057] Moreovexr, although the host name of the server which the
server selection section 104 chose is sent to a name service 102
as selection server information 108, about the server address
notified for the selection sexver information 108, "1" (1: advice)
is set as the access flag field 1053. In addition, "O0" (O0:
un-notifying) is set up about other server addresses.

[0058] And if the server selection section 104 judges whether the
representation host name which the sexver group information 107
shows exists in the server name field 1051 and this representation
host name cannot be found in the server name field 1051 when the
server group information 107 is received, it will registex into the
server group control table 105 all the servexr addresses (all server
addresses contained in the server group information 107) matched

with this with this representation host name. At this time, "1" is
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set as that access flag field 1053 about one server address. "QO"
is set to other access flag fields 1053. In this drawing, "1" was
set as the access flag field 1053 of a server address 192"128;16"1,
and "0" is set up except this.

[0059] On the other hand, the next activity is done when the same
representation host name is already stored in the server name field
1051.

[0060] For example, when the content of the servexr group contzrol
table 105 is already set as the condition of drawing 7 , while
setting "1" as the access flag field 1053 of a server address
192.128.16.4, "0" is set as the access flag field 1053 of a server
address 192.128.16.1. In addition, when "1" is set as the access
flag field 1053 of a server address 192.128.16.12 located in the
tail end, while setting "1" as the access flag field 1053 of a server
address 192.128.16.1 located in a head 1line, "0" is set as the access
flag field 1053 of a server address 192«i28»16”12"

[0061] When the above processing is performed, "1" which is the set
point is visible as if it moved in order in the access flag field
1053.

[0062] Next, the server selection section 104 is notified to the
name service section 102 by making into the selection server
information 108 the server address stored in the server address
field 1052 of the line which set up "1% in the access.flag field
1053. )

[0063] Thus, if the server to which information dispatch is made

19
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to perform is chosen one after another, access from a terminal will
come to be distributed almost uniformly to each server in the
information dispatch server group.

[0064] Actuation of the server selection section 104 at the time
of next using the server group control table 105 shown in drawing
8 is explained.

[0065] Here, the server to access is chosen according to the load
of each server which constitutes an information dispatch server
group.

[0066] In drawing 8 , about the same component, the same number is
attached and explanation is omitted.

[0067] This sexver group control table 105 is replaced with the
previous access flag field 1053, and the description is in a point
equipped with the load level field 1054. The information which shows
the load profile initiation of each‘server is stored in the load
level field 1054.

(0068] moreover, new in the selection section 104 -- the what server
load Monitoring Department 113 is formed. The server load
Monitoring Department 113 supervises periodically the load profile
initiation of the server (namely, server by which the sexver address
is stored in the address field 1052) registered into the server
group control table 105, and sets the load level as the load level
field 1054 . The load level is beforehand divided into several steps
(here three-stage of load levels A, B, and C). The server load

Monitoring Department 113 transmits a monitor command periodically
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to the server of the server address stored in the server address
field 1052, totals the response time, divides the result for any
of load level A/B/C being, ana, specificaliy, sets it as the load
“level field 1054. Here, about the server which does not answer at
all to the above-mentioned monitor command, nothing is set up to
the load level field 1053. When no servers answer, it is expected
that the server is in the idle state,by' genexrating of a failure among
a maintenance service.

[0069] And the server selection section 104 chooses what has the
lightest lcad from the servers registered into the server group
control table 105 in the servexr group information 107 at the carrier
beamevent,andnotifiesittothenameservicesectionlozbymakipg
the address of this server etc. into the selection server
information 108. Undez the present circumstances, suppose that it
excepts from a selection branch beforehand about the server which
is not set as the load level field 1053 at all.

[0070] If such processing is pexformed, access from a terminal will
come to be performed to a server with the lightest load at the event
out of the target information dispatch servexr group. Moreover,
access to the server which is not working will also be forbidden.
[0071] In addition, when choosing the server'acceséed according to
the load of each server, server SHITEMU may be constituted as shown
in drawing 9

[0072] In this drawing, it acts to each information dispatch server

as the monitor of the load of the server, and the load monitor 115
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which reports the load profile initiation to the management server
101 is formed in it; The management server 101 collects the load
situation reports from each server, and is equipped with the load
profile initiation collection section 114 stofed in the server
group control table 105 by making the result into a 1oad level. Here,
about a server without a report, a load level is not set up from
the load monitor section 115.

[0073] And if the server group information 107 is received, the
server selection section 104 will discover that to which load level
information is set out of the server registered into the sexver
group control table'los, will choose from that inside what has the
lightest load, and will notify it to the name sexrvice section 102
by making the server address of this server into the selection
server information 108.

[0074] Thus, if it acts to the server itself as the monitor of the
load profile initiagion of each serxrver, more exact loaq information
can be acqguired.
[OOZS]Asuwntionedabove,althoughthevariousbperationgestalten
of the server selection section with which a management server is
equipped were explained, these are applicable also to the servez
system shown in drawing 3

[0076]

[Effect of the Invention] According to this invention, as cures
against backup at the time of failure generating etc., since the

optimal server for making information dispatch perform is
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automatically chosen even if it is the case where two or more sets
of the servers which have the same information are prepared, a user
can get required information, without being conscious of existence
of two or more sets of servers, in order to distribute access from
a user.

{0077]. Moreover, according to this invention, since the server to
which the optimal server for making information dispatch perform
is not working, corresponding to the load profile initiation of each
server is chosen as outside of an object, a user can access it in
the best environment.

[0078] Even if access load moreover increases, the
engine-performance reinforcement accoxrding to access load is
attained by offering this invention only by adding the server which
has the same information.

(End of Document)
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of: Atty. Docket No.:  2711-0073

FARBER, David et al. Confirmation No.: 3296
Appln. No.:  11/065,412 Group Art Unit: 2157
Filed: February 23, 2005 Examiner: Unassigned

Title: SHARED CONTENT DELIVERY Date: June 26, 2007
INFRASTRUCTURE (as amended)

PRELIMINARY AMENDMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
Prior to examination on its merits, please amend this application as
follows:
Amendments to the title begin on page 2.

Amendments to the Abstract begin on page 3.

Amendments to the claims begin on page 4.
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IN THE TITLE

Please replace the title with the following new title:

“Shared Content Delivery Infrastructure”
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IN THE ABSTRACT OF THE DISCLOSURE

Please replace the Abstract with the attached new Abstract of the

Disclosure.
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IN THE CLAIMS
Please cancel claim 1 and add the following new claims 2-22:

1. (Canceled)

2. (NEW) A method, in a system in which a plurality of content providers
provide multiple resources to multiple clients, wherein each content provider
provides at least some resources via one or more content sources associated with

that content provider, the method comprising:

(A) responsive to a first request from a first client for a first resource,
said first resource being associated with a first content provider of said plurality of
content providers, and said first resource including at least one reference to at least
one other resource, said at least one other resource also being associated with said

first content provider,

causing said at least one other resource to be served from a shared
content delivery network (CDN) formed from a plurality of servers distinct from
said content sources associated with said content providers, wherein said first
resource is served to the first client from a content source associated with said first

content provider, and

(B) responsive to a second request from a second client for a second
resource, said second resource being associated with a second content provider of
said plurality of content providers, said second content provider being distinct
trom said first content provider, and said second resource including at least one
reference to at least a third resource, said third resource also being associated with

said second content provider,
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causing the third resource to be served to the second client from the
shared content delivery network, wherein the second resource is served to the

second client from a content source associated with said second content provider.

3. (NEW) A method as in claim 2 wherein said first resource is a web
page associated with said first content provider and wherein said at least one other

resource reference in said first resource is an embedded object reference.

4. (NEW) A method as in claim 3 wherein said first request from said

first client comprises a first Uniform Resource Locator (URL), and

wherein said second request from said second client comprises a second

URL, and

wherein said embedded object reference in said first resource comprises a

third URL; and

wherein said reference to said third resource comprises a fourth URL.

5. (NEW) A method as in claim 4

wherein the content source associated with the first content provider is an
origin server associated with the first content provider and wherein said first URL
includes a first hostname that resolves to said origin server associated with said

first content provider, and

wherein the content source associated with the second content provider is
an origin server associated with the second content provider, and wherein said
second URL includes a second hostname that resolves to said origin server

associated with said second content provider, and

wherein said third URL includes a third hostname that resolves to the

shared CDN, and wherein said fourth URL includes a fourth hostname that also
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resolves to the shared CDN, said third hostname being distinct from said fourth

hostname.

6. (NEW) A method as in claim 2 further comprising:
at a first server in said shared CDN:

(al) ifsaid at least one other resource is not available at said first

server, said first server obtaining said at least one other resource; and

(a2) said first server serving said at least one other resource to said

first client.

7. (NEW) A method as in claim 6 wherein said first server obtains said at
least one other resource from a peer or from at least one content source associated

with said first content provider.

8. (NEW) A method as in claim 6 wherein said at least one reference to
said at least one other resource comprises a Uniform Resource Locator (URL), and
wherein said first server tries to obtain said at least one other resource from a

location specified in said URL.

9. (NEW) A method as in claim 8 wherein said location specified in said

URL is an content source associated with said first content provider.

10. (NEW) A method as in any one of claims 2-9 wherein said at least
one other resource referenced in said first resource is selected from the group

comprising static and dynamic:
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video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said third resource is a resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

11. (NEW) A method as in any one of claims 2-4 and 6-9

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

12. (NEW) A method, in a system in which a plurality of content
providers provide multiple resources to multiple clients, and wherein each content
provider provides at least some resources via one or more content sources
associated with that content provider, and wherein a first content provider of said
plurality of content providers has a first web page associated therewith, said first
web page including at least a first referenced resource associated with said first
content provider; and wherein a second content provider of said plurality of
content providers has a second web page, said second web page including at least
a second referenced resource associated with said second content provider, the

method comprising:
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(A) providing a network of repeater servers to form a shared content

delivery network (CDN);

(B) responsive to a request for said first web page, after said first web
page has been served from a content source associated with said first content

provider, serving said first referenced resource from said shared CDN, and

(C) responsive to a request for said second web page, after said second
web page has been served from a content source associated with said second

content provider, serving said second referenced resource from said shared CDN,

wherein said content sources associated with said first and said second

content providers are distinct from said repeater servers.

13. (NEW) A method as in claim 12 wherein said first referenced
resource is served from a first server in said shared CDN, the method further

comprising:

if said first server does not have a copy of the first referenced resource, then

trying to obtain a copy of said first referenced resource.

14. (NEW) A method as in claim 13 wherein said first server in said
shared CDN obtains a copy of the first referenced resource from said content

source associated with said first content provider.

15. (NEW) A method as in claim 12 wherein

said request for said first web page comprises a first Uniform Resource

Locator (URL) having a first hostname; and

said request for said second web page comprises a second URL having a

second hostname distinct from said first hostname; and

-8 -

Page 883 of 1037



Application No. 11/065,412, filed February 23, 2005 Atty. Docket 2711-0073

said first referenced resource is referenced by a third URL having a third

hostname distinct from said first hostname; and

said second referenced resource is referenced by a fourth URL having a

fourth hostname distinct from said second hostname, and

wherein said first hostname resolves to said content source associated with

said first content provider, and

wherein said second hostname resolves to said content source associated

with said second content provider, and

wherein said third hostname and said fourth hostname both resolve to said

shared CDN.

16. (NEW) A method as in any one of claims 12-15 wherein said first

referenced resource is selected from the group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said second referenced resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

17. (NEW) A method as in claim 16

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and
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wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

18. (NEW) An Internet method, operable in a system in which a plurality
of content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content
sources associated with that content provider, wherein a first web page includes a
first referenced resource; and wherein a second web page includes a second

referenced resource, the method comprising:
(A) providing a network of repeater servers;

(B)  after said first web page has been served from a first content source,

at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
referenced resource, obtaining a copy of said first referenced resource from

said first content source; and

(b2) serving said first referenced resource from said first repeater

server; and

(C) after said second web page has been served from a second content

source, at a second repeater server in said network of repeater servers:

(c1) if'said second repeater server does not have a copy of said
second referenced resource, obtaining a copy of said second referenced

resource from said second content source; and

(c2) serving said second referenced resource from said second

repeater server,

wherein said first content source and said content source server are distinct
from said network of repeater servers.

-10 -
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19. (NEW) A method as in claim 18 wherein

said first referenced resource is referenced by a first URL having a first

hostname; and

said second referenced resource is referenced by a second URL having a

second hostname distinct from said first hostname, and

wherein said first hostname and said second hostname both resolve to said

network of repeater servers.

20. (NEW) A method as in any one of claims 18-19 wherein said first
referenced resource and said second referenced resource are selected from the

group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

21. (NEW) A method as in claim 20

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

22. (NEW) An Internet method, in a system in which a plurality of
content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content

sources associated with that content provider, wherein a first web page is

-11 -

Page 886 of 1037



Application No. 11/065,412, filed February 23, 2005 Atty. Docket 2711-0073

identified by a first Uniform Resource Locator (URL) including a first hostname,
said first hostname resolving to a first content source; and wherein a second web
page is identified by a second URL including a second hostname, said second
hostname resolving to a second content source, and wherein the first web page
includes a first embedded object, and wherein the second web page includes a

second embedded object, the method comprising:

(A) providing a shared network of repeater servers, said first content
source and said second content source being distinct from said network of repeater

SEIvers,

(B) responsive to a request for said first web page, said request including
said first URL, after said first web page has been served via said first content

source, at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
embedded object, obtaining a copy of said first embedded object from said

first content source; and

(b2) serving said first embedded object from said first repeater

server; and

(C) after said second web page has been served from said second content

source, at a second repeater server in said network of repeater servers:

(c1) if said second repeater server does not have a copy of said
second embedded object, obtaining a copy of said second embedded object

from said second content source; and

(c2) serving said second embedded object from said second

repeater server.

23. (NEW) A method as in claim 22 wherein

-12 -
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the first embedded object is identified in the first web page by a third URL

comprising a third hostname, and

the second embedded object is identified in the second web page by a

fourth URL comprising a fourth hostname, and

wherein said third hostname and said fourth hostname both resolve to said

network of repeater servers.

24. (NEW) A method as in any one of claims 22-23 wherein said first
embedded object and said second embedded object are selected from the group

comprising static and dynamic: video content, audio content, text, image content.

25. (NEW) A method as in any one of claims 22-23 wherein said

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

26. (NEW) A method for delivering resources to clients in a distributed

computing environment, the method comprising:

(A) associating a first referenced resource referenced by a first primary
resource with a shared network formed by a plurality of repeater servers, wherein
the first primary resource is associated with a first content provider and is

maintained on a first content source distinct from the plurality of repeater servers;

(B) associating a second referenced resource referenced by a second
primary resource with the shared network, wherein the second primary resource is

associated with a second content provider and is maintained on a second content

-13 -
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source distinct from the plurality of repeater servers and distinct from the first
content source;

(C) responsive to a first request that causes the first primary resource to

be served to a first client from the first content source:

(c1) selecting at least a first repeater server to serve the first

referenced resource to the first client;

(c2) responsive to the first repeater server being requested to serve

the first referenced resource:

(c21) checking to determine whether a copy of the first

referenced resource is available on the first repeater server;

(c22) if a copy of the first referenced resource is available on
the first repeater server, attempting to serve the copy of the first

referenced resource to the client from the first repeater server; and

(c23) if a copy of the first referenced resource is not
available on the first repeater server, replicating the first referenced

resource on the first repeater;

(D) responsive to a second request that causes the second primary

resource to be served to a second client from the second content source:

(d1) selecting at least a second repeater server to serve the second

referenced resource to the second client;

(d2) responsive to the second repeater server being requested to

serve the second referenced resource:

(d21) checking to determine whether a copy of the second

referenced resource is available on the second repeater server;

(d22) if a copy of the second referenced resource is available

on the second repeater server, attempting to serve the copy of the

-14 -
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Page 890 of 1037

second referenced resource to the client from the second repeater

server; and

(d23) if a copy of the second referenced resource is not
available on the second repeater server, replicating the second

referenced resource on the second repeater.
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REMARKS
By this preliminary amendment, the Title and Abstract of the

Disclosure have been changed, claim 1 has been canceled and new claims 2-26

have been added. No new matter has been added.
Claims 2-26 are pending in this application.

An early action and allowance of this application are respectfully

requested.

CHARGE STATEMENT: Deposit Account No. 501860, order no. 2711-0073.

The Commissioner is hereby authorized to charge any fee specifically authorized hereafter, or any missing
or insufficient fee(s) filed, or asserted to be filed, or which should have been filed herewith or concerning any
paper filed hereafter, and which may be required under Rules 16-18 (missing or insufficiencies only) now or
hereafter relative to this application and the resulting Official Document under Rule 20, or credit any
overpayment, to our Accounting/ Order Nos. shown above, for which purpose a duplicate copy of this sheet
is attached.

This CHARGE STATEMENT does not authorize charge of the issue fee until/unless
an issue fee transmittal sheet is filed.

Respectfully submitted,
CUSTOMER NUMBER

By: /Brian Siritzky/
4 2 6 2 4 Brian Siritzky, Ph.D., Reg. No. 37,497

Davidson Berquist Jackson & Gowdey LLP
4300 Wilson Blvd., 7th Floor, Arlington, Virginia 22203
Main: (703) 894-6400 @ FAX: (703) 894-6430
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ABSTRACT OF THE DISCLOSURE

A system in which a plurality of content providers provide multiple
resources to multiple clients, wherein each content provider provides at least some
resources via one or more content sources associated with that content provider. A
client requests a resource from a content provider, where the resources includes
references to other resources of the content provider. Referenced resources are
served to requesting clients from a shared content delivery network (CDN) formed
from a plurality of servers distinct from content sources associated with said
content providers. The content sources may be origin servers associated with the
respective content providers. The referenced resources may be video content,
audio content, text, image content, web pages, HTML files, XML files, files in a
markup language, documents, hypertext documents, data files, and embedded

resources.
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FARBER, David et al. Confirmation No.: 3296
Appln. No.:  11/065,412 Group Art Unit: 2157
Filed: February 23, 2005 Examiner: Unassigned

Title: SHARED CONTENT DELIVERY Date: June 26, 2007
INFRASTRUCTURE (as amended)

PRELIMINARY AMENDMENT

Hon. Commissioner of Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
Prior to examination on its merits, please amend this application as
follows:
Amendments to the title begin on page 2.

Amendments to the Abstract begin on page 3.

Amendments to the claims begin on page 4.
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IN THE TITLE

Please replace the title with the following new title:

“Shared Content Delivery Infrastructure”
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IN THE ABSTRACT OF THE DISCLOSURE

Please replace the Abstract with the attached new Abstract of the

Disclosure.
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IN THE CLAIMS
Please cancel claim 1 and add the following new claims 2-22:

1. (Canceled)

2. (NEW) A method, in a system in which a plurality of content providers
provide multiple resources to multiple clients, wherein each content provider
provides at least some resources via one or more content sources associated with

that content provider, the method comprising:

(A) responsive to a first request from a first client for a first resource,
said first resource being associated with a first content provider of said plurality of
content providers, and said first resource including at least one reference to at least
one other resource, said at least one other resource also being associated with said

first content provider,

causing said at least one other resource to be served from a shared
content delivery network (CDN) formed from a plurality of servers distinct from
said content sources associated with said content providers, wherein said first
resource is served to the first client from a content source associated with said first

content provider, and

(B) responsive to a second request from a second client for a second
resource, said second resource being associated with a second content provider of
said plurality of content providers, said second content provider being distinct
trom said first content provider, and said second resource including at least one
reference to at least a third resource, said third resource also being associated with

said second content provider,
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causing the third resource to be served to the second client from the
shared content delivery network, wherein the second resource is served to the

second client from a content source associated with said second content provider.

3. (NEW) A method as in claim 2 wherein said first resource is a web
page associated with said first content provider and wherein said at least one other

resource reference in said first resource is an embedded object reference.

4. (NEW) A method as in claim 3 wherein said first request from said

first client comprises a first Uniform Resource Locator (URL), and

wherein said second request from said second client comprises a second

URL, and

wherein said embedded object reference in said first resource comprises a

third URL; and

wherein said reference to said third resource comprises a fourth URL.

5. (NEW) A method as in claim 4

wherein the content source associated with the first content provider is an
origin server associated with the first content provider and wherein said first URL
includes a first hostname that resolves to said origin server associated with said

first content provider, and

wherein the content source associated with the second content provider is
an origin server associated with the second content provider, and wherein said
second URL includes a second hostname that resolves to said origin server

associated with said second content provider, and

wherein said third URL includes a third hostname that resolves to the

shared CDN, and wherein said fourth URL includes a fourth hostname that also
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resolves to the shared CDN, said third hostname being distinct from said fourth

hostname.

6. (NEW) A method as in claim 2 further comprising:
at a first server in said shared CDN:

(al) ifsaid at least one other resource is not available at said first

server, said first server obtaining said at least one other resource; and

(a2) said first server serving said at least one other resource to said

first client.

7. (NEW) A method as in claim 6 wherein said first server obtains said at
least one other resource from a peer or from at least one content source associated

with said first content provider.

8. (NEW) A method as in claim 6 wherein said at least one reference to
said at least one other resource comprises a Uniform Resource Locator (URL), and
wherein said first server tries to obtain said at least one other resource from a

location specified in said URL.

9. (NEW) A method as in claim 8 wherein said location specified in said

URL is an content source associated with said first content provider.

10. (NEW) A method as in any one of claims 2-9 wherein said at least
one other resource referenced in said first resource is selected from the group

comprising static and dynamic:
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video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said third resource is a resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

11. (NEW) A method as in any one of claims 2-4 and 6-9

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

12. (NEW) A method, in a system in which a plurality of content
providers provide multiple resources to multiple clients, and wherein each content
provider provides at least some resources via one or more content sources
associated with that content provider, and wherein a first content provider of said
plurality of content providers has a first web page associated therewith, said first
web page including at least a first referenced resource associated with said first
content provider; and wherein a second content provider of said plurality of
content providers has a second web page, said second web page including at least
a second referenced resource associated with said second content provider, the

method comprising:
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(A) providing a network of repeater servers to form a shared content

delivery network (CDN);

(B) responsive to a request for said first web page, after said first web
page has been served from a content source associated with said first content

provider, serving said first referenced resource from said shared CDN, and

(C) responsive to a request for said second web page, after said second
web page has been served from a content source associated with said second

content provider, serving said second referenced resource from said shared CDN,

wherein said content sources associated with said first and said second

content providers are distinct from said repeater servers.

13. (NEW) A method as in claim 12 wherein said first referenced
resource is served from a first server in said shared CDN, the method further

comprising:

if said first server does not have a copy of the first referenced resource, then

trying to obtain a copy of said first referenced resource.

14. (NEW) A method as in claim 13 wherein said first server in said
shared CDN obtains a copy of the first referenced resource from said content

source associated with said first content provider.

15. (NEW) A method as in claim 12 wherein

said request for said first web page comprises a first Uniform Resource

Locator (URL) having a first hostname; and

said request for said second web page comprises a second URL having a

second hostname distinct from said first hostname; and
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said first referenced resource is referenced by a third URL having a third

hostname distinct from said first hostname; and

said second referenced resource is referenced by a fourth URL having a

fourth hostname distinct from said second hostname, and

wherein said first hostname resolves to said content source associated with

said first content provider, and

wherein said second hostname resolves to said content source associated

with said second content provider, and

wherein said third hostname and said fourth hostname both resolve to said

shared CDN.

16. (NEW) A method as in any one of claims 12-15 wherein said first

referenced resource is selected from the group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources; and

wherein said second referenced resource selected from the group

comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

17. (NEW) A method as in claim 16

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and
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wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

18. (NEW) An Internet method, operable in a system in which a plurality
of content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content
sources associated with that content provider, wherein a first web page includes a
first referenced resource; and wherein a second web page includes a second

referenced resource, the method comprising:
(A) providing a network of repeater servers;

(B)  after said first web page has been served from a first content source,

at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
referenced resource, obtaining a copy of said first referenced resource from

said first content source; and

(b2) serving said first referenced resource from said first repeater

server; and

(C) after said second web page has been served from a second content

source, at a second repeater server in said network of repeater servers:

(c1) if'said second repeater server does not have a copy of said
second referenced resource, obtaining a copy of said second referenced

resource from said second content source; and

(c2) serving said second referenced resource from said second

repeater server,

wherein said first content source and said content source server are distinct
from said network of repeater servers.

-10 -
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19. (NEW) A method as in claim 18 wherein

said first referenced resource is referenced by a first URL having a first

hostname; and

said second referenced resource is referenced by a second URL having a

second hostname distinct from said first hostname, and

wherein said first hostname and said second hostname both resolve to said

network of repeater servers.

20. (NEW) A method as in any one of claims 18-19 wherein said first
referenced resource and said second referenced resource are selected from the

group comprising static and dynamic:

video content, audio content, text, image content, web pages, HTML files,
XML files, files in a markup language, documents, hypertext documents, data

files, and embedded resources.

21. (NEW) A method as in claim 20

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

22. (NEW) An Internet method, in a system in which a plurality of
content providers provide multiple resources to multiple clients, wherein each
content provider provides at least some of its resources via one or more content

sources associated with that content provider, wherein a first web page is

-11 -
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identified by a first Uniform Resource Locator (URL) including a first hostname,
said first hostname resolving to a first content source; and wherein a second web
page is identified by a second URL including a second hostname, said second
hostname resolving to a second content source, and wherein the first web page
includes a first embedded object, and wherein the second web page includes a

second embedded object, the method comprising:

(A) providing a shared network of repeater servers, said first content
source and said second content source being distinct from said network of repeater

SEIvers,

(B) responsive to a request for said first web page, said request including
said first URL, after said first web page has been served via said first content

source, at a first repeater server in said network of repeater servers:

(b1) if said first repeater server does not have a copy of said first
embedded object, obtaining a copy of said first embedded object from said

first content source; and

(b2) serving said first embedded object from said first repeater

server; and

(C) after said second web page has been served from said second content

source, at a second repeater server in said network of repeater servers:

(c1) if said second repeater server does not have a copy of said
second embedded object, obtaining a copy of said second embedded object

from said second content source; and

(c2) serving said second embedded object from said second

repeater server.

23. (NEW) A method as in claim 22 wherein

-12 -
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the first embedded object is identified in the first web page by a third URL

comprising a third hostname, and

the second embedded object is identified in the second web page by a

fourth URL comprising a fourth hostname, and

wherein said third hostname and said fourth hostname both resolve to said

network of repeater servers.

24. (NEW) A method as in any one of claims 22-23 wherein said first
embedded object and said second embedded object are selected from the group

comprising static and dynamic: video content, audio content, text, image content.

25. (NEW) A method as in any one of claims 22-23 wherein said

wherein said content source associated with said first content provider

comprises an origin server associated with said first content provider; and

wherein said content source associated with said second content provider

comprises an origin server associated with said second content provider.

26. (NEW) A method for delivering resources to clients in a distributed

computing environment, the method comprising:

(A) associating a first referenced resource referenced by a first primary
resource with a shared network formed by a plurality of repeater servers, wherein
the first primary resource is associated with a first content provider and is

maintained on a first content source distinct from the plurality of repeater servers;

(B) associating a second referenced resource referenced by a second
primary resource with the shared network, wherein the second primary resource is

associated with a second content provider and is maintained on a second content
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