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pphication No ’ Examiner: Unassigned
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For: Optimized Network Resource Location

- INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. §1.97

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In accordance with the duty of disclosure, enclosed is a copy of IDS Citation Form
PTO/SB/08 or PTO-1449, together with copies of the documents cited on that form, except for
copies not required to be submitted (e.g., copies of U.S. patents and U.S. published patent
applications need not be enclosed). This IDS and IDS Citation Form are being submitted before
the mailing of a first Office Action. It is respectfully requested that the cited references be
considered and that the enclosed copy of PTO/SB/08 be initialed by the Examiner to indicate
such consideration and a copy thereof returned to applicant(s). Some or all of the references
listed on the enclosed PTO/SB/08 were previously identified in the parent application
(Application No. 09/612,598, filed July 7, 2000) and copies of the references were furnished at
that time. Accordingly, per 37 CFR §1.98(d)(1) additional copies of those references are not

submitted herewith.
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The submission of this Information Disclosure Statement is not to be construed as a
representation that a search has been made in the subject application and is not to be construed as
an admission that the information cited in this statement is material to patentability.

Please charge any fees due to Deposit Account 02-2666. A duplicate copy of the Fee
Transmittal (PTO/SB/17) is enclosed for this purpose.

Date: June 21, 2005

12400 Wilshire Boulevard, 7th Floor
Los Angeles, CA 90025
Telephone: (714) 557-3800

I hereby certify that this correspondence is being deposited with the United States
Postal Service on the date shown below with sufficient postage as first class mail in
an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA

22313-1450.
> /% /é».z, 06-21-05
<4 - &
Susan McFarlane Date
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sufficient postage as first class mail in an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA
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Typed or printed name | Susan McFarlane
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SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450
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f, C lete if Ki
M E TRAN S M ITTAL Application Number oﬂ7g6e51’4 ln2°wn

for FY 2005 Fiing Dale February 23, 2005
Patent fees are subject to annual revision. First Named Inventor David A. Farber
[] Applicant claims small entity status. See 37 CFR 1.27. Examiner Name Unassigned
Art Unit 2157
TOTAL AMOUNT OF PAYMENT (%) 0.00 [Atiormey Docket No. §233P00IDC3 >

METHOD OF PAYMENT (check all that apply)
OcCheck [CCredit card [J Money Order [INone [JOther (please identify):
X Deposit Account Deposit Account Number: 02-2666  Deposit Account Name: Blakely, Sokoloff, Taylor & Zafman LLP

For the above-identified deposit account, the Director is hereby authorized to: (check all that apply)
B Charge fee(s) indicated below [[] Charge fee(s) indicated below, except for the filing fee

£ Charge any additional fee(s) or underpayment of fee(s)  [] Credit any overpayments
under 37 CFR §§ 1.16, 1.17, 1.18 and 1.20.

FEE CALCULATION

1. EXTRACLAIMFEES Foofrom )
Claims below Fee Paid
Total Claims 4 |. 20| o |x| 5000 $0.00
Independent . . = =
Caihs 2 3 0 |x{ 20000[" $0.00
Muitiple Dependent =
Large Entity Small Entity
Fea  Feo Fee  Fee  FoeDescription
Code ® Code (%)
1202 50 2202 25 Claims in excess of 20
1201 200 2201 100 Independent claims in excess of 3
1203 360 2203 180  Muitiple Dependent claim, if not paid
1204 300 2204 150 “"Reissue independent claims over original patent - . L .
1205 300 2205 150 *"Reissue claims in excess of 20 and over original patent ‘or number previously paid, if greater, For Reissues, see below

SUBTOTAL (1) ($) 0.00

2. ADDITIONAL FEES
Large Entity Small Entity

Fee Fee Fee  Fea
Code (5 |Code () Fee Description Fee Paid
1051 130 2051 65 Surcharge - late filing fee or oath
1052 50 2052 25 Surcharge - late provisional filing fee or cover sheet.

2053 130 2053 130 Non-English specification

1251 120 2251 60 Extension for reply within first month

1252 450 2252 225 Extension for reply within second month
1253 1,020 2253 510 Extension for reply within third month

1254 1,590 2254 795 Extension for reply within fourth month
1255 2,160 2255 1,080 Extension for reply within fifth month

1401 500 2401 250 Notice of Appeal

1402 500 2402 250 Filing a brief in support of an appeal

1403 1,000 2403 500 Request for oral hearing

145¢ 1,510 2451 1,510 Petition to institute a public use proceeding
1460 130 2460 130 Petitions to the Commissioner

1807 50 1807 50 Processing fee under 37 CFR 1.17(q)

1806 180 1808 180 Submission of Information Disclosure Stmt
1809 790 1809 395 Filing a submission after final rejection (37 CFR § 1.128(a))

1810 790 2810 395 For each additional invention to be examined (37 CFR § 1.129(b))

Other fee (specify)
SUBTOTAL (2) [®
SUBMITTED BY Complete (if applicable) )
Name (PrinyType) Wi]lian»&éslscl}aﬁ{ z:ﬂ,i;r,igzg No. 39,018 Telephone | (714) 557-3800
7
\_ Signature M M / Date 06/21/05

(4
odifi Blakely, Sgkdloff, Taylor & Zafman (wir) 12/15/2004.
P.O. Box , Alexandria, VA 22313-1450

Based on PTO/SB/17 (12-04) a;
SEND TO: Commissioner ft
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INGSRMATION DISCLOSURE complete 1 Known
EMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 1079 Attorney Docket No: 6233P001DC3
US PATENT DOCUMENTS
Examiner USP Document Publication Date Name of Patentee or Class Subclass Filing Date
Initial * Number Applicant of cited Document If Appropriate
US-4,495,570 | 01/22/1985 :I“a‘"“a' Hiroyuki, et _ 01/07/1982
US-4,594,704 | 06/10/1986 Ollivier, Yves » 11/16/1984
US-4,726,017 | 02/16/1988 Krum, Harry A., et al. 05/21/1985
US-4,839,798 | 06/13/1989 519“"“" Hiroyoshi , et 11/06/1985
US-4,920,432 | 04/24/1990 :996’5' Derek C., et 01/12/1998
US-4.922.417 | 05/01/1990 ;h”"“’ Brian R., et 10/24/1986
US-4.949.187 | 08/14/1990 Cohen, Jason M. 12/16/1988
US-4,949,248 | 08/14/1990 Caro, Marshall A. 07/15/1988
US-5,826,031 | 10/20/1998 Nielsen, Jakob 06/10/1996
US-5,172,413 | 12/15/1992 E{ 2‘1“9’" Graham C., 12/20/1990
US-5263341 | 10/12/1903 | [roZmanith, Anthony 04/11/1991
US-5287.499 | 02/15/1994 Nemes, Richard M. 05/16/1991
US-5,287,537 | 02/15/1994 :Iewmar k, Rona J., et 09/21/1992

US-5,291,554 03/01/1994 Morales, 08/19/1992
Pitken, Richard P., et

US-5,341.477 | 08/23/1994 o 08/06/1993
US-5,371,532 | 12/06/1994 ft'z’l“a”' Alexander , 05/15/1992
US-5,.410,343 | 04/25/1995 gf;dmgmn’ Carl D, 04/02/1993
US-5,414,455 | 05/09/1995 :°°pe" Donald F., et 07/07/1993
US-5,442,389 | 08/15/1995 Z‘ah“t' Donald E., et 12/28/1992
US-5,442,390 | 08/15/1995 :I°°per' Donald F., et 07/07/1993
US-5.442.749 | 08/15/1995 Northoutt, J D, et al. 07/09/1993
US-5,471,622 11/28/1995 Eadline, Douglas J. 04/20/1995
US-5475.615 | 12/12/1995 Lin, K D. 12/23/1993
US-5,508,732 | 04/16/1996 Et"gfm'ey' John F., 03/22/1993
US-5,515,511 | 05/07/1996 glguye”' Tam M., et 06/06/1994
US-5.519.435 | 05/21/1996 Anderson. Michael H. 09/01/1994
EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
+ EXAMINER: Initiat if reference considered, whether or not citation is in conformance with MPEP 809. Draw (ine through citation if not in conformance and not considered. indude copy of this form with next communication to
applicant.1 's unique citation number 2App is to place a check mark hera if English tanguage Translation is attached
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ubstitute for form 1449A/PTO

INFORMATION DISCLOSURE

Complete if Known

10-01)
roved for use (hrough 10/731/2002. OMB 851-0031

US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information unless it contains a vaiid OMB control number.

STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 2 of 9 Attorney Docket No: 6233P001DC3
US-5,528.281 | 06/18/1996 Grady, John . et al. 07/3071993
US-5.539.621 | 07/23/1996 Kikinis, Dan 06/23/1995
US-5,542,087 | 07/30/1996 ste;’r‘at' Marie-Anne, 10/15/1993
US-5544,313 | 080611996 | orachnal Hadas . et ool 1 0511111994
US-5.544.327 | 08/06/1996 Dan, Asit_ et al. 07/26/1994
US-5550,577 | 08/27/1996 | verbiest Wilem J., et 05/19/1994
US-5.550,863 | 08/27/1996 Yurt, Paul, et al. 10/08/1993
US-5,550,982 08/27/1996 Long, James E., et al. 06/24/1993
US-5.557.317 | 00/17/1996 Nishio, Makoto . et al. 05/22/1995
US-5.572.643 | 11/05/1996 Judson, David H. 10/19/1995
US-5,500,288 | 12/31/1996 gasmr' Patrick F., et 03/13/1995
US-5,592,611 | 01/04/1997 wd%‘:'gi Christopher 03/14/1995
US5594,.010 | 01/14/1997 Filepp, Robert , et al. 11/26/1993
US-5,603,026 | 02/11/1997 aDlemers, Alan J., et 12/07/1994
US5.619.648 | 04/08/1997 Canale,
US-5.623.656 | 04/22/1997 Lyons, Kenneth B. 12/15/1994
US-5.625.781 | 04/29/1997 Cline, Troy L, et al. 10/31/1995
US-5,627,829 | 05/06/1997 g'ee“”' Bryan J., et 06/06/1995
US-5,630067 | 051311997 | Kindell: Craig .. et 06/04/1996
US-5,633,999 | 05/27/1997 gt':‘l"’es Richard F., 12/18/1995
US-5,634,006 | 05/27/1997 Slaugher' Mark J., et 10/11/1995
US-5.638.443 | 06/10/1997 Stefik, Mark J.. et al. 1172311994
US-5.644.714 | 07/01/1997 Kikinis, Dan 04/10/1995
US-5,646,676 | 05/30/1995 eDte:I’ke“' Thomas J., 05/30/1995
US-5,649.186 | 07/15/1997 Ferguson, 08/07/1995
US-5.659.729 | 08/19/1997 Nielsen, Jakob 02/01/1996
US-5,666,362 | 09/09/1997 ;he”' Cheng T., et 07/25/1995
US5671.279 | 09/23/1997 Elgamal, Taher 114371995
US-5.682.512 | 10/28/1997 Tetrick, R. S. 06/30/1995
US-5,699,513 | 12/16/1997 ;le'ge"' Ronald G., et | 395 03/31/1995
EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1448)

- EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation If not in conformance and not considered. Include copy of this form with next communication to
applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to place a check mark here if English language Transtation is attached
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[Substitute for form 144SA/PTO

PTO/SB/0BA(10-01)
for use through 10/31/2002. OMB 851-0031

US Patent & Trademerk Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1886, no persons are required to respond o a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE (complete [ Known
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 3 of 9 Attorney Docket No: 6233P001DC3
US-5,712,979 | 01/27/1998 grabe" Terry E., et 09/20/1995
US-5,715,453 | 02/03/1998 :It“a“' Gordon G., et 05/31/1996
US5.721.914 | 02/24/1998 DeVries, Larry R. 09/14/1995
US-5.734.831 | 03/31/1998 Sanders, James B. 04/26/1996
US-5,740,423 | 04/14/1998 :I"ga”' James R., et 04/14/1998
US-5,742,762 | 04/21/1998 ZC“""' Thomas H., et 05/19/1995
US-5.751,961 | 05/12/1998 Smyk, Darek A. 01/31/1996
US-5.761,507 | 06/02/1998 Govett, lan R. 03/05/1996
US-5,761,663 | 06/02/1998 ;fgfrde' Konrad C., 05/15/1997
US-5.774,660 | 06/30/1998 Slre”de" Juergen, et 08/05/1996
US-5.774,668 | 06/30/1998 Choauer, Philippe , 06/07/1995
US-5,777,989 07/07/1998 McGarvey, John R. 12/19/1995
US-5,784,058 | 07/21/1998 Eas(::aarllge, Ll 05/28/1996
US-5.796.952 | 08/18/1998 Davis, Owen . et al. 03/21/1997
US-5,799,141 | 08/25/1998 ga;'lpea“' Keaneth J., 06/09/1995
US-5,802,291 | 09/01/1998 Sla""k' Maurice , et 03/30/1995
US-5,812,769 | 09/22/1998 ;5" aber, Terry E., et 09/20/1995
US5.828.847 | 10/27/1998 Gehr, Chuck R., et al. 04/19/1996
US-5,832,506 11/03/1998 Kuzma, Andrew J. 03/29/1996
US-5,835,718 11/10/1998 Blewett, Charles D. 04/10/1996
US-5,838,906 | 11/17/1998 ED“°y'e' Michael D., et 10/17/1994
US-5,856,974 | 01/05/1999 gear;’ais' JosephL., 01/05/1999
US-5.862.330 | 01/19/1999 Bonnaure, Patrick P. 07/09/1996
US-5.867.706 | 02/02/1999 Martin, Sean J.. et al. 02/02/1999
US-5,867,799 | 02/02/1999 ;f”g' Andrew K., et 04/04/1996
US-5,870,546 02/09/1999 Kirsch, Steven T. 12/23/1997
US-5,870.559 | 02/09/1999 Leshem, Eran . et al. 04/11/1997
US-5,878.212 | 03/02/1999 gl"’a“'a" Seyhan , et 07/31/1995
US-5,884.038 | 03/16/1999 Kapoor, Rupesh 05/02/1997
EXAMINER DATE CONSIDERED

"EX : Initial if

Substitute Disclosure Statement Form (PTO-1449)

whether or not citation is in conformance with MPEP 809, Draw fine through citation if not in conformance and not considered. Include copy of this form with next communication to

applicant.1 Applicant's unique citation designation number (optional) 2 Applicant is to pace a check mark here if English language Translation is attached
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[Substitute for form 1449A/PTO

PTO/SB/08A(
Approved for use through 10/31/2002, OMB 65

10:01)
1-0031

US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information uniess it contains a valid OMB control number.

Comp if Known
ISNTI:/\OTIZTA‘S::?SYD!S:;SSXEE Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor | David A. Farber
Group Art Unit 2157
Examiner Name Unknown
lSheet 4 of 9 Attorney Docket No: 6233P001DC3
US-5,890,171 | 03/30/1999 St";’{‘e" Thomas P., 08/06/1996
US-5,806,533 | 04/20/1999 Ramos, Daniel , et al. 07/06/1995
US-5,903,723 | 05/11/1999 Elec“' Robert D., et 12/21/1995
Gudmundson,
US-5,907,704 | 05/25/1999 N al. 10/02/1996
US-5.913,028 | 06/15/1999 Wang, Frank , etal. 10/06/1995
US-5.913.033 | 06/15/1999 Grout, Gordon B. 12/20/1996
US-5,918,010 | 06/29/1999 ﬁppéf’:f“' Kenneth 02/06/1998
US-5919,247 | 07/06/1999 | Yan Hoff, Arthur, et 07/24/1996
US-5,933,832 | 08/03/1999 §|”Z“°ka' Takashi, et 09/10/1997
US-5,945.989 | 08/31/1999 Z{";fhtat' Gregg S., 03/25/1997
US-5.956.716 | 09/21/1999 Kenner, Brian . et al, 06/07/1996
US-5,958,008 | 09/28/1999 :{’aglr ebisky, Michael , 04/11/1997
US-5.961.506 | 10/05/1999 Takubo, Shunji . et al. 02/1471997
US-5,968,121 | 10/19/1999 :fga"' Keith W., et 08/13/1997
US-5,983.214 | 11/09/1999 ';f”g' Andrew K., et 11/05/1998
US-5,983,227 | 11/09/1999 a"\'laze’“' Farzad, et 06/12/1997
US-5,091.809 | 11/23/1999 Kriegsman, Mark E. 07/25/1997
US-6,006.264 | 12/21/1999 Colby, Steven , et al. 03/30/1998
US-6.012.090 | 01/04/2000 Chung, Pi-yu, etal. | 709 03/14/1997
US-6.014.698 | 01/11/2000 Griffiths, Michael J. 06/11/1997
US-6,029,175 | 02/22/2000 §h°w' Yen-whei, et 06/07/1996
Ingrassia, Jr.,
US-6,035.332 | 03/07/2000 e 709 10/06/1997
US-6038,310 | 03/14/2000 | iolywood, Steven, 08/01/1995
US-6,041.324 | 03/2172000 Earl, Joel R.. et al. TIA7/1997
US-6.052.718 | 04/18/2000 Gifford, David K. 01/07/1997
US-6,052,730 | 04/18/2000 ;egf'a“' Ramon M., 01/09/1998
US-6,065,051 | 05/16/2000 2:2?'8 Douglas W., 04/15/1998
EXAMINER DATE CONSIDERED

Page 948

Substitute Disclosure Statement Form (PTO-1448)
* EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 608. Draw line through citation if not in conformance and nat considered. include copy of this form with next communication to

number

applicant.1

of 1037

unique citation
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PTO/SB/0BA(10-01)
ad for use through 10/31/2002. OMB 851-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB conirol number.

[Substitute for form 144SA/PTO

INFORMATION DISCLOSURE complele 1 Knoun
STATEMENT BY APPLICANT Application Number 11/065,412
Use as many sheets as necessary) Filing Date February 23, 2005
First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown
Sheet 5 of 9 Attorney Docket No: 6233P001DC3
US-6,065,062 | 05/16/2000 :Ie”asamy’ Ravi, et 12/10/1997
Narendran,
US-6,070,191 | 05/30/2000 N etal, 10/17/1997
US-6,081,829 | 06/27/2000 Sidana, Ashmeet S. 01/31/1996
US-6.002.112 | 07/18/2000 Fukushige, Yoshio 01/14/1997
US-6,105,028 | 08/15/2000 ;“”"’a“' David J., et 06/26/1997
US-6,108673 | 08i22/2000 | orandl Marcial, et 02/25/1997
US6.108.703 | 08/22/2000 Leighton, F. T., et al. 05/19/1999
US-6,112231 | 08f20/2000 | DeSimone. Antonio. 10/27/1998
US-6,112,240 | 08/29/2000 aP|°g“e' Michael A., et 09/03/1997
US-6,128,601 | 10/03/2000 | Van Home Peter. et 03/02/1998
US-6,128,660 | 10/03/2000 Srimm, Steven M., et 03/20/1997
US-6,144375 | 11/07/2000 | 2 Ramesh C. et 08/14/1998
US-6,163,779 | 12/19/2000 g’l'a”"‘a' Murthy L., et 09/29/1997
US6.173.322 | 01/09/2001 Hu, Wei-Ming 06/05/1997
US-6,178,160 | 01/23/2001 an’“°”' Derek W., et 12/23/1997
US-6.185.508 | 02/06/2001 Farber, David A, 02/10/1998
US-6,185,619 | 02/06/2001 ;fffe' RodneyL..et | g4 11/07/1997
US-6,180,030 | 02/13/2001 | Krsoh. Steven T et 05/01/1998
US-6,226,642 | 05/01/2001 Ef;f”ek' Michael J., 09/11/1997
US-6.256.675 | 07/03/2001 Rabinovich, Michael 05/06/1998
US-6,286,045 | 09/04/2001 St’gf'ths' Michael J., 05/19/1997
FOREIGN PATENT DOCUMENTS
El)'(:trir;ilr;?r Foreign Document No Publication Date Name of ;?;finl;iﬁ:z:ntﬂ?"cam of Class Subclass i
CA-2202572 1071471998 Law, Ka LUn E., et al.
EP-0801487A2 10/15/1997 Charles, Douglas B.
EP-0824236A2 02/18/1998 Baird, Richard , et al.
EP-0865180A2 09/16/1998 Chung, Pi-Yu _ et al.,
EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1448)
+ EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609, Draw line through citation if not in conformance and not considered. Include copy of this fonm with next communication to
applicant.1 Applicant's unigue citation designation number (opti 2 Appli is to place a check mark here if English language Translation is attached
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PTO/SE/08A(10-01)
Approved for use through 10/31/2002. OMB 851-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Raduction Act of 1985, no persons are required to respond to a collection of information unless it containy a valid OMB control number.

[Substitute for form 1449A/PTO

Complete if Known
g“;ﬁ.‘g&éﬂ?g?fg&gg:hﬁs Application Number 11/065,412
Use as many sheefs as necessary) Filing Date February 23, 2005

First Named Inventor David A. Farber
Group Art Unit 2157
Examiner Name Unknown

Attorney Docket No: 6233P001DC3

ISheet 6 of 9

FOREIGN PATENT DOCUMENTS

Examiner Foreign Document No . Name of Patentee or Applicant of
Initials* Publication Date cited Document

GB-2281793 03/15/1995 Wallis, Graham D., et al.
WO0-96/42041 12/27/1996 ';f‘;f_rg“d’ Thomas M.,
WO-97/11429 03/2711997 Graber, Terry E., et al.
WO-97/29423 08/14/1997 Stanford-Clark, Andrew.,
WO-98/04985 02/05/1998 Kriegsman, Mark
WO-98/06033 02/12/1998 Agranat, lan D., et al.

Class Subclass T

OTHER DOCUMENTS -- NON PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item T
Initials* No'* (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s),
publisher, city and/or country where published.

"Cache Director System", http:/www.cisco.com/warp/public/751/cache/cds
ov.htm, Cisco Systems, Inc.,(1997),1-5

"Cache Director Systems Technology Overview",
http:/www.cisco.com/warp/public/751/cache/cds ds.htm, Cisco System,
Inc.,(1997),1-3

"Cisco Cache Engine", http:/www.cisco.com/warp/public/751/cache/index.html,
Cisco Systems, Inc.,

"Cisco Introduces Web Cache Product for Scaling the Internet”,
http:/www.cisco.com/warp/public;146/1947.html, Cisco Systmes, Inc.,(1997),

"Cisco Systmes Ships Cisco LocalDirector to Meet Demands of High-volume
Web Traffic", http://www.cisco.com/wrap/public/146/323.html, Cisco Systems,
Inc.,(1996),1-2

"Cisco Take Global Route", PC Week News, (2/17/1997),23

"Communication (1 page) and European Search Report for", Application No.
EP 0012 8346 (3 pages), (08/24/2001),

"Excite Chooses Cisco Local Director to Support its Growing Service",
http:/www.cisco.com/wrap/public/146/1857.html, Cisco Systems, Inc.,(1997),1-2

"Global IP/PX Service Should Keep Network Delays Down", Infoworld,
(01/20/1997),1 page

"How to Cost-Effectively Scale Web Servers”,
http://www.cisco.com/warp/public/784//5.html, Cisco Systems, Inc.,(1996),1-5

"http://www.cisco.com/warp/public/751/distdir/dd wp.htm", Cisco Systems Inc.,
(1997),1-15

"http://www.cisco.com/wrap/public/751/lodir/lodir ds.htm", Cisco System Inc.,
(1997),1-4

"International Serach Report for PCT/US99/01477", (06/08/1999),

"Local Area Network Server Replacement Procedure”, IBM Technical
Disclosure Bulletin, Vol. 38, No. 1,(January 1995),235-236

"Local Director", http.//.cisco.com/warp/public/751/lodir/index.html, 2 pages

EXAMINER DATE CONSIDERED

Substitute Disclosure Statement Form (PTO-1449)
+ EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609, Draw line through citation if not in conformancs and not considered. Include copy of this form with next communication to
applicant.s unique citation number 2Applicant is to place a check mark here if English language Transtation is attached
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10-01)

for use through 10/31/72002. OMB 651-0031
US Patent & Trademark Office: U.S. DEPARTMENT OF COMMERCE
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OPTIMIZED NETWORK RESOURCE LOCATION

1 Field of the Invention
This inventon relates to replication of resources in computer networks.

2. Background of the Invention
The advent of global computer networks, such as the Internet, have led to

entirely new and different ways to obtain information. A user of the Internet can now
access information from anywhere in the world, with no regard for the actual location of
either the user or the information. A user can obtain information sixﬁply by knowing a
network address for the information and providing that address to an appropmiate
application program such as a network browser.

The rapid growth in popularity of the Internet has imposed a heavy traffic
burden on the entire network. Solutions to problems of demand (e.g., better
accessibility and faster communication links) only increase the strain on the supply.
Internet Web sites (referred to here as “publishers”) must handle ever-increasing
bandwidth needs, accommodate dynamic changes in load, and improve performance for
distant browsing clicrits, especially those overseas. The adopton of content-rich
applications, such as live audio and video, has further exacerbated the problem.

To address basic bandwidth growth needs, a Web publisher typically subscribes
to additional bandwidth from an Internet service provider (ISP), whether in the form of

larger or additional “pipes” or channels from the ISP to the publisher’s premises, or in

- the form of large bandwidth commitments in an ISP’s remote hosting server collection.

These increments are not always as fine-grained as the publisher needs, and quite often
lead times can cause the publisher’s Web site capacity to lag behind demand.

To address more serious bandwidth growth problems, publishers may develop
more complex and costly custom solutions. The solution to the most common need,

increasing capacity, is generally based on replication of hardware resources and site
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content (known as mirroring), and duplication of bandwidth resources. These solutions,
however, are difficult and expensive to deploy and operate. As a result, only the largest
publishers can afford them, since only those publishers can amortize the costs over
many customers (and Web site hits). 3

A number of solutions have been developed to advance replication and
mirroring. In general, these technologies are designed for use by a single Web site and
do not include features that allow their components to be shared by many Web sites
simultaneously. |

Some solution mechanisms offer replication software that helps keep mirrored
servers up-to-date. These mechanisms generally operate by making a complete copy of a
file system. One such system operates by transparently keeping multiple copies of a file
system in synch. Another system provides mechanisms fof explicitly and regularly
copying files that have changed. Database systems are particularly difficult to replicate,
as they are continually changing. Several mechanisms allow for replication of databases,
although there are no standard approaches for accomplishing it. Several companies
offering proxy caches describe them as replication tools. However, proxy caches differ
because they are operated on behalf of clients rather than publishers.

Once a Web site is served by multiple servers, a challenge is to ensure that the
load is appropriately distributed or balanced among those servers. Domain name-server-
based round-robin address resolution causes different clients to be directed to different
mirrors.

Another solution, load balancing, takes into account the load at each server
(measured in a variety of ways) to select which server should handle a particular requlest.

Load balancers use a variety of techniques to route the request to the appropriate
server. Most of those load-balancing techniques require that each server be an exact
replica of the primary Web site. Load balancers do not take into account the “network

distance” between the client and candidate mirror servers.
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Assuming that client protocols cannot easily change, there are two major
problems in the deployment of replicated resources. The first is how to select which
copy of the resource to use. That is, when a request for a resource is made to a single
server, how should the choice of a replica of the server (or of that data) be made. We

5 - call this problem the “rendezvous problem”. There are a number of ways to get clients
to rendezvous at distant mirror servers. These technologies, like load balancers, must
route a request to an appropriate server, but unlike load balancers, they take network
performance and topology into account in making the determination.

A number of companies offer products which improve network performance by

10 prioritizing and filtéring network traffic.
Proxy caches provide a way for client aggregators to reduce network resource
consumption by storing copies of popular resources close to the end users. A client
aggregator is an Internet service provider or other otganization that brings a large
number of clients operating browsers to the Internet. Client aggregators may use proxy

15 caches to reduce the bandwidth required to serve web content to these browsers.
However, traditional proxy caches are operated on behalf of Web clients rather than
Web publishers.

Proxy caches store the most popular resources from all publishers, which means
they must be very large to achieve reasonable cache efficiency. (The efficiency of a

20 cache is defined as the number of requests for resources which are already cached
divided by the total number of requests.)

Proxy caches depend on cache control hints delivered with resources to
determine when the resources should be replaced. These hints are predictive, and are
necessarily often incorrect, so proxy caches frequently serve stale data. In many cases,

25 proxy cache operators instruct their proxy to ignore hints in order to make the cache
more efficient, even though this causes it to more frequendy serve stale data.

Proxy caches hide the activity of clients from publishers. Once a resource is

cached, the publisher has no way of knowing how often it was accessed from the cache.
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SUMMARY OF THE INVENTION

This invention provides a way for servers in a computer network to off-load
their processing of requests for selected resources by determining a different server (a
“repeater") to process those requests. The selection of the repeater can be made
dynamically, based on information about possible repeaters.

If a requested resource contains references to other resources, some or all of
these references can be replaced by references to repeaters.

Accordingly, in one aspect, this invention is a2 method of processing resource
requests in a computer network. First a client makes a request for a particular resource
from an origin server, the request including a resource idendfier for the particular
resource, the resource identifier sometimes including an indication of the origin server.
Requests arriving at the origin server do not always include an indication of the origin
server; since they are sent to the origin server, they do not need to name it. A
mechanism referred to as a reflector, co-located with the origin server, intercepts the
request from the client to the origin server and decides whether to reflect the request or
to handle it locally. If the reflector decides to handle the request locally, it forwards it to
the origin server, otherwise it selects a “best” repeater to process the request. If the
request is reflected, the client is provided with a modified resource identifier designating
the repeater.

The client gets the modified resource identifier from the reflector and makes a
request for the particular resource from the repeater designated in the modified resource
identifier.

When the repeater gets the client’s request, it responds by retumihg the
requested resource to the client. If the repeater has a local copy of the resource then-it
returns that copy, otherwise it forwards the request to the origin server to get the
fesource, and saves a local copy of the resource in order to serve subsequent requests.

- The selecton by the reflector of an appropriate repeater to handle the request

can be done in a number of ways. In the preferred embodiment, it is done by first pre-
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partitioning the network into "cost groups" and then determining which cost group the
client is in. Next, from a plurality of repeaters in the network, a set of repeaters is
selected, the members of the set having a low cost relative to the cost group which the
client is in. In order to determine the lowest cost, a table is maintained and regularly
5 updated to define the cost between each group and each repeater. Then one member of
the set is selected, preferably randomly, as the best repeater.

If the particular requested resource itself can contain idendfiers of other
resources, then the resource may be rewritten (before being ptovided to the client). In
particular, the resource is rewritten to replace at least some of the resource identifiers

0 contained therein with modified resource identifiers designatng a repeater instead of the
origin server. As a consequence of this rewriting process, when the client reéucsts other
resources based on identifiers in the particular requested resource, the client will make
those requests directly to the selected repeater, bypassing the reflector and origin server
entirely. '

15 Resource rewriting must be performed by reflectors. It may also be performed
by repeaters, in the situation where repeaters "peer" with one another and make copies
of resources which include rewritten resource identifiers that designate a repeater.

In a preferred embodiment, the network is the Internet and the resource
identifier is a uniform resource locator (URL) for designating resources on the Internet,

20 and the modified resource identifier is a URL designating the repeater and indicating the
origin server (as described in step B3 below), and the modified resource identfier is
provided to the client using a REDIRECT message. Note, only when the reflector is
“reflecting” a request is the modified resource identifier provided using a REDIRECT
message.

25 In another aspect, this invention is a computer network comprising a plurality of
origin servers, at least some of the origin servers having reflectors associated therewith,

and a plurality of repeaters.

Page 962 of 1037



BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects and advantages of the invention will be apparent
upon consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which the reference characters refer to like parts throughout

5 and in which: V

FIGURE 1 depicts a portion of a network environment according to the present
invention; and

FIGURES 2-6 are flow charts of the operation of the present invention.

¢

10 DETAILED DESCRIPTION OF THE
PRESENTLY PREFERRED EXEMPLARY EMBODIMENTS

Overview

FIGURE 1 shows a portion of a network environment 100 according to the
present invention, wherein a mechanism (reflector 108, described in detail below) at a
15 server (herein origin server 102) maintains and keeps track of a number of pardally
replicated servers or repeaters 104a, 104b, and 104c. Each repeater 104a, 104b, and 104c¢
replicates some or all of the information available on the origin server 102 as well as
information available on other origin servers in the network 100. Reflector 108 is
connected to a particular repeater known as its “contact” repeater (“Repeater B” 104b in
20 the system depicted in FIGURE 1). Preferably each reflector maintains a connection with
a single repeater known as its contact, and each repeater maintains a connection with a
special repeater known as its master repeater (e.g., repeater 104m for repeaters 104a,
104b and 104c¢ in FIGURE 1).
. Thus, a repeater can be considered as a dedicated proxy server that maintains a
25 partial or sparse mirror of the origin server 102, by implementng a distributed coherent
cache of the ofigin server. A repeater may maintain a (partial) mirror of more than one

b origin server. In some embodiments, the network 100 is the Internet and repeaters
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mirror selected resources provided by origin servers in response to clients’ HTTP
(hypertext transfer protocol) and FTP (file transfer protocol) requests.

A client 106 connects, via the network 100, to origin server 102 and possibly to
one or more repeaters 104a etc. .

Origin server 102 is a server at which resources originate. More gencraliy, the
origin server 102 is any process or collection of processes that provide resources in
response to requests from a client 106. Origin server 102 can be any off-the-shelf Web
server. In a preferred embodiment, origin server 102 is typically a Web server such as
the Apache server or Netscape Communications Corporation’s Enterprise™ server.

Client 106 is a processor requesting resources from origin server 102 on behalf of
an end user. The client 106 is. typically a user agent (e.g., 2 Web browser such as
Netscape Communications Corporation’s Navigator™) or a proxy for a user agent.
Components other than the reflector 108 and the repeaters 104a, 104b, etc., may be
implemented using commonly available software programs. In particular, this invention
works with any HTTP client (e.g., 2 Web browser), proxy cache, and Web server. In
addition, the reflector 108 might be fully integrated into the data server 112 (for instance,
in 2 Web Server). These components might be loosely integrated based on the use of
extension mechanisms (such as so-called add-in modules) or tightly integrated by
modifying the service component specifically to support the repeaters.

Resources originating at the origin server 102 may b€ static or dynamic. Thats,
the resources may be fixed or they may be created by the origin server 102 specifically in
response to a request. Note that the terms “static” and “dynamic” are relative, since a
static resource may change at some regular, albeit long, interval.

Resource requests from the client 106 to the origin server 102 are intercepted by
reflector 108 which for a given request either forwards the request on to the origin server
102 or conditionally reflects it to some repeater 104a, 104b, etc. in the network 100.
That is, depending on the nature of the request by the client 106 to the origin server 102,

the reflector 108 either serves the request locally (at the origin server 102), or selects one
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of the repeaters (preferably the best repeater for the job) and reflects the request to the
selected repeater. In other words, the reflector 108 causes requests for resources from
origin server 102, made by client 106, to be either served locally by the origin server 102
or transparently reflected to the best repeater 104a, 104b, etc. The nodon of a best
repeater and the manner in which the best repeater is selected are described in detail
below.

Repeaters 104a, 104b, etc. are intermediate processors used to service client
requests thereby improving performance and reducing costs in the manner described
herein. Within repeaters 104a, 104b, etc., are any processes or collections of processes
that deliver resources to the client 106 on behalf of the origin server 102. A repeater
may include a repeater cache 110, used to avoid unnecessary transactions with the origin
server 102.

The reflector 108 is a mechanism, preferably a software program, that intercepts
requests that would normally be sent directly to the origin server 102. While shown in
the drawings as separate components, the reflector 108 and the origin server 102 are
typically co-located, e.g., on a particular system such as data server 112. (As discussed
below, the reflector 108 may even be a “plug in” module that becomes part of the origin
server 102.

FIGURE 1 shows only a part of a network 100 according to this invention. A
complete opcradng network consists of any number of clients, repeaters, reflectors, and
origin servers. Reflectors communicate with the repeater network, and repeaters in the

network communicate with one another.

Uniform Resource Locators

Each location in a computer network has an address which can generally be
specified as a series of names or numbers. In order to access information, an address for
that information must be known. For example, on the World Wide Web (“the Web”)

which is a subset of the Internet, the manner in which information address locatons are
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provided h¥% been standardized into Uniform Resource Locators (URLs). URLs specify
the location of resources (information, data files, etc.) on the nem{ork.
The notdon of URLs becomes even more useful when hypertext documents are

used. A hypertext document is one which includes, within the document itself, links

5 (pointers or references) to the document itself or to other documents. For example, in
an on-line legal research system, each case may be presented as a hypertext document.
When other cases are cited, links to those cases can be provided. In this way, when a
person is reading a case, they can follow cite links to read the appropriate parts of cited
cases. ‘

10 In the case of the Internet in general and the World Wide Web specifically,
documents can be created using a standardized form known as the Hypertext Markup
Language (HTML). In HTML, a document consists of data (text, images, sounds, and
the like), including links to other sections of the same document or to other documents.
The links are generally provided as URLs, and can be in relative ot absolute form.

15 Relative URLs simply omit the parts of the URL which are the same as for the
document including the link, such as the address of the document (when linking to the
same document), etc. In general, a browser program will fill in missing parts of a URL
using the corresponding parts from the current document, thereby forming a fully
formed URL including a fully qualified domain name, etc.

20 A hypertext document may contain any number of links to other documents,
and each of those other documents may be on a different server in a different part of the
wortld. For example, a document may contain links to documents in Russia, Africa,
China and Australia. A user viewing that document at a particular client can follow any
of the links transparently (i.e., without knowing where the document being anéd to

25 actually resides). Accordingly, the cost (in terms of time or money or resource
anéadon) of following one link versus another may be quite significant.

URLs generally have the following form (defined in detail in T. Berners-Lee et al,
Uniform Resource Locators (URL), Network Working Group, Request for Comments: 1738,
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Category: Standards Track, December 1994, located at
"http:// ds.internic.net/rfc/rfc1738.txt", which is hereby incorporated herein by
reference):

scheme:| [ bost[port] [ url-path
where “scheme” can be a symbol such as “‘fil” (for a file on the local system), “/f#p” (for a
file on an anonymous FIP file server), “bmp” (for a file on a file on a Web server),and
“telnef” (for a connection to a Telnet-based service). Other schemes, can also be used
and new schemes are added every now and then. The port number is optional, the
system substituting a default port number (depending on the scheme) if none is
provided. The “host” field maps to a particular network address for a particular
computer. The “url-path” is relative to the computer specified in the “host” field. A
url-path is typically, but not necessarily, the pathname of a file in a web server directory.

For example, the following is a URL identifying a file “F” in the path “A/B/C”
on a computer at “www.ugptogov’:

http:] | www.uspto.gov/ A/ B/ C/F

In order to access the file “F” (the resourcé) specified by the above URL, a
program (e.g., a browser) running on a user’s computer (i.e., a client computer) would
have to first locate the computer (i.e., a server computer) specified by the host name.
I.e., the program would have to locate the server “www.usptogoy’. To do this, it would
access a Domain Name Server (DNS), providing the DNS with the host name
(“www.usptogov”). The DNS acts as a kind of centralized directory for resolving
addresses from names. If the DNS determines that there is a (remote server) computer
corresponding to the name “www.sspto.gov”, it will provide the program with an actual
computer network address for that server computer. On the Internet this is called an
Internet Protocol (or IP) address and it has the form “1 23.345.456.678”. The program
on the user’s (client) computer would then use the actual address to access the remote

(server) computer.
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The program opens a connection to the HTTP server (Web server) on the

remote computer “www.uspto.gov” and uses the connection to send a request message to

the remote computer (using the HTTP scheme). The message is typically an HTTP

GET request which includes the url-path of the requested resource, “A/ B/C/F”. The

HTTP server receives the request and uses it to access the resource specified by the url-

path “A/B/C/F”. The server returns the resource over the same connection.

Thus, conventionally HTTP client requests for Web resources at an origin server

102 are processed as follows (see FIGURE 2) (This is a description of the process when

no reflector 108 is installed.):

Al.

A3.

Ad.

AS.

AG.

A browser (e.g., Netscape’s Navigator) at the client receives a resource
g

identifier (i.e.,.a URL) from a user.

The browser extracts the host (origin server) name from the resource
identifier, and uses a domain name server (DNS) to look lip thé network
(IP) address of the corresponding server. The browser also extracts a
port number, if one is present, or uses a default port number (the default

port number for http requests is 80).
The browser uses the server’s network address and port number to
establish a connection between the client 106 and the host or origin

server 102,

The client 106 then sends a (GET) request over the connection

identifying the requested resource.
The origin server 102 receives the request and

locates or composes the corresponding resource.
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A7.  The origin server 102 then sends back to the client 106 a reply containing
the requested resource (or some form of error indicator if the resource is
unavailable). The reply is sent to the client over the same connection as

that on which the request was received from the client.
A8.  The client 106 reccives the reply from the origin server 102.

There are many variations of this basic model. For example, in one variation,
instead of providing the client with the resource, the origin server can tell the client to
re-request the resource by another name. To do so, in A7 the server 102 sends back to
the client 106 a reply called 2 “REDIRECT” which contains a new URL indicating the
other name. The client 106 then repeats the entire sequence, normally without any user

intervendon, this ime requesting the resource identified by the new URL.

System Operation

In this invention reflector 108 effectively takes the place of an ordinary Web
server or origin server 102. The reflector 108 does this by taking over the origin server’s
IP address and port number. In this way, when a client tries to connect to the origin
server 102, it will actually connect to the reflector 108. The original Web server (or
origin server 102) must then accept requests at a different network (IP) address, or at the
same IP address but on a different port number. Thus, using this invention, the server
referred to in A3-A7 above is actually a reflector 108.

Note that it is also possible to leave the origin server’s network address as itis
and to let the reflector run at a different address or on a different port. In this way the
reflector does not intercept requests sent to the origin server, but can stll be sent
requests addressed specifically to the reflector. Thus the system can be tested and

configured without interrupting its normal operation.
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The reflector 108 supports the processing as follows (see FIGURE 3):

upon receipt of a request,

B1
5
10
B2
15
20
25
ko,
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The reflector 108 analyzes the request to determine whether or not to
reflect the request. To do this, first the reflector determines whether the
sender (client 106) is a browser or a repeater. Requests issued by
repeaters must be served locally by the origin server 102. This
determination can be made by looking up the network (IP) address of
the sender in a list of known repeater network (IP) addresses.
Alternatively, this determination could be made by attaching information
to a request to indicate that the request is from a specific repeater, or
repeaters can request resources from a special port other than the one

used for ordinary clients.

If the request is not from a repeater, the reflector looks up the requested

- resource in a table (called the “rule base™) to determine whether the

resource requested is “repeatable”. Based on this determination, the
reflector either reflects the request (B3, described below) or serves the
request locally (B4, described below).

The rule base is a list of regular expressions and associated
attributes. (Regular expressions are well-known in the field of computer
science. A small bibliography of their use is found in Abo, ez al,
“Compilers, Principles, techniques and tools”, Addison-Wesley, 1986,
pp- 157-158.) The resource identifier (URL) for a given request is looked
up in the rule base by matching it sequentally with each regular
expression. The first match idendfies the attributes for the resource,
namely repeatable or local. If there is no match in the rule base, a default
attribute is used. Each reflector has its own rule base, which is manually

configured by the reflector operator.
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B3.  To reflect a request, (to serve a request locally go to B4),
as shown in FIGURE 4, the reflector determines (B3-1) the best repeater
to reflect the request to, as described in detail below. The reflector then
creates (B3-2) a new resource identifier (URL) (using the rcquestcd URL
and the best repeater) that identifies the same resource at the selected
repeater. _

It is necessary that the reflection step create a single URL
containing the URL of the original resource; as well as the identity of the
selected repeater. A special form of URL is created to provide this

information. This is done by creating a new URL as follows:

Given a repeater name, scheme, origin server name and path, create a
new URL. If the scheme is “http”, the preferred embodiment uses the

following format:

bttp:/ [ <repeater> [ <server>/<path> i

If the form used is other than “http”, the preferred embodiment uses the

following format:

http:/ | <repeater> [ <server>@proxy= <scheme>@)/ <path>

20

25
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The reflector can also attach a MIME type to the request, to cause the
repeater to provide that MIME type with the result. This is useful
because many protocols (such as FTP) do not provide a way to attach a

MIME type to a resource. The format is

http:/ [ <repeater> [ <server>@pro>xy= <scheme>:<type>@/[ <path>

This URL is interpreted when received by the repeater.
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The reflector then sends (B3-3) 2a REDIRECT reply containing
this new URL to the requesting client. The HTTP REDIRECT
command allows the reflector to send the browser a single URL to retry

the request.

To serve a request locally, the request is sent by the reflector to
(“forwarded to”) the origin server 102. In this mode, the reflector acts as
a reverse proxy server. The origin server 102 processes the request in the
normal manner (A5-A7). The reflector then obtains the origin server’s
reply to the request which it inspects to determine if the requested
resource is an HTML document, i.e., whether the requested resource is

one which itself contains resource idendfiers.

If the resource is an HTML document then the reflector rewrites the
HTML document by modifying resource idendfiers (URLs) within it, as
described below. The resource, possibly as modified by rewriting, is then
returned in a reply to the requesting client 106.

* If the requesting client is a repeater, the reflector may temporarily
disable any cache-control modifiers which the origin server attached to
the reply. These disabled cache-control modifiers are later re-enabled
when the content is served from the repeater. This mechanism makes it
possible for the origin server to prevent resources from being cached at
normal proxy cacHes, without affecting the behavior of the cache at the

rcpcater.

Whether the request is reflected or handled locally, details about the
transaction, such as the current tme, the address of the requester, the

URL requested, and the type of response generated, are written by the
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reflector to a local log file.

By using a rule base (B2), it is possible to selectively reflect resources. There are
a number of reasons that certain particular resources cannot be effectively repeated (and
therefore should not be reflected), for instance: ‘

5 - the resource is composed uniquely for each request;

- the resource relies on a so-called cookie (browsers will not send cookies

to repeaters with different domain names);

- the resource is actually a program (such as a Java applet) that will run on

the client and that wishes to connect to a service (Java requires that the
10 service be running on the same machine that provided the applet).

In addition, the reflector 108 can be configured so that requests from certain
network addresses (e.g., requests from clients on the same local area network as the
reflector itself) are never reflected. Also, the reflector may choose not to reflect requests
because the reflector is exceeding its committed aggregate information rate, as described

15 below. TN

A request which is reflected is automatically mirrored at the repeater when the
repeater receives and processes the request.

The combination of the reflection process described here and the caching
process described below effectively creates a system in which repeatable resources are

20 migrated to and mirrored at the selected reflector, while non-repeatable resources are
not mirrored.

Alternate Approach

Placing the origin server name in the reflected URL is generally a good strategy,
but it may be considered undesirable for aesthetic or (in the case, e.g., of cookies) certain
25 technical reasons.
It is possible to avoid the need for placing both the repeater name and the server
name in the URL. Instead, a “family” of names may be created fora given origin server,

each name identifying one of the repeaters used by that server.
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For instance, if www.example.com is the origin server, names for three repeaters

might be created:

wrl.example.com

wr2.example.com

wr3.example.com

The name “wrl.example.com” would be an alias for repéatcr 1, which might also

be known by other names such as “wrl .anotherExample.com” and “wrl.example.edu”.

If the repeater can determine by which name it was addressed, it can use this

information (along with a table that associates repeater alias names with origin server
names) to determine which origin server is being addressed. For instance, if repeater 1 is
addressed as wrl.example.com, then the origin server is “www.example.com”; if it is
addressed as “wrl.anotherExample.com”, then the origin server is
“www.anotherExample.com”.

The repeater can use two mechanisms to determine by which alias it is

addressed: -

1. Each alias can be associated with a different IP address. Unfortunately,
this solution does not scale well, as IP addresses are currently scarce, and
the number of IP addresses required grows as the product of origin
servers and repeaters.

2. The repeater can attempt to determine the alias name used by inspecting
the “host:” tag in the HTTP header of the request. Unfortunately, some
old browsers still in use do not attach the “host:” tag to a request.
Reflectors would need to identify such browsers (the browser idendty is

a part of each request) and avoid this form of reflection.

How a Repeater Handles a Request

When a browser receives a REDIRECT response (as produced in B3), it reissues
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a request for the resource using the new resource identifier (URL) (A1-A5). Because the

new identifier refers to a repeater instead of the origin server, the browser now sends a

request for the resource to the repeater which processes a request as follows, with

reference to FIGURE 5:

5 C1.
10 C2.
15
20 C3.
25

b,
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First the repeater analyzes the request to determine the network address

‘of the requesting client and the path of the resource requested. Included

in the path is an origin server name (as described above with reference to

B3).

The repeater uses an internal table to verify that the origin server belongs
to a known "subscriber". A subscriber is an cntiiy (e.g., a company) that
publishes resources (e.g., files) via one or more origin servers. When the
entity subscribes, it is permitted to ‘utilize the repeater network. The
subscriber tables described below include the informaton that is used to
link reflectors to subscribers. '

If the request is not for a resource from a known subscriber, the
request is rejected. To reject a request, the repeater returns a reply

indicating that the requested resource does not exist.

The repeater then determines whether the requested resource is cached
locally. If the requested resource is.in the repeater’s cache it is retrieved.
On the other hand, if a valid copy of the requested resource is not in the
repeater’s cache, the repeater modifies the incoming URL, creating a
request that it issues directly to the originating reflector which processes
it (as in B1-BG). Because this request to the originating reflector is from
a repeater, the reflector always returns the requested resource rather than
reflecting the request. (Recall that reflectors always handle requests from

repeaters locally.) If the repeater obtained the resource from the origin
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server, the repeater then caches the resource locally.

If a resource is not cached locally, the cache can query its “peer
caches” to see if one of them contains the resource, before or at the
same time as requesting the resource from the reflector/origin server. 1f
a peer cache responds positively in a limited period of dme (preferably a
small fraction of a second), the resource will be retrieved from the peer

cache.

C4. The repeater then constructs a reply including the requested resource
(which was retrieved from the cache or from the origin server) and sends

that reply to the requesting client.

'C5. - Details about the transaction, such as the associated reflector, the current
time, the address of the requester, the URL requested, and the type of

response generated, are written to a local log file at the repeater.

Note that the bottom row of FIGURE 2 refers to an origin server, or a reflector,

or a repeater, depending on what the URL in step Al identifies.

Selecting the Best Repeater

If the reflector 108 determines that it will reflect the request, it must then select
the best repeater to handle that request (as referred to in step B3-1). This selection is
performed by the Best Repeater Selector (BRS) mechanism described here.

The goal of the BRS is to select, quickly and heuristcally, an appropriate repeater
for a given client given only the network address of the client. An appropriate repeater

is one which is not too heavily loaded and which is not too far from the client in terms
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of some measure of network distance. The mechanism used here relies on specific,
compact, pre-computed data to make a fast decision. Other, dynamic solutions can also
be used to select an appropriate repeater.

The BRS relies on three pre-computed tables, namely the Group Reduction
Table, the Link Cost Table, and the Load Table. These three tables (described below)
are computed off-line and aownloaded to each reflector by its contact in the repeater
network.

The Group Reduction Table places every network address into a group, with
the goal that addresses in a group share relative costs, so that they would have the same
best repeater under varying conditions (i.e., the BRS is invariant over the members of
the group). .

The Link Cost Table is a two dimensional matrix which specifies the current
cost between each repeater and each group. Initally, the link cost between a repeater
and a group is defined as the "normalized link cost" between the repeater and the group,
as defined below. Over time, the table will be updated with measurements which more
accurately reflect the relative cost of transmitting a file between the repeater and a
member of the group. The format of the Link Cost Table is <Group ID> <Group
ID> <link cost>, where the Group ID's are given as AS numbers.

The Load Table is a one dimensional table which identifies the current load at
each repeater. Because repeaters may have different capacities, the load is a value that
represents the ability of a given repeater to accept additional work. Each repeater sends
its current load to a central master repeater at regular intervals, preferably at least
approximately once a minute. The master repeater broadcasts the Load Table to each
reflector in the network, via thc‘comact repeater.

A reflector is provided entries in the Load Table only for repeaters which it is
assigned to use. The assignment of repeaters to reflectors is performed centrally by a
repeater network operator at the master repeater. This assignment makes it possible to

modify the service level of a given reflector. For instance, a very active reflector may use
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many repeaters, whereas a relatively inactive reflector may use few repeaters.

Tables may also be configured to provide selective repeater service to subscribers
in other ways, e.g., for their clients in specific geographic regions, such as Europe or
Asia.

Measuring Load

In the presently preferred embodiments, repeater load is measured in two
dimensions, namely

1. requests received by the repeater per time interval (RRPT), and

2. bytes sent by the repeater per time interval (BSPT).

For each of these dimensions, a maximum capacity setting is set. The maximum
capacity indicates the point at which the repeater is considered to be fully loaded. A
higher RRPT capacity generally indicates a faster processor, whereas a higher BSPT
capacity generally indicates a wider network pipe. This form of load measurement
assumes that a given server is dedicated to the task of repeating.

‘Each repeater regularly calculates its current RRPT and BSPT, by accumulating
the number of requests received and bytes sent over a short time interval. These
measurements are used to determine the repeater’s load in each of these dimensions. If
a repeater’s load exceeds its configured capacity, an alarm message is sent to the repeater
network administrator. ‘

The two current load components are combined into a single value indicating
overall current load. Similarly, the two maximum capacity components are combined
into a single value indicating overall maximum capacity. The components are combined
as follows:

current-load = B X current RRPT + (1-B) X

current BSPT
max-load = B X max RRPT + (1 - B) X max BSPT
The factor B, a value between 0 and 1, allows the relative weights of RRPT and

BSPT to be adjusted, which favors consideration of either processing power or
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bandwidth.

The overall current load and overall maximum capacity values are periodically
sent from each repeater to the master repeater, where they are aggregated in the Load
Table, a table summarizing the overall load for all repeaters. Changes in the Load Table
are distributed automatically to each reflector.

While the preferred embodiment uses a two-dimensional measure of repeater

load, any other measure of load can be used.

Combining Link Costs and Load

The BRS computes the cost of servicing a given client from each eligible
repeater. The cost is computed by combining the available capacity of the candidate
repeater with the cost of the link between that repeater and the client. The link cost is
computed by simply looking it up in the Link Cost table.

The cost is determined using the following formula:

threshold = K * max-load

capacity = max( max-load - current-load, e )
capacity = min( capacity, threshold )

cost = link-cost * threshold [ capacity

In this formula, e is a very small number (epsilon) and K is a tuning factor initial
set to 0.5. This formula causes the cost to a given repeater to be increased, at a rate
defined by K, if its capacity falls below a configurable threshold.

Given the cost of each candidate repeater, the BRS selects all repeaters within a
delta factor of the best score. From this set, the result is selected at random.

The delta factor prevents the BRS from repeatedly selecting a single repeater

when scores are similar. It is generally required because available informaton about load
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and link costs loses accuracy over time. This factor is tunable.

Best Repeater Selector (BRS)

The BRS operates as follows, with reference to FIGURE 6:

Given a client network address and the three tables described above:

E1l.

E2.

E3.

E4.

Determine which group the client is in using the Group Reduction

Table.

For each repeater in the Link Cost Table and Load Table, determine that

repeater's combined cost as follows:

E2a. Determine the maximum and current load on the repeater (using
the Load Table). , '

E2b. Determine the link cost between the repeater and the client’s
group (uﬁng the Link Cost Table).

E2c. Determine the combined cost as described above.
Select a small set of repeaters with the lowest cost.

Select a random member from the set.

Preferably the results of the BRS processing are maintained in a local cache at

the reflector 108. Thus, if the best repeater has recently been determined for a given

client (i.e., for a given network address), that best repeater can be reused quickly without

being re-determined. Since the calculation described above is based on statically, pre-

computed tables, if the tables have not changed then there is no need to re-determine

the best repeater.
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Determining the Group Reduction and Link Cost Tables

The Group Reduction Table and Link Cost Table used in BRS processing are
created and regularly updated by an independent procedure referred to herein as
NetMap. The NetMap procedure is run by executing several phases (described below) as
needed.

The term Group is used here to refers to an IP “address group”.

The term Repeater Group refers to a Group that contains the IP address of 2
repeater.

The term /nk cost refers to a statically determined cost for transmitting aata
between two Groups. In a presently preferred implementation, this is the minimum of
the sums of the costs of the links along each path between them. The link costs of
primary concern here are link costs between a Group and a Repeater Group.

The term relative link cost refers to the link cost relative to other link costs for the
same Group which is calculated by subtracting the minimum link cost from a Group to
any Repeater Group from each of its link costs to a Repeater Group.

The term Cost Set refers to a set of Groups that are equivalent in regard to Best
Repeater Selection. That is, given the information available, the same repeater
would be selected for any of them.

The NetMap procedure first processes input files to create an internal database
called the Group Registry. These input files describe groups, the IP addresses within
groups, and links between groups, and come a variety of sources, including publicly
available Internet Routing Registry IRR) databases, BGP router tables, and probe
services that are located at various points around the Internet and use publicly available
tools (such as "traceroute”) to sample data paths. Once this processing is complete, the
Group Registry contains essential information used for further processing, nam-ely €
the identity of each group, (2) the set of IP addresses in a given group, (3) the presence

of links between groups indicating paths over which information may travel, and (4) the
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cost of sending data over a given link.

The following processes are then performed on the Group Registry file.

Calculate Repeater Group link costs

The NesMap procedure calculates a "link cost" for transmission of data between
each Repeater Group and each Group in the Group Registry. This overall link cost is
defined as the minimum cost of any path between the two groups, where the cost of a
path is equal to the sum of the costs of the individual links in the path. The link cost
algorithm presented below is essentially the same as algorithm #562 from ACM journal
Transactions on Mathematical Software: “Shortest Path From a Specific Node to All
Other Nodes in a Network” by U. Pape, ACM TOMS 6 (1980) pp. 450-455,
http:/ /www.netlib.org/toms/562.

In this processing, the term Repeater Group refers to a Group that contains the
IP address of a repeater. A group is a neighbor of another group if the Groui: Registry

indicates that there is a link between the two groups.

For each target Repeater Group T:

. Initialize the link cost between T and itself to zero.
. Initialize the link cost between T and every other Group to infinity.
. Create a list L that will contain Groups that are cquidistax;t from the targét

Repeater Group T.
. Inidalize the list L to contain just the target Repeater Group T itself.
. "While the list L is not empty:

. Create an empty list L' of neighbors of members of the list L.

. For each Group G in the list L:

U For each Group N that is a neighbor of G:
. Let cost refer to the sum of the link cost between T and

G, and the link cost between G and N.
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The cost between T and G was determined in the .
previous pass of the algorithm; the link cost between G
and N is from the Group Registry.
. If cost is less than the link cost between T and N:
e Set the link cost between T and N to cost.
e Add N to L' if it is not already on it.
e  SetLtoL"

Calculate Cost Sets

A Cost Set is a set of Groups that are equivalent with respect to Best Repeater
Selection. That is, given the information available, the same repeater would be selected
for a;ly of them.

The "cost profile" of a Group G is defined herein as the set of costs between G
and each Repeater. Two cost profiles are said to be equivalent if the values in one
profile differ from the corresponding values in the other profile by a constant amount.

Once a client Group is known, the Best Repeater Selection algorithm relies on
the cost profile for information about the Group. If two cost profiles.are equivalent, the
BRS algorithm would select the same repeater given either profile.

A Cost Set is then a set of groups that have equivalent cost profiles.

The effectiveness of this method can be seen, for ;xample, in the case where all
paths to a Repeater from some Group A pass through some other Group B. The two
Groups have equivalent cost profiles (and are therefore in the same Cost Set) since
whatever Repeater is best for Group A is also going to be best for Group B, regardless
of what path is taken between the two Groups.

By normalizing cost profiles, equivalent cost profiles can be made idendcal. A
normalized cost profile is a cost profile in which the minimum cost has the value zero.
A normalized cost profile is computed by finding the minimum cost in the profile, and

subtracting that value from each cost in the profile.
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Cost Sets are then computed using the following algorithm:

e For each Group G:
e Calculate the normalized cost profile for G
e Look for a Cost Set with the same normalized cost profile.
e If such as set is found, add G to the existing Cost Set;
e otherwise, create a new Cost Set with the calculated normalized cost profile,

containing only G.

The algorithm for finding Cost Sets employs a hash table to reduce the time
necessary to determine whether the desired Cost Set already exists. The hash table uses
a hash value computed from cost profile of G.

Each Cost Set is then numbered with a unique Cost Sent Index number. Cost
Sets are then used in a straightforward manner to generate the Link Cost Table, which
gives the cost from each Cost Set to each Repeater.

As described below, the Group Reduction Table maps every IP address to one

of these Cost Sets.

Build IP Map

Thé IP Map s a sorted list of records which map IP address ranges to Link Cost
Table keys. The format of the IP map is: ‘

<base IP address> <max IP address> <Link Cost Table key>
where IP addresses are presently represented by 32-bit integers. The entries are sorted by
descending base address, ‘and by ascending maximum address among equal base
addresses, and by ascending Link Cost Table key among equal base addresses and
maximum addresses. Note that ranges may overlap.

The NetMap procedure generates an intermediate IP map containing a map

between IP address ranges and Cost Set numbers as follows:
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e For each Cost Set S:
e For each Group G in S:
e For each IP address range in G:
e Add a triple (low address, high address, Cost Set number of
S) to the IP map.

The IP map file is then sorted by descending base address, and by ascending
maximum address among equal base addresses, and by ascending Cost Set number
among equal base addresses and maximum addresses. The sort order for the base.
address and maximum address minimizes the time to build the Group Reduction Table
and produces the proper results for overlapping entries.

Finally, the NezMap procedure creates the Group Reduction Table by processing
the sorted IP map. The Group Reduction Table maps IP addresses (specified by ranges)
into Cost Set numbers. Special processing of the IP map file is required in order to
detect overlapping address ranges, and to merge adjacent address ranges in order to
minimize the size of the Group Reduction Table.

An ordered list of address range segments is maintained, each segment consisting
of a base address B and a Cost Set number N, sorted by base address B. (The
maximum address of a segment is the base address of the next segment minus one.)

The following algorithm is used:

e Initialize the list with the elements [-infinity, NOGROUP], [+infinity, NOGROUP].
e For each entry in the IP map, in sorted order, consisting of (b, m, s),
e Insert (b, m,s) in the list (recall that IP map entries are of the form
(low address, high address Cost Set number of §))
e For each reserved LAN address range (b, m):
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- Insert (b, m, LOCAL) in the list.

e For each Repeater at address a:

Insert (a, 2, REPEATER) in the list.
e For each segment S in the ordered list:

e Merge S with following segments with the same Cost Set

e Create a Group Reduction Table entry with base address from the

base address of S,
e max address = next segment's base — 1,

e group ID = Cost Set number of S.

A reserved LAN address range is an address range reserved for use by LANs
which should not appear as a global Internet address. LOCAL is a special Cost Set
index different from all others, indicating that the range maps to a client which should
never be reflected. REPEATER is a special Cost Set index different from all others,
indicating that the address range maps to a répeater. NOGROUP is a special Cost Set
index different from all others, indicating that this range of addresses has no known
mapping.

Given (B, M, N), insert an entry in the ordered address list as follows:

Find the last segment (AB, AN) for which AB is less than or equal to B.

If AB is less than B, insert a new segment (B, N) after (AB, AN).

Find the last segment (YB, YN) for which YB is less than or equal to M.

Replace by (XB, N) any segment (XB, NOGROUP) for which XB is greater

than B and less than YB.

If YN is not N, and either YN is NOGROUP or YB is less than or equal to B,

Let (ZB, ZN) be the segment following (YB, YN).
If M+1 is less than ZB, insert a2 new segment (M+1, YN)
before (ZB, ZN). 4 -
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Replace (YB, YN) by (YB, N).

Rewriting HTML Resources

As explained above with reference to FIGURE 3 (B5), when a reflector or
repeater serves a resource which itself includes resource identifiers (e.g., a HTML
resource), that resource is modified (rewritten) to pre-reflect resource idendfiers (URLs)
of repeatable resources that appear in the resource. Rewriting ensures that when a
browser requests repeatable resources identified by the requested resource, it gets them
from a repeater without going back to the origin server, but when it requests non-
repeatable resources identified by the requested resource, it will go directly to the origin
server. Without this optimization, the browser would either make all requests at the
origin server (increasing traffic at the origin server and necessitating far more
redirections from the origin server), or it would make all requests at the repeater (causing
the repeater to redundantly request and copy resources which could not be cached,
increasing the overhead of serving such resources). v

Rewriting requires that a repeater has been selected (as described above with
reference to the Best Repeater Selector). Rewriting uses a so-called BASE directive.
The BASE directve lets the HTML identfy a different base server. (The base address is
normally the address of the HTML resource.)

Rewriting is performed as follows:

F1. A BASE directive is added at the beginning of the HTML resource, or
modified where necessary. Normally, a browser interprets relative URLs
as being relative to the default base address, namely, the URL of the
HTML resource (page) in which they are encountered. The BASE
address added specifies the resource at the reflector which originally

served the resource. This means that unprocessed relative URLs (such as
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those generated by Javascript™ programs) will be interpreted as relative
to the reflector. Without this BASE address, browsers would combine
relative addresses with repeater names to create URLs which were not in

the form required by repeaters (as described above in step D1).

The rewriter identifies directives, such as embedded images and anchors,
containing URLs. If the rewriter is running in a reflector, it must parse
the HTML file to idendfy these directives.

If it is running in a repeater, the rewriter may have access to pre-
computed information that identifies the location of each URL (placed in

the HTML file in step F4).

For each URL encountered in the resource to be re-written, the rewriter
must determine whether the URL is repeatable (as in steps B1-B2). If
the URL is not repeatable, it is not modified. On the other hand, if the

URL is repeatable, it is modified to refer to the selected repeater.

After all URLs have been identified and modified, if the resource is being
served to a repeater, a table is appended at the beginning of the resource
that idendfies the location and content of each URL encountered in the
resource. (This step is an optimization which eliminates the need for

parsing HTML resources at the repeater.)

Once all changes have been identfied, 2 new length is computed for the
resource (page). The length is inserted in the HTTP header prior to

serving the resource.

An extension of HTML, known as XML, is currently being developed. The
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process of rewriting URLs will be similar for XML, with some differences in the

mechanism that parses the resource and identifies embedded URLs.

Handling Non-HTTP Protocols

5 This invention makes it possible to reflect references to resources that are served
by protocols other than HTTP, for instance, the File Transfer Protocol (FTP) and
audio/video stream protocols. However, many protocols do not provide the ability to
redirect requests. It is, however, possible to redirect references before requests are
actually made by rewriting URLs embedded in HTML pages. The following

10 modifications to the above algorithms are used to support this capability.

In F4, the rewriter rewrites URLs for servers if those servers appear ina
configurable table of cooperating origin server or so-called co-servers. The reflector
operator can define this table to include FTP servers and other servers. A rewritten
URL that refers to a non-HTTP resource takes the form:

15
htsp:] [ <repeater>[ <origin server>@proxy= <scheme> [<type>]@/ resource
where <scheme> is a supported protocol name such as “ftp”. This URL format is an
alternative to the form shown in B3.

In C3, the repeater looks for a protocol embedded in the arriving request. If a

20 protocol is present and the requested resource is not already cached, the repeater uses
the selected protocol instead of the default HTTP protocol to request the resource when

serving it and storing it in the cache.

System Configuration and Management

25 In addition to the processing described above, the repeater network requires
various mechanisms for system configuration and network management. Some of these

mechanisms are described here.
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Reflectors allow their operators to synchronize repeater caches by performing
publishing operations. The process of keeping repeater caches synchronized is
described below. Publishing indicates that a resource or collection of resources has
changed.

Repeaters and reflectors participate in various types of log processing. The
results of logs collected at repeaters are collected and merged with logs collected at

reflectors, as described below.

Adding Subscribers to the Repeater Network

\When a new subscriber is added to the network, information about the
subscriber is entered in a Subscriber Table at the master repeater and propagated to all
repeaters in the network. This information includes the Committed Aggregate Information
Rate (CAIR) for servers belonging to the subscriber, and a list of the repeaters that may
be used by servers belonging to the subscriber.

D

Adding Reflectors to the Repeater Network

When 2 new reflector is added to the network, it simply connects to and
announces itself to a contact repeater, preferably using a securely encrypted certficate
including the repeater’s subscriber idendfier. »

. The contact repeater determines whether the reflector network address is
permitted for this subscriber. If it is, the contact repeater accepts the connection and
updates the reflector with all necessary tables (using version numbers to determine
which tables are out of date).

The reflector processes requests during this time, but is not “enabled” (allowed

to reflect requests) untl all of its tables are current.
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Keeping Repeater Caches Synchronized

Repeater caches are coherent, in the sense that when a change to a resource is
identified by a reflector, all repeater caches are notified, and accept the change in a single
transaction.

Only the identifier of the changed resource (and not the entire resource) is
transmitted to the repeaters; the identifier is used to effectively invalidate the
corresponding cached resource at the repeater. This process is far more efficient than
broadcasting the content of the changed resource to each repeater.

A repeater will load the newly modified resource the next tme it is requested.

A resource change is identified at the reﬂecto(r either manually by the operator,
or through a script when files are installed on the server, or automatically through a
chadge detection mechanism (e.g., a separate process that checks regularly for changes).

A resource change causes the reflector to send an “invalidate” message to ifs
contact repeater, which forwards the message to the master repeater. The invalidate
message contains a list of resource idendfiers (ot regular expressions identifying patterns
of resource identifiers) that have changed. (Regular expressions are used to invalidate a
directory or an entire server.) The repeater network uses a two-phase commit process to
ensure that all repeaters correctly invalidate a given resource.

The invalidation process operates as follows:

The master broadcasts a “phase 1” invalidation request to all repeaters indicating
the resources and regular expressions describing sets of resources to be invalidated.

When each repeater receives the phase 1 message, it first places the resource
identifiers or regular expressions into a list of resource identifiers pending invalidation.

Any resource requested (in C3) that is in the pending invalidation list may not be
served from the cache. This prevents the cache from requesting the resource from a
peer cache which may not have received an invalidation notice. Were it to request a
resource in this manner, it might replace the newly invalidated resource by the same,

now stale, data.
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The repeater then compares the resource identifier of each resource in its cache
against the resource identifiers and regular expressions in the list.

Each match is invalidated by marking it stale and optionally removing it from the
cache. This means that a future request for the resource will cause it to retrieve a new
copy of the resource from the reflector.

When the repeater has completed the invalidation, it returns an acknowledgment
to the master. The master waits until all repeaters have acknowledged the invalidation
request.

If a repeater fails to acknowledge within a given period, it is disconnected from
the master repeater. When it reconnects, it will be told to flush its entire cache, which
will eliminate any consistency problem. (To avoid flushing the entire cache, the master
could keep a log of all invalidatons performed, sorted by date, and flush only files
invalidated since the last time the reconnecting repeater successfully completed an
invalidation. In the presently preferred embodiments this is not done since it is believed
that repeaters will seldom disconnect.)

When all repeaters have acknowledged invalidation (or timed out) the repeater
broadcasts a “phase 2” invalidation request to all repeaters. This causes the repeaters to
remove the corresponding resource identifiers and regular expressions from the list of
resource identifiers pending invalidation.

In another embodiment, the invalidation request will be extended to allow a
“server push”. In such requests, after phase 2 of the invalidation process has completed,
the repeater receiving the invalidation request will immediately request a new copy of the

invalidated resource to place in its cache.

Logs and Log Processing

Web server activity logs are fundamental to monitoring the activity in a Web site.

This invention creates “merged logs” that combine the activity at reflectors with the
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activity at repeaters, so that a single activity log appears at the origin server showing all
Web resource requests made on behalf of that site at any repeater.

This m;trged log can be processed by standard processing tools, as if it had been
generated locally.

On a periodic basis, the master repeater (or its delegate) collects logs from each
repeater. The logs collected are merged, sorted by reflector identifier and timestamp,
and stored in a dated file on a per-reflector basis. The merged log for a given reflector
represents the activity of all repeaters on behalf of that reflector. On a periodic basis, as
configured by the reflector operator, a reflector contacts the master repeater to request
its merged logs. It downloads these and merges them with its locally maintained logs,
sorting by timestamp. The result is a2 merged log that represents all acdvity on behalf of
repeaters and the given reflector.

Activity logs are optionally extended with information important to the repeater
network, if the reflector is configured to do so by the reflector operator. In particular,
an “extended status code” indicates information about each request, such as:

1. request was served by a reflector locally;

request was reflected to a repeater;*

.

request was served by a reflector to a repeater;*
request for non-repeatable resource was served by repeater;*

request was served by a repeater from the cache;

G SO

request was served by a repeater after filling cache;

7. request pending invalidation was served by a repeater.
(The actvities marked with “*” represent intermediate states of a request and do not
normally appear in a final activity log.)

In addition, activity logs contain a duration, and extended precision timestamps.
The duration makes it possible to analyze the time required to serve a resource, the
bandwidth used, the number of requests handled in parallel at a given time, and other

quite useful information. The extended precision tmestamp makes it possible to
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accurately merge activity logs.
Repeaters use the Network Time Protocol (NTP) to maintain synchronized
clocks. Reflectors may either use NTP or calculate a time bias to provide roughly

accurate timestamps relative to their contact repeater.

Enforcing Committed Aggregate Information Rate

The repeater network monitors and limits the aggregate rate at which data is
served on behalf of a given subscriber by all repeaters. This mechanism provides the
following benefits:

1. provides a means of pricing repeater service;

2. provides a means for estimating and reserving capacity at repeaters;

‘3. providés a means for preventing clients of a busy site from limiting access to

other sites.

For each subscriber, a “threshold aggregate information rate” (TAIR) is
configured and maintained at the master repeater. This threshold is not necessarily the
committed rate, it may be a multiple of committed rate, based on a pricing policy.

Each repeater measures the information rate component of each reflector for
which it serves resources, periodically (typically about once a minute), by recording the
number of bytes transmitted on behalf of that reflector each time a request is delivered.
The table thus created is sent to the master repeater once per period. The master
repeater combines the tables from each repeater, summing the measured information of
each reflector over all repeaters that serve resources for that reflector, to determine the
“measured aggregate informaton rate” (MAIR) for each reflector.

If the MAIR for a given reflector is greater than the TAIR for that reflector, the
MAIR is transmitted by the master to all repeaters and to the respective reflector.

When a reflector receives a request, it determines whether its most recently

calculated MAIR is greater than its TAIR. If this is the case, the reflector
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probabilistically decides whether to suppress reflection, by serving the request locally (in
B2). The probability of suppressing the reflection increases as an exponential funcdon
of the difference between the MAIR and the CAIR.

Serving a request locally during a peak period may strain the local origin server,
but it prevents this subscriber from taking more than allocated bandwidth from the
shared repeater network.

When a repeater receives a request for a given subscriber (in C2), it determines
whether the subscriber is running near its threshold aggregate information rate. If this is
the case, it probabilistcally decides whether to reduce its load by redirecting the request
back to the reflector. The probability increases exponentally as the reflector’s aggregate
information rate approaches its limit.

If a request is reflected back to a reflector, a special character string is attached to
the resource identifier so that the receiving reflector will not attempt to reflect it again.
In the current system, this string has the form

“src=overload”.

The reflector tests for this string in B2.

The mechanism for limiting Aggregate Information Rate described above is
fairly coarse. It limits at the level of sessions with clients (since once a client has been
reflected to a given repeater, the rewriting process tends to keep the client coming back
to that repeater) and, at best, individual requests for resources. A more fine-grained
mechanism for enforcing TAIR limits within repeaters operates by reducing the
bandwidth consumption of a busy subscriber when other subscribers are competing for
bandwidth.

The fine-grained mechanism is a form of data “rate shaping”. It extends the
mechanism that copies resource data to a connection when a reply is being sent to a
client. When an output channel is established at the time a request is received, the
repeater identifies which subscriber the channel is operating for, in C2, and records the

subscriber in a data field associated with the channel. Each time a “write” operation is
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about to be made to the channel, the Metered Output Stream first inspects the current
values of the MAIR and TAIR, calculated above, for the given subscriber. If the MAIR
is larger than the TAIR, then the mechanism pauses briefly before performing the write
operation. The lcﬁgth of the pause is proportional to the amount the MAIR exceeds the
TAIR. The pause ensures that tasks sending other resources to other clients, perhaps on

behalf of other subscribers, will have an opportunity to send their data.

Repeater Network Resilience

.

The repeater network is capable of recovering when a repeater or network
connection fails. ‘

A repeater cannot operate unless it is connected to the master repeater. The
master repeater exchanges critical information with other repeaters, including
information about repeater load, aggregate informaton rate, subscribers, and link cost.

If a master fails, a “succession” process ensures that another repeater will take
over the role of master, and the network as a whole will remain operational. If a master
fails, or a connection to a master fails through a network problefn, any repeater
attempting to communicate with the master will detect the failure, either through an
indication from TCP/IP, or by timing out from a regular “heartbeat” message it sends to
the master. ‘

When any repeater is disconnected from its master, it immediately tdes to
reconnect to a series of potential masters based on a configurable file called its
“succession list”.

The repeater tries each system on the list in succession until it successfully
connects to a master. If in this process, it comes to its own name, it takes on the role of
master, and accepts connections from other repeaters. If a repeater which is not at the
top of the list becomes the master, it is called the “temporary master’”.

A network partition may cause two groups of repeaters each to elect a master.

When the partition is corrected, it is necessary that the more senior master take over the
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network. Thcrefbre, when a repeater is temporary master, it regularly tries to reconnect
to any master above it in the succession list. If it succeeds, it inmediately disconnects
from all of the repeaters connected to it. When they retry their succession lists, they will
connect to the more senior master repeater.

To prevent losses of data, a temporary master does not accept configuration
changes and does not process log files. In order to take on these tasks, it must be
informed that it is primary master by manual modification of its successor list. Each
repeater regularly reloads its successor list to determine whether it should change its idea
of who the master is.

If a repeater is disconnected from the master, it must resynchronize its cache
when it reconnects to the master. The master can maintain a list of recent cache
invalidations and send to the repeater any invalidations it was not able to process while
disconnected. If this list is not available fer some reason (for instance, because the
reflector has been disconnected too long), the reflector must invalidate its entire cache.

A reflector is not permitted to reflect requests unless it is connected to a
repeater. The reflector relies on its contact repeater for critical information, such as load
and Link Cost Tables, and current aggregate information rate. A reflector that is not
connected to a repeater can continue to receive requests and handle them locally.

If a reflector loses its connection with a repeater, due to a repeater failure or
network outage, it continues to operate while it tries to connect to a repeater.

Each time a reflector attempts to connect to a repeater, it uses DNS to identify a
set of candidate repeaters given a domain name that represents the repeater network.
The reflector tries each repeater in this set untl it makes a successful contact. Until a
successful contact is made, the reflector serves all requests locally. When a reflector
connects to a repeater, the repeater can tell it to attempt to contact a different repeater;
this allows the repeater network to ensure that no individual repeater has too many

contacts.
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When contact is made, the reflector provides the version number of each of its

tables to its contact repeater. The repeater then decides which tables should be updated

" and sends appropriate updates to the reflector. Once all tables have been updated, the

repeater notifies the reflector that it may now start reflecting requests.

Using a Proxy Cache within a Repeater

Repeaters are intentionally designed so that any proxy cache can be used as a
component within them. This is possible because the repeater receives HT'IP requests
and converts them to a form recognized by the proxy cache. |

On the other hand, several modifications to a standard proxy cache have been or
may be made as optimizations. This includes, in particular, the ability to conveniently
invalidate a resource, the ability to support cache quotas, and the ability to avoid making
an extra copy of each resource as it passes from the proxy cache through the fépeater to
the requestér.

In a preferred embodiment, a proxy cache is used to implement C3. The proxy
cache is dedicated for use only by one or more repeaters. Each repeater requiring a
resource from the proxy cache constructs a proxy request from the inbound resource
request. A normal HTTP GET request to a server contains only the pathname part of
the URL—the scheme and server name are implicit. (In an HTTP GET request to a
repeater, the pathname part of the URL includes the name of the origin server on behalf
of which the request is being made, as described above.) However, a proxy agent GET
réqucst takes an entire URL. Therefore, the repeater must construct a proxy request
containing the entire URL from the path portion of the URL it receives. Specifically, if

the incoming request takes the form:

GET / <origin server>/[ <path>
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then the repeater constructs a proxy request of the form:
GET bttp:/ | <origin server> [ <path>
and if the incoming request takes the form:

GET <origin server>@proxy=<scheme>:<type>@/ <path>

then the repeater constructs a proxy request of the form:

. GET <scheme>:// <origin server> [ <path>

Cache Control

HTTP replies contain directives called cache control directives, which are used
to indicate to a cache whether the attached resource may be cached and if so, when it
should expire. A Web site administrator configures the Web site to attach appropriate
directives.. Often, the administrator will not know how long a page will be fresh, and
must define a short expiration time to try to prevent caches from serving stale data. In
many cases, a Web site operator will indicate a short expiration time only in order to
receive the requests (or hits) that would otherwise be masked by the presence of a cache.
This is known in the industry as “cache-busting”. Although some cache operators may
consider cache-busting to be impolite, advertisers who rely on this information may
consider it imperative. '

When a resource is stored in a repeater, its cache directives can be ignored by the
repeater, because the repeater receives explicit invalidation events to determine when a
resource is stale. When a proxy cache is used as the cache at the repeater, the associated
cache directives may be temporarily disabled. However, they must be re-enabled when
the resource is served from the cache to a client, in order to permit the cache-control

policy (including any cache-busting) to take effect.
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The present invendon contains mechanisms to prevent the proxy cache within a
repeater from honoring cache control directives, while permitting the directives to be
served from the repeater.

When a reflector serves a resource to a repeater in B4, it replaces all cache
directives by modified directives that are ignored by the repeater proxy cache. It does
this by prefixing a distinctive string such as “wr-" to the beginning of the HTTP tag.
Thus, “expires” becomes “wr-expires”, and “cache-control” becomes
“wr-cache-control”. This prevents the proxy cache itself from honoring the directves.
When a repeater serves a resource in C4, and the requesting client is not another
repeater, it searches for HTTP tags beginning with “wr-"” and removes the “wr-". This

allows the clients retrieving the resource to honor the directives.

Resource Revalidation

There are several cases where a resource may be cached so long as the origin
server is consulted each time it is served. In one case, the request for the resource is
attached to a so-called “cookie”. The origin server must be presented with the cookie to
record the request and determine whether the cached resource may be served or not. In
another case, the request for the resource is attached to an authentication header (which
identifies the requester with a user id and password). Each new request for the resource
must be tested at the origin server to assure that the requester is authorized to access the
resource.

The HTTP 1.1 specification defines a reply header tided “Must-Revalidate”
which allows an origin server to instruct a proxy cache to “revalidate” a resource each
time a request is received. Normally, this mechanism is used to determine whether a
resource is still fresh. In the present invention, Must-Revalidate makes it possible to ask

an origin server to validate a request that is otherwise served from a repeater.
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The reflector rule base contains information that determines which resources
may be repeated but must be revalidated each time they are served. For each such
resource, in B4, the reflector attaches a Must-Revalidate header. Each time a request
comes to a repeater for a cached resource marked with a Must-Revalidate header, the
request is forwarded to the reflector for validation prior to serving the requested

resource.

Cache Quotas

The cache component of a repeater is shared among those subscribers that
reflect clients to that repeater. In order to allow subscribers fair access to storage
facilities, the cache may be extended to support quotas.

Normally, a proxy cache may be configured with a disk space threshold T.
Whenever more than T bytes are stored in the cache, the cache attempts to find
resources to eliminate. ' '

Typically a cache uses the least-recently-used (LRU) algorithm to determine
which resources to eliminate; more sophisticated caches use othér algorithms. A cache
may also support several threshold values—for instance, a lower threshold which, when
reached, causes a low priority background process to remove items from the cache, and
a higher threshold which, when reached, _pichnts resources from being cached undl
sufficient free disk space has been reclaimed.

If two subscribers A and B share a cache, and more resources of subscriber A
are accessed during a period of time than resources of subscriber B, then fewer of B’s

resources will be in the cache when new requests arrive. It is possible that, due to the

behavior of A, B’s resources will never be cached when they are requested. In the

present invention, this behavior is undesirable. To address this issue, the invention

extends the cache at a repeater to support cache quotas.

The cache records the amount of space used by each subscriber in Dg, and

supports a configurable threshold T for each subscriber.
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Whenever a resource is added to the cache (at C3), the value Dy is updated for
the subscriber providing the resource. If Dy is larger than Ty, the cache attempts to find

resources to eliminate, from among those resources associated with subscriber S. The
cache is effectively partitioned into separate areas for each subscriber.

5 The original threshold T is still supported. If the sum of reserved segments for
each subscriber is smaller than the total space reserved in the cache, the remaining area
is “common” and subject to competition among subscribers.

Note, this mechanism might be implemented by modifying the existing proxy
cache discussed above, or it might also be implemented without modifying the proxy
10 cache—if the proxy cache at least makes it possible for an external program to obtain a

list of resources in the cache, and to remove a given resource from the cache.

Rewriting from Repeaters

When a repeater receives a request for a resource, its proxy cache may be
configured to determine whether a peer cache contains the requested resource. If so,

15 the proxy cache obtains the resource from the peer cache, which can be faster than
obtaining it from the origin server (the reflector). However, a consequence of this is that
rewritten HTML resources retrieved from the peer cache would identify the wrong
repeater. Thus, to allow for cooperating proxy caches, resources are preferably rewritten
at the repeater.

20 When 2 resource is rewritten for a repeater, a special tag is placed at the
beginning of the resource. When constructing a reply, the repeater inspects the tag to
determine whether the resource indicates that additional rewriting is necessary. If so, the
repeater modifies the resource by replacing references to the old repeater with references
to the new repeater.

25 It is only necessary to perform this rewriting when a resource is served to the

proxy cache at another repeater.
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Repeater-Side Include

Sometimes, an origin server constructs a custom resource for each request (for
instance, when inserting an advertisement based on the history of the requesting client).
In such a case, that resource must be served locally rather than repeated. Generally, a

custom resource contains, along with the custom information, text and references to

other, repeatable, resources.

The process that assembles a “page” from a text resource and possibly one or
more image resources is performed by the Web browser, directed by HTML. However,
it is not possible using HTML to cause a browser to assemble a page using text or
directives from a separate resource. Therefore, custom resources often necessarily
contain large amounts of static text that would otherwise be repeatable.

To resolve this potential inefficiency, repeaters recognize a special directive
called a “repeater side include”. This directive makes it possible for the repeater to
assemble a custom resource, using a combination of repeatable and local resources. In
this way, the static text can be made repeatable, and only the special directive need be
served locally by the reflector.

For example, a resource X might consist of custom directives selecting an
advertising banner, followed by a large text article. To make this resource repeatable, the
Web site administrator must break out a second resource, Y, to select the banner.
Resource X is modified to contain a repeater-side include directive identifying resource
Y, along with the article. Resource Y is created and contains only the custom directives
selecting an ad banner. Now resource X is repeatable, and only resource Y, which is
relatively small, is not repeatable. - '

When a repeater constructs a reply, it determines whether the resource being
served is an HTML resource, and if so, scans it for repeater-side include directives.
Each such directive includes a URL, which the repeater resolves and substitutes in place
of the directive. The entire resource must be assembled before it is served, in order to

determine its final size, as the size is included in a reply header ahead of the resource.
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Thus, 2 method and apparatus for dynamically replicating selected resources in
computer networks is provided. One skilled in the art will appreciate that the present
invention can be practiced by other than the described embodiments, which are
presented for purposes of illustration and not limitation, and the present invention is
limited.only by the claims that follow.

What is claimed:

1. A method of processing resource requests in a computer network, the
method comprising,

() by a client:

(A) making a request for a particular resource from an origin server,
the request including a resource identifier for the partdcular
resource;

(i) by a reflector:

®) intercepting the request from the client to the origin server;

© selecting a repeater to process the request;

™) providing to the client a modified resource identifier designating
the repeater;

(iii) by the client:

® receiving the modified resource identifier from the reflector; and

@ making a request for the particular resource from the repeater

designated in the modified resource identifier;

(@iv) by the repeater:
G) receiving the request from the client; and
(H)  returning the requested resource ta the client. 2. A method

as in claim 1 further comprising, by the repeater:
6y making a request for the resource from the origin server; and

) receiving the resource from the origin server.
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3. A method as in claim 1 wherein the selecting of a repeater by the
reflector comprises:
(C1) parttioning the network into groups;
(C2) determining which group the client is in;
(C3) selecting, from a plurality of repeaters in the network, a set of repeaters
having a lowest cost relative to the group which the client is in; and

(C4)  selecting as the repeater a member of the selected set of repeaters.

4. A method as in claim 3, wherein the cost of a repeater is a value based on

that repeater’s current load and a maximum load for that repeater.

5. A method as in claim 3, wherein the cost of a repeater is a value based on

a predicted cost or speed of transmission between the repeater and a client in the group.

6. A method as in claim 1 wherein the particular resource itself contains at
least one other resource identifier of at least one other resource, the method further
comprising: ‘

rewriting the particular resource to replace at least some of the resource
identfiers contained therein with modified resource identifiers designating a repeater

instead of the origin server.

7. A method as in claim 6 wherein the rewriting is performed by one of the

repeater, the reflector or another repeater.

8. A method of processing resource requests in a computer network, the
method comprising,

(@) by a client:
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51 A) making a request for a particular resource from an origin server,
52 the request including a resource identifier for the particular

53 resource;

54 (i) by a reflector:

55 (B) - intercepting the request from the client to the origin server;

s6 © determining whether to reflect the request to a repeater;

57 (D)  when the reflector determines not to reflect the request,

58 forwarding the request to the origin server, otherwise

59 (D1) selectng a repeater to process the request;

60 ' (D2 providing to the client a modified resource identifier

61 designating the repeater.
.62

63 9. A method as in claim 8, further comprising, when the reflector

64 determines to reflect the request,

65 (iii) by the client:

66 ® receiving the modified resource identifier from the reflector; and
67 ® making a request for the particular resource from the repeater
68 " designated in the modified resoutrce idendfier; '

69 (iv) by the repeater:

70 G) receiving the request from the client;-and

7 H returning the requested resource to the client.

72

73 10. A method as in claim 8 wherein the reflector determines whether to

74 reflect a request by comparing the resource identifier with regular expression patterns of
75 repeatable resources.

76

F o
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77 11. A method as in claim 8, wherein the reflector has a threshold aggregate
78 information rate (TAIR) associated therewith, and wherein the determining of whether
79 to reflect the request to a repeater comprises:
80 determining whether the TAIR of the reflector is exceeded by a measured
81 aggregate information rate (MAIR) for the reflector, wherein the reflector determines

82 not to reflect the request when the MAIR exceeds the TAIR for the reflector.

83

84 12. A method as in claim 8, wherein the reflector has a threshold aggregate
85 information rate (TAIR) associated therewith, and wherein the determining of whether
86 to reflect the request to a repeater comprises:

87 probabilistically determining whether the TAIR of the reflector is exceeded by a
88 measured aggregate information rate (MAIR) for the reflector, wherein the reflector

89 determines not to reflect the request as an exponendal function of the difference

90 between the MAIR and the TAIR.

91

92 13. A method as in any of claims 11-12, wherein the MAIR is obtained from
93 repeaters according to the rate at which they have transmitted data on behalf of the

94 reflector during a given time interval.

95

96 14. A method as in any one of claims 1-12 wherein the network is the

97 Internet and wherein the resource identifier is a uniform resource locator (URL) for

98 designating resources on the Internet, and wherein the modified resource identifier is a
99 URL designating the repeater and indicating the reflector or origin server, and wherein

100 the modified resource identifier is provided to the client using a REDIRECT message.

101

102 15. In a computer network wherein clients request resources from origin
103 servers, a method comprising:

1‘.04“) providing at least one repeater;
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providing reflectors at some of the origin servers, each reflector intercepting
client resource requests made to its respective origin server; and
each reflector selectively redirecting client resource requests for certain resources

to one of the repeaters.

16. A method as in claim 15 further comprising, by repeaters in the network:
- servicing redirected client resource requests; and

selectively maintaining copies of requested resources,

whereby resources corresponding to redirected resource requests are selectively

migrated from their origin servers to one or more repeaters.

17. A computer network comprising:

a plurality of origin servers, at least some of the origin servers having reflectors
associated therewith;

a plurality of repeaters; and

a plurality of clients,

wherein each reflector is adapted to intercept resource requests made to its
respective origin server and to selectively redirect the resource requests to a dynamically

selected repeater.

18. In a computer network wherein clients request resources from origin
servers, a reflector mechanism associated with an origin server, the reflector mechanism
comprising: .

means for intercepting a resource request made by client of an origin server;

means for analyzing the resource request to determine whether to service the
request locally at the origin server;

+

means for determining a best repeater in the network to service the request when
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the analyzing means determines that the request should not be serviced locally; and

means for redirecting the client to the best repeater.

19. A reflector mechanism as in claim 18 wherein the network is partitioned
into groups and the means for determining the best repeater comprises:

means for determining which group the client is in;

means for selecting, from a plurality of repeaters in the network, a set of
repeaters having a lowest cost relative to the group the client is in; and

means for selecting as the best repeater 2 member of the set of repeaters.

20. A reflector mechanism as in claim 19, wherein the cost of a repeater is a
value based on a predicted cost or speed of transmission between the repeater and a

client in the group.

21. A mechanism as in claim 19, wherein the cost of a repeater is 4 value

based on that repeaters current load and a maximum load for that repeater.

22. A reflector as in claim 16 wherein the resource itself contains resource
identifiers, the reflector further comprising:

means for rewriting the resource to replace at least some of the resource
identifiers contained therein with modified resource identfiers designating the repeater

instead of the origin server.

23. In a computer network wherein clients request resources from origin
servers, a repeater mechanism comprising:
_ means for receiving a resource request from a client;
means for determining whether the resource is available locally;

means for, when it is determined that the resource is not available locally,
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obtaining the resource from an origin server; and

means for providing the resource to the client.

24, A reflector as in claim 18 wherein the resource itself contains resource
5 identifiers, the repeater further comprising: |
means for rewriting the resource to replace at least some of the resource
identifiers contained therein with modified resource identfiers designating the repeater

instead of the origin server.
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ABSTRACT OF THE INVENTION

OPTIMIZED NETWORK RESOURCE LOCATION

.

Resource requests made by clients of origin servers in a network are intercepted
by reflector mechanisms and selectively reflected to other servers called repeaters. The
reflectors select a best repeater from a set of possible repeaters and redirect the client to
the selected best repeater. The client then makes the request of the selected best

10 repeater. The resource is possibly rewritten to replace at least some of the resource

identifiers contained therein with modified resource identifiers designating the repeater

instead of the origin server.
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Appl. No. Unassigned

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application. No. : Unassigned
Applicant : David A. Farber
Filed : 02/23/2005
TC/A.U. : Unassigned
Examiner : Unassigned
Docket No. : 6233P001DC3
Customer No. : 8791

Commissioner for Patents
PO Box 1450
Alexandria VA 22313-1450

PRELIMIANRY AMENDMENT

Sir:

Prior to examination of this application, please amend the above-identified application as
follows:

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims, which begins on page 3 of this
paper.

Remarks/Arguments begin on page 4 of this paper.

Docket No: 6233P001DC3 Page 1 of 4 WWS/sm
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Amendments to the Claim of Priority:

Please add the following paragraph on page 1, line 2:

This application is a continuation of Application No. 09/612,598 filed 07/07/2000, now
abandoned which is a divisional of Application No. 09/021,506 filed 02/10/1998, now
U.S. Patent 6,185,598.

Docket No: 6233P001DC3 Page 2 of 4 WWS/sm
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the application:

Listing of Claims:

1-24. (Canceled)

25.  (Original) A system operative in a computer network in which users of client
machines connect to a first server, the system comprising:

a routine for modifying at least one embedded object URL of a web page to include a
host name prepended to a domain name and path;

a set of repeater servers, distinct from the first server, for hosting at least some of the
embedded objects of web pages that are normally hosted by the first server; and

a repeater selector mechanism constructed and adapted to identify, for a particular client
machine, an appropriate repeater server from the set of repeater servers;

wherein in response to requests for the web page, generated by the client machines, the
web page including the modified embedded object URL is served from the first server and the
embedded object identified by the modified embedded object URL is served from a given one of

the repeater servers as identified by the repeater selector mechanism.

Docket No: 6233P001DC3 Page 3 of 4 WWS/sm
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REMARKS/ARGUMENTS

By this amendment, claims 1-24 have been cancelled without prejudice and new claim 25
has been added.

Respectfully submitted,

BLAKELY, W’ TAYLOR & ZAFMAN LLP
Dated: 2/23/2005 By S /

@lﬁ»{m V‘@Z}ﬁal
Reg. No. 39,018
Tel.: (714) 557-3800 (Pacific Coast)

12400 Wilshire Boulevard, Seventh Floor
Los Angeles, California 90025

CERTIFICATE OF MAILING/TRANSMISSION (37 CFR 1.84)
I hereby certify that this correspondence is, on the date shown below, being:

MAILING FACSIMILE
deposited with the United States Postal Service O transmitted by facsimile to the Patent and
as first class mail in an envelope addressed to: Trademark Office.

Commissioner for Patents, PO Box 1450,

Alexandria, VA 22313-1450. //ﬂ
qjuj)t V7. > 7

Date: 02/23/2005 usan McFarlane
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Docket No.: 6233P001DC3

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of:
DAVID A. FARBER, ET AL. Art Group:
Application No.: Unassigned

Examiner:
Filed: February 23, 2005

For: Optimized Network Resource Location

INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. §1.97

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

In accordance with the duty of disclosure, enclosed is a copy of IDS Citation Form
PTO/SB/08 or PTO-1449, together with copies of the documents cited on that form, except for
copies not required to be submitted (e.g., copies of U.S. patents and U.S. published patent
applications need not be enclosed). This IDS and IDS Citation Form are being submitted
concurrently with the Continuation Application. It is respectfully requested that the cited
references be considered and that the enclosed copy of PTQ/SB/08 be initialed by the Examiner
to indicate such consideration and a copy thereof returned to applicant(s). Some or all of the
references listed on the enclosed PTO/SB/08 were previously identified in the parent application
(Application No. 09/612,598, filed July 7, 2000) and copies of the references were furnished at
that time. Accordingly, per 37 CFR §1.98(d)(1) additional copies of those references are not

submitted herewith.
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The submission of this Information Disclosure Statement is not to be construed as a
representation that a search has been made in the subject application and is not to be construed as
an admission that the information cited in this statement is material to patentability.

Please charge any fees due to Deposit Account 02-2666. A duplicate copy of the Fee
Transmittal (PTO/SB/17) is enclosed for this purpose.

Respectfully submitted,

, SOROLOFF, TAYLOR & ZAFMAN LLP

Date: February 23, 2005

fiam WSchaal, Reg. No. 39,018

12400 Wilshire Boulevard, 7th Floor
Los Angeles, CA 90025
Telephone: (714) 557-3800

I hereby certify that this correspondence is being deposited with the United States
Postal Service on the date shown below with sufficient postage as first class mail in
an envelope addressed to: Commissioner for Patents, P.O. Box 1450, Alexandria, VA
22313-1450.

o S
7 i 4
%Farlane Date
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(for continuation/divisional with Box 18 completed)
i. [J DELETION OF INVENTOR(S)

Signed statement attached deleting inventor(s)
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Docket No.: 6233P001DC3
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In Re the Application of:
DAvID A. FARBER, ET AL. Art Group:
Application No.: Unassigned Examiner:

Filed: February 23, 2005

For: Optimized Network Resource Location

PETITION FOR EXTENSION OF TIME PURSUANT TO 37 C.F.R. § 1.136(a)

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

In accordance with 37 C.F. R. § 1.136(a), Applicants for the above-identified application respectfully
Petition the Commissioner for a three (3) month extension of time, extending the period for response to February
23, 2005, from the Final Office Action dated August 23, 2004. The petition filing fee of $1,020.00 and a Request
for filing a 1.53(b) continuation are attached.

If it should be determined that a longer extension of time is required to prevent this application from being

abandoned, please charge any additional fees to Deposit Account No. 02-2666. A copy of the Fee Transmittal is

enclosed for deposit account charging purposes.

Respectfully submitted,

Blakely, Sokoloff, TgyTor & Zafman LLP

/7
Curfliar W. ScfaaT Reg. No. 39,018

Date: February 23, 2005

CERTIFICATE OF MAILING/TRANSMISSION
s I hereby certify that this correspondence is being deposited with the
12400 Wilshire Boulevard, 7th Floor United States Postal Service on the date shown below with sufficient
Los Angeles, CA 90025 postage as first class mail in an envelope addressed to: Commissioner
Telephone: (714) 557-3800 for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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