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(57) ABSTRACT 
The present invention makes it possible to obtain debug- and 
other diagnostic information from mobile electronic devices 
in a system operator network. A Log Management object 
provides support for logging diagnostic data. A log ?le is 
employed to collect information on various device features 
for which tracing or debugging is turned on in a mobile 
electronic device such as, for example, a mobile handset, 
cellular phone, a personal digital assistant, a pager and a 
personal computer. It is also used to selectively collect 
information on speci?c events that are monitored, device 
speci?c data being collected, and network performance data, 
among other items. The diagnostic agent in the mobile 
device is a client side application that may run on the mobile 
device when required, or continuously as a monitoring 
application, and which manages and collects tracing infor 
mation wirelessly to a server using a cellular data network. 
A diagnostic client may also be downloaded and executed to 
collect diagnostic data from applications, for example. Traps 
may also be set and data collected from them. The Log ?le 
may be retrieved from the server side in pull or push mode. 
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DIAGNOSTICS AND MONITORING SERVICES IN 
A MOBILE NETWORK FOR A MOBILE DEVICE 

RELATED APPLICATIONS 

[0001] The present application makes reference to, claims 
priority to, and claims bene?t of US. Provisional Applica 
tion Ser. No. 60/774,406 entitled “Diagnostics And Moni 
toring Services In A Mobile Network For A Mobile Device” 
(Attorney Docket No. l752lUS0l l0lUSMDl34), ?led 
Feb. 17, 2006, the complete subject matter of Which is 
hereby incorporated herein by reference, in its entirety. 

[0002] The present application also makes reference to 
US. Patent Application Ser. No. 60/664,249 entitled 
“Device Client Speci?cation”, (Attorney Docket No. 
16639US01 101USMD117), ?led on Mar. 21, 2005, the 
complete subject matter of Which is hereby incorporated 
herein by reference, in its entirety. 

[0003] In addition, this application makes reference to 
US. Provisional Patent Application Ser. No. 60/249,606, 
entitled “System and Method for Updating and Distributing 
Information,” ?led Nov. 17, 2000, and International Patent 
Application Publication No. WO 02/41147 Al, entitled 
“System And Method For Updating And Distributing Infor 
mation”, ?led Nov. 19, 2001, and having publication date 
Mar. 23, 2002, the complete subject matter of each of Which 
is hereby incorporated herein by reference, in its entirety. 

FEDERALLY SPONSORED RESEARCH OR 
DEVELOPMENT 

[0004] [Not Applicable] 

MICROFICHE/ COPYRIGHT REFERENCE 

[0005] [Not Applicable] 

BACKGROUND OF THE INVENTION 

[0006] Electronic devices such as, for example, mobile 
phones and personal digital assistants (PDA’s), often con 
tain ?rmWare and application softWare that are either pro 
vided by the manufacturers of the electronic devices, by 
telecommunication carriers, or by third parties. If ?rmWare 
or ?rmWare components are to be changed in such electronic 
devices, it is often very tricky to update the ?rmWare or 
?rmware components. 

[0007] It is often di?icult to determine What is Wrong With 
an electronic device When a problem is encountered. Quite 
often, a customer care representative for a system operator 
does not have ansWers to a customer’s problem and is not 
able to ?x it. Determination of problems With a customer’s 
mobile device is a big problem for system operators. 
AnsWering customer care calls is quite expensive. Espe 
cially so, if at the end of such a call, the customer care 
representative is unable to determine What is Wrong With the 
electronic device. 

[0008] Different electronic devices have different sets of 
resources, different sets of parameters, etc. Managing 
mobile devices in a heterogeneous communication netWork 
is a huge problem: Figuring out What parameters need to be 
set is also a problem. 

[0009] Debugging softWare problems that occur in mobile 
devices, “in the ?eld”, is a challenging endeavor. A user or 

Sep. 6, 2007 

a softWare developer cannot step through code using a 
debugger. He/she must rely on debug information recorded 
in the memory of the mobile device during ?eld use of the 
device, in order to diagnose problems With any softWare in 
the device. This information may consist of trace informa 
tion, logs of data taken from a radio subsystem, stack dumps, 
error ?ags, or anything the developer has stored in speci?c 
memory reserved for debugging purposes. Currently, after 
trace data is recorded, the information is manually trans 
ferred from memory of the mobile device into a personal 
computer (PC) via a Wired interface such as a universal 
serial bus (USB) cable, and the developer examines the 
debug data ?le on the PC. This process suffers from a 
number of draWbacks, hoWever. First, the user or softWare 
developer and the problematic device may not be co-located, 
so obtaining the debug ?le is nontrivial. Second, the users of 
the device (typically ?eld or beta testers) may be inconsis 
tent about retrieving debug ?les from the memory of the 
mobile device in a timely manner and debug information 
may be overWritten after a period of time, so the user or 
softWare developer may never receive the needed debug 
information. Existing diagnostic clients Work on proprietary 
protocols, and often on a cable/Wire-based solution. These 
approaches are not adequate for diagnosing Widely reported 
problems With millions of deployed mobile devices. 

[0010] Further limitations and disadvantages of conven 
tional and traditional approaches Will become apparent to 
one of skill in the art, through comparison of such systems 
With the present invention as set forth in the remainder of the 
present application With reference to the draWings. 

BRIEF SUMMARY OF THE INVENTION 

[0011] A device, method and system supporting control of 
diagnosis and tracing in a plurality of mobile electronic 
devices, substantially as shoWn in and/or described in con 
nection With at least one of the ?gures, as set forth more 
completely in the claims. 

[0012] These and other advantages and novel features of 
the present invention, as Well as details of an illustrated 
embodiment thereof Will be more fully understood from the 
folloWing description and draWings. 

BRIEF DESCRIPTION OF SEVERAL VIEWS OF 
THE DRAWINGS 

[0013] FIG. 1 is a perspective block diagram of an exem 
plary mobile netWork that is capable of conducting remote 
diagnostics on an electronic device such as, for example, a 
cellular phone, a personal digital assistant, a pager, a per 
sonal computer, or any of a number of other portable or 
handheld electronic devices, in accordance With a represen 
tative embodiment of the present invention. 

[0014] FIG. 2 is a perspective block diagram illustrating 
an exemplary section of a DM tree that may be employed by 
a DM client such as the DM client or diagnostic client such 
as the diagnostic client of FIG. 1, to provide support for 
diagnostics and monitoring services, in accordance With a 
representative embodiment of the present invention. 

[0015] FIG. 3 illustrates the logical structure of an exem 
plary device management sub-tree shoWing a Log (File) 
management object that supports the reporting of diagnostic 
data, in accordance With a representative embodiment of the 
present invention. 
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