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Ex. 15 — U.S. Patent No. 8,725,700

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure events
for profiles, https://docs.samsungknox.com/admin/knox-manage/configure/profile/set-up-profiles/configure-
events-for-profiles/create-and-associate-event-types/ (last accessed September 2, 2025).
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o Conditions — Configure the conditions that cause an event depending on the selected event type. These options show only
when the profile has events enabled. For more information about the condition’s details, see Supported platforms by event

type.
o Lock Device When Out of Geofencing Area — Locks the device when the device is out of the geofencing area. This option is

only available when the Geofencing event type is selected. The device automatically unlocks upon reentering the
geofencing area.

o Allow Run Offline — Allow the profile to be applied to the device even when it is offline. This option appears only if events
are enabled. This option only supports the Day & Time, Application, and Geofencing types.

o Lock Device when changing SIM — Locks the device when the SIM is changed. This option appears only when the SIM
Change type event has been selected.

o Notification — Sends a notification to device users when the profile starts or stops being applied. IT admins can now set
up the profile to receive an email notification when devices travel outside or returns to the geofencing area.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure events
for profiles, https://docs.samsungknox.com/admin/knox-manage/configure/profile/set-up-profiles/configure-
events-for-profiles/create-and-associate-event-types/ (last accessed September 2, 2025).

Applies the profile when the device is located near a specific geographic ~ Supported
area.

Geofencing 1. For Event Type, select Geofencing.

2. Select Conditions > Add.
Enter an address to search for, and then Google Maps shows the location,

3. In the Set Geofencing Condition dialog, . i )
and latitude and longitude automatically.

choose the center point of the location

and the distance around it in meters. You can also enter a size to view the radius set by the location.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure events
for profiles, https://docs.samsungknox.com/admin/knox-manage/configure/profile/set-up-profiles/configure-
events-for-profiles/types-of-events/ (last accessed September 2, 2025).
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Thresholds tab

Last updated December19th, 2024

On the THRESHOLDS tab, you can set the conditions forwhen certain dashboard insights trigger alerts.

Today’s issues

TODAY'S ISSUES

e green, yellow, and red thresh you define for each event category spond to th s shawn on the Teday's issues tile on the Dashboard. These settings alsa impact when you
ve emall alerts after a threshold is crossed device graups, thresholds are calculated based on the number of devices in the grou;
% CD
Wi-Fi disconnection —

devices impacted {per group)

App no response devices impacted (per group)

= @

App force close 5 impacted {per group)

Abnormal app events derices impacted (per group)
)

Low battery at shift start = sices impscted {per group)

groups that have 1000 devices or fewer EMAIL PREFERENCES

Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings,
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/thresholds/ (last accessed
September 2, 2025).
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Wi-Fi Disconnections
You may want to track whether a certain number of Wi-Fi disconnection events are occurring, based on the following conditions:

« BSSIDs (basic service set identifiers) with a certain number of disconnection events, per day
« Devices with a certain number of disconnection events, per day

« Groups that contain devices with a certain number of disconnection events, per day

Enter a number of events as a threshold for each category. This number must exceed 1. Once the detected number of disconnection
events exceeds the threshold, an email alertis triggered.

In the top-right corner of the NETWORK section, enable Recommended Wi-Fi disconnection thresholds to have the service intelligently
define Wi-Fi disconnection event thresholds based on an internal statistical model. This option is only available once Knox Asset
Intelligence has collected enough network data from your devices. If you enable the recommended values and save your changes, the
existing threshold values are overridden for all admins in your tenant.

Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings,
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/thresholds/ (last accessed
September 2, 2025).
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Claim 13

Accused Knox Products

[13] The system

of claim 12 wherein
said data comprises
one or more of a
recommended
operating band,
operating mode,
communications
network and/or carrier
for said one or more
end users or one or
more of said end user
communications
devices.

The Accused Knox Products serve data that comprises one or more of a recommended operating band,
operating mode, communications network and/or carrier for end users or end user communications
devices.

For example, the Accused Knox Products serve profiles based on location information (e.g., geofences)
and quality or service information (e.g., network availability.) and such profiles control communication
settings for enterprise personnel end user mobile devices, such operating bands (e.g., activating Bluetooth,
which operates at a different band than Wi-Fi, while disabling Wi-Fi), operating modes (e.g., activating or
disabling Bluetooth, Mobile Data, or Wi-Fi) as communications networks (e.g., Bluetooth, Mobile Data, or
Wi-Fj, etc.). See Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles,
Configure events for profiles, https://docs.samsungknox.com/admin/knox-configure/how-to-
guides/profiles/configure-profile-settings/ (last accessed September 2, 2025).

With Samsung Knox Configure, IT has granular control over device settings and
startup, including an option to disable Android’s factory reset option. Knox
Configure can set devices to automatically re-enroll after factory reset in the
custom configuration created by the IT admin. You can also create a customized
startup configuration using predefined profiles and policies for Wi-Fl access, near-
field communications (NFC) and Bluetooth. This streamlined process removes many
of the common pain points for both employees and administrators.

Samsung, Insights, Home, Mobile Security, Device Management,

https://insights.samsung.com/2021/03/12/customizing-mobile-devices-with-knox-configure/ (last accessed
September 2, 2025).
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Wi-Fi

Under WI-FI, configure the following settings:

Disable WiFi — Prevents device users and third-party apps to turn on Wi-Fi.

Default Wi-Fi settings — Set the current device Wi-Fi configuration as the default or leave the Wi-Fi On or Off. Select Prevent users
from changing the Wi-Fi on/off settings to prohibit users from turning Wi-Fi on or off.

Network (optional) — Enter the SSID name and Password for the default Wi-Fi network.

Advanced Wi-Fi settings (Dynamic edition only) — Enter an SSID Name and select the Security setting for this network. If
applicable, enter a Password. If necessary, a device can connect to a specified network with Proxy (optional) credentials delivered
by Knox Configure using a proxy to communicate externally. Click ADD ANOTHER to set up multiple Wi-Fi profiles.

© MAC address type — Select whether you want to have a Randomized MAC address or Phone MAC address for connectivity.
Phone MAC address makes devices ready to use when company WLAN uses MAC filtering. Default setting is Keep current
settings. This feature is available on devices with Android-10 or higher.

o Disable Wi-Fi network blocking — Select this option to disable Wi-Fi network blocking for the defined SSID configuration.
Samsung devices have Wi-Fi network blocking enabled by default, and disabling Wi-Fi network blocking may reduce AP
connection and battery consumption issues for the specified SSID Wi-Fi configuration. This setting is available on Knox 3.5 and
above supported devices, and XCover Pro devices running Knox version 3.4.1 and above.

Select ADVANCED WI-FI to configure the following settings:

Switch to mobile data allows the device to use mobile data whenever the current Wi-Fi network is identified as slow or unstable.
Allow individual apps to switch allows the device to switch apps to mobile data when a Wi-Fi connection cannot be established.
Turn on Wi-Fi automatically allows the device to enable Wi-Fi in locations where Wi-Fi has been used frequently.

Detect suspicious networks allows the device to receive notifications when suspicious activity is detected on the Wi-Fi network.
Wi-Fi power saving mode reduces battery consumption by analyzing Wi-Fi traffic patterns.

Hotspot 2.0 allows the device to connect to Hotspot 2.0-supported access points without requiring a password.

Disable proxy settings

Hide QR code

Each Advanced Wi-Fi setting has an Allow user to change setting option to either Allow device user changes, Do not allow user changes
or Do not allow and hide setting from user. These options can be set independently of each otherand are persistent across subsequent
logins.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure

events for profiles, https://docs.samsungknox.com/admin/knox-configure/how-to-

guides/profiles/configure-profile-settings/ (last accessed September 2, 2025).
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Bluetooth
Set the current Bluetooth setting as the default or turn Bluetooth On or Off by default.

You can also disable Bluetooth on the device entirely as well as disable the device's capability to search, connect and share data with
other Bluetooth-enabled devices.

You can also Disable Bluetooth discoverable mode.

Mobile data

Configure the following mobile data settings:

* Turn on mobile data — Turn mobile data ON, OFF, or keep the current setting on the device.

* Default Data roaming settings — This setting permits admins to enable/disable device users from accessing and using carrier data
when roaming. Turn default data roaming either On, Off, or Keep current settings (default setting). Selecting On and using mobile
data when roaming could result in additional charges.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure
events for profiles, https://docs.samsungknox.com/admin/knox-configure/how-to-
guides/profiles/configure-profile-settings/ (last accessed September 2, 2025).

Roaming Applies the profile when the device roams.

1. For Event Type, select Roaming.

2. Afteryou set the policy, depending upon If the device cannot communicate with the server temporarily due to
whether you turned on Notification, the roaming, the profile applies when the communication network becomes
policy’'s conditions apply to the device the  available again, such as when airplane mode is turned off or the device is
next time it roams. rebooted.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure
events for profiles, Types of events https://docs.samsungknox.com/admin/knox-
manage/configure/profile/set-up-profiles/configure-events-for-profiles/types-of-events/ (last accessed
September 2, 2025).
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take actions that involve the service of data (e.g., profiles, alerts, etc.) based on location information (e.g.,
geofences) and/or quality of service information (e.g., Wi-Fi disconnects). These event thresholds can be
based on an internal statistical model. Samsung Knox Documentation, Home, Knox Asset Intelligence,
Dashboard, Settings, https://docs.samsungknox.com/admin/knox-asset-
intelligence/dashboard/settings/thresholds/ (last accessed September 2, 2025).

o Conditions — Configure the conditions that cause an event depending on the selected event type. These options show only
when the profile has events enabled. For more information about the condition’s details, see Supported platforms by event
type.

o Lock Device When Out of Geofencing Area — Locks the device when the device is out of the geofencing area. This option is

only available when the Geofencing event type is selected. The device automatically unlocks upon reentering the
geofencing area.

o Allow Run Offline — Allow the profile to be applied to the device even when it is offline. This option appears only if events
are enabled. This option only supports the Day & Time, Application, and Geofencing types.

o Lock Device when changing SIM — Locks the device when the SIM is changed. This option appears only when the SIM
Change type event has been selected.

o Notification — Sends a notification to device users when the profile starts or stops being applied. IT admins can now set
up the profile to receive an email notification when devices travel outside or returns to the geofencing area.

Samsung Knox Documentation, Home, Knox Manage, Configure, Profile, Set up profiles, Configure
events for profiles, https://docs.samsungknox.com/admin/knox-manage/configure/profile/set-up-
profiles/configure-events-for-profiles/create-and-associate-event-types/ (last accessed September 2, 2025).
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Thresholds tab
Last updated December19th, 2024

On the THRESHOLDS tab, you can set the conditions for when certain dashboard insights trigger alerts.

Today’s issues
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Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings,
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/thresholds/ (last accessed
September 2, 2025).
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Wi-Fi Disconnections
You may want to track whether a certain number of Wi-Fi disconnection events are occurring, based on the following conditions:

« BSSIDs (basic service set identifiers) with a certain number of disconnection events, per day
« Devices with a certain number of disconnection events, per day

« Groups that contain devices with a certain number of disconnection events, per day

Enter a number of events as a threshold for each category. This number must exceed 1. Once the detected number of disconnection
events exceeds the threshold, an email alert is triggered.

In the top-right corner of the NETWORK section, enable Recommended Wi-Fi disconnection thresholds to have the service intelligently
define Wi-Fi disconnection event thresholds based on an internal statistical model. This option is only available once Knox Asset
Intelligence has collected enough network data from your devices. If you enable the recommended values and save your changes, the
existing threshold values are overridden for all admins in your tenant.

Samsung Knox Documentation, Home, Knox Asset Intelligence, Dashboard, Settings,
https://docs.samsungknox.com/admin/knox-asset-intelligence/dashboard/settings/thresholds/ (last accessed
September 2, 2025).
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