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procedures APPs 104 interacting with API 130 as an intermediary to the operating

system 129.

[00150] In this example, the vehicle computer 1906 has the ability to transmit,
receive and process information using wired or wireless connections. One such wireless
connection is provided by a wireless data sending and receiving antenna 1928 connected
to a network interface 1910 useful for pairing with and communicating data with
portable or stationary wireless devices which may or may not be part of a network 1902.
Such wireless devices include but are not limited to wireless displays 210b, portable
smart phones 210a, portable computers, 210c and even stationary objects, structures,
buildings, toll bridges, other vehicles etc. The vehicle’s network interface 1910 through
antenna 1928 may also communicate with cloud services 120 to receive instructions from
a remote location that invokes stored programs such as APPs 104 on the vehicle’s

computer.

[00151] The vehicle may also send and receive data wirelessly in order to
establish a connection with a peer-to-peer ad-hoc network. Invocations may result in
output data streams interpreted by wireless devices 210b, 210a, 210c as well as wired
devices such as wired displays 210d or vehicle integrated display devices such as
windshield heads up projected display or integrated glass displays 210e. All data streams
generated by APPs 104 stored on the vehicle’s computer may also be triggered by wired
devices such as vehicle sensors 1918, vehicle electrical systems 1920, vehicle electrical
systems 1922, engine control systems 1924, vehicle diagnostics systems 1926, user input

as well as environmental input.

[00152] A user and or vehicle may find system 1900 useful in one example,
where the user drives the vehicle past an electronic toll bridge where a fee is required to

pass the toll bridge. The vehicle’s computer will communicate wirelessly as it passes the
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stationary structure transmitting and receiving information with it as it drives by. The
user’s vehicle may have an APP 104 installed on the vehicle computer 1906 that can
process the input using the computer’s wireless antenna 1928, network interface 1910,
input output system, 1916 automatically responding to the toll bridge with payment
information. Once the payment is received and processed, the APP 104 receives
information from the stationary wireless toll taking device which is then stored either
locally on the vehicle’s storage 1908 or remotely using cloud services 120. The results of
the transaction are then sent via data stream from the compute code running on the APP
104 to a display device(s) where the user can visually confirm that the toll was paid,
accepted and show the user’s remaining balance all through the GUI displayed for APP

104.

[00153] Figure 13B describes one example of how stored data and function
declarations may be compiled to provided intermediary access to a vehicle’s computer
controlling vehicle systems 1950. Such routines, data and functions may be arranged in
such a way that limited access is given to third party code on APPs 104 to manipulate
certain unrestricted operating system functions and vehicle systems. Such a method of
providing the intermediary allowed stored function set to third party code can be referred

to as an API 130.

[00154] In this example of an API 130, computer readable code is arranged in
such a fashion that the type of APl is described and in this case, an API that allows third
party control of the vehicle’s HAVC system is declared. A declaration may be useful for
reserving the vehicle’s computer long term and short-term memory in order to run stored
procedures. The shown declaration 1954 describes an example set of data that may
reference memory locations and their contents. The contents of these memory location
may be modified by stored procedures 1956 or functions.
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[00155] This HVAC API 130 has the ability to store data relating to the vehicle’s
temperature, status, target temperature, split zone temperate, data from electrical and
mechanical sensors, calendar dates, error information among others. Invocable functions
1956 are the methods by which a third party APP 104 may manipulate data 1954 on
board a computer. Free access is not given to the restricted data on a vehicle’s computer,
thus a structured method or methods are described for user by third party APP

developers.

[00156] These functions 1956 that may or may not take arguments in order to
execute may include functions in the example HVAC API that update temperatures for
both the left and right or given zones of the vehicle, toggle are conditioning, allow visual
skins on the APP GUI, manipulate schedules and displays etc. The HVAC API 130
described is one example of how one API can control one vehicle system. There may be
variations of the APIs for multiple vehicle systems or one superset API that allows

access to all of the vehicle’s systems through stored procedures or methods.

[00157] Figure 13C describes a set of computer readable and executable code
1970 that can be compiled together by a third party APP 104 developer in the form of an
APP. The APP 104 uses structured programming languages to execute stored functions
allowed by the vehicle’s system API 130. In this example, the APP is a third party
HVAC app that allows a GUI to be displayed to a user giving them the option to adjust
the temperature on the left or right side of the vehicle up or down. In this case, the APP’s
GUI has provided a data stream to the APP letting it know that the user has selected to
set the temperature on the left side of the vehicle to 80 degrees and the right side of the

vehicle to 76 degrees.

[00158] The APP 104 will then use functions available from the vehicle’s API

130 to manipulate the data on the vehicle’s storage system which in turn will be
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electrically polled by sensors, data streams etc. to manipulate the vehicle’s electrical and
mechanical HVAC systems. The user will notice the result visually by the data provided
by the APP to the GUI as well as environmentally as the temperature is changed in the

vehicle.

[00159] Figure 14 describes the stepped flow of events 2000 as a user interacts
with an APP 104, in this case, an HVAC APP 104. The GUI shown for APP 104
describes the first step 2002 where a user physically interacts with a sensor, screen, voice
system etc. polling to see if an input has been received. The user’s input in 2002 has been
interpreted by the app to raise the temperature on the left hand side of the vehicle to 80
degrees and maintain the temperature on the right hand side of the vehicle at 76 degrees.
This input invokes step 2004, which calls a stored function on the APP 104 that is API
130 allowable with arguments. The stored function may invoke other helper or associate
functions within the API 130 in step 2006, which all in tern invokes restricted computer
readable code at the operating system and or kernel level in step 2008. These invocations
will then in turn command mechanical and or electrical systems in step 2005 in order to

achieve the requested response in step 2002.

[00160] The results of the commands on the vehicles systems are based back to
the vehicle’s operating system or kernel level in step 2012 which then updates data on
the API 130 in step 2014 that the APP 104 is polling, such as updating the display to
show the resulting temperature in step 2016. The results of a function that is invoked at
the API 130 level updating the display produces a data stream translatable and

displayable by the vehicle’s screen showing the APP 104’s GUI in 2018.

[00161] Figure 15 describes further example ways an APP 104 may take, process
and produce results 2100. Figure 14 shows a way to interact with an APP 104 locally but
a vehicle computer system may relay data, inputs and information to the APP while
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connected to a wide area network, local area network, cloud process 120 or private cloud.
A remote action to invoke change on an APP 1808 may be initiated via a network and
pass to the APP running on the vehicle 160 using the vehicle’s antenna 1928 or wired
interface. An APP 104 running virtually on a network or cloud services 120 may also

take input remotely and process the results accordingly.

[00162] Some of the inputs and results 2102 that an APP can take and produce
locally or remotely include but are note limited to the set 2104 that can receive an action,
react to an action, control an action, manipulate data models, report changes to a view or
GUI, record events or incidents, learn the types of requests being submitted, learn the
times of request being submitted over time, learn the days of the year the requests are
being submitted over time, generalize and interpret requests, assume user intent in order
to automatically invoke changes, automatically and pre-emptively act on behalf of a user,

fine tune learned user behavior etc.

[00163] The learned behavior (e.g., learned settings that provide for automatic
programming) can be assigned to particular applications, particular sub-features of
applications, to particular native system features of the vehicle, or combination of one or
more thereof. The learned settings can also be managed via an interface, which shows to
the user settings that have been learned and provides the user with options to modify

learned settings.

[00164] The modifications of the learned settings can be made via the vehicle
display or any other device having access to cloud services. The learned settings can
also be communicated to the user via notifications. Such as, “We noticed you like your
truck temperature at 3 pm to be 60 degrees? Please confirm,” or “We noticed you like
your car temperature at 8 am to be 75 degrees, this will be preset for you automatically,”

or “We have detected your favorite settings, please login to your account to see settings
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we have programmed for you or make updates,” or other similar notifications via the

vehicle or to any connected device over the Internet.

[00165] In other cases, notifications may not be sent. In some cases, the settings
will just occur automatically. In some examples, notifications can be provided with a
link or access to a user interface of an application. Via the application, the user can
manage, set, control or view any aspect of the connected vehicle. In some cases, the
settings can be manually adjusted by the user way from the auto settings. In such cases,
the manual setting can be learned and can be provided more weighting since the user
took the time to correct an auto setting. Thus, various levels of weighting or importance
can be given to learned settings. In other embodiments, the learned settings can be
compared against learned settings of other vehicle owners having access to cloud
processing. Using data from these different user profiles, learned settings can be

obtained or generated.

[00166] Generation or analysis can be by way of overlap processes, cluster
analysis algorithms, Connectivity based clustering, centroid-based clustering, clustering
model most closely related to statistics is based on distribution models, cluster
validation, density-based clustering, KNN/profile similarity, collaborative filtering,
content-based filtering, hybrid recommender systems, mobile recommender systems,
cross-sectional analysis, similarities in particular data types or settings, concentration in
similar settings by particular demographics, and other similarity analysis calculators and
aggregators. These settings can then be recommended to the user or can be automatically
added to the profile. Recommender systems can the user the analyzed data to generate

the custom recommendations for settings to users’ profiles.

[00167] Figure 16A describes an ecosystem where an APP 104 in conjunction

with a vehicle API 130 may work together to make assumptions, make decisions and
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take actions 2200. API and APP code together can be arranged in such a fashion that
creates an assumption and reasoning logic module 2216. This Assumption and reasoning
logic module can take inputs from various systems and data streams including but not
limited to GPS 2206, calendars 2208, traffic conditions 2204, local news 2202, past data
of user behavior and interaction 2210, vehicle diagnostics 1926, user preferences 2214,
user login profiles 506, environmental interpretations by sensors 2212, marketing deals
2224 among others. These inputs can be local and physical or remote and abstract via a
network. The assumption and reasoning logic module 2216 compiles data from these

sources to invoke decisions and actions on a decision and action engine 2218.

[00168] This decision and action engine 2218 has the ability to execute on what
the assumption and reasoning logic module has determined needs to be done. The
decision and action engine has the ability to produce alerts, both local, on screen,
audibly, visually or remotely on a remote display device 210a-¢e using a data network.
The decision and action engine 2218 also has the ability to change vehicle controls
automatically on behalf of a user without user action based on assumptions made by the
assumption and reasoning logic module 2216. Additionally, the decision and action
engine has the ability to request a decision from the user preemptively in order to change

vehicle controls.

[00169] This may be achieved locally or remotely requiring input from a user to
proceed. For instance, the assumption and reasoning logic engine has determined that the
user may want to have his or her car automatically started at 7:55 am because the user
typically starts the car at 8§ am. Starting the car at five minutes early will allow the system
to heat the vehicle to the user’s typical liking. However, the assumption and reasoning
logic may have only reached a level of confidence of 75% where 80% confidence is
required to act without user input. Thus, the system, being only 75% sure that the car
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should be turned on will automatically send the user an alert requesting a decision on
whether or not to turn the vehicle on. Once the user 121 provides an decision remotely
on their remote device 210a, the decision engine 2218 updates the assumption module
2216 so that it can augment it’s assumptions for an updated level of confidence on the
next action trigger. These actions by the user automatically and continually update the
assumption and reasoning logic module 2216 in order to fine tune the level of confidence

on acting without user input and learn the user’s behavior for future decisions.

[00170] Figure 16B describes how one of many types of inputs into an
assumption and reasoning logic module 2216 can be compiled over time. Although
inputs can come from many sources, this particular example focuses on input into the
assumption and reasoning logic module 2216 from past data originating and triggered by
user behavior in order for module 2216 to learn. Past actions 2210 are logged into a
database either locally on the vehicle computer or remotely which are fed into to module
2216. In this example, data about when the user’s actions are stored, along with unique

identifiers that will allow assumptions to be made in the future.

[00171] These identifiers include times, dates, rates, capacities, temperatures,
frequency, degrees, distance, etc. In this example, the system has been keeping track of
when the user has been starting his or her engine in the morning on weekday sand
weekends. The system harvests all data points associated with given events. These data
points 2210 are purely mined data points and no assumptions or reasoning occurs at this
point. This data will be used by the assumption and reasoning logic 2216 to determine

future actions.

[00172] Figure 16C describes one example of what an assumption and reasoning
logic module 2216 may produce using the data points collected on an ongoing basis in

Figure 16B. Over time, using inputs that are continually harvested by a user’s action,
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assumptions are made and refined to aid in making decisions for a user in advance or
behalf. Module 2216 has taken the inputs provided by 2210 past data and behavior to
determine that before a decision can be made, the user’s local or network-stored calendar
should be polled to determine how the user’s schedule might impact the system’s
pending actions. For instance, if the system had determined that the user typically starts
his vehicle at 8am but the user’s calendar shows a meeting at 730am located at a location
that does not match the current location, the vehicle may assume that the car should be
started at 725. They system will determine its level of confidence of the decision and

may poll the user for a decision.

[00173] The system, by using prior data points has stored assumptions based on
conditions, the day it is, the temperature of the environment and historical events, that
the user will most likely start the vehicle’s engine between 803am and 805am, and if the
temperature is in the 30s inside the vehicle, the user will most likely set the interior
temperature to between 70 and 80 degrees, it is not likely that the user will use the are
conditioning unit, if there is ice on the windshield, the user will most likely defrost the
windshield for 7 minutes before departure, the user usually drives between 15 and 18
miles at this time of day, the user typically starts the vehicle again in the afternoon
between 505pm and 510pm, if the temperature is in the mid 70s, the user usually
activates the AC and sets the temperature to 65 degrees, typical weekend behavior, the
user typically makes frequents stops, does not have a set time the vehicle is started, uses
certain APPs at certain times and has a history of certain destinations as recorded by

GPS.

[00174] Figure 16D describes an example list of decision the decision and action
engine 2218 may take based on information provided by the assumption and reasoning
logic module 2216 and sets of assumptions created. The decision and action engine 2218
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will attempt, using a degree of confidence to anticipate what the user will want to do in
terms of engine start and stop, location destinations, preferences of temperature, driving
habits and poll vehicle capacities to ensure the intended path the user usually takes is
attainable. For example, the user usually drives a distance in the morning at a certain
time, however, the vehicle’s fuel supply will not allow for that distance to be traveled.
Thus, the decision and action engine polls the user as a reminder that the user should

begin their intended travel sooner than usual to allow for refueling time.

[00175] In one embodiment, at a remote location, a user is able to access a user
interface for an application, which provides users access to user accounts. A user
account can be for a user and the user can add one or more vehicles, objects, data or
appliances for remote reporting, viewing and control. In one embodiment, a user is an
owner or user of a vehicle. The user can register the vehicle with a remote service.

[00176] The remote service can be accessed over the Internet, such as via a
website or application of a portable device. The remote service can provide a multitude
of cloud services for the user, such as remote control features, remote viewing services,
remote alarm controls, remote camera activation, remote audio/video recording of the
vehicle (i.e., areas around the vehicle and inside the vehicle). In one embodiment, the
vehicle is able to connect to the Internet (e.g., when the vehicle engine is off, on, and/or
is occupied or un-occupied) to allow a user, via a remote cloud service, to access features
of the vehicle. The vehicle can be accessed when running, when parked, when stopped,
when moving, etc. The vehicle and its audio recording devices and video cameras can be
accessed from remote locations, to allow users to remotely communicate with the vehicle
or with people riding or residing inside the vehicle.

[00177] The remote communication can also allow a person to communicate

remotely with people standing outside (or inside) of a vehicle. For instance, if a user is
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accessing his or her vehicle from a remote location, cameras installed in and/or on the
vehicle allow the remote user to see a person standing proximate to the vehicle. The
remote user can then communicate with a person standing proximate to the vehicle using

microphones and speakers of the vehicle.

[00178] In some embodiments described herein, vehicles, structures and objects
may include circuitry and communication logic to enable communication with a cloud

processing system over the Internet.

[00179] In one embodiment, the services provided by the electronic systems of a
vehicle can include services that access the various components or subsystems of a
vehicle, such as door locks, service histories, user profiles, audio settings, entertainment
settings, mapping functions, communications systems, telecommunication
synchronization systems, speakers, heating and cooling functions, auto-engine start/shut-
off remotely via smart devices, remote heating/cooling initiation, remote face-to-face
conferencing, etc. The electronic systems within a vehicle can also provide a user
interface, such as a graphical user interface. The graphical user interface can include a

plurality of buttons, controls and transceivers to receive input from a user.

[00180] The input from a user can also be provided by voice input, facial
recognition, eye-retina scans, fingerprint scans, a combination of biometrics, or via a
capacitive or regular touchscreen contained or displayed within the vehicle, the vehicle’s

glass, doors, dashboard, etc.

[00181] In one embodiment, vehicles can maintain information regarding where
they are, where they are heading and their destination maintained which is maintained by
GPS and navigation systems on board. The information collected and maintained by

every vehicle may be mutually exclusive, meaning that only each individual vehicle is
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aware of its own heading, rate of speed and current location. This information, in one
embodiment is crowd sourced and/or crowd shared/consumed for use in for accident
avoidance or other communication. By networking vehicles within a certain radius
together, all individually location-aware vehicles become aware of all other vehicles in
their sphere of influence. Vehicles may network with vehicles in their range using
wireless communication systems such as but not limited to Wi-Fi, Wi-Gig LTE, cellular,

radio, near field communication or other methods.

[00182] In one embodiment, the communications of the vehicle and electronics
of the vehicle will enable direct communication with a user of the vehicle. The user of
the vehicle can include, for instance, the owner of the vehicle, a driver of the vehicle, or
any third party having access to the vehicle (either to drive the vehicle, to monitor the

vehicle remotely, etc.)

[00183] The access to the data can also be encrypted to prevent unauthorized
access to the data. GPS and mapping services can also be in communication with the
cloud processing 120 provide data concerning the locations of the vehicles and activities
that occurred to the vehicles when at particular locations. The cloud processing 120 can
be access by the vehicles themselves using their electronics and communications, via

mobile devices, from home, from work, etc.

[00184] In some embodiments, the vehicles may establish peer-to-peer links to
facilitate fast transfer of data. In other embodiments, vehicles may link to each other
using pairing algorithms that allow the vehicles to exchange data using Wil¥i, Bluetooth,

near field communication (NFC), or some other short range communication protocol.

[00185] A user’s APP homepage may also include dynamically updating sections

in which the most important information at a given time may be displayed or surfaced to
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a user. If a user has parked in a certain parking area, he or she may want to monitor
metrics related to incidents that may have occurred to his or her vehicle, vehicles around
his or her vehicle, any dynamically received alerts, as well as precaution levels.
Additionally, a user may choose to configure his or her APP homepage to display the

most pertinent audio and video feeds to their needs.

[00186] In one embodiment, the vehicles can communicate directly with each
other via a temporary pairing process. The temporary pairing process can be
automatically enabled when vehicles become too close to each other, for example. When
this happens, local communication between the vehicles, such as a peer-to-peer
connection, Wi-Fi connection, NFC connection, or Bluetooth connection can be
established to enable the vehicles to share information concerning their proximity to one

another.

[00187] This local communication will enable one or both vehicles to take
correction actions or alert a driver to change course or trigger automatic collision
prevention measures (e.g., more aggressive notifications to one or both operators, slow
the speed of one or more vehicles, change the driving direction of one or more vehicles,
etc.). Once the close proximity communication occurs and some corrective action is
made, the data regarding the occurrence and the actions taken can be communicated to
the cloud system for storage. The information can then be viewed by a registered user
having access to an account for the vehicle(s).

[00188] Figures 17-30B define methods and systems for assigning advisor
accounts for accessing data regarding the vehicle, and also describe the use of electronic
keys (e-keys), in accordance with several embodiments.

[00189] In one embodiment, users of vehicles may wish to provide advisors with
access to select data associated with a vehicle. For example, a vehicle owner may decide
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to make a user account for an advisor. The advisor, in one embodiment, can be any
person or entity. The advisor, in one embodiment, may be a service person, a dealership
service department, a mechanic, an auto shop, a consultant that provides auto advice, or a
fiend of the vehicle owner. In one embodiment, an owner of a vehicle can define
particular aspects of the vehicle data, as being available for providing or sharing with an
advisor. The aspects can include, for example, maintenance type information or vehicle
status.

[00190] Other aspects can include, without limitation, engine indicator data, tire
status, tire air pressure, oil level, transmission fluid level, oil grade level, electric vehicle
battery status, battery charge level, battery faults, temperature over heating data, service
date expiration, mileage data, next service time, coolant level or status, transmission
faults, air filter state, wiper change/status, brake pads, brake fluid, tire rotation, remote
diagnostics requests, history data, etc. In one embodiment, a user of a vehicle can define
or establish an advisory account, which will be provided with limited or select access to
specific vehicle data, so that the advisor can process the data and provide
recommendations to the user.

[00191] For instance, certain vehicle data can include data that is not personal or
sensitive. The vehicle data can then be used by the advisor to process the data, examine
the data, and based on some expertise or knowledge, the advisor can provide some
recommendation to the user. The recommendation can include, for example, notifying
the user that the vehicle needs some service or action. The recommendation can include,
for example, sending the user information regarding the recommendation and suggesting
available times, dates, etc., to allow scheduling of an appointment.

[00192] In one embodiment, the communication from the advisor can be in the

form of an email, a notification, a phone call, a text message, or combinations thereof.
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The communications can include, for example, icons, links or graphics to allow the user
to accept a schedule time for brining in the vehicle for service. In one embodiment,
when the engine light comes on, the advisor is notified, and the advisor can contact the
user to tell the user that the engine light is critical or not, and the advisor can be allowed
to do remote diagnostics to better define the significance of the engine light warning.
The advisor can then provide more informed advice to the user. In one embodiment, the
advisor account is limited to the predefined data that the user wishes to provide access to.

[00193] In one embodiment, when the advisor is given an advisor account by a
user, the advisor may be provided with an email, link, phone number, text, message, etc.,
which will allow the advisor to login to an advisor portal of cloud processing. The
advisor portal will provide the user with a website that shows the current vehicle status
for each of the vehicles that the advisor is monitoring or for which the advisor was
provided an advisor account.

[00194] The advisor portal will allow the advisor to set logic or rules to be
alerted when certain types of important data is received for particular vehicles. For
instance, if the advisor is monitoring a plurality of vehicles, the advisor may wish to
know when particular vehicles see a particular type of fault or error, which may be
important enough for the advisor to handle immediately. The advisor may see that a
certain user’s car is running too hot, the advisor may be notified or alerted so that the
advisor can contact the user of the monitored vehicle. The advisor can execute or cause
to execute remote monitoring procedures to query the vehicle to see what other condition
are, so that a proper recommendation can be provided.

[00195] In one embodiment, the user can add a mechanic or auto repair shop and
assign them an adviser account. The adviser account would get access to specific

vehicles (that pre-allow access), and the user can define specific vehicle data for which
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access or privileges are provided. For instance, as a user drives around, the car may
detect a fault, and the adviser may get a message or notification regarding the fault. The
adviser can then communicate with the user to provide his/her technical advice,
recommend actions to take, recommend to come in for service, or the advisor can pre-
order a part needed for the service, or notify the user that a part of the vehicle is defective
or is on recall.

[00196] The adviser account can be defined for auto dealers, mechanics, service
stations, persons having vehicle knowledge or expertise, etc. Dealers that provide
service (e.g., service departments) can receive selected notifications regarding the vehicle
health, and based on the degree of seriousness, the dealer/service center can ask you to
bring the car in. Currently, dealers rely on users to notify them when warning lights go
off. If the problem is serious, and the driver ignores the warning lights the car can get
damaged. In one embodiment, these methods/systems provide ways to share specific
vehicle maintenance data with select entities. The reporting by the car can be saved to a
log/database of events that are reported, and the adviser/dealer can reply to the notices to
communicate instructions or recommendations.

[00197] Figure 17 illustrates a block diagram of a process where a vehicle (CAR-
A) is associated with vehicle data, settings and control 500, and the vehicle is connected
or connectable with the Internet and cloud services 120. In one embodiment, the vehicle
can produce a plurality of types of data, such as vehicle status, vehicle service, vehicle
location, vehicle users, and vehicle control, etc. The type of data that a vehicle produces
can essentially be limitless, and will depend on the type of vehicle, activity of vehicle,
the types of users, the location of the vehicle, features the vehicle, use of the vehicle, etc.

Additionally, various aspects of the vehicle can be controlled remotely via the Internet,

VOLTP018.5.C2_APP/ASP 62 Patent Application

Ex. 1001 Page 62 of 128
Kia Ex. 1016, Page 62 of 128



and through cloud services 120 in response to control systems, algorithms, methods,
circuits, and the like.

[00198] In one embodiment, cloud services 120 can include a customer account
database that includes a plurality of customers. Customers may be customers that have
registered with a service that manages or provide access to features of a vehicle. The
service may be a separate company from a dealer, or it may be a dealership, it may be a
car service center, a private service, a friend, or an Internet service, etc. In one example,
the customer database has is a plurality of customers that have registered with the service
to enable issuance and management of user accounts for their vehicles that have been
registered with the service(s).

[00199] In this example, the customers include customer A, customer B,
customer C ...customer N. In one embodiment, each customer may register one or
more vehicles for the service. For example, customer A is shown to have two vehicles
502 (CAR-A and CAR-B). For CAR-A, the customer may have user accounts 504.
The user accounts 504 can include different types of accounts. One such account can be
those associated with drivers that may be driving the vehicle. The drivers will each have
different roles, that defined the type of user and associated privileges. FFor example, one
user may be administrator (admin), wherein administrators are usually the owners, the
person that leased the vehicle, or a person that has some control over the vehicle. In
other embodiments, the administrator may be the dealership for the service provider.

[00200] Other users can be assigned as drivers, such as teenagers of the family,
valet drivers, guest drivers, etc. Each of these drivers can be associated with their own
user account, which provides specific privileges (use capabilities, restrictions, limits,
parameters, etc.). In another embodiment, user accounts viewed as advisors 506 can also

be created. As noted above, advisor accounts are those that provide third parties with
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access to the vehicle or access to data about the vehicle. Such parties can include
dealerships, mechanics, service people, personal advisors, friends, etc. Each advisor
account can be assigned a different role, which is linked to a level of privilege. The more
privileges that are provided to an advisor account, the more data that the advisor can
receive, access, or control.

[00201] In one embodiment, if the dealer is an advisor having an advisor
accounts, the owner the vehicle can define the level of privileges provided to the
dealership. The level of privileges can identify what aspects of the car the user wishes to
allow the dealership to know or be made aware of. For instance, the advisor account can
set that the vehicle will automatically provide certain data to the dealership. Such data
can include the status of the vehicle, engine light data, health information about the
vehicle, malfunctions of the vehicle, service information of the vehicle, etc. However,
because the advisor account can be specifically tailored to only provide certain
information and privileges to the dealer, the owner or admin of the vehicle can define the
specific advisor accounts to share only certain sub-sets of information.

[00202] For example, certain information that would likely not be shared can
include, location of the vehicle, history of routs of the vehicle, radio station data, Internet
communications, camera data, voice data, or other information that may be private or
sensitive to the user. Of course, this information can be shared if desired. In essence, the
advisor account can be defined to provide only the information that the user wishes to
share with that specific advisor. This allows for information sharing about the vehicle to
be spliced down to the specific feature and data and the specific recipient of the data via
the advisor account.

[00203] Thus, the information can be parsed to various advisors, by defining

multiple advisor accounts. For instance, the user can define an advisor account for a tire
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dealership and a separate advisor account for an oil changing service station (e.g., for the
same vehicle). The vehicle can then automatically transmit data to the service provider,
or cloud services, which can then allow the entities associated with the advisor counts to
see the data coming from the vehicle or posted by the vehicle to a website. The operators
of the services for which the advisor accounts were assigned can then communicate with
the user and provide advice regarding the operation of the vehicle, information about
updates, warnings, service scheduling, or provide for remote access to the vehicle
diagnostics and make changes when necessary.

[00204] Therefore, by providing this level of detail to specific advisor accounts,
the user can predefine what type of data will be shared with the advisor accounts while
not sharing data that is sensitive to the user, administrator, owner, or proprietor of the
vehicle.

[00205] In one embodiment, cloud services 120 will be defined by a plurality of
servers, storage, dash-board data websites, graphical user interface APIs, processors, user
interfaces, and the like. The configuration of services offered via cloud services 120 can
depend on the service provider. As noted above, the service providers can include any
number of entities. Entities can include car dealerships, service providers, mechanics,
private entities, individuals, etc.

[00206] In one embodiment, the service provider operating a cloud service 120
can include a vehicle interface 508. Vehicle interface 508 is logic that will enable cloud
services 120 to communicate with the electronics and software with specific vehicles.
Different vehicles have different APIs, systems, software, firmware, etc., and the vehicle
interface 508 can facilitate the handshake between cloud services 120 and a specific
vehicles. Vehicle interface 508 can include database 512 for vehicle data. Additionally,

the vehicle interface file a can include or have contact with vehicle control logic 510,
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which manages the interfacing with the specific vehicles. For example, if one vehicle
type requires a specific algorithm, packet structure, API, etc., the vehicle interface 508
will utilize that communication protocol.

[00207] Vehicle control logic 510 can further provide the APIs and commands
that are necessary to provide or obtain information associated with the vehicle. The
information can requests for data from the vehicle, and can include instructions to the
vehicle to perform certain executable tasks. Executable tasks can include, for example,
running diagnostics, testing component parts or functions, communicating with
occupants of the vehicle, etc. Cloud services 120 can also include logic for managing
privileges 514, which can interface with user account settings 516 and can also manage
the access and notification requirements or privileges 518.

[00208] Accordingly, each of the customer accounts can include a plurality user
accounts, and each of the user accounts can be associated with specific user account
settings that define the privileges for that account, whether it be a driver account or an
advisor account.

[00209] Figure 18 illustrates an example a vehicle being associated with advisor
accounts 506 and driver accounts 520. Advisor accounts 506 can include, for example a
dealership, a mechanic, and other entities that will have restricted access to data of the
vehicle or specific suites of information regarding the vehicle and/or access to
communicate or control features functions or parts of the vehicle from a remote location.

[00210] The drivers 520 can also include a plurality of drivers, which may have
predefined access to the vehicle. Some accounts can also be associated with temporary
drivers, such as valets, mechanics, service people, friends, etc. In one embodiment, the
driver can place the car in the valet account mode when the vehicle is provided to a valet

for parking. In the valet mode, the vehicle will have restricted use parameters, and will
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also provide for reporting back to the user in case violations occur in accordance with the
predefined privileges assigned to a valet. Examples of violation can include, driving too
fast, driving out of an area, accelerating too fast, stopping too fast, parking too close to a
structure or other vehicle, coming in contact with a structure or another vehicle,
slamming the door, turning on the radio, changing personal user settings such as seats
and mirrors, etc.

[00211] Cloud services 120 can therefore assign the advisor accounts and the
driver accounts accordingly and manage the privileges associated with those accounts.
The cloud services will also enable efficient communication with the vehicle to provide
and place/set the various accounts at different times.

[00212] Figure 19 illustrates an example of a computing device, which may have
a plurality of user interface icons for assigning new driver accounts 532, or advisor
accounts 538, in accordance with one embodiment of the present invention. Using Add
driver account 532, the user can defined the roles of the driver 534. The roles of the
driver can also include a set of privileges 536. For example, the driver account can be
for a teenager and the role can be set to limit the speed, or provide notifications when the
teenager has driven the car beyond a particular area or geographic location.

[00213] The privileges can also moderate access to the speed of the vehicle, and
used during specific periods of time. For setting an advisor account, the user can set
advisor account and defined the roles 540, and set the privileges 542. The diagrams on
device 530, maybe part of a user interface that includes icons and buttons that allow the
user to select, edit and add accounts, or management of the accounts that the previously
set.

[00214] Accessing the accounts that have been previously set can also allow

access to the history database. The history database can include information regarding
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the use of the vehicle when the vehicle was controlled under a specific user account, or
the types of actions taken by an advisor via an advisor account. Access to these user
interfaces can also be through a website provided by the service provider. The website
can provide access to the user by user name and password, or other credentials. This
access will therefore be tied to a user account. The user account can include identifying
information of the user, the vehicle, privileges, encryption keys, etc. The user, upon
access, can view the historical use of the vehicle, assign new accounts, revoke accounts,
remove accounts, store historical information, and communicate with holders of the
accounts.

[00215] For instance, the user can log in to website and communicate with their
advisors if advisers had left a message for the user/owner of the vehicle. In one case, the
advisor account of a dealership may have left a message for the owner indicating that the
engine light is on and the vehicle must not be driven due to a recall. Via the website, the
dealership may propose certain dates for the service or an appointment to have the
vehicle picked up or serviced. These messages may also be transferred to the users
mobile device, and urgent communications can be sent by e-mail, text, notification,
phone calls, voice messages, or any combination thereof.

[00216] Figure 20 illustrates an example of an advisor account 550, where the
user has selected the type of user for that advisor account 552, in accordance with one
embodiment of the present invention. In this example, the user may select the type of
advisor account to be for a mechanic, a dealer, a service station, service center, a dealer
in sales, a third party, etc. For this illustration, the advisor accounts 550 is for a
mechanic, and the user can defined the role 554 of the advisor account when mechanic.
The mechanic may be given access to specific features of the car but not access to other

features of the car. The features can be associate with different levels of privileges, and
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the user can use selection buttons, icons, tick boxes, radio buttons, touch screens,
keyboards, etc., to select some or all or none of the specific privileges for each of the
types of functions or actions or data that may be accessible or usable by the mechanic
using advisor account 550.

[00217] For illustration, the roles 554 can define access the various features, for
example engine light, oil level or pressure, battery status, electric powertrain, phone lists,
temperature, cooling system, charging system, radio settings, entertainment settings, geo-
location data, historical data, advisers history, etc. This listing of features or information
regarding the vehicle is only exemplary, and should be understood that more features can
be accessible depending on the type of vehicle and the type of features provided by the
vehicle. Additionally, the advisor account can be associated with specific ones of the
features and for each feature that is associated with the advisor account, the levels of
privileges can also be defined.

[00218] Figure 21 illustrates an example where a user having an advisor accounts
can communicate with an advisor application to receive advisor data regarding the
vehicle. The advisor data is data that is provided by the advisors in response to the
advisor receiving data from the vehicle. The data from the vehicle, in one embodiment, is
automatically sent by the vehicle over the Internet/cloud services 120. As discussed
above, the type of data sent to cloud services from the vehicle will depend on the advisor
account and the privileges for the specific features and/or control provided to the advisor
user. As shown, advisor data 559 is transferred to cloud services 120. Cloud services
will receive the advisor data 560, and it will process the advisor data using advisor logic
562.

[00219] In one example, the advisor logic 562 will include programs that will

define what will happen to the data that is received. Some of the received data will be
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processed to generate recommendations, some data will be processed and added to a log,
some data will be send and processed to automatically notify the vehicle owner about a
vehicle event. Certain of the data will produce or require that action items be reported to
the advisor. Advisors will receive data 566 from the vehicles that were assigned to the
advisors, and in return the advisors can provide feedback to the vehicle owners.

[00220] In some embodiments, an advisor will have advisory accounts from
many vehicles (such as a dealership advisor), and the dealership can provide feedback to
the different vehicle owners. Advisor responses and advisor feedback is then forwarded
to the user in operation 568. This forwarding of the advice can include automatically
generated notifications, messages, or custom notifications as feedback based on the
advisor data 559 received from the vehicle over time or for one event. The vehicle
owner or user will then receive advice 570 from the advisor account reporting back to the
user, based on the data provided by the vehicle automatically, based on the advisor
accounts.

[00221] Figure 22 illustrates an example of various vehicles in communication
with cloud services 120. Cloud services 120 is also in communication with vehicle users
586 and advisors 588. The type of information received from vehicles can include any
number of metrics associated with features, functions, parts, operation, etc. For purposes
of example only, some system features can include engine oil, tire rotation, tire health,
oil filter, battery, brake pads, wipers, coolant, transmission fluid, air filter, remote
diagnostics, etc. Cloud services can include a number of operations and systems and
programs that operate on the data, notify vehicle owners, receive data from vehicles, hold
and exchange data between advisors and vehicle owners, etc. In one example, cloud
services can include an operation where a database storage vehicle state data 574 is

managed.
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[00222] Additional data can include advisors settings and user defined settings
576. Also included are privileged verification modules 578 which assign privileges to
the various user accounts and manage enforcement of the privileges defined by the users
for each of the various accounts.

[00223] Advisor account logic 580 is also provided, which allows advisors the
custom defined what programs, actions, or operation will take place either automatically
or require notification to the advisor when vehicle data is received from vehicles placed
in their advisor care. The advisor account logic 580 can also provide access to the
advisors via website, which allows advisors to view, access, communicate, adjust,
control, and interface with features that were provided by the user in the privileges for
that advisor account.

[00224] The advisors not having access to certain features, as defined by the
advisor account will not be allowed access via the website and the advisor account logic
580 will restrict that access. Advisor notification logic 582 is also provided, which
provides for communication modules that will interface between the user, the vehicle,
and the advisor. The communication modules can also include interfaces for
communicating with users via third-party applications, such as e-mails, notifications,
social media, text, web applications, and general messages.

[00225] Advisors module 584 is also provided, which provides for
management of the advisor accounts, creation of advisor accounts, management of
advisor feedback logic, and historically tracking actions taken or not taken by advisors
using the advisor accounts 584 on specific vehicles.

[00226] Figure 23 illustrates an example where a plurality of vehicles 586
exchange advisor account data 590 with cloud services 120. Cloud services 120 will

then communicate with the various advisors 588. The advisors and be an auto shop, such
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as Roy’s Auto, a dealership, a car care service, etc. The various owners of the vehicles
can therefore define specific advisor accounts for different types of features, functions, or
parts of the vehicle. Data seen from the advisors 588 is therefore provided as advisor
feedback to the users 592. The advisor feedback can include recommendations for
service, scheduling of appointments, providing advice, providing remote diagnostics,
providing messages and notifications to the users that assigned the advisor accounts. The
communications, messages, notifications from the advisors will then be sent back to the
vehicle users 586.

[00227] Accordingly, data is passively sent from the vehicles to cloud services
120 as the advisor account data 590, and only specific data is sent to the specific advisor
accounts. The advisor accounts will receive only that data identified by the privileges set
in the advisor accounts assigned to them by the vehicle users. The vehicle users will then
receive information back from the advisors, as set by the owners/admins of the vehicles.
Some owners/admins may only use one advisor account for a limited feature, such as oil
changes, and no more. This is possible as well as the other extreme where many advisor
accounts are set up for different parts or same parts of the vehicle.

[00228] Figure 24 illustrates an example of an advisor portal 600. The advisor
portal 600 may be a website provided to an advisor that has been provided an advisor
account by a vehicle owner Bob 604, which is a customer 602. Bob may have various
cars set up with advisor accounts with the same advisor. For the specific cars that Bob
has assigned to this advisor, the advisor can view specific information regarding the car
and can provide communications back to Bob regarding the car. In this example, the
advisor can view current vehicle status 606, vehicle faults 608, warning lights 610,
recommended actions 612, and can interface with the information via graphical user

interfaces to expose more data if privileges were provided. The advisor can also provide
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specific communications to the vehicle owner Bob. A note to Bob 614 can be generated
to notify Bob that his car is low on oil and recommends a service. Bob can also be
notified that the warning light is on and can provide a recommended/appointment date
and time 616. The message can also be sent to Bob regarding his brakes, along with a
recommended scheduling time 618.

[00229] Cloud services 120 can then communicate the advisors responses to
Bob, and the car can communicate car data back to cloud services 120. In this manner,
information that is traditionally only stored in the vehicle and accessible when the
vehicle is taken in for service can now be automatically transferred to those advisors that
have knowledge about the vehicle and can provide feedback in substantial real-time.

[00230] Figure 25 illustrates an example where Bob utilizes cloud services 120
to assign multiple and different advisor accounts for the same vehicle. In this example,
an adviser account has been set up for an oil service station 620. Advisor account has
been set up for a tire shop 622. And advisor account has been set up for a dealer 624.
Because advisor accounts can be set up for specific parts or functions of vehicle, is
possible to assign specific advisor accounts for specific functions of the vehicle, while
excluding other functions. The advisor account for the oil service station will not have
access to the tire information of the vehicle. In this example, the tire shop will likewise
not have access to the oil service information of the vehicle. Cloud services 120 will
manage sending only the information that relates to that specific advisor account to their
advisor accounts, and in accordance with the privileges. Advisor accounts are assignable
626 to different entities for different categories of vehicle modes, vehicle parts, vehicle
conditions, vehicle states, etc.

[00231] Figure 26 illustrates an example where the vehicle owner Bob has

assigned advisor account to a valet, in accordance with one embodiment of the present
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invention. Using cloud services 120, Bob can utilize his mobile device to assign on the
spot an advisor account to the valet, who will utilize his or her mobile device to access
the vehicle. It is example, the advisor account is able to transfer electronic keys (e-keys)
to the valet for use via his mobile device. In operation 628, Bob assigns a temporary
advisor account to the valet. In operation 630, the account will provide the valet with
access the vehicle, such as for unlocking/locking and turning on the vehicle. In this
example, metadata sets the level of privileges for the vehicle during the use of the
electronic keys.

[00232] Figure 27 illustrates an example where electronic keys are assigned to an
advisor account. In operation 632, that entity that is to receive an advisor account is
identified. The identification of the entities can be by way of sending an entity e-mail, a
text message, a notification, a near field communication (NFC) signal, a bump signal, a
Bluetooth signal, a Willi signal, or some electronic transfer signal or signals. In
operation 634, the privileges are set for the advisor account, where specific vehicle
aspects are enabled for the vehicle.

[00233] Information regarding data reporting can be set, remote access privileges
can be set, local access can be set for using the vehicle (such as starting the vehicle
opening the vehicle, locking the vehicle, unlocking the vehicle, restricting speeds,
restricting distances, etc.). In operation 636, the advisor account is generated. The
advisor account is then sent to the target recipient in operation 638. Sending the advisor
account to enable use of the vehicle, in one embodiment includes sending encrypted e-
keys to the recipient.

[00234] The target recipients can be the person to which the advisor account is
being set. For example, the advisor account can be for a mechanic, a dealership, a

service station, a valet attendant, a person, a corporation, and entity, etc. In the case of
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the valet, the advisor account can be sent to the recipient user or person working at the
valet station. The valet account will then be received operation 639. The valet account
will provide access 640 to the vehicle. As noted above, the access may include
unlocking the vehicle, enabling starting of the vehicle, locking the vehicle, etc. This will
allow the valet to drive the vehicle for the restricted privileges set by the valet account
642. During the use of the valet accounts, the vehicle will maintain a history of the use
of the vehicle and will provide reports or save the information to a log on a server or on
the vehicle. In one embodiment, the vehicle can provide reporting 644 regarding any
potential damage to the vehicle while it was under the care of the valet.

[00235] In some embodiments, the valet account can be set using the vehicle
electronics. For example, the user can go to a screen of the vehicle, select the type of
account which will enable use of the vehicle under those privileges for a period of time.

[00236] Figure 28 illustrates an example of the assignment of electronic keys
(e-keys) by Bob to a valet. In this example, Bob utilizes his smart phone 652 to transfer
electronic key 652 the valet’s device 651. The valet’s device 651 is the recipient of the
electronic keys. In one embodiment, the electronic keys transferred by Bob are sent to
the valet by way of cloud services 120. For example, Bob can request that keys be sent
to the valet, and the request is sent to the server operating in cloud services 120. The
request can include information regarding the privileges, limitations, and/or metadata
associated with the request for the electronic keys that are to be sent to the valet. The
valet can then use the electronic Keys to use the vehicle in accordance with the
privileges set by the requesting user (Bob).

[00237] In this example, cloud services can maintain information regarding the
monitored use of the vehicle during the assignment of the electronic keys to the valet. A

history can be regarding the use. The history can include vehicle functionality, vehicle
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use, as well as occupant information such as camera data, audio data, exterior conditions,
camera conditions exterior to the vehicle, breach violations, attempted thefts, actual theft,
damage data, etc. while the account is active. The issuing user can also request that the
account be deactivated, deleted, or turned off at any time. Reporting regarding the use of
the vehicle can also be managed by cloud services which will inform Bob of any activity
or specific activity about the vehicle while the valet utilizes the vehicle using the e-keys
assigned to the valet. The assignment of the electronic keys can also have an expiration
time, time frame, and an expiration time or date or combinations thereof.

[00238] Figure 29 illustrates an example where an owner of the vehicle Bob, is
able to assign electronic keys (e-keys) 650 to any number of users. The keys can be
assigned to users with various privilege settings. Additionally, the electronic keys can be
sent to users that are remote from the user. For example, if Bob left his car at home,
while at work Bob can e-mail, text, message, or send electronic keys to a person that may
need access to the vehicle that is remote from Bob. The user (e.g., Bob) can be at a
location remote from the vehicle or can be standing next the vehicle or be in the vehicle
when assignment of electronics is made. In one embodiment, the electronic keys can be
assigned to a number of users, where the privileges are different for the same. The
electronic keys for each user can be associated with a different expiration time and
privilege priority level.

[00239] Each e-key, in one embodiment, will include a unique access code or
substantially unique access code. The unique access code can be generated by a server,
such as cloud services 120. In other embodiments, the access code can be generated by
the vehicle electronics/logic/programs or can be generated by a mobile device or other
computing system that is separate from a server. In other embodiments, the access codes

can be generated on a remote device from the server or on the server itself. The unique
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generation of access codes enables each electronic keyed to be different for each user
and each e-key can expire at any time set by a requesting user or can be canceled at any
time from a device having access to the Internet.

[00240] Thus, multiple e-keys can co-exist. In one embodiment, if more than
one person wishing to access or ride in the car has an e-key, one of the e-keys can open
and turn on the car. If a user with an e-key having higher levels of privileges is riding in
the car, the car can either automatically transfer to the higher level or ask for permission
to transfer privileges from higher level e-keys, even if the e-keys that first accessed the
vehicle were lower level in privilege setting.

[00241] Figures 30A and 30B are illustrative examples of having electronic
keys transferred to a guest that requires access to the vehicle. The electronic keys 650
can be transferred to the vehicle and verified by the vehicle or cloud services or both,
before access is given to the guest. The communication by the guest to the vehicle can be
performed using any number of wireless communications, such as radio communication,
Wi-Fi communication, Bluetooth communication, etc. The device of the guest, who is
the recipient of the electronic keys can be of any type of the device. Example devices can
include smart phones, tablet computers, computer glasses, wristwatch computers,
computer chips, thumb drive computers, or any other device having the capability of
storing data, processing data, and exchanging data either wirelessly or via some wired
connection.

[00242] Figures 26-35 illustrate methods and systems for assigning e-keys for
enabling access of a vehicle to a remote user, and related account privileges, as defined
in several exemplary embodiments.

[00243] In one embodiment, a user can assign an ad advisor account to any

individual. The Advisor account can be for any duration, and the duration can be set by
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the user. In one embodiment, the advisor account can be assigned to a guest driver of a
vehicle. The guest driver can be, for example, a friend, a known individual, a service
person, a valet person or valet service, etc. The creation of an advisor account can
therefore be for a short duration, or long duration, or permanently, or until the account is
canceled, stopped, revoked, expires, or eliminated by the person/user that issued or
created the advisor account. In one embodiment, the advisor account can act to provide
access to a vehicle.

[00244] In one embodiment, access can be by way of electronic keys (e.g., e-
keys), which can be sent by a vehicle owner/admin to some person or entity. For
example, the user-owner of the vehicle can assign a valet with access to the vehicle by
going on an application (App or website) on a computing device (e.g., mobile or non-
mobile device), identifying the recipient, identifying a mode for communicating with the
recipient (e.g., text, email, message, notification, etc.), selecting the advisor account
privileges (e.g., what type of access, speed limits, geographic restrictions, amount of time
the e-keys will be valid (or else expire)), and requesting that e-keys be sent to the
recipient.

[00245] Figure 31A illustrates an example where a user, John, utilizing his
mobile device 702, is able to communicate and send e-keys to another user (Bob). In this
example, the sending of e-keys will include the sending of the request to a server, which
may be operated by cloud services 120. At the server, the server will generate an access
code for the vehicle (car — B). The access code will then be encrypted by the server and
then sent as encrypted e-keys 722 to Bob's device 704. Bob's device 704 may be a
mobile device, such as a smart phone. The mobile device will include screen having

interfaces and icons, and the ability to receive messages, notifications, text messages, and
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e-mail. In one embodiment, a notification will be received by Bob indicating that John
has provided e-keys to Bob.

[00246] In figure 32, Bob utilizing his mobile device 704 will transfer the
encrypted e-keys 720 to the vehicle that belongs to John (car — B). In one embodiment,
the receipt of the encrypted e-keys 720 will also include code, logic, or program
instructions that will request that the device ID of Bob's device 704 should be transferred
to the vehicle along with the encrypted e-keys 720. At the vehicle, the vehicle will
receive the encrypted e-keys and the device ID of Bob's device 704. The vehicle will
hold a private key to unlock an un-encrypt the encrypted e-keys 720.

[00247] The encryption by the server of the-keys utilize a public key that is
associated with John's car, and held in or associated with an account managed for John.
In this manner, John's car, holding the private key in memory can decrypt the encrypted
e-keys 720. At the vehicle, the decrypted e-keys will be bound, associated, or paired
with the device ID that transferred the e-keys in operation 730.

[00248] Because Bob transferred the encrypted e-keys 720 to the vehicle, Bob's
device ID is associated with the encrypted e-keys that were transferred to the vehicle.
This will assure that future accesses using e-keys that are activated for the car — B will be
from the device 704 that received the e-keys from the owner. The target device that
receives the e-keys is the recipient device that is identified by the user that requested that
the e-keys be provided to the recipient. In operation 732, as mentioned above, the
vehicle private key is used to decrypt the e-keys to get access to an access code. The
access code is the code that will enable the e-keys to be activated e-keys 724. In
operation 734, the access code is bound to the device ID, as mentioned above. The

access code is then sent as activated e-keys 724 back to Bob's device 704. Bob's device
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704 can now access the vehicle in accordance with the privileges set by John, the owner
of the vehicle.

[00249] Figure 33 illustrates an example where Bob utilizes his device 704 to
activate, open, lock, turn on, unlock, John's vehicle (car — B). The access by Bob is
facilitated by the activated e-keys 724, which are used via device 704 having the device
ID that is paired or associated with the access code associated with the activated e-keys
724.

[00250] Figure 31B illustrates an example of operations that may be performed
by cloud services 120 when a request to send e-keys to a recipient is received. Cloud
services can receive the request 741. The request can include identification of the
recipient and the privileges defined by the requester for that issuance of e-keys to the
recipient and identification of the device that will receive the e-keys.

[00251] In one embodiment, the exact device that is to receive the e-keys is not
identified in advance, but only the communication modes to identify the user. For
example, the user may have multiple devices that can receive messages. The device that
actually receives the message and communicates with the vehicle will be the device that
will receive and be able to use the activated e-keys when the transaction to use the e-keys
is made with the vehicle. Once the e-keys are activated on one device, the e-keys cannot
be activated on other devices unless new e-keys are requested again.

[00252] In operation 742, the request is associated with the user account making
the request. The user account will be John's account, which will have predefined
information associated with the vehicles that John is able to assign e-keys for.
Additionally, the user account for John can also include templates that John can use to
assign e-keys with various privileges. Some templates can be assigned to teenage users,

spouses, mechanics, valet attendants, etc. In this manner, the user does not need to
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assign the specific individual privileges each time e-keys are assigned, but simply can
assign a template of a group of privileges for the specific assignment.

[00253] In operation 743, the server will generate a unique access code. The
unique access code can be generated by a number generator, and alphanumeric random
generator, in incremental number generator, or any other generation device that can
generate codes that are unique or substantially unique. In operation 744, the access code
is encrypted using the vehicles public key, which is held by the server. The public key
held by the server enables encryption of the access code and any associated metadata,
privileges, or communication data or codes, which will be sent to the recipient device for
accessing of the vehicle. In operation 745, the encrypted e-keys are sent to the recipient.
In this example, the encrypted e-keys 720 are sent to Bob and received by device 704.

[00254] Figure 34 illustrates examples of various assignments of e-keys 750 and
the generation of unique codes 752, as transactions between users and servers of cloud
service 120. In the example shown, various e-keys can be assigned by John to various
different parties. Fach e-key assignment can be associate with a different unique code
generated by the server. Each unique code can then be used to associate those e-keys
with the same vehicle, but assigned to different devices/people with different privileges.
The different e-keys having different access codes can then be encrypted and sent to the
user for access of the vehicle.

[00255] In other embodiments, the access codes are not encrypted and will
enable direct access to the vehicle when the e-keys are sent directly to a recipient. In that
embodiment, a user can send e-keys directly from one smart phone to another smart
phone or one device to another device without the need for server involvement.
Assignment of e-keys in this manner may have lower levels of security, but the

assignment of e-keys can still be associate with uniquely associated access codes. The
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unique access codes can be generated by the mobile devices using applications, and
expiration, cancellation or revoking of assignee-keys can be made or conducted via the
mobile device (or any computing device, including the electronics of the vehicle). In
some embodiments, the mobile device will communicate with the server and in other
embodiments no server communication will be needed.

[00256] Figure 35 illustrates an example where a request is sent by John via
device 702 to cloud services 120. Cloud services 120 can generate the unique access
code which is then encrypted in a message and sent as encrypted e-keys 720 to the
recipient, Bob, who receives it via device 704. The request sent by the requester can
include an action request. The action can be to send e-keys to Bob. The requester will
identify Bob's contact data, such as e-mail, text, notifications, messages, NFC, etc. and
can defined privileges for use. The duration that the e-keys will remain active can also
be set by the requester. Metadata defining the active state of the e-keys can also be
managed by the request, including deactivating codes or self-destructing access code
routines when violations occur.

[00257] In one example, the app on the user’s mobile device can request that a
message be sent to the recipient, so that the recipient can receive the e-keys and be
granted access to the vehicle. In one embodiment, the recipient may have a mobile
device or computing device (e.g., smartphone, tablet computer, laptop computer,
personal digital assistant, smartwatch, computer glasses, or the like), on which a
communication can be received that provides instructions for obtaining/validating/using
the e-keys. In one example, a message can be sent to the recipient, which may provide
instructions on how to activate the e-keys.

[00258] In one embodiment, the message may have a link to an application that

can be launched, which can be used to complete the activation and access with the
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vehicle. In another embodiment, a simple link can be sent, which when selected will link
the user to a webpage, which provides instructions for activating the access for the e-
keys.

[00259] In one embodiment, application or webpage can identify that e-keys
were sent to the individual recipient and will also identify the vehicle (e.g., brand, year,
model, color, license plate, or more or less data), may identify the restrictions, and may
identify the duration during which the e-keys will remain active. After the duration (or
earlier if the e-keys are cancelled by the user), the e-keys will discontinue to work. If,
for some reason, the recipient still needs access to the vehicle, the original message or
link can provide a method for allowing the user to request more time. The user (e.g.,
owner of the vehicle) can therefore, via the app or website, reactivate the e-keys.

[00260] In some embodiments, the e-keys when active will provide a graphical
user interface on the device of the recipient, which may allow access, such as icon
buttons to unlock, lock, start and stop the vehicle. The app can also send notifications to
the recipient, if for example, the user wishes to provide the recipient with more time or
less time. While the e-keys are active, in one embodiment, the vehicle can report back
activity of the vehicle, while under the care/use of the recipient. The user may have
access to audio input or cameras, to communicate with the driver/recipient. The vehicle
use history can also be saved to a server, such that the recipient’s use activity can be
audited, or viewed or accessed.

[00261] In one embodiment, the e-keys can be sent to any person, via a
communication message. The e-keys, in one embodiment, are sent to a user in a message
so that the recipient can get a graphical user interface that allows the recipient to activate
the e-keys and then open the car, turn on the car, drive the car, turn off the car, lock the

car, etc.
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[00262] For security purposes, e-keys are generated at a server, which may be
managed by a server to execute cloud services. The server may receive requests from
registered users who may wish to assign e-keys to some individual or entity. The request
is associated to the user account, as managed by the service. If the user has multiple
vehicles, the request may further include identification of the vehicle, such as CAR-A or
CAR-B, etc. At the server, the server is configured to execute the generation of access
codes for a particular request. The access codes can be uniquely generated by the server,
for each received request. In one embodiment, the access code format or form is set, so
that a vehicle knows what to expect and reject access codes that do not meet the format
or form. Once the access code is generated for the request, the access code is encrypted
using a public key of the vehicle, which is assigned a public/private key pair.

[00263] In one embodiment, the public/private key pair can be re-generated from
time to time, if the user feels that a security breach has taken place. Usually, however,
one public/private key pair may serve for a life of a vehicle. The server keeps and
maintains the public key and the private key is stored in storage/memory of the
electronics of the vehicle. Although traditional encryption may make the public key
freely available, in one embodiment, the public key is only referred to as “public” for
purposes of defining the encryption logic, but preferably the public key is kept private or
securely held by the server. The private key can be stored or programmed when the
vehicle is registered with a service or at any other time, when the public/private key pair
are re-generated for security purposes. The transfer of the private key to the vehicle can
take place over any wired or wireless network, or by transfer via some connector, plug,
memory card, thumb drive, etc. In any event, the private key is stored and kept secure by

the vehicle.
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[00264] In one embodiment, in addition to the access code being encrypted, other
data can also be encrypted along with the access code. Such other data can include, for
instance, metadata. The metadata may include a number of control
information/parameters, programming information, privileges defined by the requesting
user, the expiration time of the e-keys, code/logic for self-deleting the access code of the
e-keys on the recipient’s device when the expiration time is reached, etc. In some
embodiments, the device of the recipient, once the access code has been activated, can
communicate with the server in a background mode. The communication can include,
for instance, having the server de-activate the access code if the issuing user decides to
cancel the access code.

[00265] For ease of discussion, reference will be made to encrypting the access
code, but it should be understood that other data may also be encrypted. The encrypted
access code is then sent to the recipient, as identified by the requesting user. The
recipient will, in one embodiment, receive the message that tells the recipient that he/she
has received e-keys, and to click on a link or select a button provided or associated with
the message when the recipient is within communication distance to the vehicle. The
recipient can then approach the vehicle, e.g., at wireless communication distance (e.g.,
WiHi, Bluetooth, NFC, radio, etc.). The device of the recipient, upon the recipient
selecting the button or link, will cause the device of the recipient to transfer the
encrypted access code (e.g., e-keys) to the vehicle.

[00266] In addition, a device ID of the device that sent the encrypted e-keys to
the vehicle will also be received by the vehicle. The vehicle, because it has the private
key of the public/private key pair, will be able to decrypt the access code. The vehicle
will then bind the access code with the device ID. The access code, being bound or

associated with the device ID will be returned to the recipient’s device, which will be the
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activated e-keys. The activated e-keys will therefore allow the recipient, using the device
with the device ID to use screens, graphical user interfaces, apps, or buttons on the
screen or device to actively use the vehicle.

[00267] The activated e-keys will, however, only be active for the period of time
set by the vehicle owner that sent the request to grant the e-keys to the user. As used
herein, the device ID can be any type of device identifier, such as a model number, a
code, a serial number, an alphanumeric string, a numeric string, a simple number codes,
or any type of identifying data. In one embodiment, the device ID is a MAC address of
the recipient’s device.

[00268] A cloud services website, which may be managing the generation of e-
keys will set metadata that defines what the limits or restrictions or parameters of the e-
keys are, such as how long the-keys will be active. In one embodiment, the generation of
the e-keys can be for a predefined set period of time, e.g., such as 1 hour, 1 day, 1 week,
2 weeks, 1 month, 1 minute, 2 minutes, 30 seconds, or until cancelled or eliminated by
the user. For example, the e-keys can be generated as a spare e-key for a person’s wife
or child. In that case, the-keys may not expire, until the account is cancelled, thus
deleting the key pair validation and associated encryption.

[00269] In one embodiment, each e-key generated is unique, as the generated
access code was unique for the specific request. A random number generator can be
used to provide access codes. Each unique e-key, being unique, can be cancelled and
eliminated without affecting other issued e-keys. The number of e-keys generated can
therefore be essentially unlimited, as each e-key is unique. In one embodiment, each e-
key assigned to a recipient can be associated with a log of activity. The log can identify

what driving took place, where the vehicle was driven, speeds, damage sustained, radio
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stations listened to, conversations had, images of drivers during that time, etc. In some
embodiments, the level of monitoring can be more limited.

[00270] In some embodiments, the level of monitoring can be provided in a
message, at the same time the e-keys are assigned to a recipient. In this manner, each
recipient will know in advance what monitoring is occurring on the vehicle while the
vehicle is used with the issued e-keys associated with the account or advisor account. In
some embodiments, more monitoring will be acceptable, such as when the vehicle is
driven by a valet. In some embodiments, less monitoring is more acceptable, such as
when a spouse is driving the vehicle.

[00271] The recipient user, in one embodiment will have a computing device for
receiving the e-keys. The computing device may be a phone, a watch, a computer chip,
or some processing device or storage. The recipient, once receiving the e-keys from a
server can then access a link or icons on an app or website of his/her device. The
recipient is instructed to press a button or select an icon or link to initiate access with the
target vehicle. The action taken by the recipient will cause data packets to be transferred
to the electronics of the vehicle. The data packets can include, for example, the
encrypted e-keys (e.g., having the access code).

[00272] The encrypted e-keys will be accepted and/or validated by the vehicle,
and in one embodiment, can also include receipt of the device ID of the recipient desiring
the access. Once validated, the recipient will have access to the vehicle. The access
may, for example, be in response to the user selecting buttons, icons or app controls on
his device, e.g., smartphone or the like. Each time the device sends control data to the
vehicle, the control data (e.g., to open the vehicle, start the vehicle, etc.), in one

embodiment, the control data can be sent with the server as well for tracking use.
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[00273] As noted above, the e-keys can be assigned for any period of time, e.g.,
such as a very temporary period of time or for a longer period of time. For example, a
user can assign e-keys to a friend if the user is far from home and the friend needs access
to the vehicle that may still be at home. The e-keys can expire, based on the defined
period of time for the e-keys. The e-keys can be managed by the user on a website, such
as a site managed by cloud services. The user can see all e-keys that have been assigned
in the past, which e-keys are active, deactivate any e-keys, see use history associated
with any previously assigned e-keys, etc.

[00274] In another embodiment, a user can also receive notifications when a
vehicle is being accessed, driven or used in a manner that is in violation of the privileges
assigned to the e-keys. Dor instance, if the e-keys were assigned to a valet and the valet
attempts to speed excessively during the use of the e-keys, the user can be notified of the
privilege breach or violation. In one embodiment, the account associated with the e-keys
can act to automatically deactivate the e-keys upon detecting a violation.

[00275] In one embodiment, instead of waiting for a user to request that e-keys
be sent to a recipient, the recipient may directly request e-keys. For instance, if the
vehicle is one that is from a car sharing entity, the user may wish to access a particular
car parked as some location. The car may be identified by serial number or some other
identifier. The user, in one embodiment, using an application of the car entity can
request e-keys. The request can be processed similar to when a user shares his/her keys
with an individual. The requesting user waits for the server to issue encrypted e-keys,
which are transferred to the vehicle for decryption and verification. The vehicle can then
issue activated e-keys to the user for opening the car, starting the car, locking the car, etc.
In one embodiment, the user can continue using the vehicle until a pre-determined period

of time or during a time that the user wishes to use the vehicle. Vehicle use can be
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communicated, for the used e-keys, back to the vehicle sharing entity. The vehicle
sharing entity can then bill the user for the time used and any incidentals.

[00276] Accordingly, it should be understood that the issuing or sharing of e-
keys facilitates access and use of vehicles for any defined duration. It should be further
understood that issued e-keys can also be issued to multiple individuals at one time. For
example, a vehicle owner can have an active set of e-keys on his/her phone. The vehicle
owner may also have a set of e-keys active for a child of the home. The vehicle owner
may also activate e-keys for service people, mechanics, valet people, etc. These e-keys
can co-exist and can all be active at any particular point in time. If both there are two
users that wish to ride and/or drive the car, the first user to activate the access via the e-
keys will be the e-keys that are logged as active. More specifically, if a husband and
wife wish to go to an even in the vehicle, and the wife is the first to activate the vehicle
using her e-keys, the e-keys used to activate the vehicle will be the ones that are
associated with the active use.

[00277] In one embodiment, if the user that activated the vehicle with his/her e-
keys does not proceed to drive or ride in the vehicle, the e-keys may be disabled in a safe
manner. Thus, in one embodiment, a background signal between the device used to
activate the e-keys will communicate with the vehicle to confirm that the device is in the
vehicle. In one embodiment, the background signal operates as a tether.

[00278] In still another embodiment, if a vehicle is stolen, the owner can access
the website or app, and immediately cancel all e-keys for the vehicle. This will act to
safely stop the vehicle, e.g., by slowing down the vehicle if it is in motion, or lock the
vehicle, report GPS coordinates, etc. The vehicle can, in one embodiment report activity,
camera data, voice data, or any other monitoring data associated with the condition that

caused the e-keys to be violated.
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[00279] In other embodiments, the vehicle can also participate and communicate
with the server of cloud services to perform either initial assignment of the access codes,
verification or monitoring.

[00280] Reporting data and history of use can also be logged separately for
each e-key that is active or was active. As noted above, the e-keys can be assigned for
particular privileges. In one embodiment, the privileges can be assigned by selecting tick
boxes, icons, drop down menus, time durations, set limitations, conditions, etc. In some
embodiments, a template can be provide for users. A template can have certain
predefined privileges that match the assignment of the e-keys. For instance, a template
can be provide for a valet, a mechanic, a service store, a child, a spouse. The templates
can be pre-defined by the system and can also be adjusted or customized by the owner of
the vehicle or admin of the vehicle. Furthermore, although specific reference is made to
a vehicle, the embodiment can also be used for other types of devices, homes, structures,
real estate lock boxes, lock boxes, safes, robots, electronics, etc.

[00281] The various embodiments may be embodied in computer readable
media, which is saved in storage. The storage may be saved on cloud storage, data
centers, or the like, which are accessible over the Internet. The access may be wired or
wireless. In vehicles, the connection to the Internet may be wireless, and the connection
can be continuous or non-continuous depending connection. Code on the vehicle
electrons can execute at least some of the method operations when not connected and
other operations are executed jointly between vehicle electronics (e.g., memory, code and
processors of a vehicle) and cloud processing, which may implement one or more

servers, either virtual or not.

[00282] It will be obvious, however, to one skilled in the art, that the present

invention may be practiced without some or all of these specific details. In other
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instances, well known process operations have not been described in detail in order not

to unnecessarily obscure the present invention.

[00283] The various embodiments defined herein may define individual
implementations or can define implementations that rely on combinations of one or more
of the defined embodiments. Further, embodiments of the present invention may be
practiced with various computer system configurations including hand-held devices,
microprocessor systems, microprocessor-based or programmable consumer electronics,
minicomputers, mainframe computers and the like. The invention can also be practiced
in distributed computing environments where tasks are performed by remote processing

devices that are linked through a wire-based or wireless network.

[00284] With the above embodiments in mind, it should be understood that the
invention could employ various computer-implemented operations involving data stored
in computer systems. These operations are those requiring physical manipulation of
physical quantities. Usually, though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, transferred, combined, compared

and otherwise manipulated.

[00285] Any of the operations described herein that form part of the invention
are useful machine operations. The invention also relates to a device or an apparatus for
performing these operations. The apparatus can be specially constructed for the required
purpose, or the apparatus can be a general-purpose computer selectively activated or
configured by a computer program stored in the computer. In particular, various general-
purpose machines can be used with computer programs written in accordance with the
teachings herein, or it may be more convenient to construct a more specialized apparatus

to perform the required operations.
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[00286] The invention can also be embodied as computer readable code on a
computer readable medium. The computer readable medium is any data storage device
that can store data, which can thereafter be read by a computer system. The computer
readable medium can also be distributed over a network-coupled computer system so that

the computer readable code is stored and executed in a distributed fashion.

[00287] It should be understood that various examples are shown herein, and the
examples and figures should not limit a claimed embodiment to any specific example or
figure. To the contrary, it should be understood that various embodiments are possible
which can be made by combined features found in the illustrations, description and
figures. Thus, some embodiments are possible for specific combinations of figures and
parts taken from the various drawings, descriptions to define specific implementations,
as supported by the description. Additionally, any of the flow diagrams should not
require any embodiments to include any enumerated step, operation or order. Some
operations may be taken in different orders from that show as examples in the figures,

depending on the desired implantation, as supported by the description.

[00288] Although the foregoing invention has been described in some detail for
purposes of clarity of understanding, it will be apparent that certain changes and
modifications can be practiced within the scope of the appended claims. Accordingly,
the present embodiments are to be considered as illustrative and not restrictive, and the
invention is not to be limited to the details given herein, but may be modified within the

scope and equivalents of the description and claims.

what is claimed is:
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profile to vehicle, interface to aporoach vehicle within a
settings of user [« unlock vehicle [« pproa )

: particular distance,

automatically set once user has P .

. . . . notifying User that this

in vehicle arrived at vehicle

vehicle is the vehicle the
user reserved

v P

372
Save settings made or adjustments
made to settings back to user profile F I G . 9A
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376
L

374
L

378
y

Complete
vehicle user,
lock vehicle and
add vehicle to
list of available
vehicles

Detecting user completing use of
vehicle upon user entry at
computing device (reset settings
to default)

v

Saving driving session log
to user profile

Report to
server details
regarding the

use of the

vehicle and
charge user’s
account for the
use

/S
380

v /382

Receive survey data from user

Social
Network

384 490

Report problems to enable
shared vehicle network to repair
before making vehicle available

for re-use

120

FIG. 9B

Cloud Services
for shared
vehicle networ

394

392
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Vehicle ID: 408 200 406

camera

_ 402 Vehicle
ABC123xi [ Y. electronics
~~~~~~~~~~~ Face detection (logic) 400 camera
- 7 an\ Fren / 412
Inside : ya
camera d |
3 ©
Camera > Welcome BobJ
410 Side
Speaker camera
< > 420 404
User
Profiles |
/ i
160 1 Cloud Services
— S
—

Provide vehicle with
communication with cloud
services

v

Detect user in vehicle and
identify face of driver (or
other bio-metric)

v

Identify user and retrieve
profile

v

Identify preferences

450

452

160"

454

TN
A

Users: ABC123xi

settings for identified user

v

Apply settings to vehicle for
the identified user

456

458

FIG. 10
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480

yd

482

L

484

L

Cameras

Record Settings

Remote Access

Front Camera

Rear Camera

Side Cameras

Inside Cameras

0O Record when driving

O Record circular buffer

0O Save cloud

O Save cloud and share

O Social network share

0O Save after accident

O Access to video
conference

0O Save clip to cloud

O Record after accident to

O save for insurance

0 Record selected

0O cameras on demand

O Record when panic
button is hit, and sound
panic horn while
recording

O Record when car break-
in is detected

FIG. 11

~__ -~

O Access via any
device

O Access after alert or
panic button
detected

O Access history clips
on cloud

O Share clips with
friends

O Provide link to
police to view video
after panic event

O Notification sent to
car owner with
video/ images of car
when break-in alert
is set off
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1800

MODEL | 104 104 104 /
) —J
APP 1 APP 2 APP n
) ) : 1802
Class: Class: Class: ,
Class: Class: Class:
Class: Class: Class:
Function() Function()| ®**® Function()
Function() Function() Dl
Function() o
[]
@ v 4 v 4 vy 4 =
- >
kS . + 130 API CE)_
g— V Restricted Classes & Functions . A (EU
129 Operating System v '
___1806 1804
VIEW Controller
e App Results e Updates
e Updates e Updates 1808
e App Audio e User Touch
e App Visual J/ e User Speech
e User Input
e User Selection _J
A
«®
1814 §
y _
Vehicle | Notices Vehicle
Settings Services Systems
Feedback
/
128 120 1812
/
Invokes  |Physical Vehicle Electrical| Updates

& Mechanical Systems

FIG. 12
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1902

~_210b__210b __210a 210c~

Wireless Wireless PDA / Smart Portable
Display 1|***|Display n Phone Computer

120

Ad-Hoc
Network

1((
» 1900
1928 1906
i 1910 Storage 104
=
—»| Network Interface | —
1912 A 1914 APPAPPI _ _ |APP
= y 2 1 2 n 130
/’/
Memory || CPU |« API 129
Operating System
$ B % (Venhicle) 1908
1916 A d
» I/O <
y § K _
Vehicle Computer
210d 210d 210e
210d y — y =
pisolav | | Disola o Disola Windshield
? Y g y coo rF1) y Integrated
. ) . or Projected
(Wired) (Wired) (Wired) Display
A A A A A >
A A
Vehicle Vehicle Vehicle Engine Vehicle
Sensors Electrical Mechanical Control Diagnostics
19187 19207 19227 1624 1626

FIG. 13A
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130

Manufacturer API ~

Class:

HVAC

‘(’I 950

1954 _—Data declarations:

currentTempLeft = 60

currentTempRight = 70

StatusAC = True

1sAuto = True

isDual = True

displaySkin = modern

scheduleAMtemp(time)

learnedTemp1 = 74

learnedTemp1Time = 803am

learnedTemp1Days = MTWTHF

learnedTemp2 = 60

learnedTemp2Time = 513pm

lcarncdTemp2Days = MTWTHF

learnedTemp2 AC = on

IcePresent = false

fastefrostMode = off

Errors = false

1956 — Function Declarations
update Temp(left,right);
getTempRight(temp);
getTempLceft(temp);
setTempLeft(temp);
setTempLeft(temp);
toggle AC();
toggleAuto();
toggleDual();
toggleSkin(skinID);
scheduleAMTemp(temp, time, date, frequency);
schedulePMTemp(temp,time,date,frequency);
lcarnTecmpBackgroundRoutinc(tcmp, time, date, frequency);
updateDisplay()

FIG. 13B
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1972

» 1970

EZ FUN HVAC APP

\ updateTemp(80,76);

{

setLeftTo = 80;

setRightTo = 76;

theCurrentTempR = getTempRight(temp);
theCurrenTempL = getTempLeft(temp);
if setLeftTo != theCurrentTempL

{

§
if setRightTo != theCurrentTempR

{

h
updateDisplay()

setTempLeft(left);

setTempRight(right);

If isError()
{

}

return isError();

FIG. 13C
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2000
s

104
Z
EZ FUN HVAC APP!
2002
LEFT___te, O RIGHT
(o] o] L]
2004 80 76
\ ] !
@UpdateTemp(80,76) A
setLeftTo(80)
setRightTo(76) GUI ReaCthc’)
setTempLeft(80) {currentTempL = 80} J 30
9 setTempLeft(76) {currentTempL = 76}
updateDisplay()
A
Invoke Change@—’ 2008 Updates@
 / 2014
OPERATING SYSTEM KERNEL
A
Command @——/ 2010 Results @
 / 2012

HVAC Mechanical & Electrical Systems Instruction
Signal Poling & Execution

128

FIG. 14

Ex. 1001 Page 109 of 128
Kia Ex. 1016, Page 109 of 128



voFNA

Gl 'Ol

‘AleAndwaalg

© A|[eonewoiny Joireyag
paulea uo paseg
1eaday 159nbay swnssy
1senboay 9zijeIsusD)
159Nnbay 9jeIauU9D)

Aeq 1s9nbay uiesT
awl| 1senbay ulea
159Nnbay Jo 8dA| uieaT
JUSPIOU| PJOJDY

MBIA 0] sebueyn uoday
a1e|ndiuen |9poN

UonaY |0U0D

PUBLIWOYD

10 UonoYy 0) JoeoY
PUBLIWOYD

JO UOIOY BAI900Y o] /.

—

¢0Lc

8081 3IysA Ul
uonoeJsaul ddy

1245

4

NVM

8081
uonoy
I

Ex. 1001 Page 110 of 128

Kia Ex. 1016, Page 110 of 128



el

H 5-e0l¢ HNNNN %ONNN

Vol Ol

g\vwmw

s|eaqg
S|0U0D
s91AeQ ElR] [V SIET [AT44
Aeidsig 1! L
abueyn
JuswiuoAUT
9l¢¢
uoisioad|  1senbay L @om/
y uoisioaq a|yoid
\ 21607 Buluoseay g uondwnssy uBo Jos)
duIbug uonay % UoISINA( 1 1 ¥lcc
—
0.2z )4 $80UBJ8)e.d
Jasn
lasn
oomm\ Sd9 Jepusie) alel) SMON Ag Joineyasg mow‘_moﬁ_umw\m_o
eleq ised .
@omm\ womm\ vomm\ Nomm\ ovmm\ @va\

Ex. 1001 Page 111 of 128

Kia Ex. 1016, Page 111 of 128



Learned Behavior Vehicle Application

Past Actions Data

Average for a Monday in December
Engine start: 803am

Fuel level range: 50 miles

Temp in vehicle at start: 32F

Heat set to after vehicle start: 75F
Ice present on windshield: yes
Defrost activated: yes

How long between defrost process
and vehicle moving: 7 minutes
Vehicle depart time: 810am

AC set to after vehicle start: NA
Miles driven at vehicle shut off: 15
miles

Engine start: 505PM

Fuel level range: 35 miles

Temp in vehicle at start: 76F

Heat Set to after vehicle start: NA
AC set to after vehicle start: 65F
Time to reach 65F: 4 minutes
Miles Driven at vehicle shut off: 15
miles

Average for a Tuesday in December
Engine start: 805am

Fuel level range: 20 miles

Temp in vehicle at start; 30F

Heat set to after vehicle start: 80F
Ice present on windshield: yes
Defrost activated: yes

How long between defrost process
and vehicle moving: 7 minutes
Vehicle depart time: 812am

AC set to after vehicle start: NA
Miles driven at vehicle shut off: 18
miles

Engine start: 510PM

Fuel level range: 5 miles

Temp in vehicle at start: 78F

Heat Set to after vehicle start: NA
AC set to after vehicle start: 65F
Time to reach 65F: 5 minutes
Miles Driven at vehicle shut off: 15
miles

Past Actions Data

Average for a Saturday in December
Engine start: 12:15PM

Fuel level range: 40 miles

Temp in vehicle at start: 65F

Heat set to after vehicle start: NA

Ice present on windshield: no

Defrost activated: no

How long between defrost process and
vehicle moving: NA

Vehicle depart time: 12:16PM

AC set to after vehicle start: NA

Miles driven at vehicle shut off: 5 miles
Engine start: 12:28PM

Fuel level range: 35 miles

Temp in vehicle at start: 65F

Heat Set to after vehicle start: NA

AC set to after vehicle start: NA

Time to reach NAF: NA

Miles Driven at vehicle shut off: 5 miles

-

2210

2210

FIG. 16B
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Learned Behavior Vehicle Application

Learned Behavior Logic Assumptions and Deductive Reasoning

Check the user’s calendar and adjust assumptions based on
when the first meeting is, the meeting’s location, how long it
will take to get the vehicle’s temperature and defrosting if
applicable completed and if the user needs to re-fuel before
arriving at work.

User most likely will start the engine between 803am and
805am

If the temperature is in the 30s inside the vehicle, the user will
most likely heat the vehicle to the mid 70s to 80 degrees. Also
the user is not likely to use the AC.

If there is ice present on the windshield, the user will most likely
activate defrosting measures for 7 minutes before departure.

User usually drives between 15 and 18 miles

The user usually starts the vehicle in the afternoon between
5:05 and 5:10PM

If the temperature is in the mid 70s, the user usually activates
the AC to achieve a temperature of 65 degrees

The user is normally comfortable on Saturdays when the
temperature in the vehicle is 65 degrees. No advance cooling or
heating required. The usually makes frequent stops on Saturday
and may benefit from route prioritization apps and Gas/Time
saving routes, fuel stations, sponsored paths etc.

-

2216

FIG. 16C
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Learned Behavior Vehicle Application

Potential Actions using Logic & Past Data

Vehicle Learning App Decisions:

Tuesday PM:

The user will most likely need to drive ~16.5 miles on Wednesday morning but only has
a range of 5 miles. Email and or text the user that they will need extra time to get to
work in the morning due to re-fueling and that the vehicle will be auto starting 12
minutes earlier than usual. Confirm decision is ok with the user.

Wednesday AM:

Vehicle is usually started at ~804am and defrosted for 7 minutes when ice is present
and usually departs at 811am, but the user needs 12 minutes to refuel. Start vehicle at
752am and defrost until 759am while heating to 77F because when the temperature is
34F like today inside the vehicle, the user likes the temperature to be about 77F. Set
the user’s ratio station to 102.5, the most commonly listened to station at this time.
Display stock information for the most commonly queries stocks at this time. Check
most common commute route in and make sure there aren’t delays, else suggest a
new route in advance. The user typically goes to coffee on the way to work. Launch the
nearest Starbucks coffee location APP. The user usually “one button touch” orders and
pays for a medium coffee. Directly from the app.

Friday PM:

Tell the user Saturdays are normally full of errands. Suggest the user send tomorrow’s
itinerary to the vehicle’s app on the network or directly on the vehicle to report if and
when the user should get started due to traffic, road construction, suggest fuel
locations and ask if 65F degrees is still ok or adjust to a different temperature before
the user enters the car around 12pm. Ask the user what time they will most likely
depart if its not at 12pm like usual. Download specials and coupons for locations the
user typically frequents on Saturdays and display to the user on the vehicle’s interface
on the user’s mobile device.

Saturday PM:

The user said they would like to get started at 10am today but the vehicle interior is
more than 20% lower than the user usually likes it. Turn the vehicle on at 955am and
heat to 65F since 65F seems to be the user’s most commonly used temperature.
Display the specials for the nearest dry cleaner since the user typically gets dry cleaning
done on Saturdays based on GPS data. Show the user lunch specials nearby and deals
to claim since the user usually stops for lunch while out on errands on Saturday.

-

2218

FIG. 16D
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