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INTEGRATED PROXY INTERFACE FOR
WEB BASED ALARM MANAGEMENT

TOOLS

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. Pat. No.
OS)924,20S filed Scp. 5, 1997, cntitlcd SYSTEM AND
METHOD FOR REPORTING TELECOMMUNICATION
SERVICE CONDITIONS, now U.S. Pai. No. 6,141,777, in

anil claims the benelit of U.S. Provilnonal Patent Apphcauon
Ser No. 6(lifib(1,65S, filed Sep 2(i, 1997, entitled IN'I Lt
(3RAI'L'D CUS I'OML)R IN'I'L'RFACL'YSTI.'M I'OR
COMMUNICATIONS MANAGEMENT.

16
BACK(iROUND OI'HL INVL'N 11ON

1. Fielrl of Ihe Invention
The present invenuon relates generally to an Internet

enable)I system for monitoring call conditions on a telecom-
munications netlvnrk, and more specifically is directed
toward a system and a method fnr interactive reporting of
network cvcnts, including alarms and other nctvvork condi-
tions affi:ctin a customer's telcconlmunication service,
directly to a customer.

2. Background Art
Customers of malor telecommumcauons services have in

the past relied upon their telecommunications carriers to
identify network problems and take corrective measures
I'ypically, common carriers conduct a cnntinunus fault

l))
monitoring process throu hout their networks to identify,

''
locate and correct conditions which adversely affcct voice
and data lines, after which, the common carriers make Ihe
obtained fault inlormaiion, i.e., information regarrling nei-
work events, available Io Ihe customers of. vanous leaserl
facilities. 'I'he customers may then take some cnrrective
measures to mitigate faults that occur over the leased
Sefulei'S.

In conventional customer enal&lcd network event nloni-
tomng systems, a connection is made with a large legacy an
system via a rlial-up connection lrom a customer ov:ned
personal computer or worl station. This connection
frequently, althnugh nnt ahvays, emulates a terminal addres-
sable by the legacy system I'he dial-up access requires
custnm software on the custnmer workstation tn provide
dial-up scrviccs, communication services, emulation and'or
translation scrviccs and gcneraily some rcsidcnt custom
form of the legacy application to interface with the midrange
or mainframe computer running the legacy system.

Thcrc arc scvcral problems associated with this approach.
First, the aforementioned software is very hardware spec)lie,
anil customers generally have a wide range of workstauon
vendors, which requires extensive inventory for distributinn,
and generally, intensive customer hand hniding through
initial setup and installation before reliable and secure
sessions arc possible. If thc customer hardware platform
changes through an upgrade, most of thcsc issues need
retlegohallon.

Second, rlial-up modem and conlmunications software
interact with each other in many ways which arc not always 6()

predtctable to a custom application, requinng extensive.
troubleshooting and problem solving for an enterpnse desir-
ing to make the legacy system available tn the custnmer,
particularly where varinus telephone exchanges, dialing
standards or si nal standards arc involved. 65

Third, when an enterprise desires tn make mnre than one
system available to the customer, the custom application for

one legacy system ts noi able io connect io a dillerent legacy
system, and the customer must generally lo off and logon to
switch from one to the other Moreover, the delivery tech-
nologies used by the tive legacy systems may be different,
rcquirin diffcrcnt intcrfacc standarrls, anti dift'crcnt machine
lcvcl languages may be used by thc two systems, as for
example, Ihe 96 character EBCDIC language used by IBM,
and ihe 127 characier ASCII language used by contemporary
personal computers

Finally, thc security and entitlemcnt fcaturcs of the vari-
ous legacy systems may bc completely rliffercnt, and vary
from system io system anil platform to plailorm. It is,
Iherefore, desired to prov)tie rx)nnecttvtty to enterpnse
legacy systems over Ihe public Internet, as the Internet
provides access connectivity world wide via Ihe T('PIIP
protocol, lvithout need to navigate various telephone
cxchan es, dialing stanrlarrls or signai standards.

One such type of. legacy system for the Ielecommunica-
lions imlusiry is known as a fault or alarm management
system lvhich can provide a range of services, including
fault information regarding network events, tn the customers
of the enterprise The delivery of informatinn relating to
these service problems, to thc department or location lvithin
a customer's organization that is responsible for managing
their leasell facilines, woukl permit the customer to analyze
vanous lault conlhtions and tralhc pauerns within their
portion of the netlvork and to manage these facilities more
economically I lolvever, providin individual telecommuni-
cations management information to telecommunications
custonlcrs is complicate(1 by thc fact that diffcrcnt customers
lcasc diffcrcnt types of services, prcclurling a "onc size fits
all sohiiion io network management.

Thus, lvhat is needed is a system and a method for
allowing customers of leased telecommunications services
to rcmotcly access information pcrtaimng to pcrformancc at
their facility. This remote access must cnablc a customer to
seamlessly view near real-lime custom events speciiic to ihe
services leasell by a telecommunications customer. Custom-
ers furlher desire an open access route Io Ibis information.
The rapid adoption and wide use of the Internet for data
exchange has compelled a desire on the part of custnmers to
access their data over thc Internet.

The preseni invennon is one component of an integrated
suite of cusiomer neiworl management and report applica-
tions using the Internet and a World Wide Weh ("WWW'* or
"Weh'*) Weh browser paradi m. Introduced to the commu-
nications industry as the "networkM('I Interact,'* the inte-
grated suite of Wcb-based applications provides an invalu-
able tool for enablin customers of a telecommunications
enterprise io manage their telecommumcanon assets,
quickly and securely, from anywhere in the world.

The popularity of the public Internet prnvides a measure
of platform indcpcndcnce for thc customer, as thc customer
can run his)her own Intcrnct Wcb browser and utilize his her
own platform connection to ihe Internet to enable service
This resolves many of the platform hardware anil o)nnec-
Iivity issues in the customerb favor, and lets the customer
choose their olvn platform and operating system. Web-based
programs can minimize the need for training and support
since they utilize existing client software, i.c. a Wi:b
brolvser, which thc user has alrcarly installed and alrcarly
I nows how io use. Moreover, there is no longer a need to
produce and distribute voluminous harll copies of documen-
tation incluthng software user guides. Further, if the cus-
tomer later changes that platfomi, then, as.soon as the new
platform is Internet enabled, service is restored to the
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customer. The conneclivity aiul communications soltware.
liurden is thus resolved in favor of standard and readily
available harrlware and the browser and dial-up software
used by the public Internet connection.

An Internet delivered paradigm obviales many of Ihe.

installation anti conliguration problems involved with in)Luil

setup and conligurauon of a customer worl station, since Ihe.

custnm application required to interface with the legacy
system can lie delivered via the public Internet and run
within a standard Web browser, reducing application com-
patibility issues to browser compatibility issues.

For the enterpnse, the use of. ofi-the-shelf. Web browsers
liy the customer significantly simplifies the enterprise bur-
den hy limiting the client development side tn screen layouts
an(I data presentation tools that usc a common interface Ls

cnablcd by thc Wcb browser. Software dcvclopnient and
support rcsourccs arc thus available for the dciivcry of thc
enterpnse legacy services and are not consumed by a neeri
for customer supporL at Ihe worl station level.

o

SUMMARY OF THE INVENTION

The present invention is an event monitor application
system for providing customers with various reports and
information relating to their dedicated voice and data nct- „as
works in real ume or near-real time, anti allowing ihem to
make informed nelworl management decisions in ma(rol-
ling their business telecommunications networks. The event
monitor apphcation of the present ilivelition provides ali
integrated Web-liased graphical, user-friendly interface to I)
rcccivc information on the performance of their dedicated

''
voice and rlata networks, by presenting physical and logical
network coniigu ration, physical aiul logical network alarms,
and physical anil logical performance informauon pertaining
to Ihe circuits which comprise customers'edicaied voice
and data networks, on a real time or a near-real time basis
'I'hus, via the Web-liased interface, customers may monitor
their dedicated voice and data circuits, receive network
alarms on dcgrarlcd or broken circuits, and dcvisc immediate
and cfficicnt troubleshooting procedures accordingly.

Ustng Ihe Web-baseri graphical user interface (GUI),
customers may also deline or display customized Lrouble-
shootmg procedures for specific alarms or circuits, and
define or display customized alarm filters to specify ivhich
alarms may appear in the alarm presentation. Customers
may also access via the Web-based GUI a database of their
monitored facilitics, c, dedicated voice and data circuits.
In addition, with the present invention, customers may
display anil/or print lwls ol. acuve alarms, as well as generate
reporLs about networl performance via their Web-enableri
workstation.

I'or providing a system and a method for communicating
information relating to thc dedicated voice and data
networks, from an enterprise to a customer at a client
workstation, thc present invention inciudes a client broivser 55
application located al the client worl station. The client
browser applicauon enables interactive Web-baserl mmmu-
nications with the event monitor system and also provides an
integrated interface to the various enterprise application
scrviccs Thc client browser application invokes a lava „,.)

application/applct specifically for performing the event
momtor functionality. Via thc event monitor lava
applmation/applet, customers may deline anti display reports
associated with the rienveil alarms and the performance
statistics at the client terminal. 65

At the enterprise location, the present invention includes
vanous systems fnr collecting statistics on performance of

Ihe dedicated voice and data network and dewving perfor-
mance alanna based on the performance statistics A server
system is included to receive and store the performance
statistics and the derived alarms from the collecting systems
Accordin ly, using the present invention, customers with
vvorkstations bavin cncric Wi:b browsers, for cxamphh thc
Internet Explorer 4ah may receive, view, aiul monitor ven-
ous alarms and performance statisucs relating Lo their dedi-
cated voice and data netivork.

Further features and advantages of the present invention
as well as the structure an(I operation of vanous cmborli-
menrs of. Lhe present invennon are Llescnbed in detail below
with relerence to Ihe accompanying drawings. In the
drawmgb like reference numbers inilicate idenucal or func-
tionallv similar elements

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodimen(s of Lhe present invention will now
he described, by ivay of example only, ivith reference to the
accompanying drawings in which:

FIG. I illustrates thc software architecture component
composing a three-tiered structure,

I'IG. 2 is a diagrammatic overvieiv of the snftware archi-
tecture of the networkM('I Interact system;

FIG. 3 is an illustrative example of a backplane architec-
ture schemanc viewed Irom a home page of the present
invention,

11G. 4 illustrates an example client (IUI presented to the
client)customer as a browser web page;

FIG. 8 is a dia ram depicung the physical networkMCI
Interact system architecture,

FIG. 6 is a block dia ram illustratmg an cvcnt monitor
architecture overview;

FIG. 7 illustrates an example of a back-end coniigurauon
for Lhe faull management system;

FIG. 8 illustrates an architectural view of a fault mana c-
mcnt host;

FIG. 9 is a high level logic flowcharl depicung the
operation of the preferred embodiment of the present inven-
t)OIL;

FIG. 10 iflustratcs a lo ical massa c format sent from thc
client browser Lo the desired midille tier server lor a par-
ticular application,

I'IGS 11(a) and 11(/)) are schematic illustrations showing
the message format passed between the dispatch server and
the application specific proxy (FIG. 11(a)) an(I thc mcssagc
format passe(I between the application specifi proxy back to
Ihe dispatch server (FIG. 11(/))); anil

I'IGS 12(a), 12(b), and 12(c) illustrate a low level logic
floiv diagram depicting the multithreading functionality of
the proxies.

DL'TAII.LD DL'SCRIP'I'ION Ol) Tl IL
PRL)l'L'RRLD LMBODIMLN'I'l'IIE

INVENTION

An Overvieiv of the Weh-enabled Inte raterl
System

The present invention is onc component of an integrate(1
suite of cusiomer nelworl management and reporL applica-
tions using a Web browser paradigm. Known as the net-
workMCI Interact system ("nMCI Interact'*) such an inte-
grated suite of Web-based applications provides an
invaluable tool for enabling customers to mana e their

Petitioner Disney Ex-1008, 0022



U,"& 6.473,407 Bl

telecommunication assets, quicl ly aiul securely, from any-
where in the world.

As dcscribcrl in co-pending U.S, patent application Scr.
No 09 159,695, the nMCI Interact system architecture is
basmally orgamzeif as a sel of common components com-
pnsing the following:

I) an object-oriented software architecture detailing the
client anil server based aspect of nMCI Interact;

2) a networl architecture defining Ihe physical neiworl
needed to satisfy Ihe secunly and data volume require-
ments of Ihe networl MCI System;

3) a data architccturc detaiiing thc application, back-cnd
or legacy data sources availaf&lc for nctworkMCI Inter-
act; and is

4) an infrastructure covering security, order entry,
fulfillment, l&illing, self-monitnring, metrics and sup-
port.

Each of thcsc common component areas wiil l&c generally
discusscrl hcrcinbelow. A detailed description of each of zo

these components can be fouiul in a related, co-pending U.S.
patent application Ser. No. 09&159,695 entitled INTE-
(IRA'I'LD CUSTOML'R IN I'LRI'ACLi SYSTEM FOR
COMMUNICATIONS Nial'WORK MANAGEML'NT, the
disclosure of which is incorporated herein by reference zs
till: fete.

FIG. 1 is a diagrammatic illustration of thc software
architecture component in which the present invennon func-
tions A first or client tier 10 of. software services are resident
on a customer workstation and provides customer access to
the enterprise system, having one or mnre downloadable
application obiects directed to front-end business logic, one
or morc backplane service objects for managing sessions,
onc or more presentation scrviccs of&jccts for thc presenta-
tion of customer options and customer requesuul dais in a ss
browser recognizable format aiul a customer supplierf
browser for presentation of cuslomer opnons and dale lo Ihe
customer and fnr Internet communications over the public
Internet Additional applications are directed to front-end
scrviccs such as thc presentation of data in the form of tables so
and charts, and data processing functions such as sorting and
summanzing in a manner such that muluple programs are.

combined in a unified application suite.
Asecoiul or mid&lie lier 16, is prov&deci having secure web

servers and back-end services to provide applications that as
estabhsh user sessions, govern user authentication and their
cntitlcmcnts, anil communicate with adaptor programs to
simplify thc intcrchangc of data across thc nctivork.

Athtrd or back-eiul tier 10 having apphcations directed io
legacy bacl-end services incluthng database storage anrf so

retneval systems and one or more rfatabase servers for
accessing system resources from nne or more legacy hnsts

Generally, as explained in co-pending U S pater&i appli-
cation Scr No. 09(159,515, now U.S. Pat. No. 6,115,040,
cntitlcd GRAPHICAL USER INTERFACE FOR WEB ..
ENABLED APPLICATIONS, the disclosure of. which is
incorporated herein by reference thereto, the customer worl-
station incluifes client software capable of. prov&cling a
platform-mdependent, browser-based, cnnsistent user inter-
face implementing objects programmed to prnvide a reus- so
able and common GUI abstraction and problem-domain
abstraction~. Morc spccificaffy, the client-tier softivarc is
created and ifistributed as a set of Java classes including Ihe
applet classes lo provide an industrial strength, oblecl-
orienteif environment over the Internet. Applicanon-specific ss
classes are designed to support the I'unctionality and server
interfaces for each application with the functionality deliv-

ared through the system being of Iwo-types: I) crom-
product, for example, inbox and reporlin functions, and 2)
product specific, for example, toll free network mana ement
oi call management functions I'he system is capable of
delivcrin to custonicrs thc functionality appropriate to their
product niix.

FIG. 2 is a thagrammatic overview of: the software archi-
tecture of. Ihe nelworl MCI Interact system including ihe
('ustomer lfrowser (a k.a the Client) 20; the IJemilitarized
Zone (l)MZ) 17 comprising a Web Servers cluster 24, the
MCI Intranet l)ispatcher Server 26; and the MCI Intranet
Application scrvcrs 30, anil thc data warchouscs legacy
systems, ctc. 40.

The Customer Browser ZO, is browser enable&i and
mcluiles chen( applications responsible for presentation an&i

front-end services Its functions include providing a user
interface to various M('I services and supporting commu-
nications &vith MCI's Intranet web server cluster 24. As
illustratcrl in FIG. 3, anil morc specifically rlcscribcd in thc
above-mentioned, co-pcnrling U.S, patent application Scr.
No. 09 159,515, now U.S. Pal. No. 6,115,040, enutled
GRAPHICAL USER INTERFACE FOR WEB ENABLED
APPI.ICAI1ONS, the client tier soft&vare is responsible for
presentation services to the customer and generally inclurles
a web browser 14 and additional object-oriented programs
residing in thc client workstation platform 20. Thc client
software is enerally organize(I into a component architec-
ture with each component generally composing a specific
application, providing an area of. Iuncnonality. The apphca-
tions generally are integrated using a '*backplane** services
layer 12 &vhich provides a set of services to the application
objects that provide the front-end business logic 'I'he back-
plane services layer 12 also manages thc launching of thc
application objects. The networkMCI Interact common sct
of: obtects provide a sel of services io each of the applica-
lions. The sei of. services include. I) session mana ement, 2)
application launch, 3) inter-apphcanon commumcations; 4)
windo&v navigation amon applications; 5) log management;
and (i) version management

Thc primary common object services include: graphical
user interface (GUI); communications; printing, user
xfennty, authentication, and enutlements; dais import and
export, logging and stausncs; error handling; amf messagin ~

st:I'vices.
11G. 3 is a diagrammatic example of a backplane archi-

tecture scheme illustrating the relationship among the com-
mon objects. In this example, thc backplane scrviccs layer
12 is programmed as a Java applct which may bc loaded anil
launched by Ihe web browser 14. W'iih reference to FIG 3,
a typical user session slaris with a web browser 14 creating
a backplane IZ, after a successful logon. The backplane 12,
inter alia, presents a user with an interface for networkMCI
Interact application managelnent. A typical user display
provided by thc backplane 12 may show a number of
applications thc user is entitle(I to run, each application
represented by bunons depicted in FIG. 3 as buttons 5grhb,c
&elec(able by ihe user. As illusiraleil in FIG. 3, upon selec-
tion of an applicauon, the backplane 12 launches that
specific application, for example, Service Inquiry 54n or
Lvent Monitor 54fr, by creating the application object. In
processing its functions, each application in turn, may utilize
common object scrviccs provided by thc backplane 12. FIG.
3 shows graphical user interface objects 56a,b created and
used by a respective application 54rr,b for ils own presen-
ianon purposes.

I'IG. 4 illustrates an example client GUI presented to the
client&customer as a im&wser web page 250 providmg, for
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example, a suite 252 of network management reporung
applmations including. MCI Trafiic Monitor 252c; Call
Mana cr 252f, a Network Manager 252c and Online Invoice
252/ Access to network functionality is also provided
through Report Requester 2526, which provides a variety of
detailed reports for the client/customer and a Message
Center 252a lor providing enhancements and functionaliiy
to traditional e-mail commun&canons.

As shown in FIGS. 3 and 4, thc l&rovvser resident GUI of
thc prcscnt invention implements a single object, COBack-

io
Plane which keeps track of all the client applications, and
which has capabilities to start, stop, and provide references
to any one of the client applications.

The bacl plane 12 and the client apphcauons use a

browser 14 such as thc Microsoft Explorer versions 4.0.1 or
higher for an access and distribution mechanism. Although "
the backplane is initiated with a broivser 14, the client
applications are generally isolated from the bro&vser in that
they typically present their user interfaces in a separate
frame, rather than anting inside a Web page.

Thc backplane architecture is implemented with several zo

primary classes. These classes include COBackPlane,
COApp, COApplmpl, COParm. anti COAppFrame classes.
COliackplane 12 is an application backplane which
launches the applications 54a, 54b, typically implemented as
COApp ('OBackpiane 12 is generally implemented as a zs
Java applct and is launched by thc Wcl& browser 14. This
backplane applct is responsible for launching and closing the
COApps.

When the backplane is implemented as an applet,
overrides standard Applet methods init(), start(), stop() and
run( ). In the mit( ) method, the backplane applet obtains a
COUser user context object I'he COUser object holds
information such as user profile, applications and their
cntitlcmcnts. Thc user's configuration and application
entttlements provuleil in the COUser context are used io is
construct the application toolbar and Inbox applications.
When an application toolbar icon is clicked, a parucular
COApp is launched by lauochApp( ) method The launched
application then may use the back)&lane for inter-application
communication~, including retrieving Inbox data. so

Thc COBackPlanc 12 includes methods for providin a
relerence to a particular COApp, for interoperauon. For
example, the COBackPlane class provides a getApp( )
method which returns references to application obtects by
name. Once retneved in this manner, the application olfitect*s as
public interface may be used directly.

Thc usc of a sct of common objects for implementing thr
vanous functions provided by thc system of thr prcscnt
inventton, anti particularly the use of browser based obtects
to launch applications and pass data therebetween is more so

fully described in the above-relerenceri, co-penriing appli-
cation GRAVHICAI. USER INTL'Rl&ACL I'OR WLII
LNABI.LiD AVVI.I('.ATIONS.

As shown in FIG. 2, thc aforesaid objects &vill conimu-
nicatc thc data by establishing a secure TCP mcssaging ..
session with one of the DMZ networl MCI Interact Web
servers 24 via an Internet secure communicauons path Z2
established, preferably, with a secure sockets SSL version of
II'I l'VS. The DMZ networkM(1 Interact Web servers 24
function to decrypt the client message, preferably via the ao

SSL implcmcntation, and unwrap thc session kcy and verify
thc users session. After establishing that thc request has
come from a valid user and mapping the request to its
associated session, the DMZ Web servers 24 re-encrypt the
request using symmetric encryption aiul forward it over a as
second socket connection 23 to the dispatch server 26 inside
the enterprise Intranet.

As descnbed in greater detail m rx&-pending U.S. patent
application No 09&1 S9 S14, entitled SL'('URL'('USTOML'R
INTL'Rl&ACL I'OR WL13-13ASL'D DATA MANAGL'MLNI;
the contents and disclosure of which are incnrporated by
rcfcrcnce as if fully set forth herein, a nctworkMCI Interact
session is desienatcd by a Iogon, successful authentication,
followeil by use of server resources, and logolT However,
the world-wiile web m&mmunications protocol uses HlTP, a
stateless protocol, each I IT I'V request and reply is a separate
TCV&IV connection, completely independent of all previous
or future connections between the same server and client
Thc nMCI Interact system is implcmcnted with a sccurc
version of HTTP such as S-HTIP or HTIPS, and prcfcrably
uulizes the SSL implementauon of HTTPS The prelerretl
embodiment uses SSL which provides a cipher spec message
&vhich provides server authentication during a session. The
preferred embodiment further associates a given HT'I'VS

request &vith a logical session &vhich is initiated and tracked
by a "cookie jar scrvcr" 28 to gcncrate a "cookie'hich is
a unique server-generated kcy that is sent to thc client alon
with each reply to a HTTPS request. The client hokls the
cool ie anil returns it to the server as part of each subsequent
I II'I VS request As desired, either the Web servers 24, the
cookie jar server 28 or the Dispatch Server 26, may maintain
the 'cookie jar*'o map these keys to the associated session
A separate cookie jar server 28, as illustrated in FIG. 2 has
been foun(1 desirable to minimize the load on thc dispatch
server Z6. This lorm of. session management also tuncuons
as an authentication of each HTIPS request, adding an
additional level of security to the overall process

As illustrated in I'l(l 2, after one of the DMZ Web servers
24 decrypts and verihes the user session, it forwarrls the
mcssa e throu h a fircwa1125bovcra TCP'IPconncction23
to the dispatch scrvcr 26 on a ncw TCV socket whik thc
original socket ZZ from the browser is blociong, waiung for
a response. The ihspatch server 26 unwraps an outer proto-
col layer of. the message from the DMZ services cluster 24,
and re-encrypts the message &vith symmetnc encryption and
forwards the message to an appropriate application proxy
via a third TCP&IP socket 27. While waiting for thc proxy
rcsponsc all three of the sockets 22, 23, 27 block on a
receive. Specilically, once the message is decrypted, the
wrappers are examined to reveal the user and the target
miiklle-tier (Intranet application) service for the request A
tirst-level validation is performed, making sure that the user
is entitled to communicate with the desired service The
user's cntitiemcnts in this regard arc fetched by thc thspatch
server 26 from thc StarOE server 49, the server component
of the present invention, at logon ume anil cached

If. the requestor is authorizeil to communicate with the
target service, the message is forwariled to the desired
service's proxy Lach application proxy is an application
specific daemon which resides on a specific Intranet server,
shown in FIG. 2 as a suite of mid-range scrvcrs 30. Each
Intranet application scrvcr of suite 30 is generally respon-
sible for providing a speciiic bacl -encl service requestetl by
the client, and, is additionally capable of requesting services
from other In&rene( apphcauon servers by commun&cuing to
the specific proxy associated with that other application
server. Thus, an application server not only can otTer its
broivser a client to scrvcr interface through thc proxy, but
also may oficr all its scrviccs from its proxy to other
application servers. In elleci, the application servers request-
in ~ services are actmg as chen(s to the apphcauon servers
providing the services. Such mechamsm increases the secu-
rity of the overall system as &veil as reducing the number of
interfaces
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The networl archuecture of. FIG. 2 may also include a
variety of application specific provies having associated
Intranet apphcation servers including: a StarOL'roxy for
the StarOL'pplication server 39 for handling authentication
order entry billing; an Inbox proxy for thc Inl&ox application
scrvcr 31, which functions as a container for completed
reports, call detail data and marketing news messages, a

Report Manager proxy capable of. communicating with a
system-specitic Report Manager server 32 for generation,
management and receipt notificatinn nf custnmized reports; io
a Report Scheduler proxy for performing the scheduling and
rcquc&ts of thc customized reports. Thc customized reports
include, for example: cail usage anaiysis information pro-
vuleil from the SlarODS server 33, network tralhc analysis,'onttor

iniormalion provided Jrom lhe Tralfic view server
34; virtual data network alarms and perfnrmance reports
provided by J3rnadband server 35; trouble tickets for
switching, transmission and traffic faults provided by Ser-
vice Inquiry scrvcr 36; and toli frcc routing infomiation
provided by Toll Free Network Manager server 37. o

As partially shown in FIG. 2, il is umlerslood thai each
Inlranel server of suite 3U communicales with one or several
consnlidated network databases which include each custom-
er*s netwnrk manageinent infnrmatinn and data I'or
example, the Services Inquiry server 36 includes ci&initio- zs
nication with MCI's Customer Service Management legacy
platform 40(a). Such network managcnient and customer
network data is adthtionally accessible by authorized MCI
management personnel. As shown in FIG. 2, other le acy
platforms 40(b), 40(c) and 40(d) may alan communicate
individually with the Intranet servers for servicing specific
transactions initiated at the client brnivser I'he illustrated
legacy platforms 40(a)gd) arc illustrative only and it is
understood other legacy platforms may bc interpreted into
the network architecture illuslraleri in FIG. 2 through an is
intermediate midrange server 3U.

Each of the individual proxies may be maintained on lhe
dispatch server 26, the related application server, or a
separate provy server situated between the dispatch server
26 and thc midrangc server 30. The relevant proxy waits for ao

rcqucsts from an application client runnin on thc custoni-
er's worl station 10 and then services the request, either by
hamlling them internally or forwarding them lo its associ-
ated Inlranel application server 30. The proxies additionally
receive appropriate responses hack from an Intranet appii- as
catinn server 30. Any data returned from the lntranet appli-
cation scrvcr 30 is translated l&ack to client format, and
rcturncd over the Internet to thc client worl station 10 via thc
Dispatch Server 26 anil at one of the web servers in the DMZ
Services cluster 24 and a secure socl ets connection. When io
the resultant response header and trailing applicafion spe-
cific data are sent hack to the client browser from the proxy,
the messages will cascade all the way hack to the broivser 14
in real time, limited only by the transmission latency speed
of thc network.

The networkMCI Interact muldle tier soltware includes a
communications component olfering three (3) types of dale
transport mechanisms. I) Synchronous, 2) Asynchronous;
and 3) Bulk transfer Synchronous transactinn is used for
situations in which data will be returned by the application ao

scrvcr 40 quickly. Thus, a sin lc TCP connection will bc
made and kept open until thc full response has bren
retneved

Asynchronous transaction is supported generally for sdu-
ations in which there may be a long delay in application ss
server 40 response. Specifically, a proxy will accept a
request from a customer or client 10 via an SSI. connection

and then respond to the chenl 1U with a unique idenliiier and
close the socket connection. The client 10 mav then poll
repeatedly on a periodic basis until the response is ready
Lach poll &vill occur on a new socket connection to the
proxy, and thc proxy will either respond with the resultant
data or, respond that thc request is still in pro ress. This will
reduce the number of resource consuming TCP connections
open al any lime aml permit a user lo close their browser or
disconnect a modem and return later to check for results

J3ulk transfer is generally intended for large data transfers
and are unlimited in size 13ulk transfer permits cancellation
durin a transfer and allows the programmer to code
resumption of a transfer at a later point in time.

FIG. 5 is a dia ram depicnng the physical networkMCI
Interact system architecture 10. As shown in FIG. 5, the
system is divided into three major architectural divisions
including I) the customer ivorkstation 20 which include
those mechanisms enabling customer connection to the
Secure web servers 24; 2) a sccurc network area 17, known
as the dcmilitarizcd Zone "DMZ" sct aside on MCI prcmiscs
double lirewalled between lhe both lhe public Internet 25
and lhe MCI Inlranet to prevent potenually hosule customer
attacks; and, 3) the M('I Intranet Midran e Servers 30 and
I.egacy Mainframe Systems 40 which compnse the back-
end business logic applications.

As illustrated in FIG. 5, thc present invention includes a
double or complex tirewall system that creates a "dcmilita-
nzed zone'DMZ) between lwo lirewalls Z5a, 256 In the
preferred embodiment, one of. the lirewalls Z9 incluries port
specific filterin routers, which may only cnnnect with a
designated port on a dispatch server within the J)MZ The
dispatch server connects with an authenticatinn server, and
throu h a proxy fircwall to the application scrvcrs. This
ensures that cvcn if a remote user ID and passivord arc
hijacked, the only access granted is to one of the web servers
24 or to intermediate data and privileges authorized Jor that
user. Further, the hfitacker may not directly connect to any
enterprise server in the enterprise intranet, thus ensuring
internal company system security and integnty I'ven with a
stolen password, thc hijacker may not connect to other ports,
root directories or applications within thc entcrprisc system

The DMZ acts as a double lirewall Jor the enterprise
mtranet because the web servers located in the DMZ never
store or compute actual customer sensitive data. The web
servers only put the data into a form suitable for display by
the customer*s iveb im&wser. Since the DMZ iveb servers do
not store customer data, thcrc is a much smaller chance of
any customer information being jeopardized in case of a
security breach.

As previously descnbed, the customer access mechanism
is a client workslaiion ZU employing a Web browser 14 Jor
providing the access to the networkMCI Interact system via
the public Internet 15 When a subscrd&er cnnnects to the
nctworkMCI Interact Wcb site by entering thc appropriate
URL, a secure TCP:IP communications link 22 is estab-
lished to one of several Web servers Z4 located inside a Jirst
lirewall 25a in the DMZ 17. Preferably at least two web
servers are provided for redundancy and failover capabihty
In the preferred embodiment of the invention, the system
employs SSJ. encryption so that communications in both
directions between thc subscriber and thc nctworkMCI
Interact system are secure.

In the preferred embodiment, all DMZ Secure Web serv-
ers Z4 are preferably DEC 4100 systems having Unix or
NT-based operating sy&terna for runmng services such ss
I IT'I PS, I'Tp, and 'lblnet over T('P&IP The web servers may
interconnected by a fast L'thernet I.AN runnin at 100
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Mbit/sec or greater, preferably with the deployment of
switches within the I.'themet I.ANs for improved bandividth
utilizatinn. One such switching unit included as part nf the
network architecture is a HydraWI.'B"'nit 45, manufac-
tured by HytlraWEB Technologies, Inc., which provides thc
DMZ with a virtual IP address so that sul&serif&cr HTTPS
requests race&veil over the Internet v:ill always be received.
The HydraWEB&" unit 45 implements a load balancing
algorithm enabling intelligent packet routing and providing
optimal reliability and perfomialice by guaranteeing acces- I o

sibility to the "most availal&fe'* server It particularly moni-
tors all aspects of wcb scrvcr health frnm CPU usage, to
memory utilization, to available swap space so that Internet/
Iniranei networks can increase their hit rale and rerluce Web
server management costs. In Ibis manner, resource utiliza-
tion is maximized and bandwidth (throughput) is impmved
It shnuld be understood that a redundant 1lydraWLilfm unit
may be implemented in a llotgtandby configuratinn with
hcartbc&t mess& in between thc two units (nnt shoivn).
Morcovcr, thc nctworkMCI Interact system architecture zo

aflorrfs web server scaling, boih in vertical aml honzonial
directions Additionally, the architecture is such that new
secure web servers 24 may be easily added as customer
requirements and usage increases The use of the
flydraWL'lf&v enables hetter lnad distribution when needed zs
to match performance requirements.

As shown in FIG. 5, thc most avaiiable Wcb scrvcr 24
receives subscnber HTTPS requests, for example, from Ihe.

HydraWEB&u 45 over a connection 44n anrf generates Ihe.

appropriate encrypted messages for routing the request to
the appropriate MCI Intranet midrange web server over
connection 446, router 55 and cnnnection 23. Via the
HydraWEB&n unit 45, a TCP&IP connection 38 links thc
Sccurc Wcb scrvcr 24 with thc MCI Intranct Dispatcher
server 26. &5

Further as shown in Ihe DMZ 17 is a second RTM server
52 having its ov:n connection to the public Internet vui a
'I'CP IP connection 48 As described in co-pending U S
patent application Ser. No 0')/I59,SI&i, entitled IN'I'Lu

GRATED PROXY INTERFACE FOR WEB BASED ao

TELECOMMUNICATIONS MANAGEMENT TOOLS,
incorporated by reference as iT fully sei forth herein, ibis
RTM server provides real-time session management for
subscnbers of the networkMCI Interact Real Time Mons-
tonng system An additional T(IP&IP connectinn 48 links the as
RTM Web server 52 with the MCI lntranet l)ispatcher server
26.

With morc particularity, as further shown in FIG. 5, thc
networkMCI Interact physical architecture includes three
routers. a lirst router 49 for routing encrypted messages from sO

the Public Internet 15 to the HydraWEB&v 45 over a socl et
connection 44; a second router 55 for routing encrypted
sul&scnber messages from a Secure Web server 24 to the
Dispatcher server 26 located inside thc second fircwall 256;
and, a thirrl router 65 for routing encrypted subscriber ..
messages from the RTM Web server 52 to the Dispatcher
server 26 in&rife the second lirewall. Although noi shown,
each of the routers 55, 65 may adthtionally route signals
thrnugh a series ot'ther routers before eventually being
routed to the nMCI Interact l)ispatcher server 26. In
operation, each of thc Secure servers 24 function to decrypt
thc client mcssagc, preferably via thc SSL implemcntatinn,
and unwrap the session I ey anrf venfy the users session from
the COUser object autheniicaierf ai Logon.

After establishing that the request has come from a valirf ss
user and mapping the request to its associated session, the
Secure Web servers 24 will re-encrypt the request using

symmeinc RSA encryption and forward it over a second
secure socket connection 23 to the dispatch server 26 inside
the enterprise Intranet

As described herein, and in greater detail in co-pending
U.S. patent application Scr. No. 09&159,69S, the data archi-
tecture coniponcnt of networkMCI Interact reporting system
is focused on the presentation of: real ume (un-pnced) call
detail data, such as provideil by MCI's TraflicView Server
34, and priced call detail data and reports, such as provided
by M('I's StarOI)SServer 33 in a variety of user selected
fomiats simultaneously. I or example, the spreadsheet pre-
sentation afiows for sortin by any arbitrary sct of columns
Thc rcport vie&vcr may also bc launchctl from thc inbox
when a report is selected.

A common database may be maintaineil to hold the
common configuration data which may be used by the GUI
applications and by the mid-range servers. Such common
data includes but are not limited to: customer security
profile, billin hierarchies for each customer, general rcf-
crcncc tlata (states, NPA's, Country cotlcs), and customer
spec&lie picl lists. e.g., ANI's, calling cards, etc. An MCI
Internet StarOE server manages the data base for the com-
mon configuration of data

Report management related data is also generaterl ivhich
includes I) report profiles defining the types of reports that
are available, fieltls for the reports, default sort ophons and
customizations allowed; and 2) rcport rcqucsts dctining
customer &pacilic report requesls including report type,
report name, scheduhng criteria, aml subtotal lields. This
type of data is typically resident in a Report Manager server
database and managed by the report manager.

The Infrastructure component of the nMCI Reporting
system inclutlcs mechanisms for providin secure commu-
nications regardless of thc rlata content being communi-
cated. As described m detail m above-referenced,
co-penihng U.S. patent applicauon Ser No. 09&159,154, ihe
nMCI Inieraci system security infrastruclure includes. I)
authentication, includin the use of passwords and digital
certificates; 2) public key encryption, such as employed hy
a sccurc sockets layer (SSL) encryption protocol; 3)
fircwalls, such as described above with rcfi:rcncc to thc
network architecture component, and 4) non-repmhauon
techniques Io guarantee ihat a message onginaiing from a
source is ihe actual ideniilied semler. One technique
employed to combat repudiation includes use of an audit
trail with electronically signed one-way message digests
included with each transaction.

Another component of thc nMCI Interact infrastructure
inchides order entry, which is supporieil by the present
invention, ihe Order Entry ("SiarOE') service. The general
caiegones of features to be orilered include I) Priced
Reporting; 2) Real-time reportin; 3) Priced ('all l)etail; 4)
Real Time Call Detail; 5) lfroadband SNMP Alarming; &i)

Broadband Reports; 7) Inbound RTM; 8) Outbounrl RTM; 9)
Toll Frcc Network Manager; and 10) Call Mana cr. Thc
order eniry functionality is exiemled Io additionally support
11) Event Momtor, 12) Service Inquiry, 13) Outbound
Network Manager, and, 14) Online invoicing.

The self-monitoring infrastructure component for nM('I
Interact is the employment of mid-range servers that support
SNMP alerts at thc hardivarc lcvcL In adrlition, all software
proccsscs niust cncratc alerts based on process health,
connecnviiy, and availability of resources (e.g, disk usage,
CPU uulization, database availability).

The Meincs infrastructure component for nMCI Interact
is the employment of mechanisms to monitor throughput
and volmnes at the Web servers, dispatcher server, applica-
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tion proxies aml mirf-range servers. Metncs monitonng
helps in the determination of hardware and netivork groivth

To provide the areas of functionality described abnve, the
chent tier 10 is organized intn a component architecture,
with each component providing onc of thc areas of func-
tionality. As cxplaincd in further detail in co-pending U.S.
patent application Ser. No. 09'159415, now U.S. Pat. No.
6,115,040, the client-ner software is organized into a *'com-
ponent*'rchitecture supporting such applications as inbox
fetch and inlinx management, report viewer and report io
requester, Tl'NM, Event Monitor, lfrnadband, Real-Time
Monitor, and system administration applications. Further
functionality integrated into thc software architecture
includes applicauons such as Outbound Networl Manager,
Call Manager, Service Inquiry anrf Onhne invoicing.

Event monitor

The present invention is directed to an event monitor tool
for enabhng custnmers to monitnr, over the Internet or a

ocompany Intranet, their dedicated voice and data circuits. A
Wi:b-based user-friendly interface presents network alarms
on dcgradcd or broken circuits and provides network per-
formance aml alarm inlormanon, thereby elfecnvely
increasing the etiiciency of troubleshooung and allowing

zscustomers to make informed network management deci-
sions.

Morc specificall, the present invention gives customers
the ability to exercise alarm management from a single
workstation, the management including, triggenng the
alarms and cleanng Ihe events, acl nowlerfge or recognize
new alarm conrlitions as they nccur; receive notification of
filier outages that impact their data circuits; define or display
customizcrl troubleshooting procedures for specifi alarm or
circuits; access a comprehensive database of their dedicated
vome and rfata circuits, display or print hats ol. acuve alarms;
define or display customizeil alarm filters to specify which
alarms will appear in Ihe alarm presentanon; and generate.
repnrts about network performance

A gcncral block diagram illustrating thc event monitor so
system architccturc 600 is shown in FIG. 6. In accordance
with the invention, a first component includes a user web
browser 620, e.g, Internet Expforertg 4.0, employing an
event momtnr (iUI 630 enabling the generation of requests
and receipt of responses from various event monitor system
scrvcr proccsscs 650 over thc Weliiintcrnct via a secure
socket connection for prcscntation of cvcnt monitor's alarms
anil reports. A second component may include a rcport
viewer and requestor processes 625 which are part of. a
'*networkMCI Interact'eporting System 615, 625 such as so
described in co-pending U.S. patent application Ser No
0')/I 5'),4(l'), the contents and disclosure nf which are incor-
porated by rcfcrcncc hcrcin, and which provides the support
for gcncratin and presenting reports relating to the condi-
tions of thc customer's dedicated voice and data networks.

The *'networl MCI Interact'ystem particularly employs
corresponding server side reporting component 615 having
the above mentionerf inbox, report schedular aml report
manager components, in addition to alarm and report viewer
and requester cnmponents implementing .lava applets hav- so

ing vicwcr classes that enable thc downloadin and display
of performance reports gcncratcd from event monitor server
processes 650. In the preferred embodiment, the viewer
classes provide the following types of. network alarms on
dedicated circuits that carry the Iollov:ing service types: ss
inbound services, e g., toil free and ')00 iiliniilers; outbound
services, e.g., VnetiVision, and PRISM; and data services

such as TDS 1xk The circuit types for which the present
invention presents network alarms include. dedicated access
lines such as DALs; TDS I.S circuits; TDS45 circuits,
DDS:DSO point to point circuits; ISDN DALS; and SW 56
DAI.s In addition, the event monitor reporting feature
enables customers to review alarm data over a period of time
by creating and savmg reports. The reports which may be
generated include alarm summary, alarm detad, alarm
duration, data circuit pcrformanm, anil DAL performance.
Thc alarm and performance reporting scheme cifcctually
allows the customers to perform alarm trendin and
analysis, and to correlate alarm occurrences to network
availability, network performance and problem resoluuon
Reports for fault repornng may be requested through the
rcport rcqucstor, a component of StarWRS, and thc inbox
Recurrin reports niay bc rcqucstcd on a timely basis, e.g.,
hourly, daily, iveekly, and monthly Moreover, through the
report requester, a user may specify whether the user should
be pa ed or e-mailed when a report is in the inbox.

Also shoivn as part of thc event monitor system architec-
ture 600 of I'IG. 6 is a iveb server,'dispatcher component 635
ivhich provides for the transport lietiveen the iveb browser
and an event monitor proxy interface including all authen-
tication aml encryption. Thus, secure communicanon from
thc customer broivser to a DMZ wcb scrvcr is cnablcrl over
a first TCPiIP socket connection, such as SSL, and commu-
nication from the DMZ web server over an enterprise
firewall to the dispatcher server is enabled over a second
TCP IP socl et minnecuon. These secure paths enable cus-
uimer requests and server responses to be communicated
from thc client lirowscr to the event monitor scrvcr 650.

Specihcally, the dispatcher forivards user requests to the
event monitor scrvcr process 650 that employs an integratcrl
proxy application 640 for rcceivin and interpretin the user
messages anil enabling the event monitor funcnonahty This
proxy capability includes a multithreaded engine enabling
multiple, simultaneously executing sessions supportmg
anticipated user load The interface between the dispatcher
server 635 and the event monitor proxy process 640 is also
messa c-bascrl, c.g., employing TCPiIP socket transport,
and, as ivill be described, a rlcfincrl mcssaging protocol
which mcluiles a genenc message header followed by
proxy-specific data. In the other direction, the same process
is employed, i.e, the event monitor proxy 640 sends the
generic header folloived hy the proxy-specihc response back
to the dispatch server 635 for communication over the
fircivall (not shown) anil back to the user browser 620.

In the embodiment shoivn in I I(i 6, the necessary CSV
data files and report definition metadata files may be down-
loaded to StarWRS component 615 anil particularly to an
inliox mcssaging server for subsequent access It should bc
umlerstood, however, that all event monitor responses
mcluihng CSV data liles anil report delinition metadata liles
are forwarded through the dispatcher and intervemng DMZ
iveb servers for eventual display at the client. Additionally,
the event monitor may return a report object of variable
length which includes thc rcport data to be displaycrl at thc
client vvorkstation.

In a preferred cmborlimcnt, the cvcnt monitor server 650
performs thc various rlatabasc queries and function calls in
rcsponsc to requests rcccivcrl from thc customer via thc
event monitor proxy 640. Particularly, Ihe event monitor
server 650 is responsible for all tasks leading up to and
including the management of alarms and performance
reports including data collection, calculation, storage, and
rcport gcncration.

In operation, the event monitor server 650 supports com-
munication with a system administration ("StarOL*7 com-
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ponent 660 which provides orrier entry functions including
functionality necessary to manage (create, update, delete)
event monitor users, and allows for a feed of the appropriate
order entry information to the event Inoliitor server ili order
to properly associate thc appropriate event monitor func-
tionality and data to thc right custonier once given adniission
to Ihe event monitor service. The SlarOE order entry process
essentially provides Ihe mechanisms for aulhenhcahng
users, and supplying entitlement ilitomiation A messaging
interface is provided betiveen StarOE 660 to the event io
monitnr server 650 functioning as a client to receive authen-
tication information including logon user idcntifiers which
arc supplied in rcsponsc to launch of thc cvcnt monitor GUI
applet 630. The billing tdenfiftets and levels of. services,
including lhe specific enhllemenl informalion are supphed
from StarOL'60 to the event mnnitor server 650 via flat
files which may he generated daily.

From thc back-end lc acy host, thc event nionitor server
650 receives statishcs on voice (DAL) and dais (TDS 1.5)
services for proviriing ils lunclionalily to Ihe event momtor
users. The DALs are groups of. rieriicated 64K circuits thai
carry vnice traffic to and from a customer's premise temii-
nating equipment, i e., PIIX, tn a telecommunication service
provider's switch. A TDS 1.5 data circuit is a dedicated
point-to-point circuit that spans from onc customer location "'irectlylo another The data circus! includes al least two
monitoring units, called Extended Superlrame Monilonng
Untts(ESFMUs or ESF Cards), which generate alarms anti
collect statistics on the perfonnance of the circuit Alarms
are presented near real-time and indicate that there is a
failure associated with the data circuit. Performance statis-
tics arc compiled in 15-minute intervals and are used to
dchvc pcrformancc alarms that provide thc users with the
imhcation that their networl performance is degrruled before.
the problem becomes service impacting.

Performance statistics are compared against pre-set per-
formance paramctcrs and deviations from these parameters
arc rccordcd. When a given threshold is exceeded, alarms
are generated and noulication is sent lo Ihe customers such
that the customers may then view alarms aml tal e necessary xn

steps to correct the prnhleln. The perforlnance parameters
and thresholds may be modifiable via the event monitor OUI
applet 630 hy those customers having proper access level
cntitlcmcnts as vcrificd by thc StarOE 660. Each of thc
components shown in FIG. 6 and their respective processes as

will be described in further rielad herein.

L'vent Monitor GUI Client Application

All alarms anil reports for evenl monitor are typically sn
accessible via the "networkM(1 Interact'* alarming and
reporting structure estaliiished within the home page (FIG
4) Event monitor alarms arc viewed via an aiarm monitor-
ing system in which both broadband and cvcnt monitor
alarms may appear. Thc event monitor GUI client applica- ss
tion is typically launcheri via Ihe event momtor icon 252d on
the home page (FIG. 4). Reports for fault reporhng may be.

requested through the repnrt requestor 2526, a component of
StarWRS, anil the inbnx 252n.

In the preferred embodiment, the event monitor GUI
client application is provided as a launching pad for access-
ing all thc cvcnt monitor services. Thc event monitor GUI
client applicauon is itself launched by selecting Ihe event
monitor icon 252d from the "networl MCI Interact'ome
page (FIG 4). The event monitor GUI client application ss
provides a menu har, tnnfliar, and status har for accessing
event monitor services depending on the customer's service

subschphons. Event monitor service availability is deter-
mined by user logon session with StarOL server 660 If the
user is not entitled or does nnt have authorixatinn for a
particular service, the corresponding toolhar icnn or menu
itcni is disablcil. Thus, in accordance with thc customer
scrvicc option, thc corresponding service icon and or menu
item is nol activated and would nol respon&l lo a user input.

In providing its basic services, the event monitor display
applet may have the responsibility of: I) requestin reports
that are no ion er on the inbox scrvcr to bc rctncvcd from
a rcport data archive if a predetermined penod of time has
elapsed, e, 45 days, aml provide these reports lo lhe
customer via the inbox, 2) deiining alarm thresholds and
parameters and trouble shooting procedures; 3) delining how
the customer reports should he requested, e.g., report id,
date, etc; 4) providiiig oti-line cnntext sensitive help for all
aspects of thc cvcnt monitor wcb-liascrl application; 5)
providin the ability to spaivn separate ilialog winrlows, for
example, lo explain reporiing activity in progress, aml 6)
providing access lo custom reporting capability via the
loolbar and menu.

In the preferred embodiment, the event mnnitor GUI
application is implemcntcd in Java to ensure platform inde-
pcndcnce and particularly is developed using many of thc
nelworkMCI Interact's common objects deschbed in the
co-pending U.S. applicahon Ser. No. 09i159,515, now U S
Pat No (i,115,040, and fully incorpnraled herem, for
achieving interoperability with the applicatinn backplane
Specifically, the event monitor (IUI application*s startup
colic implenicnts the COApp class, typically dcrivcd from
thc CoAppImpl interface. COApp provides an applct-like
interface and includes applet methods such as gelimage( )
and gelAppletConlexl( ) and allows Java applel prototypes
to he easily converted to ('OApps. I'he L'vent monitor GUI
application, via the COApp, may create its nwn display
space and present its user interface in a separate frame hy
having thc space in onc or morc COAppFramc winrlows
Thc COAppFranic class and its COStdAppFramc subclass
are wrappers for the Java Frame class which provirle
COApps wnh stamlard look-anil-feel elements aml imple-
ment some standard behavior, such as participatmg in
COliackplane*s window management functions The
COApphrame is a desktop windoiv, separate from the
broivser. It prcscnts thc user with a preset layout of a menu,
toolbar, status bar, enterprise lo o, an application icon, etc.,
and a mmn viewing area. Since a separate lrame does nol
need to be located inside a Web page, a concurrent (side-
hy-side) access to more than one netivnrkMCI Interact
application service is possible

In another enibodimcnt, thc cvcnt monitor GUI applica-
tion's slarlup code may be implemented using the COApplel
class. The COApplel class extends Ihe Applet class aml may
be launched by the browser from an HTML &Applet&tag.
The CoApplet class is useful in cases ivhere mnre isolation
from the networkM('I Interact's platform is desired, or an
application nccds its own browser-based ilisplay space. Thc
COApplct class implements most of thc COApp intcrfacc by
forwarding it to a contained COAppimpl olijcct.

I'or determining the user's event mnnitor service options,
the GUI client application requests and retrieves user pro-
files including the user entitlements from an event monitor
customer database populatcrl by a pchoilic feed (e, on a

daily basis) from StarOE 660 (FIG. 6)
From the event monitor GUI chenl application, an alarm

management object is also launched upnn mitialixation of
the (IUI client application 'I'he alarm management ohlect
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essentially creates a blank user interface aml starts a thread
to handle commumcations with the event monitor server for
events nr alarms I'he alarm thread is created to run
perindically, e.g., every two minutes. Specifically, the
AlarmThrcad invokes a COAsynchronousTransaction with
thc wcb scrvcr to poll for current event monitor alarms.
When the AlarmThrearl receives the data bacl from Lhe web
server, it creates a commaml to update Ihe disph&y anil
executes the command.

Thc cvcnt monitor alarms are morally grnupcd into two
categories: voice alarms and data circuit alarms, including
broadband anti SNMP alarms. Voice alarms are further
divirlerl into Iwo types. service outage alarms which are
generated when a percentage of circuits in a trunk group are
not available to complete calls; and traflic alarms which are
generated when a percentage nf DAl.s reach a predefined
pcrccntagc for blockage, terminating failure rates and origi-
natin failure rates. Traflic alarms arc based on data accu-
mulated for live or thirty minute intervals. Data alarms are.

divitletl into two types. service aflecting alarms which are.

typically generated in instances where Ihe service cannot be.

used because there is a loss of signal, unframed signal or
equipment failure; and perfnrmance afFecting alarms ivhich
arc gcncratcd when high error rates arc received fnr tcn
seconds or more, out-of-frame conditions occur or frame
slips exist but service is still available. A rlnll dov:n view
depicting each alarm down to the indivirlual circuit is
avatlable via the GUI as will be described below.

and circuit. The topographical mapping display allows cus-
tomers to see a logical depictinn nf their network 'I'he ability
to drill down into individual sites, nndes and circuits are also
available via the viewer applet I'nr example, if a customer
has a circuit between Ncw York anti Los Angclcs thc highest
lcvcl of thc map shown may be thc two locations on cithcr
end as well as Lhe circuit between them If a customer cheka
on the circuit itself, raw data pertaining to Lhe current
throughput of that circuit or any alarm conditinns that exist
on the circuit may be displayed Additinnafly, if the customer
clicks on either of the t&vo locatinns, further drill down for
logical design layout of the customer premise equipmcnt,
such as a DSU or CSU, niay bc enabled, Furthcrmorc, if
alarms are present for that particular site, the doll down view
may depict each alarm down to the inilividual circuit on a 24
channel 'Itl.

Another type of reporting service provirlcd by thc cvcnt
monitor is called an intc rated managcmcnt scrviccs bounc-
mg busy intervals report. This report provitles a picture of a
DAL group during its busiest time of the day by reporun ~

&La)isbn& for the current or one of the previous 7 days at the
busiest interval 'I'he busiest interval is defined tn be the
30-minute or tifl-minute time period in &vhich tntal usage
was at the highest point. Other reports which may bc
obtained throu h thc event monitor include: monitoring anil
performance reporting of inilividual DS3 anil OC3 circuits,
IDSN channels, International voice or data point-Lo-point
private lines, El lines, aml trunk util)eat)on reports.

Reporting I'unctinnality

As described above, the existing and new event monitor
reports may bc rcqucstcd via thc repnrt rcqucstor, a coni-
poncnt of StarWRS. Thc reports arc then pnstcd in the inbox.
Customers typically view thr reports by launching the rcport
viewer apple), another component of StarWRS. Once Ihe.

report is made available, at the customer's preference and
selectinn based on prinrities and severity, the customers may
receive notification through nne or any cnmbination of page,
c-mail, or fax in addition to thc display nption of thr

sn
notitication on the customer's inbox. For example, a cus-
tomer may choose to rcccive page and c-mail notification on
all level I severity alarms aml just rlisplay notifications in Ihe
inbox lor level 2 severity alarms, etc.

Recurring repnrts may also be created by the user to run js
on a timely basis, e.g., hourly, daily, weekly, and mnnthly, as
well as ad hoc (onc time) reports. For cxaniplr, a customer
may have a standard DAL perlormance report delivered on
a daily basis, and on a particular day, the same customer may
choose to submit an arl hoc DAL performance report for any
given interval, i e., previous hour, previnus several hours or
days

In addition, thc cvcnt monitor niay provide thc ability to
drill down within customer's premise rquipmcnt to view a
breakdown of thc customer's equipnient and the ability to ss
monttor performance and report alarms on individual chan-
nels within each circuit. Giving customers the capability to
create and save a variety of reports and graphical vie&vs
allows them to perfnrm custnm i&ed trending and analysis for
maintaining bcttcr control and prnl&irm resolution schemes „,.)

during their network management process.
Morcovcr, thc cvcnt monitor presents via thc rcport

viewer applet, the nrap of. Ihe continental U.S. (World for
global customets/services) lor purposes of displaying Ihe
configuration of a customer's networl . The customer may ss
view their sites, the varinus connections between any t&vo or
more nf these sites, and information about each specific site

Alarming I'unctionalitv

The cvcnt monitor presents all rlctcctcrl alarms to thc
customer automancally, without the customer's interven-
tion. The detected alarms within the event monitor are sent
Lo the customers'nbox lor spreadsheet display for on-line
revie&vs. All current alarms are retrieved by Ihe customer'
web browser GUI applet using polling techniques at session
initiation. Customers may define a period of time rluring
which their alarms rcniain in current status, allowing non-
currcnt alarms to bc rlclctcd.

In additinn to providing alarm notitications tn customers,
the event monitor may alsn provide a scheme in which a
pre-defined trouble shnnting procedure, modifiable by a
customer, is launched automatically when an alarm is
detected. For example, if an alarm is gcncratcd rcgarrling a
liber outage that impacts a customer s Loll iree circuit, an
option allows Ihe user Io go directly from the alarm message
in the inbox tn the appropriate alternate routing plan In
order tn integrate twn services, i e., event monitor with toll
free network mana er (Tl NM), the event monitor key data
anti alarm are communicatcrl to aflow TFNM to tind thc
appropriate routin plan associated with thc outage Thc kcy
data may inchide: toll free number, service id, circuit id, and
Lvpe of. service, e.g., Loll free or broadband. The TFNM
application is typically launched directly from an alarm view
with the above parameters fnr finding the associated routing
plan User protile infomiatinn needed by Tl NM for authen-
tication and cntitlcment verification before actuafly procccd-
ing &vith thc altcrnatc routin plan, arc also passed as
parameters Lo the TFNM applicauon at the same ume.

Performance Metrics

The event monitor follows and conforms to general
"networl MCI Interact'eportmg standards in order to pro-
vide a consistent and common interlace Io the customers.
Weekly reports do nnt have tn be on a calendar week and
may cnver any consecutive 7 days Monthly reports are,
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unlike Ihe weel ly reports, calendar based aml are delinelf to
cover Ihe entire month. Ad-hoc reports are reports outside
thc prc-sclcctcd reporting structure and are typically avail-
able to customers within two minutes from thc point of
request by custnmers

In a preferrelf embodiment, Ihe event monitor alarms are
typically distinguished into two types: event-based alamis,
anil statistical alarms. Event-based alarms arc alarms gcn-
cratcd on thc physical connection bctwcen thc customers
CSUiDSU circuits and thc teiccommunication service pro-
vider's switches, e.g., alarms occurring due to a loss or
bring-down of a circuiu In addition, the customer may
specify this notification to lie sent as a page, fax, or e-mail
In these cases, the nntificatinn is sent within the required
30-second window from thc moment thc alarm is detected „
by thc cvcnt monitor.

Statistical alarms are alarms generated due to the percent-
age of clown time or of other statistical nature. Statistical
alarms dcpcnd on thc frequency at which thc customer's
web browser is polled, e.g., 2-4 minute intervals. Once
polltng is established and an alarm is detectecf, the lime-to-
deltver notification of. the alarm is similar to the event-baself
alarms, i.e, within 30 seconds

The Event Monitor Bacl -end Configuration
zs

FIG. 7 illustrates an example of. a bacl -encl mnftguration
for the fault management system for reporting telecommu-
nication service conditinns The back-end configuration
includes a network management system 104 which collects
network cvcnts, includin alarms and trafiic dcnsitics front
a common earner network 106. All of. the events collected
by network management system 104 are reported to an event
monttor host 1U8. The common earner I ceps track of Ihe.

perfnrmance and network faults for netlvnrk 106 through a
myriad of netlvork management systems 104 and routes the
information in real-time to thc cvcnt monitor host 108. In
order to provirlc information regarding a particular custom-
er's leaself services, events collected by event monitor host
108 are downloalfed lo even! monitor server 65U.

Event monitor scrvcr 650 accumulates in near real-time a so
database of events pertinent to each customer's leased
services The accumulated data is viewable via Ihe client
lirowser application (IUI and also via the StarWRS reporting
system as described alinve. Ifecause individual customers
may subscrilie to various different services lvhich may
cxpcricncc difterent events, event monitor server 650 must
not only collect dificrcnt sets of data on a rcai-time basis, but
the cltent browser application GUI and the reporting system
must also present Ihe cfala in a format relevant lo Ihe
parttcular services to which Ihe customer subscribes. This
data may be organized for display to the user in an event
queue.

In the preferred embodiment of the present invention,
event monitor host 108 is an Integrated Netlvnrk Manage-
ment System (INMS) host implemented as an IIIM S 370
mainframe and thc event monitor server 650 is implcnicntcd
as thc DEC Alpha and Sun Solaris; the architecture of this
embodiment is lfepiclecf in FIG. 8. The present invention
may be implemented in other ways, as woulcf be apparent io
one skilled in the relevant art

Referring to FIG. 8, the INMS host 1U8 operates in an
IBM Customer Information Control System (CICS) envi-
ronment with a Transpnrt Control Protocol Internet Protncol
(TCP/IP) cnnnectlon to DEC Alapha event monitnr server
650, which opcratcs under the DEC UNIX operating systeni. as

The Server 650 comprises tlvn servers: a Structure Query
[.anguage (SQI.) server 406 and an open server 408 Open

server 4U8 receives events from INMS host 108 and stores
them on a database 4N stored on server 650. I'he SQI.
server 406 is a database en ine providing access to and
managing database 4N. In the preferred embodiment, data-
hase 410 is a Sybascdb rlatabasc anil SQL server 406 is a
Sybasc SQL scrvcr.

The Database 41U compiles information that is sent on a
regular basis by INMS host 108. I'he data stored in the SQI.
server may be queried at will by a user via the client browser
application for analysis. Database 410 is a relational data-
hase using SQL server 406 as thc rlatabase managcmcnt
system (DBMS). In lhe preferred embodiment, database 410
composes a database having four parntions.

The Database 41U inchides a number of tables of data
which are accessed by the client browser application GUI to
event displays, including alarm displays, alarm report, facili-
ties cross-references and event log displays. In addition to
the StarOE authentication and cntitlcmcnt checking, user
access to database 410 is monitored by SQL scrvcr 406;
levels of secunty may be provided to permit tiers of access
lo diferent levels of information within database 410, as
lvould be apparent to one skilled in the relevant art

The data within database 410 is organized ln views. I or
example, an alarm view provides an alarm description, an
alarm scvcrity rcprcscnting thc dc rcc of conscqucnce for
thc alarm, and sclcctcd conditions associated with thc alarm.

The intcrfacc bctwccn INMS host 108 anil server 650 is
lwo-way. In this scenano, Ihe INMS host 108 is a client,
issuing calls for stored procedures to SQL server 4U6 via
TCP/IP when there is an event lo report.

When a nelv customer is provisioned, the I'vent Monitor
server 650 makes a client call to an INMS host session and
updates thc user profile table on thc INMS host.

FIG. 9 is a high lcvcl lo ic flowchart rlcpicting the
operation of the prcfcrrcd cmborlimcnt of the prcscnt inven-
tion. Typically, a customer subscwbes to several parucular
leased services. In order to limit data collecnon lo data
germane lo Ihose parucular services, the user must speciTy
the data to be collected The user does this by defining an
event view of data to be collected, as shown in a step 502
Thc event view specifies, for example, which scrviccs arc to
be monitored and what rlata is to bc collccterl anil rcportcrl
for those services. For example, the event view may include
Ihe followin ~ items.

Sevewiy. critical, ma)or, minor, informational, no alert.
Service Types (MCI): 800, 900, TDS 1.5, TDS 45, VNET,

PrismCw, VisionCw, ISDN, SW56, and DDS/DDO
('orporate ldentifiers: A list of corporate ldentihers related

to the customer*s enterprise and for which the user ls
authorized access.

Facilities: All clemcnts of a physical tckphonc plant
rcquircd to provide a service and to which thc user is
authonzed access (for example, trunk groups and
clrcoi(s).

Dali Elements. The user can conligure a customized
event view by selecting the data fields to be displayed

Date and Tilne Elements: I he user can configure a cus-
tomized cvcnt view by selecting thc date and time
period for thc custom cvcnt view.

Sort Order: Thc user can configure a customized event
view by selecting, for example, the data lieldk on which
Ihe data to be displayed is sorted.

Once the event view has been defined, the client browser
application transmits a transaction request to the server 650
via the lvebidispatch server. A pre-defined stored procedure,
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which takes as input a "where" clause and an '*order by*'lause,

is used to create the event view from data stored in
database 410 In the preferred embndiment, the SQI. state-
ment is constructed such that each element field is joined by
an "AND'nd values within each clement field arc joined
by an "OR.'hus, a partial SQL statement would be similar
to:

Seventy=r:riiical OR severity=major

Service Type=VNET

CORPII)=123434 OR ('ORPB)=32432423

AND... etc.

is

Thc Event Monitor Proxy )o
As mcntioncd herein with respect to FIG. 2(b), thc

mcssagcs crcatcd by thc client Java snftware arc transmitted
to the StarWeb (DMZ) Server 24 over HTTPS protocol. For
incomtng (client-to-server) commumcauons, Ihe DMZ Web
servers 24 rlecrypi a request, authenticate and verify the ss
session information. I'he lngical message format from the
chent to the Web server is sho&vn as follows

The SQL statement created in step 502 is forwarded io
SQI. server 406. The SQI. statement identifies to SQI. server
406 the particular stored procedure to be activated to obtain
thc cvcnt view specified by thc SQL statement. The SQL
scrvcr 406 then cxccutcs the stored procedure and builds a
report of event rlata spec)lied by the event view, as shown in
a step 505. zs

Once the event repnrt is built, it is sent to the client
browser via thc wcb dispatcher scrvcrs. Thc events are
typically loaded into an cvcnt queue, which is a pass throu h
mechanism existing between the INMS host and the Sybase

lo
database. The events in Ihe event queue are sorted by sort
critena entered by the user when defining the event view, as
shown at step 512 In a preferred embodiment, the primary
sort criterium is severity I'he sorted events are displayed to
thc user on thc client browser application GUI in a step 514.
Each cvcnt displayed is accompanied l&y an acknowlcdg-
mcnt ficlrl for thc user to indicate his ackno&vlcdgment of thc
event, ior example, Ihe user may acl nowledge an event, if.

so authorized, by entering an asterisl in the assoc)a(eel
acknowledgment field When the user ackno&vledges an
event, as indicated by the "Y** branch from step 516, the &D

chent browser application repnrts the acknnwledgment to
scrvcr 650, as shown at step 515. When thc user has
acknowlcdgcd thc last event in the cvcnt queue, as indicated
by the '*y'ranch from step 520, event processing ends. Ai

asthis point, Ihe user may either retain Ihe session or close, it.

If the session remains open, server 650 will report new
cvcnts defined by thc event view as they arc received by
scrvcr 650. When server 650 receives a ncw event, as
imhcateil by Ihe '*Y'ranch from step 522, processing
resumes at step 405, as shov:n in FIG. 9.

Thus, in accordance with the event view defined by the
user and communicated to event monitnr server 650, reports
of cvcnts idcntificd in thc event view niay bc periodically
forwarded, ha&cd upon a customer configurable interval, to ss
the client browser application, and made available in an
event queue for ihsplay Io the user in order of. ihe seventy
of the event.

TCPIP
j encryption hup web header j dispatcher

header proxy-specific dataj
&vhere " ** separates a logical protncol level, and protocols
nested from left to right. I'l(i 10 illustrates a specific
mcssa e sent front thc client browser to thc rlcsircd middle
tier so&vcr for thc particular application. As shown in FIG.
10, the client message 1500 includes an SSL encrypuon
header 510 aml a network-level protocol HTTP&POST
header 1512 &vhich are decrypted by the l)MZ StarWeh
Server(s) 24 to access the underlying message; a l)M Z Weh
header 1514 which is used to generate a cnokie 1511 and
transaction type idcntificr 1516 for mana in thc client
scrvcr session; a dispatcher hcadcr 1515 which includes thc
target proxy identifier (520 as&ocuited with the parucular
type of iransacuon requesierl, proxy &pacilic data 1525
including the application specific metadata utilized hy the
target proxy to form the particular messages for the particu-
lar middle tier server providing a service; and, the net-
&vorklcvcl HTI'P&POST trailer 1530 and encryption traikr
1535 which are also dccrypted by thc DMZ Wcb scrvcr layer
24.

After esiabli&hin ~ thai Ihe request has come from a vahd
user and mapping the request to its associated session, the
request is re-encrypted and then forwarded through the
firewail 25 over an encrypted socket connection 23 to one or
morc dccodeirlispatch servers 26 locatcrl within thc corpo-
rate Intranct 30 (FIG. 2(h)).

The massaging sent Io the dispatcher includes the user
xlenuiier and session information, the target proxy idenuiier,
and the proxy specihc data The decode,'dispatch server 26
decrypts the request and authenticates the user's access to
the desired middle-tier service

It should bc unrlcrstood that networking-lcvcl protocols
anil HTTP may bc hen(lied by off-thc-shelf Wcb scrvcr
software, e.g., Net&cape Enterprise Server, or other Web
Services-iype cluster software thai maintains a virtual client
connecuon state. The "neiworl MCI Interact'MZ Web
services software may be invnked by the "networkMCI
Interact'* StarWeb server 24 using a POS I&type mechanism,
such as: a Netscapc servlct API, CGI or like equivalent.

As shown in FIG. 10, thc StarWcb scrvcr 24 forwarrls the
Dispatcher header anil proxy-speciiic dais Io the Dispatcher,
"enriched" with Ihe identity of Ihe user (aml any other
session-related information) as provided by the session
data&cookie mapping, the target proxy identifier and the
proxy-specific data 'I'he dispatch server 26 receives the
encrypted rcqucsts forwarded by the Web scrvcr(s) 24 anil
dispatches them to the appropriate apphcation server prox-
)a&. Parucularly, Ihe messages are tlecryptetl, and the wrap-
pers are examined, revealing the user and the meiadata-type
service request A lira( level validation i& performerl, m along
sure that the user is entitled to cnmmunicate with the desired
service The user's entitlements in this regard would be
fctchcd by thc dispatch server 26 from StarOE server 660 at
logon time and cached. Assuming that the rcqucstor is
au(boozed Io communicate with the target service, the
message would be forwarded to ihe desirerl service'& proxy

Parucularly, a& explained generally above with respect to
I'l(i 6, the dispatch server 635 receives encrypted request
messages for&varded by the IJMZ Web servers (shown with
dispatch scrvcr) and dispatches them to thc appropriate
server proxies. Thc messages are decryptcd, and the wrap-
pers are examined, reveahng Ihe user and the tar ei middle-
uer service lor Ihe request.

A lir&i-level validation is perfi&rmed, making sure that ihe
user is entitled to communicate with the desired service I'he
user*a entitlements in this regard are fetched by the dispatch
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server from StarOE server 66U al logon ume and cached.
Assuming that the requester is authorized to communicate
with the target service, the message is then forwarded to the
desired service*s proxy, which, in accnrdance with the
principles dcscribcd herein, is thc cvcnt nionitor service
proxy 640 correspondin to the event nionitor scrvcr 650.
This proxy process further performs: a valid auon process for
examining incoming requests ancf confirming ihat they
include validly formatted messages fnr the service ivith
acceptable parameters; a translation prncess fnr translating a in

message into the database query message or netivnrking
protocol; and, a mana emcnt prnccss fnr managin the
communication of thr specific customer request with the
middle-tier server lo actually gel the request serviced. Dale
returned from the "networkMCI Interact"'s server is trans-
lated back to chent format, if necessary, and returned to the
dispatch server as a response tn the request

I'IGS 11(n) and 11(b) are schematic illustrations showing
thc mcssagc format passed between thc Dispatcher 635 and
thc application specific proxy (FIG. 11(n)) and thr message ao

format passecf between the application specific proxy back io
the Dtspalcher 635 (FIG. 11(b)). As shov:n in FIG. 11(ct), all
messages between the dispatcher and the proxies, in faith
directions, liegin with a commnn header 1660 tn aflow
leverage nf common code for prncessing the messages. A zs
first portion of the hcadcr inciudes thc prntocol version 1665
which may comprise a byte of data for identifying version
control for the protocol, i.e., Ihe message formal itself, and
is intended lo prevent umlesired mismatches in versions of
the dispatcher and proxies. 'I'he next portion includes the
message length 1670 which, preferably, is a 32-bit integer
providing the total length of the message including ail
hcadcrs. Next is thc echo,'ping tlag portion 1672 that is
intended to support a conncctivity test for thc dispatchcr-
proxy connection. For example, when this fiag is non-zero, is
the proxy immediately replies with an echo of the suppliecf
heacfer. There should be no attempt to connect to processes
outside the prnxy, e.g the back-end application services
'I'he nevt portion indicates the Session key 1675 which is the
unique session kcy or "cookie'cturncd by the Wcb broivser so
and used to uniquely identify thc scssinn at thr browser. As
descnbeil above, since Ihe communications middleware is
capable of supporting four types of transport mechanisms,
the next portion of lhe common protocol header imhcales Ihe.

message type/mechanism 1680 ivhich may be one of four as
values mdicatmg one ot'he folloiving four message mecha-
nisms ancl types: 1)Synchronous transaction, c, a binary 0;
2) Asynchronous request, c.g., a binary I; 3) Asynchronnus
poli/reply, e.g, a binary 2; 4) bulk transfer, e.g., a binary 3.

Additionally, the common protocol heacfer secnon so

includes an inihcalion of ilwpatcher-asiugned senal number
1685 that is unique across all dispatcher processe~ and needs
to be cnnrdinated across processes (like the Web conkie (see
above)), and, further, is used to aliow for failovrr and
process migration and enable muitiplexin control between ..
the proxies ancf chspalcher, if. desired. A Iield 169U indicates
the status is unused in the request heacfer bul ts used in Ihe.

response header lo inihcale Ihe success or failure of. Ihe.

requested transaction. More complete errnr data will be
included in the specific error message returned. The status
fiel 1690 cs included to maintain consistency brtivrcn
rcqucsts and rcplics. As shown in FIG. 10, thc prnxy specifi
messages 1695 may be meladala message requests from a

Report Requestor client (nol shown) in the manner such as
shown and described in co-pending U.S. patent application as
Ser. No. 09ilfick4(I9 I.ikewise, the provy specific responses
are metadata response messages 1610 again, capable of

being transmined via a synch, asynch or bulk transfer
transport mechanisrli

It should be understood that the application server proxies
may either reside on the dispatch server 635 itself, or
preferably, on thc micldlc-tier application scrvcr, i e., thc
dispatcher front-encl cocle is able to locate proxies rcsidcnt
on other servers.

As mentioned, each back-eml service has a proxy process
with three responsibilities: validate, translate, cnmmunicate
Validation includes of parsin incoming requests, analyzing
them, and contirmin that they include validly formatted
messa cs for the service with. acccptalile parameters. If
necessary, the message is translated into an underlying
message or networlong protocol. If no errors in the message
are fouml, the proxy then manages the communication with
the middle-tier server to actually get the request serviced
The application proxy supports application specific transla-
tion and communication ivith the back-end application
server for both the Wcb Scrvcr (java applct originatccl)
mcssa es and application scrvcr messages.

Proxy functions and uuhnes provided include enabling
mullilhreaded proxy functionahly in order that the proxies
may service multiple clients simultaneously. I'he logic flow
diagram illustrating the multithreading functionality is
shown in I'IGS. 12(rt)—12(c)

Specifically, as shown in FIG. 12(a), step 902, a proxy
listener socket on a micldlc-tier server, c.g., event monitor
server, is lirst mitialized. A proxy signal handler is invoked
al step 9U4 io wail for a connection signal from Ihe dis-
patcher server, as indicated at step 905. At step 9IN, a
determination is made as to whether the proxy has accepted
a connection request from the dispatcher. If the proxy could
not accept the connection, a SignaIHancffer Routine is
invoked as indicated at step 909 and clcscribcd with rcfi:r-
ence to FIG. 12(b). Il: Ihe proxy accepts the connecuon, a

chid process is inslantiated as imhcated at step 9HI. A
determination is next made al step 911 to determine if lhe
forked process was successful. If the forked process was
successful, then a check is made at step 912 tn determine if
the child process was created for that session. If thc child
process was crcatcd, then the chilcl process is invokccl at step
915 as descnbed with reference lo FIG. IZ(c). If lhe child
process was noi created, a determination is made al slap 916
lo determine whether Ihe parent proxy process is sufi
executing If the parent is still executmg, then the current
conversation socket is closed, as indicated at step 918, and
thc process returns to step 905. If thc parent is not alive, then
an error hancllcr routine is invoked at step 920, and thc
process relurns io step 9U5.

Returning back to step 9U8, if the proxy coukf not accept
a connection request, the Signal Handler routine which
described ivith reference to I l(i 12(6), is invoked. As shown
at step 922, the Signall landler routine hrst blocks all signals
except thc current signal. Then at step 922 a clctcrmination
is made at step 924 as to ivhcthcr thc rcceivccl (current)
signal is equal lo the SIGBUS indicating a bus failure. If the
received signal is not equal lo SIGBUS, then a determinauon
is made at step 926 as to whether the received signal is equal
to the SIGQUIT If the received si nal is nnt equal to
SI(IQUIT, then a determination is made at step 928 as to
ivhcther thc rcceivccl si nal is equal to thc SIGCHLD. If thc
rcccived signal is not equal to SIGCHLD, then a determi-
nation is made at step 930 as to whether a signal is pending.

If., al step 9Z4, il is determined thai lhe receivecl signal is
equal to SIGBUS, then a SIGQUIT signal imhcanng that lhe
process should exit, is generated at step 932, and the process
returns to step 930 If, at step 926, it is determined that the

Petitioner Disney Ex-1008, 0032



U,"a 6.473,407 Bl
26

received signal is equal to SIGQUIT, then a SignalExit
process is invnked to exit as indicated at step 934, and the
process returns to step 930. If, at step 928, it is determined
that the received signal is equal to SIG(3II.D, then a
Ckanup('hild process is invoked to clear and rcinitiafizc thc
child process procedures and tcrminatc the child process as
indicated at slap 936, and the process returns lo slap 930. If.

none of these signals were generated and no signals are
pending, then at step 935 all signals are restored and the
process returns to step 905, FIG 12(n) 1 ti

If it is determined that a signal is pending at step 930, then
thc process proceeds to step 944. At step 944, a determina-
tion is made as to whcthcr the received signai is equal tn the
SIGBUS indicating bus error. If. the received signal is not
equal to SIGBUS, then a determination ts made at step 946
as tn whether the received signal is equal tn the SIGQUIT
If the receivecl signal is nnt equal to SIGQUI I; then a
determination is made at step 948 as to whether the received
signal is equal to thc SIGCHLD. If thc received signal is not
equal to SIGCHLD, then the process prncccds to step 935 co

where all signals are restorecf and the process returns lo step
905, FIG. 12(n).

If, at step 944, it is determined that the received signal is
equal to SIGI3US, then a Sl(fQUI I'signal indicating that the
process should exit is generated at step 952, and the process zs
returns to step 935. If, at step 946, it is determined that the
rcccivcd si nal is equal to SIGQUIT, then a Si nalExit
process is invokecf to terminate lhe process as indicated at
step 954, and the process returns lo step 935. If, al step 948,
it is determmed that the received signal is equal to .io

SI(fCIII.D, then a CfeanupChild process is invoked to clear
and reinitiafize the child prncess local data and procedure as
inchcatccl at step 956, and thc process rctums to step 935. If
none of thcsc signals werc gcncratcd ali signals are rcstorcd
at step 935 aml the process returns lo step 905, FIG. 12(n). 13

Referring back to FIG. 12(n), the client request is pro-
cessecf by lhe forl ed child process as incficated al slap 915.
'I'his proceclure is described ivith reference to FIG 12(c)
where, at step 960, the proxy header is received from the
dispatcher. If thc hcadcr does nnt confnrm to thc prntncol, so
then at step 964, an error handling routine is invoked, and
the socket connection to lhe dispatcher is closecf, as indi-
cated at step 968, aml lhe process terminates by returning at
step 969 lo lhe invol ing procedure (FIG. 12(n)). If lhe.

header cnnforms tn the massaging protocol as determined at as
step 962, then a validation step is perfnrmed at step 965
whcrcin a connection to thc Wef& server cookie jar is
implcmcntcd to dctcrminc the vaiidity of thc current sessinn.
Next, a determination is made al slap 970 as lo whether lhe
current session is a valid user session. If the current session so

is valicfaled, then the process proceeds lo step 975. Other-
wise the process proceeds to step 968 to close the socket
connection to the Dispatcher

At step 975, FIG. 12(c), thc proxy application receives the
mctadata mcssagc At step 976, a dctemiination is made as ..
to whether lhe process proxy application failed. If. the proxy
process failed, the program hamlles lhe error as imhcated at
step 978 If there is no error, lhe proxy application inputs
processed data from the meta data descriptions as indicated
at step 980, and sends back the proxy header to the Dis-
patcher basccl on thc transaction type, as indicated at step
983.

A determination is made at step 985 as to whelher an error
occurs when sencfing the proxy header. If an error occurs, lhe
program hamlles the error as indicalecf at step 987 aml closes as
the sncket con nectinn to the dispatcher server as indicated at
step 995. Otherwise, as indicated at step 990, the prnxy data

obtained from the proxy application is sent to the dispatcher
in accordance with the specilied transaction mechanism. A
determination is made at step 992 as to whether an error
occurs when sending the proxy elate bacl to the dispatcher
server. If an error otx:urs, the program hantlles the error as
mdicated at step 978 aml closes the socket connection to the
dispatcher as indicated at step 995. If the transmission is
successful, the socket connection to the dispatcher server
closes, as indicated at step 995 and thc process returns to
step 905, FIG. 12(a), to aivait thc next proxy connection
rt:tint:sn

Outgoing (server-to-client) commumcanons follow the
reverse route, i.e., the proxies feed responses to the decode,'ispatch

server, which encrypts the client-bound messages
and communicates them to the IIMZ Web servers over the
socket connection. The Wcb scrvcrs forwards thc informa-
tion to the client using SSL. Thc logical message format
returned to lhe client I rom the middle ner service is shown
its Itillows.

TCPiIP
l encryption http

I
web response f dispatcher

response
~

proxy-specific response
where " "

separates a logical protocol level, ancf protocols
nested from left to right.

As described above, the Lvent Monitor application is an
objected oriented application implemented in a chenl server
architecture. Thc proxy (FIG. 6 at 640) scrvcrs have a paired
client side stub iniplcmcntation used to initiate browser
requests and receive server responses The proxy servers ancf

client side stub implementations share common interlaces
These interfaces describe the methods that are vahcl for a
particular proxy server.

In general, Lvent Monitor proxy (I'IG 6 at 640) servers
I) invoke niethocls rcccived when their corresponding client
side stub method is invoked by thc browser 630 and; 2)
return responses for the requesting client side stub method,
if. required.

In particular, the Event Monitor Server proxy 64(l is a

process with multiple interfaces to the Lvent Monitor Web
server database and GUI 630, each interface providing
method signatures for a series of cliscrctc services via

specific Iava nicthods. Thcsc intcrf acct method combinations
mclucle: I) HSAIarmServerinterface which provides SNMP
alarm funcnonality via la) getAlarmList method, lb)
recordAlarm method, and lc) clearAlarm method. 2)
I ISMapServerlnterface which provides raphical configura-
tion mapping functionality via 2a) etSivitchl.ocations
method; 2b) gctAcccssCircuits methock and 2c) getPVCList
method; 3) HSReportScrvcrlnterfacc which provides rcport
management and delivery functionality via 3a) getReport
method, 3)b ge(Repor(List method; 3c) gelinboxReporhs
method, and 3d) selReporlGeneranon method; 4) HSServ-
erlnterface which provides 13roadband Web server access
functionality via 4a) logon method; 5) IISSnmpServerlnter-
face which proviclcs SNMP GetiSct functionality via Sa)
gctSnmpCate ories nicthock Sb) ctPVCList mcthocl, Sc)
ge(CircuitList method, Sd) setAnribule method; and Se)
gelAtlnbute method, 6) HSUlililyServerinlerface which
provides lhe interface 1 or all other browser funcnonality via
(ia) getl.evelOfService method; (ib) gelHelpDeskNumber
method; bc) get('ircuitl,ocation method; bd) setCircuitl.o-
cation method; bc) getServicc Type mcthock and bf) getMcs-
sa eCentcrText mcthock 7) HSEMRcportServerinterfacc
which provides an interface lo the features available in the
Event Monitor database via 7a) changeReportName method;
7b) crealeReport method, 7c) deleteReport method, 7d)
getAlarms method; 7e) getAlarm Types method; 7f) et('or-
plf)l.ist inethod; 7g) etDAI.Groups method; 7h) getDat-
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aC&rcuits method; 71) getFacilities method, 7j) getReport
me&boil, 71 ) getReportCategories method; 71) getReportList
method, 7m) getServiccTypes method; 7n) getvniccCircuits
method, aml 7o) updatcRcport method.

Liach server side method I) perfnrms a specific back-end
function It may also, 2) return an olgtect, or basic type (int,
lloat, etc.) to the invoking client stile stub. Most methods
generally perform back-endl database updates, keyed by
values as documented below. Object returning methods
return either 1) a single object made up nf string values as
documcntccl below or 2) vector nl&jccts, including lists. The
vector objects arc variable byte streams and are essentially
obtects that are containec for a group of. related oblects.
Every server side me&boil has the ability of throwing error
exceptinns, in lieu nt'enerated return cndev.

The interface/method cnmbinations mentioned above are
herein described:

I) I ISAlarmServerlnterface
la) getAlarml.ist methnd which returns a vector of

alarms to thc customer browser in format n
public Vector

gctAlarmList( )
throws HSException, IOException,

lb) recordalarm methoil which wntes an intercepted
alarm tn the Broadband database in fnrmat
pliblic voirl

rccorclalarm
Stnng alarmType
Stnng intcrfaccID
int alarmID
Stnng timeStamp
int severityl.evel
String alarmTevt
) throws HSExccptinn, IOException;

lc) clcarAlarm method which deletes an alarm from the
Broadband database in fomiat
public void

clearAlarm
(
Stnng alarmType «D

String intcrfaccID
int alarmID
Stnng timcStamp
) throws HSException, IOException,

2) HSMapScrvcrlntcrface t&

2a) gctSwitchLocations method which returns vector
HSSv:itchLocation, a list of switch locauon&, to the.

cusu&mer browser in formal
public Vector

getSwitchl.ocatinns( ) so
throws HSExccption, IOExccption;

2b) gctAcccs&Circuits method which returns vector
HSAcccs&Circuit, a list of access circuits, to thc
customer browser in formal
public Vector

getAccessCircuits( )
throws I ISExceptinn, IOLxception;

2c) gctPVCList methnd which returns
vcctor&HSPVC&, (pemianent virtual circuit), to the
customer browser in format i t)

public Vector
getPVCList( )
thrnws I ISL'xception, IOExceptinn;

3) HSReportServerlnterface
3a) getReport method which returns object HSReport ss

tn the customer brnwser in fnrmat
public I ISReport

etReport
(
int rcportID
int rcportType
int scheduleType
Gre orianCalcnclar date
)

throws HSException, IOExccption
gb) getReportList method which returns

vector«HSReport&, a li&t of valid report type&, to the
customer brn&vser in fnrmat
public Vector

get kcportList( )
throvvs HSExccption, IOException

3c) gctlnboxRcports mcthocl which returns
vector&HSReport&, a list of report& available in the
customer's Inbox, to the customer browser in format
public Vectnr
get l nboxkeports()
throws HSExccption, IOExccption;

3d) sctRcportGcncration method which returns Bool-
ean value to thc customer browser after updating thc
Broadband database in format
public boolean
setReportGeneration

(
int rcportID
int rcportType
int schcclukTypc
boolean enerateReports
)

throws IISL'xception, IOL'xceptinn;

4) HSServerlnterface
4a) logon method which return& a Boolean value to the

cusu&mer bro&vser after authenticatin customer
access in fern&at
public boolean
iogoti

(
Stnng password
throw& HSException, IOExceptton;

5) HSSnmpServerlnterface
Sa) getSnmpCategomes method which returns

vector«HSSnmpCategory&, a hst of. SNMP perfor-
mance variables, to the custnmer bro&vser in format
public Vector

ctSnmpCatcgories( )
throws HSException, IOExccption;

Sb) getPVCList method which returns vector&Stnng&,
each String a PVC number, to the customer browser
in format
public Vectnr
getPVCl.ist( )

throws HSException, IOExccption;
5c) ctCircuitList n&cthocl which returns

vector«Stung&, each String a Circuit ID, to the
customer browser in lormat
public vector
get(:ircuitl.ist( )

thro&vs I ISLxception, IOLxception;
5d) sctAttributc mcthocl which updates thc an SNMP

variable in thc Broadband databascscts in format
public void
setAttribu te

(
String attribute
String attributeValue
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int type
String typeValue
throws HSExccption, IOExccption;

Sc) ctAttributc method which returns object &String&,
the string heing and SNMP attribute name, to the
customer browser in format
public Strin
gi:LA(trlliutc

(
String category
String attribute
int type
String typcValue
) throws HSExccption, IOExccption;

6) I ISUtilityServerlnterface 16

6a) gctLcvclOfSrrvice method which returns nbjrct
HSUtilityScrviceLrvcl,a level of service value, to
Ihe customer browser in format
public HSUtiluyServiceLevel
ge)LevelOfService( ) o

thrnws I ISL'vception, IOL'xception
(ib) getlielpDeskNumber methnd ivhich returns object

&String&, thc strin being a custonier service contact
phone number, to thc custonier browser in fomiat
public Stnng xs
ge)HelpDesl Number( )
throws HSExcepnon, IOException;

6c) get('.ircuitl.ocation methnd which returns vector
&String&, each string a circuit locatinn Il), to the
customer browser in format I)
public Vector
ge)C)rcu)(Location( )
throws HSException, IOExcepnon;

6d) setCircuitLocation method which returns a boolean
value to the customer lirowser after updating circuit is
location values in the llroadband database in format
public boolean
sctCircuitLocation

(
String circuitID sn
String circuitLocation
)

throws IISL'xception, IOI.'vception;
6c) gctScrviccTypc method which returns object

HSScrviccType,s broadband service type (Frame as
Relay or SMDS) identifier, tn thc customer brovvser
in format
public HSServiceType
getService I'ype( )
thrnws I ISL'vception, IOL'xception; 60

6f) ctMcssagcCcntcrText niethod which returns object
&String&thc strin being a textual string vaiur, to thr
customer browser in format
public Stnng
ge)MessageCenterText( )
throws HSL'xception, IOI.'vception; fnrmat

7) HSEMRepor)Serverlnterface
7a) changeReportName method which uprlates a report

in the L)vent Monitor database in fnrmat
pulilic IISL)MReport i I)

rcportNamr( )
throws HSExccption, IOExccption; format

7b) createReport method which creates a new report
entry in the Event Monitor database in formal
public HSEMReport 65

reportName( )
throws I ISExceptinn, IOLxception; format

7c) deleteReport method which remove a report from
the Event Monitor database in format
public voirl

delcteRcport
(
Strin reportName
)

throws HSExceptton, IOException;
7d) ctAlarms nicthorl which returns vector &String&,

each string an Event Monitor alarm, to thc customer
brnivser in fnrmat
public Vectnr

getAlarms( )
throws HSExcepnon, IOException;
7e) etAlarmTypcs method which returns vector

&HSEMAlarmTypes&, an Event Monitor alarm type,
to the custnmer broivser in format
public HSEMAlam)Types

getAlarmTypes( )
throws HSExceptton, IOException;

7f) ctCorpIDList method which returns vector
&Stnng&, each stnng an Event Monitor customer*s
hst of Corp IDs, Io Ihe customer browser in formaL
public Vectnr

getCorpk)l.ist( )
throivs I ISLxception, IOLxception;

7 ) gctDALGroups methorl which returns vector
&HSEMDALGroup&, an Event Monitor customer's
list of provisioned DAL Groups, to the customer
browser in format
public HSEMDAI.(lroup

get DAI.(lroups( )
throivs HSLxception, IOLxception;

7h) ctDataCircuits niethod vvhich returns vector
&HSEMDataCircuit&, an Event Monitor customer'
hst of. provisioned elate circuits, to the customer
browser in format
public HSEMDataCircuit

get lyata('ircuits( )
throivs I ISLxception, IOLxception;

71) ctFacilitics method which returns vector
&HSEMFacility&, an Event Monitor customer's list
of. provisioned facilities, Io the cusu)mer browser in
lormat
public HSEMFacility

getl'acilities( )
throivs HSLxception, IOLxception;

7j) ctRcport method which returns vector
&HSEMRcportRcsult&, a result sct satisfying thc
report rettuests parameters, to Ihe customer'6
browser in format
public HSEMRepor)Result

getkeport( )
throivs I ISLxception, IOLxception;

7k) gctReportCatcgorics mcthorl which returns vector
&HSEMReportCatcgory&, a list of report categories
avmlable to Ihe customer, Io Ihe browser in lormat
public HSEMRepor)Category

ge(Repor(Categones( )
throivs HSLxception, IOLxception;

71) getkeportl.ist methnd ivhich returns vector
&HSEMRcport&, a list of reports define for a
customer, to thc customer browser in format
public HSEMReport

getReportList( )
Ihrows HSException, IOExceptton;

7m) getServiceTypes method which returns vector
&String&, each strin l)eing a list of service type
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names available lo Ibis customer for the given report
category, to the customer browser in format
public Vector

ct ScrviccTyprs( )
throws I ISException, IOException;

7n) getvoiceCircuits method ivhich return vector
&HSEMVoiceC(rcutls&, a list of Ihe customers pro-
visioned voice circuits, lo the customer browser in
format
public HSEMVoiceC:ircuits

in
getVo(ce('.ircuitr( )
throws HSExccption, IOExccption;

7o) updatcRcport method which updates a rcport cri-
teria entry in Ihe Event Monitor database in formal
public HSMEReport

16
updaleReport

(
String criteria

throws HSExccption, IOExccption;
While thc invention has been particularly shown and

o
dcscribcd with rcspcct to preferred embodiments thereof, it
will be understood by those skilled in Ihe arl ihal Ihe.

foregoing and other changes in form aml details may be.

made therein without departing from the spirit and scope of
the inventinn.

as
Having thus dcscribcd our invention, what we claini as'cw,and desirc to secure by (otters Patent is:
1. A Wcb-based event monitoring systcni for communi-

cating information relating lo voice and dale network from
an enterprise to a cuslomer at a client workstation, Ihe

lo
system comprising:

a cltenl browser application loca(eel al Ihe client worksla-
tton for enabling interactive Web-based communica-
tinns with the event mnnitoring system and providing
an (ntegrated (nterface to the enterprise;

a device for deriving perfomiance alarms based on per-
fnrmance statistics cnllected on the performance of the
voice and data network;

a server dev(ce for receiving and storing the performance
statistics and the derived alarms from the device for
dcnving; and

a presentation device for enabling the customer tn define
and display reports associated ivith the derived alarms
anti thc pcrformancc statistics at the client workstation,
thc prcscntation device further rrceivin thc alarms as 66

they arc tlcrivcd from thr server device and presenting
the alarms to the customer al the client workslanon,

whcrcin thc customer is enabled to receive and view thr
alarms and Ihe performance stansncs relating lo Ihe
voice aml data nelworl to which Ihe customer has so

subscnbed, al the client workstation via Ihe inlegralerl
interface

2 I'he system as claimed in claim I, wherein the presen-
tation dcvicc further notifies thc custonier according to a
prcdctcrmincd user

notification

protoco when thc alarms are ..
received from the server device.

3. The system as claimed in claim 2, wherein Ihe user
not)lice(ion protocol includes not(lice(ion via paging.

4. The system as claimed in claim 2, ivherein the user
notihcat(on protocol includes notification via e-mail 66

5. Thc system as claimed in claim 2, wherein thr user
notihcation protocol includes notification via fax.

6. The system as claimed in claim I, wherein lhe server
device polls the presentation rievice to deliver the denveri
alarms via the integrated interface. 66

7 I'he system as claimed in claim I, wherein the presen-
tation device further allnws customers to define and enter via

Ihe integrated interface, network periormance thresholds
specifyin ~ repornn ~ of. speciiic networl behavior, wherein
the nctivork alarms and performance statistics arc filtere
according to thc customer-rlcfinctl threshold anil prcsentcrl
to the customer at the client workstation

8. The system as claimed in claim I, wherein the presen-
tation device further allows the customer lo deline and enter
via Ihe integrated interface troubleshoonng procedures for
specific alarms or circuits pertaining to thc voice and data
network.

9. 'I'he system as claimed in claim 8, ivherein the systems
further comprises a device for automatically launchin the
trouble shoonng procedure when lhe customer receives and
acl nowledges the alarm associated with the trouble shooung
proccdurc.

18. Thc system as ciaimcrl in claim 1, wherein thc voice
and data netivork includes voice grade circuits.

ll The system as claimed in claim I, ivherein the voice
and dali network inchides point-to-point pnvate lines.

IZ. The system as claimed in claim 1, wherein lhe data
includes ISDN lines.

13. Thc system as clainictl in claim 1, wherein thc
performance statistics includes data relating to sivitched
network throughput.

14. The system as claimed in claim 1, wherein the
performance siahsncs mclutles data relating lo switched
network latency.

15. Thc system as claimed in claim 1, whcrcin the client
browser application is initiated in a Web browser

16. Thc system as clainictl in claim 1, wherein thc
prcscntation device further includes a graphical user inter-
face aml may be hiunched directly from Ihe client browser
application.

17. The system as claimed in claim 1, wherein the
presentation device further includes a raphical user inter-
face and may be launched directly from a Web browser
window.

18. The systeni as claimetl in claim 1, whncin thc system
further includes a report viewer device for enabling display
of reports in accordance with customer input, the customer
input indicating reportmg views selected irom raphical,
tabular, and spreadsheet vieivs

19 'I'he system as claimed in claim 18, wherein the report
viewer device further enables simultaneous multiple graph
rcportin vievvs.

ZU. The system as claimed in claim 19, wherein the
graphical view includes a doll down view within a custom-
er'6 premise equipment for viewing a breakdown of the
customer*s equipment, the breakdown including individual
channels within each circuit.

21. A method for communicating information relating to
a customer's voice and data network from an entcrpnse to a
customer via an integri(eel Web-based interface, the method
composing.

provitlin a client browser application located at a client
workstation for enabling interactive Web-based com-
mumcanons between the customer and the integrated
interface;

receivmg and slonng al Ihe enterprise, the performance
stalisnus collected from lhe voice anil dale network;

calculating and deriving alarms from thc pcrformancc
statistics based on preileiined Ihresholds,

prcscntin thc derived alarms to the customer at thc client
workslaiion.

ZZ. The method according to claim 21, wherein lhe
method further comprises enablmg the customer at the client
workstation to define and modify the predehned thresholds
via the client imiwser application
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23. The method according to chiim 21, wherein the.

method further comprises presenting to the custnmer at the
chent workstation customived reports based on the perfor-
mance statistics collected from the voice and data nettvork
in near real-time.

24. Thc method according tn claim 21, ivhcrcin thc
methorl further composes noufying customers via paging
service when the alarms are received.

25 I'he method according to claim 21, wherein the
methnd further comprises notifying customers via fax ser- in
vice when the alarms are received

26. The method accoriling to claim 21, wherein the
method further comprises notifyin customers via e-mail
when the alarms are received.

27. The method accorrling to claim 21, whcrcin thc
method further cnmprises launching a trouble shooting
proccdurc associated ivith thc alarm when the customer
acknowledges the alarm presented at the client workstation

28. The method accorrling to claim 27, whcrcin thc
method further comprises enabling t he customer to define
the trouble shooting proccdurc associated with an alarm.
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