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UNITED STATES PATENT AND TRADEMARK OFFICE 
________________ 

BEFORE THE PATENT TRIAL AND APPEAL BOARD 
________________ 

Fortinet, Inc., 

Petitioner, 

v. 

Netskope, Inc., 

Patent Owner. 

________________ 

Case No. 2025-0041 

U.S. Patent 8,397,282 

_____________ 

DECLARATION OF JOHN BLACK, JR. 

I, John Black, Jr. declare as follows: 

I. INTRODUCTION

1. I have been retained by Fortinet, Inc. to provide analysis and opinions

regarding the patentability of certain claims in U.S. Patent No. 8,397,282 ("the '282 

Patent").   

2. I am being compensated for my time at the rate of $675 per hour.  I have
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no interest in the outcome of this proceeding and the payment of my fees is in no 

way contingent on my providing any particular opinions.  

3. If requested, I am prepared to explain (in a deposition or at a trial before

the Patent Trial and Appeal Board (the "Board")) the technology disclosed in the 

'282 Patent—including the state of the art in the relevant timeframe.   

II. EDUCATIONAL AND PROFESSIONAL BACKGROUND

1. My qualifications can be found in my Curriculum Vitae (attached as

Appendix A), which includes my detailed employment background, professional 

experience, and list of technical publications and patents. 

2. I am an Associate Professor of Computer Science at the University of

Colorado, Boulder.  I received a B.S. in Mathematics and Computer Science from 

the California State University at Hayward (now “California State University, East 

Bay”) in 1988.  I received an M.S. in Computer Science in 1997, and a Ph.D. in 

Computer Science in 2000, both from the University of California at Davis. 

3. I have taught more than 60 classes in computer science, on subjects

including data structures, algorithms, networking, operating systems, software 

engineering, security, cryptography, discrete mathematics, and quantum computing. 

I have authored or coauthored more than 20 publications, primarily on issues relating 

to computer security.  I have been involved with computers and networking for over 

40 years in both commercial and academic capacities. 
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4. My earliest interest was in networks and security.  My first memories 

in this regard were around 1975 when a group of friends and I learned about the 

telephone network and its security.  A few years later, personal computers became 

available, and I spent most of my free time studying, programming, and modifying 

them.  I worked extensively with various networking products throughout the 1980s, 

and developed an interest in cryptography soon thereafter. Although my 

undergraduate institution had no courses in cryptography or security in the 1980s, I 

decided to pursue self-study at the time, and opted to double major in Computer 

Science and Mathematics because cryptography is a blend of these two subject areas. 

5. After earning my B.S. degree in 1988, I worked for six years at Ingres 

Corp as a software developer, writing and reviewing code written in C.  My work 

primarily was directed at transaction logging, data type support, and security. 

6. In 1995, I began my Ph.D. at UC Davis under cryptographer Phillip 

Rogaway.  My area of focus was cryptography and security and my research 

involved encryption, authentication, hash functions, and network security. 

7. After graduation I took a position as an Assistant Professor at the 

University of Nevada at Reno.  In the Fall of 2001, I taught the networking class 

there, which included coverage of Ethernet, interior gateway protocols, exterior 

gateway protocols, ARP, DHCP/BOOTP, STP, IP, UDP, TCP, HTTP, SMTP, BGP 

and other protocols. In 2001, as a graduate student and I looked at the security of 

FORTINET EX1003 Page 3



 4 

ARP and invented a new protocol “AuthARP” to add security to the protocol. 

8. In 2002, I moved to the University of Colorado at Boulder where I am 

currently employed.  In the Fall of 2002, I co-designed and co-taught a new course 

called “Foundations of Computer and Network Security,” which included 

descriptions of security issues around both wired and wireless security challenges, 

mostly for public-facing network services including the world-wide web.  I have 

taught this class seven more times since then, including modern topics such as 

wireless networking, the Internet of Things, and so forth. 

9. In my career at the University of Colorado, I have published several 

more papers in the area of cryptography and network security.  I have taught more 

than 30 courses in network security and cryptography, and have graduated several 

PhD students in these areas. 

10. I have also worked for a consulting company at times, writing software 

on contract basis.  Although most projects are covered by NDAs, many involved 

networks and/or aspects of computer security. 

11. In 2011, I began technical consulting for a local company called 

Cardinal Peak, which focuses primarily on video encoding and delivery systems.  

My work for Cardinal Peak has largely been directed to video encoding, transcoding, 

compression, encryption, and DRM, but also has included networking projects and 

embedded device work.  For example, I designed the security system for the Pro1 
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smart thermostat, implemented the DRM for the Yonder Music App, worked on 

802.1X code for smart dog collars, and helped design the cryptography used in Fitbit 

devices for wireless transfer of a Fitbit watch to a phone or laptop.  My work has 

been adopted into various commercial protocols, including enterprise Wi-Fi and 

EMV tap-to-pay technology. 

12. As part of my duties in the Computer Science department at the 

University of Colorado I served as chair of the Computing Committee.  In 2014, I 

oversaw the construction of a new datacenter, including cooling, power 

conditioning, cabling, networking, and security for the research units within the 

department. 

13. In 2016, I took a two-and-a-half year leave of absence from the 

University of Colorado to start a company named “SecureSet” in Denver, Colorado.  

The objective of SecureSet is to take reasonably proficient technical people and turn 

them into computer and network security specialists via five months of intensive 

training.  SecureSet was sold to WeWork in 2019 and continues to offer computer 

security classes today.  In 2018, I returned to my position at the University where I 

remain employed to the present day. 

III. MATERIALS REVIEWED 
In preparing this declaration, I reviewed and considered the following 

materials, along with any other materials referenced in the body of my declaration: 

FORTINET EX1003 Page 5



 6 

Exhibit Description 
1001 U.S. Patent No. 8,397,282 ("the '282 patent") 
1002 File History of the '282 patent 
1004 U.S. Patent No. 6,154,775 ("Coss") 
1005 U.S. Patent Publication No. 2003/0041266 ("Ke") 

14. I may use these documents and information, or other information 

obtained during the course of this proceeding, as well as representative charts, 

graphs, schematics and diagrams, animations, and models based on those documents 

and information, to support and to explain my testimony. 

15. My opinions are based in part on a review and analysis of the above-

mentioned documents and materials. I have also drawn on my education, experience, 

and knowledge of basic engineering and design principles in forming my opinions. 

IV. RELEVANT ART AND LEVEL OF ORDINARY SKILL  

16. I have been informed that the level of ordinary skill in the relevant art 

at the time of the invention is relevant to inquiries such as the meaning of claim 

terms, the meaning of disclosures found in the prior art, and the reasons one of 

ordinary skill in the art may have for combining references. 

17. I have been informed that factors that may be considered in determining 

the level of ordinary skill include: (1) the type of problems encountered in the art; 

(2) prior art solutions to those problems; (3) rapidity with which innovations are 

made; (4) sophistication of the technology; and (5) education level of active workers 

in the relevant field. I have been further informed that a POSITA is also a person of 
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ordinary creativity. 

18. In my opinion, A POSITA in the field of the '282 Patent would have had 

either (1) at least a bachelor's degree in computer science or computer engineering 

or an equivalent field plus at least one year of experience working on computer 

networking, or (2) at least 3 years of experience working on computer networking, 

even without a formal degree. 

19. At the time of the alleged invention, I was at least a POSITA in the art 

relevant to the '282 Patent.  Further, based on my experience, I understand and know 

of the capabilities of a POSITA in 2004—and I am familiar with how a POSITA 

would have understood and used the terminology found in the '282 Patent and the 

Challenged Claims at the time of filing, and with the state of the art at that time. 

20. Even though my own experience and qualifications exceed that of a 

POSITA, the statements herein regarding the knowledge of a POSITA and what 

would have been obvious to a POSITA are from the perspective of POSITA at the 

relevant priority date. 

V. LEGAL STANDARDS APPLIED 

21. I am not an attorney, but I have been informed of several legal 

principles, which I have employed in forming my opinions in this declaration. I have 

been informed that each patent claim is considered separately for purposes of 

patentability and that a dependent claim that depends from another claim includes 
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all of the limitations of the claim from which it depends. 

A. Burden of Proof 

22. I have been informed that the petitioner in an inter partes review bears 

the burden of establishing unpatentability by "a preponderance of the evidence."  I 

have been further informed and understand that, to prove an assertion by "a 

preponderance of the evidence," the party with the burden of proof must demonstrate 

that it is more likely than not that the assertion is true. 

B. Claim Construction 

23. I have been informed that the claims of the '282 Patent in this 

proceeding are to be construed using the same claim construction standard applied 

in district court.  I have been informed the claim construction analysis begins with 

the ordinary meaning of a claim term, and there is a presumption that the term carries 

its plain and ordinary meaning to a person of ordinary skill in the art ("POSITA") as 

of the effective filing date of the patent.  I have also been informed that the most 

important sources for determining the meaning of a claim term are the claims, the 

specification, and the prosecution history of the patent at issue, which collectively is 

"intrinsic evidence."  I have also been informed that a patentee can act as their own 

lexicographer and provide specific definitions of claim terms that may differ from 

the plain and ordinary meaning.   
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1. "wherein the set of firewall rules is dynamically self-
configurable during runtime" 

24. A POSITA would have understood this term to mean “a set of firewall 

rules that are configured without any human operator interaction while the node is 

evaluating whether to accept or deny the packet.”  This is based on the plain meaning 

of "during runtime"—i.e., when the firewall is in operation it is evaluating packets 

for passing/dropping—and in view of the prosecution history which distinguishes 

the prior art based on the fact that the prior art required "an advanced user to establish 

a firewall policy for a computer."  EX1002, p. 617. 

2. "chains of rules forming various paths through a 
hierarchical structure" 

25. A POSITA would have understood this term to mean "a list of one or 

more linear and serialized sequence of firewall rules forming various paths through 

a hierarchical structure."  This is consistent with the '282 patent's definition of 

"chains of rules."  The specification explains them to be "serialized sequences of one 

or more rules" (EX1001, 5:5-7) and "Chain—Represents a list of one or more 

firewall rules. A firewall rule has the normal predicate/antecedent format, where 

elements of the predicate must match before the actions of the antecedent are 

enacted. Chains of firewall rules are linear and serial, as the name implies."  EX1001, 

5:24-28.  Similarly, the specification explains "rule chains" "in a hierarchical name 

space" that follow paths using predicate/antecedent rule logic that is "supported by 
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the syntax of a software programming language."  EX1001, 6:36-59. 

3. "defined places for dynamically updating the set of firewall 
rules during runtime" 

26. A POSITA would have understood this term to mean "one or more 

isolated locations within the sequence of firewall rules to add, remove, or change a 

rule while the node is evaluating whether to accept or deny the packet."  This is 

based, again, on the plain meaning of "during runtime"—i.e., when the firewall is in 

operation it is evaluating packets for passing/dropping—and the specification's 

explanation that the dynamic rule chains "offer isolated, well-defined places for 

specific behavior to be introduced."  EX1001, 5:5-12.  In addition, the specification 

explains that the rules could be added either "as part of firewalls configuration or 

runtime reconfiguration."  EX1001, 7:62-8:4 (emphasis added).  That the patentee 

claimed the "runtime" option confirms that this term is understood to refer to rules 

added while the firewall is in operation—i.e., while it is processing packets—and 

not simply before it is put into service. 

For all other terms in the '282 Patent, I have performed my analysis using their 

plain and ordinary meaning to a POSITA. 

C. Anticipation 

27. I have been informed that a patent claim is unpatentable if it is 

"anticipated" by prior art. I have been informed that a reference anticipates a claim 

if the reference discloses each limitation of the claim at issue, either expressly or 
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inherently. I have been informed that a prior art reference may anticipate a claim 

without disclosing a feature of the claimed invention if that missing characteristic is 

necessarily present, or inherent, in the single anticipating reference as would have 

been understood by a POSITA. 

D. Obviousness 

28. I have been informed that a patent claim is unpatentable if it would have 

been obvious to a POSITA at the time of the claimed invention.  I have been further 

informed that a claimed invention is not patentable if differences between it and the 

prior art are such that the subject matter as a whole would have been obvious to a 

POSITA at the time of invention.  I have been informed that factors relevant to the 

determination of obviousness include the scope and content of the prior art, the level 

of ordinary skill in the art at the time of the invention, differences between the 

claimed invention and the prior art, and "secondary considerations" or objective 

indicia of nonobviousness. 

29. I have been informed that a single reference alone can render a patent 

claim obvious if any differences between the reference and the claim would have 

been known or obvious to a POSITA at the time of the invention.  That is, if the 

POSITA could have adapted the reference to meet the claims of the patent by 

applying known concepts to achieve expected results, then the patent claims are 

rendered obvious by that reference. 
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30. I have been informed that the combination of familiar elements 

according to known methods is likely to be obvious when it does no more than yield 

predictable results. I have been further informed and understand that when a patent 

claim simply arranges old elements with each performing the same function it had 

been known to perform and yields no more a POSITA would expect from such an 

arrangement, the combination is obvious. 

31. I have been informed that a patent claim composed of several 

limitations is not obvious merely because each limitation was independently known 

in the prior art. Hindsight reasoning is not an appropriate basis for combining 

references to form an obviousness combination. I have been further informed that it 

can be important to identify a reason that would have prompted a POSITA to 

combine multiple prior art references, or multiple teachings of the same prior art 

reference. 

32. I have been informed that various "secondary considerations" 

(sometimes referred to as objective indicia of nonobviousness) may support a 

determination of nonobviousness and that such secondary considerations must be 

considered as part of an obviousness analysis. I have been informed that even strong 

evidence of secondary considerations may not be sufficient to rebut a strong showing 

of obviousness. I have been informed that the patentee bears the burden of showing 

the existence and effect of secondary considerations of nonobviousness, after which 
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the burden of coming forward with rebuttal evidence shifts to the party arguing 

obviousness. I have been informed that the following secondary considerations may 

indicate nonobviousness: 

a. Evidence that others, including the accused infringer, copied the 

patented invention.  

b. Evidence of a persistent problem or need in the art that was 

resolved by the patented invention. 

c. Evidence that others have tried and failed to solve the problem 

or failed to provide the need resolved by the claimed invention. 

d. The willingness of industry to license the patent at issue. 

e. Evidence that those of ordinary skill in the art were skeptical as 

to the merits of the invention. 

f. Evidence of praise directed to the invention by others in the field. 

g. Evidence that those of ordinary skill in the art were surprised by 

the capabilities of the claimed invention. 

33. I have also been informed that the near-simultaneous invention by 

others can be evidence that a claimed invention is obvious.  I have further been 

informed that the patentee bears the burden of showing a "nexus" between the 

claimed invention and the evidence proffered on secondary considerations. 
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VI. TECHNOLOGY BACKGROUND 

34. The '282 Patent deals with basic concepts in computer networks and 

firewalls that were well-known and well-understood as of 2004. 

Networks 

35. A computer “network” is a set of two or more interconnected 

computers, where the connections can be formed using a variety of technologies 

including both wired connections (e.g., modem, serial, ethernet, fiber optic) and 

wireless connections (e.g., cellular, WiFi, satellite, etc.).  In order for a computer to 

connect to a network, the computer must have a network “interface” which facilitates 

the intercommunication between the computer’s operating system and the network.  

A computer can have multiple interfaces and therefore be a member of multiple 

networks; for example, a smartphone might be connected to both the Internet over 

its cellular interface and the local network via its WiFi interface. 

Routers 

36. A special type of network device known as a “router” acts as a waypoint 

between at least two different networks in order to allow traffic from one network to 

be passed through the router and into another network.  A router therefore has at least 

two network interfaces, one interface for each connected network that the router can 

process traffic to or from.  Routers have a “routing table” that informs how network 

traffic should be routed through the device to the appropriate destination interface.  
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For example, an entry in a routing table might look like this: 

default via 192.168.1.1 dev eth0 proto dhcp metric 100  

192.168.1.0/24 dev eth0 proto kernel scope link src 192.168.1.42 
metric 100 

37. This essentially says that any arriving traffic destined for an IP address 

beginning with “192.168.1” should be sent to the interface called “eth0” (2nd line of 

table above), and all other traffic not matching that destination IP address should be 

sent to the gateway router at IP address 192.168.1.1 (1st line of table above).  The 

“gateway” is a router that sits between a given network and the outside world, 

typically on the edge of a home or enterprise network and the Internet. 

Firewalls 

38. A “firewall” is a type of network security device that is typically 

situated at or near the edge of a protected network to filter traffic entering from the 

outside world, and may also filter traffic from within the protected network destined 

for the outside world.  The first firewalls, called “traditional” or “basic” firewalls, 

emerged by 1990 and one of the most well-known books describing basic firewalls 

was published in 1994.1 

39. A basic firewall is a device, either a special-purpose appliance or a 

software program running on a general purpose computer, that can permit traffic to 

 
1  Cheswick and Bellovin, "Firewalls and Internet Security: Repelling the Wily 
Hacker", First Edition, ©1994, available at https://www.wilyhacker.com/1e/. 
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pass through it, or deny passage through it, according to rules within the firewall.  

By the year 2003, one of the most widely-used and well-known firewall was the 

software called “iptables” supplied with the Linux operating system.2  Although 

iptables has a rather arcane and difficult to master syntax, security specialists and 

network administrators became experts in its use if they were responsible for 

overseeing Linux-based computer systems.  An example of an iptables command is 

listed here: 

iptables -A INPUT -i eth0 -p tcp -s 1.2.3.4 -j DROP 

40. This command adds an entry to the iptables firewall ruleset saying that 

any traffic from IP address 1.2.3.4 arriving on network interface “eth0” and using 

the TCP protocol should be dropped (i.e., it should not be permitted through the 

firewall).  This rule was added to the “INPUT” chain of the firewall ruleset.  This 

effectively blocks all incoming traffic from the IP address 1.2.3.4, which may be 

done if, for instance, it were determined that this IP address was being operated by 

a malicious entity who was exhibiting threatening behavior. 

41. The “iptables” software featured a number of different rulesets called 

“chains” and could track the “state” of a session for more advanced filtering features. 

 
2  Indeed, the '282 patent itself admits that "IPTables" is an "existing operating 
system mechanism[]" which may be used to implement the claimed concepts.  
EX1001, 4:66-5:4.  For an example of how IPTables was used and understood in that 
timeframe, see, for example, "IPTables" Section (8), updated March 9, 2002, 
https://people.netfilter.org/kadlec/ipset/iptables.man.html. 

FORTINET EX1003 Page 16



 17 

Further commands could be issued to add further rules, remove a given rule, or 

modify/replace rules in the ruleset, meaning dynamic changes to the iptables firewall 

table were possible and indeed some software at that time exploited this ability to 

modify rulesets.   

VII. THE '282 PATENT AND PROSECUTION HISTORY 
A. The '282 Patent 

42. The ’282 patent relates generally to a dynamically configurable 

firewall. EX1001, Abstract. More specifically, it describes “network firewalls that 

can dynamically adapt to changing conditions and operator requirements.” EX1001, 

1:35–38. The patent asserts that this approach “provides a new level of flexibility 

including, but not limited to, dynamically adding new network interface abstractions 

or groupings of interface abstractions and tailoring the behavior of those abstractions 

to the network client devices’ specific needs.” Id., 2:46–50. However, as discussed 

below, the patent’s disclosures largely recite well-understood firewall concepts and 

conventional rule-based logic that were long known in the art. 

43. The '282 patent refers to the sources and destinations of network traffic 

as “nodes.” Id., 2:56–64. Each “node…is simultaneously a source of and destination 

for network packets [and p]ackets travel between nodes over intra-firewall 

connections within the firewall model.” Id., 4:35–39. The firewall determines 

whether to drop or allow packets according to rule sets associated with the incoming 

and outgoing nodes. See, e.g., EX1001, 8:5–25, 9:27–34. The specification further 
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notes that “rules are applied to packets following on the connection between” the 

nodes. Id., 9:38–39. Thus, the patent merely describes the basic operation of a 

firewall—evaluating packets as they traverse from an input interface to an output 

interface—framed as “the experience of a network packet as it travels through the 

firewall from its arriving node to its departing node.” Id., 6:36–42. 

44. Within the firewall, the rules are organized as “dynamic chains of 

rules,” defined as “serialized sequences of one or more rules.” Id., 5:5–7. These 

“chains of firewall rules are linear and serial, as the name implies.” Id., 5:24–28. 

Although the patent briefly mentions representing rule chains as leaves in a tree, it 

quickly concedes that the underlying logic is simple: “Rule chains essentially 

represent predicate/antecedent rule logic and can be classified as classic production 

rules systems as known in the Artificial Intelligence community…. Said differently, 

rule chains represent classic ‘If–Then’ logic, as might be supported by the syntax of 

a software programming language.” Id., 6:48–59. In other words, the “dynamic 

chains” are nothing more than standard conditional rules—conventional “if–then” 

logic long used in programming and firewall implementations. Indeed, the 

specification admits that the “representative set of firewall rules” and the disclosed 

“firewall functions are relatively standard and basic capabilities that can be found in 

most firewall implementations.” Id., 6:60–65. 

45. Finally, the patent suggests that, beyond static inbound and outbound 
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rules, additional rule chains may be “inserted and deleted dynamically.” Id., 7:62–

64. These so-called dynamic rule chains are reached via “taps” in the main rule set, 

which redirect the firewall to another chain “dynamically loaded as part of a 

firewall’s configuration or runtime reconfiguration.” Id., 7:65–8:4. But while the 

patent repeatedly invokes the notion of “dynamic” configuration, it provides no 

technical explanation of how such dynamic rules are generated, when or under what 

conditions they are introduced, or by what mechanism they are incorporated into or 

removed from the firewall’s configuration file. Id.. The ’282 patent thus offers little 

more than a high-level restatement of known firewall behavior and elementary rule-

based processing, without disclosing any specific algorithm, architecture, or 

mechanism to achieve the claimed “dynamic” functionality. 

B. The '282 Prosecution History 

46. U.S. Patent Application No. 13/092,488, which ultimately issued as the 

’282 patent, was filed on April 22, 2011. During prosecution, the Examiner 

repeatedly rejected the claims under §103, finding that the alleged core elements of 

the invention were already disclosed in the prior art of record. As the Examiner 

explained, the prior art taught “a method and device for controlling data through a 

firewall… comprising: defining at least one node… associated with two or more 

network interfaces; associating a set of firewall rules with the at least one node… 

and accepting or denying [a] packet based on the set of firewall rules,” as well as 
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“reconfiguring the firewall [] at runtime.” EX1002, p. 547. 

47. In response to these sustained rejections, the Applicant amended the 

claims to add language requiring that the firewall be “dynamically self-

configurable… during runtime without operator interaction.” Id., p. 609. The 

Examiner, however, again found this purportedly “self-configurable” feature to be 

obvious in view of the cited references. Id., pp. 633–635. Only after further 

amendment—adding that “the set of firewall rules comprises a plurality of chains of 

rules forming various paths through a hierarchical structure, and wherein the 

hierarchical structure comprises defined places for dynamically updating the set of 

firewall rules during runtime”—did the Examiner allow the claims. Id., pp. 663. 

VIII. PRIOR ART 

A. U.S. Patent No. 6,154,775 to Coss (EX1004, "Coss") 

48. Coss, U.S. Patent No. 6,154,775, was filed on September 12, 1997, and 

issued on November 28, 2000.  I understand Coss is prior art to the '282 patent. 

49. Coss describes a configurable firewall that supports dynamically 

adaptable rule chains, similar to the system disclosed in the '282 patent.  Specifically, 

Coss presents an "improved computer network firewall" designed to "support 

multiple security policies" and to do so "by applying any one of several distinct sets 

of access rules."  Coss, Abstract.  "At the firewall, packets are inspected and filtered, 

i.e., passed on or dropped depending on whether they conform to a set of predefined 
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access rules."  Id., 1:14-26.  In addition to static, preloaded rules, Coss also supports 

the use of "[d]ynamic rules" that can be added at runtime, as explained more fully 

below.  Id., Abstract. 

50. Like the multi-node architecture of the '282 patent, Coss's firewall 

supports "multiple security domains…each with a separate security policy."  Coss, 

3:35-40.  For example, as shown in Figure 1, Coss illustrates "four user sites…of 

corporations A through D, with firewall protection in their connections to the 

Internet."  Id., 3:43-57.  The "firewall facility" consists of one or more "firewall 

processors," each configurable to protect one or more domains (or corporate "sites").  

Id. 

 

Coss, FIG. 1.  

51. In Coss, firewall processors can be deployed in different configurations 

depending on the security requirements of the sites they protect.  For example, 
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processors 113 and 114 are each dedicated to a single site (C and D, respectively) 

while processor 111 simultaneously serves two separate sites (101 and 102), 

enforcing distinct firewall policies for each site’s Internet traffic and also for 

communications between those two sites. As Coss discloses, " FIG. 1 shows four 

user sites 101-104, e.g., of corporations A through D, with firewall protection in their 

connections to the Internet 105. Such protection is provided by a firewall facility, 

here in the form of a LAN 110, including firewall processors 111, 113 and 114, an 

administrator processor 115, a router 116 and a web server 117. Each of firewall 

processors 113 and 114 is dedicated to a single site, namely respective sites 103 and 

104. Firewall processor 111 is configured to serve the two sites 101 and 102. Firewall 

processor 111 implements separate firewall policies for each of the two sites vis-a-

vis the Internet 105, as well as for communications between the two sites. A process 

for preferred operation of the firewall processor 111 is described below with 

reference to FIGS. 5A and 5B, including properly selecting among different firewall 

policies."  Coss, 3:43-57. 

52. Coss further describes partitioning a site into multiple “sub-sites,” each 

with its own security policy enforced by the firewall. Coss, 3:58–4:3 ("FIG. 2 shows 

a user site 201 connected to the Internet 105 via a firewall processor 211. An 

administrator processor 215 and a router 216 are connected to the firewall processor 

211. The router 216 is connected to additional firewall processors 212 and 213 which 
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are internal to the user site 201. The firewall processor 212 protects a single sub-site 

223, such as Human Resources (HR). The firewall processor 213 is configured for 

protecting two sub-sites, such as Payroll (P) and Disbursements (D), vis-a-vis the 

remainder of the site 201 as well as with respect to communications between sub-

sites 221 and 222. This can be achieved by employing the process illustrated by 

FIGS. 5A and 5B in the firewall processor 213."), FIG. 2.  

53. In addition, Coss introduces the concept of host groups, which allow 

administrators to add or remove hosts from a group without needing to reconfigure 

other portions of the rule set. Id., 2:41–46 ("Other types of dynamic rules include 

rules which define a host group, such that the host group can be modified to add or 

drop different hosts without altering other aspects of the access rule set."). 

54. Coss also teaches rule processing using hierarchical chains of rules.  For 

example, Coss's firewall processes information on a packet-by-packet basis. Coss, 

1:65–2:6 ("In accordance with a first aspect of the invention, a computer network 

firewall is able to support (a) multiple security policies, (b) multiple users, or (c) 

multiple security policies as well as multiple users, by applying any one of several 

distinct sets of access rules for a given packet. The particular rule set that is 

applied for any packet can be determined based on information such as the incoming 

and outgoing network interfaces as well as the network source and destination 

addresses.").   
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55. Access rules are organized into distinct tabular sets, with each entry 

defining conditions and the corresponding action for packets that meet those 

conditions.  Coss, 4:4–11 ("The security policies can be represented by sets of 

access rules which are represented in tabular form and which are loaded into the 

firewall by a firewall administrator. As illustrated in FIG. 3, such a table can provide 

for categories including rule number, designations of source and destination hosts, a 

designation of a special service which can be called for in a packet, and a 

specification of an action to be taken on a packet."). Rules are evaluated in sequence 

until a match is found; if no match occurs, the packet is dropped.  Coss, 4:26–30. 

("In rule processing for a packet, the rules are applied sequentially until a rule is 

found which is satisfied by the packet (or until the rule table is exhausted, in which 

case the packet is dropped).").  This structure parallels the predicate–action or “if–

then” format described in the ’282 patent: a packet satisfies a rule only if every 

condition within that rule is met. Coss, 4:30–31 ("For a packet to satisfy a rule, each 

condition included in the rule must be met.").  Figure 3 illustrates a representative 

rule table as implemented in Coss. 
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56. Coss further specifies that the rules are organized into "categories" such 

as "Source Host," "Destination Host," and "Service," for example, and that these 

rules represents criteria that must be satisfied by a packet before the firewall allows 

it to pass.  Coss, 4:13-16 ("In FIG. 3, the categories "Source Host," "Destination 

Host" and "Service" impose conditions which must be satisfied by data included in 

a packet for the specified action to be taken on that packet.")  The specification also 

makes clear that these categories are processed hierarchically.  For example, Figures 

5A–5B illustrate that the rule engine evaluates the source-domain rules first, then 

proceeds to destination-domain rules, and so on. See FIGs. 5A–5B; 6:18–7:9 (step 

504: searching the source domain rule set; step 507: destination domain look-up). 

57. Finally, Coss describes the use of dynamic rules alongside static rules.  

Specifically, Coss teaches using "dynamic rules…which are included with the access 

rules as a need arises, for processing along with the access rules, e.g., by a rule 
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processing engine."  Coss, 8:28-30.  As Coss explains, Dynamic rules "can be loaded 

at any time by trusted parties" which includes "a trusted application, remote proxy, 

or firewall administrator."  Id., 8:30-35.  A POSITA would have understood that 

insofar as Coss separately lists "trusted application" and "firewall administrator" 

confirms that the trusted application loads a dynamic rule without the assistance or 

intervention of a firewall administrator—otherwise, Coss would have just listed the 

administrator as loading the rules.  Likewise, the fact that rules can be added "at any 

time," including "based on events happening in the network," confirms that Coss's 

rules may be added at runtime.  Coss, 8:35-40.  Dynamic rules in Coss also can be 

removed from the rule set once it has served its function and, generally, "dynamic 

rules allow a given rule set to be modified based on events happening in the network 

without requiring that the entire rule set be reloaded."  Id., 8:35-40. 

B. U.S. Patent Publication No. 2003/0041266 to Ke (EX1005, "Ke") 

58. Similar to the ’282 patent, Ke describes a configurable firewall that 

secures multiple virtual local area networks (VLANs) using a packet-based firewall 

model. Ke, [0005].  Ke explains that its system includes a firewall engine that 

receives firewall policies and applies those policies to individual packets:  “The data 

processing system includes a firewall engine that can receive a set of firewall 

policies and apply the firewall policies to a data packet…one or more virtual private 

networks that each have an associated destination address and policies and a 
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controller that can detect an incoming data packet, examine the incoming data 

packet for a virtual private network destination address and identify the policies 

associated with the virtual private network destination. If the policies include 

firewall policies, then the controller can call the firewall engine and apply the set of 

firewall policies corresponding to the virtual private network destination to the data 

packet….” Ke, [0005]; see also [0032]–[0035]. 

59. Ke further discloses a network security system that partitions firewall 

services and other security resources into multiple configurable domains. Ke, [0016] 

(“security system resources including firewall services and a controller that can 

partition the security system resources into a plurality of separate security 

domains. Each security domain can be configurable to enforce one or more 

policies relating to a specific subsystem, and to allocate security system resources 

to the one or more security domains”).  These domains support Ke’s “multi-

customer, multi-domain architecture,” where each domain acts as an independent 

system with its own policy set.  Ke, [0031] (“provides a multi-customer, multi-

domain architecture…to create and manage separate security domains, each domain 

acting as a stand alone system and having its own set of policies”). 

60. Ke implements this architecture using “Virtual Systems,” or VLANs.  

Ke, [0031]–[0033].  On the secure side of the firewall, VLAN traffic is carried over 

a trunk line and separated by switches to reach each customer’s servers. As Ke 
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explains, a VLAN “is a Layer 2 multiplexing technique that allows several streams 

of data to share the same physical medium, such as a trunk cable, while enjoying 

total segregation.”  Ke, [0033]. 

61. Thus, Ke’s Virtual Systems operate in the same way Coss’s firewall 

processors are used to manage multiple domains for different enterprises.  Indeed, 

Ke's “multi-customer, multi-domain architecture” (Ke, [0031]) is described similarly 

(as protecting customer sites) to Coss's “multiple security domains…four user 

sites…of corporations A through D.”  Coss, 3:35–56.  While Coss establishes that 

domains can be defined and managed independently (and even grouped 

dynamically), Ke provides the explicit configuration mechanisms for implementing 

those domains in practice. 

62. Ke also describes how such domains are configured in real time or at 

system startup (Ke, [0058], “configuration of the Internet security system in real 

time or at start up with a saved configuration script”). For example, the system may 

be configured so that “VLAN1 = Customer A” and “VLAN2 = Customer B,” with 

each VLAN treated as its own virtual system enforcing corresponding firewall 

policies for packet traffic. Id., [0059]-[0082] (describing the configuration of virtual 

systems), [0115]-[0122] (describing "defin[ing] virtual LANs and setting "private 

polic[ies]" for a particular customer). Ke even discloses creating a named virtual 

system such as “marketing” and adding interfaces to it (id., [0069], “a new virtual 
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system named ‘marketing’ and configur[ing] that system…adding two virtual 

interfaces for the ‘marketing’ system”). These virtual interfaces provide the ingress 

and egress points for VLAN traffic, enabling multiple isolated data streams to share 

the same physical trunk while remaining logically segregated (id., [0033]). 

IX. SUMMARY OF OPINIONS 

63. I have been asked to compare the references cited herein to claims 1-35 

of the '282 patent (the "Challenged Claims"). 

a. Grounds 1 and 2: In my opinion, claims 1-35 of the '282 patent 

are anticipated by, and at minimum obvious over, Coss. 

b. Ground 3: In my opinion, claims 1-35 of the '282 patent are 

obvious over Coss in view of Ke. 

X. GROUNDS 1-2 – CLAIMS 1-35 ARE ANTICIPATED BY OR 
OBVIOUS OVER COSS 

A. Claim 1 

1. Claim 1[pre]: "A method for controlling data through a 
firewall performed on at least one data controlling computer 
having computer instructions stored on at least one non-transitory 
computer readable medium, comprising:" 

64. In my opinion, Coss discloses this limitation.  Coss discloses a method 

for controlling data through a firewall (e.g., "information…transmitted in the form 

of packets" is "filter[ed] at a…firewall") performed on at least one data controlling 

computer (e.g., "firewall for controlling the flow of data") having computer 

instructions stored on at least one non-transitory computer readable medium (e.g., 
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"computer system software…on general-purpose PC hardware"). 

65. For example, Coss discloses a multi-domain computer network firewall 

implemented on a general-purpose computer.  Coss, Abstract ("The invention 

provides improved computer network firewalls which include one or more features 

for increased processing efficiency. A firewall in accordance with the invention can 

support multiple security policies, multiple users or both, by applying any one of 

several distinct sets of access rules…"), 1:9-11 ("This invention relates to the 

prevention of unauthorized access in computer networks and, more particularly, to 

firewall protection within computer networks."), Coss, 3:25-35 ("The preferred 

techniques can be implemented at a firewall for controlling the flow of data between, 

for example, separate local area networks (LANs) or subnets of a LAN. Exemplary 

embodiments of the invention are described herein in terms of processes. Efficient 

prototypes of such processes have been implemented as computer system software, 

using the "C" programming language for implementation on general-purpose PC 

hardware. Efficiency can be enhanced further, as is known, by special-purpose 

firmware or hardware computer system implementations.").  Coss's firewall applies 

"a set of predefined access rules" to packets moving through the firewall and passes 

or drops (i.e., accepts or denies) the packets accordingly.  Coss, 1:14-26.  
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2. Claim 1[a]: "defining at least one node, wherein the at least 
one node is associated with two or more network interfaces;"  

66. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, defining at least one 

node (e.g., "domain", "[sub-]site", "LAN", "subnets"), wherein the at least one node 

is associated with two or more network interfaces (e.g., "each domain is associated 

with one or more network interfaces", "[incoming/outgoing] network interface"). 

67. As Coss explains, the firewall "support[s] multiple security 

domains…each with a separate security policy" and "in the firewall, each domain is 

associated with one or more network interfaces."  Coss, 3:36-4:3 ("With a capability 

for supporting multiple security domains, a single firewall can support multiple 

users, each with a separate security policy. Also, as different security policies can 

apply for communications between sub-sites, such a capability can be used within a 

site.  Respective configurations are illustrated by FIGS. 1 and 2. ¶ FIG. 1 shows four 

user sites 101-104, e.g., of corporations A through D, with firewall protection in their 

connections to the Internet 105.… ¶ FIG. 2 shows a user site 201 connected to the 

Internet 105 via a firewall processor 211."), 6:18-28 ("FIGS. 5A and 5B illustrate 

over-all flow for packet processing by a firewall which supports multiple domains. 

Such processing includes determining the domains which the packet is to cross, 

examining the applicable rules to ascertain whether the packet may pass, and 

determining whether any special processing is required. In the firewall, each domain 
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is associated with one or more network interfaces. Interfaces that support more than 

one domain are separated using an IP address range to distinguish the packets."). 

68. Figure 1 of Coss "shows four user sites 101-104, e.g., of corporations 

A through D, with firewall protection in their connections to the Internet 105. Such 

protection is provided by a firewall facility, here in the form of a LAN 110, including 

firewall processors 111, 113 and 114, an administrator processor 115, a router 116 

and a web server 117.…"  Coss, 3:36-4:3.  Coss also explains that its firewall protects 

"sub-sites" with each sub-site capable of having its own security policy.  Id.  As Coss 

teaches, each "firewall processor" can serve one or more domains—e.g., "firewall 

processor 111 is configured to serve the two sites 101 and 102."  Id.  A POSITA 

would have understood Coss's teaching of a firewall designed to "support multiple 

security domains" with "separate security polic[ies]," as disclosing, or at least 

rendering obvious, the step of defining the domains—e.g., the firewall entry and 

departure networks—that the firewall serves.  This is so because protecting each 

such site (or sub-site) would have required explicit definition steps of the domains 

being protected (such as loading domain configurations) to associate the site with 

interfaces and policies as a system typically cannot protect an undefined entity.  This 

is further confirmed by Coss itself and the Figure 6 "domain table" which defines 

Domain A, Domain B, etc., to associate the respective IP range to that Domain.   
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Coss, FIG. 6; see also id., 7:10-15 ("For convenient linking of each network interface 

to a domain, a domain table is used. In cases where an interface is shared by multiple 

domains, an address range is included. This is illustrated by FIG. 6 which shows 

non-overlapping address ranges."); see also id., 1:61-2:6, 3:25-35, 6:33-37.   

3. Claim 1[b]: "associating a set of firewall rules with the at 
least one node;" 

69. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, associating a set of 

firewall rules ("distinct set of access rules"; ) with the at least one node ("domain"). 

70. Coss discloses associating a set of firewall rules with a node by teaching 

the use of "distinct sets of access rules" applied to a packet based on the applicable 

domains.  E.g., Coss, 1:61-2:6 ("[C]omputer network firewall is able to support (a) 

multiple security policies, (b) multiple users, or (c) multiple security policies as well 
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as multiple users, by applying any one of several distinct sets of access rules for a 

given packet. The particular rule set that is applied for any packet can be determined 

based on information such as the incoming and outgoing network interfaces as well 

as the network source and destination addresses.").  As an example, the firewall must 

identify the applicable "rule set" to apply to a packet based on the source and/or 

destination domains of the packet, which confirms that rule set as associated with 

either of those domains.  Id.   

71. Coss explains that the rules or "security policies" are stored in a rule 

table and include multiple "categories" including "Source Host" and "Destination 

Host," for example, and may specify particular actions to take on a packet.  Coss, 

4:4-19 ("The security policies can be represented by sets of access rules which are 

represented in tabular form and which are loaded into the firewall by a firewall 

administrator. As illustrated in FIG. 3, such a table can provide for categories 

including rule number, designations of source and destination hosts, a designation 

of a special service which can be called for in a packet, and a specification of an 

action to be taken on a packet. Special services can include proxy services, network 

address translation, and encryption, for example. In FIG. 3, the categories "Source 

Host," "Destination Host" and "Service" impose conditions which must be satisfied 

by data included in a packet for the specified action to be taken on that packet."). 
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Coss, FIG. 3.  "In FIG. 3, the categories 'Source Host,' 'Destination Host' and 

'Service' impose conditions which must be satisfied by data included in a packet for 

the specified action to be taken on that packet."  Coss, 4:4-19. 

72. Coss also teaches the "over-all flow for packet processing by a firewall 

that supports multiple domains.  Such processing includes determining the domains 

which the packet is to cross, examining the applicable rules to ascertain whether the 

packet may pass, and determining whether any special processing is required."  Coss, 

6:18-28; see also id. 6:29-65 (discussing the flowchart of Figures 5A and 5B, which 

includes step 503 ("the source domain is determined"), step 504 ("the rule set for the 

source domain is searched for a match" and applied to the packet), step 506 ("the 

destination domain is determined"), and step 507 ("rule set look-up for the 

destination domain are carried out in a manner analogous to that employed for the 

source domain").  Based on these disclosures, a POSITA would have understood and 
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at least have found obvious that Coss's firewall necessarily requires associating each 

of the distinct set of access rules to the appropriate domains in order to "look-up" or 

"search[] for" a rule set based on the domain. 

4. Claim 1[c]: "receiving a packet at a first node of the at least 
one node; and" 

73. In my opinion, Coss discloses this limitation.  Coss discloses receiving 

a packet at a first node of the at least one node. 

74. For example, Coss expressly teaches that the "over-all flow for packet 

processing by a firewall that supports multiple domains" includes, for example, step 

"501: an IP packet is received by the firewall at an interface."  Coss, 6:29-30.  

Further, as explained above in the prior limitation, the firewall implements and 

applies a particular rule set based on the domains that the packet crosses, confirming 

for a POSITA that the firewall receives the packet at the domain.  Coss, 6:18-28 

("FIGS. 5A and 5B illustrate over-all flow for packet processing by a firewall which 

supports multiple domains. Such processing includes determining the domains 

which the packet is to cross, examining the applicable rules to ascertain whether the 

packet may pass, and determining whether any special processing is required. In the 

firewall, each domain is associated with one or more network interfaces. Interfaces 

that support more than one domain are separated using an IP address range to 

distinguish the packets.").  See also, Coss at 7:64-65, 9:33, 9:52-53. 
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5. Claim 1[d]: "accepting or denying the packet based on the 
set of firewall rules, wherein the set of firewall rules is dynamically 
self-configurable during runtime without operator interaction, 
wherein the set of firewall rules comprises a plurality of chains of 
rules forming various paths through a hierarchical structure, and 
wherein the hierarchical structure comprises defined places for 
dynamically updating the set of firewall rules during runtime."  

75. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, accepting (e.g., "pass") 

or denying (e.g., "drop") the packet based on the set of firewall rules, wherein the 

set of firewall rules is dynamically self-configurable during runtime without operator 

interaction (e.g., "dynamic rule[] which acts to alter the operation of the…initial set 

of rules under specified conditions"; "dynamic rules…can be loaded at any time 

by…a trusted application"), wherein the set of firewall rules comprises a plurality of 

chains of rules forming various paths through a hierarchical structure (e.g., "rules 

are applied sequentially"), and wherein the hierarchical structure comprises defined 

places for dynamically updating the set of firewall rules during runtime (e.g., at step 

1012 of FIG 10's packet processing process). 

76. Coss discloses a plurality of chains of rules forming various paths 

through a hierarchical structure and using these rules to accept or deny packets at the 

firewall.   

a. For example, Coss teaches using "sets of access rules" that are 

maintained in a "rule table."  The rules are "applied sequentially until a rule is 

FORTINET EX1003 Page 37



 38 

found," otherwise, the packet is dropped—confirming that the rules are 

applied in a linear and serialized manner.  E.g., Coss, 4:4-19 ("The security 

policies can be represented by sets of access rules which are represented in 

tabular form…. As illustrated in FIG. 3, such a table can provide for categories 

including rule number, designations of source and destination hosts, a 

designation of a special service which can be called for in a packet, and a 

specification of an action to be taken on a packet.… In FIG. 3, the categories 

"Source Host," "Destination Host" and "Service" impose conditions which 

must be satisfied by data included in a packet for the specified action to be 

taken on that packet…."), 4:27-37 ("In rule processing for a packet, the rules 

are applied sequentially until a rule is found which is satisfied by the packet 

(or until the rule table is exhausted, in which case the packet is dropped). For 

a packet to satisfy a rule, each condition included in the rule must be met. For 

example, with reference to FIG. 3, a packet from source host A to destination 

host D and representing mail will be dropped under Rule 20…").   

b. As illustrated in Figures 3, the rule table includes the rule in a 

hierarchical structure as a chain of rules: 
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Looking at Figure 3, for example, a POSITA would have understood that the 

rules are maintained as groups based on the categories and the rules would be 

ordered based on the hierarchical structure applied.  For example, rules for 

Source Host A, followed by rules for Source Host B, etc.  Further, as the above 

quotes confirm, a packet arriving from Domain A is checked against a 

different set of rules than a packet arriving from Domain B, confirming that 

the rules comprise a plurality of chains forming various paths through this 

hierarchical structure.  This is further confirmed by the flows of figures 5A 

and 5B which illustrate that first rules associated with the source domain are 

checked; then rules associated with the destination domain, etc., and based on 

these rules the firewall will either pass or drop the packet.   
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c. As Coss explains, "FIGS. 5A and 5B illustrate over-all flow for 
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packet processing by a firewall which supports multiple domains. …503: on 

the basis of which interface received the packet and the source IP address of 

the received packet, the source domain is determined…;  504: …the rule set 

for the source domain is searched for a match; if a match is found in the rules 

and if the action is not "drop," the process continues with step 505; if a match 

is found in the rules and the action is "drop," …, the packet is dropped, and 

the process returns to step 501; if no match is found in the rules, the packet is 

dropped and the process returns to step 501;…506: using the destination 

interface and the destination address of the packet, the destination domain is 

determined; if the destination domain is not found, or if the destination domain 

matches the domain just checked, the process skips to step 508;  507: …, rule 

set look-up for the destination domain are carried out in a manner analogous 

to that employed for the source domain in step 504;…509: if the packet was 

not processed with respect to any domain, the packet can be dropped, as a 

firewall owner has no interest in supporting communications between 

interfaces which are not subject to any access rules; 510: with all actions 

having resulted in "pass," the packet is sent out the appropriate network 

interface.".  Coss, 6:18-7:9. 

d. Further, as Coss explains, "[t]he particular rule set that is applied 

for any packet can be determined based on information such as the incoming 
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and outgoing network interfaces as well as the network source and destination 

addresses."  E.g., Coss, 1:61-2:6.  Coss thus expressly discloses applying a 

particular set of rules based on, e.g., the source domain, which confirms the 

firewall rules as a plurality of chains with a hierarchical structure.   

77. Coss further discloses the set of firewall rules is dynamically self-

configurable during runtime without operator interaction. 

a. Coss discloses implementing a set of dynamically adaptable 

rules "which acts to alter the operation of [an]…initial set of rules under 

specified conditions."  E.g., Coss, Claim 35 ("A method for providing a 

firewall service in a computer network, comprising the steps of: forming an 

augmented set of rules by including, in an already-loaded initial set of access 

rules, at least one dynamic rule which acts to alter the operation of the already-

loaded initial set of rules under specified conditions without reloading at least 

one unaltered rule of the already-loaded set of access rules; and using the 

augmented set of rules in validating a packet; wherein the at least one rule is 

a dynamic rule….").   

b. Coss explains that its rules may be added at runtime (e.g., "as a 

need arises" and "can be loaded at any time") and, in particular, at particular 

places during the processing of a packet's traversal of the firewall.  E.g., Coss, 

8:27-59 ("Dynamic rules are rules which are included with the access rules as 
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a need arises, for processing along with the access rules, e.g., by a rule 

processing engine.… They can be loaded at any time by trusted parties, e.g., 

a trusted application, remote proxy or firewall administrator, to authorize 

specific network sessions.… Once a dynamic rule has served its function, it 

can be removed from the rule set. The dynamic rules allow a given rule set to 

be modified based on events happening in the network without requiring that 

the entire rule set be reloaded…"); see also id., 2:33-46.   

c. Further, Coss teaches that a dynamic rule can be loaded by "a 

trusted application" or by a "firewall administrator."  Coss, 8:27-59.  If Coss 

intended the "trusted application" to require human intervention, it need not 

have separately identified an application and an administrator.  Thus, a 

POSITA would have understood that a dynamic rule could be loaded with 

operator intervention (i.e., by a "firewall administrator") or without operator 

intervention (i.e., by a "trusted application").  At minimum, based on this 

disclosure and the distinction between an application and an administrator, a 

POSITA would have found it to be an obvious design choice to allow the 

trusted application to load the rule without requiring an administrator to 

intervene. 

d. Coss further confirms that these rules are dynamically self-

configurable during runtime by teaching that they "allow a given rule set to 
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be modified based on events happening in the network" (id.) and by including 

steps for loading a dynamic rule during the processing of a given packet in the 

flowchart of Figure 10.  E.g., Coss, 9:28-10:21 (disclosure of Figures 10A-

10B teaches that "dynamic rules can be used as described below" and step 

"1012: the firewall loads a dynamic rule to perform this action; 1013: the 

remote proxy sends the packet to the firewall; based on the dynamic rule 

loaded in step 1012").   

e. Finally, Coss discloses defined places where the dynamic rules 

may be loaded in the process.  For example, while following the rule path 

which sends the packet to the firewall proxy, and then following the flow of 

figures 10A and 10B, Coss includes an exemplary defined place—at step 

1012—where a dynamic rule may be added.  Coss, 9:28-10:21.  This 

exemplary dynamic rule is loaded after determining the specific set of rules 

associated with this packet and applying the action specified in the rule (steps 

1001, 1002, 1004 of FIGs 10A-10B) and a particular location—i.e. step 

1012—within the packet processing flow.  Coss, 9:28-10:21 

6. Claim 2: "A method according to claim 1, wherein 
dynamically updating the set of firewall rules during runtime 
further comprises, during runtime, adding a rule to the set of 
firewall rules, deleting a rule from the set of firewall rules, or 
modifying a rule in the set of firewall rules without operator 
interaction." 

78. In my opinion, Coss discloses, and at minimum renders obvious this 
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limitation.  Coss discloses, and at minimum renders obvious, a method according to 

claim 1, wherein dynamically updating the set of firewall rules during runtime 

further comprises, during runtime (e.g., when a packet is being processed by a proxy 

application), adding a rule to the set of firewall rules (e.g., "load[ing]"/"add[ing]" a 

rule), deleting a rule from the set of firewall rules (e.g., "remov[ing]" a rule), or 

modifying a rule in the set of firewall rules without operator interaction. 

79. As discussed with respect to element [1D], Coss's rules "can be loaded 

at any time", they "can be removed from the rule set," and the "dynamic rules allow 

a given rule set to be modified based on events happening in the network."  Coss, 

8:28-40 ("Dynamic rules are rules which are included with the access rules as a need 

arises,…. They can be loaded at any time by trusted parties, e.g., a trusted 

application, remote proxy or firewall administrator, to authorize specific network 

sessions. A dynamic rule can be set for single-session use, or its use can be limited 

as to time. Once a dynamic rule has served its function, it can be removed from 

the rule set. The dynamic rules allow a given rule set to be modified based on events 

happening in the network without requiring that the entire rule set be reloaded.") 

7. Claim 3: "A method according to claim 1, wherein 
associating the set of firewall rules with the at least one node 
further comprises associating a first subset of the set of firewall 
rules with the first node." 

80. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, a method according to 

FORTINET EX1003 Page 45



 46 

claim 1, wherein associating the set of firewall rules with the at least one node further 

comprises associating a first subset of the set of firewall rules with the first node.   

81. As discussed above with respect to claim 1, Coss teaches that each node 

can have its own security policy and, accordingly, Coss implicitly teaches that the 

firewall must associate the subset of rules that apply to that node in order to 

implement the applicable security policy.  Coss, 3:36-4:3 ("With a capability for 

supporting multiple security domains, a single firewall can support multiple users, 

each with a separate security policy. Also, as different security policies can apply for 

communications between sub-sites, such a capability can be used within a site.  

Respective configurations are illustrated by FIGS. 1 and 2. ¶ FIG. 1 shows four user 

sites 101-104, e.g., of corporations A through D, with firewall protection in their 

connections to the Internet 105.… ¶ FIG. 2 shows a user site 201 connected to the 

Internet 105 via a firewall processor 211.").  For example, as reflected in Figure 3 

below, the subset of rules that apply to packets originating in Domain A would be 

applied to the Domain A node. 
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8. Claim 4: "A method according to claim 3, wherein the at 
least one node further comprises at least two nodes including a 
second node, further comprising associating a second subset of the 
set of firewall rules with the second node." 

82. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, a method according to 

claim 3, wherein the at least one node further comprises at least two nodes including 

a second node, further comprising associating a second subset of the set of firewall 

rules with the second node. 

83. As discussed above with respect to claims 1 and 3, Coss discloses a 

firewall protecting multiple nodes (for example, Domains A-D) with each domain 

being protected using its own security policies.  Coss, 3:36-4:3 ("With a capability 

for supporting multiple security domains, a single firewall can support multiple 

users, each with a separate security policy. Also, as different security policies can 
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apply for communications between sub-sites, such a capability can be used within a 

site.  Respective configurations are illustrated by FIGS. 1 and 2. ¶ FIG. 1 shows four 

user sites 101-104, e.g., of corporations A through D, with firewall protection in their 

connections to the Internet 105.… ¶ FIG. 2 shows a user site 201 connected to the 

Internet 105 via a firewall processor 211.").  Thus Coss teaches at least two nodes—

based on Domain A and Domain B—and a POSITA would have implicitly 

understood that this architecture requires associating rules for Domain A to the 

Domain A node and rules for Domain B to the Domain B node as reflected in Figure 

3.   

 

9. Claim 5: " A method according to claim 4, wherein the first 
subset of firewall rules is the same as or at least partially different 
from the second subset of firewall rules." 

84. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, a method according to 
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claim 4, wherein the first subset of firewall rules is the same as or at least partially 

different from the second subset of firewall rules. 

85. As a matter of basic logic, any two sets of rules are either the same, or 

at least partially (if not completely) different.  Thus, Coss discloses this limitation.  

In particular, Coss teaches having rules applicable both to domains A and B (e.g., 

rule 10), rules applicable to only domain A (rule 20), rules applicable to B and C 

(rule 30), and rules applicable to only D (rule 40).  A POSITA thus would have 

understood Coss to disclose wherein the first subset of rules (rules applicable to 

domain A) are at least partially different from the second set of firewall rules—i.e., 

rules 10 and 20 are associated with domain A, while rules 10 and 30 are associated 

with domain B.   

10. Claim 6: "A method according to claim 4, wherein one of the 
first subset of firewall rules or second subset of firewall rules equals 
the entire set of firewall rules." 

86. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, a method according to 

claim 4, wherein one of the first subset of firewall rules or second subset of firewall 

rules equals the entire set of firewall rules. 

87. In particular, Coss teaches that the firewall acts as a corporate boundary 

to the Internet while protecting internal communications between "sub-sites" in the 

corporate network as illustrated in Fig. 2: 
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Coss, FIG. 2.  As Coss explains:  "FIG. 2 shows a user site 201 connected to the 

Internet 105 via a firewall processor 211. An administrator processor 215 and a 

router 216 are connected to the firewall processor 211. The router 216 is connected 

to additional firewall processors 212 and 213 which are internal to the user site 201. 

The firewall processor 212 protects a single sub-site 223, such as Human Resources 

(HR). The firewall processor 213 is configured for protecting two sub-sites, such as 

Payroll (P) and Disbursements (D), vis-a-vis the remainder of the site 201 as well as 

with respect to communications between sub-sites 221 and 222…"  Coss, 3:58-4:3. 

88. According to Coss, the "firewall is able to support…multiple security 

policies as well as multiple users, by applying any one of several distinct sets of 

access rules for a given packet.  The particular rule set that is applied for any packet 

can be determined based on information such as the incoming and outgoing network 

interfaces as well as the network source and destination addresses."  Coss, 1:61-2:6.   

89. Based on these disclosures, a POSITA would have understood or at least 
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found obvious that the boundary "firewall processor" (211) should be associated 

with the entire set of firewall rules.  This would ensure that communications between 

each of these subsites and the Internet are properly protected and that internal 

communications are not inadvertently sent across the boundary to unprotected 

networks.   

11. Claim 7: "A method according to claim 1, further 
comprising, after receiving the packet and prior to accepting or 
denying the packet, conditioning the packet based on the set of 
firewall rules." 

90. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses a method according to claim 1, further comprising, after 

receiving the packet and prior to accepting or denying the packet, conditioning the 

packet (e.g., "processing"; "address change"; "network address translation", 

"encryption") based on the set of firewall rules. 

91. Coss teaches that packets may be conditioned during rule processing 

by, for example, performing network address translation (NAT) or encryption.  Coss, 

4:4-19 ("As illustrated in FIG. 3, such a table can provide for categories including 

rule number, designations of source and destination hosts, a designation of a special 

service which can be called for in a packet, and a specification of an action to be 

taken on a packet. Special services can include proxy services, network address 

translation, and encryption, for example.").  I note that the '282 patent admits that 

"conditioning" a packet includes NAT.  EX1001, 6:18-28, 6:60-7:12.   
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92. Moreover, a POSITA would have understood NAT to take place before 

applying rules to accept/drop a packet because NAT translates the packet's source or 

destination IP address to their internally-routable forms, and that translation would 

therefore ensure that the appropriate domain (or sub-domain) rules are applied to the 

packet.  Likewise, a POSITA would have understood that encryption (for example, 

to transmit packets across an encrypted channel to a proxy application for filtering, 

Coss at 9:31-10:15) would have been performed before the proxy application applies 

the applicable rule set to the packets.   

93. Coss also teaches that rules may "call[] for an address change, e.g., to 

a proxy or for insertion of one packet into another ("tunnel option")," in which case, 

"the packet's destination address is replaced with the address of the remote proxy 

[and] the destination port can be changed as well."  Coss, 6:66-7:3.  In these cases, 

"the original packet header data is recorded in the session cache along with any 

changed values."  Id.  Again, for the same reasons stated above, a POSITA would 

have understood these initial address changes to take place before the firewall 

decides whether to allow the packet to its final destination. 

12. Claim 8: "A method according to claim 7, wherein 
conditioning the packet based on the set of firewall rules further 
comprises rewriting a portion of a network packet header 
associated with the packet." 

94. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses a method according to claim 7, wherein conditioning the 
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packet based on the set of firewall rules further comprises rewriting (e.g., 

"changing") a portion of a network packet header associated with the packet (e.g., 

"source port", "destination port" "destination address", "source address"). 

95. As discussed with respect to Claim 7, Coss's teachings of performing 

"address change[s]" and "Network Address Translation"  (i.e., NAT), each requires 

rewriting a portion of the network packet header associated with that packet.  Coss, 

6:66-7:3 ("if a rule that applies to the packet calls for an address change"), 8:61-9:9 

(disclosing proxy reflection in which "the firewall replaces the destination address 

in the packet with the host address of the proxy application…"), 9:42-48 ("the 

packet's destination address is replaced with the address of the remote proxy; if 

configured, the destination port can be changed as well" and "the original packet 

header data is recorded…along with any changed values.").   

96. Moreover, a POSITA would have understood Coss's teachings that "IP 

header values are changed back to the original values" after passing through the 

firewall as proof that the initial rewriting of the header takes place before the packet 

has finished moving through the firewall.  Coss, 10:10-17.  In other words, when the 

address changes were initially made, the firewall rules had not yet determined 

whether the packet should be allowed or dropped.  After moving through the 

firewall, "accepted" (or "allowed") packets are then "changed back to their original 

values." 
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13. Claim 9: "A method according to claim 1, wherein each of 
the at least one node is associated with at least two network 
interfaces."  

97. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss renders obvious a method according to claim 1, wherein each of the 

at least one node is associated with at least two network interfaces. 

98. As discussed above with respect to claim 1, the independent claim 

already recites and requires that a "node is associated with two or more network 

interfaces."  As a matter of basic logic, a node associated with "two or more 

interfaces" is necessarily associated with "at least two" interfaces.  Accordingly, this 

claim is met for the same reasons claim 1 is met. 

14. Claim 10: "A method according to claim 1, wherein each of 
the two or more network interfaces is connected with at least one 
physical device." 

99. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss renders obvious a method according to claim 1, wherein each of the 

two or more network interfaces is connected with at least one physical device. 

100. As explained with respect to element [1a] above, Coss's firewall is 

configured to protect multiple domains (i.e., nodes).  E.g., Coss, 3:43-57 ("FIG. 1 

shows four user sites 101-104, e.g., of corporations A through D, with firewall 

protection in their connections to the Internet 105…."), 3:58-4:3 ("FIG. 2 shows a 

user site 201 connected to the Internet 105 via a firewall processor 211. An 
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administrator processor 215 and a router 216 are connected to the firewall processor 

211. The router 216 is connected to additional firewall processors 212 and 213 which 

are internal to the user site 201. The firewall processor 212 protects a single sub-site 

223, such as Human Resources (HR)….").   

101. Further, Coss teaches that the network interfaces may be implemented 

as physical devices—network interface cards (NICs) and that "each domain is 

associated with one or more network interfaces" and includes both "incoming" and 

"outgoing" interfaces.  Coss, 6:3-25 ("In the firewall, a decision module or engine, 

here called a "domain support engine" (DSE) determines which security policy to 

use for a new network session. Each new session must be approved by the security 

policies of the source domain and the destination domain(s). For connections going 

to the Internet, it is likely that only a single domain check is performed. The DSE 

makes the domain selection based on the incoming or outgoing network interface, 

as well as on the source or destination network address of each packet. Inclusion, in 

packets, of source or destination addresses allows for multiple users to be supported 

by a single network interface. The incoming or outgoing network interface may be 

in the form of a network interface card (NIC), e.g., an Intel EtherExpress Pro 

100B card available from Intel Corporation.  ¶ FIGS. 5A and 5B illustrate over-all 

flow for packet processing by a firewall which supports multiple domains. Such 

processing includes determining the domains which the packet is to cross, examining 
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the applicable rules to ascertain whether the packet may pass, and determining 

whether any special processing is required. In the firewall, each domain is 

associated with one or more network interfaces. Interfaces that support more than 

one domain are separated using an IP address range to distinguish the packets.").   

15. Claim 11: "A method according to claim 1, wherein the set of 
firewall rules being dynamically self-configurable further 
comprises dynamically updating the set of firewall rules during 
runtime without operator interaction." 

102. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation.  Coss discloses, and at minimum renders obvious, a method according to 

claim 1, wherein the set of firewall rules being dynamically self-configurable further 

comprises dynamically updating the set of firewall rules during runtime without 

operator interaction. 

103. As discussed above with respect to elements [1D] and claim 2, Coss 

teaches the use of dynamic rules that can be loaded "at any time by trusted parties," 

including by "a trusted application" or a "firewall administrator."  Coss, 8:28-40.  As 

I explain above in those limitations, a POSITA would have therefore understood 

Coss as disclosing dynamically updating the set of firewall rules during runtime 

(e.g., while processing a packet through a proxy) and without operator intervention 

(e.g., by a trusted application in contrast to a firewall administrator).  See also Coss 

at, e.g., Claim 35, 2:33-46, 9:66-10:21. 
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16. Claim 12[pre]: "A device for controlling data through a 
firewall, comprising:"  

104. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Element [1PRE], above. 

17. Claim 12[a]: " a plurality of network interfaces, wherein 
each of the plurality of network interfaces is operable to utilize one 
or more physical devices;" 

105. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation. Coss discloses, and at minimum renders obvious, a plurality of network 

interfaces, wherein each of the plurality of network interfaces is operable to utilize 

one or more physical devices. 

106. As discussed above in Element [1a] and claim 10, Coss's firewall 

protects multiple domains (i.e., nodes). Coss at, e.g., 3:36-4:3.  In addition, Coss 

discloses that "an incoming or outgoing network interface may be in the form of a 

network interface card (NIC) e.g., an Intel EtherExpress Pro 100B card available 

from Intel Corporation." 

18. Claim 12[b]: "a first computer readable storage medium 
storing a set of firewall rules, wherein the set of firewall rules is 
dynamically self-configurable during runtime without operator 
interaction, wherein the set of firewall rules comprises a plurality 
of chains of rules forming various paths through a hierarchical 
structure, and wherein the hierarchical structure comprises 
defined places for dynamically updating the set of firewall rules 
during runtime without operator interaction;" 

107. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Elements [1B] and [1D], above. 
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19. Claim 12[c]: "a data controlling computer program 
comprising data controlling computer program code stored on 
either the first computer readable storage medium or on a second 
computer readable storage medium, the data controlling computer 
program code being executable to:" 

108. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Element [1PRE], above. 

20. Claim 12[C(i)]: "define at least one node, wherein the at least 
one node is associated with two or more network interfaces of the 
plurality of network interfaces; and" 

109. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Elements [1A] and [1PRE], above. 

21. Claim 12[C(ii)]: "when a packet is received at one of the two 
or more network interfaces associated with the at least one node, 
accept or deny the packet based on a review of the set of firewall 
rules." 

110. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Elements [1C] and [1D], above. 

22. Claim 13: "A device according to claim 12, wherein the data 
controlling computer program code is further executable to, while 
the firewall is processing traffic through the at least one node, add 
a rule to the set of firewall rules, delete a rule from the set of firewall 
rules, or modify a rule in the set of firewall rules." 

111. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 2, above. 
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23. Claim 14[pre]: "A device according to claim 12, wherein the 
at least one node comprises a first node, and wherein the data 
controlling computer program code is further executable to:" 

112. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

24. Claim 14[a]: "associate a first subset of the set of firewall 
rules with the first node; and"  

113. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

25. Claim 14[b]: " if the packet is received at the first node, apply 
the first subset of the set of firewall rules associated with the first 
node." 

114. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

26. Claim 15[pre]: "A device according to claim 14, wherein the 
at least one node further comprises at least two nodes including a 
second node, and wherein the data controlling computer program 
code is further executable to:" 

115. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 

27. Claim 15[a]: "associate a second subset of the set of firewall 
rules with the second node; and" 

116. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 
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28. Claim 15[b]: "if the packet is received at the second node, 
apply the second subset of the set of firewall rules associated with 
the second node." 

117. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 

29. Claim 16: "A device according to claim 15, wherein the first 
subset of the set of firewall rules is the same as or different from 
the second subset of the set of firewall rules." 

118. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 5, above. 

30. Claim 17: "A device according to claim 15, wherein either 
the first subset of the set of firewall rules or the second subset of the 
set of firewall rules equals the entire set of firewall rules." 

119. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 6, above. 

31. Claim 18: "A device according to claim 12, wherein the data 
controlling computer program code is further executable to 
condition the packet based on the set of firewall rules." 

120. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 7, above. 

32. Claim 19: "A device according to claim 18, wherein 
conditioning the packet based on the set of firewall rules further 
comprises rewriting a portion of a network packet header 
associated with the packet." 

121. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 8, above. 
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33. Claim 20: "A device according to claim 12, wherein each of 
the at least one node is associated with at least two network 
interfaces." 

122. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 9, above. 

34. Claim 21: "A device according to claim 12, wherein each of 
the plurality of network interfaces is connected with at least one 
physical device." 

123. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 10, above. 

35. Claim 22: "A device according to claim 12, wherein each of 
the plurality of network interfaces is physically connected to every 
other network interface of the plurality of network interfaces and 
wherein physical connection between the plurality of network 
interfaces comprises indirect physical connection between the 
plurality of network interfaces." 

124. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation. Coss discloses, and at minimum renders obvious, a device according to 

claim 12, wherein each of the plurality of network interfaces is physically connected 

to every other network interface of the plurality of network interfaces and wherein 

physical connection between the plurality of network interfaces comprises indirect 

physical connection between the plurality of network interfaces. 

125. Coss's firewall protects "user sites" and "sub-sites" with each site 

connected via direct and/or indirect connections through, for example, a router.  For 

example, with respect to Figure 1, Coss teaches:  "FIG. 1 shows four user sites 101-
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104, e.g., of corporations A through D, with firewall protection in their connections 

to the Internet 105. Such protection is provided by a firewall facility, here in the form 

of a LAN 110, including firewall processors 111, 113 and 114, an administrator 

processor 115, a router 116 and a web server 117.…"  Coss, 3:43-57.   

 

126. Similarly, for Figure 2, Coss teaches: "FIG. 2 shows a user site 201 

connected to the Internet 105 via a firewall processor 211. An administrator 

processor 215 and a router 216 are connected to the firewall processor 211. The 

router 216 is connected to additional firewall processors 212 and 213 which are 

internal to the user site 201. The firewall processor 212 protects a single sub-site 

223, such as Human Resources (HR). The firewall processor 213 is configured for 

protecting two sub-sites, such as Payroll (P) and Disbursements (D), vis-a-vis the 

remainder of the site 201 as well as with respect to communications between   sub-

sites 221 and 222."  Coss, 3:58-4:3. 
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127. Based on these disclosures, a POSITA would have at least found it 

obvious to connect, directly or indirectly, each such interface in order to properly 

communicate packets across the network.   

36. Claim 23: "A device according to claim 12, wherein the data 
controlling computer program code is further executable to 
dynamically update the set of firewall rules during runtime without 
operator interaction." 

128. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 11, above. 

37. Claim 24[pre]: "A data controlling computer program 
product comprising computer instructions stored on at least one 
non-transitory computer readable medium, wherein the computer 
instructions are operable when executed by at least one processor 
to:" 

129. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim [1PRE], above. 

38. Claim 24[a]: "define at least one node for controlling data 
through a firewall, wherein at least one of the at least one node is 
associated with two or more network interfaces;" 

130. In my opinion, Coss discloses, and at minimum renders obvious this 
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limitation for the same reasons as discussed in Claim [1A], above. 

39. Claim 24[b]: "associate a set of firewall rules with the at least 
one node, wherein the set of firewall rules further comprises a 
plurality of chains of rules forming various paths through a 
hierarchical structure, and wherein the hierarchical structure 
comprises defined places for dynamically updating the set of 
firewall rules during runtime without operator interaction;" 

131. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim [1B] and [1D], above. 

40. Claim 24[c]: "receive a packet at a first node of the at least 
one node; and" 

132. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim [1C], above. 

41. Claim 24[d]: "accept or deny the packet based on a review of 
the set of firewall rules, wherein the set of firewall rules is 
dynamically self-configurable during runtime without operator 
interaction." 

133. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim [1D], above. 

42. Claim 25: "A data controlling computer program product 
according to claim 24, wherein the computer instructions are 
further executable to dynamically update the set of firewall rules 
during runtime without operator interaction." 

134. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 2, above. 

43. Claim 26: "A data controlling computer program product 
according to claim 25, wherein the computer instructions are 
further executable to, while the firewall is processing traffic 
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through the at least one node, add a rule to the set of firewall rules, 
delete a rule from the set of firewall rules, or modify a rule in the 
set of firewall rules." 

135. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 2, above. 

44. Claim 27[pre]: "A data controlling computer program 
product according to claim 26, wherein the computer instructions 
are further executable to:" 

136. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

45. Claim 27[a]: "associate a first subset of the set of firewall 
rules with the first node; and" 

137. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

46. Claim 27[b]: "if the packet is received at the first node, apply 
the first subset of the set of firewall rules associated with the first 
node." 

138. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 3, above. 

47. Claim 28[pre]: "A data controlling computer program 
product according to claim 27, wherein the at least one node 
further comprises at least two nodes including a second node, and 
wherein the computer instructions are further executable to:" 

139. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 
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48. Claim 28[a]: "associate a second subset of the set of firewall 
rules with the second node; and" 

140. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 

49. Claim 28[b]: "if the packet is received at the second node, 
apply the second subset of the set of firewall rules associated with 
the second node." 

141. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 4, above. 

50. Claim 29: "A data controlling computer program product 
according to claim 28, wherein the first subset of the set of firewall 
rules is the same as or different from the second subset of the set of 
firewall rules." 

142. I In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 5, above. 

51. Claim 30: "A data controlling computer program product 
according to claim 28, wherein either the first subset of the set of 
firewall rules or the second subset of the set of firewall rules equals 
the entire set of firewall rules." 

143. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 6, above. 

52. Claim 31: "A data controlling computer program product 
according to claim 24, wherein the computer instructions are 
further executable to condition the packet based on the set of 
firewall rules." 

144. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 7, above. 
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53. Claim 32: "A data controlling computer program product 
according to claim 31, wherein conditioning the packet based on 
the set of firewall rules further comprises rewriting a portion of a 
network packet header associated with the packet." 

145. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 8, above. 

54. Claim 33: "A data controlling computer program product 
according to claim 24, wherein each of the at least one node 
comprises at least two network interfaces." 

146. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 9, above. 

55. Claim 34: "A data controlling computer program product 
according to claim 24, wherein each of the two or more network 
interfaces is connected with at least one physical device." 

147. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 10, above. 

56. Claim 35: "A data controlling computer program product 
according to claim 24, wherein each of the two or more network 
interfaces is physically connected to every other network interface 
of the two or more network interfaces and wherein physical 
connection between the two or more network interfaces comprises 
indirect physical connection between the two or more network 
interfaces." 

148. In my opinion, Coss discloses, and at minimum renders obvious this 

limitation for the same reasons as discussed in Claim 22, above. 

XI. GROUND 3 – CLAIMS 1-35 ARE OBVIOUS OVER COSS IN VIEW 
OF KE 

149. In my opinion, Coss in view of Ke renders obvious the elements of the 
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independent claims and, in turn, the elements of all the dependent claims.  In 

particular, Coss already discloses and at minimum renders obvious (as discussed 

above) all the elements of the claims, including "defining at least one node, wherein 

the at least one node is associated with two or more network interfaces."  See, 

Element [1A], above.  However, to the extent Patent Owner argues that Coss does 

not expressly disclose "defining" a node because such definition requires disclosure 

of the specific configuration steps, Ke includes these teachings and it would have 

been obvious for a POSITA to implement Coss using these teachings from Ke. 

150. Specifically, Ke discloses defining at least one node (e.g., "configuring 

an Internet security system"; "VLAN"/"VPN") wherein the at least one node is 

associated with two or more network interfaces ("adding two virtual interfaces for 

the [] system"). 

151. As discussed above in the overview of Ke, Ke describes a configurable 

firewall that secures multiple virtual local area networks (VLANs) using a packet-

based firewall model. Ke, [0005].  A POSITA would have understood Ke's teachings 

of using "virtual systems" to create and manage customer domains to have similar 

uses as Coss's disclosure of a multi-domain system to protect user sites for different 

corporations.  See Coss, 3:35-56 (disclosing "multiple security domains" comprising 

"four user sits…of corporations A through D"), Ke, [0031] ("multi-customer, multi-

domain architecture").  Thus, a POSITA would have understood that to the extent 
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Coss discloses a multi-domain system (and one with defined host "groups" that are 

dynamically modifiable), but does not provide explicit disclosure on how to 

configure and define such domains, Ke provides those implementation details. 

152. Ke teaches "configuration of the Internet security system in real time 

or at start up with a saved configuration script."  Ke, [0058].  In particular, Ke 

discloses creating "virtual systems" (each with its own firewall policies for incoming 

and outgoing packets) in order to configure the security system to support multiple 

domains.  E.g., Ke, [0005] ("The data processing system includes a firewall engine 

that can receive a set of firewall policies and apply the firewall policies to a data 

packet, an authentication engine that can receive a set of authentication policies and 

authenticate a data packet in accordance with the authentication policies, one or 

more virtual private networks that each have an associated destination address 

and policies and a controller that can detect an incoming data packet, examine the 

incoming data packet for a virtual private network destination address and identify 

the policies associated with the virtual private network destination. If the policies 

include firewall policies, then the controller can call the firewall engine and apply 

the set of firewall policies corresponding to the virtual private network destination 

to the data packet."), [0016] (describing "security system resources including 

firewall services and a controller that can partition the security system resources 

into a plurality of separate security domains.  Each security domain can be 
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configurable to enforce one or more policies relating to a specific subsystem, and 

to allocate security system resources to the one or more security domains.").   

153. Ke provides an express example of defining "a new virtual system 

named 'marketing' and configur[ing] that system."  Ke, [0069]. The configuration 

steps include "adding two virtual interfaces for the 'marketing' system."  Id.  As Ke 

further explains, the "virtual interfaces" act as the incoming and outgoing interfaces 

for the VLAN, "allow[ing] several streams of data to share the same physical 

medium, such as a trunk cable, while enjoying total segregation."  Id. [0033].   

154. A POSITA would have been motivated to implement Coss’s multi-

domain firewall architecture using Ke’s approach of defining domains as “virtual 

systems” with corresponding network interfaces. Both Coss and Ke operate in the 

same field of computer networking—specifically, protecting multiple domains with 

distinct firewall policies—and both address similar challenges. For example, the 

’282 patent describes “network firewalls that can dynamically adapt to changing 

conditions and operator requirements” (EX1001, 1:35–37), while Ke highlights the 

“complex[ity]” and high cost of relying on physical network infrastructure that 

requires “a large amount of separate equipment” and must be reconfigured “every 

time a new customer joins the Internet data center,” making it “a labor intensive and 

costly task” (Ke, [0004]). A POSITA would have recognized that applying Ke’s 

virtual domain model to Coss’s multi-domain system would reduce time, cost, and 
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complexity.  Both references also stress runtime efficiency—Coss through its use of 

dynamic rules loaded and removed at runtime (Coss, 8:28–40), and Ke through its 

real-time reconfiguration capabilities (Ke, [0058]). A POSITA would have 

appreciated that incorporating Ke’s runtime flexibility into Coss’s framework would 

provide additional operational benefits. Moreover, Coss’s disclosure of “host 

group[s]” that can be dynamically modified without disrupting other rule sets (Coss, 

2:41–46) provides an express motivation to combine with Ke’s teachings. Taken 

together, a POSITA would have recognized the scalability and cost advantages of 

implementing Ke’s virtual system approach within Coss’s multi-domain firewall. 

155. A POSITA would have had a reasonable expectation of success in 

implementing Coss in view of Ke because the combination relies on straightforward 

and well-understood networking concepts. Coss’s approach to partitioning domains 

is conceptually aligned with Ke’s use of virtual domains, and a POSITA would have 

recognized that mapping Coss’s domains onto VLANs represents a natural 

integration of compatible technologies. For instance, Coss already identifies the use 

of “tunneling” as a mechanism for secure communication between domains (Coss, 

6:66–7:3, discussing address changes and “tunnel option” for packet redirection), 

and a POSITA would have understood that these tunnels could be efficiently realized 

using Ke’s VLAN framework (Ke, [0052]–[0053]). In this way, Coss and Ke provide 

complementary disclosures, and a POSITA would have seen that combining them 
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applies established networking principles to achieve their intended purposes. 

XII. SECONDARY CONSIDERATIONS OF NON-OBVIOUSNESS 

156. Neither the applicant nor the Examiner identified any secondary 

considerations that favored a finding of non-obviousness during prosecution of the 

application that issued as the '282 Patent. See generally EX1002.  Further, I am 

unaware of any secondary considerations that tend to show non-obviousness of the 

Challenged Claims.  To the extent that such secondary considerations become 

available to me in the course of this proceeding, I reserve the right to address them 

in a supplemental declaration. 

157. I declare under penalty of perjury that the foregoing is true and correct. 

Executed this 10 day of October, 2025 in Louisville, Colorado. 

 

____________________ 
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