




















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875 14/566,403
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
R, N/A N/A N/A N/A 280
SEARCH FEE
P e R, N/A N/A N/A N/A 600
EXAMINATION FEE
(37 CFR 1.16(0), (B} or (@) N/A N/A N/A N/A 720
TOTAL CLAIMS ] *
(37 CFR 1.16(1)) 26 minus 20 = 6 OR |x 80 - 480
INDEPENDENT CLAIMS *
(37 CFR 1.16(h)) 3 minus 3 = x 420 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G) and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0” in column 2. TOTAL TOTAL 2080
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY EXTRA RATE(®) FEE($) RATE(S) FEE($)
E AMENDMENT PAID FOR
LU Total . i - =
> 37 CF(:H 16(i)) Minus X OR X
% Independent * Minus | *** =
| wrcrrR16n) X OR |x
<§: Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j)) OR
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
m AFTER PREVIOUSLY EXTRA RATE(S) FEE(S) RATE(S) FEE(S)
E AMENDMENT PAID FOR
L Total * Minus = X =
= (37 CF?H.IB(H) OR |«x -
% Independent * Minus | *** = X = OR |x =
w (37 CFR 1.16(h)) = =
<§( Application Size Fee (37 CFR 1.16(s))
OR
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CGFR 1.16(j))
TOTAL OR TOTAL
ADD'L FEE ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3.
** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20".
*** |f the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY DOCKET.NO ITOT CLAIMSI IND CLAIMSl
14/566,403 12/1072014 2431 2080 FORT-012500 26
CONFIRMATION NO. 7209
64128 FILING RECEIPT
MICHAEL A DESANCTIS
HAMILTON DESANCTIS & CHA LLP T L
000000072559098

FINANCIAL PLAZA AT UNION SQUARE
225 UNION BOULEVARD, SUITE 150
LAKEWOOD, CO 80228

Date Mailed: 12/29/2014

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Hugo Filipe Parreira Pernicha, Venda do Pinheiro, PORTUGAL,;
Applicant(s)

Fortinet, Inc., Sunnyvale, CA
Assignment For Published Patent Application

FORTINET, INC., Sunnyvale, CA

Power of Attorney: The patent practitioners associated with Customer Number 64128

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 12/23/2014

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/566,403

Projected Publication Date: To Be Determined - pending completion of Corrected Papers
Non-Publication Request: No

Early Publication Request: No
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Title
DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT
Preliminary Class
726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/566,403 12/10/2014 Hugo Filipe Parreira Pernicha FORT-012500
CONFIRMATION NO. 7209
64128 FORMALITIES LETTER
MICHAEL A DESANCTIS
HAMILTON DESANCTIS & GHA LLP R AT O v e
000000072559100

FINANCIAL PLAZA AT UNION SQUARE
225 UNION BOULEVARD, SUITE 150
LAKEWOOD, CO 80228

Date Mailed: 12/29/2014

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Filing Date Granted

An application number and filing date have been accorded to this application. The application is informal since
it does not comply with the regulations for the reason(s) indicated below. Applicant is given TWO MONTHS
from the date of this Notice within which to correct the informalities indicated below. Extensions of time may be
obtained by filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

The required item(s) identified below must be timely submitted to avoid abandonment:

+ A substitute specification in compliance with 37 CFR 1.52, 1.121(b)(3), and 1.125, is required. The substitute
specification must be submitted with markings and be accompanied by a clean version (without markings) as
set forth in 37 CFR 1.125(c) and a statement that the substitute specification contains no new matter (see 37
CFR 1.125(b)). The specification, claims, and/or abstract page(s) submitted is not acceptable and cannot be
scanned or properly stored because:

+ The application contains drawings, but the specification does not contain a brief description of the several
views of the drawings as required by 37 CFR 1.74 and 37 CFR 1.77(b)(9).

The following item(s) appear to have been omitted from the application:
« Figure(s) 3 described in the specification.

Applicant must reply to this notice within the time period set forth in this notice to avoid abandonment of

this application. Applicant must select one of the three following options and the reply must comply with the
requirements set forth in the selected option and any other requirements set forth in this notice. The reply should
also indicate which option applicant has selected.

I. Petition for date of deposit: Should applicant contend that the above-noted omitted item(s) was in fact
deposited in the U.S. Patent and Trademark Office (USPTO) with the nonprovisional application papers, a copy of
this Notice and a petition (and the petition fee set forth in 37 CFR 1.17(f) with evidence of such deposit must be
filed within TWO MONTHS of the date of this Notice. The petition fee will be refunded if it is determined that the
item(s) was received by the USPTO. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a)
or (b).

Il. Petition for later filing date: Should applicant desire to supply the omitted item(s) and accept the date that
such omitted item(s) was filed in the USPTO as the filing date of the above-identified application, a copy of this
Notice, the omitted item(s), and a petition under 37 CFR 1.182 with the petition fee set forth in 37 CFR 1.17(f)
requesting the later filing date must be filed within TWO MONTHS of the date of this Notice. THIS TWO MONTH
PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b).
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Applicant is advised that generally the filing fee required for an application is the filing fee in effect on the filing
date accorded the application and that payment of the requisite basic filing fee on a date later than the filing date
of the application requires payment of a surcharge (37 CFR 1.16(f)). To avoid processing delays and payment
of a surcharge, applicant should submit any balance due for the requisite filing fee based on the later filing date
being requested when submitting the omitted item(s) and the petition (and petition fee) requesting the later filing
date.

lll. Acceptance of application as deposited: Applicant may accept the application as deposited in the USPTO
by filing an appropriate amendment as set forth in either (A) or (B) below within TWO MONTHS of the date of this
Notice. THIS TWO MONTH PERIOD IS EXTENDABLE UNDER 37 CFR 1.136(a) or (b) . The application will
maintain a filing date as of the date of deposit of the application papers in the USPTO, and original application
papers (i.e., the original disclosure of the invention) will include only those application papers present in the
USPTO on the date of deposit. A petition is not required for this option.

(A) If applicant wants to accept the application as deposited without adding the subject matter that was in the
omitted item (e.g., a missing page or figure), applicant is required to submit one or more of the following items
without adding any new matter (see 35 U.S.C. 132(a)):

1. For a missing page of the specification,

a) a substitute specification including claims that amends the specification to renumber the pages
consecutively and cancels any incomplete sentences, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

2. For a missing figure of the drawings,

a) replacement drawing sheets in compliance with 37 CFR 1.121(d) to renumber the drawing figures
consecutively (if necessary),

b) a substitute specification excluding claims that amends the specification to cancel any references to any
omitted drawing(s) and corrects the references in the specification to the drawing figures to correspond
with any relabeled drawing figures, and

¢) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;

3. For a missing page of the claim listing only, a replacement claim listing with the claims renumbered
consecutively or, if amendment to the claims is also necessary, then a complete claim listing in compliance
with 37 CFR 1.121(c);

4. For a missing or unreadable compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the compact disc and the files
contained on the compact disc, and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

5. For a missing or unreadable file submitted on a compact disc,

a) a substitute specification (excluding the claims) deleting the reference to the missing or unreadable file,
and a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125; and

b) a replacement transmittal letter listing all of the files except the missing or unreadabile file in compliance
with 37 CFR 1.52(e)(3)(ii).

(B) Alternatively, if applicant wants to accept the application as deposited but wishes to add the subject matter in
the omitted item (e.g., a missing page or figure) by relying on an incorporation by reference under 37 CFR 1.57 or
other portions of the original disclosure, applicant is required to submit one or more of the following items without
adding any new matter (see 35 U.S.C. 132(a)):

1. To add the subject matter in a missing page of specification,

a) a substitute specification excluding claims and

b) a statement that the substitute specification includes no new matter, in compliance with 37 CFR
1.121(b)(3) and 1.125;
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2. To add a missing figure of the drawings, new and replacement drawing sheets in compliance with 37 CFR
1.121(d);
3. To add the subject matter in a missing page of the claim listing, a complete claim listing in compliance with 37
CFR 1.121(c) (e.g., a claim in the missing page should be submitted as a new claim);
4. To add the subject matter in a missing or unreadable compact disc,
a) a replacement compact disc and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e);
and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4); and,
5. To add the subject matter in a missing or unreadable file submitted on a compact disc,
a) a replacement compact disc that contains all of the files listed in the specification including the missing or
unreadable file and a duplicate copy of the compact disc, in compliance with 37 CFR 1.52(e); and
b) a statement that the replacement compact disc contains no new matter in compliance with 37 CFR
1.52(e)(4).

If applicant is relying on an incorporation by reference under 37 CFR 1.57 to add the omitted subject matter, then
applicant must also comply with the requirements of 37 CFR 1.57.

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

Replies must be received in the USPTO within the set time period or must include a proper Certificate of Mailing
or Transmission under 37 CFR 1.8 with a mailing or transmission date within the set time period. For more
information and a suggested format, see Form PTO/SB/92 and MPEP 512.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web, including a copy
of this Notice and selecting the document description "Applicant response to Pre-Exam Formalities Notice".
https:/sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http://www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/kung/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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PTO/AIA/BD (07-12)

Approved for use through 11/30/2014. OMSB 0851-0035

U.S. Patent and Trademark Cffice; U.S DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no perscns are requirad to respond to a collection of information unless it displays a valid OMB control number,

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3.73(c).

| hereby appoint:
Practitioners associated with Customer Number: .
- 64128
OR
I::I Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):
Name Registration Name Registration
- Number -~ Number

As attorney(s) oragent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO} in connection with
any and all patent applications assigned only to the undersigned according to the USPTO asmgnment records or assignments documents
attached to this form in accordance with 37 CFR 3.73{c).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(c) fo:

IEI The address associaied with Customer Number:

OR

64128

Firn or
individual Name

Address

City _ State Zip

Country

Telephone Email

Assignee Name and Address: Fo rtm_et’ Inc.
' 899 Kifer Rd.

Sunnyvale, CA 94086

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent)} is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.

SIGNATURE of Assignee of Record
The individual whose signature and fifle is supplied below is authorized to act on behalf of the assngnee

Signature A —— A { / L\ Date
Name Todd A. Nelson Telephone (408) 486-7803
Title Vice President Legal

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required o obtain or retain a benefit by the public which is to file {and
by the USPTQ to pracess) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to 1lake 3 minutes
to complete, including gathering, preparing, and submitting the completed appiication form to the USPTC. Time will vary depanding upon the individual case. Any
camments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES CR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT
First Named Inventor/Applicant Name: Hugo Filipe Parreira Pernicha

Filer: Michael A. DeSanctis

Attorney Docket Number:

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sullaj—;l'g(tsa)l in

Basic Filing:

Utility application filing 1011 1 280 280

Utility Search Fee 111 1 600 600

Utility Examination Fee 1311 1 720 720
Pages:
Claims:

Claims in Excess of 20 1202 6 80 480
Miscellaneous-Filing:
Petition:
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Description Fee Code Quantity Amount Sut-;l'g(tsa)l in
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2080
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Electronic Acknowledgement Receipt

EFS ID: 20925650
Application Number: 14566403
International Application Number:
Confirmation Number: 7209

Title of Invention:

DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

First Named Inventor/Applicant Name:

Hugo Filipe Parreira Pernicha

Customer Number:

64128

Filer:

Michael A. DeSanctis

Filer Authorized By:

Attorney Docket Number:
Receipt Date: 10-DEC-2014
Filing Date:
Time Stamp: 17:41:05

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $2080

RAM confirmation Number 4620

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:
Document s . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (if appl.)
291201
1 Patent_Application.pdf yes 38
009ech5e40f022b0b02e629b5943d36aa71]
ece80
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 32
Claims 33 37
Abstract 38 38
Warnings:
Information:
59532
Drawings-only black and white line .
2 A drawings.pdf no 9
drawings
c4a38156ac8d1aeb606c26¢782b47b5b73|
579%e
Warnings:
Information:
1560990
3 Application Data Sheet ads.pdf no 7
9280dfbbd49ad7f5¢2c908a82¢80baba2b?)|
c647b
Warnings:
Information:
1167734
4 QOath or Declaration filed Executed_Declaration.pdf no 2
4344£11526420af58eb8ch39a94e734fa852)
784e
Warnings:
Information:
. . . 117087
5 Assignee showing of ownership per 37 tat t odf 3
CFR3.73. statement.p no
7c7e6¢73df7358fee3b11313fc1ab3bd 10eg]
7325
Warnings:
Information:
Assi howing of hi 37 1057483
6 sslgnee showing of ownership per Executed_Assignment.pdf no 2
CFR 3.73.
49cbelad2f857c5b1e146120cdca358e1 ca
debf
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Warnings:

Information:

76400
7 Power of Attorney Executed_POA_3_73_c_2.pdf no 1
f4ad760f71d7becdc33b00b6c2c4b21776d
Warnings:
Information:
36635
8 Fee Worksheet (SB06) fee-info.pdf no 2
adcaa6d5a72294393f117bc56b8a253913e|
8265
Warnings:
Information:
Total Files Size (in bytes):l 4367062

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

COPYRIGHT NOTICE

[0001] Contained herein is material that is subject to copyright protection. The copyright
owner has no objection to the facsimile reproduction of the patent disclosure by any person as it
appears in the Patent and Trademark Office patent files or records, but otherwise reserves all

rights to the copyright whatsoever. Copyright © 2014, Fortinet, Inc.

BACKGROUND

Field

[0002] Embodiments of the present invention generally relate to network traffic control. In
particular, embodiments of the present invention relate to systems and methods for firewall
and/or access control policy management and optimization of policy rules to enhance

performance of policy rule processing.

Description of the Related Art

[0003] A firewall generally represents an integrated collection of security measures
designed to prevent unauthorized electronic access to a networked computer system. A firewall
may assume the form of a flow control device or set of devices configured to permit, deny,
encrypt, decrypt and/or proxy computer traffic between different security domains based upon a
set of rules and other criteria. Organizations that use Internet Protocol (IP) based communication
networks have firewalls or access control devices/mechanisms to control the traffic that crosses
into and out of their networks, or between different network segments. Each firewall is basically
a special-purpose computer that enforces the organization's traffic filtering policy. Typically, the
filtering policy is implemented in a rule base, which is an ordered list of rules, wherein each rule
consists of a set of field value-ranges, and an associated action that is generally either “PASS” or

“DROP”.
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[0004] Most firewalls enforce the policy according to “first-match” semantics, wherein for
cach new IP connection, the firewall checks the rules one by one, according to their order in the
rule-base, until it finds a rule that matches the new connection. The first rule that matches the
connection determines the firewall's action, wherein if the first matching rule has an action of
“PASS” then the firewall will allow the connection to continue, and if the rule's action is
“DROP” then the firewall will discard all the packets belonging to the connection. If no rule

matches the connection then the firewall uses a default action, which is usually DROP.

[0005] As firewall or access control policies can have numerous rules, searching for a
matching rule in sequence can require considerable CPU time. In such an implementation, the
computational effort to match a connection to the rule-base is proportional (lincarly) to the
number of rules the firewall needs to try in sequence until it reaches the first matching rule. If
checking a match against one rule typically requires M computer instructions, then checking K
rules in sequence requires K times M instructions. If the first-matching rule happens to be one of
the first in the rule-base, the firewall will identify the corresponding action quickly and with a
low computational effort. Conversely, if the first-matching rule is near the end of the rule-base,

the firewall will take longer to identify the corresponding action.

[0006] Firewall rule-based policy is typically static. As such, once it is configured, it will
stay the same, in the same order and not be changed unless explicitly changed by a
user/administrator. In practice, large enterprises end up with a substantial set of firewall rule-
based policies that are more oriented to user/operator visibility than rule processing efficiency.
Furthermore, addition of each new policy rule or modification of an existing rule typically has
ripple effects on other existing/stored rules and policies. For instance, a new policy rule may be
configured to allow packets of a specific traffic type to a given destination, which otherwise may
have been denied by an already existing policy rule in the rule database. Existing security policy
management techniques require manual detection of issues, such as duplication of rules, conflicts
between rules, dependency between rules, or shadowing of one rule by another and therefore are

error prone. These issues are exacerbated in the context of large policy rule databases.

[0007] There is therefore a need for systems and methods that allow efficient addition or
modification of one or more policy rules by enabling enhanced system performance,

manageability and reduced human error. There is also a need for systems and methods that
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allow dynamic and automatic optimization of policy rules by efficiently grouping/merging,
deleting, reordering and otherwise managing policy rules based on defined and configurable
optimization criteria so as to enable improved overall performance and significant reduction in

session establishment/rule access/rule processing delay.
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SUMMARY

[0008] Methods and systems are described for dynamically optimizing rule-based security
policies. According to one embodiment, a security policy optimization method is provided. A
request is received by a network security management device to add a new traffic flow policy
rule to multiple existing policy rules managed by the network security management device.
Dependencies of the new traffic flow policy rule on one or more of the existing policy rules are
automatically determined. An updated set of policy rules is formed by incorporating the new
traffic flow policy rule within the existing policy rules based on the determined dependencies.
The updated set of policy rules is then optimized by (i) grouping a first sub-set of policy rules of
the updated set of policy rules; (ii) reordering a second sub-set of policy rules of the updated set
of policy rules; and/or (iii) deleting a third sub-set of policy rules of the updated set of policy
rules based on one or more of weights assigned to particular types of traffic, preference settings,
priority settings, network traffic characteristics and usage statistics for each policy rule of the

updated set of policy rules.

[0009] Other features of embodiments of the present disclosure will be apparent from

accompanying drawings and from detailed description that follows.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010] In the Figures, similar components and/or features may have the same reference
label. Further, various components of the same type may be distinguished by following the
reference label with a second label that distinguishes among the similar components. If only the
first reference label is used in the specification, the description is applicable to any one of the
similar components having the same first reference label irrespective of the second reference

label.

[0011] FIG. 1 illustrates exemplary security policy architecture in accordance with an

embodiment of the present invention.

[0012] FIG. 2 illustrates exemplary functional units of a rule-based security policy

management system in accordance with an embodiment of the present invention.

[0013] FIG. 3 illustrates exemplary addition of a new security policy rule to a policy rule

database in accordance with an embodiment of the present invention.

[0014] FIG. 4 illustrates an exemplary snapshot of a security policy rule management

system in accordance with an embodiment of the present invention.

[0015] FIGs. 5A to 5E illustrate exemplary optimization of policy rules stored in a rule
database based on dependencies, priorities, traffic attributes, hits, sessions, potential of
merger/modification/deletion, among other attributes in accordance with an embodiment of the

present invention.

[0016] Fig. 6 is a flow diagram illustrating security policy rule management in accordance

with an embodiment of the present invention.

[0017] FIG. 7 is an exemplary computer system.
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DETAILED DESCRIPTION

[0018] Methods and systems are described for dynamically optimizing rule-based security
policies. Methods and systems are also provided for creation and modification of firewall/access
control policy rules so as to allow enhanced computing performance, rule management, policy
optimization, and session/network traffic packet flow management. Methods and systems are
further provided for optimizing the security policy rules by performing any or a combination of
reordering, grouping, updating, deleting, along with performing any other actions on one or more
policy rules based on parameters, including, but not limited to, weights assigned to traffic
attributes (e.g., source address, destination address, service, port information, among other such
attributes), preference settings, priority settings for the policy rules, network traffic

characteristics, network usage statistics, among other optimization parameters.

[0019] In the following description, numerous specific details are set forth in order to
provide a thorough understanding of embodiments of the present disclosure. It will be apparent
to one skilled in the art that embodiments of the present disclosure may be practiced without
some of these specific details. Embodiments of the present disclosure include various steps,
which will be described below. The steps may be performed by hardware components or may be
embodied in machine-executable instructions, which may be used to cause a general-purpose or
special-purpose processor programmed with the instructions to perform the steps. Alternatively,
steps may be performed by a combination of hardware, software, firmware and/or by human

operators.

[0020] Embodiments of the present disclosure may be provided as a computer program
product, which may include a machine-readable storage medium tangibly embodying thercon
instructions, which may be used to program a computer (or other electronic devices) to perform a
process. The machine-readable medium may include, but is not limited to, fixed (hard) drives,
magnetic tape, floppy diskettes, optical disks, compact disc read-only memories (CD-ROMs),
and magneto-optical disks, semiconductor memories, such as ROMs, PROMs, random access
memories (RAMs), programmable read-only memories (PROMs), erasable PROMs (EPROMs),
clectrically erasable PROMs (EEPROMs), flash memory, magnetic or optical cards, or other
type of media/machine-readable medium suitable for storing electronic instructions (e.g.,

computer programming code, such as software or firmware).
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[0021] Various methods described herein may be practiced by combining one or more
machine-readable storage media containing the code according to the present disclosure with
appropriate standard computer hardware to execute the code contained therein. An apparatus for
practicing various embodiments of the present disclosure may involve one or more computers (or
one or more processors within a single computer) and storage systems containing or having
network access to computer program(s) coded in accordance with various methods described
herein, and the method steps of the disclosure could be accomplished by modules, routines,

subroutines, or subparts of a computer program product.

[0022] In various embodiments, the article(s) of manufacture (e.g., the computer program
products) containing the computer programming code may be used by executing the code
directly from the machine-readable storage medium or by copying the code from the machine-
readable storage medium into another machine-readable storage medium (e.g., a hard disk,
RAM, etc.) or by transmitting the code on a network for remote execution. Various methods
described herein may be practiced by combining one or more machine-readable storage media
containing the code according to the present disclosure with appropriate standard computer
hardware to execute the code contained therein. An apparatus for practicing various
embodiments of the present disclosure may involve one or more computers (or one or more
processors within a single computer) and storage systems containing or having network access to
computer program(s) coded in accordance with various methods described herein, and the
method steps of the present disclosure could be accomplished by modules, routines, subroutines,

or subparts of a computer program product.

[0023] Various embodiments are described assuming rule optimization and/or dependency
detection are performed in real-time responsive to the proposed addition of a new traffic flow
policy rule to an existing set of policy rules. Those skilled in the art will appreciate, however,
that rule optimization and/or dependency detection may also or alternatively be performed in the

background.

[0024] Notably, while embodiments of the present disclosure may be described using
modular programming terminology, the code implementing various embodiments of the present
disclosure is not so limited. For example, the code may reflect other programming paradigms

and/or styles, including, but not limited to object-oriented programming (OOP), agent oriented
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programming, aspect-oriented programming, attribute-oriented programming (@OP), automatic
programming, dataflow programming, declarative programming, functional programming, event-
driven programming, feature oriented programming, imperative programming, semantic-oriented
programming, functional programming, genetic programming, logic programming, pattern

matching programming and the like.

9% ¢ 99 ¢

[0025] If the specification states a component or feature “may”, “can”, “could”, or “might”
be included or have a characteristic, that particular component or feature is not required to be

included or have the characteristic.

[0026] Exemplary embodiments will now be described more fully hereinafter with
reference to the accompanying drawings, in which exemplary embodiments are shown. This
disclosure may, however, be embodied in many different forms and should not be construed as
limited to the embodiments set forth hercin. These embodiments are provided so that this
disclosure will be thorough and complete and will fully convey the scope of the disclosure to
those of ordinary skill in the art. Moreover, all statements herein reciting embodiments of the
disclosure, as well as specific examples thereof, are intended to encompass both structural and
functional equivalents thercof. Additionally, it is intended that such equivalents include both
currently known equivalents as well as equivalents developed in the future (i.e., any clements

developed that perform the same function, regardless of structure).

[0027] Thus, for example, it will be appreciated by those of ordinary skill in the art that the
diagrams, schematics, illustrations, and the like represent conceptual views or processes
illustrating systems and methods embodying this disclosure. The functions of the various
elements shown in the figures may be provided through the use of dedicated hardware as well as
hardware capable of executing associated software. Similarly, any switches shown in the figures
are conceptual only. Their function may be carried out through the operation of program logic,
through dedicated logic, through the interaction of program control and dedicated logic, or even
manually, the particular technique being selectable by the entity implementing this disclosure.
Those of ordinary skill in the art further understand that the exemplary hardware, software,
processes, methods, and/or operating systems described herein are for illustrative purposes and,

thus, are not intended to be limited to any particular named.
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[0028] Aspects of the present disclosure provide a method that can be implemented in a
network security management device for automatically optimizing security policy rules in real-
time based on traffic conditions or when one or more traffic rules are
added/edited/deleted/modified. According to one embodiment, the method includes receiving,
by the network security management device, a request to add a new traffic flow policy rule to a
repository of existing control rules. In an aspect, such a request can either be manually generated
by say a wuser/administrator or can be automatically generated based on traffic
pattern/characteristics, network usage statistics, user activities, among other like actions. One
should also appreciate that even though part of the disclosure has been explained with reference
to new rules being added, the same systems/methods is also clearly applicable to any other action
that needs to be taken place on existing set of traffic flow policy rules such as modification of

one or more rules stored in rule repository or even deletion of one or more rules.

[0029] In an aspect, upon receipt of the request to add the new traffic flow policy rule,
network security management device can be configured to automatically determine dependencies
of the new traffic flow policy rule on one or more policy rules, and form an updated set of policy
rules based on the determined dependencies. Methods of the present disclosure can further be
configured to automatically optimize, by means of the network security management device, the
updated set of policy rules by one or more of grouping a first sub-set of policy rules of the
updated set of policy rules, reordering a second sub-set of policy rules of the updated set of
policy rules, and deleting a third sub-set of policy rules of the updated set of policy rules,
wherein such optimization of the updated set of policy rules can be performed based on one or
more of weights assigned to particular types of traffic, preference settings, priority settings,
network traffic characteristics, and network usage statistics for the policy rules of the updated set

of policy rules.

[0030] According to one embodiment, dependencies can be determined by means of
evaluation of dependence in execution of the new traffic flow policy rule on one or more policy
rules. In another aspect, grouping of the first sub-set of policy rules of the updated set of policy
rules can include merging combinable policy rules of the first sub-set of policy rules into a single
policy rule, wherein the merging can be conducted based on matching of one or more of source

Internet Protocol (IP) addresses, destination (IP) addresses, services, applications, interfaces, rule
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tags, prioritics, and parameters of the combinable policy rules. According to another
embodiment, merging of the combinable policy rules can be conducted based on superneting of

one or more of the source IP addresses and the destination IP addresses.

[0031] According to another embodiment, reordering a second sub-set of policy rules can
include changing an order of policy rules of the second sub-set of policy rules based on one or
more of their source IP addresses, destination IP addresses, network usage statistics, applications,
interfaces, rule tags, priorities, and parameters. According to one embodiment, order of the
policy rules of the second sub-set of policy rules can be changed based on frequency of usage

thereof.

[0032] According to another embodiment, deleting a third sub-set of policy rules can
include deleting policy rules of the third sub-set of policy rules based on one or more conflicts
between policy rules of the third sub-set of policy rules and the updated set of policy rules. In an
exemplary embodiment, the one or more conflicts can include existence of a duplicate policy
rule in the policy rules of the third sub-set of policy rules and the updated set of policy rules.
One or more conflicts can also include one or more policy rules of the updated set of policy rules
that are contrary to the new traffic flow policy rule. According to one embodiment, when
conflicts exist between a denied traffic flow and an allowed traffic flow, in order to avoid
creating a potential security issue, the denied traffic flow will be placed before the allowed traffic
flow. Alternatively, if an advantage exists, the allowed traffic flow can be split to suppress the

denied traffic flow.

[0033] According to one embodiment, weights assigned to types of traffic can be defined
manually based on scope and attributes of policy rule or can be defined automatically.
According to another embodiment, formation of the updated set of policy rules can be
conducted/performed based on the one or more weights, the preference settings, the priority

settings for the policy rules, network traffic characteristics, and network usage statistics.

[0034] Aspects of the present disclosure also provide for a system for automatically
optimizing  security policy rules in  real-time based on network traffic
conditions/characteristics/usage in addition to when one or more traffic rules are added/modified.
According to one embodiment, system of the present disclosure can include a business traffic

flow input module configured to receive a request to add a new traffic flow policy rule to a
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repository of existing policy rules managed by the system. The system can further include a
dependency detection module configured to automatically determine dependencies of the new
traffic flow policy rule on one or more policy rules, and a traffic flow policy rule incorporation
module configured to form an updated set of policy rules by incorporating the new traffic flow
policy rule within the policy rules based on the determined dependencies. System of the present
disclosure can further include a policy rule optimization module configured to automatically
optimize the updated set of policy rules by one or more of grouping a first sub-set of policy rules
of the updated set of policy rules, reordering a second sub-set of policy rules of the updated set
of policy rules, and deleting a third sub-set of policy rules of the updated set of policy rules
based on one or more of weights assigned to particular types of traffic, preference settings,
priority settings, network traffic characteristics, and network usage statistics for the policy rules

of the updated set of policy rules.

[0035] FIG. 1 illustrates an exemplary security policy implementation architecture 100 in
accordance with an embodiment of the present disclosure. In the context of the present
simplified example, a protected network coupled to a public network 112 (e.g., the Internet)
includes a firewall/flow control device 108, a policy rule database 110, an access point 106 and a
local area network (LAN) 104 containing multiple end points 102-1, 102-2 and 102-3. When a
system residing outside of the protected network attempts to communicate with a device on LAN
104 or when end points 102-1, 102-2 or 102-3 attempt to access network 112 or any resource
within the network 112 through access point 106, a network security management device, (e.g.,
firewall/flow control device 108), which is configured to, among other things, monitor and/or
filter traffic flow between end points 102 and network 112, determines whether the attempted

access/communication is permitted by the enterprise security policy.

[0036] According to one embodiment, the enterprise security policy is represented by a set
of rules (¢.g., assess control lists (ACLs), traffic flow control rules, etc.) stored within policy rule
database 110 that are used for filtering traffic flow (e.g., blocking or allowing packets between
LAN 104 and network 112). Those skilled in the art will appreciate that policy rule database 110
may be separate from firewall/flow control device 108 or integral to firewall/flow control device
108.

-12 -
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[0037] Those skilled in the art will appreciate, end points 102 may represent a variety of
different operating environments. For example, end points 102 may include, but are not limited
to, personal computers (PCs), end user workstations, server computers, mobile computer systems
(c.g., hand-held devices, tablet computers, laptop devices), multiprocessor systems,
microprocessor-based  systems, programmable consumer electronics, network PCs,

minicomputers, mainframe computers, distributed computing environments and the like.

[0038] According to one embodiment, although the firewall/flow control device 108 in the
present illustration is depicted as residing between access point 106 and network 112, in other
example implementations, firewall/flow control device 108 may simply be logically interposed
between end points 102 and network 112, and therefore various other network
architectures/configurations are possible. In an aspect, the monitored network traffic can
include, but is not limited to, HyperText Transfer Protocol (HTTP) traffic, File Transfer Protocol
(FTP) traffic, Domain Name System (DNS) requests/responses, unclassified (e.g., unknown) or
classified (e.g., known) application traffic and/or other types of traffic (e.g., traffic using other

types of known or unknown protocols).

[0039] As explained earlier, existing firewall/flow control devices or network security
management device use static policy rules to filter/block/allow traffic entering or leaving a
protected network and once configured, the firewall/flow control device always searches
through the same set of policy rules in the same hierarchical order. This hierarchical based
execution of policy rules may delay the decision to allow/block the traffic and may impact the
performance of the network. In a typical enterprise set-up, a firewall/flow control device can
have thousands of policy rules, some of which may be generic policy rules that are applicable to
all the traffic flow from/to network 112 and others of which may be specific to a set or range of
source IP addresses, destination IP addresses, applications, ports and/or services. As discussed
in the Background, increased network delays are observed for existing firewall/flow control
devices or network security management devices when the matching rule of a rule base for the
packet at issue is found lower in hierarchy as all policy rules placed higher in the hierarchy must

be evaluated before evaluating those rules at the bottom of the hierarchy.

[0040] In order to address certain deficiencies of existing firewall/flow control devices, in

an aspect, a network security management device (e.g., firewall/flow control device 108) can be
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configured to implement systems and methods of the present disclosure and can be configured to
optimize security policy rules in real-time based on traffic conditions or when one or more traffic
rules within policy rule database 110 are added/edited/deleted/modified. According to one
embodiment, network security device 108 can receive a request to add a new traffic flow policy
rule to the rules stored in policy rule database 110, based on which firewall/flow control device
108 can be configured to automatically determine dependencies of the new traffic flow policy
rule on one or more of the existing policy rules within policy rule database 110 and form an
updated set of policy rules based on the determined dependencies. Firewall/flow control device
108 can then automatically optimize the updated set of policy rules grouping one or more policy
rules of the updated set of policy rules, reordering one or more policy rules of the updated set of
policy rules and/or deleting one or more policy rules of the updated set of policy rules, wherein
such optimization of the updated set of policy rules can be performed based on various
predetermined or configurable parameters, including, but not limited to, weights assigned to
particular types of traffic, preference settings, priority settings, network traffic characteristics
and/or network usage statistics for the policy rules of the updated set of policy rules. For
example, if redundant rules are found in policy rule database 110 or rules that contradict each
other are found in policy rule database 110 the redundancy or conflict can be proactively
addressed by deleting one of the redundant or conflicting rules (e.g., manually, automatically or

by a combination of manual and automated means).

[0041] As discussed in further detail below, in some embodiments, when a policy rule
within policy rule database 110 is modified/amended, all other rules that are impacted by the
amended rule can be automatically modified or deleted to maintain consistency with the
modified rule. Similarly, when two or more rules are identified as being capable of being
merged with ecach other by virtue of having the same source IP addresses, destination IP
addresses, a common intended destination/department and/or any other relevant commonality,
such rules can be automatically merged in the background or in real-time so as to avoid
unnecessary growth in the size and complexity of policy rule database 110. According to one
embodiment, validation and optimization functionality can be performed in the background to
identify duplicate entries, mergeable entries, shadowed rules and other usual security rule based

errors or sub-optimal configurations.
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[0042] According to another embodiment, firewall/flow control device 108 provides for
dynamic reordering of policy rules within policy rule database 110 based on statistical data or
weights assigned to one or more policy rules. Such dynamic reordering of the evaluation
sequence of policy rules can be based on the most frequently used or the most recently used
policy rule(s), for example. Such reordering will facilitate faster decision making by
firewall/flow control device 108 as the rules observed to be used most frequently, for example,
will be found faster as a result of being placed earlier in the search sequence of policy rule
database 110. Typically, the policy rules will be reordered in accordance with administrator-
defined criteria; however, in the absence of such criteria embodiments of the present invention
may place less specific rules on top or very specific rules on top. Statistical analysis of the
application/usage of existing policy rules may be used to select an appropriate default ordering

approach.

[0043] Further, as security requirements change over time, network administrator and/or
security provider may want to add new policy rules, in which case, the network security device
108 or any other network security management device (e.g., a firewall, a gateway, an intrusion
prevention device, an intrusion detection device, a server, an integrated security appliance, a
switch, a unified threat management (UTM) device, among others, can be configured to use the
systems and methods of the present disclosure for creation and modification of firewall/access
control policy rules so as to facilitate enhanced computing performance, rule management,
policy optimization and/or session/network traffic packet flow management. In an aspect,
firewall/flow control device 108 can be configured to use the method of present disclosure so as
to overcome the limitation of existing static rule based policy by incorporating dynamic
addition/modification of one or more policy rules and to create and optimize the new set of

policy rules.

[0044] In an aspect, methods of the present disclosure can be used by firewall/flow control
device 108 for implementation, execution, and management of policy rules, including but not
limited to addition of one or more policy rules, modification of one or more existing policy rules,
grouping/merging of one or more existing policy rules, reordering of one or more policy rules,
and/or deletion of one or more policy rules in real-time or in the background, without impacting

performance of network security device 108. Those skilled in the art will recognize the various
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purposes of the optimization of flow control policy rules include, but are not limited to,
increasing the efficiency of rule scanning/evaluation during packet filtering processing,
optimizing storage of policy rule database 110, facilitating management of rules within policy
rule database 110 and facilitating fast processing of packets received by firewall/flow control

device 108.

[0045] According to one embodiment, firewall/flow control device 108 of the present
disclosure can also be operatively coupled with a security service/server/software (not show), for
example, using secure communications, such as encrypted communication techniques, to store
parameters and/or attributes of incoming and outgoing network traffic packets (such as
signatures, heuristics, application ID related information, packet attributes, user ID related
information, content ID related information, and trusted/untrusted zone information). Based on
heuristic/statistical information regarding such parameters and/or attributes, new flow control
policy rules may be automatically conceived/generated and added to policy rule database 110.
As another example, firewall/flow control device 108 can communicate with the service (e.g.,
using secure communications, such as encrypted communication techniques) to provide
monitored traffic information (e.g., potential malware samples, such as in the form of subsets of
such monitored traffic information, such as a portion of the packet flow, monitored Universal
Resource  Locator (URL)DNS  information, monitored files requested  for
upload/download/access, and/or other information, along with possibly other information, such
as content information for the client device associated with the traffic flow and possibly user
identification and/or application identification information as well), and the service can perform
additional real-time and or post analysis (e.g., additional heuristic analysis as described herein
with respect to various embodiments for detecting malware, including new malware threats and
zero-day attacks, and/or to compare to other samples received and analyzed for other customers

of the security cloud service).

[0046] FIG. 2 illustrates exemplary functional modules of a network security policy
management system 200 in accordance with an embodiment of the present disclosure. In the
context of the present example, system 200 includes a business traffic flow input module 202, a
dependency detection module 204, a traffic flow policy rule incorporation module 206 and a

policy rule optimization module 208.
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[0047] In one embodiment, business traffic flow input module 202 can be configured to
receive a request to add a new traffic flow policy rule to a repository of policy rules managed by
system 200. Such a request can either be generated automatically or can be manually generated
by the user/administrator of the network. In another aspect, business traffic flow input module
202 can also be configured to receive a request relating to modification of an existing stored
policy rule, wherein the modification can either be suggested by the administrator or can
proposed automatically based on observed traffic patterns (e.g., source/destination IP address
patterns), protocols being used, rule hits, types of prevalent attacks, frequency of attacks,
changes in organization policy, among other like factors. For example, responsive to observing
that one or more policies of a rule base have been unused over a configurable or predetermined
period of time, a warning may be provided to the network administrator along with one or more
suggested changes to be made to the rule base (e.g., removal or editing of such rules). For
example, rules or objects (e.g., addresses or services) that are unused for a long period of time
may be recommended for removal or, for performance reasons, the traffic flows containing the
unused object may be automatically reordered to place them on the bottom of the security policy.
If the unused rules or objects are removed (rather than reordered), in one embodiment, a new

security policy optimization is performed.

[0048] According to one embodiment, business traffic flow input module 202 can be
configured to receive one or more traffic flow policy rules corresponding to a traffic policy
control requirement of the business. For example, the enterprise may desire that some traffic be
processed faster or given priority over other types of traffic (e.g., a Voice over Internet Protocol
(VoIP) provider might choose to have voice sessions be given a higher priority than management
sessions). The traffic flow policy rules received by business traffic flow input module 202 may
represent new policy rules that needs to be created and added to the policy rule database and can
be defined by means of a traffic policy control requirement given as input by a
user/administrator. The traffic policy control requirement can be received by a
user/administrator in a defined yet flexible format such that the user/administrator may not need
to be aware of the already existing policy rules or about the constraints/conflicts that the addition
of the new policy rule might create. Adding one or more new policy rules or editing or deleting
some preexisting policy rules can have ripple effects on other existing policy rules. As a new

policy rule needs to be added and incorporated with the preexisting set of policy rules, automated
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checks for dependency and shadowing may be implemented by business traffic flow input

module 202 or one or more other functional units within system 200.

[0049] In another aspect, dependency detection module 204 can be configured to
automatically determine dependencies of a new traffic flow policy rule on one or more existing
policy rules. In an aspect, dependency detection module 204 can be further configured to
evaluate dependence in execution of the new traffic flow policy rule on one or more existing
policy rules. In an example implementation, a dependency can be established between policy
rules if one policy rule (R1) partially or completely shadows another policy rule (R2) such that
execution of rule R1 directly or indirectly impacts the rule R2. According to one embodiment,
two rules are dependent if they mutually exhibit a precedence relationship. Such a dependency
may not necessarily be detrimental or contradictory to the execution of rule R1, but may overlap
with and/or depend on R2. For instance, rules R1 and R2 may be dependent on each other when
they are not disjoint such that R2 cannot be moved before R1 without violating semantic
integrity of the rule set. Dependency detection module 204 can therefore be configured to detect
whether the newly proposed policy rule (one or more traffic flow policy rules) depends, for its
execution, on any preexisting policy rule, so as to understand relationships between the newly

proposed policy rule and the stored policy rules.

[0050] In another instance of dependency detection, consider two rules as follows: rule 1
permits packets with characteristic A (source address, for example) and rule 2 denies packets
with characteristic B (destination address, for example). A packet with a profile matching both
characteristics (from A to B in this case) will match both rules. In such a case therefore, the rules
are dependent. In an aspect, dependency can be determined by means of multiple methods. For
example, a rule can be selected, e.g., rule 1, for determining whether other rules in a policy rule
database (e.g., policy rule database 110) depend on it. In selecting the rule, match types and
associated values that would be used to filter packets can be identified, wherein match types are
characteristics of packets that are used for comparison to a rule. Packet characteristics can
include, for example, the protocol, port, originating IP address, destination IP address, etc. For
example, a match type may be “protocol” and the value is “TCP.” The rule might also have a
match type “port” with a value of “20.” The rule might also have a match type “IP” with a value

of “123.45.67.89.” One of ordinary skill in the art will recognize that a match type may be any

- 18 -

-390- Netskope, Ex. 2009
Fortinet v. Netskope, [PR2026-00041



characteristic associated with the profile of a packet. A second rule, e.g., rule 2, may then be
selected for comparison to rule 1. In selecting the second rule, again match types and associated
values that would be used to filter packets may be identified for that rule. The match types of
rule 1 can then be compared to rule 2 such that if rule 1 and rule 2 have at least one of the same
match types, the values of each of the match types of rule 1 and rule 2 are compared. If all of the
match types have different values than their corresponding match types in rule 2, rule 1 and rule
2 may be determined to be order independent. If rule 1 and rule 2 have at least one match type
that is not in common, or if at least one match type of rule 1 shares the same value as the
corresponding match type in rule 2, or if at least one of the match type of rule 1 is included (e.g.,
IP address and subnet) on the corresponding match type in rule 2, or or if at least one of the
match type of rule 2 is included (e.g., IP address and subnet) on the corresponding match type in
rule 1, rule 1 and rule 2 may be determined to be order dependent. This background process can

be repeated until each pair of rules has been compared.

[0051] In another aspect, traffic flow policy rule incorporation module 206 can be
configured to form an updated set of policy rules by incorporating the new traffic flow policy
rule within the policy rules based on the determined dependencies, if any. In an implementation,
traffic flow policy rule incorporation module 206 can either be configured to simply incorporate
the new traffic flow policy rule into the policy database and leave the dependencies to be
evaluated and handled later, or it can be configured to handle the dependencies and accordingly
add or remove one or more existing traffic flow policy rules to/from the policy rules database.
For instance, the position at which a new traffic flow policy rule is added to the database and the
level at which it would be executed can be based on the dependencies computed by dependency
detection module 204. Furthermore, an order of the new rule in the existing repository of flow
control policy rules can also be accounted for while forming the updated set of policy rules. In
an exemplary implementation, when the new rule is found to be dependent on another rule stored

in the repository, both the rules can be assigned the same equivalence class.

[0052] In another aspect, policy rule optimization module 208 can be configured to
automatically optimize the updated set of policy rules by grouping a first sub-set of policy rules
of the updated set of policy rules, reordering a second sub-set of policy rules of the updated set

of policy rules and/or deleting a third sub-set of policy rules of the updated set of policy rules
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based on weights assigned to particular types of traffic, preference settings, priority settings,
network traffic characteristics and/or network usage statistics for the policy rules of the updated

set of policy rules.

[0053] According to one embodiment, grouping policy rules includes identifying
potentially combinable policy rules associated with similar allowed flows (e.g., only different
sources, only different destinations or only different services) and merging the identified
combinable policy rules into a single policy rule. The merging can also be conducted based on
matching of source IP addresses, destination IP addresses, services, applications, interfaces, rule
tags, priorities and/or parameters of the policy rules. In some embodiment, identifying potentiall
combinable policy rules can be based on IP supernetting of the source IP addresses and/or the
destination IP addresses. For example, a first traffic flow from source 192.168.0.0/24 to
destination 1.1.1.1:80 and a second flow from source 192.168.1.0/24 to destination 1.1.1.1:80
can be merged into a new flow from source 192.168.0.0/25 to destination 1.1.1.1:80. In an
instance, multiple parameters of the rule space, including, but not limited to, source, destination,
user, service, enterprise firewall ID, and other such parameters can be used to identify rules that

may interact or be combinable.

[0054] As a specific non-limiting example for purposes of illustration, assume there are
three FTP rules that are candidates for combination, including rules allowing FTP traffic from
trusted sources trusted.com and reliableco.com. In various embodiments, these trusted sources
would be identified by an IP address or an IP address range. In the context of the present
example, rules for both trusted sources allow FTP traffic, but require a virus scan to be
performed. A third rule allows FTP traffic from all other sources except for “put” functions that
may be used to upload a file. This rule allows unknown sources to log on and download, but not
upload, files. As such, no antivirus scan is required for the third rule. While it is evident that the
first two rules can be easily combined as they are identical except for a single parameter that
does not overlap or interact in identifying two different connection sources, the third rule is
distinctly different. Further, the order of the third rule is important, as the rule should be
processed only after the first two rules, so that the trusted sources are allowed to FTP and “put”
files to the servers protected by the firewall. Adding the third rule to the other two to form a

combined rule or otherwise modifying the first two rules based on the third will result in firewall
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behavior not intended by the administrator for at least some connections. In this example, it may
be acceptable to allow FTP access including upload capability for all users, requiring anti-virus
scanning for uploads only. The administrator may deem this a reasonable risk to take, or may
decide the change to rule set functionality is unacceptable and only allow combination of the first
two rules while declining to allow the third rule to be combined with the first two. In an aspect,
whether two or more rules can be grouped/merged is determined by examining whether the rules
at issue differ in relation to only a single parameter (e.g., source, destination, service), in which
case, they are identified as capable of being grouped/merged. In another aspect, whenever
possible, rules are grouped by superneting. If two rules differ in two or more
elements/parameters, they may be grouped/reordered in such a way that results in more hits in
one of the generated rules. Meanwhile, if the scope of one rule is contained entirely by the scope

of another rule, the narrower rule may be deleted and the broader rule may be retained.

[0055] In an example implementation, merging of policy rules can be implemented based
on superneting of one or more of the source IP addresses and the destination IP addresses, i.e.
applying a single policy rule for IP addresses belonging to same class of IP addresses. In an
example implementation, one or more parameters can be used to determine the group-
able/merge-able policy rules. For example, if two rules differ in just one element (e.g., source,
destination, service), they can be grouped together. Similarly, the policy rules applied for a
group of network elements can be grouped by superneting. In an example implementation,
when the scope of one policy rule is “contained” in another policy rule or all the security checks
of the one policy one rule are covered by a broader security rule, then both rules can be merged

into the policy rule having broader scope.

[0056] Those skilled in the art will appreciate that policy rule optimization module 208 can
also be configured to demerge one or more rules to make them separate in case their order, for
instance, plays an important role in deciding how the traffic packets are to be processed, and
therefore, although the functions of deletion, grouping, and re-ordering have been mentioned
above, any other function that enables optimization of the updated set of rules is completely

within the scope of the present disclosure.

[0057] According to one embodiment, reordering of policy rules can include changing an

order of policy rules based on their respective source IP addresses, destination IP addresses,
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network usage statistics, applications, interfaces, rule tags, priorities and/or parameters. In an
example implementation, the order of policy rules may be changed based on frequency of past
usage, a manual priority set according to the business needs and/or other predefined or
dynamically determined criteria. For example, a policy rule that is observed to be used the most
frequently can be reordered to be executed first. In an example implementation, a dynamic
priority can be assigned to each policy rule and the order of execution can therefore be
dynamically changed. In an example implementation, if one policy rules is dependent upon

another, then their relative order of execution will be preserved.

[0058] According to one embodiment, deletion of a policy rule or recommendation of
deletion of a policy rule to the administrator is as a result of identifying one or more conflicts
among policy rules. Conflicts include, but are not limited to, existence of a duplicate policy rule
and existence of a policy rule that is contrary to a new traffic flow policy rule, for example.
According to one embodiment, new rules may subsume or negate previous rules, or conflicting
rules may be present in the rule set. Depending upon the particular implementation, optimization
module 208 can be configured to simply bring to the attention of the administration policy rules
that have been identified to be in conflict so that the administrator can select which of the rules to
apply, what order the rules should be applied, or whether to merge the rules into a single rule if
appropriate. In an alternative embodiment, optimization module 208 may implement changes to
the policy rule database and maintain a log of changes to allow an administrator to selectively
undo certain optimizations and/or revert to a prior state of the policy rule database if desired.
When statistical data (e.g., frequency of execution during one or more particular time frames) is
tracked and maintained relating to execution of policy rules, optimization module 208 may
provide a warning to the administrator regarding any unused policies, suggest changes (e.g.,
removal, editing or reordering of an unused policy) and/or automatically implement and log

changes to the policy rule database deemed to be appropriate.

[0059] Depending upon the particular implementation, the updated set of policy rules may
be defined dynamically based on the scope and attributes of policy rules and weights assigned to
particular types of traffic, preference settings, priority settings, network traffic characteristics,
and/or network usage statistics based on automatic or manual criteria, at any given time, with or

without administrator intervention. In an aspect, assignment of weights to types of traffic can be
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conducted manually or automatically or a combination thereof based on scope and/or attributes
of the policy rule. In an example implementation, each policy rule can be assigned a dynamic
priority/weight for its hierarchical execution. While reordering policy rules, dynamic priority
can be used to define the execution order of policy rules. Policy rules can be executed in
hierarchical/sequential manner according to their priority such that policy rules with highest
priority is executed before execution of policy rules of comparatively lower priority. The
priority can be assigned by the user/administrator or can be automatically determined based on
statistical and/or historical data regarding the actual use of the policy rules. In an example
implementation, an updated set of policy rules can be executed in parallel or in sequence based
on the one or more weights assigned, the preference settings, the priority settings for the policy
rules, network traffic characteristics, and network wusage statistics, among other

attributes/parameters.

[0060] Depending upon the particular implementation, network security policy
management system 200 may be implemented separately from or integrated within a network
security device, for example, comprising one or more processors, a communication interface
mechanism, one or more internal data storage devices operatively coupled to the one or more
processors and storing policy rule optimization module 208 configured to retrieve a set of policy

rules and optimize the retrieved set of policy rules.

[0061] According to one embodiment, policy rule optimization module 208 can also be
configured to run on a periodic basis or when one or more optimization parameters are
defined/modified so as to ensure that at any given moment, the policy rules are optimally
ordered, grouped and managed. Policy rule optimization module 208 may also or alternatively
be manually initiated by the network administrator or automatically initiated upon detection of
one of a set of predefined events (e.g., a change to the policy rule database or a change to defined
business flows, expressing the relative priorities of various types of traffic within the enterprise,

for example).

[0062] In an example implementation, network security policy management system 200
can have a front end interface module (not shown) that can be used by user/administrator to
create and/or upload one or more new security policy rules. Other modules of the present system

can run in the background for validation and optimization of updated policy rules that would
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identify duplicate entries, merge-able entries, shadowed rules and other usual security rule based
errors or non-optimized configurations.  Optimization module 208 can, periodically or
dynamically or based on user-defined actions, create an optimized version of the policy rules that
would effectively reduce the size of the actual security policy being executed by the
firewall/flow control device/ network security management device. For example, the network
security device may calculate whether the creation of one or more explicit denied flows might be
advantageous in connection with reducing the security policy size. In an exemplary
embodiment, policy rule optimization module 208 can also reorder security policies based on
customer business drivers, thereby reducing the initial rule matching time for network traffic so
as to increase the performance of the security system based on automatic and/or user defined
criteria. Thus, flow control policy rules can be reordered and/or rebuilt/modified dynamically

based on automatic and/or manual criteria at any given time, with or without user intervention.

[0063] In an exemplary implementation, proposed changes to the policy rule database may
be brought to the attention of the user/administrator via the frontend interface for further
modification and/or confirmation before taking affect. Alternatively, confirmation of optimized
policy rules may not require to be confirmed/approved by any user/administrator prior to being

implemented and taking affect.

[0064] In accordance with embodiments of the present invention, creation and/or ordering
of optimized policy rules can be based on various criteria, including, but not limited to,
performance (e.g., rule hits), business flows (e.g., to guarantee one or more types traffic are
processed faster) and/or statistical analysis of the actual policy rules being used. The security
policy can also self-adjust automatically over time in order to improve performance and further

reduce delay for new session establishment.

[0065] In an exemplary implementation, network security policy management system 200
may generate a warning if a rule remains unused over a predetermined or configurable period of
time. Network security policy management system 200 may alternatively or additionally suggest
re-ordering of rules within the policy rule database (e.g., moving unused or infrequently used
rules to the end) or removal of unused rules. Network security policy management system 200
can also be configured to simplify management of policy rules so as to allow the administrator to

focus his/her attention on traffic flows that reflect particular business needs. For example,
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because network security policy management system 200 will take care of evaluating and
creating a valid, effective, efficient and optimized security policy, the administrator no longer
needs to check the complete rule base before making any changes. In an aspect, higher priority
rules can also be identified and re-ordered and/or categorized in order to optimize packet
filtering. In another embodiment, priorities of optimization parameters (e.g., network traffic
characteristics, source/destination IP addresses, frequency/time aspects of packets, type of traffic,
among others) can also be configured/changed based on usage/context/organization
policies/objectives. For example, some enterprises may value (and therefore prioritize) increased
performance in initial session establishment (e.g., as a result of reordering of rules based on
frequency of execution or based on whether they specify one or more specific IP addresses or are

subnet based) over a more compact rule set (e.g., as a result of merging rules).

[0066] FIG. 3A illustrates an exemplary representation 300 showing a snapshot of a
simplified security policy, and FIG. 3B shows addition of a new security policy rule 399 to the
security policy in accordance with an embodiment of the present disclosure. In the present
example, representation 300, includes a Host/Network column 310, identify the source
host/network(s) with which the policy rule is associated, a Peer Host/Network column,
identifying the destination/target peer host/network(s) with which the policy rule is associated, a
Ports column 330, identifying particular ports on which the traffic is allowed, a Business
Case/tag column 340, identifying a project with which the corresponding policy rule is
associated, and a rule ID/seq column 350, potentially indicating an order in which the policy
rules are applied. Those skilled in the art will appreciate the exemplary functional modules
described herein are for purposes of illustration only and that the functionality described with
reference to various of the exemplary functional modules may be combined and/or distributed

differently.

[0067] FIG. 3A illustrates a simplified example of preexisting flow control security policy
rules having rule identifiers (IDs) 350 ranging from 1 to 15 and representing different policy
rules that are defined/configured by the user/administrator/system in order to filter
incoming/outgoing traffic/packet/connection requests from/to the network. Rule IDs 350 can also
indicate the sequence in which the processing of the network traffic takes place, wherein the

traffic would first pass through the entries/flows associated with sequence ID 1 and then to 2 and
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so on. As can be seen, each rule ID 1-15 can be implemented for one or more projects that
correspond to respective business cases/tags 340. Each project can also be associated with

multiple sessions between source host and destination/peer host.

[0068] As can be seen in the present example, entry 301a of policy rule 301 relates to all
traffic/packet/connection requests sent from host 10.184.17.0/26 to peer host/network
10.135.32.0/26, which, can be sent on any of the ports, wherein the interaction between the
source-destination relates to a project referred to as “Initial Project.” Similarly, in accordance
with entry 303a of policy rule 303, traffic can be sent from buss-server02 to 10.135.35.121 on
ports 3315/TCP, 3380/TCP, 3366/UDP, and 3390/TCP. While representation 300 FIG. 3A only
shows twenty-one entries representing twelve policy rules, those skilled in the art will appreciate,

in practice, there can be hundreds of such entries.

[0069] FIG. 3B illustrates a new rule 399 created by user/administrator, which needs to be
incorporated with the existing policy rules of FIG. 3A. New rule 399 may be used for traffic
analysis and monitoring of traffic flow, for example, between buss-fe01 and 10.135.35.0/24
through port TCP-1024. Prior to incorporation of new rule 399 into the existing policy rules,
various initial checks may be performed to identify policy rules within the existing policy rule
database = upon  which new rule 303 may be  dependent, identify
duplicate/overlapping/dependent/shadowing rules and/or determine the relative priority of new
rule 399, based on which new rule 399 can be incorporated into the policy rule database. Since
the project (“Web-API-Integration”) with which new rule 399 is associated is business critical, it

will be given high priority which should be reflected during reordering of the policy rules.

[0070] If the flow represented by new rule 399 is expected to have many sessions and in
view of its high priority, the administrator, without the benefit of performing a detailed analysis
of the security policy, may manually create the following flawed security rule entry on top of the

security policy represented in FIG. 3A:

Host/Network Peer Host/Network Ports Business Casc/tag rule ID/seq
buss-fe01 10.135.35.0/24 TCP-1024 | web_API integration | 1
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[0071] In existing systems, with the insertion of this new rule, the sequence numbers of
subsequent rules would be incremented by one. With this change, the newly defined traffic flow
would have the highest priority in relation to new session matching processing, but the security
policy may effectively shadow part of rule 305, and allow traffic that should be denied by rule
311, thus creating unnecessary processing on rule 305 and allowing a traffic flow that should
have been denied by rule 311. Since traffic meeting rule 311 (which should be denied) is allowed
in accordance with the present example, it is unlikely anyone would complain (as end users
typically only notice the denial of traffic they desire to be allowed), but a security issue has been

created by the introduction of a flawed security rule.

[0072] In accordance with embodiments of the present invention, on the other hand,
without analyzing the security policy, the administrator can instruct the security system to create
a flow with the characteristics of new rule 399 without concern as network security policy
management system 200 would automatically evaluate the existing security policy and reach the

following conclusions:

a. Since the priority associated with new rule 399 is high, new rule 399 needs to be

placed on top;

b. Rule 305 also matches this flow for traffic originating on host buss-fe01. If a new rule
is created on top, then part of rule 305 is unnecessary, so rule 305 should be

automatically revised; and

¢. Rule 311 is in conflict with part of the flow required for new rule 399. Since rule 311
is a deny rule, a warning should be issued to the administrator pointing out the

conflict; and

1. If the flow-denial of rule 311 is to be maintained, rule 311 should be moved to
a position with a smaller seq# than new flow 399. Alternatively, if rule 311 is
to be “forgotten” due to the higher priority of new flow 399, then rule 311

should be removed.

[0073] FIG. 4 illustrates an exemplary snapshot of a security policy rule management
system interface 400 in accordance with an embodiment of the present invention. The snapshot

400 illustrates an exemplary frontend/administrator interface for management of security policy
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rules. According to one embodiment, system interface 400 can present a user/administrator with
various options for managing one or more policy rules including, but not limited to, viewing
policy rules, adding new policy rules, searching for policy rules, checking dependencies of one
or more rules, deleting/modifying/re-ordering and optimizing policy rules. In an aspect, a
user/administrator, by means of viewing policy rules, can also add new policy rules to the
existing set of flow control policy rules, analyze performance of current rules, view traffic
pattern/attributes/characteristics, and manage conflicts/modification of rules. In another aspect,
the administrator can also check dependency in order to view automatically identified
dependencies that any rule has on the other set of rules that form part of the rules repository. In
yet another aspect, based on a selected optimization criteria (e.g., optimization based on priority
verses optimization based on traffic statistics) dependencies, traffic related attributes, weights of
different types of policy rules, organizational policies, among other parameters, the administrator

can also enable optimization of the policy rules.

[0074] In yet another embodiment, as shown in FIG 4, optimization can either take place
for all the flow control policy rules or can be performed automatically for a defined number
interlinked/selected/related rules. In yet another embodiment, through the “optimize policy
rules” option, the administrator can also select and/or define criteria to be used for optimization,
define policy settings to be adopted for optimization, assign weights to different policy rules,
enable usage statistics to be incorporated during optimization, define priority of one or more
rules, enable traffic attributes/characteristics to be incorporated along with the defining, say the

technology required for security policy implementation.

[0075] In yet another embodiment, through the “optimize policy rules” option a user/
administrator can select and define group policy rules through which the system can either
through manual intervention or automatically, arrange new and/or existing policy rules into
groups. Such an option can allow automatic merging of possible flow control policy rules or

creating of new rules that relate to subnets and not to individual IP addresses, for instance.

[0076] In yet another embodiment, through the “optimize policy rules” option, the
administrator can enable all or part of the policy rules to be re-ordered, leading to, for instance,
higher priority rules or more frequently referred rules to be brought up the hierarchy for faster

access when compared with lower priority rules. Any other basis such as most accessed rules
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can also be applied for re-ordering or re-arranging one or more policy rules. In yet another
embodiment, through the “optimize policy rules” option a user/ administrator can enable deletion
of one or more rules based on, for instance, duplicate/redundant rules, conflicting rules (that act
differently for same source-destination packet for instance). One should appreciate that the
various options illustrated through security policy rule management system interface 400 are
completely exemplary in nature and all other options for management of policy rules are within

the scope of present disclosure.

[0077] FIGs. 5A, FIG. 5B and FIG. 5C illustrate exemplary policy rules 500 stored in a
policy rule database along with dependencies and possible groupings detected in accordance with
an embodiment of the present invention. FIG. 5A illustrates an exemplary representation 500
having multiple policy rules, specifying actions to be taken by a network security device for
specific services between specific sources and specific destinations. For instance, as can be seen,
traffic from 192.168.0.0/24 to any destination is allowed for Domain Name System (DNYS),
HyperText Transfer Protocol (HTTP), and HTTP Secure (HTTPS) packets and the priority of
such packets is Normal. The exemplary representation 500 of FIG. 5A also shows, for instance,
the number of sessions impacted by each policy rule over a given time period and the
corresponding percentage of sessions of the total number of sessions during the given time

period.

[0078] FIG. 5B illustrates the policy rules 500 of FIG. 5A with a “Dependencies” column
annotating various automatically identified dependencies among the policy rules 500. For
instance, as the policy rule at index 7 blocks any traffic from 192.168.3.2 to 192.168.0.0/16, the
execution order of the policy rule at index 6 rule depends on the policy rule of index 7.
Similarly, as the policy rule of index 8 applies to all traffic from 192.168.3.2 to any destination,

the policy rule at index 7 shadows the policy rule at index 8.

[0079] FIG. 5C illustrates how potential policy rules that can be merged/grouped can be
identified and represented. For instance, the column “Dependencies B” includes annotations
indicating that the policy rule at index 1 and the policy rule at index 2 rule can be partially
merged together as they have the same source-destination pairs/priority and only differ in the
type of service they allow to pass, and therefore, if merged, they can allow a combined traffic for

DNS, HTTP, HTTPS, and SMTP. Similarly, the policy rule at index 8 can also be partially
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merged with the policy rule at index 2, wherein post merger, the priority of the policy rule at
index 2 can either be set to High or can be kept at Normal as specified manually by the
administrator or determined automatically based on one or more of the weight of each rule,

traffic characteristics, among other defined set of parameters.

[0080] FIG. 5D illustrates an optimized version of the security policy that seeks to
optimize performance based on traffic statistics gathered by the flow control device in
accordance with an embodiment of the present disclosure. As shown, the updated policy rule set
has a policy rule at index 1 resulting from a partial merger of former policy rules associated with
index 1 and index 2 of FIG. 5C, with the source being 192.168.0.0/23 and allowing issuance of
packets to all destinations using DNS, HTTP and/or HTTPS services. The representation of FIG.
5D further shows the former policy rule associated with index 6 having been reordered to now be
associated with index 2, and the former policy rule associated with index 7 being reordered to
now be associated with index 3 as the volume of hits for this policy rule 3 are relatively high
(50000 sessions). Similarly, a new policy rule associated with index 4 is a partial merger of the
former policy rule associated with index 2 and the former policy rule associated with index §,
and a new policy rule at index 5 represents a reordered version of the former policy rule
associated with index 4. Likewise, policy rule at index 7 has been put toward the end as the

number of sessions/hits for this transaction (192.168.3.1 to 192.168.1.80 over HTTP) is low.

[0081] FIG. 5E illustrates an alternative optimized version of the security policy that secks
to optimize performance based on administrator-defined traffic priority in accordance with an
embodiment of the present disclosure. As shown, the optimized policy rule set reflects, among
other things, movement of former policy rule associated with index 6 in FIG. 5C to index 2. As
former policy rule associated with index 7 in FIG. 5C had a high number of hits/sessions, that
former policy rule has been moved to index 3, and the new policy rule at index 4 represents the

partial merger of former policy rules associated with index 2 and 8 in FIG. 5C.

[0082] Those skilled in the art will appreciate that the two previously described
optimization scenarios are merely exemplary and are based on a defined set of administrator-
defined and/or system maintained parameters. In alternative embodiments, policy rules may be

selected and evaluated with respect to their hits/session/frequency of use, potential of merger to

- 30 -

-402- Netskope, Ex. 2009
Fortinet v. Netskope, [PR2026-00041



reduce the overall number of rules and/or potential for making the database light and efficient,

along with considering other parameters discussed above to reorder the rule database.

[0083] FIG. 6 illustrates an exemplary flow diagram 600 for optimization of policy rules in
a rule database in accordance with an embodiment of the present disclosure. At step 602, a
network security management device receives a request to add a new traffic flow policy rule to
an existing set of policy rules. In an aspect, such a request can either be manually generated by
say a user/administrator or can be automatically generated based on traffic

pattern/characteristics, network usage statistics, user activities, among other like actions.

[0084] At step 604, upon receipt of the request to add the new traffic flow policy rule, the
network security management device automatically determines dependencies of the new traffic
flow policy rule in relation to one or more of the existing policy rules. At step 606, an updated
set of policy rules based on the determined dependencies can be created/generated, and at step
608, the updated set of policy rules can be automatically optimized by one or more of grouping a
first sub-set of policy rules of the updated set of policy rules, reordering a second sub-set of
policy rules of the updated set of policy rules, and deleting a third sub-set of policy rules of the
updated set of policy rules, wherein such optimization of the updated set of policy rules can be
performed based on one or more of weights assigned to particular types of traffic, preference
settings, priority settings, network traffic characteristics, and network usage statistics for the

policy rules of the updated set of policy rules.

[0085] According to one embodiment, dependencies can be determined by means of
evaluation of dependence in execution of the new traffic flow policy rule on one or more policy
rules. In another aspect, grouping of the first sub-set of policy rules of the updated set of policy
rules can include merging combinable policy rules of the first sub-set of policy rules into a single
policy rule, wherein the merging can be conducted based on matching of one or more of source
Internet Protocol (IP) addresses, destination (IP) addresses, services, applications, interfaces, rule
tags, priorities, and parameters of the combinable policy rules. According to another
embodiment, merging of the combinable policy rules can be conducted based on superneting of

one or more of the source IP addresses and the destination IP addresses.

[0086] According to another embodiment, reordering a second sub-set of policy rules can

include changing an order of policy rules of the second sub-set of policy rules based on one or
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more of their source IP addresses, destination IP addresses, network usage statistics, applications,
interfaces, rule tags, priorities, and parameters. According to one embodiment, order of the
policy rules of the second sub-set of policy rules can be changed based on frequency of usage

thereof.

[0087] According to another embodiment, deleting a third sub-set of policy rules can
include deleting policy rules of the third sub-set of policy rules based on one or more conflicts
between policy rules of the third sub-set of policy rules and the updated set of policy rules. In an
exemplary embodiment, the one or more conflicts can include existence of a duplicate policy
rule in the policy rules of the third sub-set of policy rules and the updated set of policy rules.
One or more conflicts can also include one or more policy rules of the updated set of policy rules

that are contrary to the new traffic flow policy rule.

[0088] According to one embodiment, weights assigned to types of traffic can be defined
manually based on scope and attributes of policy rule or can be defined automatically.
According to another embodiment, formation of the updated set of policy rules can be
conducted/performed based on the one or more weights, the preference settings, the priority

settings for the policy rules, network traffic characteristics, and network usage statistics.

[0089] While embodiments of the present disclosure have been illustrated and described, it
will be clear that the present disclosure is not limited to these embodiments only. Numerous
modifications, changes, variations, substitutions, and equivalents will be apparent to those skilled
in the art, without departing from the spirit and scope of the present disclosure, as described in

the claims.
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CLAIMS

What is claimed is:

1. A method comprising:

receiving, by a network security management device, a request to add a new
traffic flow policy rule to a plurality of policy rules managed by the network security
management device;

automatically determining, by the network security management device,
dependencies of the new traffic flow policy rule on one or more of the plurality of policy
rules;

forming, by the network security management device, an updated set of policy
rules by incorporating the new traffic flow policy rule within the plurality of policy rules
based on the determined dependencies;

automatically optimizing, by the network security management device, the
updated set of policy rules by one or more of grouping a first sub-set of policy rules of
the updated set of policy rules, reordering a second sub-set of policy rules of the updated
set of policy rules, and deleting a third sub-set of policy rules of the updated set of policy
rules based on one or more of weights assigned to particular types of traffic, preference
settings, priority settings, network traffic characteristics and usage statistics for each

policy rule of the updated set of policy rules.

2. The method of claim 1, wherein said determining dependencies comprises evaluating
dependence in execution of the new traffic flow policy rule on one or more of the

plurality of policy rules.

3. The method of claim 1, wherein said grouping the first sub-set of policy rules of the
updated set of policy rules comprises merging combinable policy rules of the first sub-set
of policy rules into a single policy rule, wherein the merging is conducted based on
matching of one or more of source Internet Protocol (IP) addresses, destination IP
addresses, services, applications, interfaces, rule tags, priorities, and parameters of the

combinable policy rules.
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10.

11.

12.

The method of claim 3, wherein the merging of combinable policy rules is conducted
based on superneting of one or more of the source IP addresses and the destination IP

addresses.

The method of claim 1, wherein said reordering the second sub-set of policy rules
comprises changing an order of policy rules of the second sub-set of policy rules based
on one or more of their source IP addresses, destination IP addresses, network usage

statistics, applications, interfaces, rule tags, priorities, and parameters.

The method of claim 5, wherein the order of the policy rules of the second sub-set of

policy rules is changed based on frequency of usage thereof.

The method of claim 1, wherein said deleting the third sub-set of policy rules comprises
deleting policy rules of the third sub-set of policy rules based on one or more conflicts
between policy rules of the third sub-set of policy rules and the updated set of policy

rules.

The method of claim 7, wherein the one or more conflicts include existence of a duplicate
policy rule in the policy rules of the third sub-set of policy rules and the updated set of

policy rules.

The method of claim 7, wherein the one or more conflicts include one or more policy
rules of the updated set of policy rules that are contrary to the new traffic flow policy

rule.

The method of claim 1, wherein the one or more weights are defined manually based on

scope and attributes of policy rule.
The method of claim 1, wherein the one or more weights are defined automatically.

The method of claim 1, wherein said forming an updated set of policy rules is conducted
based on the one or more weights, the preference settings, the priority settings for the

policy rules, network traffic characteristics, and network usage statistics.
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13. A network security policy management system comprising:
one or more processors; and
one or more internal data storage devices operatively coupled to the one or more
processors and storing:

a business traffic flow input module configured to receive a request to add
a new traffic flow policy rule to a plurality of policy rules managed by the system;

a dependency detection module configured to automatically determine
dependencies of the new traffic flow policy rule on one or more of the plurality of
policy rules;

a traffic flow policy rule incorporation module configured to form an
updated set of policy rules by incorporating the new traffic flow policy rule within
the plurality of policy rules based on the determined dependencies; and

a policy rule optimization module configured to automatically optimize
the updated set of policy rules by one or more of grouping a first sub-set of policy
rules of the updated set of policy rules, reordering a second sub-set of policy rules
of the updated set of policy rules, and deleting a third sub-set of policy rules of
the updated set of policy rules based on one or more of weights assigned to
particular types of traffic, preference settings, priority settings, network traffic
characteristics, and network usage statistics for the policy rules of the updated set

of policy rules.

14.  The system of claim 13, wherein the dependency detection module is further configured
to evaluate dependence in execution of the new traffic flow policy rule on one or more of

the plurality of policy rules.

15.  The system of claim 13, wherein said grouping the first sub-set of policy rules of the
updated set of policy rules comprises merging combinable policy rules of the first sub-set
of policy rules into a single policy rule, wherein the merging is conducted based on
matching of one or more of source IP addresses, destination IP addresses, services,
applications, interfaces, rule tags, priorities, and parameters of the combinable policy

rules.
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16.

17.

18.

19.

20.

21.

22.

23.

The system of claim 15, wherein the merging of combinable policy rules is conducted
based on superneting of one or more of the source Internet Protocol (IP) addresses and

the destination IP addresses.

The system of claim 13, wherein said reordering the second sub-set of policy rules
comprises changing an order of policy rules of the second sub-set of policy rules based
on one or more of their source IP addresses, destination IP addresses, network usage

statistics, applications, interfaces, rule tags, priorities, and parameters.

The system of claim 13, wherein said deleting the third sub-set of policy rules comprises
deleting the policy rules of the third sub-set of policy rules based on one or more conflicts
between policy rules of the third sub-set of policy rules and the updated set of policy

rules.

The system of claim 18, wherein the one or more conflicts include existence of a
duplicate policy rule in the policy rules of the third sub-set of policy rules and the
updated set of policy rules.

The system of claim 18, wherein the one or more conflicts comprise one or more policy
rules of the updated set of policy rules that are contrary to the new traffic flow policy

rule.

The system of claim 13, wherein the one or more weights are defined manually based on

scope and attributes of the policy rule.
The system of claim 13, wherein the one or more weights are defined automatically.

A network security policy management system comprising:

one or more processors; and

one or more internal data storage devices operatively coupled to the one or more
processors and storing a policy rule optimization module configured to retrieve
information regarding a current set of policy rules and optimize the current set of policy
rules by one or more of grouping a first sub-set of policy rules of the current set of policy

rules, reordering a second sub-set of policy rules of the current set of policy rules, and
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24.

25.

26.

deleting a third sub-set of policy rules of the current set of policy rules based on one or
more of weights assigned to particular types of traffic, preference settings, priority
settings, network traffic characteristics, and usage statistics for each policy rule of the

current set of policy rules.

The system of claim 23, wherein said grouping the first sub-set of policy rules comprises
merging combinable policy rules of the first sub-set of policy rules into a single policy
rule, wherein the merging is conducted based on matching of one or more of source IP
addresses, destination IP addresses, services, applications, interfaces, rule tags, priorities,

and parameters of the combinable policy rules.

The system of claim 23, wherein said reordering the second sub-set of policy rules

comprises changing an order of the policy rules of the second sub-set of policy rules
based on one or more of their source Internet Protocol (IP) addresses, destination [P
addresses, network usage statistics, applications, interfaces, rule tags, priorities, and

parameters.

The system of claim 23, wherein said deleting the third sub-set of policy rules comprises
deleting policy rules of the third sub-set of policy rules based on one or more conflicts
between policy rules of the third sub-set of policy rules and the retrieved set of policy

rules.
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ABSTRACT
[0090] Methods and systems for dynamically optimized rule-based security policy
management are provided. A request is received by a network security management device to
add a new traffic flow policy rule to multiple existing policy rules managed by the network
security management device. Dependencies of the new traffic flow policy rule on the existing
policy rules are automatically determined. An updated set of policy rules is formed by
incorporating the new traffic flow policy rule within the existing policy rules based on the
dependencies. The updated set of policy rules is then optimized by grouping, reordering and/or
deleting a sub-set of policy rules of the updated set of policy rules based on one or more of
weights assigned to particular types of traffic, preference settings, priority settings, network

traffic characteristics and usage statistics for each policy rule of the updated set of policy rules.
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Optimization Criteria: Performance Based on Statistics
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reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

Publication Information:
[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

[] 35U.8.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (¢) Customer Number | (O US Patent Practitioner ‘ (O Limited Recognition {37 CFR 11.9)

Customer Number 64128

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 115(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.5.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD}
Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button.

Foreign Priority Information:
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Attorney Docket Number | FORT-012500

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) Ithe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h)}(1) and {2). Under the FDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)}1).

| Remove |
Application Number Country | Filing Date (YYYY-MM-DD) Access Code (if applicable)
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

[] Authorization to Permit Access to the Instant Application by the Participating Offices
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Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ), the Korean Intellectual Property Office (KIFO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14{c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){(3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.S.C. 119(a)-{d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {(assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the autherity to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :

If the Applicant is an Organization check here.

Organization Name Fortinet, Inc.

Mailing Address Information:

Address 1 1090 Kifer Rd.

Address 2

City Sunnyvale State/Province CA
Country i| Us Postal Code 94086
Phone Number Fax Number
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Attorney Docket Number | FORT-012500

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Cffice.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here.
Organization Name Fortinet, Inc.
Mailing Address Information For Assignee including Non-Applicant Assignee:
Address 1 1090 Kifer Rd.
Address 2
City Sunnyvale State/Province CA
Country i us Postal Code 94086
Phone Number Fax Number
Email Address
Additional Assignee or Non-Applicant Assighee Data may be generated within this form by
selecting the Add button. Add

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |/Michael A DeSanctis/ Date (YYYY-MM-DD)| 2014-12-10
First Name | Michael A. Last Name | DeSanctis Registration Number | 39957
Additional Signature may be generated within this form by selecting the Add button. Add
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Application Number
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This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTC. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Cffice may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.8.C. 552)
and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence tc a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.8.G. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, tc another federal agency for purposes of National Security
review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
G8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall hot be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the applicatich pursuant|
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, tc the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act 0f1995, no persons arerequired to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner; Fortinet, Inc.

Application No./Patent No.: Filed/lssue Date: December 10, 2014

Titteqg: DYNAMICALLY OPTIMIZED SECURITY POLICY MANAGEMENT

Fortinet, Inc. . a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

l:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignhee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1.11 and1.14. Thiscollection is estimated to take 12 minutes to complete, including
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assighee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assighment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Michael A DeSanctis/ December 10, 2014
Signhature Date

Michael A. DeSanctis 39957

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings
or abandonment of the applicationor expiration of the patent.

The informationprovided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the informationin order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an InternationalApplication filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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