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57 ABSTRACT

More particularly, one embodiment of the present invention
provides a system of providing network access comprising
a processor, a first network interface coupled to the proces-
sor, a second network interface coupled to the processor, a
storage media accessible by the processor and a set of
computer instructions stored on the storage media, execut-
able by the processor. In one embodiment of the present
invention, the computer instructions can be executable to
receive a network communication over the first network
interface from a user using a user device and determine if the
network communication is associated with an authenticated
user. If the network communication is not associated with an
authenticated user, the computer instructions can be execut-
able to direct the user to an authentication interface. The
computer instructions can be further executable to receive
credentials from the user and authenticate the user based on
the credentials. Another embodiment of the present inven-
tion can include a system for providing access to a network
that comprises a processor, a first network interface coupled
to the processor, a second network interface coupled to the
processor, a storage media accessible by the processor and
a set of computer instructions stored on the storage media.
The computer instructions can be executable by the proces-
sor to receive a user profile and provision a user with access
to a network based on the user profile.
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SYSTEM AND METHOD FOR PROVIDING
ACCESS CONTROL

RELATED APPLICATIONS

[0001] This application claims priority under 35 U.S.C.
119(e) to U.S. Provisional Patent Application No. 60/417,
674, entitled “Access Controlled Network Sharing,” to Rich-
ard MacKinnon and Kelly Looney, filed Oct. 10, 2002,
which is hereby fully incorporated by reference herein.

TECHNICAL FIELD OF THE INVENTION

[0002] Embodiments of the present invention relate to
network access. More particularly, embodiments of the
present invention relate to providing access control for a
shared network.

BACKGROUND

[0003] The communication of data over networks has
become an important, if not essential, way for many orga-
nizations and individuals to communicate. The Internet is a
global network connecting millions of computers using a
client-server architecture in which any computer connected
to the Internet can potentially receive data from and send
data to any other computer connected to the Internet. The
Internet provides a variety methods in which to communi-
cate data, one of the most ubiquitous of which is the World
Wide Web. Other methods for communicating data over the
Internet include e-mail, usenet newsgroups, telnet and FTP.

[0004] Users typically access the Internet either through a
computer connected to an Internet Service Provider (“ISP”)
or computer connected to a local area network (“LAN”)
provided by an organization, which is in turn, connected to
the ISP. The ISP provides a point of presence to interface
with the Internet backbone.

[0005] Routers and switches in the backbone direct data
traffic between the various ISPs.

[0006] To access a LAN and, in turn, the Internet, many
prior art access control systems require a user to connect his
or her computer to a wired network (e.g., through an
Ethernet port) and enter a user name and password. If the
user name and password match a user name and password in
an authentication database, the user will be provided access
to the network. These systems typically assume that a user
is tied to a particular physical port, such as a port in the
user’s office. Based on this assumption, provisioning of
bandwidth to the user occurs by physically provisioning the
port to which the user is connected. If the user moves to a
different port, the user will typically be provided with the
bandwidth provisioned to the new port. Thus, provisioning
of bandwidth is done on a per port rather than a per user
basis.

[0007] General internet access provided via broadband
technology (e.g., Digital Subscriber Line, DOCSIS or ana-
log cable modem, or similar technologies) are capable of
provisioning bandwidth to a computer premise equipment
(CPE) device. CPE provisioning can be dynamic and
remotely administered. However, broadband technology
adoption is not a single-user and, hence, is not user-specific
provisioning.

[0008] An increasing number of organizations (e.g., busi-
nesses, governmental organizations) wish to provide access
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to LANs and the Internet to various classes of users (internal
users, contractors, customers, Visitors). For example, many
cafes have public wireless networks to allow patrons to
access the Internet, receive email and perform other network
activities. While users may be asked to authenticate to use
the network, bandwidth is provisioned to the wireless rout-
ers, not the individual users. This means that one user
connected to a particular router can consume a majority of
the bandwidth (e.g., downloading pictures from the Inter-
net), slowing down the wireless network for other users
connected to that router.

[0009] An additional problem with many current net-
works, particularly wireless networks, is roaming between
subnets. A subnet is a portion of a LAN that has a common
address component. One subnet, for example, can cover a
particular floor of a building, while another subnet covers
another floor. Each subnet can potentially have its own set
of internet protocol (“IP”) addresses that may or may not
overlap with the IP addresses of other subnets. When a user
moves from one subnet to another, even if both subnets are
part of the same LLAN, the user must typically reauthenticate
with the network.

[0010] This can make physically roaming between subnets
frustrating because open network sessions will often be
dropped.

SUMMARY OF THE INVENTION

[0011] Embodiments of the present invention provide a
system and method of providing network access that elimi-
nates, or at least substantially reduces, the shortcomings of
prior art network access systems and methods. More par-
ticularly, one embodiment of the present invention provides
a system of providing network access comprising a proces-
sor, a first network interface coupled to the processor, a
second network interface coupled to the processor, a storage
media accessible by the processor and a set of computer
instructions stored on the storage media, executable by the
processor. In one embodiment of the present invention, the
computer instructions can be executable to receive a net-
work communication over the first network interface from a
user using a user device and determine if the network
communication is associated with an authenticated user. If
the network communication is not associated with an
authenticated user, the computer instructions can be execut-
able to direct the user to an authentication interface. The
computer instructions can be further executable to receive
credentials from the user and authenticate the user based on
the credentials. If the user is authenticated, the computer
instructions can receive a user profile.

[0012] Another embodiment of the present invention can
include a system for providing access to a network that
comprises a processor, a first network interface coupled to
the processor, a second network interface coupled to the
processor, a storage media accessible by the processor and
a set of computer instructions stored on the storage media.
The computer instructions can be executable by the proces-
sor to receive a user profile and provision a user with access
to a network based on the user profile.

[0013] Another embodiment of the present invention
includes a set of computer instructions stored on a storage
media, executable by a processor to receive a network
communication over a first network interface from a user
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using a user device, determine if the network communica-
tion is associated with an authenticated user, if the network
communication is not associated with an authenticated user,
direct the user to an authentication interface, receive cre-
dentials from the user, authenticate the user based on the
credentials. If the user is authenticated, the computer
instructions can be executed to receive a user profile.

[0014] Yet another embodiment of the present invention
includes a set of computer instructions stored on the storage
media, executable by the processor to receive a user profile
and provision a user with access to a network based on the
user profile.

[0015] Another embodiment of the present invention
includes a method comprising receiving a user profile and
provisioning a user with access to a network based on the
user profile.

[0016] Another embodiment of the present invention
includes a method comprising receiving a network commu-
nication over a first network interface from a user using a
user device, determining if the network communication is
associated with an authenticated user, if the network com-
munication is not associated with an authenticated user,
directing the user to an authentication interface, receiving
credentials from the user, authenticating the user based on
the credentials, and receiving a user profile if the user is
authenticated.

[0017] Embodiments of the present invention provide an
advantage over current systems and methods of providing
access to a network by being able to authenticate a user
sending network communications in any number of proto-
cols.

[0018] Embodiments of the present invention provide
another advantage over current systems and methods of
providing access to a network by not requiring propriety
client software to authenticate.

[0019] Embodiments of the present invention provide yet
another advantage over current systems and methods of
providing network access by provisioning network access on
a per user rather than per port basis.

[0020] Embodiments of the present invention provide yet
another advantage over current systems and methods of
providing network access by supporting the ability of a user
to physically roam without requiring reauthentication on
different subnets.

BRIEF DESCRIPTION OF THE FIGURES

[0021] A more complete understanding of the present
invention and the advantages thereof may be acquired by
referring to the following description, taken in conjunction
with the accompanying drawings in which like reference
numbers indicate like features and wherein:

[0022] FIG. 1 is a diagrammatic representation of a sys-
tem for providing network access according to one embodi-
ment of the present invention;

[0023] FIG. 2 is a flow chart illustrating one embodiment
of a method for providing network access control;

[0024] FIG. 3 is a flow chart illustrating one embodiment
of provisioning user access to a network;
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[0025] FIG. 4 is a diagrammatic representation of a soft-
ware architecture for providing authentication, according to
one embodiment of the present invention;

[0026] FIG. 5 is a diagrammatic representation of one
embodiment of a software system for controlling access to
a network for an authenticated user;

[0027] FIG. 6 is a diagrammatic representation of traffic
conditioning module, according to one embodiment of the
present invention;

[0028] FIG. 7 is a diagrammatic representation of roam-
ing according to one embodiment of the present invention;
and

[0029] FIG. 8 is a diagrammatic representation of an
example embodiment of a control device.

DETAILED DESCRIPTION

[0030] Preferred embodiments of the invention are illus-
trated in the FIGURES, like numerals being used to refer to
like and corresponding parts of the various drawings.

[0031] Embodiments of the present invention provide a
system and method of network access control. According to
one embodiment of the present invention, a control device
can sit between a network (e.g., an Internet, a LAN or other
network known in the art) and users. The users themselves
may be located on a network or subnet or may connect
directly to the control device. When a particular user
attempts to access the network behind the control device
(i.e., the controlled network), the control device can deter-
mine if the user has already been authenticated to use the
controlled network. If the user has not been authenticated,
the control device can direct the user to an authentication
interface, such as a web page, and receive a set of credentials
from the user. If the user is authorized to use the controlled
network, based on the credentials, the control device can
provision the user with access to the controlled network
based on user specific settings.

[0032] FIG. 1 is a diagrammatic representation of a sys-
tem 10 for providing network access according to one
embodiment of the present invention. In system 10, a user
12, using a user device 14 on network 16, can send a network
communication that is destined for a device on controlled
network 18. Network 16 and controlled network 18 can be
any networks known in the art including, but not limited to,
LANs, WANSs, the Internet, global communications net-
works, wireless networks and/or any other communications
network known in the art. For the sake of example, network
16 can be a wireless network, such as public wireless
network provided to cafe patrons, and controlled network 18
can be the Internet. An access control device 20 (“control
device 20”) can receive the network communication and
determine if user 12 is authorized to access network 18 and
the extent of the user’s access. Control device 20 can contact
an authentication system 22 to authenticate user 12 against
a set of authorized users stored, for example, in authentica-
tion database 24. If user 12 is authenticated, access control
device 20 can receive a user profile that includes one or more
attributes that govern the user’s access to controlled network
18.

[0033] According to one embodiment of the present inven-
tion, user device 14 can comprise any computing device

FORTINET EX1006 Page 11



US 2004/0177276 Al

known in the art (e.g., desktop, laptop, PDA, mobile phone
or any other device capable of network communication) and
can be connected to control device 20 in any manner known
in the art (e.g., by LAN, wireless network, direct connection
or other manner known in the art). In the example of FIG.
1, user 12 is using a laptop 14 on a public wireless network
16 (e.g., a wireless LAN) to access Internet 18.

[0034] User 12 can send the network communication
using a network application running on user device 14
destined for a device on network 18. The network applica-
tion can be any publicly available network application (e.g.,
a web browser, email program, etc.) or proprietary applica-
tion. For example, user 12 can use an internet browser, such
as Netscape Navigator or Microsoft Internet Explorer, to
send a request for a web page available over Internet 18. As
would be understood by those of ordinary skill in the art, the
web page request is transmitted as an HTTP request in one
or more internet protocol (“IP”) packets.

[0035] Control device 20 can monitor network 16 for
network communications originating on network 16 (e.g.,
for example for IP packets originating on LAN 16) using any
network monitoring technique known in the art. Control
device 20 can read the IP packet headers to extract infor-
mation on the originating user device. As an example,
control device 20 can read the packet headers corresponding
to the web page request to determine the IP address and
MAC address associated with laptop 14.

[0036] Based on the MAC address, IP address or other
information that can be extracted from the network com-
munication, control device 20 can determine if user 12 has
been authenticated. This can be done, for example, by
comparing the MAC address and IP address of user device
14 to MAC addresses and IP addresses for users that have
been authenticated. If the user has not authenticated, control
device 20 can direct user 12 to an authentication interface
by, for example, redirecting the HTTP request to a login web
page that requests user credentials, such as user name and
password.

[0037] Control device 20 can receive the user credentials
and send the credentials to authentication system 22.
Authentication system 22 can compare the credentials to
credentials in authentication database 24 to determine if user
12 is permitted access to network 18 and the extent of the
user’s access. If the credentials are authenticated, authenti-
cation system 22 can pass a user profile associated with user
12 to control device 20.

[0038] The user profile can include parameters that deter-
mine the extent of a user’s access to network 18 and/or
services available to that user. For example, the user profile
can indicate that a user is permitted certain upload and
download data transfer rates, that the user is not permitted to
visit particular web sites, or that the user qualifies for virus
scanning. In one embodiment of the present invention, the
constraints indicated in the user profile can be implemented
through one or more applications at control device 20.

[0039] When control device 20 receives a user profile
from authentication system 22 (or self authenticates the
user), control device 20 can establish a control session for
the user, indicating that the user is currently active. Addi-
tionally, control device 20 can establish provisioning rules
based on the user profile. The provisioning rules can include,
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for example, firewall rules and traffic constraints that govern
the user’s access to network 18. In one embodiment of the
present invention, the sessions and provisioning rules can be
indexed to a particular user. This can be done, for example,
by associating the control session and rules to a key based
on the MAC address and/or IP address of laptop and/or user
credentials. The use of user credentials as part of an indexing
key allows multiple sessions by the same user using different
devices (e.g., a user accessing network 18 through a laptop
and PDA) to be tied together for, for example, billing
purposes.

[0040] Tt should be noted that FIG. 1 is provided by way
of example only. In other embodiments of the present
invention, control device 20 can control access to multiple
networks. For example, if a user requests a web page over
a cafes publicly available wireless connection, the user may
need to access both additional portions of the cafe’s internal
LAN (e.g., routers, switches or other network devices) and
the Internet. Additionally, it should be noted that authenti-
cation, in one embodiment of the present invention, can be
performed at control device 20 or be carried out by a
separate authentication system.

[0041] FIG. 2 is a flow chart illustrating one embodiment
of a method for providing network access control at, for
example, a control device (e.g., control device 20 of FIG. 1).
At step 30, the control device can monitor a connection, such
as a LAN, across protocol layers (e.g., IP, UPD/IP, TCP/IP
and other protocol layers known in the art) for a network
communication originating at a user device and, at step 32,
receive a network communication. The network communi-
cation can be, for example, an HTTP request, an email
message, an FTP request, a telnet request, an instant mes-
sage, an ICMP message, a SNMP message, a UDP message
or other network communication known in the art.

[0042] The control device can determine, at step 34, if a
user associated with the network communication has been
authenticated. In one embodiment of the present invention,
this can be done by comparing an identifier(s) with identi-
fiers previously associated with authenticated users. Any
identifier or combination of identifiers known in the art can
be used to identify the origins of a network communication.
By way of example, but not limitation, the control device
can read the headers of IP packets carrying the network
communication to extract an originating MAC address and/
or an originating IP address associated with the originating
user device. The control device can compare the identifier(s)
extracted from the IP packet to identifiers for previously
authenticated users. If the extracted identifier matches an
authenticated user, the control device can control the user’s
network access as described in conjunction with the example
of FIG. 5. Otherwise, control can pass to step 36.

[0043] If a user has not authenticated, the control device,
at step 36, can capture the user’s network application session
until the user authenticates. For applications that are latency
or session sensitive, such as HTTP or HTTPS communica-
tions, the session may be cached or suspended in a manner
that does cause the destination application (e.g., web page)
to drop the session. For example, if the user enters into a
stateful network application session, the control device can
detect this, based on information in the IP packets, and
maintain the session on behalf of the user until the user has
authenticated.
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[0044] At step 38, the control device can redirect the user
to an authentication interface. By way of example but not
limitation, if the network communication is an HTTP
request, control device 20 can redirect the HT'TP request to
an authentication web page hosted by the control device
using any HTTP redirection technique known in the art. If
the network communication is in another form, such as an
email message, the control device can detect, from the IP
packets, the protocol (e.g., POP, SMTP or other protocol
known in the art) used by the network application (e.g., a
mail user agent) and send a message back to the network
application with, for example, an embedded link to the
authentication interface. In other embodiments of the
present invention, the control device can send a protocol-
specific message, such as an error message, indicating the
authentication state and providing information about further
actions necessary on part of the user to authenticate. As an
example, if an unauthenticated user initiates a telnet session,
the control device can return a telnet error indicating a failed
authentication and providing directions to the application
interface. Thus, the control device, rather than simply return-
ing “Connect Failed” could return “Connect Failed: Authen-
ticate at http://www.Rocksteadyl.com/login//.” In this case,
http://www.Rocksteadyl.com/login// can be hosted by the
control device.

[0045] In response to the authentication interface, the user
can provide credentials and, at step 40, the control device
can receive them. The credentials can be any credentials
known in the art including, but not limited to, user name,
password, biometric data (e.g., fingerprint, retina pattern or
other biometric information known in the art), smart card
credentials, certificates and/or other user or hardware based
credentials. In one embodiment of the present invention, the
credentials can be received by HTTP Post from a web page
based form.

[0046] At step 42, the control device can authenticate the
user by initiating a comparison between the received cre-
dentials and the credentials for authorized users.

[0047] This can be done at the control device, or the
control device can authenticate the user by sending the
credentials to a backend authentication system (e.g., using
HTTP Post). The credentials, in one embodiment of the
present invention, can be compared against an authentica-
tion database of authorized users to determine if the creden-
tials match credentials in the authentication database.
Example authentication technologies include LDAP,
RADIUS, Microsoft Active Directory Service, Tivoli Access
Manager, and Cisco TACACS/TACACS+.

[0048] If the credentials are not authenticated, control can
pass to step 52. If, on the other hand, the credentials are
authenticated, the control device, at step 44, can receive a
user profile from the authentication system or internal data
storage (e.g., a database, file or other data storage format
known in the art) that contains attributes that govern provi-
sioning of user access to the network. For example, the user
profile can contain indicators of the upload and download
bandwidth to which the user is entitled, session time limit,
whether the control device will perform virus scanning for
the user of incoming and/or outgoing IP packets, or other
services known in the art. The user profile can also point to
additional information that can be used to control network
access. For example, the user profile can point to a list of
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web sites that the particular user is not permitted to visit. In
one embodiment of the present invention, the user profile
can be received in a canonical format as an HT'TP Post from
the authentication system to the control device.

[0049] According to one embodiment of the present inven-
tion, each user profile can have a predefined set of attributes.
In some cases, the backend authentication system may not
provide values for each of these attributes. Therefore, the
control device can determine, at step 46, if the received user
profile is complete, and, if it is not complete can, at step 48,
fill in the missing attribute values with default values, which
can be part of the control device’s local configuration or may
be retrieved by the control device during, for example, its
initialization or startup phase. At step 50, the control device
can initiate a control session for the authenticated user. The
control session can have a specified time limit, a time out
limit and/or other session features known in the art. While
the control session is active, the control device can govern
a user’s access to a network according to the user profile
associated with that user and defaults. The control session
can be tracked by credentials, IP address, MAC address
and/or other identifier. In one embodiment of the present
invention, the control session can be tracked based on a
combination of user device MAC address and IP address and
user provided credentials.

[0050] Thus, the control device can determine if the user
seeking to use a network is authorized to use the network
(step 42). According to one embodiment of the present
invention, if the user is authenticated, the control device
receives a user profile (step 44), fills in any missing param-
eters in the user profile with defaults (steps 46 and 48) and
initiates a control session for the user (step 50).

[0051] If, however, at step 42, the user is not authenti-
cated, the control device, at step 52, can direct the user to a
setup interface, such as an account setup web page. At the
setup interface, the user can specify credentials, network
access and levels of service, payment options and/or other
account information. Based on this information, a user
profile can be generated and stored in the authentication
database. Profiles can also be entered into the authentication
database by a systems administrator or in any other manner
known in the art.

[0052] The control device can, thus, authenticate a user
based on a network communication from a network appli-
cation such as a web browser, ftp client, telnet client, mail
user agent or other publicly available or proprietary network
application. By supporting publicly available network appli-
cations, such as web browsers, embodiments of the present
invention allow authentication without requiring that a user
install a proprietary network application on the user’s user
device. If a user can authenticate, the control device can
control a user’s access to a controlled network based on a
user profile and/or default values. If the user can not
authenticate, the user can be given an opportunity to estab-
lish a user profile. According to one embodiment of the
present invention, steps 30-54 can be optionally repeated
(step 54) for each new network communication or IP packet
detected.

[0053] FIG. 3 is a flow chart illustrating one embodiment
of provisioning user access to a network at a control device
(e.g., control device 20 of FIG. 1). At step 56, global rules
can be established. Global rules can include rules, such as
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firewall rules and bandwidth allocations. A firewall rule can
include any firewall rule known in the art, such as, for
example, that all packets destined for a particular web site
will be blocked. A traffic rule can include any globally
applicable traffic rule; for example, that the total used
bandwidth of control device 20 must not exceed a particular
amount. Additionally global rules can include rules such as
that every packet is scanned for viruses or subject to some
other arbitrarily defined process. At step 58, interface spe-
cific rules can be established. Interface specific rules can
specify and arbitrary traffic rule or condition on a per
interface basis. For example, an interface specific firewall
rule can specify that streaming content will not be permitted
over a wireless interface. Global and interface specific rules
can be established in any manner, as would be understood by
those of ordinary skill in the art.

[0054] At step 60, the control device can establish user
specific rules and conditions based on attributes in the user
profile. According to one embodiment of the present inven-
tion, the control device can map the attributes to any
arbitrary rule or traffic condition. By way of example, but
not limitation, a user profile can contain attributes to specify
upload and download bandwidth allocations for a user,
firewall settings, whether the user can use transient VPNS,
whether the user can use streaming services or voice over [P
services, whether the user should be permitted to perform
video teleconferencing, whether the control device should
perform virus scanning or worm detection for the user,
whether the user can utilize print services, surcharges for
services or other settings. On example of supporting tran-
sient VPN is described in U.S. Provisional Patent Applica-
tion No. 60/496,629, entitled “System and Method for
Providing a Secure Connection Between Networked Com-
puters,” to Eric White, et al., filed Aug. 20, 2003, which is
hereby fully incorporated by reference.

[0055] 1In one embodiment of the present invention, rules
can be represented in an IP table. As would be understood by
those of ordinary skill in the art, IP tables are essentially
tables of rules that can be accessed by applications, such as
a firewall, to execute the rules.

[0056] Rules in the IP table can be associated to a user
through any arbitrary identifier. Using the example of FIG.
1, the IP table rule(s) for user 12 can be bound to user 12
based on the MAC address and IP address of user device 14
and the credentials provided by user 12 for the particular
control session.

[0057] AnIPtable rule can reference other rules or param-
eters for providing user specific provisioning. As an
example, the IP table rule can reference websites that a user
is not permitted to visit. A firewall application can access the
rule to prevent the user from visiting these sites. As another
example, the IP table rule for user 12 can reference a traffic
rule that dictates that the bandwidth allocated to user 12 is
128 kbps up and 512 kbps down. A traffic control applica-
tion, such as the Linux based Traffic Control module, can
access the traffic control rule through the IP table and
enforce the bandwidth allocation.

[0058] 1t should be noted that a user specific rule in an IP
table can reference rules or parameters usable by any num-
ber of applications or process, such as firewalls, traffic
control modules, virus scan applications or other applica-
tions known in the art. For example, a virus scan application
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can access the IP table rule for a particular user and us
parameters referenced by the rule to provide user specific
virus scanning. It should be further noted that the use of IP
tables to establish user specific rules for user specific pro-
visioning of bandwidth and access control is provided by
way of example only, and user specific rules can be imple-
mented in any suitable manner, as would be understood by
those of ordinary skill in the art

[0059] FIG. 4 is a diagrammatic representation of a soft-
ware architecture for providing authentication, according to
one embodiment of the present invention. The software
architecture can be implemented, for example, at control
device 20. According to one embodiment of the present
invention, an authentication module 62 of an authentication
and control program 61 can monitor a connection, such a
network connection for communications from user devices.
Control device 20 can receive a network communication in
the form of, for example, one or more IP packets 63, which
can represent a network communication from a web
browser, a telnet client, a mail user agent or other commu-
nication from a network application. In one embodiment of
the present invention, the network communication can be
directed to control device 20 to access authentication page
70 or to another destination, such as a web server on the
Internet.

[0060] Authentication module 62 can read the header 64
of IP packet 63 to determine an identifier for the originating
user device such as, for example, an originating MAC
address and/or IP address. For the sake of example, the
MAC address is 08:00:69:02:01:FF and the IP address is
100.100.100. Authentication module 62 can then determine
if the IP packet originated at a user device for which a
control session is active by comparing information extracted
from the header to a list 66 of active control sessions. The
active control sessions can be indexed by, for example,
MAC address, IP address, a combination of addresses or
other identifier(s) associated with the originating user device
or user. If a control session is active for the originating user
device, the IP packet and header information can be passed
to provisioning module 68. If the IP packet originated at a
user device not associated with an active control session,
control device 20 can authenticate the user.

[0061] According to one embodiment of the present inven-
tion, to authenticate the user, control device 20 can redirect
the user to an authentication interface, such as authentication
web page 70, by sending a redirect message 72. Redirect
message 72 can be a web page redirect, an error message, an
email message with an embedded link to web page 70 or
other indication that a user should access the authentication
interface.

[0062] A user can provide credentials 74 to control device
20 and control device 20 can pass the credentials 74 to an
authentication system as, for example, an HTTP Post. If the
credentials are authenticated by the authentication system,
authentication module 62 can receive a user profile 76 that
contains attributes that can govern provisioning of access
control for the user. In one embodiment of the present
invention, if the user profile is incomplete, authentication
module 62 can add default attributes to the profile. Further-
more, if the user is authenticated by the authentication
system, session monitor 78 can initiate a new control session
if the credentials are authenticated and update the list 66 of
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active control sessions. It should be noted that in another
embodiment of the present invention, authentication can
occur internally to control device 20.

[0063] FIG. 5 is a diagrammatic representation of one
embodiment of a software system for controlling access to
a network for an authenticated user. According to one
embodiment of the present invention, an authentication and
control program 61 running at control device 20 can receive
an IP packet 80 originating from a user device. Authentica-
tion module 62 can determine if IP packet 80 is associated
with a user that has authenticated, as described in conjunc-
tion with FIG. 4. Continuing with the previous example, and
assuming that the user associated with MAC address
08:00:69:02:01:FF and the IP address 100.100.100 authen-
ticated, IP packet 80 can be processed by provisioning
module 68, which can provide user specific provisioning. In
the example of FIG. 5, user specific provisioning can
include provisioning of firewall services (e.g., by firewall
module 82), user specific allocation of bandwidth (e.g., by
traffic conditioning module 84). It should be understood,
however, that user specific provisioning can include provi-
sioning of additional services known in the art. In one
embodiment of the present invention firewall module 82 can
be a LINUX based firewall and traffic conditioning module
84 can be the LINUX based Traffic Controller program.

[0064] According to one embodiment of the present inven-
tion, provisioning module 68 can build a set of IP tables to
govern provisioning by firewall module 82 and traffic con-
ditioning module 84. In the example of FIG. 5, provisioning
module 68 can have IP table 81 for interface specific rules,
IP table 88 for global rules and IP table 90 for user specific
rules. IP table 90 can contain user specific rules associated
with particular users. For example, IP table 90 can contain
user rule 92 indexed to MAC address 08:00:69:02:01:FF and
the IP address 100.100.100 (i.e., indexed to user 12 on laptop
14).

[0065] Each rule can optionally point to additional rules
and parameters. For example user specific rule 92 can point
to traffic control rule 94 to govern bandwidth provisioning,
firewall parameters 96 to govern firewall settings and file 98
that contains web sites that user 12 is not permitted to access.
User specific rule 92 and the associated rules and parameters
can be based on user profile 76. As an example, user profile
76 can specify that user 12 is entitled to 128 kbps up and 512
kbps down.

[0066] Provisioning module 68 can establish traffic con-
trol rule 94, accessible by traffic conditioning module 84,
that contains these limitations. Similarly, provisioning mod-
ule 68 can establish firewall parameters 96 and file 98 based
on attributes in user profile 76.

[0067] In the example of FIG. 5, provisioning module 68
can provide firewall and traffic conditioning services for IP
packet 80. Firewall module 82, in one embodiment of the
present invention, can process IP packet 80 according to
several stages. At interface specific stage 98, firewall module
82 can access interface specific IP table 86 to access rules to
be applied to packet 80 based on the type of interface over
which packet 80 is received (e.g., wireless, Ethernet, or other
interface known in the art).

[0068] At global stage 100, firewall module 82 can apply
global firewall rules to packet 80 from global IP table 88. In
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general, firewall module 82 can apply global firewall rules
to every IP packet that firewall module 82 processes.

[0069] At client discrimination stage 102, firewall module
82 can read the packet header of packet 80 to extract
information to associate packet 80 with a user. Continuing
with the previous example, if firewall module 82 extracts
MAC address 08:00:69:02:01:FF and the IP address
100.100.100, firewall module 82 can associate packet 80
with user specific rule 92. At user specific rule stage 104,
firewall module 82 can access user specific rule 92 based, for
example, on the extracted MAC address and IP address.
Based on user specific rule 92, firewall module 82 can access
firewall parameters 94 and restricted web site list 96 and can
process packet 80 accordingly. It should be noted that
firewall parameters 94 can include any arbitrary set of
parameters that can be used by a firewall to control traffic
flow. For example, firewall parameters 94 can specify
whether the associated user (e.g., user 12 of FIG. 1) can use
voice over IP applications, video conferencing services,
transient VPN applications or other applications.

[0070] Finally, at interface specific stage 106, firewall
module 82 can access interface specific IP table 86 and
enforce rules corresponding to the interface over which
packet 80 will be communicated (e.g., wireless connection,
Ethernet connection, or other computer interface known in
the art).

[0071] Inone embodiment of the present invention, traffic
conditioning module 84 can also access user specific IP table
90 and locate user specific rule 92, based for example, on the
originating MAC address and IP address.

[0072] From user specific rule 92, traffic conditioning
module 84 can locate traffic control rule 94 that specifies a
maximum upload bandwidth of 128 kbps. If the user exceeds
this bandwidth limitation, traffic conditioning module 84 can
queue or drop packet 80.

[0073] Packet flow in the reverse direction can be pro-
cessed in an analogous manner. For example, a packet
arriving from the Internet destined for a user device (e.g.,
laptop 14 of FIG. 1) can be examined for IP address and
MAC address. Based on these identifiers, user specific traffic
control rules and firewall rules can be applied to the packet
as governed by user specific rule 92 in IP table 90. Firewall
module 82 can apply global rules based on IP table 88 and
interface specific rules based on IP table 86 for both the
controlled network and user side interfaces.

[0074] In addition to authentication and provisioning,
authentication and control program 61 can provide session
monitoring. Session monitoring can be performed in any
manner known in the art. Session monitor 78 can monitor a
control session for session characteristics such as session
time, time out, bandwidth utilization and other session
characteristics known in the art. In one embodiment of the
present invention, session monitor 78 can determine if a
user’s session is still active by for example, performing port
scans and ARP pings, as would be understood by those of
skill in the art. If session monitor 78 determines that a
control session is timed out (e.g., has been inactive for a
predetermined period of time), session monitor can remove
the control session from the list of active sessions, returning
the user to an unauthenticated state, and delete the user
specific rules for the associated user from IP table 90.
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Session monitor 78 can also generate records, such as
accounting records and session records that can optionally
be transmitted to other systems for further processing.

[0075] As would understood by those of ordinary skill in
the art, authentication and control program 61 can also
provide any arbitrary services known in the art, including,
but not limited to, web server functions, DHCP client for
negotiation with ISPs, DHCP server to assign IP addresses
to user computers, kernel based packet filtering and stateful
inspection, IP sharing, NATplus, port redirection, informa-
tion and attack logging, automatic updating, VPN masquer-
ade, remote support an configuration, name server configu-
ration and/or web content filtering.

[0076] FIG. 6 is a diagrammatic representation of traffic
conditioning module 84, according to one embodiment of
the present invention. Conditioning module 84 can include
interface master queue 108, user discriminator 110 and user
specific conditioner 112. User discriminator 110 can read a
packet header to determine the appropriate user specific
conditioner to which to send the packet based on for
example, the IP address and MAC address of the packet.
Bandwidth limits can be enforced based on user specific
traffic control rules.

[0077] According to one embodiment of the present inven-
tion, conditioning module 84 can locate the user specific
traffic control rule based from user specific IP table 90. For
example, for a packet having the originating MAC address
08:00:69:02:01:FF and the IP address 100.100.100, traffic
conditioning module 84 can access user specific rule 92 and,
from user specific rule 92, user specific traffic control rule
94. The user specific traffic control rule can be enforced at
the corresponding user specific conditioner.

[0078] Interface master queue 108 can control the flow of
network traffic over a particular interface. It can be config-
ured to send out data at whatever rate is appropriate for the
corresponding network connection.

[0079] Interface master queue 108 can be feed data by user
specific conditioners 112, each of which can have its own
queue to hold packets the conditioner has accepted, but
interface master queue 108 is not ready to accept.

[0080] For a particular network interface, each user can
have an inward (i.e., download) and outward (i.e., upload)
bandwidth allowance, based on attributes in the user’s user
profile. A bandwidth limit is the maximum rate at which a
user is permitted to transmit or receive network traffic over
a particular interface. User specific traffic conditioners 112
ensure that, if a user exceeds his or her bandwidth allow-
ance, further network traffic in that direction on the network
will be queued or dropped until the average data rate fall
back within the bandwidth allowance. Thus, traffic condi-
tioning module 84 can regulate bandwidth on a per user
basis. In one embodiment, the control device can also
dynamically control bandwidth on a per user basis. One
embodiment of dynamic bandwidth shaping is discussed in
U.S. Provisional Patent Application No. 60/418,968, entitled
“System and Method for Dynamic Bandwidth Shaping,” to
Kerry Clendenning, et al., filed Oct. 16, 2002, which is
hereby fully incorporated by reference.

[0081] It should be noted that the architectures of FIG. 4,
FIG. 5 and FIG. 6 are provided by way of example only and
authentication, session monitoring and provisioning can be
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implemented using any suitable programming language and/
or structure known in the art. In the example of FIG. 5,
provisioning module 68 provides firewall and traffic condi-
tioning based on a set of IP tables. It should be noted,
however, that provisioning module 68 can provide addi-
tional services on a per user basis, such as virus scanning,
worm detection or any other service known in the art. Each
of these additional services can access rules and parameters
based, for example, on IP table 90. Moreover, the use of IP
tables to index and provide access to rules and parameters
for particular services is also provided by way of example.
In other embodiments of the present invention, a user profile
can be mapped to rules and parameters for various applica-
tions in any suitable programming manner known in the art.

[0082] Embodiments of the present invention provide
advantages over prior art systems and methods of providing
access control. One advantage is that embodiments of the
control device can detect network communications across a
variety of protocols and direct a user to an authentication
interface. Another advantage provided by embodiments of
the present invention is that provisioning can be done based
on a user profile rather than based on a particular port. In
other words provisioning of bandwidth and services can be
done on a per user rather than per port basis. Additionally,
as will be described in conjunction with FIG. 7, embodi-
ments of the present invention can provide advantages with
respect to physical roaming.

[0083] FIG. 7 is a diagrammatic representation of roam-
ing according to one embodiment of the present invention.
In the example of FIG. 7, a LAN can have multiple subnets,
in this case two, subnet 122 and subnet 124. For the sake of
example, each subnet can be a wireless subnet.

[0084] Each subnet could represent for example subnets
on different floors of an office building or subnets in different
buildings, etc. Each subnet can be connected to network 126
via control device 128 and control device 130, respectively.
Network 126 can be any network known in the art including
a LAN, the Internet, a wireless network a global communi-
cations network or any other network known in the art.
According to one embodiment of the present invention,
control device 128 and control device 130 can be in federa-
tion 132. This means that control device 128 and control
device 132 have at least enough information about each
other that they can send messages to each other over the
LAN and/or over network 126 to exchange session infor-
mation.

[0085] In operation, user 134 using user device 135 (e.g.,
a laptop or other computing device known in the art) can
authenticate with control device 130 at point 136 in subnet
124. Because user 134 is in subnet 124 at point 136, user
device 135 can be assigned a first IP address, for example
100.100.100. For the sake example, user device can also be
associated with MAC address 08:00:69:02:01:FF. The user’s
active session can be indexed based on the first IP address,
the MAC address and the user’s credentials. User 134 can
then roam outside of subnet 124, by for example, leaving the
range of the wireless routers of subnet 124. Control device
130 can determine if user 134 is still active on subnet 124 by,
for example, ARP pining and/or performing port scans on
user device 135 at predetermined intervals.

[0086] 1If control device 130 can not locate user device on
subnet 124, control device 130 can begin a time out timer.
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If the time out timer reaches a predetermined limit, control
device 130 can close the control session, returning user 134
to his or her preauthenticated state. If, however, user 134
returns to subnet 124, as, for example, determined by the
ARP pings and/or port scans, within the time limit, control
device 130 can reset the time out timer and keep the control
session open. Assume, for the sake of example, that user 134
returns to point 138 in subnet 124 before the session is timed
out, so his or her control session remains open. Thus, control
device 130 can maintain user 134 in an authenticated state
even though user 134 roamed outside of subnet 124.

[0087] User 134 can then roam from point 138 to point
140 with laptop 135. When user 134 leaves subnet 124,
control device 130 can begin a time out timer for the user’s
control session. When user 134 enters subnet 122, laptop
135 can be assigned a new IP address for that subnet, say
101.100.100. If user 134 initiates a network communication
destined for network 126 (e.g., a web page request), control
device 128 can receive the communication and determine if
IP  address  101.100.100 and MAC  address
08:00:69:02:01:FF correspond to an active control session.
In this case, because user 134 authenticated with control
device 130, IP address 101.100.100 and MAC address
08:00:69:02:01:FF will not correspond to an active session
on control device 128. In one embodiment of the present
invention, control device 128 can simply initiate a new
authentication process.

[0088] In another embodiment of the present invention,
control device 128 can query other control devices with
which it is federated to determine if a user has an active
control session. For example, because control device 128
and control device 130 are in federation 132, control device
128 can query control device 130 to determine if user 134
has an active session. This can be done based, for example,
on the MAC address of laptop 135 as laptop 135 will
typically retain the same MAC address across subnets.

[0089] According to one embodiment of the present inven-
tion, control device 128 can send an SNMP message to
control device 130 to determine if there is an active session
corresponding to the MAC address 08:00:69:02:01:FF. In
this case, if the user’s control session at control device 130
has not yet timed out, control device 130 can reply to control
device 128 with session information and the user profile for
user 134. Control device 128 can establish user based
provisioning based on the user profile as if user 134 had
authenticated at control device 128. Thus, user 134 can
communicate to network 126 through control device 128
without reauthenticating.

[0090] In other embodiments of the present invention,
active session information for each control device can be
maintained at a centralized system. Control device 128 can,
in this embodiment of the present invention, query the
centralized system as to whether there are any active session
corresponding to MAC address 08:00:69:02:01:FF. In yet
another embodiment of the present invention, control device
128 can receive the user profile for user 134 from an
authentication system rather than from another control
device.

[0091] Thus, embodiments of the present invention allow
a user to physically roam, either in a wired or wireless
environment, by, for example permitting mobile, transient
behavior through the use of network access timeouts; and/or
coordinating authentications between control devices.
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[0092] As can be understood from the foregoing, physi-
cally moving from one location to another can cause a user
device to become disconnected from the network or subnet
(e.g., subnet 122 or subnet 124) for a short period of time.
The length of the time the user is not connected can be a
function of physically moving from one location to another.
Embodiments of the present invention permit a configurable
timeout period that allows an authenticated user to become
disconnected from a network and then reappear without
losing the user’s authentication status. In one embodiment of
the present invention, this timeout period can be part of the
policy of the network service provider (e.g., the entity
controlling subnet 122 and subnet 124) and, as such, is a
configurable item in the control devices. The control devices
can monitor user network device connection states actively,
employing ARP ping techniques and non-obtrusive polling
of network application ports to check the connection status
of all authenticated users’ devices.

[0093] Aseccond aspect of physical roaming is when a user
not only becomes disconnected from the network, but leaves
a subnet arbitrated or monitored by a control device. In this
case, once the user attempts any network access by way of
a network access port (wired or wireless) at another control
device, that control device can solicit feedback from any
federation of control devices with which it has joined to
determine if this particular user has an active session and
should be granted a new session, without the requirement to
authenticate. In some embodiments of the present invention,
the new control device can dynamically remap the network
connections and configuration of a roaming user’s user
device, in the event that the new control device is configured
differently or controls a different subnet. For example, the
new control device can remap the IP address of the user
device according any IP mapping scheme known in the art.

[0094] Control devices can participate in federations, in
one embodiment of the present invention, via loosely-
coupled SNMP dialogs. In this embodiment of the present
invention there is no permanent federation configuration
and, instead, control devices can broadcast their authoriza-
tion status requests dynamically.

[0095] Another aspect of roaming can be service roaming.
Service roaming can be a function of negotiated usage
agreements between internet service providers, resulting in
cross-indexed user authentication database and, potentially,
resulting surcharges for accessing network resources via
service providers other than the primary service provider
associated with a user; i.e., assuming network service is
funded by an individual, there may be surcharges to access
network services via control devices not owned by that
service provider.

[0096] FIG. 8 is a diagrammatic representation of one
embodiment of a control device 141 that can provide access
control and authentication. For the purposes of example,
control device 141 can comprise a main bus 142, a main
processor 144, a primary storage medium 146, a secondary
storage controller 148, a storage media 150, a user side
network interface 152 and a controlled network network
interface 154. The network interfaces can include Ethernet
interfaces, fibre channel interfaces, T1 interfaces, wireless
interfaces or other network interfaces known in the art.
Other devices may be connected to or be part of such a
control device include, by way of example, but not limita-
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tion, controllers, a display, a mouse, a keyboard, and so
forth. Additionally, control device 140 can include addi-
tional interfaces to communicate to additional networks
using various protocols and can include interfaces for
administrative functions.

[0097] The main processor 144 communicates with the
other components by way of the main bus 142. This main
processor 144 can be a general purpose processor, a limited
processor such as an ASIC or microcontroller, or any other
instruction execution machine. The primary storage 146 can
provide transient memory or storage space for use by
programs executing on the main processor 144. The main
processor 144 communicates with the primary storage in any
manner known in the art.

[0098] The secondary storage controller 148 connects a
storage media 150 such as a hard drive, CD-ROM, floppy,
tape drive, optical storage medium, memory or other storage
device to the main processor 144 by way of the main bus
142. The main processor 144 communicates with the sec-
ondary storage controller 148 by way of the main bus 142,
and the secondary storage controller 148 is used to read
and/or write the storage media 150 on behalf of the main
processor 144.

[0099] Control device 141 may communicate with other
computing devices (e.g., user devices, network servers, etc.)
by way of networks using network interfaces (e.g., user side
network interface 152 and controlled network network inter-
face 154 or other network interface). Computer instructions
running on the main processor may then access other
computers across the network in any of the conventional
ways, e.g. by executing “protocols” which affect the trans-
mission and reception of protocol data units, packages, etc.
over the data transmission network.

[0100] In one embodiment of the present invention, stor-
age media 150 can store a set of computer instructions 156
that are executable by processor 144. During execution,
portions of computer instructions 156 and data can be stored
in primary storage 146, as would be understood by those of
ordinary skill in the art. Processor 144 can execute computer
instructions 156 to authenticate users and/or provide provi-
sioning to users on a per user basis. Computer instructions
156 may be implemented in any programming language
known in the art and can be implemented using any suitable
architecture.

[0101] Additionally, in one embodiment of the present
invention, storage media 150 can include a database of user
profiles an authentication credentials. In this embodiment of
the present invention, instructions 156 can be executable to
authenticate the user at control device 141 and receive the
user profile from storage media 150.

[0102] Although shown as a standalone device in FIG. 8,
control device 141 may be integrated with and share com-
ponents with other devices such as routers, servers, hubs or
other devices known in the art. Additionally, computer
instructions 156 can be distributed across multiple storage
media and can be executed by multiple processors. One
example of an exemplary control device is the Rock Box or
the Rocksteady NSA Server, from Rocksteady Networks,
Inc. of Austin, Tex.

[0103] While the present invention has been described
with reference to particular embodiments, it should be
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understood that the embodiments are illustrative and that the
scope of the invention is not limited to these embodiments.
Many variations, modifications, additions and improve-
ments to the embodiments described above are possible. It
is contemplated that these variations, modifications, addi-
tions and improvements fall within the scope of the inven-
tion as detailed in the following claims.

What is claimed is:
1. A system of providing network access comprising:

a Processor;
a first network interface coupled to the processor;

a second network interface coupled to the processor;
a storage media accessible by the processor;

a set of computer instructions stored on the storage media,
executable by the processor to:

receive a network communication over the first net-
work interface from a user device associated with a
user;

determine if the network communication is associated
with an authenticated user;

if the network communication is not associated with an
authenticated user, direct the user to an authentica-
tion interface;

receive credentials from the user;
authenticate the user based on the credentials,

receive a user profile if the user is authenticated.

2. The system of claim 1, wherein the computer instruc-
tions are further operable to monitor a network connected to
the first network interface for the network communication.

3. The system of claim 2, wherein the computer instruc-
tions are further operable to monitor the network across
multiple protocols.

4. The system of claim 1, wherein the network commu-
nication comprises an HTTP request and wherein the com-
puter instructions are further executable to:

receive the HTTP request;

send a redirect request to the user device to redirect a web
browser to the authentication interface.
5. The system of claim 1, wherein the network commu-
nication comprises an email and wherein the computer
instructions are further executable to:

receive the email;
determine a protocol for the email;

send a reply email message to the user device directing the
user to the authentication interface.
6. The system of claim 1, wherein the computer instruc-
tions are further executable to:

determine a network protocol for the network communi-
cation;

send a reply to the user device according to the network
protocol directing the user to the authentication inter-
face.
7. The system of claim 6, wherein the network protocol is
one of HTTP, SMTP, POP, telnet, UDP or FTP.

FORTINET EX1006 Page 18



US 2004/0177276 Al

8. The system of claim 1, wherein the computer instruc-
tions are executable to determine if the network communi-
cation is associated with an authenticated user by comparing
an identifier associated with the network communication to
identifiers associated with authenticated users.

9. The system of claim 8, wherein the identifier comprises
an IP address for the user device.

10. The system of claim 8, wherein the identifier com-
prises a MAC address for the user device.

11. The system of claim 1, wherein the computer instruc-
tions are executable to determine if the network communi-
cation is associated with an authenticated user by contacting
a federated device.

12. The system of claim 1, wherein the computer instruc-
tions are further executable to receive the user profile from
an internal source.

13. The system of claim 1, wherein the computer instruc-
tions are further executable to:

transmit the credentials to an authentication system; and

receive the user profile from the authentication system if
the user is authenticated.

14. The system of claim 1, wherein the computer instruc-
tions are further executable to:

provision the user with access to a network connected to

the second network interface based on the user profile.

15. The system of claim 14, wherein the computer instruc-
tions are further executable to provision the user with access
to the network by provisioning user specific bandwidth
based on the user profile.

16. The system of claim 15, wherein the computer instruc-
tions are further executable to provision user specific band-
width by establishing a traffic control rule based on the user
profile.

17. The system of claim 16, wherein the traffic control
rule specifies a maximum upload bandwidth and maximum
download bandwidth.

18. The system of claim 17, wherein the computer instruc-
tions are executable to:

receive a packet;

determine that the traffic control rule applies to the packet
based on an identifier extracted from the packet;

apply the traffic control rule to the packet.

19. The system of claim 18, wherein the computer instruc-
tions are further executable to drop the packet if the packet
causes the maximum upload or download bandwidth limits
to be exceeded.

20. The system of claim 14 wherein the computer instruc-
tions are further executable to provision the user with access
to the network by establishing user specific firewall rules
and enforcing the user specific firewall rules.

21. The system of claim 1, wherein the computer instruc-
tions are executable to monitor a control session for the user
to determine if the user times out.

22. The system of claim 21, wherein the computer instruc-
tions are further executable to close the control session if the
user times out.

23. A system of providing network access comprising:

a Processor;
a first network interface coupled to the processor;

a second network interface coupled to the processor;
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a storage media accessible by the processor;

a set of computer instructions stored on the storage media,
executable by the processor to:

receive a user profile; and

provision a user on a first network connected to the first
network interface with access to a second network
connected to the second network interface based on
the user profile.

24. The system of claim 23, wherein the computer instruc-
tions are further executable to provision the user with access
to the second network by provisioning user specific band-
width to the user based on the user profile.

25. The system of claim 24, wherein the computer instruc-
tions are further executable to provision user specific band-
width by establishing a traffic control rule based on the user
profile.

26. The system of claim 25, wherein the traffic control
rule specifies a maximum upload bandwidth and maximum
download bandwidth.

27. The system of claim 26, wherein the computer instruc-
tions are executable to:

receive a packet;

determine that the traffic control rule applies to the packet
based on an identifier extracted from the packet;

apply the traffic control rule to the packet.

28. The system of claim 27, wherein the computer instruc-
tions are further executable to drop the packet if the packet
causes the maximum upload or download bandwidth limits
to be exceeded.

29. The system of claim 23 wherein the computer instruc-
tions are further executable to provision the user with access
to the second network by establishing user specific firewall
rules and enforcing the user specific firewall rules.

30. The system of claim 23, wherein the user profile
comprises one or more attributes that govern the provision-
ing of user’s access to the second network.

31. The system of claim 23, wherein the computer instruc-
tions are further executable to authenticate the user.

32. A system of providing network access comprising

a set of computer instructions stored on a storage media,
executable by a processor to:

receive a network communication over a first network
interface from a user device associated with a user;

determine if the network communication is associated
with an authenticated user;

if the network communication is not associated with an
authenticated user, direct the user to an authentica-
tion interface;

receive credentials from the user;
authenticate the user based on the credentials,

receive a user profile if the user is authenticated.

33. The system of claim 32, wherein the computer instruc-
tions are further operable to monitor a network for the
network communication.

34. The system of claim 33, wherein the computer instruc-
tions are further operable to monitor the network across
multiple protocols.
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35. The system of claim 32, wherein the network com-
munication comprises an HTTP request and wherein the
computer instructions are further executable to:

receive the HTTP request;

send a redirect request to the user device to redirect a web
browser to the authentication interface.
36. The system of claim 32, wherein the network com-
munication comprises an email and wherein the computer
instructions are further executable to:

receive the email,
determine a protocol for the email;

send a reply email message to the user device directing the
user to the authentication interface.
37. The system of claim 32, wherein the computer instruc-
tions are further executable to:

determine a network protocol for the network communi-
cation;

send a reply to the user device according to the network
protocol directing the user to the authentication inter-
face.

38. The system of claim 37, wherein the network protocol
is one of HTTP, SMTP, POP, telnet, UDP or FTP.

39. The system of claim 32, wherein the computer instruc-
tions are executable to determine if the network communi-
cation is associated with an authenticated user by comparing
an identifier associated with the network communication to
identifiers associated with authenticated users.

40. The system of claim 39, wherein the identifier com-
prises an IP address for the user device.

41. The system of claim 39, wherein the identifier com-
prises a MAC address for the user device.

42. The system of claim 32, wherein the computer instruc-
tions are executable to determine if the network communi-
cation is associated with an authenticated user by contacting
a federated device.

43. The system of claim 32, wherein the computer instruc-
tions are further executable to receive the user profile from
an internal source.

44. The system of claim 32, wherein the computer instruc-
tions are further executable to:

transmit the credentials to an authentication system; and

receive the user profile from the authentication system if
the user is authenticated.

45. The system of claim 32, wherein the computer instruc-
tions are further executable to:

provision the user with access to a network based on the

user profile.

46. The system of claim 45, wherein the computer instruc-
tions are further executable to provision the user with access
to the network by provisioning user specific bandwidth
based on the user profile.

47. The system of claim 46, wherein the computer instruc-
tions are further executable to provision user specific band-
width by establishing a traffic control rule based on the user
profile.

48. The system of claim 47, wherein the traffic control
rule specifies a maximum upload bandwidth and maximum
download bandwidth.

Sep. 9, 2004

49. The system of claim 48, wherein the computer instruc-
tions are executable to:

receive a packet;

determine that the traffic control rule applies to the packet
based on an identifier extracted from the packet;

apply the traffic control rule to the packet.

50. The system of claim 49, wherein the computer instruc-
tions are further executable to drop the packet if the packet
causes the maximum upload or download bandwidth limits
to be exceeded.

51. The system of claim 45 wherein the computer instruc-
tions are further executable to provision the user with access
to the network by establishing user specific firewall rules
and enforcing the user specific firewall rules.

52. The system of claim 32, wherein the computer instruc-
tions are executable to monitor a control session for the user
to determine if the user times out.

53. The system of claim 52, wherein the computer instruc-
tions are further executable to close the control session if the
user times out.

54. A system of providing network access comprising:

a set of computer instructions stored on the storage media,
executable by the processor to:

receive a user profile;

provision a user with access to a network based on the
user profile.

55. The system of claim 54, wherein the computer instruc-
tions are further executable to provision the user with access
to the network by provisioning user specific bandwidth
based on the user profile.

56. The system of claim 55, wherein the computer instruc-
tions are further executable to provision user specific band-
width by establishing a traffic control rule based on the user
profile.

57. The system of claim 56, wherein the traffic control
rule specifies a maximum upload bandwidth and maximum
download bandwidth.

58. The system of claim 57, wherein the computer instruc-
tions are executable to:

receive a packet;

determine that the traffic control rule applies to the packet
based on an identifier extracted from the packet;

apply the traffic control rule to the packet.

59. The system of claim 58, wherein the computer instruc-
tions are further executable to drop the packet if the packet
causes the maximum upload or download bandwidth limits
to be exceeded.

60. The system of claim 54 wherein the computer instruc-
tions are further executable to provision the user with access
to the network by establishing user specific firewall rules
and enforcing the user specific firewall rules.

61. The system of claim 54, wherein the user profile
comprises one or more attributes that govern the provision-
ing of user’s access to the network.

62. The system of claim 54, wherein the computer instruc-
tions are further executable to authenticate the user.

63. A method of providing network access comprising

receiving a network communication over a first network
interface from a user using a user device;
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determining if the network communication is associated
with an authenticated user;

if the network communication is not associated with an
authenticated user, directing the user to an authentica-
tion interface;

receiving credentials from the user;

authenticating the user based on the credentials, receiving
a user profile if the user is authenticated.
64. The method of claim 63, further comprising:

determining a network protocol for the network commu-
nication;

sending a reply to the user device according to the
network protocol directing the user to the authentica-
tion interface.

65. The method of claim 64, wherein the network protocol
is one of HTTP, SMTP, POP, telnet, UDP or FTP.

66. The method of claim 63, further comprising deter-
mining if a network communication is associated with an
authenticated user by comparing an identifier associated
with the network communication to identifiers associated
with authenticated users.

67. The method of claim 63, further comprising deter-
mining if a network communication is associated with an
authenticated user by contacting a federated control device.

68. The method of claim 63, further comprising:

transmitting the credentials to an authentication system;

receiving the user profile from the authentication system.
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69. A method of providing network access comprising:
receiving a user profile;

provisioning a user with access to a network based on the
user profile.
70. The method of claim 69, further comprising estab-
lishing a traffic control rule based on the user profile.
71. The method of claim 70, wherein the traffic control
rule specifies a maximum upload bandwidth and maximum
download bandwidth.

72. The method of claim 70, further comprising:
receiving a packet;

determining that the traffic control rule applies to the
packet based on an identifier extracted from the packet;

applying the traffic control rule to the packet.

73. The method of claim 72, further comprising dropping
the packet if the packet causes the maximum upload or
download bandwidth limits to be exceeded.

74. The method of claim 69, further comprising estab-
lishing user specific firewall rules based on the user profile
and enforcing the user specific firewall rules.

75. The method of claim 69, wherein the user profile
comprises one or more attributes that govern the provision-
ing of user’s access to the network.
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