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DESCRIPTION

METHOD AND SYSTEM FOR WEB-BASED CROSS-DOMAIN
SINGLE-SIGN-ON AUTHENTICATION

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to an improved data processing
system and, in particular, to a method and apparatus for
multicomputer data transferring. Still more particularly, the
present invention provides a method and apparatus for

computer-to-computer authentication.

2. Description of Related Art

Information technology (IT) systems and the Internet have
fueled the growth of the current global economy. While IT
systems have significant benefits, at the same time they pose
potential security threats from unauthorized third parties.
Indeed, the lack of security in modern IT systems has emerged

as a threat to the integrity of global computer networks.

To deal with this problem, IT systems provide a number of
known services: data authentication, data confidentiality,
entity authentication, authorization, etc. Data
authentication typically consists of two sub-services: data
integrity and data origin authentication. A data integrity
service is used to convince a receiver of given data that the
data was not changed during transit. Data origin
authentication proves to the receiver the identity of the real

sender. Data confidentiality protects against disclosure of
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data during transmission. Entity authentication provides the
system with proof that a certain entity is who they claim to

be.

Authorization is the act of determining whether an
authenticated entity has the right to execute an action.
Authorization and authentication thus are dual services. To
be able to provide authorization, it is necessary to determine
who the entity is (e.g., by entity authentication).
Authorization, in general, consists of two separate stages:
providing privileges (authorization credentials) to a
particular entity, and the entity using these privileges in
combination with access decision rules at the resource to

determine i1f access should be granted to the entity.

It is becoming increasingly important to allow users to
securely access resources in various locations. For example,
an employee of a company may need to access documents or other
resources from a main office and also from a local office
while located at home or at a customer’s premises. A

- Web-based browser has become the tool of choice in such

scenarios because of its adaptability to multiple uses.

Through the standard Hypertext Transfer Protocol (HTTP), the
browser can be used to access any HTTP-enabled server,
commonly called a Web Application Server or WAS, and obtain
access to a resource. Most browsers provide security through
the Transport Layer Security (TLS) protocol. This protocol
allows both the browser and the WAS to authenticate each
other, i.e. to prove their identity to each other, and it also
provides data protection, i.e. data integrity and data

confidentiality, for data in transit between them.

The strongest form of authentication provided by the TLS/SSL

protocol is client-side and server-side certificate
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authentication. Such authentication requires the client, i.e.
a user at a browser, and the server, i.e. the WAS, to each
have a private/public cryptographic key pair and associated
certificates. Public key authentication maintains a binding
between a user’s identity and a public key that can only be
unlocked by the associated private key, and these protocols

are used to provide mutual authentication.

If the user at the client desires to access a URL on the
server that can only be accessed by an authenticated and
authorized user, however, there must be some process to
determine authorization. SSL does not provide authorization
or other security services to the Web Application Server.
Therefore, although the server can be sure of the user’s
identity via authentication, it does not know the user’s
privileges, i1.e. whether or not the user should have access to

resources served by the WAS.

One attempt to solve the authorization problem is to pass
authentication information within a cookie. As is well-known,
a cookie is a data item that is set by a server to customize
data to a particular user’s web browser. Cookies thus provide
a degree of “state” to HTTP, which is otherwise a stateless
protocol. When a user of a client machine visits a web
server, the server may return a cookie to the user’'s browser.
When a cookie is set as part of a HTTP transaction, it may
include the path for which the cookie is valid, the cookie’s
name and value, and other optional attributes, such as the
cookie’s expiration date. By default, the browser
automatically stores the cookie data, typically without giving
the user the option or knowledge of it being done. When the
user revisits the server at some later point in time, the
cookie is sent with the request, thereby identifying the user

to the server.
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Cookies can be either persistent cookies, which are stored on
disk, or memory cookies, which are stored in memory.
Persistent cookies reside in a client file, such as
“cookies.txt”, after the client browser is closed and are
available during the next browser session. Memory cookies
disappear when the browser is shut down. However, both types
of cookies can be dangerous since both types of cookies can be
stolen by malicious code, such as a JavaScript that has a
Trojan horse, i.e. benign code that hides malicious code.
Persistent cookies are a bigger threat because they can be
stolen from the cookie file, although both types of cookies

are vulnerable to theft.

Thus, the typical cookie set at a client’s browser can be used
to identify the user to the server, but the typical cookie
introduces vulnerabilities. In some prior art solutions,
authentication data is forwarded within a cookie when the
client browser issues a request for a protected resource to
the server that set the cookie. Such an approach, however,
can be insecure because an attacker that obtains possession of
the cookie might be able to gain user authorization to access
the protected resource. In other words, an inappropriate
implementation of a cookie might equate proof of possession
with proof of identity. More insidiously, some cookie
implementations also contain the}username and password
required by the user to authenticate into a system. This is
particularly dangerous because if this information is stolen,
a malicious user can authenticate to a system using “normal”
means and thereby appear to be the user that is being
impersonated. The malicious user can then have their own

cookies set by the server.

As a consequence, these prior art schemes are highly
susceptible to replay attacks wherein one who acquires the

identity cookie can simply assert it to gain access to the
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protected resource. The use of HTTP cookies is known to be an

insecure mechanism that is open to attack.

As presented briefly above, authentication and authorization
may be accomplished in many ways, and as noted previously,
enterprises may desire to provide authorized users with secure
access to protected resources from various locations in a
user-friendly manner. Although providing secure
authentication mechanisms reduces the risks of unauthorized
access to protected resources, the same authentication
mechanisms may become barriers to interaction with the
protected resources. Users generally desire the ability to
jump from interacting with one application to another
application without regard to the authentication barriers that

protect each particular system supporting those applications.

As users get more sophisticated, they expect that computer
systems coordinate their actions so that burdens on the user
are reduced. These types of expectations also apply to
authentication processes. A user might assume that once he or
she has been authenticated by some computer system, the
authentication should be valid throughout the user’s working
segsion, or at least for a pafticular period of time, without
regard to the various computer architecture boundaries that
are almost invisible to the user. Enterprises generally try
to fulfill these expectations in the operational
characteristics of their deployed systems, nat only to placate
users but also to increase user efficiency, whether the user
efficiency is related to employee productivity or customer

satisfaction.

The issue of efficient access to applications has become more
prominent with the growth of the Internet. Web-based and
Internet-based applications have now become so commonplace

that when one learns of a new product or service, one assumes
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that the product or service will incorporate Internet
functionality into the product or service. With the current
computing environment in which many applications have a
Web-based user interface that is accessible through a common
browser, users expect more user-friendliness and low or
infrequent barriers to movement from one Web-based application
to another. In this context, users are coming to expect the
ability to jump from interacting with an application on one
Internet domain to another application on another domain
without regard to the authentication barriers that protect

each particular domain.

Most enterprises are deploying Internet-based systems. New
applications that incorporate significant proprietary
technology are only developed when an enterprise has a
significantly compelling reason for doing so. In other cases,
many legacy systems have been updated with functionality that
adheres to open standards so that system services are widely

available yet secure, such as through a browser as described

i | above.

Although an updated legacy system may be more conveniently
accessed through the Internet or through a corporate intranet,
there may be justifiable reasons for not modifying certain
systems. Many enterprises have legacy systems that are being
maintained but not updated with new technologies. Other
legacy systems are not modified but are merely provided with a
functional interface through which other Web-based

applications must interact.

Both newly deployed systems and legacy systems may provide
user access through the Internet, and the user authentication
process may be implemented in many different ways. However,
even if many systems provide secure authentication through

easy-to-use, Web-based interfaces, a user may still be forced
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to reckon with multiple authentication processes that stymie
user access across a set of domains. Subjecting a user to
multiple authentication processes in a given time frame may

significantly affect the user's efficiency.

As noted previously, cookies have been used in various manners
to expedite user authentication within client-server systems.
Even though cookies can minimize authentication barriers,
albeit in generally insecure ways, a cookie is only valid
within a given DNS (Domain Name System) domain. Therefore, a
cookie cannot be used to transfer autheﬁtication information

across domains when a user is moving across a set of domains.

Therefore, it would be advantageous to have a method and
system in which user authentication throughout a distributed
system could be provided without an authentication barrier for
each security domain. In other words, it would be
advantageous to have crosg-domain, single-sign-on
authentication in which a user can be authenticated into one
security domain and then transfer to another security domain
without having to re-authenticate to the second domain. It
would be particularly advantageous to use open standards in an
approach that is based entirely on legitimate uses of those

open standards.

SUMMARY OF THE INVENTION

The present invention is a method, system, apparatus, or
computer program product for cross-domain, single-sign-on,
authentication functionality. The methodology uses an
“introductory authentication token” to introduce an already

authenticated user from one domain to a new domain. This
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token is passed from one domain to the other domain using
HTTP-redirection. This token is protected by encryption with
a cryptographic key shared only between the two domains in a
secure manner such that an external user cannot generate a
counterfeit introductory token. An introductory token can be
further protected by enabling it with a limited lifetime so
that even if the token is misappropriated, it is only valid
for a short period of time; hence, an unauthorized user would
not be able to use or reuse the introductory token within the

token’s lifetime.

After a user has been introduced to a new domain, then all of
the user’s resource requests are authorized by the new domain
based on the identity of the user as stated by the introducing
domain. In other words, the introducing domain participates
in the cross-domain functionality only when introducing a user
to the new domain. After the introducing domain has
participated in the authentication process, the new domain
assumes full responsibility for any authorization processes.
Each individual domain retains the responsibility for

providing access control functionality within its own domain.
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BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention
are set forth in the appended claims. The invention itself,
further objectives, and advantages thereof, will be best
understood by reference to the following detailed description
when read in conjunction with the accompanying drawings,

wherein:

Figure 1A depicts a typical network of data processing

systems, each of which may implement the present invention;

Figure 1B illustrates a Web-based environment in which the

present invention may be implemented;

Figure 1C is a data flow diagram illustrating a prior art
process that may be used when a client attempts to access a

protected resource;

Figure 2 is a flowchart showing a cross-domain, single-sign-on .
process implemented in accordance with a preferred embodiment

of the present invention;

Figure 3A depicts a logical organization of information within

a set of cross-domain, single-sign-on domains;

Figure 3B depicts an exemplary Web page from a cross-domain,
single-sign-on domain that shows a main portion with
indicators for protected or other resources within the CD-SSO
domain and a border portion showing indicators for protected
resources from which access can be initiated at the CD-SSO
domain but which are stored and controlled by servers at other

CD-SSO domains;
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Figure 3C is an exemplary bookmark file in which some URIs of
protected resources at CD-SSO domains have been bookmarked and

stored; and

Figures 4A-4B are data flow diagrams illustrating some of the
processing involved when a user moves between CD-SSO
(cross-domain, single-sign-on) domains in accordance with a

preferred embodiment of the present invention.
DETAILED DESCRIPTION OF THE INVENTION

With reference nothe/ﬁEéﬂfigures, Figure 1A depicts a typical
network of data processing systems, each of which may
implement the present invention. Distributed data processing
system 100 contains network 101, which is a medium that may be
used to provide communications links between various devices
and computers connected together within distributed data
processing system 100. Network 101 may include permanent
connections, such as wire or fiber optic cables, or temporary
connections made through telephone or wireless communications.
In the depicted example, server 102 and server 103 are
connected to network 101 along with storage unit 104. 1In
addition, clients 105-107 also are connected to network 101.
Clients 105-107 and servers 102~103 may be represented by a
variety of computing devices, such as mainframes, personal
computers, personal digital assistants (PDAs), etc.
Distributed data processing system 100 may include additional
servers, clients, routers, other devices, and peer-to-peer

architectures that are not shown.

In the depicted example, distributed data processing system
100 may include the Internet with network 101 representing a
worldwide collection of networks and gateways that use various

protoceols to communicate with one another, such as LDAP,
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TCP/IP, HTTP, etc. Of course, distributed data processing
system 100 may also include a number of different types of
networks, such as, for example, an intranet, a local area
network (LAN), or a wide area network (WAN). For example,
server 102 directly supports client 109 and network 110, which
incorporates wireless communication links. Network-enabled
phone 111 connects to network 110 through wireless link 112,
and PDA 113 connects to network 110 through wireless link 114.
Phone 111 and PDA 113 can also directly transfer data between
themselves across wireless link 115 using an appropriate
technology, such as Bluetooth™ wireless technology, to create
so-called personal area networks or personal ad-hoc networks.
In a similar manner, PDA 113 can transfer data to PDA 107 via

wireless communication link 116.

The present invention could be implemented on a variety of
hardware platforms and software environments. Figure 1A is
intended as an example of a heterogeneous computing

environment and not as an architectural limitation £for the

present invention.

With reference now to Figure 1B, a network diagram illustrates
a more specific, yet generic, Web-based environment in which
the present invention may be implemented. In this
environment, a user of a browser 152 at client 150 desires to
access a protected resource on web application server 154 in
DNS domain 156, or on web application servef 158 in DNS domain
160. A protected resource is a resource (an application, an
object, a document, a page, a file, executable code, or other
computational resource, communication-type resource, etc.)
that is only accessed or retrieved if the requesting ciient
browser is both authenticated and authorized. Each DNS domain
may have an associlated authentication server 162. Typically,

once the user is authenticated by the authentication server, a
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cookie may be set and stored in a cookie cache in the browser.
The requesting client may make an intra-domain request or an
inter-domain request for the protected resource. An
intra-domain request means that the target resource is located
on the same server that performs the authentication. An
inter-domain request means that the target resource is located
within the same Internet domain but is on a different server
than the authentication server which established the
authentication. A cross-domain request means that the user
wishes to access a protected resource that is outside the DNS

domain that the user is currently using.

As note above, the present'invention may be used within a
variety of networks and hardware platforms. More
particularly, though, the present invention proyides a
methodology so that a user is not challenged for
authentication purposes when attempting to access protected
resources within multiple, affiliated domains. A This allows
some degree of free movement between domains thgt participate
in a cross-domain, single-sign-on federation or arrangement.
For example, a large extranet may have multiple domains, each
with its own set of users and protected resources. However,
the protected resources may have a common enterprise-wide
association, and there may be considerable overlap among the
sets of users. A user can gain some efficiency or
productivity in not having to pass multiple authentication
challenges when entering the separate domains. Hence, the

present invention attempts to remove barriers to free movement

across Web sites.

With reference now to Figure 1C, a data flow diagram

illustrates a prior art process that may be used when a client
attempts to access a protected resource. As illustrated, the
user at a client workstation 170 seeks access over a computer

network to a protected resource on a server 172 through the
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user’s Web browser executing on the client workstation. As
noted above, a protected resource is identified by a Uniform
Resource Locator (URL), or more generally, a Uniform Resource
Identifier (URI), that can only be accessed by an
authenticated and authorized user. The computer network may
be the Internet, an intranet, or other network, as shown in
Figure 1A or Figure 1B, and server may be a Web Application
Server (WAS), a server application, a servlet process, or the
like.

The process is initiated when the user requests the protected
resource, such as a Web page within the domain “ibm.com” (step
174). The Web browser (or associated application or applet)
generates an HTTP Request that is sent to the Web server that
is hosting the domain “ibm.com” (step 176). The server
determines that it does not have an active session for the
client (step 178), so the server requires the user to perform
an authentication process by sending the client some type of
authentication challenge (step 180). The authentication
challenge may be in various forms, such as a Hypertext Markup
Language (HTML) form, into which the user must enter required
information (step 182), such as a user identifier and an

associated password.

The authentication response information in the HTML form is
posted to the server (step 184), at which point the server
authenticates the user by retrieving previously submitted
registration information and matching the presented
authentication information with the user’s stored information.
Assuming the authentication is successful, a Secure Sockets
Layer (SSL) session with a unigque session identifier (session
ID) is assigned to the authenticated user so that subsequent

requests from the user do not trigger another authentication

FORTINET EX1005 Page 15



WO 02/39237 PCT/EP01/12361
- 14 -

challenge (step 186). In other words, the user will be

recognized as having been previously authenticated.

Although Figure 1C depicts a typical prior art process, it
should be noted that other alternative session state
management techniques may be depicted at this point, such as
using cookies to identify users with active sessions, which
may include using the same cookie that is used to provide

authentication proof.

The server then retrieves the requested Web page and sends an
HTTP Regponse to the client (step 188). At that point, the
user may request another page within “ibm.com” (step 190)
within the browser by clicking a hypertext link, and the
browser sends another HTTP Request to the server (step 192).
At that point, the server recognizes that the user has an
active session (step 194), and the server sends the requested
Web page back to the client in another HTTP Response (step
196) .

In contrast, with the present invention, a first domain, which
has already authenticated a user, generates an introductory
authentication token when the user attempts to access a
protected resource at a second domain. The introductory
authentication token is then passed from the first domain to
the second domain via HTTP-redirection. The second domain may
accept the introductory token as proof of the/identity of the
user, and the second domain can then authorize the user to
access particular resources within the second domain according
to the user’s identity within the second domain, which is
derived from the user identity presented by the first domain.
These and other features of the present invention are

described in more detail further below.
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With reference now to Figure 2, a flowchart shows a
cross-domain, single-sign-on (CD-SS0) process implemented in
accordance with a preferred embodiment of the present

invention.

It should be noted that Figures 2-~4B may use a variety of
session state management techniques to determine whether or
not a client has an active session on the server that is
receiving requests for a protected resource. In a preferred
embodiment, a session state manager component may be used to
track SSIL session IDs in which each client is assigned a
unique SSL session ID by each CD-SSO server when it
authenticates to a CD-SSO server. Alternatively, other
session management methodologies may also be used, such as

setting a cookie at the client for the duration of a session.

However, it is well known that different session management
methodologies have different advantages and vulnerabilities.
If a cookie is not used and session management is accomplished
solely through the use of session IDs, then terminating a
client session can be accomplished entirely on the server
side. If cookies are used in a given session management
implementation, then extra steps must be performed to clean up
the cookie trail, such as deleting any cookies set at the
client for the session, 1f the server is going to ensure that
the logout process is completely secure.

It should be understood that because the present invention
avoids the use of cookies for any authentication purposes, the
present invention may be combined with cookie-less session
state management, thereby enabling cross-domain,
single-sign-on functionality without the use of any cookies by
any servers that are functioning within a group of CD-SSO

domains.
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The process begins when a server receives a request from a
client for a protected resource (step 202). In this example,
the server may be responsible for authentication processes and

for supporting Web applications.

The server then determines whether or not it has an active SSL
session for the client (step 204). If so, then the server
retrieves the client’s credential from its cache (step 206).
Each client request for a protected resource is prefaced by
checking whether or not the client has the appropriate access
privileges in its credentials; in this example, once the
server retrieves the client’s credentials, it is assumed that
the client has the appropriate access privileges for
requesting an action on a protected resource. The server then
processes the client request (step 208), and a response 1is
generated and returned to the client (step 210). The client

may then submit additional requests.

If the server has not established an active SSL session for
the client, as determined at step 204, then the server
determines whether the client’s HTTP Request contains an
introductory authentication token, preferably appended to the
URI (step 212). The introductory authentication token of the
present invention allows a user to move among a group of
domains that provide cross-domain, single-sign-on
functionality in accordance with the present invention, as
explained in more detail further below. If the HTTP message
does not have an introductory authentication token, then the
server forces the user at the client to complete a manual
authentication process, such as that described with respect to

Figure 1C. A determination is made as to whether or not the

authentication process is successful (step 214).
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If the authentication process 1is successful, then the server
builds and caches the user’s/clients’s credentials (step 216)
during which the server establishes an SSL session and assigns
the client an SSL session ID. At that point, the server can
process the client’s request for the protected resources at
step 208 and then return the generated response to the client
at step 210. If the user does not successfully complete the
authentication process, then the server can generate some type
of error response to the user (step 218), which is then

returned to the client at step 210.

If the HTTP Request from the client contains an introductory
authentication token, which in the present invention is
preferably appended to the URI in the HTTP Request, then the
server decrypts the introductory authentication token (step
220) and extracts various data items from the token (step
222), such as the user ID of the user that is operating the
client, the domain from which the user is transferring, and a

timestamp.

The timestamp can be optionally included so that the token has
a limited lifetime, thereby decreasing the risk of inadvertent
authentication of an unknown third party. A determination is
made as to whether or not the timestamp is valid (step 224).
The validity of the timestamp may be established by comparing
the current time with the timestamp and determining whether
the time difference between the two is less Ehan the value of
a system parameter that indicates a maximum threshold value
for such timestamps. If the timestamp is not acceptable, then
the server may require the user at the client to successfully
complete a manual authentication process, as shown by the
branching of the flowchart back to step 214. If the timestamp
is acceptable, then the server establishes an SSL session for

the client, as shown by the branching of the flowchart to step
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216. Once the response is sent back to the client, the
processing of the client request for a protected resource is

complete.

With reference now to Figure 327, a block diagram depicts a
logical organization of information within a set of
cross-domain, single-sign-on domains. CD-SSO domain set 300
shows a set of domains that have incorporated CD-SSO
functionality. Each domain with domain set 300 has protected
and unprotected resources within its domain. When a resource
is “within a domain”, it is within the domain name space of a
particular domain. A domain name ig an address of a network
connection that identifies the owning entity of that address
in a hierarchical format in accordance with the Domain Name
System (DNS), which associates domain name addresses and
numerical IP address in a well known manner. For example, a
resource, which in this case is a Web page, at address
“http://www.domain.org/homepage.htm” is within the domain

“domain.org”.

Domains 310, 320, 330, and 340 have protected or other types
of resources within their domains, which are shown in the
figure as protected resources 312, 322, 332, and 342. In a
well known manner, authenticated and authorized users would be
able to access these resources by sending requests for a given
resource to a server that supports a given deain that stores
or contains the given resource. Each resoufcé may be
represented by one or more graphical user interface (GUI)
indicators within Web pages that are displayed within a
browser application on a client computer, and when a user
selects the GUI indicator, the browser attempts to obtain the
resource by sending a request for the resource to a server as
specified by the domain address associated with the GUI

indicator.
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In the present invention, domains 310, 320, 330, and 340 also
provide initial accessibility to certain other resources that
are known at a given domain but actually served from other
domains within the CD-SSO set of domains. Each domain “has
knowledge” of a subset of the protected or other types of
resources provided by one or more other domains, and each
domain provides some manner for initially requesting access to
the subset of resources at the other domain or domains. For
example, domain 310 provides initial access to the other
CD-SSO domain resources through access request mechanisms 314,
316, and 318; domain 320 provides initial access to the other
CD-SSO domain resources through access request mechanisms 324,
326, and 328; domain 330 provides initial access to the other
CD-SS0 domain resources through access request mechanisms 334,
336, and 338; and domain 340 provides initial access to the
other CD-SSO domain resources through access request

mechanisms 344, 346, and 348.

With reference now to Figure 3B, an exemplary Web page from a
cross-domain, single-sign-on domain shows a main portion with
indicators for protected or other resources within the CD-SSO
domain and a border portion showing indicators for protected
or other resources from which access can be initiated at the
CD-SSO domain but which are stored and controlled by servers
at other CD-SSO domains. Figure 3B shows GUI indicators that
allow a user to easily request resources from a variety of
domains in which access to the information within the domains

are logically organized as shown within Figure 3A.

It should be noted that the present invention is concerned
with providing cross-domain access to protected resources.
Although each domain may have knowledge of a subset of the
unprotected resources provided by one or more other domainsg,

the examples emphasize requests for protected resources as
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these types of requests invoke the CD-SSO functionality of the

present invention.

Web page 350 shows various GUI icons and’hypertext links that
could be displayed within a browser application window; the
icons and hyperlinks may be selected by a user of the browser
application in a well known manner. Main portion 352 of Web
page 350 indicates the domain name of the Web site that the
user is viewing and accessing. Hyperlinks 354 indicate other

portions of the Web site that a user may desire to visit.

Hyperlinks 356 indicate the domain names of other Web sites
that a user may desire to wvisit. Hyperlinks 356 are
associated with CD-SSO domains that form a set of CD-SSO
domains that includes the domain that provided Web page 350.

In this example, Web page 350 was served from domain
“IBMEast.com”. The user does not see the actual addresses
that are associated with hyperlinks 356 as would be contained
within the markup language file that is represented by Web
page 350. However, each of the hyperlinks is associated w1th |
an address at “IBMEast.com” that initiates access to the other
domains. For example, hyperlink “IBMWest.com” in Web page 350
may have an associated domain name address such as
"http://www.ibmeast.com/CD-SS0/ibmwest/west/login.html" within
the markup language file. When the user cllcks on the
“IBMWest.com” hyperlink, the request is sent to domain
“IBMEast.com” for processing. The server supporting
“IBMEast.com” would recognize the requested URL as a protected
resource at another domain and would then invoke the
appropriate CD-SSO functionality in accordance with the

present invention.
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It can be assumed that the user who has requested access to
Web page 350 has been previously authenticated and authorized
to receive Web page 350, which would be one example of a
protected resource. The user then has the option of moving to
another CD-SSO domain by clicking on one of the hyperlinks
356, at which time the CD-SSO functionality of the present
invention would be invoked as described in Figure 2 and
Figures 4A-4B, and the user might then be authorized to
receive the requested resource represented by the selected

hyperlink without being required to sign-on at the new domain.

With reference now to Figure 3C, an exemplary bookmark file

shows some URIs of protected resources at CD-SSO domains that
have been bookmarked and stored within the bookmark file. 1In
this case, the bookmark file is a simple HTML-formatted file.

[
i

Figure 3C is provided in order to emphasize‘the manner in
which the CD-SSO domains are associated through shared
knowledge of resources within the CD-SSO domains. When a
server at a given CD-SSO domain serves a Web page or othéf
resource that containsg indications of resources (e.g.,
hyperlinks) at other CD-SSO domains, the provided indicators
will generate requests from the client back to the server

supporting the given CD-SSO domain.

Following the example shown in Figure 3B, the bookmark file
shown in Figure 3C could have been created when a user was
browsing through domain “IBMEast.com”. As the user viewed the
hyperlinks to associated Web sites, the user decided to
bookmark each of the CD-SSO domains as provided by the
hypertext links from the “IBMEast.com” Web page. Therefore,
each of the domain name addresses refers to a file within the
“IBMEast.com” domain. If the user attempts to access one of

the other domains through the bookmark, the request would
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first be sent to “IBMEast.com”, at which point the CD-SSO

functionality would be invoked.

Hence, even if a user has been logged off of all CD-SSO
domains and is viewing a Web page from an unrelated domain and
then selects a bookmark from the bookmark file shown in Figure
3C to move to “IBMWest.com”, the request would be sent to

“IBMEast.com”.

With reference now to Figures 4A-4B, data flow diagrams
illustrate some of the processing involved when a user moves
between CD-SSO (cross-domain, single-sign-on) domains in
accordance with a preferred embocdiment of the present
invention. Figures 4A-4B show some of the actions and the
data transferred between a client and the servers during the
user movement between domains, whereas Figure 2 shows a
flowchart depicting a process that would be performed by each
server that is responsible for authentication within a domain

in a group of CD-SSO domains.

Referring now to Figure 4A, a user at client 402 has already
established an SSL session with respect to server 404. The
manner in which the SSL session was established would be
similar to that shown in Figure 2. However, with respect to
Figure 42A, the activation of the SSL session is deferred
because it will be shown with respect to Figure 4B. In this
example, a user has been browsing protected{fesources on
domain “IBMEast.com”. It should be noted that case within the

text strings of a domain name is generally ignored.

At some point in time, the user clicks on a hypertext link
displayed within the browser at client 402 in order to move
from a first CD-SSO domain “IBMEast.com” to a second CD-SSO

domain “IBMWest.com” (step 406). As is well known in the art,
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the user may select a domain, Web page location, or the like,
in a variety of manners, such as by activating a

browser-cached boockmark, etc.

Each domain in the CD-SSO group of domains maintains its own
authorization policy or enterprise authentication mechanism.
For a user to gailn access to protected resources at a given
domain, the user must have previously registered at the domain
to establish a user identity, user account, etc.
Alternatively, a user identity has been generated by a system
administrator for the user at the domain. Hence, it should be
understood that for the introductory authentication token to
have utility, the user must have previously established a user
identity at each domain within the CD-SSO group to which the

user desires to gain access.

In addition, transferring authentication information across
CD-SSO domains requires the intervention of the server to
which the user is currently authenticated, e.g., by accessing
a redirectable hyperlink within “IBMEast.com” in order to
reach “IBMWest.com”. This implies that each server supporting
a domain that is participating in the CD-SSO group of domains
have knowledge of all of the other domains within the CD-SSO
group and must maintain links to these domains from their own

Web resources.

In response to the user action that initiates the transfer
between CD-SSO domains, client 402 sends an HTTP Request that
triggers the transfer from the first CD-SSO domain to the
second CD-SSO domain (step 408). Server 404 recognizes the
requested URI in the HTTP Request as a request to access a
protected resources under the control of a server supporting
the second CD-SSO domain. Server 404 then generates an

introductory authentication token (step 410), preferably
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aprprends the token to the redirection URI, places the
redirection URI in the HTTP Redirect message, and then sends

the HTTP Redirect to the client (step 412).

HTTP Redirects are well known in the art. An HTTP Redirect
allows a server to respond to a client reguest with
instructions to load a resource at a different location, and
in response, most browsers will automatically request the new
resource in response to a redirect. When the browser receilves
the HTTP Redirect, the browser issues a new HTTP Request using

the redirected URI provided in the HTTP Redirect.

The format of the introductory authentication token may vary
depending upon system implementation. In general, the token
must at least include some indication of the user identity at
the first CD-SSO domain. The token may additionally include
an optional domain identifier for the first domain if this
information is now reflected in the user identity that is
stored within the token. The token may also include an
optional timestamp for limiting the lifetime of the token, as
described above with respect to Figure 2. The token may be
formatted as a binary string, as an encoded ASCII string, or
in some other interpretable format. The token may be
optionally formatted in accordance with various standards,
such as PKCS (Public Key Cryptography Standards)

specifications for enveloped data.

The information within the introductory authentication token
is encrypted to hide the information so as to limit the risk
that it might be misappropriated. The servers within the
CD-SSO group may share or synchronize cryptographic keys in
accordance with many well known manners in the prior art. For
example, each of the servers in the group may have obtained or
received a copy of the public key of each of the other

servers. Since the first domain from which the user is

FORTINET EX1005 Page 26



WO 02/39237 PCT/EP01/12361
- 25 -

transferring knows the target domain to which the user is
transferring, the first domain can use the public key of the
second domain to encrypt the information that is placed within
the introductory authentication token. The second domain can
subsequently use its private key to decrypt the token. It
should be noted either that the token itself is the encrypted
data item or that the data items within the token are

encrypted and then placed within the token.

Client 402 receives the HTTP Redirect with the introductory
authentication token, and in response, the browser at the
client generates a new HTTP Requést for the second domain as
gpecified in the redirection URI (step 414). Since the
introductory authentication token is preferably appended to
part of the redirection URI, the browser transfers the entire
URI, including the introductory authentication tokenc to the

gpecified destination.

As an example of the format of the redirection URI, the HTTP
Redirect may contain the following:
“http://www.ilbmwest.com/987324C0...F16916AE9684"”, wherein
“987324C0...F16916AE9684"” is a portion of an ASCII-encoded,
hexadecimal string for an encrypted, introductory
authentication token. By appending the token to the URI, the
browser is not aware that it is processing the token when it
copies the token from the HTTP Redirect to the new HTTP
Request. In general, the introductory authentication token
may have the form:

{user ID; introducing/transferring domain; timestamp}. In
Figure 4A, the user ID might be extended as
“userX@ibmeast.com” in which the user ID and the first domain
identifier have been combined in a well known manner. Other
metadata may be associated with the token to provide an
indication of the nature of the token. For example, the

redirected URI may be represented as:
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“http://www.ibmwest.com/IAT:987324C0...F16916AE9684"”, where
the string “IAT” stands for “Introductory Authentication
Token”, thereby allowing a receiving server to gquickly

identify that an HTTP Request has as associated token.

Client 402 sends the new HTTP Request (step 416) to server 418
at the second or transferred domain. At that point, the user
may have been either permanently or only temporarily left the
first domain. Depending upon the system implementation, the
user may permitted to access protected resources at the first
domain subsequent to accessing protected resources at the
second domain. However, the user’s SSL session at server 404
may expire within a few minutes. It should be noted that the
manner in which a domain in the CD-SSO group of domains logs
out a user from a session in one or more of the domains may
vary depending upon system implementation without impacting

[

the operation of the present invention. i

Referring now to Figure 4B, a process is shown in which client
402 establishes an SSL session with server 418. Client 402
has sent the new HTTP Request (step 416) to server 418 that is
acting, at a minimum, as an authentication server for the
second or transferred domain, which was specified in the

redirected URI.

In this example, server 418 determines that it has not yet
established an SSL session for client 402 (séép 420) .
However, server 418 does discover an introductory
authentication token in the HTTP Request, most likely by
parsing the URI, at which point it decrypts the token (step
422). The user identity and introducing domain are then
retrieved from the decrypted information in the token (step

424) .
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As stated previously, each domain is responsible for
authorizing a user in accordance with the domain’s own
policies, and a user has a user identity within each domain in
the group of CD-SSO domains; the user IDs may differ in the
different domains. Hence, server 418 (or an associated
server) optionally maps the transmitted user identity to an
identity as known within the second domain (step 426).

Mapping function 428 may incorporate a variety of well known
mapping techniques. In addition, server 418 may choose to
evaluate the current state of its business relationship with
the introducing server 404. Even though servers 418 and 404
are known to be participating in a cross-domain single-sign-on
relationship, server 418 may choose not to honor the
introductory authentication token based on identity of the
introducing domain, or server 418 may chose to reguire an
additional form of authentication from the user. This
provides an additional level of protection to server 418 while

participating in a CD-SSO relationship.

Server 418 then builds and caches a credential for the user
and establishes an SSL session for client 402 (step 430),
after which server 418 generatés and sends an HTTP Response
back to client 402 containing the originally requested
protected resource (step 432).

At that point, the user may }équest another page within domain
"IBMWest.com” within the browser by clicking another hypertext
link (step 434), and the browser sends another HTTP Request to
the server (step 436). In response, the server recognizes
that the user has an active session (step 438), and the server
sends the requested Web page (or other type of protected
resource or information) back to the client in another HTTP

Response (step 440).
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The advantages of the present invention should be apparent in
view of the detailed description of the invention that is
provided above. In the present invention, a first domain,
which has already authenticated a user, generates an
introductory authentication token when the user attempts to
access a protected resource at a second domain. The
introductory authentication token is then passed from the
first domain to the second domain via HTTP-redirection. The
second domain may accept the introductory token as proof of
the identity of the user, and the second domain authorizes the
user to access particular resources within the second domain
according to a user identity within the second domain.

With the present inveﬁtion, the user is not challenged for
authentication purposes when attempting to access a protected
resource within the second domain. This allows some degree of
free movement between domains that participate in a
cross-domain, single-sign-on federation or arrangement. The
user gains some efficiency or productivity in not having to
pass multiple authentication challenges, which can be barriers

to free movement across Web sites.

In addition, the user is spared potential confusion when
moving between domains. Some enterprises maintain multiple
domains merely for geogfaphic reasons, in which one domain is
maintained closer to one set of employees or consumers, or for
scalability reasons, in which case the load on a single server
or a set of servers for a single domain is lightened by
distributing the load across multiple domains. These
architectural artifacts should be transparent to a user when
possible, and with the present invention, the user is not
required to perform actions to pass multiple authentication
barriers when a single, successful sign-on can be used to gain

access to multiple domains.
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The present invention also incorporates an open standards
approach that is based entirely on a 1egi£imate use of those
open standards. The introductory authentication token is
passed in an HTTP Redirect without using a proprietary message
format between the domains that allow cross-domain

single-sign-on.

It is important to note that while the present invention has
been described in the context of a fully functioning data
processing system, those of ordinary skill in the art will
appreciate that the processes of the present invention are
capable of being distributed in the form of instructions in a
computer readable medium and a variety of other forms,
regardless of the particular type of signal bearing media
actually used to carxy out the distribution. Examples of
computer readable media include media such as EPROM, ROM,
tape, paper, floppy disc, hard disk drive, RAM, and CD-ROMs
and transmission-type media, such as digital and analog

communications links.

The description of the present invention has been presented
for purposes of illustration but is not intended to be
exhaustive or limited to the disclosed embodiments. Many
modifications and variations will be apparent to those of
ordinary skill in the art. The embodiments were chosen to
explain the principles of the invention and its practical
applications and to enable others of ordinary skill in the art
to understand the invention in order to implement various
embodiments with various modifications as might be suited to

other contemplated uses.
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A method for authenticating a user within a distributed
data processing system, the method comprising the steps
of:

receiving a request for a protected resource at a first
server supporting a first domain from a client on
behalf of a user, wherein the first domain is a member
of a group of domains, wherein the user has been
previously authenticated to the first server, and
wherein the user has been previously registered with a
user identity in the first domain;

determining whether or not the requested protected
resource is within a second domain, wherein the second
domain is a member of the group of domains;

in response to a determination that the requested
protected resource is within a second domain,
generating an introductory authentication token at the
first server, wherein the introductory authenticatioﬁ
token comprises user identity information for the user;
inserting the introductory authentication token within
a redirect response;

inserting an identifier for the second domain in the
redirect response; and

sending the redirect response to the client.

The method of claim 1 further comprising: {

inserting a time value within the redirect response.
The method of claim. 1 further comprising:

inserting an identifier for the first domain in the

introductory authentication token.

The method of claim 1 further comprising:
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encrypting the introductory authentication token prior
to inserting the introductory authentication token into

the redirect response.

The method of claim 1 further comprising:

receiving the redirect response; and

generating a second request for the protected resource;
sending the second request to the second domain as

identified by the redirect response.

The method of claim 1 further comprising:

receiving a reguest for the protected resource at a
second server supporting the second domain, wherein the
request for the protected resource at the second server
comprises the introductory authentication token; and
retrieving the user identity information for the user

from the introductory authentication token.

The method of claim 6 further comprising:
authenticating the user at the second domain based on

the retrieved user identity information.

The method of claim 6 further comprising:
providing access to the protected resource within the
second domain based on the retrieved user identity

information.

The method of claim 6 further comprisingz

mapping the retrieved user identity information to a
user identity in the second domain, wherein the user
has been previously registered with a user identity in

the second domain.

The method of claim 9 further comprising:
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authenticating the user at the second domain based on

the user identity in the second domain.

The method of claim 9 further comprising:
providing access to the protected resource within the
second domain based on the user identity in the second

domain.

An apparatus for authenticating a user within a
distributed data processing system, the apparatus
comprising:

first receiving means for receiving a request for a
protected resource at a first server supporting a first
domain from a client on behalf of a user, wherein the
first domain is a member of a group of domains, wherein
the user has been previously authenticated to the first
server, and wherein the user has been previously
registered with a user identity in the first domain;
determining means for determining whether or not the
requested protected resource is within a second domain,
wherein the second domain is a member of the group of
domains;

first generating means for generating, in response to a
determination that the requested protected resource is
within a second domain, an introductory authentication
token at the first server, wherein the introductory
authentication token comprises user identity
information for the user;

first inserting means for inserting the introductory
authentication token within a redirect response;

second inserting means for inserting an identifier for
the second domain in the redirect response; and

first sending means for sending the redirect response

to the client.

FORTINET EX1005 Page 34



13.

14.

15.

16.

17.

WO 02/39237 PCT/EP01/12361

- 33 -

The apparatus of claim 12 further comprising:
third inserting means for inserting a time value within

the redirect response.

The apparatus of claim 12 further comprising:
fourth inserting means for inserting an identifier for
the first domain in the introductory authentication

token.

The apparatus of claim 12 further comprising:
encrypting means for encrypting the introductory
authentication token prior to inserting the
introductory authentication token into the redirect

response.

The apparatus of claim 12 further comprising:

second receiving means for receiving the redirect
response; and

second generating means for generating a second request
for the protected resource;

second sending means for sending the second regqguest to
the second domain as identified by the redirect

response.

The apparatus of claim 12 further comprising:

third receiving means for receiving a request for the
protected resource at a second server“supporting the
second domain, wherein the request for the protected
resource at the second server comprises the
introductory authentication token; and

retrieving means for retrieving the user identity
information for the user from the introductory

authentication token.
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The apparatus of claim 17 further comprising:
first authenticating means for authenticating the user
at the second domain based on the retrieved user

identity information.

The apparatus of claim 17 further comprising:
first providing means for providing access to the
protected resource within the second domain based on

the retrieved user identity information.

The apparatus of claim 17 further comprising:

mapping means for mapping the retrieved user identity
information to a user identity in the second domain,
wherein the user has been previously registered with a

user identity in the second domain.

The apparatus of claim 20 further comprising:
second authenticating means for authenticating the user
at the second domain based on the user identity in the

second domain.

The apparatus of claim 20 further comprising:
second providing means for providing access to the
protected resource within the second domain based on

the user identity in the second domain.

A computer program product in a computer readable
medium for use in a data processing system for
authenticating a user, the computer program product
comprising:

instructions for receiving a request for a protected
resource at a first server supporting a first domain
from a client on behalf of a user, wherein the first
domain is a member of a group of domains, wherein the

user has been previously authenticated to the first
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server, and wherein the user has been previously
registered with a user identity in the first domain;
instructions for determining whether or not the
requested protected resource is within a second domain,
wherein the second domain is a member of the group of
domains;

instructions for generating, in response to a
determination that the requested protected resource is
within a second domain, an introductory authentication
token at the first server, wherein the introductory
authentication token comprises user identity
information for the user;

first inserting means for inserting the introductory
authentication token within a redirect response;
second inserting means for inserting an identifier for
the second domain in the redirect response; and

first sending means for sending the redirect response

to the client.

The computer program product of claim 23 further
comprising:

instructions for receiving the redirect response; and
instructions for generating a second request for the
protected resource;

instructions for sending the second request to the

second domain as identified by the redirect response.

The computer program product of claim 23 further
comprising:

instructions for receiving a request for the protected
resource at a second server supporting the second
domain, wherein the request for the protected resource
at the second server comprises the introductory

authentication token;
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instructions for retrieving the user identity
information for the user from the introductory
authentication token; and

instructions for authenticating the user at the second
domain based on the retrieved user identity

information. i

A network data message comprising:
a transport protocol header;
a Uniform Resource Identifier (URI); and

an introductory authentication token (IAT).

The network data message of claim 26, wherein the IAT

comprises a portion of the URI.

The network data message of claim 26, wherein the URI
identifies a resource in a referred domain that is

associated with a resource in a referring domain.

The network data message of claim 28, wherein the
network data message is a redirect response from the

referring domain.

The network data message of claim 28, wherein the
transport protocol header is addressed to the referred

domain.

< 5
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Cross-Domain Single-Sign-On
User Authentication

' I
‘ { : Mapping Function
[:]_ ] ] (local library)
402 =n ! ' : 428
Client : HTTP Redirect : Server
| with introductory authentication token | IBMWest.com
e [ -
| 416 L
: : No identity information
] | available
| | 420
I |
| |
| | |
: : Server decrypts token
| ( 422
| |
| | J
|
| | Server extracts user ID
| L
J | »
| | !
: : Server maps user IDs
I 1 (if necessary)
! | 426
| ]
} ]
| I
I
: {  Server builds credential
| | and maps to SSL session
P : HTTP Response : 430
Al 432 |
User requests | ! ! o o e e .
another Web page : : : SSL Session ID ="G" |
at IBMWest.com HTTP Request || | |
434 i 436 I | | ]
— }
! | ! \'% !
! | | user D =userX |
P HTTP Response ! | 438 i
Rl 440 ] L ==
] |
I J
| |

Figure 4B
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