Exhibit 337-B: 35 U.S.C. § 103 Referemces for U.S. Patent No.
To the extent Plaintiff contends that any particular prior art
the 2337 patent’s purported invention date would, at a mini mum,
feature, or to combine 1t with other references that include th
references and/or (b) the chart ©below), as discussed in the cov
The analysi in this chart 1s based on the Court’s claim constr
infringemen of the asserted claims of the <337 patent, and Sam
Nothing 1in his chart should be interpreted as Samsung concedin
evidence.

Further, as set forth in the cove document o Samsung’s i1inval:i
§ 112 1ssues, such as lack of wri en description, lack of enab
suggestion that the asserted clai meet the statutory requirem
Additionally, as set forth i the cover document of Samsung’ s 1
u. S. C. § 101 1ssues because they are not directed to patent-cel:i
suggestion that the asserted claims meet the statutory requirem
disclosures any claims directed to patent i1ineligible subject ma
apparent 1interpretation of the ¢l aims, despite the c¢claims being
idea 1into patent eligible ubject matter

To the extent Plaintiff submits new infringement theories and/ o
disclosed by the prior art references charted by Samsung, eithe
reserves the right to rebut any such contention. The chart bel
elements of the asserted c¢claims, under Samsung’s present wunders
Plaintiff applied in i1its infringement contentions. The cited e
additional evidence. Where the chart below states that any ref
also intends to offer expert testimony and opinions establishin
design objectives, motivations to combine references and el emen
would understand he disclosures of the cited prior art referen
Cl ai ms Prior Art

Il pre]. A broadbAndrwadbbiadswireless repeater or relay” was |wel

repeater or rellaydionemprskihk:in the art would have found 1t ob
relay to include the claimed elements as set |[for

exampl e:

See, e. g.
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337-A01 U.S. Pat. No 6,584,080 (“Ganz ~>0807”)
337-A02 U.S. Pat Pub. No. 2002/0028655( “Ros et
337-A03 U.S. Pat Pub No. 2004/0160928 (“Perl
337-A04 U.S. Pat. No 6, 188,496 (“Krishna 49¢
337-A05 U.S. Pat. No 7,209,523 (“Larrick 152°:
337-A06 U.S. Pat. No 4,056, 780 (“Faulkner |~ 7:¢
337-A07 U.S. Pat. No 6,497,656 (“Evans ~635%67)
337-A08 U.S. Pat Pub No. 2003/0120809 (“Bel!l
337-A009 U.S. Pat. No 8,125,940 (“Perlman 194/
337-A10 U.S. Pat Pub No. 2005/0201326 (“Lak.l
337-A11 u.S. Pat. Pub. No. 2004/0048574 (“Wal/l
337-A12 XtremeSpectrum Trinity Chipset
Engels 2850 at Abstract
An i1indoor to outdoor unit i1is described for pla
of the building. The unit has first antenna| me
(13) placed inside said building, the first| an
towards the i1inside of the building. For 1insftan
respect to a wall of the building in such a| wa
the first antenna means The first antenna |mea
Alternatively; the unit may also have a secpond
outdoor antenna (9) located outside the Dbuil] di
attachment to or located in a housing In oper
(10) from the one outdoor antenna (9) are tprran
transmitted from the second antenna means (|l 0)
antenna means (12) so that the unit acts as| a
Engels 2850 at 2:13-22
A known solution to this problem is the i1insfpert
information 1s first transmitted from the

Page 2 of



Cl ai ms Prior Art
associated with the repeater In a second
from an auxiliary transmitting antenna (5
resulting capacity of the Iink 1s then gi
the repeater, and Attenuation I and Atten
respectivel y.
Engels 2850 at 5:29
Fig. 3 shows a radio communications chann
Engels 2850 at 7:17-30
A first aspect of the present 1invention p
communications network by placing an 1indo
of a building such as the outer wall of t
portable, e. g. has a housing to which the
any electronics placed within the housing
environment 1nside the unit. The portable
assembled and installed at the appropriat
suitable power connection, e.¢g for conne
system for keeping the batteries charged
contained unit that does not require an o
indoor antenna and an outdoor antenna wit
wa l |
Engels 2850 at 13:27-14:2
Such an indoor-outdoor unit coul d, for 1n
an outdoor antenna (e. g. a base station o
computers. Alternatively, the 1indoor-outd
information between an outdoor antenna (¢
in-door telephony device or telephony net
used to communicate other forms of speech
Video-on-Demand or to provide onnection
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Cl ai ms Prior Art

Bareis 2373 at Abstract
Broadband multi-drop 1oca net work, inter
architecture i1include a wired bus coupleab
for carrying broadband packetized data tr
data channels or services; and one or a p
an addressable network device processing
appliance 1s configured for and further o
information of each addressable network a

Roese 2556 at Abstract
A method for location discovery 1in a data
information from a neighboring network de
based on the connection information. The
location transmitted from the neighboring
level of trust with the physical Il ocation
of a variety of devices, such as a router
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Cl ai ms
8
:31-48

Net work entry devices 114 and end u
example, user devices 104 can inclu
handheld electronic devices, teleph
the 11ke. Net work entry devices 114
wireless access points, data commun
Branch Exchanges (PBXs), virtually
the 11ke. The discreet boundaries o
may 1nclude a server outside of the
101". In another example, there may
l] ocated in a remote net work, such a
Mandke 2003A at 5

TG3a has set ou to develop a flexi
1 0 m, 200 Mbps at 4 m, and 480 Mbps a
new standard will enabincluding the
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Cl ai ms Prior Art
video. The goal of this paper 1s to explore
of fs faced by standards developers, and the
unique aspects of i1indoor UWB channels and th
compares a traditional i1impulse radio approaf
has been employed in many TG3a proposals). S
forth by ITEEE 802.15. 3a, and categorize the
the current state of UWB technology as 1t 71l
Mandke 2003A at Page 24
Company | Texas Instruments
Spectrum Allocation:
# of bands 3 (additional bands can be added in the future)
Bandwidths 503.25 MHz
Frequency ranges 3.168 GHz - 4.752 GHz
Modulation Scheme TFI-OFDM, QPSK
Coexistence method null band for WLLAN (~5 GHz)
Multiple access method not available
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates 11732 @ 110 Mbps, 5/8 @ 200 Mbps, % @ 480 Mbps
Link margin 55dB @ 10m @ 110 Mbps,
10.2dB @ 4 m @ 200 Mbps,
12.2dB @ 2 m @ 480 Mbps
Symbol period 312.5 ns OFDM symbol
Multipath mitigation method | 1-tap (robust to 60.6 ns delay spread)
A. Batra, et. al. “TI Physical Layer Proposal for IEEE 802.15 Task Group 3a,” IEEE
P802.15-03/142r0. March 3, 2003.
Page 6
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Ma

ndke 2003A at Page 24
Company ' XtremeSpectrum
Spectrum Allocation:
# of bands 2
Bandwidths 1.368 GHz, 2.736 GHz
Frequency ranges 3.1 GHz - 5.15 GHz, 5.825 GHz - 10.6 GHz
' Modulation Scheme BPSK, QPSK
Coexistence method null band for WLAN (~5 GHz)
Multiple access method Ternary COMA
# of simultaneous piconets 4 piconets/band
Error correction codes Convolutional code, Reed-Soloman code
Code rates Y2 @ 110 Mbps, RS(255,223) @ 200 Mbps,
RS(255,223) @ 480 Mbps
Link margin 99dB @ 10m @ 110 Mbps,
13.2dB @ 4 m @ 200 Mbps,
34dB @ 2 m @ 600 Mbps
Chip duration 731 ps (Low band), 365.5 ps (High band)
Multipath mitigation method | Decision feedback equalizer

R. Roberts, “XtremeSpectrum CFP Document,” IEEE P802.15-03/154r1. March 3, 2003.

ndke 2003A at Page 27
Company ' Discrete Time
Spectrum Allocation:
# of bands 15 bands
Bandwidths 500 MHz
Frequency ranges 3.1 GHz - 10.6 GHz,
Modulation Scheme QPSK, FH
Coexistence method sacrifice 2 band for WLAN coexistence (5 GHz)
Multiple access method FDMA
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates % @ 110 Mbps
Link margin 15.1dB @ 4m @ 110 Mbps,
12dB @ 4 m @ 220 Mbps,
11.1 dB @ 4 m @ 480 Mbps
Symbol period 8.9 ns @ 110 Mbps, 4.5 ns @ 200 Mbps,
2.1 ns @ 480 Mbps
Multipath mitigation method | not available

Roberto Aiello, “Discrete Time PHY Proposal for TG3a,” IEEE 802.15-03/099r1. March

2003.
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Fontana at 2
UWB APPLICATI ONS
Figure 1 1l1llustrates an ultra wideband, h
data transmission at rates of up to 128 k
center frequency 1in L-band (1.5 GHz) with
Peak power output from the UWB transceive
(worst case) of 640 pW. This results 1n a
range of approximately 1 to 2 km (with sm
10 to 20 miles with small gain antennas
Fontana at Figure 1
:,:.' R 1).3 1‘7 é{z Military Raowy/
Pricision Geolpcation Systém
?t??ﬂ._l’rnd't-(mlﬂw'
Figure 1. Full Duplex UWB Handheld Transceivers.
Fontana at 3
As 1n the above example, this radio was ¢
and had an operational range over water o
MHz) VHF military antenna Operational ra
from 1 to 5 miles with 1ntervening foliag
serious problem over water, even with UWB
angles (resulting 1in small differential d
reflection from the water surface. Thus,
conventional mnarrowband VHF/ UHF radios we
unique to the receiver design was the add
strong, in-band interferers commonly obse
in a "digipeater" mode in which packet st
radio to another via an intermediate TrTepe
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Font ana at

Figure 6. UWB Wireless Intercom Communications System (WICS).

Aiello 2273 at Fig. 2
200
é 207
\\
201 MEDIA
DEVICE
PROCESSOR
.
205
208~ TRANSCEIVER
28111 TR \\
210 22— RECEV 283
ROM RAM
‘\ \
215 212
FIG. 2
Chabas 2657 at Abstract
This telecommunications device (21, 22 or 23)
This system permits the devices forming 1t |to
devices with a plurality of transceiver devl] ce
exchanging information with other devices apnd/
Page 9 of



Cl ai ms Prior Art
Chabas 2657 at [0001]
The invention relates to a telecommunicatiopn
plurality of secondary stations 1including cfir
Soomro 456 at [ 000 8]
To address the above-discussed deficiencies
to provide, for use 1in an independent basic
(DFS) process enabled by a DFS element withi
owner, a DFS i1interval specifying the time uhp
specifying a time in beacon intervals until
next operating channel frequency from the spu
a time after the end of the DFS interval whe
information was received during the past DFf
beacons following the end of the channel sel
inter val
Melick 2146 at 8:11-16
According to one aspect of the present i e n
persistently maintaining the data on a t wlo
expiration properties The expiration pr efr
attributes The data can be 1in packets o s It
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802-15-3a at

PAR For m,

The intent of this project is to provide 2 standard for 2 low complexity, low cost, low power consumption alternate PHY for 802.15.3
(comparable to the goals for 802.15.3). The data rate will be hizh enough, 110 M's or more (see 182), to satisfy an evolutionary set of
consumer multi-medi2 industry needs for WPAN communications. The project will address the requirements to support multimedia data
types in mulitiple compliant co-located systems and 2ls0 cosxistance (18b)

14. Intellectual Property:
Sponsor has reviewed the IEEE patent policy with the working group? Yes
Sponsor is aware of copyrights relevant to this project? No
Sponsor is aware of trademarks relevant to this project? No
Sponsor is aware of possible registration of objects or numbers due to this project? No

15. Are you aware of other standards or projects with a similar scope? No
Similar Scope Project Information:

16. Is there potential for this standard (in part or in whole) to be i toani i ization for review/adoption?:
Do not Know

If ves, please answer the l‘ollomug qucnou

Which i ?

International Conuﬂ

Information?

17. Will this project focus on Health, Safety or Environmental Issues? No

18. Additional Explanatory Notes: (Item Number and Explanation)
182] The CFAs responses collectad by study group 802 15.SG32 over the past several months indicate an evolutionary market developing
for 2 group of applications that will not be 2ddressed by 802,153 onxmpgbzhdmm:s 2t Jeast 110 Mb's, will be required for
simultanzous time dependent 2pplications such 2s multiple HDTV video streams without s2crificing the requirements for low complexity,
low cost, 2nd low power consumption In 2ddition to 2t Je2st 110 Nbps data rate, 2dditional data rates, both lower and higher, may be
supported. 18b] It is in the best interest of users and the industry to strive for 2 level of coexistence with other wireless systems, especially
those in similar mariet spaces. Coexistence requirements will be establishad in SG3a selection criteria against which the proposals will be
evaluated

Gardner 709 at Abstract
A modified preamble 1s
relative to strict 802
(MIMO), where multiple
an extended transmitter
802. 11a can exist 1n ex
we |l 1 as extended device
to other devices such t
The modified preamble

estimates The modi fied
and/ or extended modes (
802. 11a devices
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Cl ai ms Prior Art
Gardner 2709 at FIG. 3
106
102(1)
Wuclcss/—le :ﬂ
Device Q—R._jﬁ
102(2)
R e
L =
egacy\ —p T,
Wu\«ﬂ
Wireless
Space
FIG. 3
Gardner 709 at [ 001 4]
FIG. 3 i1illustrates several devices coupled yia
[ la] at least oht wesewwsbli known and routine at the time of |th
transceiver for[teignalude dataleast one receiver or transceilve
reception from|erntent mobroadband wireless repeater or relay d
devices; not to disclose this limitation, a person of |or
existing broadband wireless repeater or relay t
reception from one or more devices” as claimed
in Defendants’” other i1invalidity charts The s e
least one receiver or transceiver for signal |or
incorporated into a broadband wireless repeatier
Engels 2850 at Abstract
An indoor to outdoor wunit 1s described for pla
of the building The unit has 1rst antenna
Page 12 o
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8
:31-48
Network entry devices 114 and end user devifg
example, user devices 104 can include 1ndivi
handheld electronic devices, telephones, I nit
the 11ke. Network entry devices 114 can 1ncl
wireless access points, data communications
Branch Exchanges (PBXs), virtually any devifl
the 11ke. The di creet boundaries of i1infrast
may 1nclude a server outside of the 1llustrip
101" . In another example, there may be a pof
l] ocated in a remote net work, such as Internl
Mandke 2003A at 2
IEEE 802.15.3 would not be able to provide
applications. In November 200T1, an additionjf
formed to identify a higheould support da
Page 14
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Cl ai ms Prior Art
Mbps and 480 Mbps over short ranges of 1ess
wideband (UWB) devices prompted many compani
layers to ITEEE 802.15. 3a
Mandke 2003A at 5
TG3a has set out to develop a flexible stanid
1 0 m, 200 Mbps at 4 m, and 480 Mbps at an unsfip
new standard will enable a broad range of ap
video. The goal of this paper 1s to explore
offs faced by standards developers, and the
unique aspects of i1indoor UWB channels and th
compares a traditional i1impulse radio approaft
has been employed in many TG3a proposals). S
forth by TEEE 802.15.3a, and categorize th
the current state of UWB technology as 1t 71l
Mandke 2003A at Page 24
Company [ Texas Instruments
Spectrum Allocation:
# of bands 3 (additional bands can be added in the future)
Bandwidths 503.25 MHz
Frequency ranges 3.168 GHz - 4.752 GHz
Modulation Scheme TFI-OFDM, QPSK
Coexistence method null band for WLLAN (~5 GHz)
Multiple access method not available
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates 11/32 @ 110 Mbps, 5/8 @ 200 Mbps, 3% @ 480 Mbps
Link margin 55dB @ 10m @ 110 Mbps,
102dB @ 4 m @ 200 Mbps,
12.2dB @ 2 m @ 480 Mbps
Symbol period 312.5 ns OFDM symbol
Multipath mitigation method | 1-tap (robust to 60.6 ns delay spread)
A. Batra, et. al. “Tl Physical Layer Proposal for IEEE 802.15 Task Group 3a,” IEEE
P802.15-03/142r0. March 3, 2003.
Page 15



Cl ai ms

Prior Art

Ma

ndke 2003A at Page 24
Company ' XtremeSpectrum
Spectrum Allocation:
# of bands 2
Bandwidths 1.368 GHz, 2.736 GHz
Frequency ranges 3.1 GHz - 5.15 GHz, 5.825 GHz - 10.6 GHz
' Modulation Scheme BPSK, QPSK
Coexistence method null band for WLAN (~5 GHz)
Multiple access method Ternary COMA
# of simultaneous piconets 4 piconets/band
Error correction codes Convolutional code, Reed-Soloman code
Code rates Y2 @ 110 Mbps, RS(255,223) @ 200 Mbps,
RS(255,223) @ 480 Mbps
Link margin 99dB @ 10m @ 110 Mbps,
13.2dB @ 4 m @ 200 Mbps,
34dB @ 2 m @ 600 Mbps
Chip duration 731 ps (Low band), 365.5 ps (High band)
Multipath mitigation method | Decision feedback equalizer

R. Roberts, “XtremeSpectrum CFP Document,” IEEE P802.15-03/154r1. March 3, 2003.

ndke 2003A at Page 27
Company ' Discrete Time
Spectrum Allocation:
# of bands 15 bands
Bandwidths 500 MHz
Frequency ranges 3.1 GHz - 10.6 GHz,
Modulation Scheme QPSK, FH
Coexistence method sacrifice 2 band for WLAN coexistence (5 GHz)
Multiple access method FDMA
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates % @ 110 Mbps
Link margin 15.1dB @ 4m @ 110 Mbps,
12dB @ 4 m @ 220 Mbps,
11.1 dB @ 4 m @ 480 Mbps
Symbol period 8.9 ns @ 110 Mbps, 4.5 ns @ 200 Mbps,
2.1 ns @ 480 Mbps
Multipath mitigation method | not available

Roberto Aiello, “Discrete Time PHY Proposal for TG3a,” IEEE 802.15-03/099r1. March

2003.

Page
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Fontana at 2
UWB APPLICATI ONS
Figure 1 1l1llustrates an ultra wideband, handhe
data transmission at rates of up to 128 kb/ (
center frequency 1in L-band (1.5 GHz) with apn i
Peak power output from the UWB transceiver was
(worst case) of 640 pW. This results 1n a wpors
range of approximately 1 to 2 km (with smal]l a
10 to 20 miles with small gain antennas
Fontana at Figure 1
i :: R 1).3 1‘7 642 nmn;rv Rad:o!
Pricision Geolbcation System
st it e e o
Figure 1. Full Duplex UWB Handheld Transceivers.
Fontana at 3
Figure 3 illustrates a high-speed (up to 25| Mb
video and command & control i1information acrjpss
also designed to operate in the 1.3 to 1.7 |GHz
An earlier desi gn, developed under funding [fro
( DARPA), operated with a 500 MHz instantaneljous

Page 17 o
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Fontana at Figure 8

Figure 8. UWB Precision Geolocation System Transceiver.
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Fontana at Figure 10

Figure 10. UWB Backup Sensor.

Fontana at 7
Sever al variliants of

an ultra wideband backup sensor for

construction a

8 utilizes a 2.5 ns, 4| Wa
t range for the system f{i s
(smaller) or circularlly p
all and obstacle attenuft:i
ique feature of the sysi{tem
1tive, tunnel diode detlct
plethora of multipath et
as originally developed| to
an urban environment [t
r materiel location onblar
the Hummingbird radar hfyv
the detlpct
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[ Fi gure 10]
Operating with approximately 250 mW peak 1in
utilizes a dual antenna configuration for th
the vehicle. Ultra wideband provides a signi
provide precision range gating to eliminate
results in large false alarm rates This semn
Safety and Health
Aiello 2273 at Fig. 2
2(m\\
207
201 MEDIA
A\ DEVICE
PROCESSOR
205
208~1 TRANSCEIVER
281-—[{TRANSMITIER
210 282+ RECEIVER 283
ROM RAM
215 212
FIG. 2
Aiello 2273 at [0045]
Transceiver 208 receives and transmits data
includes a transmitter 281 which receives dja
signals that are then applied to antenna 283
time domain signal so that the associated sp
transmission |l oss.
Page 20
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Discrete Time Proposal at Slide 5

Summary

Compliant with FCC 02-48, UWB Report & Order

3.1-10.6GHz, 500MHz band spacing

Varies symbol rate and number of bands, from 16Mbps to 600Mbps at PHY-SAP
Scalable down to lower bit rates for lower power, lower cost

Due to time constraints this presentation addresses
— Frequency plan
— Modulation scheme
— Performance in AWGN channel
— MAC considerations
— Location awareness (contribution from Uri Kareev, Pulsicom)
— Concepts of pulse shaping and multiple access
Remaining material will be presented at the next opportunity in May 2003
— Performance in multipath
— Channelization
— Implementation feasibility
— Self evaluation criteria
— Other issues that will emerge from group’s feedback

Chabas 657 at Abstract

This telecommunications devi (21, 22 or 283)
This system permits th devices forming 1t [to
devices with a plurality of ansceiver devl] ce
exchanging information with other devices apnd/
Soomro 456 at [ 000 8]
To address the above-discussed deficiencies| of
to provide, for use 1n a independent basic| se
(DFS) process enabled y a DFS el ement within
owner, a DFS i1interval specifying the time upnt:i
specifying a time in beacon intervals until]| th
next operating channel frequency from the supp
a time after the end of the DFS interval whien
information was received during the past DF[S i
beacons following the end of the channel s
Page 21 o
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The intent of this project is to provide 2 standard for 2 low complexity, low cost, low power consumption alternate PHY for 802.15.3
(comparable to the goals for 802.15.3). The data rate will be hizh enough, 110 M's or more (see 182), to satisfy an evolutionary set of
consumer multi-medi2 industry needs for WPAN commurications. The project will address the requirements to support multimedia data
types in multiple compliant co-located systems and 2lso coexistence (18b)

at

14. Intellectual Property:
Sponsor has reviewed the IEEE patent policy with the working group? Yes
Sponsor is aware of copyrights relevant to this project? No
Sponsor is aware of trademarks relevant to this project? No
Sponsor is aware of possible registration of objects or numbers due to this project? No

15. Are vou aware of other standards or projects with a similar scope? No
Similar Scope Project Information:

16. Is there potential for this standard (in part or in whole) to be doption?:
Do not Know
If ves, please answer the following questions:
Which i O ization/C i
International Contact
Information?

toani ion for review

2

17. Will this project focus on Health, Safety or Environmental Issues? No

18. Additional Explanatory Notes: (Item Number and Explanation)
182] The CFAs responses collectad by study group 802 15.SG32 over the past several months indicate an evolutionary market developing
for 2 group of applications that will not be 2ddressed by 802.15.3. For example, high data rates, 2t Jsast 110 Mb's, will be required for
simultansous time dependent 2pplications such 2s multiple HDTV video streams without s2crificing the requirements for low complexity,
low cost, 2nd low power consumption In 2ddition to 2t Je2st 110 Mbps data rate, 2dditional data r2tes, both lower and higher, may be
supported. 18b] It is in the best interest of users and the industry to strive for 2 level of coexistence with other wireless systems, especially

those in similar market spaces. Coexistence requirements will be established in SG32 selection criteria 2g2inst which the proposals will be
evaluated

Page 2

[ 1b] at least oht wasnwemiltknown and routine at the i me of

transceiver forfteignalude Yataleast one transmitter r trans

transmission totbaecerwntembre broadband wireless repeater or r

devices, found not to disclose this I i1imitation a pers
modify an existing broadband wireless repeat g
signal or data transmission o one or more de
forth below and in Defendants’ other nvalidi
claimed “at least one transmitter ofr ransce.i
have been incorporated into a broadband wirel
6HH bove at row [ 1la].

[ lc] wherein thbtttwasnswelbvVekndéwn and routine at the ime of

signal or dat to include “wherein the transceiver for

Page

22

o< T < 70006

©n o< =

B — o0 =



© = O L O
- = o < SO E &8 8T e = S~ B 02 0w
=
° ete - — s csBPoaogTcocso s - 0SS - »m
— . fft o = molprl VO O - 0O s <
wn =
“— c o o < - n < Qi O =~ ®» S .~ 0O g 90
.1 o n - g ow o S 0 = < > & .
P . —
,m am O v n S S 0O S O ®m < o 80 =
w2
OMM G O o o g — = = w»m - T O g O o
- s h -4 =B O c” O S C [a+] o
nrmdgrn
o « s oo ol =) C wvn w- = . o O TV MH O -3
"~ O 8 0K o0 e o~ & — o s o
—_ S O = — - O
o o ° el <= [=R IS (=N S O .0 O
$—
— = HON“ L S O o © = tho
— o — en - a0 » [ O - O — =
w2 e
. =
.mtondpep N B0 & = O w»w O & © B - O — ®m
M 0 o Vi E0 e e ¥ o & & N 8 £ ® ©
. S
m mero T o O e — 3 o 2 o — o 8 o
o > hﬂ - = O 3.9 T & & O it = D
— .
mn OHle = O < 0.~ o - o O a e )
. tf - - =0 o g o - O »w O .~ 8 o
o o —_—— = 0 . 8T O .o — ) .
wn w2
o o a Me S ET oS ne OO0 O - TS = O ®»
eHnH ) o o T S - 9= O - T w»n — O - O O
wn .
P H < 8 g — ® o o S 0. e O
b ©»
b - O nn O+ O =2 OB O wn tontd -
- = 0 v - -8 0O »n « o
°c .= c & ~o0 o.c<- - o oo >
O O & © & » O w— <
° CehgaCtOTee O AN\ — -~ rtaette
o] TV T — 8 O e 5] (@\] < (=R o]
O O = O .~ 9 O wm -
wn w2 7]
S v w8 S 8 O 0 O w— o oo &
v 8 B4 > O w < ¥
& o “ oS g g B o ..gd — AerStO
o o S 9 — 0O - O (=i — O < B >
«| 827° WTE=o0° « T o <o < = T o e=
[P — + + | SR S
Ll BE 0 .~ = ©
0o 5 .o o o — 0 = O > = O o Ged © = = = O
$— $—
A — rUCttt.lanmtm o — -
R 0O - O =8 O O n No)
9eW > > OOOba |7, O O « Sdtnnfr
=~ a c o = Ml © —~ Ve =& e E o~ ® n oS00 ow
w2 . -
° - = - T O AT O~ & O.S 4w £ o <= £ .- >
o= = = - e e o = - O &~ = O O B =) i -
mfrea QO &~ + wm = D
= R =7 OV S~ & O OO VSO S
a B 0O 8 = ©n = »n O O — = em
@ o o O e 0 O o |7, B D JRE RN N B o O >
9]
ﬂbuehehafpgnfloehIUtlrn o g <8 O O Y«
C O ww nee<docduwe s <.n O — — ©
R A - o
- B ¥ - 0 - o M1 R
= o
o €
G =)
o <
- O
O i o0
> N -
O .~ O
w | o 8 o
m wvn wnn O
- nnf
< < & 4
— L R )
O| « «

23

Page



or Ar t

Pri

556 at FI

2

Roese

st
AV Y /\
8 'Ol f_ Sy
= wu >wc uSuo anU» MS 2N8Nd. \
zww

~ a_ly_\_ * T _
\ A~ T
o [
[ Ml |
& //vl-_

| 3omao
bty KWm:

30130 W >wo

\
ﬂ s = \

NOIVONdY —

" I\ e
T

A \/\/l\/|\/.\ — 7&([

ms

Cl ai

24

Page



Cl ai ms Prior Ar t

Aiello 2273 at Fig. 2

200~_
< 207
201 MEDIA
~ DEVICE
PROCESSOR
205
208~ TRANSCEIVER
281~ {TRANSMITTER
210 282+ RECEIVER
ROM RAM
215 212
FIG. 2

Aitello 72273 at [0021]

If the device has <con
dat a. The synchroniza
use 1in processing the
the transmitting devi
the packet may also b
and sent to the trans

At ello 72273 at [0046]

Receiver 282 receives
dat a. The data 1s the
receiver for UWB sign
recognize that that p
transceiver 208 need
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Aiello 2273 at [0055]
fter the payload is generated, the processof i
fr the control header and generated paylojad.
Th transmitter 1in the transceiver then trapnsm
Chabas 2657 at Abstract
This telecommunications device (21, 22 or 23)
This system permits the devices forming 1t o
devices with a plurality of transceiver devij ce
exchanging information with other devices amnd/
[1d] a controllltt whsastwebl chné6wguaed routine at the time of |[the
or configurabletdbornopuadeti@ancontroller that 1s configured or c
one or more wirlebassohbeéewockmmunicating with said at least dne
said controllerfleeammuoneatragsmitter or transceiver for signal
with said at lenepeonerroecervbayodisclosed in any of Defendants
transceiver forlaspgnabdbnoofdatdinary skill 1n the art would have
reception and spegdeateteastreheay to include “a controller that
transmitter or |[wranabesgsveet Worksjgamnald controller communicat/ing
or data transmijldafenreception and said at least one transmitter
light of the teachings 1n the references set |[for
art references further demonstrate that the ¢l ai
operation in one or more wireless mnetworks, sl a i d
transceiver for ignal or data reception and |sali
transmission” would have been incorporated 1nto
expectation of swuccess
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Aiello 2273 at Fig. 2
2(x)‘\
e 207
201 MEDIA
\ DEVICE
PROCESSOR
205
208~ TRANSCEIVER
281——{TRANSMITIER :
210 22— RECEIVER 283
ROM RAM
215 212
FIG. 2
Aiello 2273 at [0021]
If the device has control of the system, thi
dat a. The synchronization data 1s used as dg
use 1in processing the received data. Encrypt
the transmitting device, a destination addre
the packet may also be included in the contrf
and sent to the transmitter The transmittef]
Aiello 2273 at [0043]
FIG. 2 i1llustrates a block diagram of a devi
Device 200 includes a processing unit 201.
or any combination thereof that executes 1n
Processor 201 1s connected to a volatile me
me mory bus 212 RAM 212 stores data and 1nst¢{
application Processor 201 1s also connecte
215 via memory bus 210 ROM 215 stores 1inst
Page 28
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unit 201 to perform basic applications mneedfd
Aiello 72273 at [0044]
Input/ Output (I/0) Bus 205 connects processi/|
device 208 1s a device that wuses the data r
a function. In a home entertainment system,
speaker s, a stereo or other such device. On e
execute other application for providing otheg
from the other functions of media device 20
Aiello 2273 at [0059]
A process 400 by which a device in decentral
il lustrated 1in FIG. 4 . Process 400 begins wh
converted to data by a receiver 1in the devif
410, the control header of the received pack
device determines whether the packet 1s addrp
addressed to the receiving device, process H#
[ le] wherein at|ltewas wabl oknewndand routine at the time of
receiver or tranhecenvbkbndéot¥Y¥whegaah of least one of said rece
data reception |andtsandcéerwasmfotesignal or data transmissiqg
or transceiver |[6ocupigdabandwddth of 100 MHz or more or have
transmission eijmhee. 3r Tbothe extent a broadband wireless 71ep
transmit and rechawvtsatsafiound not to disclose this 1imitat:i
instantaneous otoomedaf} eancepistding broadband wireless 1 epe¢
bandwidth of 100r Midlgcervemnpr Eonprsignal or data reception and
have a data traaestmhesion batbk dDfansmit and receive at an 1ns
100 Megabits pehavecandabva mparesmission rate of 100 Megabits
references set forth below and in Defendants’
demonstrate that the claimed “wherein at 1eas
and said transmitter or transceiver for signa
instantaneous or overall occupied bandwidtel
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alt-PHY should scale up to 480 Mbps and beyjpnd
able to support the scaling of the alt-PHY.
Mandke 2003A at 12
The proposed PHY should operate 1in the c¢closl p
of 110 Mbps, 200 Mbps and the optional 480 Mbp
estimating the packet error r1ate
Mandke 2003A at Table 4
Company | Texas Instruments
Spectrum Allocation:
# of bands 3 (additional bands can be added in the future)
Bandwidths 503.25 MHz
Frequency ranges 3.168 GHz - 4.752 GHz
Modulation Scheme TFI-OFDM, QPSK
13
Mandke 2003A at Table 4
Coexistence method null band for WLLAN (~5 GHz)
Multiple access method not available
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates 1132 @ 110 Mbps, 5/8 @ 200 Mbps, % @ 480 Mbps
Link margin 55dB @ 10m @ 110 Mbps,
102dB @ 4 m @ 200 Mbps,
12.2dB @ 2 m @ 480 Mbps
Symbol period 312.5 ns OFDM symbol
Multipath mitigation method | 1-tap (robust to 60.6 ns delay spread)
Table 4: Overview of the TI Physical Layer Proposal for IEEE 802.15.3a [22].
Page 31 o
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Mandke 2003A at Table 5
Company . XtremeSpectrum
Spectrum Allocation:
# of bands 2
Bandwidths 1.368 GHz, 2.736 GHz
Frequency ranges 3.1 GHz-5.15 GHz,
5.825 GHz - 10.6 GHz
Modulation Scheme BPSK, QPSK
Coexistence method null band for WLAN (~5 GHz)
Multiple access method Avoidance
# Of simuiianeous piconets Ternary COMA
Error correction codes Convolutional code, Reed-Soloman code
Code rates Y @ 110 Mbps, RS(255,223) @ 200 Mbps,
RS(255,223) @ 480 Mbps
Link margin 99dB @ 10m @ 110 Mbps,
132dB @ 4 m @ 200 Mbps,
3.4dB @ 2 m @ 600 Mbps
Chip duration 731 ps (Low band), 365.5 ps (High band)
Multipath mitigation method | Decision feedback equalizer

Table 5: Overview of the XtremeSpectrum CFP Document [23].

Mandke 2003A at Table 6
Company " Intel
Spectrum Allocation:
# of bands 7 (+ optional 6 bands for future use)
Bandwidths 550 MHz
Frequency ranges 3.6 GHz - 6.9 GHz, (7.45 GHz — 10.2 GHz optional)
Modulation Scheme M-ary Bi-orthogonal Keying, QPSK
Coexistence method null band for WLAN (~5 GHz)
Multiple access method DS/FH CDMA, optional FDMA
# of simultaneous piconets not available
Error correction codes Convolutional code, Reed-Soloman code
Code rates 6/32 @ 110 Mbps, 5/16 @ 200 Mbps, % @ 480 Mbps
Link margin 63dB @ 10 m @ 108 Mbps,
8.0dB @ 4 m @ 288 Mbps,
4.0dB @ 4 m @ 577 Mbps
Symbol period 3ns
Multipath mitigation method | frequency interleaving of MBOK chips; time frequency

codes: feed forward filter

Table 6: Overview of the Intel CFP Presentation fora UWB PHY [24].

Page
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Mandke 2003A at Page 24
Company | Texas Instruments
Spectrum Allocation:
# of bands 3 (additional bands can be added in the future)
Bandwidths 503.25 MHz
Frequency ranges 3.168 GHz - 4.752 GHz
Modulation Scheme TFI-OFDM, QPSK
Coexistence method null band for WLLAN (~5 GHz)
Multiple access method not available
# of simultaneous piconets not available
Error correction codes Convolutional code
Code rates 11/32 @ 110 Mbps, 5/8 @ 200 Mbps, 3% @ 480 Mbps
Link margin 55dB @ 10 m @ 110 Mbps,
10.2dB @ 4 m @ 200 Mbps,
122 dB @ 2 m @ 480 Mbps
Symbol period 312.5 ns OFDM symbol
Multipath mitigation method | I-tap (robust to 60.6 ns delay spread)

A. Batra, et. al. “TI Physical Layer Proposal for IEEE 802.15 Task Group 3a,” IEEE
P802.15-03/142r0. March 3, 2003.

ndke 2003A at Page 24
Company | XtremeSpectrum
Spectrum Allocation:
# of bands 2
Bandwidths 1.368 GHz, 2.736 GHz
Frequency ranges 3.1 GHz-5.15 GHz, 5.825 GHz - 10.6 GHz
Modulation Scheme BPSK, QPSK
Coexistence method null band for WLAN (~5 GHz)
Multiple access method Ternary CDMA
# of simultaneous piconets 4 piconets/band
Error correction codes Convolutional code, Reed-Soloman code
Code rates % @ 110 Mbps, RS(255,223) @ 200 Mbps,
RS(255.223) @ 480 Mbps
Link margin 99dB @ 10m @ 110 Mbps,
132dB @ 4 m @ 200 Mbps,
34dB @ 2 m @ 600 Mbps
Chip duration 731 ps (Low band), 365.5 ps (High band)
Multipath mitigation method | Decision feedback equalizer

R. Roberts, “XtremeSpectrum CFP Document,” IEEE P802.15-03/154r1. March 3, 2003.
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Mandke 2003A at Page 27

Company Discrete Time
Spectrum Allocation: '
# of bands 15 bands
Bandwidths 500 MHz
Frequency ranges | 3.1 GHz - 10.6 GHz,
Modulation Scheme QPSK, FH
Coexistence method sacrifice 2 band for WLLAN coexistence (5 GHz)
Multiple access method FDMA
# of simultaneous piconets ' not available
Error correction codes Convolutional code
Code rates | % @ 110 Mbps
Link margin 15.1 dB @ 4m @ 110 Mbps,
12dB @ 4 m @ 220 Mbps,
11.1 dB @ 4 m @ 480 Mbps
Symbol period 89 ns @ 110 Mbps, 4.5 ns @ 200 Mbps,
2.1 ns @ 480 Mbps
Multipath mitigation method | not available

Roberto Aiello, “Discrete Time PHY Proposal for TG3a,” IEEE 802.15-03/099r1. March
2003.

Font ana at 2

UWB APPLICATI ONS

Figure 1 1llustrates an ultra wideband, h a
data transmission at rates of up to 128 kb
center frequency 1in L-band (1.5 GHz) with
Peak power output from the UWB transceiver
(worst case) of 640 pW. This results 1n a
range of approximately 1 to 2 km (with s ma
10 to 20 miles with small gain antennas
Fontana at 3

Figure 3 1llustrates a high-speed (up to 2
video and command & control information ac
also designed to operate 1in the 1.3 to 1.7
An earlier design, developed under funding
( DARPA) , operated with a 500 MHz instantan
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Fontana at Figure 10

Figure 10. UWB Backup Sensor.

Font ana at 7

Several variants of the Humminghbir

an ultra wideband backup sensor fo

construction and mining vehicles

[ Fi gure 10]

Operating with approximately 250 m

utilizes a dual antenna configurat

the vehicle. Ultra wideband provid

provide precision range gating to

results in large false alarm rates

Safety and Health.

Aiello 2273 at [0003]

The present 1nvention relates to a

frequencies. More particularly, th

centralized system and where the d

transmitting data using UWB in a h

Aiello 72273 at [0014]

UWB i1is a form of radio transmissio

range of frequencies. A UWB signal

exampl e a UWB signal with cent e
t

1
conven
d

a
onal RF technologies, UWB
pul se e d
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Aiello 2273 at [0015]
Therefore UWB has several inherent features
communications for systems, such as home ent
of frequencies already designated for other
density which allows coexistence with other
low probability of multi-path fading and 1nt
Aiello 2273 at [0017]
The above and other roblems are solved and
system of this invention. This invention prl
required for multi-media applications such Ja
wide range of loads. Loads mean the amount
provides a wireless system that supports mifx
video and audio data as well as burst traffi
Aiello 2273 at [0019]
In accordance with this 1nvention, each i
transmitter and RF receiver. The transmittery
signals. The transceiver 1s connected o a
receive data packets vi UWB.
Aiello 2273 at [0020]
The processing unit executes 1instructions fi
in accordance with this invention. In accorgd
requires a data transmission receives UWB si
is 1dle of transmissions, the processor diri
then waits to receive arbitration pulse sigmn
processor then determines whether device hagtg
Aiello 2273 at [0021]
If the device has control of the system, t hi
data. The synchronization data 1s used as df
use 1n processingption 1nitialization data,
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the transmitting device, a destination addr
the packet may also be included in the cont
and sent to the transmitter The transmitte
Aiello 2273 at [0055]
fter the payload is generated, the processorf
fro the control header an generated paylof
The transmitter 1in the transcerid r then trahp
Aiello 72273 at [0059]
A process 400 by which a device 1in decentral
illustrated in FIG. 4. Process 400 begins wh
converted to data by a receiver 1n the devifl
410, the control header of the received pack
device determines whether the packet 1s addrf
addressed to the receiving device, process @4
Mandke 2003B at 23
On February 14, 2002, the FCC amended the Pl
include the operation of wultra wideband (UWB
offers tremendous capacity potential (severi
power (mean EIRP of -41.3 dBm/ MHz) . The FCC
(the ratio of baseband bandwidth to RF carri
greater than 500 MHz UWB bandwidth 1s defimn
10 dB below the highest radiated emission” |
Page 38
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Mandke 2003B at Figure 2

IEEE 802.15
WPAN

[

|

IEEE 802.15.1

* Based on Bluetooth
standard

* 732 kbps

* Range: 10 meters

IEEE 802.15.2

* Develop coexistence
model and mechanism

 Collaborative and non-

collaborative coexis-
tence between WLAN
and WPAN

IEEE 802.15.3
* 10 - 55 Mbps
* Range: 30 — 50 meters

* Spectrum: 2.4 GHz
ISM band

IEEE 802.15.4

* Low power
* 20 — 250 kbps
* Range: 10 — 75 meters

* Spectrum: 2.4 GHz

* Spectrum: 2.4 GHz band, 915 MHz band,
ISM band and 868 MHz
J IEEE 802.15.3a

* “Very” high data rate
WPAN

* 110 — 480 Mbps
* Range: less than 10 m
* Spectrum: 3.1 -10.6

GHz
- )

Figure 2 - Organization of IEEE 802.15.

Mandke 2003B at 23

The fact that the FCC specified that UWB be
UWB can occupy several GHz o bandwidth usi
Time Domain [ 23], [ 307]), the 500 MHz bandwi
consider channelization, or a multiband app
against foreign governments who may mnot aut
Mandke 2003B at 24

The remainder of this article focuses on th
concerned with very high data rate WPAN, w h
formed in late 2001 to identify a higher sop
task group 1s aimed at developing physical
480 Mbps over short ranges of less than 10
layer) . It should be noted that 802.15. 3. a
same MAC layer as ITEEE 802.15.3, which 1s d

= - as
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Mandke 2003B at Table 2
Parameter Value
Data rates (mea- 110, 220, and (optional 450 Mbps
sured at PHY-SAP)
| Rango 10 m. 4 m and bolow
Power i 100 mW and 250 mW
Power management | Capabiliites such as power save, wake
modes up etc
Co-located piconets | 4
Interforence Robust to IEEE systoms, PER <8% for
suscoptibility n(O?Abyupuke‘
Ci : d d rfc to IEEE sy
capability interforing average power at least 6 dB
below the minimum seasitivity level of
non-802.15.3a device
Cost Similar to Bluctooth
1 1 3 nfe i whr L d
to a suitable cntity
Scalability Backwards compatibility with 802.15,
d ble to various regulatory regions
Mu&elﬂimnmmw
Japan)
Signal Acquisition | <20 ps for acquisition from the begin-
ning of the preamble to the beginning
of the header
Antenna Sizo and form factor consistent with
practicality original device
Table 2 - Summary of Technical Requirements and
Selection Criteria for 802.15.3a. (19, 20).
Mandke 2003B at 25
The flexible standard to be developed by TGJ3
necessary for wireless USB) WP AN over a <cofs
802.15.3 MAC layer which 1is already well delf
of applications, including ultimedia requifl
conferencing.
Page 40
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Mandke 2003B at Tabl e 3

Spectrum Allocation
No. of bands 3 (1st generation bands),
10 optional bands
Bandwidths 528 MHx
Froquency ranges Group A- 3.1684.752 GHz
Group B: 4.762.6.072 GHx
Group C: 6.072.8.184 GHxz
Group D: 8.184-10.296 GHz
Modulation scheme | TFI.OFDM (with 128-point FFT),
QPSK
Coexistence method | Null band for WLAN (-5 GHz)
Multiple acocss Time-froquency interleaving
method
No. of simultancous | 4
piconcts
Error correction codes| Convolutional code
Code rates 11732 @ 110 Mbps, 58 @ 200 Mbps
3/4 @ 480 Mbps
Link margin 53dB@ 10 m @ 110 Mbps
10.0 dB @ 4 m @ 200 Mbps
11.5 dB @ 2 m @ 480 Mbps
Symbol period 3125 ns OFDM symbol
Multipath mitigation | 1-tap (robust to 60.6 ns delay spread)
method

Table 3 - Overview of the Tl Multiband-OFDM
Physical Layer proposal supported by the newly-
formed Multiband-OFDM Coailifion (28, 43).

Mandke 2003B at 25

After 1ts July 2003 meeting, TG3a 1is mnow Ilef
OFDM-based multiband approach which uses 528
and four optional upper band channels) suppl
Spectrum- Motorola dual-band Impulse Radio s
(above the 5.2 - 5.8 GHz unlicensed band) apm
unlicensed band), and which exploits all of
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Mandke 2003B at Table
Spectrum Allocation

No. of bands 2

Bandwidths 1.368 GHz, 2.736 GHz

Froquency ranges 22 -5.15GHz
5.825 - 10.6 GHz

Modulation scheme | BPSK, QPSK, DS SS

Coexistence method | Null band for WLAN (-5 GHxz)

Multiple acooss Ternary CDMA

No. of simultancous | 8

piconets

Error correction codes| C lutional code,
Rood-Solomon code

Code rates V2@ 110 Mbps
RS(255,223) @ 200 Mbps
RS(255,223) @ 450 Mbps

Link margin C7dB@ 10 m @ 114 Mbps
11.9dB @ 4 m @ 200 Mbps
1.7dB @ 2 m @ 600 Mbps

Chip time 731 ps (Low band),
365.5 ps (High band)

Multipath mitigation | Decision foodback oqualizer and RAKE

mathod

Table 4 - Overview of the Xireme Spectrum CFP

Document (30).

Ti me
» Meet all system requirements
— 7.1dB link margin at 110Mbps (30ft)
— 12dB link margin at 220Mbps (12ft)
— 11.1dB link margin at 480Mbps (12ft)

Discrete Proposal

4

at

S11de

4

Page
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Discrete Time Proposal at Slide

Summary

» Compliant with FCC 02-48, UWB Report & Order

+  3.1-10.6GHz, 500MHz band spacing

« Varies symbol rate and number of bands, from 16Mbps to 600Mbps at PHY-SAP
« Scalable down to lower bit rates for lower power, lower cost

- Due to time constraints this presentation addresses
— Frequency plan
— Modulation scheme
— Performance in AWGN channel
— MAC considerations
— Location awareness (contribution from Uri Kareev, Pulsicom)
— Concepts of pulse shaping and multiple access
« Remaining material will be presented at the next opportunity in May 2003
— Performance in multipath
— Channelization
— Implementation feasibility
— Self evaluation criteria
— Other issues that will emerge from group’s feedback

Page
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Discrete Time Proposal at Slide

FCC compliant

Itis UWB but is similar in principle to frequency hopping
FCC compliant according to FCC UWB R&O

In this proposal the transmit signal occupies 500MHz at all times:
frequency change is used to reduce ISI, not to spread the spectrum

“Thus, as long as the transmission system complies with the fractional
bandwidth or minimum bandwidth requirements at all times during
its transmission, we agree that it should be permitted to operate under
the UWB regulations. We recognize that this may preclude certain
types of modulations, such as swept frequency (e.g., FMCW), stepped
frequency or frequency hopping systems. The current measurement
procedures require that measurements of swept frequency devices be
made with the frequency sweep stopped.” [FCC UWB R&O, B-32]

7
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Discrete

Time Proposal at Slide
Multi-band frequency plan

band# | fc (GHz) | fl (GHz) | t (GHZ) ,
1 3.35 3.1 36

2 3.85 36 41 -'nl nl n’ n n 'ﬂ n
3 435 41 46 2

4 4.85 46 5.1 p

5 5.35 5.1 56

6 5.85 56 6.1 =

7 6.35 6.1 6.6 .

8 6.85 6.6 71 g .,

9 7.35 71 76

10 7.85 76 8.1 &l m
11 8.35 8.1 86 2

12 8.85 86 9.1 o " W

13 9.35 9.1 96 | I

14 9.85 96 10.1 103 4 5 8 7 3 10 1
15 10.35 10.1 10.6 Saguancy (Gt}

*  500MHz bandwidth at —10dB point
+ Spaced 500MHz away

8
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Discrete Time Proposal

at S11ide 10

Modes parameters (Mbps vs. bands and hopping frequency)

/ Basic preamble rate
40

# of bands/Hopping freq (MHz) 16 32
1 16 32 40
2 32 64 80
3 48 96 120
4 64 128 160
5 80 160 200
6 96 192 240
7 112 224 280
8 128 256 320
9 144 288 360
10 160 320 400
11 176 352 440
12 192 384 480
13 208 416 520
14 224 448 560
15 240 480 600

Low bit rate mode

Mandatory modes

Optional mode

Page
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Discrete Ti1 me

Multiple access scheme: fractional bands

band® | fc (GHz) | 7l (GHz) |  (GHz)
1 3.35 31 3.6
2 3.85 36 21
3 235 21 26
3 2.35 46 51
5 535 51 56
3 585 56 61
7 635 61 56
] 5.85 56 71
g 7.35 71 76
10 7.85 7.6 31
1 335 31 36
12 3.85 36 91
13 935 91 96
12 9.85 96 101
15 10.35 101 106

Proposal at Slide
band# | fc (GHz) | Al (GHz) | f (GHz)
15 3.6 3.35 3.85
25 4.1 3.85 4.35
35 4.6 4.35 4.85
45 51 4.85] 5.35
55 5.6 5.35 5.85
6.5 6.1 5.85 6.35
7.5 6.6 6.35] 6.85
8.5 [&] 6.85] 7.35
9.5 7.6 7.35 7.85
10.5 8.1 7.85 8.35
11.5 8.6 8.35 8.85
12.5 9.1 8.85] 9.35
13.5 9.6 935 9.85
14.5 10.1 9.85 10.35

- Fractional bands are placed between the integer bands: their center frequencies
are 250MHz off with respect to the integer bands

» This allows frequency division multiplexing
» Collision with co-located piconets is further reduced by hopping sequences and

low duty cycle

17
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Discrete Time Proposal at Slide

Flexibility

« Scalable bit rate (from 16Mbps to 600Mbps)
« Control individual bands to manage

— Interference

— Co-existence

— Worldwide regulations
« Scale power consumption

— Variable number of bands

— Variable hopping and symbol rate

28
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Discrete Time Proposal at Slide 29

Conclusions

UWB multi-band system

Similar to frequency hopping

Meet all system requirements
— 7.1dB link margin at 110Mbps (30ft)
— 12dB link margin at 220Mbps (12ft)
— 11.1dB link margin at 480Mbps (12ft)

Low signal repetition frequency to reduce 1SI and need for high speed digital
circuits (lower power consumption)

“Narrow” UWB bandwidth to reduce complexity

Remaining material will be presented at the next opportunity in May 2003

Page

49



Cl ai ms

Prior Art

802-15-3a at PAR For m, Page 2
The intent of this project is to provide 2 standard for 2 low complexity, low cost, low power consumption alternate PHY for 802153
(comparable to the goals for 802.15.3). The data rate will be high enough, 110 M's or more (see 182), to satisfy an evolutionary set of
consumer multi-medi2 industry needs for WPAN communications. The project will address the requirements to support multimedia data
types in multiple compliant co-located systems and 2lso coexistence (18b)
14. Intellectual Property:
Sponsor has reviewed the IEEE patent policy with the working group? Yes
Sponsor is aware of copyrights relevant to this project? No
Sponsor is aware of trademarks relevant to this project? No
Sponsor is aware of possible registration of objects or numbers due to this project? No
15. Are you aware of other standards or projects with a similar scope? No
Similar Scope Project Information:
16. Is there potential for this standard (in part or in whole) to be i toani ion for review/adoption?:
Do not Know
If ves, please answer the following questions:
Which i O ization/C ittee?
International Contact
Information?
17. Will this project focus on Health, Safety or Environmental Issues? No
18. Additional Explanatory Notes: (Item Number and Explanation)
182] The CFAs responses collectad by study group 802 15.SG32 over the past several months indicate an evolutionary market developing
for 2 group of applications that will not be 2ddressed by 3. For example, high data rates, 2t Jeast 110 Mb's, will be required for
simultansous time dependent 2pplications such 2s multiple HDTV video streams without s2crificing the requirements for low complexity,
low cost, 2nd low power consumption In 2ddition to 2t Je2st 110 Mbps data rate, 2dditional data r2tes, both lower and higher, may be
supported. 18b] It is in the best interest of users and the industry to strive for 2 level of coexistence with other wireless systems, especially
those in similar market spaces. Coexistence requirements will be established in SG32 selection criteria 2g2inst which the proposals will be
evaluated
[ 1f] wherein saltd WwWasadbhhdknown and routine at the time of
wireless repeatjlto opnclteday“wherein said broadband wireless r
connected or conatwornbkblbathbonesofor connecting said one or
more network babhkbkhenedfof To the extent a broadband wireles
connecting saidiowel odimgpreharts i1is found not to disclose th
wireless mnetworlks wbtvhomaittoomedofy an existing broadband wi
more mnetwork bawkbehess repeater or relay 1is connected or c¢o
one or more wireless networks with said one ¢
in the references set forth below and in Def g
demonstrate that the claimed “wherein said br
to one or more network backbones for connecti
net work backbones” would have been 1ncorporat
reasonable expectation of success
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Bareis >373 at [ 003 6]
Referring now to FI
consistent with the
in the outside plant
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present disclosure ¢

Bareis >373 at [ 0042]
Referring now to FIG
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portion of the total available data traffi
immediately what portion of his/her networ
Roese 2556 at 1:38-47
Computing systems are useful tools for the
may 1include, but 1s not limited to, dat a, %
interconnections linking the computing syst
signals that represent the information. The
connections 1nclude for example, metal and
example infrared, acoustic, and radio wave
[ 1lg] wherein saltd WwWasadbhhdknown and routine at the time of
wireless repeatjfto oncledey“whenmeed $@id broadband wireless
support connectliscatyiandécoapabilities for one or more mobile
position locatijon raebabildiscbesé&drin any of Defendants’ ot hege
one or more mobpteson pbHrombieary skill 1in the art would hay
devices, and repeater or relay to include “wherein said br
and/ or position location capabilities for one
teachings 1in the references set forth below a
references further demonstrate that the c¢lain
support connectivity and/or position location
have been incorporated into a broadband wirel
Roese 2556 at Abstract
A method for location discovery 1in a data n
information from a neighboring network devi
based on the connection information. The me
location transmitted from the neighboring n
level of trust with the physical location b
of a variety of devices, such as a router,
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GATMER LOCATION
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INDEPENDENT OF
DEVICE

556 at FI

—1
ACTIATE OR
O'SCOVER
oevice
o (vep 290)
O . ke
ooesoewce | ¥
INCLUDE -
LOCATION |
NFORMATION? |
N (viep 215)
Ml

B -
ESTABLISH DEVICE
LOCATION

INFORMATIO!

(ep 230) .

REINTIATE LOCATION

FROM ANY STATE
ESTABLISH ADDITIONAL
PARAMETERS (.9, PORT NUMBERS.

# ADORESS, TWE STAMP)

(stop 238)

L -
INTEGRATE INTO
SYSTEM, ALLOW
NETWORK USAGE

(00 240)

FIG. 2
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v (step 520)

Roes e >556

at FIG.
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Roes e 556 at
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location information n also include a 1ev
information and can be trusted
relative mea ociated with the de-n
Page 6

(—ram

=

“ © 5 O 6 O

< =< 0 a

b—i< b—ﬂ-s

——



Cl ai ms Prior Art
the device location can be used 1in any umble
by, the system. For example, anywhere user [
required. In other words, the location f a
Roese 7556 at 2:66-3:12
The method can include receiving, at the firf
nei ghboring network device. The physical 1ol
net work device can be a first neighboring ni
receiving, at the first device, a second phyy
device and comparing the first physical Il och
confidence of an actual physical location off
level of trust with the physical location bp
include a router, a switch, a network entry
Roese 7556 at 3:14-38
In another aspect, there i1s a system includi
determine a physical location of a connectil
in communication with the connection point.
to receive the physical location from the ph
communication with the c¢client device, the nl
modul e. The physical location can be a first
a first neighboring network device. In this
net work device with a physical location modp
client device and transmit the second physifg
further configured to receive the second phiy
the second physical location to deter mine a
device. The system can associate a level of
physical location. The c¢client device can 1nf
device, a gateway, a wireless access point,
Roese 2556 at 4:5-29
Referring to FIG. 1, a location-aware systefm
according to locations of devices that use |
100 includes an inf multiple switching devi .
Page 62
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l ocation. For i1instance, cables are 1ead
(e.g., the jacks) are 1in fixed location
in a free space, such as though free ai
communication where the transmission me
instance, radio communication according
medium 119. Ot he wireless communicatio
communication (e. g., infra red, l aser s,
acoustic and mechanical waves. Wireless
l ocation in which communicating device
based network, a mobile device may be a
even thousands of feet away depending o
Roese 7556 at 8:28-44

Referring now to some detailed technigqu
types of wireless communication chosen
frequencies System 100 can employ diff
System 100 can employ a first group of
(e. g., 104, 114) that communicates Vi a
location of a device sing one oOr mor e
entry devices 114, such as 114a and 11
100 determines a device's location bas
of various techniques system 100 can e
Roese 2556 at 8:45-61

System 100 can employ a number of known
angle of arrival, and relative time del
such as by frequency hopping for short
employed for data exchange For example
Wireless access point 120b can operate
period of time, wireless access point 1
signal characteristics of a device comm
access point 120b periodically nd for
detect and determine signal characteris
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Cl ai ms Prior Art
Roes e 556 at :62-9:6
System 100 can employ phased-array searches
net work entry device 1s directed to maximiz
lobeing or lobe steering may be a staged pr
to get rough location information, which ma
can fine-tune the sweeps, 1 desired, wi t h
can conduct phased-array antenna searches a
with directional searching)
Roese 2556 at 27 -26
System 100 can perform calculations to appr
a function of signal strength attenuation (
range of y-z feet away). In addition to cal
signal characteristics and their correspond
characteristic database. A network administ
measuring predefined signal characteristics
for each of the locations. When subsequent]l
detects signal characteristic i1dentically
device 1s at that corresponding location I
mul tipl entries within the database to ext
signal characteristic and location associat
Roese 7556 at 127 -46
Using multiple frequencies and/ or connectio
location derivation techniques. For example
system 100 can use the error 1in location 1in
more accurately. In addition, the use of mu
received at 120a compared with signals rece
type of triangulation or averaging of signa
for that purpose. Multiple antennas (not sh
the relative separation of the antennas and
l ocation accuracy. System 100 also can empl
one or more devices As the accuracy of the
techniques, system 100 can assign a highe
Page 6
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BULRU $UW

SRHVH 1 DW +

SRHVH 1 DW +

7KH ORFDWLRQ LQIRUPDWLRQ RI 7DEOH DGGLWLRQDOO\ UQFO

$'HYLFH ,"" 7KH OHYHO RI WUXVW DV H[SODLQHG LQ PRUH
SUHGHILQHG UDQJH ZKHUH WKH UDQJH UHSUHVHQWY WKH
WUXVW JHQHUDOO\ FRUUHVSRQGYV ZLWK WKH WUXVWZRUW
SRLQW $ KLIJKHU OHYHO RI WUXVW YDOXH UHSUHVHQWYV D
DFFXUDWH UHOLDEOH DQG KDV QHLWKHU EHHQ DOWHUHG

GHYV
WU
KLQF
KLJ
RU

7KH GHYLFH ," XQLTXHO\ LGHQWLILHY WKH GHYLFH WKDW LV FF
LQIRUPDWLRQ HQDEOHV VA\VWHP WR VWRUH D PDS RI WKH St
7KLV LV EHQHILFLDO LI WKHUH DUH GHYLFHV DVYVRF

DFTXLUH DQG RU VWRUH WKHLU ORFDWLRQ LQIRUPDWLRQ
WR HQDEOH ORFDWLRQ VHUYHU WR WUDQVPLW ORFDWL

B\V)
RQ L

GHYLFH FDQQRW WUDQVPLW WKH ORFDWLRQ LQIRUPDWLRQ@ LW
YHULILHU IRU DSSOLFDWLRQV UHTXLULQJ YHULILHG ORFDWLRQC
DGGLWLRQ RU DV DQ DOWHUQDWLYH WR WKH GHYLFH ," )RU H|
SKRQH QXPEHU SURWRFRO W\SH DVVHW ," RZQHU DQG RU WK

$V GHVFULEHG DERYH RQFH WKH ORFDWLRQ GDWDEDVH L

/ HV

LQIRUPDWLRQ WR D GHYLFH ZKHQ WKDW GHYLFH FRQQHFWYV W|
ORFDWLRQ LQIRUPDWLRQ WR GHYLFHV RXWVLGH RI LQIUDVYWU?)
).*6 DQG LOOXVWUDWH DGGLWLRQDO H[DPSOHV RI V\VWHP
VWHSV VA\VWHP SHUIRUPV IURP GLVFRYHULQJ D GHYLFH V F
DFFHVV WR WKH QHWZRUN ), * LOOXVWUDWHY PRUH VSHEFLILI
ORFDWLRQ RI WKH GLVFRYHUHG GHYLFH ,Q RWKHU ZRUGYV ,x
GHWDLO

SRHVH 1 DW +
), * EURDGO\ LOOXVWUDWHY DQ H[DPSOH RI D VHTXHQFH |[RI V
GHYLFH V FRQQHFWLRQ WR V\VWHP WR DOORZLQJ WKH GHYI
ORFDWLRQ LGHQWLILFDWLRQ SURFHVYV RI1),* VA\VWHP D
GHYLFH GHVWLQHG IRU D QHWZRUN DVVRFLDWLRQ RU D GHYLH
VWHS WKH GHYLFH IRU ORFDWLRQ LQIRUPDWLRQ 7KDW OR
W\SH I ORFDWLRQ LQIRUPDWLRQ GRHV QRW H[LVW V\VW

3DJH R
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BULRU $UW

LWV RZQ ORFDWLRQ ,I WKH ORFDWLRQ LQIRUPDWLRQ GRH
VI\VWHP HVWDEOLVKHV VWHS WKH GHYLFH ORFDWLR
LI WKH V\VWHP DVVLIQV D OHYHO RI WUXVW YDOXH IRU
SUHGHILQHG WKUHVKROG FDQ YDU\ GHSHQGLQJ RQ WKH Q
VHQVLWLYH LQIRUPDWLRQ DQG DSSOLFDWLRQV UHTXLUH D

SRHVH 1 DW +

SHIHUULQJ WR ),* H[DPSOH SURFHVV LOOXVWUDWHYV

ORFDWLRQ RI WKH GLVFRYHUHG GHYLFH )RU FODULW\ DQC
UHIHU WR D ORFDWLRQ VHUYHU DQG D ORFDWLRQ FOLHQW
FRPSULVLQJ IXQFWLRQDOLW\ LQ ORFDWLRQ PRGXOH W K
WR DQRWKHU QHWZRUN GHYLFH 7KLV FDQ LQFOXGH KDUG
ORFDWLRQ LQIRUPDWLRQ SDUDPHWHUVY DFFHVV WR WKH V
DOJRULWKPV DQG SURFHVVHVY WR GHWHUPLQH WKH ORFDW
ORFDWLRQ PRGXOH RI D ORFDWLRQ VHUYHU PD\ EH IXU
SDUDPHWHUV EDVHG RQ WKH ORFDWLRQ RI WKH QHWZRUN
), * $ ORFDWLRQ FOLHQW UHIHUV WR WKH GHYLFH IRU ZK
7KH QHWZRUN HQWLW)\ RI ),* UHSUHVHQWY DQ LQWHUPHZ(
ZKLFK WKH ORFDWLRQ FOLHQW FRPPXQLFDWHV

SRHVH 1 DW +

,Q PRUH GHWDLO ),* LOOXVWUDWHY DQ H[DPSOH SURFH
DQ\ UHVWULFWLRQV WR DFFHVV WKH QHWZRUN EDVHG RQ
LGHQWLILFDWLRQ SURFHVV UHSUHVHQWHG E\ ),* D X
DXWKHQWLFDWHG VWHS RU RWKHUZLVH ILOWHUHG E\

DXWKRUL]DWLRQ SURFHVV E\ UHTXLULQJ WKH HQG XVHU D
LQIRUPDWLRQ LQFOXGLQJ EXW QRW OLPLWHG WR D QDPH
FUHGHQWLDOV ,I WKH XVHU LV SHUPLWWHG DFFHVV WR V
VI\VWHP SHUPLWV WKH XVHU WR TXHU\ VWHS VAVWH I
DQG WKH OLNH $OWHUQDWLYHO\ RU LQ DGGLWLRQ V\VWH
DOORZLQJ WKH UHTXHVWHG DFFHVV $ WUXVWHG XVHU GH
QHWZRUN HQWU\ GHYLFH DQG RU D ORFDWLRQ VHUYHU
WHFKQLTXHV DV GHVFULEHG KHUHLQ

VO H[
Q LC
W K L
HW Z|
PXI

N K H
5 H[L

DW |
7DUF
WR L
LRQ
N KH I
DW YV
(LFK
5LD L

avY;
ORF
VH U
/\V W
W D
DQG
\WVW

P
YLFF
FDQC
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BULRU $UW

SRHVH 1 DW +
8VH RI WKH DERYH WHFKQLTXHV HQDEOHV V\VWHP WR U
GHYLFHV GDWD DQG QHWZRUN VHUYLFH 426 4XDOLW\ RI
DQG WKH OLNH EDVHG RQ WKH XVHU DQG RU WKH ORFDWL
JXUWKHU WR WKH WHFKQLTXHV DERYH V\VWHP

HVW
6HU"

RQ |

FDQ HPSOR\

Rl WKH DFFHVV UHTXLUHPHQWY )RU H[DPSOH ZKHQ D GHYLFH
WR EH LQKHUHQWO\ VHFXUH H J VXFK DV D SXEOLF IDFLOLW\
LQLWLDWH DQ LPSURYHG FRQQHFWLRQ VXFK DV D YLUWXDO S
VXSSOHPHQWDO UHVWULFWLRQV DSSO\ ZKLOH LQ WKH LQVWHFX

H[SDQVLRQ RI SROLF\ EDVHG DFFHVV LQ WKDW WKH DFFHV

V UX

IXQFWLRQ RI WKH FOLHQW GHYLFH ORFDWLRQ DQG RU WKH OH

SRHVH 1 DW +
,Q DGGLWLRQ WR DFFHVV FRQWURO V\VWHP FDQ XVH O
WUDQVPLVVLRQ RI GDWD $V GHVFULEHG LQ WKH RYHUYLH
GHQ\ bDFFHVV WR FHUWDLQ VHQVLWLYH LQIRUPDWLRQ XSR

RFD!
Z HJ
D UH

UHJLRQ RU WR SURKLELW GDWD IURP EHLQJ WUDQVPLWWHG W

D VSHFLILHG UHJLRQ ),* LOOXVWUDWHY DQ H[DPSOH SU
WUDQVPLVVLRQ UHVWULFWLRQV 6SHFLILFDOO\ LQ WKH H
). * VA\VWHP UHFHLYHV VWHS D UHTXHVW IURP DQ

RFH)
DPS
HQG

GRFXPHQW DQG RU WKH OLNH JHQHUDOO\ GDWD 7KLV DVVX

DXWKHQWLFDWHG RU RWKHUZLVH SHUPLWWHG DFFHVV WR
GHWHUPLQHV VWHS ZKHWKHU WKH UHTXHVWHG GDWD

W KK
LV O

EH PRYHG EH\RQG FHUWDLQ GHILQHG ERXQGDULHV H J D SUt

D FRXQWU\ DQG WKH OLNH , I VI\VWHP

SHUPLWV VWHS DFFHVV WR WKDW GDWD WKDW LV Q

SRHVH 1 DW +

GHWHUPLQHV VWHS

RW |

'LWK D ORFDWLRQ DZDUH LQIUDVWUXFWXUH V\VWHP FDQ HI

VHUYLFHYVY LQ DGGLWLRQ WR WKRVH GHVFULEHG DERYH )R
HPHUJHQF\ VLWXDWLRQV ZKHUH D GHYLFH PD\ EH DQ DOD
WKH DODUP GHYLFH DQG WUDQVPLWY WKH ORFDWLRQ LQIR
FDQ DOVR XVH ORFDWLRQ LQIRUPDWLRQ WR UHFRYHU D VYV
DFFHVVHV VA\VWHP VA\VWHP GHWHUPLQHY WKH ORFI

U H[
UP R
Y UPD
VRO
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BULRU $UW

LQIRUPDWLRQ WR D SDUW\ VHHNLQJ WR ORFDWH WKH GHYI
DQG WKXV FDQ DOVR WUDFN DQ\WKLQJ DVVRFLDWHG ZLWK
DQG WKH OLNH 6\VWHP WKURXJK WKH XVH RI ORFDWL
DQG DSSOLFDWLRQV 7KH H[DPSOHV WKDW IROORZ LOOXVYV
SURYLGH WKHVH DQG RWKHU VHUYLFHYVY DQG DSSOLFDWLR(

S5RHVH § DWW +

SHIHUULQJ WR ),* VIVWHP +« SURYLGHV DQRWKHU H[DP
DV DQ HQWHUSULVH QHWZRUN WKDW VHUYHV DV D GDWD F
RWKHU W\SH Rl HQWHUSULVH 7KH HQWHUSULVH RSHUDWH
LQFOXGH ORFDWLRQ GHSHQGHQW DVSHFWV )RU H[DPSOH
GHYLFHV DFFHVVLQJ VHUYLFHV RQ WKH QHWZRUN ,Q YDUL
XVH RI RQH RU PRUH /$1V 0$1V :$1V 3$1V DQG RU (WKHU(
RWKHU H[DPSOHV RI VXFK D QHWZRUN WKH SK\VLFDO DQG
VKRZQ LQ ),*6 DQG

SRHVH 1 DW +
IHWZRUN HQWU\ GHYLFHV DQG HQG XVHU GHYLFHV F
HIDPSOH XVHU GHYLFHYV FDQ LQFOXGH LQGLYLGXDO FR
KDQGKHOG HOHFWURQLF GHYLFHVY WHOHSKRQHV ,QWHUQ
WKH OLNH 1HWZRUN HQWU\ GHYLFHYV FDQ LQFOXGH IRU
ZLUHOHVYVY DFFHVV SRLQWYV GDWD FRPPXQLFDWLRQV HTXL
%WUDQFK ([FKDQJHV 3%;V YLUWXDOO\ DQ\ GHYLFHV XVHG
WKH OLNH 7KH GLVFUHHW ERXQGDULHV RI LQIUDVWUXFW X
PD\ LQFOXGH D VHUYHU RXWVLGH RI WKH LOOXVWUDWHG E
c ,Q DQRWKHU H[DPSOH WKHUH PD\ EH D SRUWLRQ RI Q
ORFDWHG LQ D UHPRWH QHWZRUN VXFK DV ,QWHUQHW

SRHVH 1 DW +
2QH H[DPSOH RI DXWRPDWHG QHWZRUN PDQDJHPHQW HPS(
FRQILIXUDWLRQ RI 9RLFH RYHU ,3 KDQGVHWY ZLWK D QHL]J
, 3 KDQGVHWY W\SLFDOO\ DUH GHVLIJQHG WR FRPPXQLFDWH
FRQILIXUDWLRQV 1HWZRUNV ZLWK WKH ORFDWLRQ DGYHU

FH
WK I
RQ L
VUD\
DV

SOH
RPP
vV W
DFF
RXV
DHW
OR.

DQ F
PSX)
HW 2
) H[C
SPH
W R

UH

R X Q
HWZ

DR\L
KER
ZLV
WLV

ZLWK 9RLFH RYHU ,3 KDQGVHWY WR SURYLGH FR(LQYH!
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BULRU $UW

LQIRUPDWLRQ WR EH VWRUHG RQ WKH FRQQHFWLRQ SRLQW
RQ WKH FRQQHFWLRQ SRLQW VZLWFK DFFHVV SODWIRUP

ODQGNH $ DW

VZ

6RPH RI WKH DSSOLFDWLRQV ,((( D DQWLFLSDWHV VX|SSR

7TKHDWHU GLJLWDO LPDJLQJ DQG ORFDWLRQ DZDUHQHVYV

URXQG RI SUHVHQWDWLRQV RXW RI WKH UHVSRQGHQWYV WR

OD\HU DOWHUQDWLYHV WR WKH SK\VLFDO OD\HU LQ WKH

VWDQGDUG EHLQJ GHYHORSHG E\ , ((( D ZLOO UHSODHH W

XVH WKH VDPH PHGLD DFFHVV FRQWURO OD\HU DV WKH ,((
WKH DSSURYHG VWDQGDUG LQ PLG

ODQGNH $ DW

/IRFDWLRQ DZDUHQHVYV LPSURYHV WKH XVDELOLW\ RI SRUWDEO

LGHQWLILHG DPRQJVW XVHUV LQ FURZGHG HQYLURQPHQWYVY
QHWZRUNV 3URYLVLRQV PXVW EH PDGH WR SURSDJDWH OR

JRQWDQD DW
8OWUD ZLGHEDQG WHFKQRORJ\ ZDV FRQVLGHUHG IRU WKLY

7K
FD\

DS

DPRXQWYV RI GDWD DW KLJK VSHHG LQ D PRELOH PXOWLSDWK
EDQG UHJLRQ WR *+] DQG KDG D SHDN RXWSXW SRZHU

UDQJH RI RYHU PHWHUV 7KH LPDJH RI WKH GULYHU ZDV

VW

DGGLWLRQDO $6&,, GDWD LQ ((3520 DQG SHULRGLFDOO\ WUDQ
UHFHLYHU ZLWK GLVSOD\ 7KH WDJ RSHUDWHG RII Rl WZR $$$ |
ZDV PRXQWHG EHKLQG WKH IURQW JULOO RI WKH DXWRPRELOH

3DJH R
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BULRU $UW

JRQWDQD DW )LIXUH

JRQWDQD DW

7KH VAVWHP LQ )LIJXUH XWLOL]HV D QV DWW SHDN §:%

C

~

UHJLRQ /LQH RI VLIJIKW UDQJH IRU WKH V\VWHP LV EHWWHU WK
YHUWLFDOO\ SRODUL]HG VPDOOHU RU FLUFXODUO\ SRODULI]H
EHFRPHY OLPLWHG E\ ZDOO DQG REVWDFOH DWWHQXDWLRRQR K
EHHQ DWWDLQHG $Q XQLTXH IHDWXUH RI WKH V\VWHP LV WKH
XVH RI D FKDUJH VHQVLWLYH WXQQHO GLRGH GHWHFWRU | /HD
GLUHFW SDWK IURP WKH SOHWKRUD RI PXOWLSDWK UHWXUQV
JHRORFDWLRQ V\VWHP ZDV RULJLQDOO\ GHYHORSHG WR SHUPI

IRRW UHVROXWLRQ LQ DQ XUEDQ HQYLURQPHQW W LV FXUU]

" PRGHOLQJ DQG IRU PDWHULHO ORFDWLRQ RQERDUG D 1DY\

JRQWDQD DW )LIXUH

JRQWDQD DW

6HYHUDO YDULDQWYV RI WKH +XPPLQJELUG UDGDU KDYH DQVR I
DQ XOWUD ZLGHEDQG EDFNXS VHQVRU IRU WKH GHWHFWLRQ R

FRQVWUXFWLRQ D

3DJH R
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BULRU $UW

>)LIXUH @
2SHUDWLQJ ZLWK DSSUR[LPDWHO\ P: SHDN LQ WKH & ED

SURYLGH SUHFLVLRQ UDQJH JDWLQJ WR HOLPLQDWH FOXW

6DIHW\ DQG +HDOWK
‘'LVFUHWH 7LPH BURSRVDO DW 60OLGH

OHOLFN § DW +
$FFRUGLQJ WR RQH DVSHFW RI WKH SUHVHQW LQYHQWLRQ
SHUVLVWHQWO\ PDLQWDLQLQJ WKH GDWD RQ D QHWZRUN
H[SLUDWLRQ SURSHUWLHY 7KH H[SLUDWLRQ SURSHUWLHYV
DWWULEXWHY 7KH GDWD FDQ EH LQ SDFNHWV RU VWUHDP

QG |

XWLOL]JHV D GXDO DQWHQQD FRQILIXUDWLRQ IRU WKH GHWHFV
WKH YHKLFOH 8OWUD ZLGHEDQG SURYLGHV D VLIQLILFDQW DC

WHU

UHVXOWY LQ ODUJH IDOVH DODUP UDWHV 7KLV VHQVRU ZDV G

WK U
FDQ
V

> K@ ZKHUHLQ VDLG
FRQILIXUHG RU

 MRQDANURBOABWDRZQ DQG URXWLQH DW WKH WLPH RI WKH DO

OHJ!

WR LQFOXGH 3 ZKHUHLQ VDLG FRQWUROOHU LV FRQILIJIXUHG

3DJH
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&ODLPV 3ULRU $UW
SHUIRUP RU IRU SHUDRURR®RUB R ® HDOMVHU RXW DW OHDVW VRPH VLJQDO RU GDWD W
RQH RI D LJQRUH RMMVHOWHQHRWARWDNW GDWD VRXUFHV RU QRLVH VRXUFHV DQG E
OHDVW VRPH VLJQDIOGRVUGDWDG DW OHDVW VRPH VLJQDO RU GDWD WUDQVPLVVLRQV
WUDQVPLVVLRQV IURPQRONLRIHBRQHWZRUNY RU QRLVH VRXUFHV ~ 7R WKH H[WHQ|W D
XQGHVLUHG WUDQVPRW\MHUYGXYWVY RWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW|WR
QHWZRUNV GDWD V|RXUWFH\RXROWG KMIYWHIRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQU EU
VRXUFHV DQG E LQVIKHUN RYBLIRUFRQWUROOHU LV FRQILIJXUHG RU FRQILIJXUDEOH
PRUH GHYLFHV RU QRWZROWWWRXWQRMKWHDVW VRPH VLJQDO RU GDWD WUDQVPLVVL
RU GLVUHJDUG DW OEBWERWRPH DD ORXUFHY RU QRLVH VRXUFHV DQG E LQVWUX
GDWD WUDQVPLVVLRGVVRIHBRQUGRDW RWIDVW VRPH VLIJQDO RU GDWD WUDQVPLVVLRQV
XQGHVLUHG WUDQVPXQGHMLW HQ GHWIZRWGIV RU QRLVH VRXUFHV" DV FODLPHG LQ OL.
XVHUV XQGHVLUHG OBWZRUNMHRGIM@®RWUVH RWKHU LQYDOLGLW\ FKDUWY 7KHVH SULR
VRXUFHYV 3ZKHUHLQ VDLG FRQWUROOHU LV FRQILIJXUHG RU FRQILJXUDEOH
RU ILOWHU RXW DW OHDVW VRPH VLJQDO RU GDWD WUDQVPLVVL
QHWZRUNV GDWD VRXUFHV RU QRLVH VRXUFHV DQG E LQVWUX
GLVUHJDUG DW OHDVW VRPH VLJQDO RU GDWD WUDQVPLVVLRQV
XQGHVLUHG QHWZRUNV RU QRLVH VRXUFHV’ ZRXOG KDYH EHHOQ
UHOD\ ZLWK UHDVRQDEOH H[SHFWDWLRQ RI VXFFHVV
JRQWDQD DW
$V LQ WKH DERYH H[DPSOH WKLV UDGLR ZDV FDSDEOH RI ERW
DQG KDG DQ RSHUDWLRQDO UDQJH RYHU ZDWHU RI DSSURJ[LPD
0+] 9+) PLOLWDU\ DQWHQQD 2SHUDWLRQDO UDQJH RYHU ODQ¢
IURP WR PLOHV ZLWK LQWHUYHQLQJ IROLDJH EXLOGLQJV D
VHULRXV SUREOHP RYHU ZDWHU HYHQ ZLWK 8:% LPSXOVH|WHF
DQJOHV UHVXOWLQJ LQ VPDOO GLIIHUHQWLDO GHOD\V EHWZH
UHIOHFWLRQ IURP WKH ZDWHU VXUIDFH 7KXV ERWK KLJKHU IL
FRQYHQWLRQDO QDUURZEDQG 9+) 8+) UDGLRV ZHUH XQDEOH W
XQLTXH WR WKH UHFHLYHU GHVLJQ ZDV WKH DGGLWLRQ RI| DQ\
VWURQJ LQ EDQG LQWHUIHUHUV FRPPRQO\ REVHUYHG LQ WKL
LQ D GLJLSHDWHU PRGH LQ ZKLFK SDFNHW VWRUH DQG IRUZD
UDGLR WR DQRWKHU YLD DQ LQWHUPHGLDWH UHSHDWHU OLQN
ODODQ § DW $EVWUDFW
$ PHWKRG DQG V\WWHP DUH SURYLGHG IRU SURWHFWLQ
3DJH  RI



&ODLPV

BULRU $UW

XQGHVLUDEOH QHWZRUN WUDIILF LQ UHDO WLPH 7KH PHW
VHUYLFHY DQG DQDO\]LQJ WKH QHWZRUN WUDIILF WR LGH(
XQGHVLUDEOH XVHU WR WKH VHUYLFHV LV OLPLWHG WR S|
UHPRYH D QHZ OHYHO RI VHFXULW\ WKUHDW WKDW LV QRW
PHWKRG DQG VA\VWHP LGHQWLI\ WRSRORJLFDOO\ DQRPDOR
GDWD IORZV LQ UHDO WLPH IURP WKH QHWZRUN

0ODODQ § DW > @
$Q REMHFW Rl WKH SUHVHQW LQYHQWLRQ LV WR SURYLGH
QHWZRUN FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZI

ODODQ § DW > @

,Q FDUU\LQJ RXW WKH DERYH REMHFWY DQG RWKHU REMHE

SXEOLFO\ DFFHVVLEOH QHWZRUN FRPSXWHU VHUYLFHV IUR
7KH PHWKRG LQFOXGHYV UHFHLYLQJ QHWZRUN WUDIILF GHYV
WR LGHQWLI\ DQ XQGHVLUDEOH XVHU RI WKH VHUYLFHV 7
XQGHVLUDEOH XVHU WR WKH VHUYLFHV WR SURWHFW WKH

ODODQ § DW > @
,Q JHQHUDO WKH SUHVHQW LQYHQWLRQ SURYLGHV D PHW
FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZRUN WUDII
FRPEDWVY GHQLDO RI VHUYLFH DWWDFNV ZLWKRXW UHTXLU
LQIUDVWUXFWXUH 7KLV ODUJHU V\VWHP LQ JHQHUDO FR
WUDIILF VWDWLVWLFV IURP URXWHUV WR GHWHFW EDFNW
ZHEVLWHV 7KLV ODUJHU V\VWHP H[SORLWV LQIRUPDWLRQ
H[LVWLQJ ,QWHUQHW URXWLQJ LQIUDVWUXFWXUH 7KH OD|
H[LVWLQJ URXWLQJ LQIUDVWUXFWXUH GHSOR\HG DW ,QWH
HQWHUSULVH QHWZRUNV 7KH PHWKRG DQG V\VWHP LV HQ
KDYH SXW LQWR WKHLU ODWHVW SURGXFWYV

=XN 1 Dw > @
, QWUXGLQJ SDFNHWYVY DUH GHWHFWHG DQG SUHYHQWHG IU
SURWRFRO DQRPDO\ GHWHFWLRQ VWDWHIXO VLIQDWXUH

KRG
YWLI
JRW
DG
XV D

D PI
RUN

WV
P X
W LG
KH P
V HL

KRG
LF L
LQJ
PELC
UDFI
IUR
JJIHL
UQH
DEO}

RP V
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&ODLPV

BULRU $UW

PRGXOH ORRNV DW WKH SDFNHW IORZV DUUDQJHG E\ WKH
LUUHIJXODULWLHY LQ WKH QHWZRUN SURWRFRO VSHFLILFD
PDWFKHVY NQRZQ DWWDFN VLIQDWXUHYVY WR WKH 7&3 GDWD
GDWD RI SDFNHWV WUDQVPLWWHG ZLWK RWKHU QHWZRUN
VLIQDWXUHVY WR WKH QHWZRUN WUDIILF WR GHWHFW DWW
SDFNHWV WKDW DUH MXGJHG PDOLFLRXV DUH GURSSHG E\

DOVR GURS DOO WKH SDFNHWV LQ D JLYHQ VHVVLRQ LI RQ

7TKH EURDGEDQG 1
RU UHOD\ RI FODLP
OHDVW RQH RI VDLG
QHWZRUN EDFNERQ
FRQWUROOHU LV FR
FRQQHFWDEOH LV D

21 WHDHNVXHOHOS NDWEHQ DQG URXWLQH DW WKH WLPH RI WKH DO

AFURPR ZKDOQK VDUBOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
CQANFORGHRWKLY OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURBDG EDFE EZERQHOHVY UHSHDWHU RU UHOD\ WR LQFOXGH 3>
ZKHUHLQ DW OHDVW RQH RI VDLG RQH RU PRUH QHWZRUN EBD

EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ RI FODLP ZKH
WR ZKLFK VDLG FRQWUROOHU LV FRQQHFWHG RU FRQQHFWD

(QJHOV 1 DW +

RXWGRRU DQWHQQD )LJ F ,Q WKH ODWWHU FDVH GXH \
EH DFFRPPRGDWHG DQG WKH OHQJWK RI WKH WUDQVPLVVL
DOQWHQQD QHHGV XVXDOO\ WR EH SRLQWHG WRZDUGV WKH
VHFRQGD PHDQV PD\ EH UHSODFHG E\ FRQQHFWLRQ

,QWUXGLQJ SDFNHWV DUH WKRVH FRQWDLQLQJ QHWZRUN DWW
EUHDFKHV 6XFK QHWZRUN DWWDFN LGHQWLILHUV PD\ EH SUR\
VLIQDWXUHV RU D FRPELQDWLRQ RI RQH RU PRUH RI WKHVH |

lOR
WLR
VWL
SUR
DFN'
W K'F

OLNHZLVH RXWJRLQJ SDFNHWV DUH GURSSHG E\ WKH VHQVRU

H RL

OHJ!

WRKHQYHLRQGHW>7 @ KH EURDGEDQG ZLUHOHVY UHSHDWHU RU YHOTI
» RIOWM ZRW Y EDHENERQHY WR ZKLFK VDLG FRQWUROOHU LV FRQQHFV

DQ\
O LC
7@K
FNE

FROQQHFWDEOH LV D ZLUHG EDFNERQH" DV FODLPHG LQ OLJKW RI
'"HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW L

UHL
EOH

D EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK UHDVRQDEC

*HQHUDOO\ WKH VHFRQG DQWHQQD PHDQV RI WKH LQGRRU
RPQLGLUHFWLRQDO DQWHQQD )LJ D E D GLUHFWLYH DQ
DQJOH LQ WKH DJLPXWK SODQH HJ D KDOI VSKHUH DQG GLUI
F D GLUHFWLRQDO DQWHQQD KDYLQJ D G% EDQGZLGWK D¢

VR W

RQ .
R XV

3DJH R
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BULRU $UW

FDEOH D FRD[ FDEOH D WZLVWHG SDLU FDEOH RU VLPLODU )

%DUHLV DW ),*

%DUHLV Dw > @

SHIHUULQJ QRZ WR ),* WKHUH LV LOOXVWUDWHG D ILUV

NV HF

FRQVLVWHQW ZLWK WKH SUHVHQW GLVFORVXUH 7\SLFDOQ\ Q
LQ WKH RXWVLGH SODQW RI' D ORFDO LQWHUFRQQHFW FRPSL
FDUULHU /(& FDEOH FRPSDQ\ RIILFH RU WKH OLNH $OWHUQI
FRD[LDO FDEOH LQ D FDEOH QHWZRUN ,W LV DOVR FRQFHLYDE

SUHVHQW GLVFORVXUH FRXOG EH GHSOR\HG XVLQJ RSWLF

%DUHLV Dw > @

DO |

SHIHUULQJ QRZ WR ),* WKHUH LV LOOXVWUDWHG DQ DOWHU(

D YHU\ KLIJK VSHHG GDWD WKURXJKSXW 9HU\ KLJK VSHHG
GHPDQG DQG YLGHR GLVWULEXWLRQ DSSOLFDWLRQV YHU

GDW
IDV

), * D EXLOGLQJ FRQWDLQV DW OHDVW RQH QHWZRUN GHYL

/IRFDO ,QWHUFRQQHFW &RPSDQ\ WKURFD D VKRUW UXQ

3DJH R
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BULRU $UW

%DUHLYV 1 DW > @

%DUHLV Dw > @

ZLULQJ WKURXJK D EURDGEDQG PXOWLGURS ORFDO QHWZRL
RSWLFDO ILEHU RU FRD[LDO FDEOH 'HYLFHV WKDW PD\ EH X

QHWZRUN LQWHUIDFH DV ZLOO EH GHVFULEHG KHUHLQE

HOR

GHYLFHV PD\ LOQOFOXGH EXW DUH QRW OLPLWHG WR FRPSXWHL

GLIJLWDO VHW WRS HTXLSPHQW ORRS VWDUW LQWHUIDF

H HT

VA\VWHPV $OWKRXIK QRW VKRZQ RWKHU QHWZRUN GHYLUFHV

HTXLSPHQW '9' RU 9&5 GHYLFHV VHFXULW\ FDPHUDV XWL
HDFK KDYLQJ D EXLOW LQ QHWZRUN LQWHUIDFH PD\ DO
KHUHLQDERYH WKH ORFDO LQWHUFRQQHFW FRPSDQ\ GL
SURYLGHUV DQG WKH XVHU VLWH

,Q WKH FRQILIJXUDWLRQ RI ),* ,3 EDVHG WHOHSKRQH VH
3URWRFRO 9R,3 FDOOV WKURXJK D VHUYLFH SURYLGHU Y
LQWHUIDFH DQG WKH FRSSHU ZLULQJ DQG LQWHUFR

7R VXPPDUL]H WKHUH KDV EHHQ GLVFORVHG D EURDGEDQ
LOWHUFRXSOLQJ PXOWLPHGLD WUDIILF WR DQG IURP D ZL(
GHYLFH PD\ EH FRXSOHG YLD D QHWZRUN LQWHUIDFH RU E
HIWHUQDO EURDGEDQG FRPPXQLFDWLRQ VHUYLFH 6XFK F
RSWLF OLQN WR D FXUEVLGH WHUPLQDO E\ DQ LOQOWHUFRQ(
QHWZRUN DQG WKH DVVRFLDWHG HTXLSPHQW VXFK DV PRG
GDWD WUDIILF FDSDELOLW\ DW WKH IXO0 EDQGZLGWK DFK
PHWHUV RI WZLVWHG SDLU FRSSHU ZLUH PD\ EH XWLOL]H(
GHYLFHV LV SDFNHWL]HG RQ D ZLUHG PHGLXP IRU GLVWUL
Gbwb UDWH UHVWULFWLRQV DVVRFLDWHG ZLWK FRQYHQW
VHUYLFHV ,Q HIITHFW WKH XVHDEOH VSHFWUXP WKDW HJL
KHUHLQDERYH LV D FORVHG VSHFWUXP WKDW LV WKH HQ
PHGLXP RYHU WKHVH UHODWLYHO\ VKRUW GLVWDQFHV LV
LPSOHPHQWHG LQ HDFK ORFDO QHWZRUN VXFK WKDW WRW
DW OHDVW OESV DQG EH\RQG WR RYHU OESV DW UHD
QHWZRUN WUDQVIHUULQJ GDWD SDFNHWYVY DW WKH PD[LPXH
HYHQ ZKHQ DOO RI WKH QHWZRUN GHYLFHYVY DUH WUDQ\

OLW
VR E
VWU

w
LD R

QQF

G PX
5H Y
URD
RPP>
DHF V
S HPV
LHYI
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BULRU $UW

DVVLIQHG D EDQGZLGWK RU SDFNHW GDWD UDWH UDWLQJ

LPPHGLDWHO\ ZKDW SRUWLRQ RI KLV KHU QHWZRUN FDSDH

S5RHVH § DWW +
&RPSXWLQJ VIVWHPV DUH XVHIXO WRROV IRU WKH H[FKDQ.
PD\ LQFOXGH EXW LV QRW OLPLWHG WR GDWD YRLFH JU
LQWHUFRQQHFWLRQV OLQNLQJ WKH FRPSXWLQJ V\VWHPV \
VLIQDOV WKDW UHSUHVHQW WKH LQIRUPDWLRQ 7KH LQWH
FRQQHFWLRQV LQFOXGH IRU H[DPSOH PHWDO DQG RSWLF
H[DPSOH LQIUDUHG DFRXVWLF DQG UDGLR ZDYH WUDQVP

7KH EURDGEDQG
RU UHOD\ Rl FODLP
ZLUHG EDFNERQH L
JURXS FRQVLVWLQJ
FDEOH FDEOH PRGH
FDEOH FRSSHU OLQ
HWKHUQHW DQG LQ

7 LW HZDANV Y HOHOS NQWHEQ® DQG URXWLQH DW WKH WLPH RI WKH DO
WRK HQFHQ XQGWHDLGV @ KH EURDGEDQG ZLUHOHVY UHSHDWHU RU
/IVRO HOF WHREX BURRQD/LVWLQJ R1' 7 7 '6/ FDEOH FDEOH PRGH
RWKHOQH® DQG LQWHUQHW ~ 7R WKH H[WHQW D EURDGEDQ
{RWIKHH U QR'EWLEL®\ FKDUWV LV IRXQG QRW WR GLVFORVH W
MR X @8 DUW SRKERQHR XV WR PRGLI\ DQ H[LVWLQJ EURDGEDQG ZLU
VHUBOMVY UHSHDWHU RU UHOD\ Rl FODLP ZKHUHLQ VDLG Z
7 '6/ FDEOH FDEOH PRGHP ILEHU RSWLFDO FDEOH FRSSH
FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ WKH UHIHUHQFHYV
7KHVH SULRU DUW UHIHUHQFHV IXUWKHU GHPRQVWUDWH WK
FODLP ZKHUHLQ VDLG ZLUHG EDFNERQH LV VHOHFWHG IUR
PRGHP ILEHU RSWLFDO FDEOH FRSSHU OLQHV FRD[ SKRQ
LQWR D EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK U

(QJHOV 1 DW +
*HQHUDOO\ WKH VHFRQG DQWHQQD PHDQV RI WKH LQGH
RPQLGLUHFWLRQDO DQWHQQD )LJ D E D GLUHFWLYH
DQJOH LQ WKH DJLPXWK SODQH H J D KDOI VSKHUH DQG
F D GLUHFWLRQDO DQWHQQD KDYLQJ D G% EDQGZLGW
RXWGRRU DQWHQQD )LJ F ,Q WKH ODWWHU FDVH GXH \

WHOHFRPPXQLFDWLRQV HTXLSPHQW VHFXULW\ VA\VWHPV EURLEL

VXF

SRUWLRQ RI WKH WRWDO DYDLODEOH GDWD WUDIILF FDSDELOL

LW\

H R
DSK
VRJIF
UFR
DO |
LVVL

OHJ!
UHO
P Il
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4 H)
HDV

RRU
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EH DFFRPPRGDWHG DQG WKH OHQJWK RI WKH WUDQVPLV'

3DJH R
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BULRU $UW

DOQWHQQD QHHGV XVXDOO\ WR EH SRLQWHG WRZDUGV WKH| RXV

VHFRQG DQWHQQD PHDQV PD\ EH UHSODFHG E\ FRQQHFWL

RQ

FDEOH D FRD[ FDEOH D WZLVWHG SDLU FDEOH RU VLPLODU )

%DUHLV DW ),*

%DUHLV DwW > @

SHIHUULQJ QRZ WR ),* WKHUH LV LOOXVWUDWHG D ILUV

NV HF

FRQVLVWHQW ZLWK WKH SUHVHQW GLVFORVXUH 7\SLFDOQ\ Q
LQ WKH RXWVLGH SODQW RI D ORFDO LQWHUFRQQHFW FRPSL
FDUULHU /(& FDEOH FRPSDQ\ RIILFH RU WKH OLNH $OWHUQI
FRD[LDO FDEOH LQ D FDEOH QHWZRUN ,W LV DOVR FRQFHLYDE

SUHVHQW GLVFORVXUH FRXOG EH GHSOR\HG XVLQJ RSWLF

%DUHLV Dw > @

SHIHUULQJ IXUWKHU WR ),* D EXLOGLQJ FRQWDLQV D
QHWZRUNHG YLD LQWHUFRQQHFWLQJ WZLVWHG SDLU ZLUH
GHPDUFDWLRQ SRLQW DQG WKH WKDW PD\ EH XVHG RQ

DO |

QXPI

3DJH R
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%DUHLV Dw > @

%DUHLV 1 DW > @

EH FRPSDWLEOH ZLWK WKH QHWZRUN WUDQVFHLYHU DV

VKR

6XFK QHWZRUN GHYLFHV PD\ LQFOXGH EXW DUH QRW OLPLWHC(

D Q GLIJLWDO VHW WRS HTXLSPHQW ORRS VWD

uw I

DQRG VHFXULW\ VA\VWHPV $OWKRXIK QRW VKRZQ RWKHU Q
ILGHOLW\ DXGLR HTXLSPHQW '9' RU 9&5 GHYLFHV VHFXULW\ F

PDFKLQHV HWF HDFK KDYLQJ D EXLOW LQ DGGUHVVDEOH
QHWZRUN

7KH ORFDO LOQOWHUFRQQHFW FRPSDQ\ GLVWULEXWHYV SDH

QH\

NHW

SURWRFRO ,3 IRU FRPSXWHUV RU YRLFH RYHU QWHUQHW SU

SURYLGHUVY DQG WKH XVHU VLWH )RU DQRWKHU H[DPSOH

VWUHDPLQJ GDWD FDQ EH URXWHG WR VHW WRS HTXLSPHQW
FRPSDWLEOH ZLWK D WHOHYLVLRQ VHW ,Q WKLV HI[DPSOH L

DUH VKRZQ ,Q DFWXDO LPSOHPHQWDWLRQV RQH RU PRUH

RI |

WHOHYLVLRQ VHW DQG VHW WRS HTXLSPHQW PD\ EH LQWH

URXWLQJ RI GLJLWL]HG DQG SDFNHWL]J]HG WHOHSKRQ\ WUD,
OHDVW RQH WHOHSKRQH VHW 7KH WHOHSKRQH FRPSDQ
FDSDELOLWLHY ORFDO FDOOLQJ FDSDELOLWLHV RU D FRP
FRPSXWHUV D Q FROQQHFWHG WR WKH QHWZRUN

LOWHUFRPPXQLFDWH XVLQJ ,3 SDFNHWV RU FRPPXQLFDWH
RSHUDWLQJ WKURXJK D ORFDO LOQWHUFRQQHFW FRPSDOQ\

FRPPXQLFDWH EHWZHHQ WKH XVHU VLWH DQG VHFXULW\ V
SRVVLEOH XVHV IRU WKH QHWZRUN RI WKH SUHVHQW GLVF

SHIHUULQJ QRZ WR ),* WKHUH LV LOOXVWUDWHG DQ DO\
D YHU\ KLJK VSHHG GDWD WKURXJKSXW 9HU\ KLJK VSHHG
GHPDQG DQG YLGHR GLVWULEXWLRQ DSSOLFDWLRQV YHU
), * D EXLOGLQJ FRQWDLQV DW OHDVW RQH QHWZRUN ¢
/JRFDO ,QWHUFRQQHFW &RPSDQ\ WKURXJK GHPDUFDWLRQ
ZLULQJ WKURXJK D EURDGEDQG PXOWLGURS ORFDO QHYV
RSWLFDO ILEHU RU FRD[LDO FDEOH '"HYLFHV WKDW PD\ E
QHWZR IDFH DV ZLOO EH GHVFULEHG KHUHLQEHORZ LQ

IILF
VH L
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W R
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%DUHLV Dw > @

%DUHLYV 1 DW > @

GHYLFHV PD\ LQFOXGH EXW DUH QRW OLPLWHG WR FRPSXWHL

GLIJLWDO VHW WRS HTXLSPHQW ORRS VWDUW LQWHUIDF

H HT

VA\VWHPV $OWKRXIK QRW VKRZQ RWKHU QHWZRUN GHYLUFHV

HTXLSPHQW '9' RU 9&5 GHYLFHV VHFXULW\ FDPHUDV XWL
HDFK KDYLQJ D EXLOW LQ QHWZRUN LQWHUIDFH PD\ DO
KHUHLQDERYH WKH ORFDO LQWHUFRQQHFW FRPSDQ\ GL
SURYLGHUV DQG WKH XVHU VLWH

,Q WKH FRQILIXUDWLRQ RI1),* , 3 EDVHG WHOHSKRQH VH
SURWRFRO 9R,3 FDOOV WKURXJK D VHUYLFH SURYLGHU Y

OLW
VR E
VWU

wW
LD R

LOQWHUIDFH DQG WKH FRSSHU ZLULQJ DQG LOWHUFRQQF

7R VXPPDUL]H WKHUH KDV EHHQ GLVFORVHG D EURDGEDQ

G P X

LOWHUFRXSOLQJ PXOWLPHGLD WUDIILF WR DQG IURP D ZLGH Y

GHYLFH PD\ EH FRXSOHG YLD D QHWZRUN LQWHUIDFH RU E
HIWHUQDO EURDGEDQG FRPPXQLFDWLRQ VHUYLFH 6XFK F

URD
RPP)

RSWLF OLQN WR D FXUEVLGH WHUPLQDO E\ DQ LQWHUFRQQHFV
QHWZRUN DQG WKH DVVRFLDWHG HTXLSPHQW VXFK DV PRGHPYV

GDWD WUDIILF FDSDELOLW\ DW WKH IXO0O EDQGZLGWK DFK

LHYI

PHWHUV RI WZLVWHG SDLU FRSSHU ZLUH PD\ EH XWLOL]JHG ZK

GHYLFHV LV SDFNHWL]HG RQ D ZLUHG PHGLXP IRU GLVWUL
GbwbD UbDWH UHVWULFWLRQV DVVRFLDWHG ZLWK FRQYHQW
VHUYLFHV ,Q HIIHFW WKH XVHDEOH VSHFWUXP WKDW HJ[L
KHUHLQDERYH LV D FORVHG VSHFWUXP WKDW LV WKH HQ
PHGLXP RYHU WKHVH UHODWLYHO\ VKRUW GLVWDQFHV LV
LPSOHPHQWHG LQ HDFK ORFDO QHWZRUN VXFK WKDW WRW
DW OHDVW OESV DQG EH\RQG WR RYHU OESV DW UHD
QHWZRUN WUDQVIHUULQJ GDWD SDFNHWYVY DW WKH PD[LPXH
HYHQ ZKHQ DOO RI WKH QHWZRUN GHYLFHVY DUH WUDQVPL
WHOHFRPPXQLFDWLRQV HTXLSPHQW VHFXULW\ VA\VWHPYV I
DVVLIQHG D EDQGZLGWK RU SDFNHW GDWD UDWH UDWLQJ
SRUWLRQ RI WKH WRWDO OLWLHV RI WKH QHWZRUN ZK
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BULRU $UW

LPPHGLDWHO\ ZKDW SRUWLRQ RI KLV KHU QHWZRUN FDSDH

SRHVH 1 DW +
&RPSXWLQJ VIVWHPYVY DUH XVHIXO WRROV IRU WKH H[FKDQ
PD\ LQFOXGH EXW LV QRW OLPLWHG WR GDWD YRLFH JU

vLIQDOV WKDW UHSUHVHQW WKH LQIRUPDWLRQ 7KH LQWH
FRQQHFWLRQV LQFOXGH IRU HIDPSOH PHWDO DQG RSWLF

7KH EURDGEDQG
RU UHOD\ RI FODLP

FROQWUROOHU LV FR

FRQILIXUDEOH WR

ZILWHOHINVYHOHOS NQWHQ DQG URXWLQH DW WKH WLPH RI WKH DO

EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ RI FODLP ZKH
SHUIRUP D~ DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ W

JRQWDQD DW

DQG KDG DQ RSHUDWLRQDO UDQJH RYHU ZDWHU RI DSSUR]

VHULRXVY SUREOHP RYHU ZDWHU HYHQ ZLWK 8:% LPSXOVH

XQLTXH WR WKH UHFHLYHU GHVLJQ ZDV WKH DGGLWLRQ RI

LQ D GLILSHDWHU PRG D(IRUZDUG WHFKQLTXHV ZHUH X\

LW\

H R
DSK

LOQWHUFRQQHFWLRQV OLQNLQJ WKH FRPSXWLQJ VA\VWHPV WRJF

UFR
DO |

HIDPSOH LQIUDUHG DFRXVWLF DQG UDGLR ZDYH WUDQVPLVVL

OHJ!

WERKHYHQLRQGHDI>GV @ KH EURDGEDQG ZLUHOHVYV UHSHDWHU RU UHO
IR QXIWHK&® WMHORUWR SHUIRUP D ©~ 7R WKH HIWHQW D EURDGEDRQG 7
S HUIHRRQU®EDMWVY RWKHU LQYDOLGLW\ FKDUWYV LV IRXQG QRW WR GL
ZRXOG KDYH IRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQJ EURDGE

UHL
KH L

LQYDOLGLW\ FKDUWYV 7KHVH SULRU DUW UHIHUHQFHV IXUWKHU
UHSHDWHU RU UHOD\ RI FODLP ZKHUHLQ VDLG FRQWUROOHU L
KDYH EHHQ LOFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV UHSHI

$V LQ WKH DERYH H[DPSOH WKLV UDGLR ZDV FDSDEOH RI ERW

LPD

0+] 9+) PLOLWDU\ DQWHQQD 2SHUDWLRQDO UDQJH RYHU ODQ(
IURP WR PLOHV ZLWK LOQWHUYHQLQJ IROLDJH EXLOGLQJV D

WHF

DQJOHV UHVXOWLQJ LQ VPDOO GLIIHUHQWLDO GHOD\V EHWZH
UHIOHFWLRQ IURP WKH ZDWHU VXUIDFH 7KXV ERWK KLJKHU IL
FRQYHQWLRQDO QDUURZEDQG 9+) 8+) UDGLRV ZHUH XQDEOH W

DQ\

VWURQJ LQ EDQG LQWHUIHUHUV FRPPRQO\ REVHUYHG LQ WKL

3DJH R
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BULRU $UW

UDGLR WR DQRWKHU YLD DQ LQWHUPHGLDWH UHSHDWHU O

ODODQ v DW $EVWUDFW

$ PHWKRG DQG V\VWHP DUH SURYLGHG IRU SURWHFWLQJ S
XQGHVLUDEOH QHWZRUN WUDIILF LQ UHDO WLPH 7KH PHW
VHUYLFHY DQG DQDO\]LQJ WKH QHWZRUN WUDIILF WR LGH(
XQGHVLUDEOH XVHU WR WKH VHUYLFHV LV OLPLWHG WR S|
UHPRYH D QHZ OHYHO RI VHFXULW\ WKUHDW WKDW LV QRW
PHWKRG DQG VA\VWHP LGHQWLI\ WRSRORJLFDOO\ DQRPDOR
GDWD IORZV LQ UHDO WLPH IURP WKH QHWZRUN

0ODODQ § DW > @
$Q REMHFW Rl WKH SUHVHQW LQYHQWLRQ LV WR SURYLGH
QHWZRUN FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZI

ODODQ v DW > @

,Q FDUU\LQJ RXW WKH DERYH REMHFWY DQG RWKHU REMHE

SXEOLFO\ DFFHVVLEOH QHWZRUN FRPSXWHU VHUYLFHV IUR
7KH PHWKRG LQFOXGHV UHFHLYLQJ QHWZRUN WUDIILF GHYV
WR LGHQWLI\ DQ XQGHVLUDEOH XVHU RI WKH VHUYLFHV 7
XQGHVLUDEOH XVHU WR WKH VHUYLFHV WR SURWHFW WKH

ODODQ v DW > @

,Q JHQHUDO WKH SUHVHQW LQYHQWLRQ SURYLGHV D PHW
FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZRUN WUDII
FRPEDWY GHQLDO RI VHUYLFH DWWDFNV ZLWKRXW UHTXLU
LQIUDVWUXFWXUH 7KLV ODUJHU VA\VWHP LQ JHQHUDO FR
WUuUDIILF VWDWLVWLFV IURP URXWHUV WR GHWHFW EDFNW
ZHEVLWHV 7KLV ODUJHU VA\VWHP H[SORLWYV LQIRUPDWLRQ
HILVWLQJ QWHUQHW URXWLQJ LQIUDVWUXFWXUH 7KH OD
HILVWLQJ URXWLQJ LQIUDVWUXFWXUH GHSOR\HG DW ,QWH
HQWHUSULVH QHWZRUNV 7KH PHWKRG DQG V\VWHP LV F
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BULRU $UW

KDYH SXW LQWR WKHLU ODWHVW SURGXFWYV

=XN 1 Dw > @
,QWUXGLQJ SDFNHWYVY DUH GHWHFWHG DQG SUHYHQWHG IU

PRGXOH ORRNV DW WKH SDFNHW IORZV DUUDQJHG E\ WKH
LUUHIJXODULWLHY LQ WKH QHWZRUN SURWRFRO VSHFLILFD
PDWFKHV NQRZQ DWWDFN VLIQDWXUHV WR WKH 7&3 GDWD
GDWD RI SDFNHWYV WUDQVPLWWHG ZLWK RWKHU QHWZRUN
VLIQDWXUHV WR WKH QHWZRUN WUDIILF WR GHWHFW DWW
SDFNHWV WKDW DUH MXGJHG PDOLFLRXV DUH GURSSHG E\
OLNHZLVH RXWJRLQJ SDFNHWV DUH GURSSHG E\ WKH VHQ
DOVR GURS DOO WKH SDENHWYV LQ D JLYHQ VHVVLRQ LI RQ

7KH EURDGEDQG 1
RU UHOD\ RI FODLP
FROQWUROOHU LV FR
FRQILIXUDEOH WR §
SURYLVLRQLQJ RU H

7 LW HZDANV XY HOHOS NQWHEQ® DQG URXWLQH DW WKH WLPH RI WKH DO
WRK HQFHQ QGWHDLGV @ KH EURDGEDQG ZLUHOHVY UHSHDWHU RU
IR QXIWIK® MO RUNVR SHUIRUP QHWZRUN SURYLVLRQLQJ RU PR(
S W BIGRM\PGQ N WARYIMG LQ DQ\ RI '"HIHQGDQWVY RWKHU LQYDOLGL
RO RMBUDQU\ VNLOO LQ WKH DUW ZRXOG KDYH IRXQG LW REY
UHOD\ WR LQFOXGH 3>W@KH EURDGEDQG ZLUHOHVV UHSHDW
WR RU FRQILIJXUDEOH WR SHUIRUP QHWZRUN SURYLVLRQLQJ
UHIHUHQFHV VHW IRUWK EHORZ DQG LQ 'HIHQGDQWVYT RWKH U
GHPRQVWUDWH WKDW WKH FODLPHG 3>W@KH EURDGEDQG ZL
FRQILIXUHG WR RU FRQILJXUDEOH WR SHUIRUP QHWZRUN SU
LQWR D EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK U

RP V

SURWRFRO DQRPDO\ GHWHFWLRQ VWDWHIXO VLIQDWXUH GHW
,QWUXGLQJ SDFNHWYVY DUH WKRVH FRQWDLQLQJ QHWZRUN DWW
EUHDFKHV 6XFK QHWZRUN DWWDFN LGHQWLILHUV PD\ EH SUR\
VLIQDWXUHY RU D FRPELQDWLRQ RI RQH RU PRUH RI WKHVH |
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BULRU $UW

SRHVH 1 DW ),*

SRHVH 1 DW +

2QH W\SH RI DXWRPDWHG PHFKDQLVPV LQYROYHV WKH SUH
DGGHG WR V\VWHP KHQ DGGHG V\VWHP GHWHUPLQH
RQ WKDW ORFDWLRQ V\VWHP GHWHUPLQHV [IRU H[DPSAC
LQWR WKH GHYLFH ZKDW W\SH RI QHWZRUN SULRULWLHV

4R6 DQG RWKHU OLNH QHWZRUN SROLFLHV 7KLV PHFKDQL
EDVHG RQ WKH ORFDWLRQ RI HDFK GHYLFH 7KH H[DPSOHYV,
ZLWKLQ WKH ORFDWLRQ GDWDEDVH WR LQFOXGH WKH SUR

SRHVH 1 DW +

,Q RQH VSHFLILF H[DPSOH RI SURYLVLRQLQJ D ORFDWLRQ
VSHFLILF FRQILIJXUDWLRQV WR 9RLFH RYHU ,3 9R,3 KDQG
DQG LQFOXGHV IRU H[DPSOH 9LUWXDO /$1V 9/$1V ,' WU
( /,1 7KLV VLPSOLILHV WKH LQIRUPDWLRQ RQ 9R,3 SKRQ
SURYLVLRQHG SDUDPHWHUV DUH DGGHG WR WKH ORFDWLR
VHUYHU $Q H[SDQGHG ORFDWLRQ GDWDEDVH IRU 9F
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SRHVH 1 DW +

SRHVH 1 DW +

LQIRUPDWLRQ 9/$1 PHPEHUVKLS RI WKH YRLFH HQWLW\ O
FRQWURO QRQ YRLFH WUDIILF OD\HU FODVV RI VHUYLFH
WUDIILF ORFDWLRQ FOLHQW V QHWZRUN OD\HU DGGUHVYV

D\HL
PDU
$16

LOQFOXGLQJ ODWLWXGH ORQJLWXGH DOWLWXGH DQG DFFXUDF

SRLQWHU DQEG RU RWKHU OLNH SDUDPHWHUV 7DEOH LV

WKDW FDQ EH LQFOXGHG LQ DQ H[SDQGHG ORFDWLRQ GDWDED

D 9R,3 QHWZRUN ,Q DGGLWLRQ WR WKH FRQQHFWLRQ SRL
UHSUHVHQWHG E\ 7DEOH DOVR LQFOXGHV D YRLFH 9/$1 ,'
DERYH WKH ORFDWLRQ GDWDEDVH DOVR FDQ LQFOXGH GH

QW ,

DQ
YLF

WKHVH RSWLRQDO GHYLFH ," SDUDPHWHUYV FDQ LQFOXGH WKH

QXPEHU WKH KDQGVHW YHUVLRQ WKH KDQGVHW QHWZRU

8VH RI WKH DER;H WHFKQLTXHYV HQDEOHV VA\VWHP WR U
GHYLFHV GDWD DQG QHWZRUN VHUYLFH 426 4XDOLW\ RI
DQG WKH OLNH EDVHG RQ WKH XVHU DQG RU WKH ORFDWL

N DG

HVW
6HU"

RQ |

JXUWKHU WR WKH WHFKQLTXHV DERYH V\VWHP FDQ HPSOR\
Rl WKH DFFHVV UHTXLUHPHQWY )RU H[DPSOH ZKHQ D GHYLFH
WR EH LQKHUHQWO\ VHFXUH H J VXFK DV D SXEOLF IDFLOLW\
LQLWLDWH DQ LPSURYHG FRQQHFWLRQ VXFK DV D YLUWXDO S
VXSSOHPHQWDO UHVWULFWLRQV DSSO\ ZKLOH LQ WKH LQVWHFX

H[SDQVLRQ RI SROLF\ EDVHG DFFHVV LQ WKDW WKH DFFHV
IXQFWLRQ RI WKH FOLHQW GHYLFH ORFDWLRQ DQG RU WKH

,Q DGGLWLRQ WR DFFHVV FRQWURO V\VWHP FDQ XVH O
WUDQVPLVVLRQ RI GDWD $V GHVFULEHG LQ WKH RYHUYLH
GHQ\ bDFFHVV WR FHUWDLQ VHQVLWLYH LQIRUPDWLRQ XSR
UHJLRQ RU WR SURKLELW GDWD IURP EHLQJ WUDQVPLWW H
D VSHFLILHG UHJLRQ ),* LOOXVWUDWHY DQ H[DPSOH SU
WUDQVPLVVLRQ UHVWULFWLRQV 6SHFLILFDOO\ LQ WKH H
). * VA\VWHP UHFHLYHV VWHS D UHTXHVW IURP DQ
GRFXPHQW DQG RU WKH OLNH JHQHUDOO\ GDWD 7KLV D
DXWKHQWLFDWHG RU RWKHUZLVH SHUPLWWHG DFFH\
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BULRU $UW

GHWHUPLQHV VWHS ZKHWKHU WKH UHTXHVWHG GDWD LV O

EH PRYHG EH\RQG FHUWDLQ GHILQHG ERXQGDULHV H J D SUt

D FRXQWU\ DQG WKH OLNH , I VI\VWHP GHWHUPLQHV VWHS
SHUPLWV VWHS DFFHVV WR WKDW GDWD WKDW LV QRW I

SRHVH 1 DW +
'LWK D ORFDWLRQ DZDUH LQIUDVWUXFWXUH V\VWHP FDQ HI
VHUYLFHVY LQ DGGLWLRQ WR WKRVH GHVFULEHG DERYH )RU H]|
HPHUJHQF\ VLWXDWLRQV ZKHUH D GHYLFH PD\ EH DQ DODUP R
WKH DODUP GHYLFH DQG WUDQVPLWY WKH ORFDWLRQ LQIRUPL
FDQ DOVR XVH ORFDWLRQ LQIRUPDWLRQ WR UHFRYHU D VWROI
DFFHVVHV VA\VWHP VA\VWHP GHWHUPLQHV WKH ORFDWLRQ
LQIRUPDWLRQ WR D SDUW\ VHHNLQJ WR ORFDWH WKH GHYLFH
DQG WKXV FDQ DOVR WUDFN DQ\WKLQJ DVVRFLDWHG ZLWK|] WK
DQG WKH OLNH 6\VWHP WKURXJK WKH XVH RI ORFDWLRQ L
DQG DSSOLFDWLRQV 7KH H[DPSOHV WKDW IROORZ LOOXVWUD\
SURYLGH WKHVH DQG RWKHU VHUYLFHYVY DQG DSSOLFDWLRQV

S5RHVH § DWW +
SHIHUULQJ WR ),* VIVWHP +«+ SURYLGHVY DQRWKHU H[DPSOH
DV DQ HQWHUSULVH QHWZRUN WKDW VHUYHV DV D GDWD FRPP
RWKHU W\SH RI HQWHUSULVH 7KH HQWHUSULVH RSHUDWHV Wt
LQFOXGH ORFDWLRQ GHSHQGHQW DVSHFWV )RU H[DPSOH |DFF
GHYLFHV DFFHVVLQJ VHUYLFHV RQ WKH QHWZRUN ,Q YDULRXYV
XVH RI RQH RU PRUH /$1V 0$1V :$1V 3%$1V DQG RU (WKHUQHW
RWKHU H[DPSOHV RI VXFK D QHWZRUN WKH SK\VLFDO DQG| OR.
VKRZQ LQ ),*6 DQG

ODQGNH $ DW
,OWHUIHUHQFH VXVFHSWLELOLW\ UHIHUV WR WKH LPSDFW |WKTC
PD\ KDYH RQ WKH DOW 3+< 7KH HUURU UDWH FULWHULRQ LV W

3DJH R
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BULRU $UW

ODQGNH $ DW

7KH 3(5 VKRXOG EH OHVV WKDQ IRU D E\WH SDFNHW (
VHSDUDWLRQ RI P IURP WKH UHFHLYHU $ EURDG UHSUHV
DQG *+] RWKHU :3$1V VXFK DV DQG

*+] DQG UDGLDWRUV VXFK DV PLFURZDYH RYHQV DUH Wi

ODQGNH $ DW
&RH[LVWHQFH UHIHUV WR WKH FR ORFDWLRQ RI ,((( 3
D GHYLFHV PXVW FRH[LVW ZLWK RWKHU UHFHLYHUV \
E ,((( D DQG ,((( WKDW RSHUDWH LQ WKH X
ORFDWHG ZLWK D GHYLFHV 7KH PLQLPXP FULWHULD
E\ WKH D WUDQVPLWWHU DQG PHDVXUHG LQ WKH
UHOHYDQW EDQGZLGWK Rl WKH YLFWLP UHFHLYHU VKRXOG
WKH QRQ D GHYLFH RSHUDWLQJ LQ WKH O0OESV PRGH
WUDQVPLWWHU DQG YLFWLP UHFHLYHU LV P

ODQGNH $ DW
7KH VLIJQDO DFTXLVLWLRQ PHWKRGY DUH WKH WHFKQLTXH
LQFRPLQJ VLIQDO LQ RUGHU WR FRUUHFWO\ UHFHLYH WKH
V IRU SLFRQHW FOHDU FKDQQHO DVVHVVPHQW &&$ UHIH
WKDQ V IRUDFTXLVLWLRQ I URP WKH EHIJLQQLQJ RI WKH

JRQWDQD DW
$V LQ WKH DERYH H[DPSOH WKLV UDGLR ZDV FDSDEOH RI
DQG KDG DQ RSHUDWLRQDO UDQJH RYHU ZDWHU RI DSSUR]
0+] 9+) PLOLWDU\ DQWHQQD 2SHUDWLRQDO UDQJH RYHU ¢
IURP WR PLOHV ZLWK LQWHUYHQLQJ IROLDJH EXLOGLOQ|
VHULRXV SUREOHP RYHU ZDWHU HYHQ ZLWK 8:% LPSXOVH
DQJOHV UHVXOWLQJ LQ VPDOO GLIIHUHQWLDO GHOD\V EH
UHIOHFWLRQ IURP WKH ZDWHU VXUIDFH 7KXV ERWK KLJKH
FRQYHQWLRQDO QDUURZEDQG 9+) 8+) UDGLRV ZHUH XQDEC
XQLTXH WR WKH UHFHLYHU GHVLJQ ZDV WKH DGGLWLRQ RI
VWURQJ LQ EDQG LQWHUIHUHUV FRPPRQO\ REVHUYHG LQ
LQ D GLJLSHDWHU PRG D(IRUZDUG WHFKQLTXHV ZHUH X\
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BULRU $UW

UDGLR WR DQRWKHU YLD DQ LQWHUPHGLDWH UHSHDWHU O

$LHOOR 1 DW > @

LQN

'"HFHQWUDOL]HG QHWZRUN DOVR DOORZV XQFRQWUROOHKHG G

PDQDJHPHQW RI GHYLFHVY RYHUODSSLQJ QHWZRUN IDLU @

FFH

8QOLNH D FHQWUDOL]J]HG QHWZRUN GHFHQWUDOL]HG QHWZRUN

VFKHGXOHU IRU WUDIILF

$LHOOR 1 DwW > @

SHIHUULQJ EDFN WR ),* WKH SURFHVVRU LQ WKH WUDQV
VWHS ,Q D SUHIHUUHG HPERGLPHQW WKH SD\ORDG LV
GLDJUDP RI D SD\ORDG RI SDENHW ). * ,Q 3'8 W
3'8 DGGUHVVLQJ ILHOG VHTXHQFH QXPEHU ILHOG DQ

LOQFOXGHY DGGUHVVLQJ LQIRUPDWLRQ 6HTXHQFH QXPE
WKH SDFNHWV EHLQJ WUDQVPLWWHG 3DUDPHWHUV ILHOG
SDUDPHWHUV IRU XVH E\ WKH UHFHLYLQJ GHYLFH 'DWD IL

ODQGNH % DW

7KH ,((( WDVN JURXS LV GHYHORSLQJ :3%$1V XS WR
0+] FKDQQHOV LQ WKH *+] ,60 EDQG WZR RI ZKLFK LQ

436. '436. 4$0 DQG FRGLQJ WUHOOLV FRGHG PRG)

UDWHYV OESV OESV OESV OESV DQG OESV > @

VWDQGDUG DOORZV IRU WKH FRRUGLQDWLRQ RI :3%$1 GHYL

PXOWLPHGLD TXDOLW\ RI VHUYLFH 4R6 SRZHU PDQDJHPH

JDLQHG VSRQVRU EDOORW DSSURYDO LQ 0D\ 7TKH IRFX

D ZKLFK LV GLVFEFXVVHG EHORZ

=XN§ DW $EVWUDFW
6\WWHPV DQG PHWKRGV IRU GHWHFWLQJ DQG SUHYHQWLQJ
DQG PHWKRGV SUHVHQW D JDWHZD\ EDVHG SDFNHW IRUZD
VHFXULW\ EUHDFKHV EXW DOVR SUHYHQW WKHP E\ GLUHFW

PLW
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QH!
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O\ C

VIVWHPY DQG PHWKRGYV HPSOR\ PXOWLSOH WHFKQLTX
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LQFOXGLQJ VWDWHIXO VLIQDWXUH GHWHFWLRQ WUDIILF

=XN 1 Dw > @
7KLY LQYHQWLRQ UHODWHY JHQHUDOO\ WR QHWZRUN VHF)
VHFEFXULW\ EUHDFKHY RQ D QHWZRUN ORUH VSHFLILFDOO\
IRUZDUGLQJ QHWZRUN VHFXULW\ VIVWHPY DQG PHWKRGV \
DOVR SUHYHQW WKHP E\ GLUHFWO\ GURSSLQJ VXVSLFLRXYV
HPSOR\ PXOWLSOH WHFKQLTXHV WR GHWHFW DQG SUHYHQ
VLIQDWXUH GHWHFWLRQ DQG SURWRFRO DQRPDO\ GHWHF

=XN 1 Dw > @
7KH VHFXULW\ RI D SULYDWH QHWZRUN KDYLQJ D SDFNHW
$GGUHVYV 7TUDQVODWLRQ 31%$7° ZLWKLQ WKH ILUHZDOO 1%
WHOHSKRQH V\VWHP $00 WKH VRXUFH DGGUHVVHV RI RXW
WR WKH ILUHZDOO WR JLYH WKH LPSUHVVLRQ WKDW WKH S
LOWHUQDO KRVWV RI WKH SULYDWH QHWZRUN SURWHFWHC(
DQG IRUZDUGHG WR WKH DSSURSULDWH KRVW :LWK 1$7 L
WKH ILUHZDOO EXW RXWVLGH KRVWY FDQQRW FRQQHFW Gl
, 3 DGGUHVV RI WKH ILUHZDOO

=XN 1 Dw > @
SDFNHW ILOWHULQJ ILUHZDOOV DUH UHODWLYHO\ LQH[SHQ
DORQH WKH\ FDQQRW W\SLFDOO\ SURYLGH DGHTXDWH VHF
FRPSOH[ HQYLURQPHQWY SURYLGH QR XVHU DXWKHQWLFDO
, 3 VSRRILQJ )RU H[DPSOH LI D KDFNHU FDQ ILIJXUH RXW D
KHDGHU WR D KDUPIXO SDFNHW %HLQJ XQDEOH WR GLIIHU
SDFNHW ILOWHULQJ ILUHZDOO ZRXOG QRW UHMHFW WKH K

>SUH@ 7KH EURDG
UHSHDWHU RU UHOT
ZKHUHLQ WKH QHWZ
RU PRQLWRULQJ LQ
PRUF

E DVQTD ¥ LUHHO®M® WQ RZQ DQG URXWLQH DW WKH WLPH RI WKH DO
) WRI E@PARGH 3>W@KH EURDGEDQG ZLUHOHVV UHSHDWHU RU
PR SWRYLYIR@FPIXGHY RQH RU PRUH Rl ~ 7R WKH H[WHQW D
F'OIXISOIG DRQMVRIRWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW Wi
ZRXOG KDYH IRXQG LW REYLRXV WR PRGLDWHU RU UHOD\
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BULRU $UW

EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ RI FODLP ZKH
RU PRUH RI" DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ W
LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW UHIHUHQFHV IXUW
UHSHDWHU RU UHOD\ RI FODLP ZKHUHLQ WKH QHWZRUN SU
KDYH EHHQ LOQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV

6HBERYH DW URZ >SUH@

UHL
KH L
KHU
RYL
UHS

>D@ L EDQGZLGWK
SURYLVLRQLQJ RI U
WUDQVPLVVLRQV

RU ZDH/ODH OO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
HBRODWHGXRBHUHOBPDK&GZLGWK RU GHOD\ SURYLVLRQLQJ RI UH
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ WR LQFOXGH 3L

LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW UHIHUHQFHV IXUW
SURYLVLRQLQJ RI UHSHDWHG RU UHOD\HG WUDQVPLVVLRQV’
UHSHDWHU RU UHOD\ ZLWK UHDVRQDEOH H[SHFWDWLRQ RI V

6HBERYH DW URZ

OHJ
SHD
DQ\
O LG
ED

WUDQVPLVVLRQV DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ

KHU
ZRX
X F F

> E@ LL DSSOLFDW

LRQ SULRULWL]DWLRQ W ZDV ZHOO NQRZQ DQG URXWLQH

WR LQFOXGH 3LL DSSOLFDWLRQ SULRULWL]DWLRQ ~ 7R WKH
RI " HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWYV LV IRXQG QRW
DUW ZRXOG KDYH IRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQ
DSSOLFDWLRQ SULRULWL]DWLRQ DV FODLPHG LQ OLJKW RI

'"HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWY 7KHVH SULRU D
DSSOLFDWLRQ SULRULWL]DWLRQ®™ ZRXOG KDYH EHHQ LQFRUS
UHDVRQDEOH H[SHFWDWLRQ RI VXFFHVV

6HBERYH DW URZ

> F@ LLL SULRULWI
DOWHULQJ RI GDWD
WUDIILF RU EDQGZ

| 1MQ Z D& HZHIM\Q QNQRZ Q DQG URXWLQH DW WKH WLPH RI WKH DO
WBD@QWFROLVGHM RQVL SULRULWL]LQJ GHOD\LQJ RU DOWHULQJ R
 EWRD ®EIBQG ZLUHOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURDGEDQG ZLUHOHVV UHSHDWHQJ GHOD\LQJ RU DOWHUL
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WUDIILF RU EDQGZLGWK™ DV FODLPHG LQ OLJKW RI WKH WH

DFKL

RWKHU LQYDOLGLW\ FKDUWYV 7KHVH SULRU DUW UHIHUHQFHV IX

GHOD\LQJ RU DOWHULQJ RI GDWD WUDQVPLVVLRQV WUDIILF
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ ZLWK UHDVRQD

6HBERYH DW URZ

RU
EOH

>G@ LY PRQLWRUL
WUDIILF IURP RQH R
XVHUV RU QHWZRUN

QW HRWDWHEBOOUNQRZQ DQG URXWLQH DW WKH WLPH RI WKH DOJOHJ!

WRRWH GXIGHFHLY PRQLWRULQJ RU PHDVXULQJ WUDIILF IURP
VEURDGEDQG ZLUHOHVYV UHSHDWHU RU UHOD\ GLVFORVHG LQ

RQH
DQ\

GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLOO LC

EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ WR LQFOXGH 3L
GHYLFHV XVHUV RU QHWZRUNV™ DV FODLPHG LQ OLJKW RI W
'HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWY 7KHVH SULRU D

Y P
KH V
UW L

PRQLWRULQJ RU PHDVXULQJ WUDIILF TURP RQH RU PRUH GHYLFH

LQWR D EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ ZLWK U
SRHVH 1 DW ), *!

HDV
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SRHVH 1 DW ),*

SRHVH 1 DW +

2QH W\SH RI DXWRPDWHG PHFKDQLVPV LQYROYHV WKH SUH
DGGHG WR V\VWHP KHQ DGGHG V\VWHP GHWHUPLQH
RQ WKDW ORFDWLRQ V\VWHP GHWHUPLQHV [IRU H[DPSAC
LQWR WKH GHYLFH ZKDW W\SH RI QHWZRUN SULRULWLHV

4R6 DQG RWKHU OLNH QHWZRUN SROLFLHV 7KLV PHFKDQL
EDVHG RQ WKH ORFDWLRQ RI HDFK GHYLFH 7KH H[DPSOHYV,
ZLWKLQ WKH ORFDWLRQ GDWDEDVH WR LQFOXGH WKH SUR

SRHVH 1 DW +

,Q RQH VSHFLILF H[DPSOH RI SURYLVLRQLQJ D ORFDWLRQ
VSHFLILF FRQILIJXUDWLRQV WR 9RLFH RYHU ,3 9R,3 KDQG
DQG LQFOXGHV IRU H[DPSOH 9LUWXDO /$1V 9/$1V ,' WU
( /,1 7KLV VLPSOLILHV WKH LQIRUPDWLRQ RQ 9R,3 SKRQ
SURYLVLRQHG SDUDPHWHUV DUH DGGHG WR WKH ORFDWLR
VHUYHU $Q H[SDQGHG ORFDWLRQ GDWDEDVH IRU 9F

RYLV
AV W

NV KH
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WK
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VHU
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LQIRUPDWLRQ 9/$1 PHPEHUVKLS RI WKH YRLFH HQWLW\ O
FRQWURO QRQ YRLFH WUDIILF OD\HU FODVV RI VHUYLFH
WUDIILF ORFDWLRQ FOLHQW V QHWZRUN OD\HU DGGUHVV
LQFOXGLQJ ODWLWXGH ORQJLWXGH DOWLWXGH DQG DFF)
SRLQWHU DQG RU RWKHU OLNH SDUDPHWHUV 7DEOH LV
WKDW FDQ EH LQFOXGHG LQ DQ H[SDQGHG ORFDWLRQ GDW
D 9R,3 QHWZRUN ,Q DGGLWLRQ WR WKH FRQQHFWLRQ SRL
UHSUHVHQWHG E\ 7DEOH DOVR LQFOXGHV D YRLFH 9/$1 ,'
DERYH WKH ORFDWLRQ GDWDEDVH DOVR FDQ LQFOXGH GH
WKHVH RSWLRQDO GHYLFH ,' SDUDPHWHUV FDQ LQFOXGH
QXPEHU WKH KDQGVHW YHUVLRQ WKH KDQGVHW QHWZRU

SRHVH 1 DW +

$V GHVFULEHG LQ WKH RYHUYLHZ H[DPSOH ORFDWLRQ LQ]|
D XVHU EDVHG RQ WKH ORFDWLRQ RI WKH GHYLFH XVHG E\
FDQ EH DGGHG DV DQ DXWKHQWLFDWLRQ DWWULEXWH WR
QHWZRUN LV W\SLFDOO\ UHJXODWHG XVLQJ DXWKHQWLFDW
5SHPRWH $XWKHQWLFDWLRQ 'LDO ,Q 8VHU 6HUYLFH 5%$',86
DQG , ((( : VWDQGDUG ZKLFK SURYLGHV IRU SRUW E
LGHQWLILHU ,Q WKH FDVH RI 126 DQG 5%$',86 DQ DXWKHQW
PHFKDQLVP IRU HVWDEOLVKLQJ VXFK DXWKHQWLFDWLRQ
PD\ EH FRQILJXUHG ZLWK VXFK DXWKHQWLFDWLRQ FDSD
4 VWDQGDUG SURYLGHVY DQRWKHU PHDQV IRU FRQWURC(
GLUHFWHG WR WKH HVWDEOLVKPHQW DQG RSHUDWLRQ RI
FRQILJXUDWLRQ Rl QHWZRUN GHYLFHV WR SHUPLW SDFNH\
H J ), * DOVR SURYLGH D WHFKQLTXH IRU QHWZRUI
FRPSXWHU SURJUDPYV GHVLJQHG WR DQDO\]H SDFNHWV DQ
ZKHWKHU SDFNHW WUDQVPLVVLRQ LQWR RU RXW RI WKH Q
DEOH WR FRPELQH WKH DVVRFLDWLRQ RI D GHYLFH V SK\V
UHJXODWLRQV DV DQ DWWULEXWH WR DVVHVV SHUPLWWHC
GLVWULEXWHG WR QHWZRUN GHYLFHV WR FRQILJXUH 9/$1\

SRHVH 1 DW +

,Q JHQHUDO RYHUYLHZ RI WKH DXWKHQWLFDWLRQ SURFHYV
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SRHVH 1 DW +

SRHVH 1 DW +

YLD D FRQQHFWLRQ SRLQW 6\VWWHP DXWKHQWLFD
WKH GHYLFH IURP WKH GHYLFH LWVHOI DQG RU IURP
FUHGHQWLDOV DQG DXWKHQWLFDWHY WKH XVHU 'XULQJ W
GHYLFH HPSOR\LQJ WKH WHFKQLTXHV GHVFULEHG KHUH

WHV
LQIL
KLV

LQ

YHULILHG DQG DXWKHQWLFDWHG IRU WKH UHTXHVWHG QHWZR
WR DFFHVV WKH UHTXHVWHG UHVRXUFHV 6\VWHP FDQ OF

,Q PRUH GHWDL(S ), * LOOXVWUDWHY DQ H[DPSOH SURFHVYV

DQ\ UHVWULFWLRQV WR DFFHVV WKH QHWZRUN EDVHG RQ

ORF

LGHQWLILFDWLRQ SURFHVV UHSUHVHQWHG E\ ),* D XVYHU
DXWKHQWLFDWHG VWHS RU RWKHUZLVH ILOWHUHG E\ YV\VW
DXWKRUL]J]DWLRQ SURFHVV E\ UHTXLULQJ WKH HQG XVHU DW D

LOQIRUPDWLRQ LQFOXGLQJ EXW QRW OLPLWHG WR D QDPH
FUHGHQWLDOV 1 WKH XVHU LV SHUPLWWHG DFFHVV WR V

VI\VWHP SHUPLWV WKH XVHU WR TXHU\ VWHS VAVWHP

DQG WKH OLNH $OWHUQDWLYHO\ RU LQ DGGLWLRQ V\VWH

DQG
\VW!

P

DOORZLQJ WKH UHTXHVWHG DFFHVV $ WUXVWHG XVHU GHYLFF

QHWZRUN HQWU\ GHYLFH DQG RUD ORFDWLRQ VHUYHU
WHFKQLTXHY DV GHVFULEHG KHUHLQ

), * UHSUHVHQWY DQRWKHU H[DPSOH DXWKHQWLFDWLRQ
REWDLQV VWHS WKH ORFDWLRQ LQIRUPDWLRQ IRU DQ
ORFDWLRQ RI WKH GHYLFH LQ GHWHUPLQLQJ WKH DSSURS
DOVR HPSOR\ WKH XVHU FUHGHQWLDOV HJ XVHU QDPH [
WKH DSSURSULDWH OHYHO RI VHUYLFH 6\VWHP GHWHUI
YHULILHG ,I VI\VWHP GHWHUPLQHV VWHS WKDW WKH
DFFHVV RU UHVWULFWV VWHS DFFHVV DFFRUGLQJ WR
DFFHVV WR RQO\ WKRVH GHYLFHV DSSOLFDWLRQV DQG GOD
, I VA\VWHP GHWHUPLQHV VWHS WKDW WKH ORFDWLR(
ZKHWKHU WKH ORFDWLRQ LV DXWKHQWLFDWHG ,I VA\VWHP
DXWKHQWLFDWHG V\VWHP GHWHUPLQHV VWHS ZKH
GHWHUPLQHV VWHS WR QRW DFFHSW WKH DVVHUWH

FDQ
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DFFRUGLQJ WR SUHGHILQHG SROLFLHV ,I VIVWHP GHWH
VI\VWHP DOORZV VWHS DFFHVV DW VHOHFWDEOH VH
SUHGHILQHG SROLFLHYV

SRHVH 1 DW +
8VH RI WKH DERYH WHFKQLTXHV HQDEOHV V\VWHP WR U
GHYLFHV GDWD DQG QHWZRUN VHUYLFH 426 4XDOLW\ RI
DQG WKH OLNH EDVHG RQ WKH XVHU DQG RU WKH ORFDWL
JXUWKHU WR WKH WHFKQLTXHV DERYH V\VWHP FDQ HPS
RI WKH DFFHVV UHTXLUHPHQWY )RU H[DPSOH ZKHQ D GHY,
WR EH LQKHUHQWO\ VHFXUH H J VXFK DV D SXEOLF IDFL(
LQLWLDWH DQ LPSURYHG FRQQHFWLRQ VXFK DV D YLUWXI
VXSSOHPHQWDO UHVWULFWLRQV DSSO\ ZKLOH LQ WKH LQV
H[SDQVLRQ RI SROLF\ EDVHG DFFHVV LQ WKDW WKH DFFHV
IXQFWLRQ RI WKH FOLHQW GHYLFH ORFDWLRQ DQG RU WKH

SRHVH 1 DW +
,Q DGGLWLRQ WR DFFHVV FRQWURO V\VWHP FDQ XVH O
WUDQVPLVVLRQ RI GDWD $V GHVFULEHG LQ WKH RYHUYLH
GHQ\ bDFFHVV WR FHUWDLQ VHQVLWLYH LQIRUPDWLRQ XSR
UHJLRQ RU WR SURKLELW GDWD IURP EHLQJ WUDQVPLWW H
D VSHFLILHG UHJLRQ ),* LOOXVWUDWHY DQ H[DPSOH SU
WUDQVPLVVLRQ UHVWULFWLRQV 6SHFLILFDOO\ LQ WKH H
). * VA\VWHP UHFHLYHV VWHS D UHTXHVW IURP DQ
GRFXPHQW DQG RU WKH OLNH JHQHUDOO\ GDWD 7KLV D

DXWKHQWLFDWHG RU RWKHUZLVH SHUPLWWHG DFFHVV WR

GHWHUPLQHV VWHS ZKHWKHU WKH UHTXHVWHG GDWD

EH PRYHG EH\RQG FHUWDLQ GHILQHG ERXQGDULHV H J D

D FRXQWU\ DQG WKH OLNH , I VI\VWHP GHWHUPLQHV VW

SHUPLWV VWHS DFFHVV WR WKDW GDWD WKDW LV Q
SRHVH 1 DW +

'LWK D ORFDWLRQ DZDUH LQIUDVWUXFWXUH V\VWHP FD

UPL
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HPHUJHQF\ VLWXDWLRQV ZKHUH D GHYLFH PD\ EH DQ DOD
WKH DODUP GHYLFH DQG WUDQVPLWY WKH ORFDWLRQ LQIR
FDQ DOVR XVH ORFDWLRQ LQIRUPDWLRQ WR UHFRYHU D VYV
DFFHVVHV VA\VWHP VA\VWHP GHWHUPLQHY WKH ORFDW
LQIRUPDWLRQ WR D SDUW\ VHHNLQJ WR ORFDWH WKH GHYI
DQG WKXV FDQ DOVR WUDFN DQ\WKLQJ DVVRFLDWHG ZLWK
DQG WKH OLNH 6\VWHP WKURXJK WKH XVH RI ORFDWL
DQG DSSOLFDWLRQV 7KH H[DPSOHV WKDW IROORZ LOOXVYV
SURYLGH WKHVH DQG RWKHU VHUYLFHY DQG DSSOLFDWLR(

5RHVH § DWW +
SHIHUULQJ WR ),* VIVWHP +« SURYLGHV DQRWKHU H[DP
DV DQ HQWHUSULVH QHWZRUN WKDW VHUYHV DV D GDWD F
RWKHU W\SH Rl HQWHUSULVH 7KH HQWHUSULVH RSHUDWH
LQFOXGH ORFDWLRQ GHSHQGHQW DVSHFWV )RU H[DPSOH
GHYLFHV DFFHVVLQJ VHUYLFHV RQ WKH QHWZRUN ,Q YDUL
XVH RI RQH RU PRUH /$1V 0$1V :$1V 3%$1V DQG RU (WKHU(
RWKHU H[DPSOHV RI VXFK D QHWZRUN WKH SK\VLFDO DQG
VKRZQ LQ ),*6 DQG

ODQGNH $ DW
,OWHUIHUHQFH VXVFHSWLELOLW\ UHIHUV WR WKH LPSDFW
PD\ KDYH RQ WKH DOW 3+< 7KH HUURU UDWH FULWHULRQ

ODQGNH $ DW

7KH 3(5 VKRXOG EH OHVV WKDQ IRU D E\WH SDFNHW (
VHSDUDWLRQ RI P IURP WKH UHFHLYHU $ EURDG UHSUHV
DQG *+] RWKHU :3$1V VXFK DV DQG

*+] DQG UDGLDWRUV VXFK DV PLFURZDYH RYHQV DUH Wi

ODQGNH $ DW
&RH[LVWHQFH UHIHUV WR WKH FR ORFDWLRQ RI ,((( 3
D GHYLFHV PXVW FRH[LVW ZLWK G ,(((

UP R
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LRQ
 FH
WK I
RQ L
VUD\
DV

SOH
RPP
vV W
DFF
RXV
DHW
OR.

WKEC
LV W

DHQ.
HQW

.6
KH S

D Gl

3DJH R



&ODLPV

BULRU $UW

E L ((( D DQG ,((( WKDW RSHUDWH LQ WKH X
ORFDWHG ZLWK D GHYLFHV 7KH PLQLPXP FULWHULD
E\ WKH D WUDQVPLWWHU DQG PHDVXUHG LQ WKH

DOLF
KHU

UHOHYDQW EDQGZLGWK RI WKH YLFWLP UHFHLYHU VKRXOG EH

WKH QRQ D GHYLFH RSHUDWLQJ LQ WKH OESV PRGH
WUDQVPLWWHU DQG YLFWLP UHFHLYHU LV P

ODQGNH $ DW
7KH VLJQDO DFTXLVLWLRQ PHWKRGY DUH WKH WHFKQLTXH
LQFRPLQJ VLJQDO LQ RUGHU WR FRUUHFWO\ UHFHLYH WKH

ZKt

V E\
wu

V IRU SLFRQHW FOHDU FKDQQHO DVVHVVPHQW &&$ UHIHUHQ

WKDQ V IRU DFTXLVLWLRQ IURP WKH EHIJLQQLQJ RI WKH

JRQWDQD DW
$V LQ WKH DERYH H[DPSOH WKLV UDGLR ZDV FDSDEOH RI

SUH

ERW

DQG KDG DQ RSHUDWLRQDO UDQJH RYHU ZDWHU RI DSSUR|[LPD
0+] 9+) PLOLWDU\ DQWHQQD 2SHUDWLRQDO UDQJH RYHU ODQ(
IURP WR PLOHV ZLWK LOQWHUYHQLQJ IROLDJH EXLOGLQJV D

VHULRXVY SUREOHP RYHU ZDWHU HYHQ ZLWK 8:% LPSXOVH
DQJOHV UHVXOWLQJ LQ VPDOO GLIITHUHQWLDO GHOD\V EH

WHF
W Z H

UHIOHFWLRQ IURP WKH ZDWHU VXUIDFH 7KXV ERWK KLJKHU IL
FRQYHQWLRQDO QDUURZEDQG 9+) 8+) UDGLRV ZHUH XQDEOH W

XQLTXH WR WKH UHFHLYHU GHVLJQ ZDV WKH DGGLWLRQ RI
VWURQJ LQ EDQG LQWHUIHUHUV FRPPRQO\ REVHUYHG LQ

DQ\
WKL

LQ D GLILSHDWHU PRGH LQ ZKLFK SDFNHW VWRUH DQG IRUZD

UDGLR WR DQRWKHU YLD DQ LQWHUPHGLDWH UHSHDWHU O

$LHOOR 1 DwW > @
'"HFHQWUDOL]HG QHWZRUN DOVR DOORZV XQFRQWUROO
PDQDJHPHQW RI GHYLFHVY RYHUODSSLQJ QHWZRUN IDLU @
8QOLNH D FHQWUDOL]J]HG QHWZRUN GHFHQWUDOL]HG QHW::
VFKHGXOHU IRU WUDIILF

LQN
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ODODQ v DW $EVWUDFW
$ PHWKRG DQG V\VWHP DUH SURYLGHG IRU SURWHFWLQJ S
XQGHVLUDEOH QHWZRUN WUDIILF LQ UHDO WLPH 7KH PHW

XEO
KRG

VHUYLFHY DQG DQDO\]LQJ WKH QHWZRUN WUDIILF WR LGHQWLI
XQGHVLUDEOH XVHU WR WKH VHUYLFHV LV OLPLWHG WR SURW|

UHPRYH D QHZ OHYHO RI VHFXULW\ WKUHDW WKDW LV QRW
PHWKRG DQG VA\VWHP LGHQWLI\ WRSRORJLFDOO\ DQRPDOR
GDWD IORZV LQ UHDO WLPH IURP WKH QHWZRUN

0ODODQ § DW > @
$Q REMHFW Rl WKH SUHVHQW LQYHQWLRQ LV WR SURYLGH
QHWZRUN FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZI

ODODQ § DW > @

,Q FDUU\LQJ RXW WKH DERYH REMHFWY DQG RWKHU REMHE

SXEOLFO\ DFFHVVLEOH QHWZRUN FRPSXWHU VHUYLFHV IUR
7KH PHWKRG LQFOXGHYV UHFHLYLQJ QHWZRUN WUDIILF GHYV
WR LGHQWLI\ DQ XQGHVLUDEOH XVHU RI WKH VHUYLFHV 7
XQGHVLUDEOH XVHU WR WKH VHUYLFHV WR SURWHFW WKH

ODODQ v DW > @

,Q JHQHUDO WKH SUHVHQW LQYHQWLRQ SURYLGHV D PHW
FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZRUN WUDII
FRPEDWY GHQLDO RI VHUYLFH DWWDFNV ZLWKRXW UHTXLU
LQIUDVWUXFWXUH 7KLV ODUJHU VA\VWHP LQ JHQHUDO FR
WUuUDIILF VWDWLVWLFV IURP URXWHUV WR GHWHFW EDFNW
ZHEVLWHV 7KLV ODUJHU VA\VWHP H[SORLWYV LQIRUPDWLRQ
HILVWLQJ QWHUQHW URXWLQJ LQIUDVWUXFWXUH 7KH OD
HILVWLQJ URXWLQJ LQIUDVWUXFWXUH GHSOR\HG DW ,QWH
HQWHUSULVH QHWZRUNV 7KH PHWKRG DQG V\VWHP LV HQ
KDYH SXW LQWR WKHLU ODWHVW SURGXFWYV
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ODODQ v DW > @

). * VKRZV DQ H[DPSOH XVH RI WKH 'R6 VFUXEEHU W GHS$SLFW

DFFHVVLEOH VHUYLFH2D SXEOLF :HE VHUYHU IRU H[DPSOH
DQG WKH ,QWHUQHW $V VXFK LW VHHV DOO WKH WUDIILF

7KF
WKEL

SXEOLF VHUYHU ERWK OHJLWLPDWH DQG PDOLFLRXV XVHUV JI
DEDO\][LQJ WKH VHUYLFH UHTXHVW GLVWULEXWLRQV DQG $SDFN

XVHUV RI WKH VHUYLFH DQG HLWKHU ILOWHU FRPSOHWHO

ODODQ v DW > @
). * GHQRWHYVY WKH GHQLDO RI VHUYLFH VFUXEEHU V KLJK

RU

OH>

FRPSRQHQWV WKH IRUZDUGLQJ DQG WKH DQDO\VLV HQJLQHYV

UHVSRQVLELOLWLHY DSSO\LQJ ILOWHULQJ DQG UDWH OLP

LWL

VWDWLVWLFV 7KH DQDO\VLV HQJLQH $( LV UHVSRQVLEOH IRL

IRUZDUGLQJ HQJLQH V VWDWLVWLFV 8SRQ GHWHFWLRQ RI
WKH DQDO\VLYV HQJLQH WR WKH IRUZDUGLQJ HQJLQH IRU Il

0ODODQ § DW > @+> @
7KH 'R6 VFUXEEHU V IRUZDUGLQJ HQJLQH VHUYHV ERWK D
'KHQ ,QWHUQHW 3URWRFRO ,3 SDFNHWV HQWHU WKH VFU
UHFHLSW WKH )( GHWHUPLQHV LI WKH SDFNHWV EHORQJ W
UHTXHVW LV QHZ D YDULHW\ RI VDIHJXDUGY UHPRYH PDQ\
7&3 6<1 IORRGV +RZHYHU WKH VDIHIJXDUGVY DOVR LQFOXG
GHWHUPLQHG PDOLFLRXV E\ WKH DQDO\VLV HQJLQH ,I VR
JRU H[DPSOH LI WKH VHUYLFH LV QRW RYHUZKHOPHG LW
WKURWWOHG EDFN XVLQJ D FXVWRP UDWH OLPLWHU :KHQ
FROOHFWHG WKDW DUH ODWHU VHQW WR WKH DQDO\VLV H
6L]H WKH UHTXHVW DQG VXEVHTXHQW UHSO\ V VL]H ERWHK
SHTXHVW SD\ORDG FRQWHQW RI WKH UHTXHVW DW WKH D
1XPEHU RI IUDJPHQWY WKH QXPEHU RI IUDJPHQWYV LQ WKH
PDOLFLRXV XVH
1XPEHU Rl SURWRFRO DQRPDOLHV WKH QXPEHU RI HUURU

ODQGNH % DW

7KH ,(((

0+] FKDQQHOV LQ WKH

WDVN JURXS LV GHYHORSLQJ :3%$1V XS WR
*+] ,60 EDQG WZR RI ZKLFK LQ
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UDWHYV OESV OESV OESV OESV DQG OESV > @
VWDQGDUG DOORZV IRU WKH FRRUGLQDWLRQ RI :3%$1 GHYL
PXOWLPHGLD TXDOLW\ RI VHUYLFH 4R6 SRZHU PDQDJHPH

D ZKLFK LV GLVFXVVHG EHORZ

=XN§ DW $EVWUDFW
6\WWHPV DQG PHWKRGV IRU GHWHFWLQJ DQG SUHYHQWLQJ
DQG PHWKRGV SUHVHQW D JDWHZD\ EDVHG SDFNHW IRUZD
VHFXULW\ EUHDFKHV EXW DOVR SUHYHQW WKHP E\ GLUHFW
VIVWHPVY DQG PHWKRGV HPSOR\ PXOWLSOH WHFKQLTXHV W
LQFOXGLQJ VWDWHIXO VLIQDWXUH GHWHFWLRQ WUDIILF

=XN 1 Dw > @
7KLY LQYHQWLRQ UHODWHY JHQHUDOO\ WR QHWZRUN VHF)
VHFEFXULW\ EUHDFKHY RQ D QHWZRUN ORUH VSHFLILFDOO\
IRUZDUGLQJ QHWZRUN VHFXULW\ VAIVWHPY DQG PHWKRGV \
DOVR SUHYHQW WKHP E\ GLUHFWO\ GURSSLQJ VXVSLFLRXYV
HPSOR\ PXOWLSOH WHFKQLTXHV WR GHWHFW DQG SUHYHQ
VLIQDWXUH GHWHFWLRQ DQG SURWRFRO DQRPDO\ GHWHF

OHOLFN § DW +
$FFRUGLQJ WR RQH DVSHFW RI WKH SUHVHQW LQYHQWLRQ
SHUVLVWHQWO\ PDLQWDLQLQJ WKH GDWD RQ D QHWZRUN
H[SLUDWLRQ SURSHUWLHV 7KH H[SLUDWLRQ SURSHUWLHYV
DWWULEXWHY 7KH GDWD FDQ EH LQ SDFNHWV RU VWUHDP

436. '436. 4%0 DQG FRGLQJ WUHOOLV FRGHG PRGXOD\

7TKFE
FHV
QwW

JDLQHG VSRQVRU EDOORW DSSURYDO LQ 0D\ 7TKH IRFXNV RI

QH!
UGLC
O\ C
R G

LJQ

(ULW
WK F
VR Q
SDI
W L
W LR

WKU
FDC
\Y

7KH EURDGEDQG
UHSHDWHU RU UHOL
ZKHUHLQ VDLG DW (

RU WUDQVFHLYHU
RU GDWD DQG \

ZMWUWHADWWVWHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
) WRI IFQPARGH 3 >W@KH EURDGEDQG ZLUHOHVY UHSHDWHU RU
D WD VWFOHHL WWHHIF HRYHUHFHLYLQJ VLIQDOV RU GDWD DQG VDLG
RRWEBWDY RGHVDWIDDY KDOI GXSOH[ " 7R WKH H[WHQW D EUR
'HIHQGDQWVY RWKHU LQYDOLGLW\ FKDIQ D SHUVRQ RI RUG|

OHJ!

UHO

DW
DGE
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WUDQVPLWWHU RU
WUDQVPLWWLQJ VL
LQ KDOI GXSOH]

3ULRU $UW
NZUFOXQOVG- HKIDWHHU I R G LW REYLRXV WR PRGLI\ DQ H[LVWLQJ EURDGE
) ED AV GAD G GWD (RESGIHNDWHHSHDWHU RU UHOD\ RI FODLP  ZKHUHL
VLJQDOV RU GDWD DQG VDLG DW OHDVW RQH WUDQVPLWWHU RU
GXSOH[ DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ WKH UHIH
LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW UHIHUHQFHV IXUWKHU
UHSHDWHU RU UHOD\ Rl FODLP ZKHUHLQ VDLG DW OHDVW RQH
VDLG DW OHDVW RQH WUDQVPLWWHU RU WUDQVFHLYHU IRU WUD
EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVV UHSHDOWH L
%DUHLV § DW ),*
ODQGNH $ DW
6RPH RI WKH DSSOLFDWLRQV ,((( D DQWLFLSDWHV VX|[SSR
7KHDWHU GLJLWDO LPDJLQJ DQG ORFDWLRQ DZDUHQHVV|,Q
URXQG RI SUHVHQWDWLRQV RXW RI WKH UHVSRQGHQWYV |WR
OD\HU DOWHUQDWLYHV WR WKH SK\VLFDO OD\HU LQ WKH
VWDQGDUG EHLQJ GHYHORSHG E\ ,((( D ZLOO UHSODRH W
XVH WKH VDFFHVV FRQWURO OD\HU DV WKH ,((( VW

3DJH R
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WKH DSSURYHG VWDQGDUG LQ PLG

JRQWDQD DW

8:% $33/,&%7,216
J)LIXUH LOOXVWUDWHY DQ XOWUD ZLGHEDQG KDQGKHOG WUL

GDWD WUDQVPLVVLRQ DW UDWHV RI XS WR NE V &96' DQG

FHQWHU IUHTXHQF\ LQ / EDQG *+] ZLWK DQ LQVWDQWD|QHR
3HDN SRZHU RXWSXW IURP WKH 8:% WUDQVFHLYHU ZDV PHDVX!
ZRUVW FDVH RI —: 7KLV UHVXOWV LQ D ZRUVW FDVH SRZH

UDQJH RI DSSUR[LPDWHO\ WR NP ZLWK VPDOO DQWHQQDV V
WR PLOHV ZLWK VPDOO JDLQ DQWHQQDYV

JRQWDQD DW )LIXUH

JRQWDQD DW
JLJXUH LOOXVWUDWHV D KLJK VSHHG XS WR O0E V 8:% UDG

YLGHR DQG FRPPDQG FRQWURO LQIRUPDWLRQ DFURVV DQ DV
DOVR GHVLJQHG WR RSHUDWH LQ WKH W R *+] UHJLRQ

$Q HDUOLHU GHVLJQ GHYHORSHG XQGHU IXQGLQJ IURP WKH 8
'$53$ RSHUDWHG ZLWK D 0+] LQVWDQWDQHRXV EDQGZLGW

JRQWDQD DW
J)LIXUH LOOXVWUDWHY D VHW RI SURWRW\SH 8:% WUDQVHHLY

LQWHUFRP FDSDELOLW\ RQ ERDUG 1DY\ DLUFUDIW 7KH SURWR
GXSOH] NE V GLJLWDO YRLFH RYHU D UDQJH RI DSSURJ[LPDW
VHOHFWHG EHFDXVH RI LWV DELOLW\ WR RSHUDWH LQ VH)

3DJH R
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DURXQG DLUFUDIW DQG EHFDXVH RI LWV QRQ LQWHUIHUL

QJ

7KH EURDGEDQG
UHSHDWHU RU UHOT
ZKHUHLQ VDLG UHS
HPSOR\V 0,02 RU DG
DQWHQQD WHFKQRQ

ZMWUBDWWWHOO NQRZQ DQG URXWLQH DW WKH WLPH Rl WKH DO
) WRI E@PARGH :>W@KH EURDGEDQG ZLUHOHVV UHSHDWHU RU
HO\W2 B R D WHOWLYH DQWHQQD WHFKQRORJ\ ~ 7R WKH H[WHQW
RSWHIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW
MUW ZRXOG KDYH IRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQ
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ Rl FODLP  ZKH
DQWHQQD WHFKQRORJ\" DV FODLPHG LQ OLJKW Rl WKH WHDF
RWKHU LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW UHIHUHQFH
ZLUHOHVV UHSHDWHU RU UHOD\ RI FODLP ZKHUHLQ VDLG U
WHFKQRORJ\" ZRXOG KDYH EHHQ LQFRUSRUDWHG LQWR D EU
H[SHFWDWLRQ RI VXFFHVV

(QJHOV 1 DW +
9DULDEOH GLUHFWLRQ DQWHQQD LV DQ DQWHQQD LQ ZKLF
RSHUDWLRQ $Q DGDSWLYH DQWHQQD LV D IRUP RI YDULDE

(QJHOV 1 DW +

*HQHUDOO\ WKH VHFRQG DQWHQQD PHDQV RI WKH LQGH
RPQLGLUHFWLRQDO DQWHQQD J)LJ D E D GLUHFWLYH
DQJOH LQ WKH DJLPXWK SODQH H J D KDOI VSKHUH DQG
F D GLUHFWLRQDO DQWHQQD KDYLQJ D G% EDQGZLGW

RXWGRRU DQWHQQD )LJ F ,Q WKH ODWWHU FDVH GXH \
EH DFFRPPRGDWHG DQG WKH OHQJWK RI WKH WUDQVPLVVL
DQWHQQD QHHGV XVXDOO\ WR EH SRLQWHG WRZDUGV WKH
VHFRQG DQWHQQD PHDQV PD\ EH UHSODFHG E\ FRQQHFWLI
FDEOH D FRD[ FDEOH D WZLVWHG SDLU FDEOH RU VLPLOD

(QJHOV 1 DW +
,Q DQRWKHU DVSHFW Rl WKH LQYHQWLRQ WKH XVDJH RI PX
UHVXOW LQ D FRPPXQLFDWLRQ ZLWK DQWHQQD V DW PXOW
IHDWXUH LV SDUWLFXODUO\ XVHIXO IRU SURYLGLQJ UHGX(
WHFKQLTXHV LQFOXGH EHDPIRUPLQJ VSDWLDO GLYLVLRQ

OHJ
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J EU
UHL
KLQ
vV 1X
HSH
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0,02 VA\VWHPV

&KDEDYV DW > @

7TKH LQYHQWLYH LGHD WKXV FRPSULVHV WKH XVH RI WKH WHDF
80,02°" ZKLFK SURSRVHV WR PXOWLSO\ WKH QXPEHU RI WUDQVF

LGHD DOVR FRPSULVHV WR EHQHILW IURP WKH VI\VWHP WR
WUDQVPLVVLRQ SDWKV E\ YDU\LQJ WKH GLYHUVLW\ HYHQ
IRU H[DPSOH 3&DSDFLW\ UHVXOWYV RQ I[UHTXHQF\ VHOHFW

I XU\
PRU
LY H

SXEOLVKHG LQ WKH &RQI ,67 ,UHODQG LQ 2FWREHU RQ SS

&KDEDYV DW > @

). * VKRZV LQ PRUH GHWDLO WKH VWUXFWXUH RI WKH VHFRQC

VHFRQGDU\ VWDWLRQ LV LQ HVVHQFH FRQVWLWXWHG E\
SOXUDOLW\ Rl WUDQVPLWWLQJ GHYLFHV 7; WR 7:Q 7KH Y

D S
DULF

LQIRUPDWLRQ WR D SURFHVVLQJ FLUFXLW WR HVWDEOLVK X
,Q D VLPLODU PDQQHU XVHIXO LQIRUPDWLRQ WR EH WUDQVPL

E\ PHDQV RI D WUDQVPLVVLRQ SURFHVVLQJ FLUFXLW WR
RI WUDQVPLVVLRQ GHYLFHV PD\ EH HTXDO WR WKH QXPEH

YDLU
J R

WKXV KDV D VWUXFWXUH RI D W\SH NQRZQ E\ WKH QDPH RI| 0,0

WKHVH UHFHLYLQJ GHYLFHV PD\ KDYH UDGLR WUDIILF ZLW
QXPEHU RI WKHVH WUDQVPLWWLQJ GHYLFHV KDYH UDGLR
UDGLR WUDIILF ZLWK WKH VHFRQGDU\ VWDWLRQ 7KLV L
LQGLFDWH WKH WUDQVPLVVLRQ DQG UHFHSWLRQ UHVSHF
Rl UHOD\ RU UHSHDWHU HIIHFWHG E\ WKH VWDWLRQ SHU
WKLV FDVH DW WKH OHYHO RI WKH VWDWLRQ

&KDEDYV DW > @+> @

%\ WKH LQYHQWLRQ
WKH FRQFHSW RI WKH 0,02 DUFKLWHFWXUH LV HIWHQGHG

K Wk
NV U D
vV VK
WLYI
PLW

NR V

QHWZRUN DQG LQ D PRUH SDUWLFXODU PDQQHU IRU WKH 2'0%$ |

'LYHUVLW\

D FRQWULEXWLRQ LV PDGH WRZDUGV IXUWKHU UHGXFWLRQ RI
PRGH LV LPSOHPHQWHG DQG DV D UHVXOW RI ZKLFK WKH TXDO

FDSDFLW\ RI WUDIILF R
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D FRQWULEXWLRQ LV DOVR PDGH WRZDUGYV LPSURYLQJ WK
SDUDOOHO SURFHVVLQJ RI WKH WUDQVPLWWHG GDWD ZKL
'LYHUVLW\ DV WKLV LV GRQH LQ WKH )'" PRGH

*DUGQHU 1 DW $EVWUDFW
$ PRGLILHG SUHDPEOH LV XVHG E\ HHIWHQGHG GHYLFHV WK
UHODWLYH WR VWULFW D FRPSOLDQW GHYLFHV 7KH H
0,02 ZKHUH PXOWLSOH GDWD VWUHDPV DUH PXOWLSOHI[H

DQ HIWHQGHG WUDQVPLWWHU WUDQVPLWYV XVLQJ PRUH WK

D FDQ H[LVW LQ HIWHQGHG GHYLFHV 7KH PRGLILHG S|
ZHOO DV HIWHQGHG GHYLFHV WR LQGLFDWH FDSDELOLWL
WR RWKHU GHYLFHV VXFK WKDW WKH FRPPRQ FRPPXQLFDW
7KH PRGLILHG SUHDPEOH LV DOVR XVDEOH IRU REWDLQLQ
HVWLPDWHY 7KH PRGLILHG SUHDPEOH SUHIHUDEO\ LQFOX
DQG RU HIWHQGHG PRGHV 3:PRGH GHWHFWLRQ" DQG SURY

D GHYLFHV

*DUGQHU 1 DW > @

2QH DSSURDFK WR REWDLQLQJ KLIKHU GDWD UDWHYV LV WK

LWVHOI RUDV ZHOO DV WKH XVH RI PRUH EDQGZLGWK LV
D SOXUDOLW\ RI WUDQVPLWWHUV WUDQVPLW GLIITHUHQW G
GLITHUHQW PXOWL SDWK UHIOHFWLRQ FKDUDFWHULVWLFV
LOQWHURSHUDELOLW\ EHWZHHQ OHJDF\ GHYLFHV DQG H[WH

*DUGQHU § DW > @
(IWHQGHG 0,02 LQ PXOWLSOH 0+] FKDQQHOV H J

*DUGQHU 1 DW > @
6RPH PRGLILHG SUHDPEOH VWUXFWXUHYVY GHVFULEHG KHUH
6,62 PXOWL FKDQQHO SDFNHWV GHYLFHV DQG 0,02 PXOWL
EHWZHHQ PXOWL FKDQQHO SDFNHWYV GHYLFHVY DQG OHJDEF

DW |
[W H (
G V!
DQ
JHDF
HV D
LR G
Jo,
GHV
LGH

LQ ¢
FKD
SDF

3DJH R
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7KH EURDGEDQG [ZMWUBDWWZMHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO[OHJ
UHSHDWHU RU UHODWRI E@MPQRGH 3 >W@KH EURDGEDQG ZLUHOHVYV UHSHDWHU RU UHO
ZKHUHLQ VDLG EURDGHEORGLYLERQHVXUHG RU FRQILIJXUDEOH IRU PRQLWRULQJ RU PH
UHSHDWHU RU UHODWWM PR® LW WWIBGERWDLG EURDGEDQG ZLUHOHVV UHSHDWHU RU Ul
FRQILIXUDEOH IRU PERQLMCRRMHG R DQ\ Rl '"HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUW\
PHDVXULQJ WUDIILF SDBVEBUNKBIROIKLQ WKH DUW ZRXOG KDYH IRXQG LW REYLRXV W
UHFHLYHG E\ RU W U DUGNCFL\WMFH GQEE\OWXIBLHG 3> W@ KH EURDGEDQG ZLUHOHVY UHSHDWHU F
EURDGEDQG ZLUHOHVWSHIBWBWRU RBOD\ LV FRQILIXUHG RU FRQILIJXUDEOH IRU PRQI
UHOD\ E\ RU WUDQVPLWWHG E\ VDLG EURDGEDQG ZLUHOHVV UHSHDWHU
UHIHUHQFHY VHW IRUWK EHORZ DQG LQ 'HIHQGDQWVY RWKHU LQ
GHPRQVWUDWH WKDW WKH FODLPHG *>W@KH EURDGEDQG ZLUHO
ZLUHOHVV UHSHDWHU RU UHOD\ LV FRQILJXUHG RU FRQILJXUDEO
UHFHLYHG E\ RU WUDQVPLWWHG E\ VDLG EURDGEDQG ZLUHOHVYV
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK UHDVRQDEOH
6HBERYH DW URZ > G@
>SUH@ $ EURDGE D@SGEDIRDHIEDWQG ZLUHOHVY UHSHDWHU RU UHOD\” ZDV ZHOO NQRZ
UHSHDWHU RU UHODRUFRPGDUVYQLOO LQ WKH DUW ZRXOG KDYH IRXQG LW REYLRXV W
HOHPHQWY DV VHW IRUWK EHORZ DQG LQ 'HIHQGDQWVY RWKHU L
6HH H J
$ 86 3DW 1R 3*DQ] 1
$ 8 6 3DW 3XE 1R S5RVHQHU 1
$ 8 6 3DW 3XE 1R s3HUOPDQ T
$ 86 3DW 1R 3. ULVKQD 1
$ 86 3DW 1R 3/ DUULFN
$ 86 3DW 1R 3)DXONQHU 1
$ 86 3DW 1R 3(YDQV T
$ 8 6 3DW 3XE 1R 3% HOOXU
$ 86 3DW 1R s3HUOPDQ 1
3DJH RI
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> D@ DW OHDVW RQ(
WUDQVFHLYHU IRU
UHFHSWLRQ IURP R(
GHYLFHV

DPHIWHPWWLHEURDGEDQG ZLUHOHVYVY UHSHDWHU RU UHOD\ GLVH
QRW WR GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQI
HILVWLQJ EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ WR L
UHFHSWLRQ IURP RQH RU PRUH GHYLFHV® DV FODLPHG LQ OL
LQ 'HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWYV 7KHVH SULRU
OHDVW RQH UHFHLYHU RU WUDQVFHLYHU IRU VLIQDO RU GD
LOQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYVY UHSHDWHU H

6HBERYH DW URZ > D@

> E@ DW OHDVW R(
WUDQVFHLYHU IRU
WUDQVPLVVLRQ WR
GHYLFHYV

) HWWZAUMDNQ ¥ HDWWNHQR RQ DQG URXWLQH DW WKH WLPH RI WKH DO
VIV DQ FRPX &G WIbW OHDVW RQH WUDQVPLWWHU RU WUDQVFHL)Y
RMKH RHIWHRQW D EURDGEDQG ZLUHOHVYV UHSHDWHU RU UHOD\
IRXQG QRW WR GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI
PRGLI\ DQ H[LVWLQJ EURDGEDQG ZLUHOHVY UHSHDWHU RU U

IRUWK EHORZ DQG LQ 'HIHQGDQWVY RWKHU LQYDOLGLW\ FKD
FODLPHG :DW OHDVW RQH WUDQVPLWWHU RU WUDQVFHLYHU
KDYH EHHQ LOFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV

6HBERYH DW URZ > D@

> F@ ZKHUHLQ WKH
VLIJQDO RU GDWD U
WUDQVFHLYHU IRU
WUDQVPLVVLRQ PD\
GLIIHU}F

WW DDV ZHHIIOYAH 8l QRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
HWIRSMQLRROX OB G 2K HLQ WKH WUDQVFHLYHU IRU VLJQDO RU G
/ WILQID@V RUVE DR/I@ PD\ EH WKH VDPH RU GLIIHUHQW ~ 7R WKH H]
P19 \WRIH HIBIRIE ROQWVY RWKHU LQYDOLGLW\ FKDUWV LV IRXQG
WKH DUW ZRXOG KDYH IRXQG LW REYLRXHVV UHSHDWHU F

VLIQDO RU GDWD WUDQVPLVVLRQ WR RQH RU PRUH GHYLFHV~

$ 8 6 3DW 3XE 1R S/IDNNLV 1
$ 8 6 3DW 3XE 1R S:DONHU 1
+$ s WUHPHG6SHFWUXP 7ULQLW\ &KLSVHW
6HBERYH DW URZ >SUH@
) HWUHADBP W LYHOLORUQRZQ DQG URXWLQH DW WKH WLPH RI WKH DOOHJ
/ IV DQ FRPXX &G WIbW OHDVW RQH UHFHLYHU RU WUDQVFHLYHU IRU V
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3ZKHUHLQ WKH WUDQVFHLYHU IRU VLJQDO RU GDWD UHFHSW[LRQ
WKH VDPH RU GLIIHUHQW DV FODLPHG LQ OLJKW RI WKH WHDFKI
RWKHU LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW UHIHUHQFHV IX
WUDQVFHLYHU IRU VLJQDO RU GDWD UHFHSWLRQ DQG WKH WUDC
GLIIHUHQW  ZRXOG KDYH EHHQ LQFRUSRUDWHG LQWR D EURDGE!
H[SHFWDWLRQ RI VXFFHVV
6HBERYH DW URZ > F@
> G@ D FRQWUROOHWWKOYW H®O NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO[OHJ
FRQILIXUHG RU FRQIWRXUQEOXGIRRYD FRQWUROOHU WKDW LV FRQILJXUHG RU FRQILJIX!
RSHUDWLRQ LQ RQH RRIQRRIRHODIHIHPRIFRXQLFDWLQJ ZLWK VDLG DW OHDVW RQH UHFHI
QHWZRUNV VDLG FRQWIDRW ®RRH WUDQVPLWWHU RU WUDQVFHLYHU IRU VLIJQDO RU G
FRPPXQLFDWLQJ ZLWKHSB DG BW PWHDWWD\ GLVFORVHG LQ DQ\ RI '"HIHQGDQWVYT RWKHL
RQH UHFHLYHU RU WD BGWAVHRLY RU RRGLQDU\ VNLOO LQ WKH DUW ZRXOG KDYH IRX/QG |
VLIQDO RU GDWD UHBHSWRR®G W QG VBD®\DWR LQFOXGH 3D FRQWUROOHU WKDW LV FR
OHDVW RQH WUDQV PZIWMVWHHDHRY QHMDDR/FMYYMDLG FRQWUROOHU FRPPXQLFDWLQJ ZLW}|
IRU VLIJQDO RU GDW B BWD Q\HFAHSM BRRQ DQG VDLG DW OHDVW RQH WUDQVPLWWHU RU
OLJKW RI WKH WHDFKLQJV LQ WKH UHIHUHQFHV VHW IRUWK EHOTF
DUW UHIHUHQFHV IXUWKHU GHPRQVWUDWH WKDW WKH FODLPHG
RSHUDWLRQ LQ RQH RU PRUH ZLUHOHVV QHWZRUNV VDLG FRQW!
WUDQVFHLYHU IRU VLJQDO RU GDWD UHFHSWLRQ DQG VDLG PW ¢
WUDQVPLVVLRQ  ZRXOG KDYH EHHQ LQFRUSRUDWHG LQWR D|EUR
H[SHFWDWLRQ RI VXFFHVV
6HBERYH DW URZ > G@
> H@ ZKHUHLQ DW OMDYBWRAHOBINMDRBQ DQG URXWLQH DW WKH WLPH RI WKH DO[OHJ
UHFHLYHU RU WUD QWFRI LLYQHWD XRBMH VZKAIDE LRUDW OHDVW RQH RI VDLG UHFHLYHU RU W
GDWD UHFHSWLRQ D@G WMWIDG WRHLQYHRIL WVRWHWLJQDO RU GDWD WUDQVPLVVLRQ HLWKHU
RU WUDQVFHLYHU IRRFFIXIQMHG ED GOINBWK R 0+] RU PRUH RU KDYH D GDWD WUDQ
WUDQVPLVVLRQ HLWRRUHRU BRWKH H[WHQW D EURDGEDQG ZLUHOHVV UHSHDWHU| RU
WUDQVPLW DQG UHFRKDHWWW ID/QIRXQG QRW WR GLVFORVH WKLV OLPLWDWLRQ D|SHU
LQVWDQWDQHRXV RIUNRYPIRGOI®O RF H{EVMEQJ EURDGEDQG ZLUHOHVV UHSHDWHU RU U
EDQGZLGWK RI 0+ WRID @REHLRHU IRU VLIQDO RU GDWD UHFHSWLRQ DQG VDLG WUD
HLWKHU RU ERWK WUDQVPLW DQG UHFHLYH DW DQ LQVWDQ)
3DJH R
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KDYH D GDWD WUDQ
OHJDELWYV SHU V

KROLWH/ IDR Q@ DWDDVW IRDQVPLVVLRQ UDWH RI OHJDELWV SHU VH

DQG vDLG WUDQVPLWWHU RU WUDQVFHLYHU IRU VLIJQDO RU
LOQVWDQWDQHRXV RU RYHUDOO RFFXSLHG EDQGZLGWK R
OHJDELWV SHU VHFRQG RU PRUH™ ZRXOG KDYH EHHQ LQFRUS
UHDVRQDEOH H[SHFWDWLRQ RI VXFFHVV

6HBERYH DW URZ > H@

HBRHU RQFHRUVMHW IRUWK EHORZ DQG LQ 'HIHQGDQWVY RWKHY
GHPRQVWUDWH WKDW WKH FODLPHG 3ZKHUHLQ DW OHDVW R(

FRQ(
) LQ
YH R
GDW
O+] |
RUD

> 1@ ZKHUHLQ VDLC
HPSOR\V 0,02 RU DG
DQWHQQD WHFKQRQ

5 , WHBBIW WHORNQRZOADDQG URXWLQH DW WKH WLPH RI WKH DO
MSRVLPHOXGH 3 ZKHUHLQ VDLG UHSHDWHU RU UHOD\ HPSOR\V
EUVRDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ WR LQFOXGH 3Z
DOQWHQQD WHFKQRORJ\" DV FODLPHG LQ OLJKW RI WKH WHDH
RWKHU LQYDOLGLW\ FKDUWYV 7KHVH SULRU DUW UHIHUHQFH
RU UHOD\ HPSOR\V 0,02 RU DGDSWLYH DQWHQQD WHFKQROR/|
ZLUHOHVY UHSHDWHU RU UHOD\ ZLWK UHDVRQDEOH H[SHFWI

6HBERYH DW URZ

OHJ
0,02
DQ\
O LG
KHU
KLQ
V IX
I\ Z
)W L F

> J@ ZKHUHLQ VDL
ZLUHOHVYV UHSHDW
VXSSRUW FRQQHFW
SRVLWLRQ ORFDWLH
RQH RU PRUH PRELC(
GHYLFHV DQG

5, WURDGEBQG NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
1 W R W QFHIDXOG H. VZXWHWGE WORVDLG EURDGEDQG ZLUHOHVYV UHSHDV
| 9RWD W QRBQREDSDELOLWLHY IRU RQH RU PRUH PRELOH RU SRU
RRUFDSIDPL CAIWIEKRVRIG LQ DQ\ RI '"HIHQGDQWVY RWKHU LQYDO
DS HRUW BRURV IR QD U\ VNLOO LQ WKH DUW ZRXOG KDYH IRXQ(
UHSHDWHU RU UHOD\ WR LQFOXGH 3ZKHUHLQ VDLG EURDGED
DQG RU SRVLWLRQ ORFDWLRQ FDSDELOLWLHYV IRU RQH RU PH
WHDFKLQJV LQ WKH UHIHUHQFHV VHW IRUWK EHORZ DQG LQ
UHIHUHQFHV IXUWKHU GHPRQVWUDWH WKDW WKH FODLPHG 3
VXSSRUW FRQQHFWLYLW\ DQG RU SRVLWLRQ ORFDWLRQ FDS
KDYH EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV

6HBERYH DW URZ > J@

OHJ
VHU
WD E
LGL!'
5 LW
QG z
RUH
"HIH
ZKH
DELC
UHSH

3DJH

R



&ODLPV

BULRU $UW

> K@ ZKHUHLQ VDL
FRQILIJXUHG RU FRQ
SHUIRUP RU IRU SH
RQH RI

G, \W RZDW URHOOHNQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
IWRX UQDEOXGWRZKHUHLQ VDLG FRQWUROOHU LV FRQILJXUHG R
J TRUW K@ JHDWH@OMD DPVEURDGEDQG ZLUHOHVYV UHSHDWHU RU UHC

IRXQG QRW WR GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI
PRGLI\ DQ H[LVWLQJ EURDGEDQG ZLUHOHVY UHSHDWHU RU U
FRQILIJIXUDEOH WR SHUIRUP RU IRU SHUIRUPLQJ DW OHDVW R

OHJ!
U FI
DD\ C
RUG
HOD

QH

VHW IRUWK EHORZ DQG LQ '"HIHQGDQWVY RWKHU LQYDOLGLW\ FK|

WKH FODLPHG 3ZKHUHLQ VDLG FRQWUROOHU LV FRQILIXUHG

RU

R1I" ZRXOG KDYH EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUF

VXFFHVV
6HBERYH DW URZ > G@

> L@ D LIJQRUH RU
VRPH VLIQDO RU GZEC
IURP RQH RU PRUH
WUDQVPLWWHUV X
VRXUFHV RU QRLVH

XeBQVvPHEWHUY XVHUV QHWZRUNV GDWD VRXUFHV RU QR

[, MO WIHVU RO DNVD PAHD VWG URXWLQH DW WKH WLPH RI WKH DOOHJ!

WR WQPQX¥EHVWLRQQRUH RU

ILOWHU RXW DW OHDVW VRPH VLJQD
LVH

HUHY DO BWYRURVYHGRWDQ\ Rl '"HIHQGDQWVY RWKHU LQYDOLGLW\ F

RRRUGHQDDOQEBNLOO LQ WKH DUW ZRXOG KDYH IRXQG LW REY
UHOD\ WR LQFOXGH D LJQRUH RU ILOWHU RXW DW OHDVW V
WUDQVPLWWHUV XVHUV QHWZRUNV GDWD VRXUFHV RU QR

LRX
RPH
LVH

UHIHUHQFHYVY VHW IRUWK EHORZ DQG LQ '"HIHQGDQWVYTY RWKHU LQ

GHPRQVWUDWH WKDW WKH FODLPHG D LJQRUH RU ILOWHU

R XW

PRUH XQGHVLUHG WUDQVPLWWHUV XVHUV QHWZRUNV GDWD VF

LQWR D EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ ZLWK U
6HBERYH DW URZ > K@

YJRQWDQD DW
$V LQ WKH DERYH H[DPSOH WKLV UDGLR ZDV FDSDEOH RI
DQG KDG DQ RSHUDWLRQDO UDQJH RYHU ZDWHU RI DSSUR]
0+]
IURP WR PLOHV ZLWK LQWHUYHQLQJ
VHULRXVY SUREOHP RYHU ZDWHU HYHQ ZLWK 8:% LPSXOVH
DQJOHVY UHVXOWLQJ LQ VPDOO GLIITHUHQWLDO GHOD\V EH
UHIOHFWLRQ IURP WKH ZDWHU VXUIDFH

7TKXV ERWK KLJKHU

HDV

ERW
LPD
9+) PLOLWDU\ DQWHQQD 2SHUDWLRQDO UDQJH RYHU ODQ¢
IROLDJH EXLOGLQJV D
WHF
W ZH

I'L

FRQYHQWLRQDO QDUURZEDQG 9+) 8+) UDGLRV ZHUH XQDEOH W

XQLTXH WR WKH UHFHLYHU G MDP FLUFXLWU\ WR SUHYH
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VWURQJ LQ EDQG LQWHUIHUHUV FRPPRQO\ REVHUYHG LQ
LQ D GLJLSHDWHU PRGH LQ ZKLFK SDFNHW VWRUH DQG IR
UDGLR WR DQRWKHU YLD DQ LQWHUPHGLDWH UHSHDWHU O

ODODQ v DW $EVWUDFW

$ PHWKRG DQG V\VWHP DUH SURYLGHG IRU SURWHFWLQJ S
XQGHVLUDEOH QHWZRUN WUDIILF LQ UHDO WLPH 7KH PHW
VHUYLFHY DQG DQDO\]LQJ WKH QHWZRUN WUDIILF WR LGH(
XQGHVLUDEOH XVHU WR WKH VHUYLFHV LV OLPLWHG WR S|
UHPRYH D QHZ OHYHO RI VHFXULW\ WKUHDW WKDW LV QRW
PHWKRG DQG VA\VWHP LGHQWLI\ WRSRORJLFDOO\ DQRPDOR
GDWD IORZV LQ UHDO WLPH IURP WKH QHWZRUN

0ODODQ § DW > @
$Q REMHFW RI WKH SUHVHQW LQYHQWLRQ LV WR SURYLGH
QHWZRUN FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZI

ODODQ v DW > @

,Q FDUU\LQJ RXW WKH DERYH REMHFWY DQG RWKHU REMHE

SXEOLFO\ DFFHVVLEOH QHWZRUN FRPSXWHU VHUYLFHV IUR
7KH PHWKRG LQFOXGHYV UHFHLYLQJ QHWZRUN WUDIILF GHYV
WR LGHQWLI\ DQ XQGHVLUDEOH XVHU RI WKH VHUYLFHV 7
XQGHVLUDEOH XVHU WR WKH VHUYLFHV WR SURWHFW WKH

ODODQ v DW > @

,Q JHQHUDO WKH SUHVHQW LQYHQWLRQ SURYLGHV D PHW
FRPSXWHU VHUYLFHV IURP XQGHVLUDEOH QHWZRUN WUDII
FRPEDWY GHQLDO RI VHUYLFH DWWDFNV ZLWKRXW UHTXLU
LQIUDVWUXFWXUH 7KLV ODUJHU VA\VWHP LQ JHQHUDO FR
WUuUDIILF VWDWLVWLFV IURP URXWHUV WR GHWHFW EDFNW
ZHEVLWHV 7KLV ODUJHU VA\VWHP H[SORLWYV LQIRUPDWLRQ
HILVWLQJ QWHUQHW URXWLQJ LQIUDVWUXFWXUH 7KH OD
HILVW WLQJ LQIUDVWUXFWXUH GHSOR\HG DW ,QWHUQHW
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HQWHUSULVH QHWZRUNV 7KH PHWKRG DQG V\VWHP LV HQ
KDYH SXW LQWR WKHLU ODWHVW SURGXFWYV

=XN§ DW> @
,QWUXGLQJ SDFNHWV DUH GHWHFWHG DQG SUHYHQWHG IU
SURWRFRO DQRPDO\ GHWHFWLRQ VWDWHIXO VLIQDWXUH
,OQWUXGLQJ SDFNHWV DUH WKRVH FRQWDLQLQJ QHWZRUN I
EUHDFKHV 6XFK QHWZRUN DWWDFN LGHQWLILHUV PD\ EH ¢
VLIQDWXUHV RU D FRPELQDWLRQ RI RQH RU PRUH RI WKH
PRGXOH ORRNV DW WKH SDFNHW IORZV DUUDQJHG E\ WKH
LUUHJXODULWLHV LQ WKH QHWZRUN SURWRFRO VSHFLILFD
PDWFKHY NQRZQ DWWDFN VLJOQDWXUHV WR WKH 7&3 GDWD
GDWD Rl SDFNHWV WUDQVPLWWHG ZLWK RWKHU QHWZRUN
VLIQDWXUHV WR WKH QHWZRUN WUDIILF WR GHWHFW DWW
SDFNHWV WKDW DUH MXGJHG PDOLFLRXV DUH GURSSHG E\
OLNHZLVH RXWJRLQJ SDFNHWV DUH GURSSHG E\ WKH VHQ
DOVR GURS DOO WKH SDFNHWV LQ D JLYHQ VHVVLRQ LI RQ

DEO

RP V
GHW
DWW
5UR\
VH |
lOR
WLR
VWL
SUR
DFN'
W K'F
VRU
H RL

> M@ E LQVWUXFW
GHYLFHV RU QHWZR
GLVUHJDUG DW OHD
GDWD WUDQVPLVVL
XQGHVLUHG WUDQV
XVHUV XQGHVLUHG
VRXUFHYV

RQ H RWU ZAHROUH NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
UNR MO Q XGRIUME RWQVWUXFW RQH RU PRUH GHYLFHV RU QHWZ
VWW B RF R LWMLRDQDY RU RQH RU PRUH XQGHVLUHG WUDQVPLWWH
RDR/ WK IR GHWRHQRRDHEURDGEDQG ZLUHOHVYV UHSHDWHU RU UHC
PILRX\@ B UYR W QMR GLWIFGRVH WKLY OLPLWDWLRQ D SHUVRQ RI
O@RWIZRWDN)VHRWWRQYHEURDGEDQG ZLUHOHVYV UHSHDWHU RU U
QHWZRUNV WR LJQRUH RU GLVUHJDUG DW OHDVW VRPH VLJQ
WUDQVPLWWHUV XQGHVLUHG XVHUV XQGHVLUHG QHWZRUN
UHIHUHQFHV VHW IRUWK EHORZ DQG LQ 'HIHQGDQWVYT RWKH U
GHPRQVWUDWH WKDW WKH FODLPHG 3E LQVWUXFW RQH RU ¥
VLIJQDO RU GDWD WUDQVPLVVLRQV RI RQH RU PRUH XQGHVLL
QRLVH VRXUFHV" ZRXOG KDYH EHHQ LQFRUSRUDWHG LQWR D
H[SHFWDWLRQ RI VXFFHVV

6HBERYH DW URZ > L@
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7KH EURDGEDQG |[ZMUBDWWZHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO|OHJ
UHSHDWHU RU UHODWRI FQPARGH 3>W@KH EURDGEDQG ZLUHOHVYV UHSHDWHU RU UHO
ZKHUHLQ VDLG FRQWRRRODIOHUWD¥OH WR SHUIRUP D ~ 7R WKH H[WHQW D EURDGEDQG Z
FRQILIXUHG RU FRQIHIXQISHMWWR RWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW WR GL
SHUIRUP D ZRXOG KDYH IRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQJ EURDGE
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ RI FODLP ZKHUHL
SHUIRUP D ° DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ WHKH L
LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW UHIHUHQFHV IXUWKHU
UHSHDWHU RU UHOD\ RI FODLP ZKHUHLQ VDLG FRQWUROOHU L
EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVV UHSHOWHL
6HBERYH DW URZ
7KH EURDGEDQG [ZMUBDW\WZHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO|OHJ
UHSHDWHU RU UHODWRI FQPQRGH 3>W@KH EURDGEDQG ZLUHOHVV UHSHDWHU RU UHO
ZKHUHLQ VDLG FRQWRRRDIOHWD¥OH WR SHUIRUP QHWZRUN SURYLVLRQLQJ RU PRQLWH
FRQILIJXUHG RU FRQIWUBOWD BONFMRVHG LQ DQ\ RI '"HIHQGDQWVY RWKHU LQYDOLGLW\ |
SHUIRUP QHWZRUN BSRIRRUGILRQUQNRUOO LQ WKH DUW ZRXOG KDYH IRXQG LW REY|LRX
PRQLWRULQJ UHOD\ WR LQFOXGH 3>W@KH EURDGEDQG ZLUHOHVV UHSHDWHU F
RU FRQILJXUDEOH WR SHUIRUP QHWZRUN SURYLVLRQLQJ RU [PRQ
UHIHUHQFHV VHW IRUWK EHORZ DQG LQ 'HIHQGDQWVYT RWKHU LQ
GHPRQVWUDWH WKDW WKH FODLPHG 3>W@KH EURDGEDQG ZL|UHO
LV FRQILJXUHG RU FRQILJXUDEOH WR SHUIRUP QHWZRUN SURYL\
LQWR D EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK UHDV
6HBERYH DW URZ
>SUH@ 7KH EURDGPEDQOBVZZBBWOHVYRZQ DQG URXWLQH DW WKH WLPH Rl WKH DO[OHJ
UHSHDWHU RU UHODWRI F@QMARGH 3>FODLP OLPLWDWLRQ@ ~ 7R WKH H[WHQW D EURDG
ZKHUHLQ WKH QHWZRHWIM GGRIMWMRRWEHU LQYDOLGLW\ FKDUWV LV IRXQG QRW WR GL
RU PRQLWRULQJ LQFDRGHY RMHWHRIRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQJ EURDGE
PRUH RI OLPLWDWLRQ@ DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV LQ W
LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW UHIHUHQFHV IXUWKHU
KDYH EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVV UHSH
6HBERYH DW URZ >SUH@
3DJH R
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> D@ L EDQGZLGW
SURYLVLRQLQJ RI U
WUDQVPLVVLRQV

K. RUIZBWZBWOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO
HBRODWHGCXRBHUHOBPDK&GZLGWK RU GHOD\ SURYLVLRQLQJ RI UH
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ WR LQFOXGH 3L
WUDQVPLVVLRQV® DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV
LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW UHIHUHQFHV IXUW
SURYLVLRQLQJ RI UHSHDWHG RU UHOD\HG WUDQVPLVVLRQV’
UHSHDWHU RU UHOD\ ZLWK UHDVRQDEOH H[SHFWDWLRQ RI V

6HBERYH DW URZ

> E@ LL DSSOLFDW

LRQ SULRULWL]DWLRQ ,W ZDV ZHOO NQRZQ DQG URXWLQH
WR LOQFOXGH 3LL DSSOLFDWLRQ SULRULWL]DWLRQ ~ 7R WKH
RI '"HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW
DUW ZRXOG KDYH IRXQG LW REYLRXV WR PRGLI\ DQ H[LVWLQ
DSSOLFDWLRQ SULRULWL]DWLRQ DV FODLPHG LQ OLJKW RI
'HIHQGDQWVY RWKHU LQYDOLGLW\ FKDUWYV 7KHVH SULRU D
DSSOLFDWLRQ SULRULWL]DWLRQ  ZRXOG KDYH EHHQ LQFRUS
UHDVRQDEOH H[SHFWDWLRQ RI VXFFHVV

6HBERYH DW URZ

> F@ LLL SULRULW
DOWHULQJ RI GDWD
WUDIILF RU EDQGZ

LM @ZD\GEOOOLFQRIUQ DQG URXWLQH DW WKH WLPH RI WKH DO
WBD@QWFROLVGHM RQVL SULRULWL]LQJ GHOD\LQJ RU DOWHULQJ R
 EWRD ®EIBQG ZLUHOHVY UHSHDWHU RU UHOD\ GLVFORVHG LQ
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ WR LQFOXGH 3L
WUDIILF RU EDQGZLGWK DV FODLPHG LQ OLJKW RI WKH WHI
RWKHU LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW UHIHUHQFH
GHOD\LQJ RU DOWHULQJ RI GDWD WUDQVPLVVLRQV WUDIILF
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK UHDVRQD

6HBERYH DW URZ
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> G@ LY PRQLWRULQN RDVPHIDYX WNERZQ DQG URXWLQH DW WKH WLPH RI WKH DO[OHJ
WUDIILF IURP RQH RWRRIQFGHOHPHY PRQLWRULQJ RU PHDVXULQJ WUDIILF IURP|RQH
XVHUV RU QHWZRUNWVURDGEDQG ZLUHOHVYV UHSHDWHU RU UHOD\ GLVFORVHG LQ |DQ\
GLVFORVH WKLV OLPLWDWLRQ D SHUVRQ RI RUGLQDU\ VNLO[O LG
EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ WR LQFOXGH 3L|Y P
GHYLFHV XVHUV RU QHWZRUNV' DV FODLPHG LQ OLJKW RI WKH V
'HIHQGDQWVYT RWKHU LQYDOLGLW\ FKDUWV 7KHVH SULRU DUW L
PRQLWRULQJ RU PHDVXULQJ WUDIILF IURP RQH RU PRUH GHYLFH
LQWR D EURDGEDQG ZLUHOHVV UHSHDWHU RU UHOD\ ZLWK UHDV
6HBERYH DW URZ > G@
7KH EURDGEDQG |ZMUBDWWZHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO|OHJ
UHSHDWHU RU UHODWRI F@MARGH 3>W@KH EURDGEDQG ZLUHOHVV UHSHDWHU RU UHO
ZKHUHLQ VDLG DW O WD\ \RFQH. YHHF HRYHUHFHLYLQJ VLIQDOV RU GDWD DQG VDLG [DW
RU WUDQVFHLYHU IRRUWEBMWLDY RGHYDWIDDY KDOI GXSOH[ ~ 7R WKH H[WHQW D EURDGE
RU GDWD DQG VDLG| DHVH@IEMDWQWRDIRWKHU LQYDOLGLW\ FKDUWV LV IRXQG QRW WR GL

WUDQVPLWWHU RU
WUDQVPLWWLQJ VL
LQ KDOI GXSOH]

NG KDYHHUIT RXWD G LW REYLRXV WR PRGLI\ DQ H[LVWLQJ EURH
J@DAe Y RAED QBwWDh RRSGIWWDWUHHSHDWHU RU UHOD\ RI FODLP ZKI
UHFHLYLQJ VLIJQDOV RU GDWD DQG vDLG DW OHDVW RQH WU
LQ KDOI GXSOH[" DV FODLPHG LQ OLJKW RI WKH WHDFKLQJV
LQYDOLGLW\ FKDUWY 7KHVH SULRU DUW UHIHUHQFHV IXUW
UHSHDWHU RU UHOD\ RI FODLP ZKHUHLQ VDLG DW OHDVW
vDLG DW OHDVW RQH WUDQVPLWWHU RU WUDQVFHLYHU IRU
EHHQ LOQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV UHSHD

6HBERYH DW URZ

7KH EURDGEDQG
UHSHDWHU RU UHOTL
ZKHUHLQ RQH RU PH
UHFHLYHU RU WUDQ
GDWD UHFHSWLRQ
WUDQVFHLYHU IRU
WUDQVPLVVLRQ DQ

ZMWUBDWWHOO NQRZQ DQG URXWLQH DW WKH WLPH Rl WKH DO
) WRI IFQPQARGH 3 >W@KH EURDGEDQG ZLUHOHVYV UHSHDWHU RU
WHURQVPHIGYHU IRU VLJQDO RU GDWD UHFHSWLRQ VDLG WUD
VVIRHQOWHBEORH W LYQWRERGGHG LQ RQH RU PRUH LQWHJUDWHG
VAU GJ MU\ QW/IPMLFAORN B R UUQ DQ\ Rl '"HIHQGDQWVY RWKHU LQYDO
/ BHQIVE ® R IGPWWEL QDU VNLOO LQ WKH DUW ZRXOG KDYH IRXQ(
QJMBHGWRQ\WURWDHOOHIA MW\R LQFOXGH 3>W@KH EURDGEDQG ZLUH

vDLG UHFHLYHU RU WUDQVFHLYHU IRU VLIQDO RU GDWD
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HPEHGGHG LQ RQH

LOQWHIJUDWHG FLUF)

RW PIRQMPLVVLRQ DQG VDLG FRQWUROOHU LV HPEHGGHG LQ R
(MK IFKLISDFKLQJY LQ WKH UHIHUHQFHV VHW IRUWK EHORZ DOQ
UHIHUHQFHV IXUWKHU GHPRQVWUDWH WKDW WKH FODLPHG 3
ZKHUHLQ RQH RU PRUH RI VDLG UHFHLYHU RU WUDQVFHLYHU
IRU VLJQDO RU GDWD WUDQVPLVVLRQ DQG VDLG FRQWUROO
KDYH EHHQ LQFRUSRUDWHG LQWR D EURDGEDQG ZLUHOHVYV

6HBERYH DW FODLP

ODQGNH % DW
7KH NH\ WR 8:% ZLOO EH WKH GHYHORSPHQW RI ORZ SRZH
ZKLFK PDQ\ PDQXIDFWXUHUYVY DUH SUHVHQWO\ SHUIHFWLQJ
DXWKRUL]JH 8:% DQG DUH ZDLWLQJ WR VHH KRZ 8:% SHUIR
WKH 8 6 LV EHLQJ GHYHORSHG WR DQWLFLSDWH YDU\LQJ

‘'LVFUHWH 7LPH BURSRVDO DW 60OLGH

QH |
5 LQ
>W @
IRU
HU L
UHSH

J &0
6S
UPV
VSHEF

7KH EURDGEDQG

UHSHDWHU RU UHODWRI FOPQRPGH 3> W@KH EURDGEDQG ZLUHOHVV UHSHDWHU RU

ZKHUHLQ VDLG EU

ZMWUWADWWVWHOO NQRZQ DQG URXWLQH DW WKH WLPH RI WKH DO

RU UHOD\ LV FRQILJH IRU PRQLWRULQJ RU PHDVXULQJ WL

OHJ!
UHO
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UHSHDWHU RU UHOL
FRQILIXUDEOH IRU
PHDVXULQJ WUDIILH
UHFHLYHG E\ RU WU
EURDGEDQG ZLUHOH
UHOD\

) WILMD DR @ LW WUWIKBGERYDLG EURDGEDQG ZLUHOHVY UHSHDWHU RU UL
PEOLMCRRMHG RQ DQ\ RI '"THIHQGDQWVY RWKHU LQYDOLGLW\ FKDUW\

BROBVEDBDUNVKURRBIKLQ WKH DUW ZRXOG KDYH IRXQG LW REYLR
DUNOPDL\WWWRH GOFF\OKDBLIHG 3> W @ KH EURDGEDQG ZLUHOHVYVY UHSHDW
1 VW SHOSWBDW RU RBOD\ LV FRQILIXUHG RU FRQILJXUDEOH IRU

E\ RU WUDQVPLWWHG E\ VDLG EURDGEDQG ZLUHOHVYV UHSHD
UHIHUHQFHYVY VHW IRUWK EHORZ DQG LQ '"HIHQGDQWVY RWKHU
GHPRQVWUDWH WKDW WKH FODLPHG 3 >W@KH EURDGEDQG ZL
ZLUHOHVY UHSHDWHU RU UHOD\ LV FRQILIJXUHG RU FRQILJXU
UHFHLYHG E\ RU WUDQVPLWWHG E\ VDLG EURDGEDQG ZLUHO
EURDGEDQG ZLUHOHVY UHSHDWHU RU UHOD\ ZLWK UHDVRQD

6HBERYH DW URZ > G@
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