
 
 
 
 
 
 

EX 1003 
  



(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2003/0152067 A1 

Richmond et al. 

US 2003O152067A1 

(43) Pub. Date: Aug. 14, 2003 

(54) 

(75) 

(73) 

(21) 

(22) 

(63) 

(51) 
(52) 

CONTROLLING CONCURRENT USAGE OF 
NETWORK RESOURCES BY MULTIPLE 
USERS AT AN ENTRY POINT TO A 
COMMUNICATIONS NETWORK BASED ON 
IDENTITIES OF THE USERS 

Inventors: James Richmond, Newfields, NH (US); 
David L. Kjendal, Newmarket, NH 
(US) 

Correspondence Address: 
Daniel P. McLoughlin 
Wolf, Greenfield & Sacks, P.C. 
600 Atlantic Avenue 
Boston, MA 02210 (US) 

Assignee: Enterasys Networks, Inc., Rochester, 
NH (US) (US) 

Appl. No.: 10/251,140 

Filed: Sep. 20, 2002 

Related U.S. Application Data 

Continuation-in-part of application No. 10/071,873, 
filed on Feb. 8, 2002. 

Publication Classification 

Int. Cl. ............................................... H04L 12/66 
U.S. Cl. ............................................ 370/352; 370/389 

(57) ABSTRACT 

Controlling a user's usage of network resources, after the 
user has been authenticated, without using any network 
resources beyond the user's entry point to the network. A 
plurality of users may be connected to an entry point of a 
network of a network device by a shared transmission 
medium. Each users usage of network resources is con 
trolled, after Such user has been authenticated, without using 
any network resources beyond Such user's entry point to the 
network. For each one or more users, packet rules may be 
provisioned to the user's entry point to the network, where 
Such entry point may be shared with other users. The packet 
rules may be applied to each packet received from the user 
before any network resources beyond the entry point are 
used. These packet rules may be associated with an identity 
of the user and then provisioned to the user's entry point in 
response to the user being authenticated. If a plurality of 
users are connected to an entry point by a shared transmis 
Sion medium, packet rules associated with the users may be 
provisioned to the entry point and applied to packets 
received from the users before any network resources 
beyond the entry point are used. Such packet rules may be 
provisioned to a number of network entry devices and may 
Serve as a distributed firewall for users of a network, as 
opposed to a centralized firewall. An entry port module of a 
network entry device may be configured based on an identity 
of one or more users as a result of the authentication of the 
one or more users, respectively, and each packet received 
from each user may be examined to control usage of network 
resources by the user. 
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CONTROLLING CONCURRENT USAGE OF 
NETWORK RESOURCES BY MULTIPLE USERS 
AT AN ENTRY POINT TO A COMMUNICATIONS 
NETWORK BASED ON IDENTITIES OF THE 

USERS 

RELATED APPLICATIONS 

0001. This application is a Continuation-In-Part of U.S. 
application Ser. No. 10/071,873, filed Feb. 8, 2002, and 
entitled CONTROLLING USAGE OF NETWORK 
RESOURCES BY A USER AT THE USERS ENTRY 
POINT TO A COMMUNICATIONS NETWORK BASED 
ON AN IDENTITY OF THE USER, which is hereby 
incorporated by reference in its entirety. 
0002 Commonly-owned U.S. patent application Ser. No. 
10/071,228, CREATING, MODIFYING AND STORING 
SERVICE ABSTRACTIONS AND ROLE ABSTRAC 
TIONS REPRESENTING ONE OR MORE PACKET 
RULES, filed on Feb. 8, 2002 under attorney docket no. 
E00378.70181/JHM/DPM, is hereby incorporated by refer 
ence in its entirety. 

BACKGROUND 

0.003 Communications networks continue to grow and 
improve in today's world. A common issue in Such networks 
is how to control usage of network resources by users. 
0004. As used herein, a “network” or a “communications 
network” is group of two or more devices interconnected by 
one or more segments of transmission media on which 
information may be exchanged between the devices. There 
are a variety of types of networks, including, but not limited 
to, telecommunications networks, data communications net 
WorkS and combinations thereof. AS used herein, a “network 
device' is a device configured as part of a network, and the 
terms “comprising”, “including”, “carrying”, “having, 
“containing”, “involving”, and the like are to be understood 
to be open-ended, i.e., to mean including but not limited to. 
0005. As used herein, a “network resource” is a resource 
included as part of a communications network, including 
network devices, information Stored on the network devices 
and bandwidth available on the transmission medium or 
mediums of the network. Such network devices may be 
and/or include any of a variety of types of devices, includ 
ing, among other things, Switching devices, WorkStations, 
personal computers, terminals, laptop computers, end Sta 
tions, Servers, gateways, registers, directories, databases, 
printers, fax machines, telephones, transmitters, receivers, 
repeaters, and any combinations thereof. Such transmission 
mediums may be any of a variety of types of mediums, 
including, but not limited to, electrical cables or wires, fiber 
optic cables, and air, on which carrier waves are transmitted. 
0006 AS used herein, a “switching device” is a device 
that Serves as an interface between a plurality of transmis 
Sion mediums, for example, two or more electrical cables or 
wires, two or more fiber optic cables, two or more carrier 
waves or two or more of any combination thereof. AS used 
herein, "plurality' means two or more. 
0007 Typically, a Switching device is part of a network 
and has a plurality of physical ports, wherein at least one of 
the physical ports is operative to receive packets from a first 
transmission medium and at least one other of the physical 
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ports is operative to transmit packets on a Second transmis 
Sion medium. Types of Switching devices include, but are 
not limited to, Switches, hubs, routers, and bridges. A general 
purpose computer may be configured to Serve as a Switching 
device. 

0008 AS used herein, a “physical port” is a physical (e.g., 
hardware, firmware or combination thereof) component of a 
device that receives and/or transmits packets. AS used 
herein, a “virtual port' is a logical module resident on a 
network device that represents a communication channel 
(e.g., a time slot or frequency channel) of communications 
received on a wireleSS transmission medium at a physical 
port. Thus, multiple virtual ports may be defined for a 
physical port that receives communications on a wireleSS 
transmission medium, where each virtual port represents a 
different communication channel corresponding to the 
physical port. Virtual ports are described in more detail 
below in relation to FIG. 15. 

0009 AS used herein, a “logical port” is an abstraction 
representing an endpoint to a higher layer (e.g., transport or 
application layer) logical connection on a device. A port 
number for a logical port may represent the type of the 
logical port in accordance with a Standard or protocol. For 
example, port 80 is typically used to Specify a logical port 
serving as an endpoint to an HyperText Transfer Protocol 
(HTTP) connection. 
0010 Controlling usage of network resources may 
include, but is not limited to: denying one or more packets 
access to any network resources beyond a network device 
(i.e., dropping the packet); regulating bandwidth on the 
network consumed by packets received from the user, for 
example, by assigning priorities to received packets or 
applying rate limiting to received packets, denying access to 
certain network resources, for example, by assigning a 
Virtual Local Area Network (VLAN) to the packet; and 
routing the packet. VLANs are described in more detail in 
IEEE 802.1Q: IEEE Standards for Local and Metropolitan 
Area Networks. Virtual Bridged Local Area Networks, Dec. 
8, 1998, the entire contents of which are hereby incorporated 
by reference. ASSigning a VLAN to a packet and/or assign 
ing a priority to a packet, may be referred to herein as 
“classifying a packet. AS used herein, a "packet' is a unit 
of communication exchanged between devices. 
0011 FIG. 1 is a block diagram illustrating an example 
of a communications network 100. Network 100 may 
include one or more interconnected Local Area Networks 
(LANs), Metropolitan Area Networks (MANs), or combi 
nations thereof. Further, network 100 may serve as a com 
munications network for a busineSS organization or other 
type of enterprise, and as Such may be considered an 
“enterprise' network. 
0012 Network 100 may include a plurality of devices of 
varying type, including any of network entry devices 114, 
116, 120, 124 and 144, printer 122, fax machine 123, 
application server 134, Switching device 136, device 138 
and authentication server 142. Switching device 136 may be 
configured as a core Switching device that Serves as a more 
centralized Switching device for network 100 than the net 
work entry devices. 
0013 A network entry device may include one or more 
port modules, and one or more of these port modules may be 
an entry port module. 
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0.014 AS used herein, a “port module” of a Switching 
device includes a physical port of the device and port 
processing logic associated with the physical port. Such port 
processing logic may include Switching logic, memory, and 
one or more processors for configuring the port module and 
for processing packets Sent to and received at the port 
module. Such port processing logic may be divided into one 
or more virtual ports, each virtual port corresponding to a 
communication channel of the physical port. The port pro 
cessing logic may include Separate Switching logic, memory 
and processors for each virtual port or may share Such 
components between one or more virtual ports. Further, the 
Switching logic, memory and processors of a port module 
may be shared with Several other port modules. A port 
module may be implemented as part of a port interface card 
(PIC), which may include one or more port modules. 
0.015 AS used herein, an “entry port” is a physical port of 
a network device that Serves as a user's entry point into a 
network. Thus, to communicate with devices on the net 
work, a user's device may transmit one or more packets to 
an entry port. Further, as used herein, an “entry port module' 
is a port module of a network device that includes an entry 
port. 

0016. As used herein, a “network entry device' is a 
network device that includes at least one entry port module. 
Thus, from the perspective of other devices, a network entry 
device Serves as an entry point to the network for at least one 
user. A network entry device may reside at an edge or 
boundary of the communications network and provide con 
nectivity between network resources of the communications 
network and devices located external to the communications 
network. Such network entry device may be any of a variety 
of types of devices, for example, a Switching device. 

0.017. As used herein, a “user device” is a device used by 
a user of a communications network to perform at least one 
of the following: receive a packet from the network and Send 
a packet to the network. Types of user devices may include, 
but are not limited to, WorkStations, terminals, personal 
computers, laptops, telephones, pagers, BlackBerry' brand 
devices, and personal digital assistants (PDAS). 
0.018. An entry port module may be coupled to a user 
device by a shared transmission medium or a dedicated 
transmission medium. AS used herein, a “shared transmis 
Sion medium' is a transmission medium connected to a port 
module of a first device and over which multiple other 
devices may exchange packets with the first device. For 
example, a gateway Server for an enterprise network may 
have a port module connected to the Internet by a T-3 cable, 
over which Several users of the enterprise network may 
eXchange packets with the Internet. Another example is an 
Ethernet cable connected to multiple user devices of a LAN. 

0019. In contrast to a shared transmission medium, a 
dedicated transmission medium is a transmission medium 
that is connected to a port module of a first device at one end 
over which only one other device may exchange packets. 
For example, a user device may be directly-coupled to a 
Switching device by a dedicated transmission medium. 
0020. As used herein, two devices are “directly-coupled” 
if no intervening device is communicatively disposed 
between the two devices that, for packetS eXchanged 
between the two devices, is operative to change the content 
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of Such packets or to make decisions regarding forwarding 
Such packets. For example, two devices are directly-coupled 
if they are connected by: a Single Segment of transmission 
medium (e.g., fiber optic cable, electrical cable or air) and no 
device is communicatively disposed between the two 
devices, two or more Serially-connected Segments of trans 
mission medium connected by one or more repeaters, and 
two or more Serially-connected Segments of transmission 
medium connected by one or more transceiver pairs. An 
example of two devices that are not directly-coupled would 
include two devices with a Switch communicatively dis 
posed between them. 
0021 Referring to FIG. 1, network entry device 114 may 
include an entry port module 108 that is connected to user 
devices 102 and 104 by a shared wire-based transmission 
medium 106. As used herein, a "wire-based transmission 
medium' is a transmission medium that is not a wireleSS 
transmission medium (e.g., air), for example, an optical 
cable or an electrical wire or cable. Accordingly, a “shared 
wire-based transmission medium' is a wire-based transmis 
Sion medium that connects two or more devices. 

0022 Entry port module 113 of network entry device 114 
may be connected to user device 110 by a dedicated wire 
based transmission medium 112. 

0023) Entry port module 118 of network entry device 116 
is connected to user devices by a shared wireless (i.e., air) 
transmission medium 119, which by nature is a shared 
transmission medium. Multiple user devices may concur 
rently exchange packets with the entry port module 118, 
using communication channels that share the transmission 
medium using known or later developed multiplexing 
Schemes (e.g., time division, frequency division, code divi 
Sion, or combinations thereof). Accordingly, port module 
118 may include a plurality of virtual ports, each virtual port 
corresponding to one of the communication channels. It 
should be noted that Such multiplexing Schemes, as well as 
otherS Such as Space division multiplexing, may be used on 
any port module (e.g., 108, 118 and 146) on which multiple 
users share a transmission medium. 

0024 Entry port module 146 of network entry device 144 
is connected to user device 150 by the Internet 148 and 
shared transmission medium 152. 

0025) Entry port modules 126, 128 and 130 of network 
entry device 124 may be connected to user device 133 by a 
Public Switched Telephone Network (PSTN) 132 and by 
shared transmission mediums 154. Although transmission 
mediums 154 are shared, any of ports 126, 128 and 130 may 
be configured along with devices to which they are coupled 
on the PSTN to make any of transmission mediums 154 
dedicated to user device 133 for the duration of a session, 
Such as a telephone call during which data is exchanged. 

0026. Any of the network entry devices 114,116,124 and 
144 may be coupled by different port modules to both shared 
and dedicated transmission mediums as well as wire-based 
and wireless transmission mediums. 

0027. One technique used to control usage of network 
resources is to apply user authentication to restrict access to 
network resources. Technologies that employ user authen 
tication techniques include, among others, network operat 
ing systems (NOSs) (e.g., Netware by Novell and Windows 
NT), Remote Authentication Dial-In User Service 
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(RADIUS) and IEEE 802.1X: Port Based Network Access 
Control, 2001. RADIUS is described in Request For Com 
ments (RFC) 2138, entitled Remote Authentication Dial In 
User Service (RADIUS) by C. Rigney et al., promulgated by 
the Internet Engineering Task Force (IETF), published April, 
1997, and available as of the date of this filing at: http:// 
www.ietf.org/rfc/rfc2138.txt? number=2138., the entire con 
tents of which are hereby incorporated by reference. IEEE 
802.1X, the entire contents of which are hereby incorporated 
by reference, defines a Standard for providing port-based 
network access control on a Media Access Control (MAC) 
bridge. 
0028. Typically, such authentication technologies require 
a user to initially log-in to a network, for example, by 
entering a username, password and possibly other creden 
tials, before having access to information Stored on the 
network. Logging in may include exchanging packets 
between a device of the user (e.g., user device 102,104,110, 
133 or 150) and one or more network devices (e.g., switch 
ing device 136 and authentication server 142), and these 
packets may be transmitted through a network device (e.g., 
114,116, 124 or 144) serving as the user's entry point in to 
the network. 

0029. After a user (e.g., 102) has successfully logged in, 
however, the user typically is free to use at least Some 
network resources beyond the network device Serving as the 
user's entry point (e.g., 114). For example, the user may be 
allowed to consume bandwidth and processing resources on 
Switching devices (e.g., 136) to communicate with other 
devices on the network (e.g., application server 134), and 
allowed to access applications and information provided on 
the network. 

0030 Although some applications resident on network 
devices (e.g., application server 134) may require additional 
authentication of a user before providing the user access to 
certain information, the user Still is allowed to use network 
resources beyond the user's entry point before the authen 
tication is performed. Specifically, the user consumes band 
width on transmission media between the user's device and 
the network device on which the application resides, con 
Sumes processing power on Switching devices between the 
user device and the network device, and consumes process 
ing power on the network device itself as it executes the 
application. 

0.031) Another technique for controlling usage of network 
resources is based on network infrastructure. For example, a 
network topology may be configured Such that there is no 
possible transmission path between two or more devices. 
Further, Switching devices on the network may be config 
ured to forward packets received at the Switching device 
based on the physical port at which the packet was received. 
For example, a Switching device may be configured not to 
allow a physical port to receive any packets, or to forward 
all packets received at one physical port to another physical 
port on the Switching device, or to assign or append the same 
VLAN header to all packets received at a particular physical 
port. A VLAN header may include a VLAN identifier and a 
priority, for example, as described in more detail in IEEE 
802.1Q. 

0.032 Such techniques, however, do not take into con 
sideration the identities of the users that transmitted the 
packets. Thus, controlling the usage of network resources 
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cannot be based on the identities of those users. Accordingly, 
if a user accesses Such communications network from a 
different port, possibly from even a different network device, 
the user may be permitted a different usage of network 
resources. This problem becomes more significant as the use 
of mobile user devices and the implementation of wireleSS 
networks becomes more prevalent, because users are more 
likely to access a network from a different point in Such 
networks. 

0033. Another technique for controlling usage of network 
resources is to analyze information included in packets and 
forward the received packets based on the information. For 
example, Some Switching devices may be configured to 
examine information included in a received packet, for 
example, a Source Media Access Control (MAC) address, a 
destination MAC address, or a protocol, and forward the 
packet or assign a VLAN header to the packet based on this 
information, for example, as described in more detail in 
IEEE 802.1Q. A switching device configured as such may 
Serve as an entry point to the network for one or more users. 

0034. Such technique, however, does not take into con 
sideration the identities of the users that transmit the packets, 
and, therefore, usage of network resources cannot be con 
trolled at a Switching device based on Such identities. 

0035) Use of a firewall (e.g., firewall 140) is another 
example of a technique for controlling usage of network 
resources by analyzing information included in packets and 
forwarding the received packets based on the information. A 
firewall resident on a device (e.g., device 138) of a private 
network (e.g., 100) may include one or more programs 
configured to analyze packets transmitted from a device of 
an authorized user (e.g., user device 102 or 133) of the 
private network, and to determine whether and/or how much 
usage of resources external to the private network is allowed 
for the authorized user. For example, the authorized user 
may attempt to access a web page by transmitting a packet 
destined for the Internet (e.g., Internet 148). The firewall 
may be configured to intercept Such packets and determine 
whether to allow the packets to proceed on to the Internet, 
or apply Some form of rate limiting to limit the amount of 
bandwidth the user can use in communicating with the web 
Site. 

0036 Such firewall may perform similar analysis to 
incoming packets from users (e.g., user 150) outside of the 
private network to control usage of resources of the private 
network. For example, the firewall may be configured to 
prevent unauthorized users from accessing network 
resources (e.g., Screening emails from an outside user), and 
may be configured to establish a Virtual Private Network 
(VPN) across one or more publicly-accessible networks 
(e.g., the Internet) with a user device. 
0037 Similar to as described above for applications 
employing user authentication, a problem with typical fire 
walls is that users are allowed to use network resources 
beyond their respective entry points to the network before 
the firewall is ever enforced. Specifically, for each packet 
transmitted by a user, the user consumes bandwidth on 
transmission media between the network device Serving as 
the user's entry point and the network device on which the 
firewall resides, consumes processing power on Switching 
devices between the user device and the network device, and 
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consumes processing power on the network device on which 
the firewall resides while executing the programs of the 
firewall. 

0.038. Thus, although several techniques are known for 
controlling usage of network resources by a user, none of 
these known techniques are capable of controlling usage of 
network resources by a user, after the user has been authen 
ticated, based on an identity of the user, without using any 
of the network resources beyond the user's entry point. 
0039. Another problem with typical communications net 
WorkS is that network administrators may have to administer 
the configuration of the network at a relatively advanced 
technological level. For example, although a network 
administrator may be more concerned with higher level 
network issueS Such as implementing a most efficient net 
work topology or installing a network firewall, a network 
administrator may be bogged down in the details of defining 
rules for assigning VLANs to packets received at devices on 
the networks. ASSigning Such rules may require relatively 
advanced technical knowledge of the format of the packet 
and which field of the packet to examine to determine a 
VLAN. Besides not having the time for such low level 
detail, a network administrator may not have the technical 
skill to adequately address Such low level detail. 
0040 Another problem with typical communications net 
WorkS is that network administrators may have to administer 
the configuration of a network on a per instance or per 
element basis. Thus, network administrators may have to 
configure each Switching device or each port of a Switching 
device individually. Such administration is problematic, as it 
requires the network administrator to duplicate the Steps 
involved in configuring a parameter repeatedly for each 
element of the network. For example, the network admin 
istrator may continuously implement Seemingly unrelated 
instances of a rule for assigning a VLAN to packets without 
any understanding that: a) many of the rules have been used 
numerous times before, and will be used many times again, 
and b) groups of the rules are related to each other and may 
be deployed in concert to deliver a specified behavior. 

SUMMARY 

0041. In an embodiment of the invention, a network 
device of a communications network is used to control usage 
of network resources of the communications network by a 
plurality of users, where the network device Serves as an 
entry point to the communications network for the plurality 
of users and includes a port module. The port module is 
connected by a transmission medium to a first user device 
used by a first of the plurality of users and located externally 
to the communications network. The port module also is 
connected by the transmission medium to a Second user 
device used by a Second of the plurality of users and located 
externally to the communications network. The port module 
is configured with one or more packet rules, where at least 
a first of the one or more packet rules is associated with the 
identity of the first user and at least one of the packet rules 
is associated with the identity of the Second user. 
0042. In an aspect of this embodiment, a first packet is 
received at the port module from a user device, and an 
identity of a user of the user device is determined. If the 
determined identity is the identity of the first user, then, 
before using any of the network resources beyond the 
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network device in response to processing the first packet, at 
least the first rule is applied to the first packet. This proceSS 
may be repeated for all packets received at the port module 
from the first user device until the first user logs off of the 
communications network. 

0043. In another aspect of this embodiment, if the deter 
mined identity is the identity of the Second user, then, before 
using any of the network resources beyond the network 
device in response to processing the Second packet, the at 
least one packet rule is applied to the Second packet con 
currently to the first user being logged on to the communi 
cations network. 

0044) In yet another aspect of this embodiment, the at 
least one packet rule is the first packet rule. In another aspect 
of this embodiment, the first packet rule is not associated 
with the Second user and the at least one packet rule is not 
asSociated with the first user. 

0045. In another aspect of this embodiment, the identity 
of at least the first user is authenticated before the port 
module is configured with one or more packet rules, where 
the port module is configured with at least the first packet 
rule in response to the authentication. 
0046. In another aspect of this embodiment, the identity 
of the first user is associated with a role assigned to the first 
user, and the role is associated with at least the first packet 
rule. The first packet rule is selected based on the role. 
0047. This embodiment and/or aspects thereof may be 
implemented as a computer program product that includes a 
computer-readable medium and computer-readable signals 
Stored on the computer-readable medium, which Signals 
define appropriate instructions. These instructions, as a 
result of being executed by a computer, instruct the com 
puter to perform the acts described above for this illustrative 
embodiment. 

0048. In another embodiment of the invention, a network 
device of a communications network is provided for con 
trolling usage of network resources of the communications 
network by a plurality of users. The network device serves 
as an entry point to the communications network for the 
plurality of users and includes a port module, where the port 
module is connected by a transmission medium to a first user 
device used by a first of the plurality of users and located 
externally to the communications network. The port module 
also is connected by the transmission medium to a Second 
user device used by a Second of the plurality of users and 
located externally to the communications network. The 
System comprises port configuration logic to configure the 
port module with one or more packet rules, where at least a 
first of the one or more packet rules is associated with the 
identity of the first user and at least one of the one or more 
packet rules is associated with the identity of the Second 
USC. 

0049. In an aspect of this embodiment, the port module 
further comprises a physical port to receive a first packet 
from a user device and user identification logic to determine 
an identity of a user of the user device. The port module 
further compriseS rule application logic to apply at least the 
first rule to the first packet, before using any of the network 
resources beyond the network device in response to pro 
cessing packet, if the determined identity is the identity of 
the first user. 
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0050. In another aspect of this embodiment, concurrently 
to the first user being logged on to the communication 
network, the rule application logic is further operative to 
apply the at least one packet rule to the Second packet, before 
using any of the network resources beyond the network 
device in response to processing the Second packet, if the 
determined identity is the identity of the Second user. 
0051. In another aspect of this embodiment, the rule 
application logic is operative to apply the one or more packet 
rules to all packets received from the device of the first user 
at the port module until the first user logs off of the 
communications network. 

0.052 In yet another aspect of this embodiment, the at 
least one packet rule is the first packet rule. In another aspect 
of this embodiment, the port configuration logic is further 
operative to configure the port module with a plurality of 
packet rules, the at least one packet rule is not associated 
with the first user and the first packet rule is not associated 
with the Second user. 

0053. In another aspect of this embodiment, the port 
module further comprises authentication logic to authenti 
cate the identity of at least the first user, where the configu 
ration logic is operative to configure the port module in 
response to the authentication. 
0054. In yet another aspect of this embodiment, the port 
configuration logic is operative to Select the first packet rule 
based on the identity of the first user and to select the at least 
one packet rule based on the identity of the Second user. 
0055. In another aspect of this embodiment, the identity 
of the first user is associated with a role assigned to the first 
user. The role is associated with at least the first packet rule, 
and the port configuration logic is operative to Select at least 
the first packet rule based on the role. 
0056. In another embodiment of the invention, a network 
device of a communications network is provided for con 
trolling usage of network resources of the communications 
network by a plurality of users, where the network device 
Serves as an entry point to the communications network for 
the plurality of users and includes a port module. The port 
module is connected by a transmission medium to a first user 
device used by a first of the plurality of users and located 
externally to the communications network, and the port 
module is connected by the transmission medium to a 
Second user device used by a Second of the plurality of users 
and located externally to the communications network. The 
network device comprises means for configuring the port 
module with one or more packet rules associated with an 
identity of the first user and an identity of the Second user, 
where at least a first of the one or more packet rules is 
associated with the identity of the first user. 
0057. In another embodiment of the invention, usage of 
network resources of a communications network by a user 
beyond a network device of the communications network 
that Serves as the user's entry point to the communications 
network is controlled. The port module of the network 
device is configured with one or more packet rules corre 
sponding to an identity of the user. A packet is received from 
a device used by the user at the port module, and, before 
using any of the network resources beyond the network 
device, the one or more packet rules are applied to the 
received packet. 
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0058. In an aspect of this embodiment, the identity of the 
user is authenticated and the configuring of the port module 
is based on the authentication. 

0059. In another aspect of this embodiment, the one or 
more packet rules are applied to all packets received at the 
port module until the user logs off of the communications 
network. 

0060. In another aspect of this embodiment, the port 
module is dedicated to the device of the user until the user 
logs off of the communications network. 
0061. In another aspect of this embodiment, the one or 
more packet rules are Selected based on the identity of the 
USC. 

0062) This embodiment and/or aspects thereof may be 
implemented as a computer program product that includes a 
computer-readable medium and computer-readable signals 
Stored on the computer-readable medium, which Signals 
define appropriate instructions. These instructions, as a 
result of being executed by a computer, instruct the com 
puter to perform the acts described above for this illustrative 
embodiment. 

0063. In another embodiment, provided is a network 
device Serving as an entry point to a communications 
network for a user and operative to control usage of network 
resources by the user beyond the network device. The 
network device includes a port module including port con 
figuration logic to configure the port module with one or 
more packet rules corresponding to an identity of the user, 
a physical port to receive a packet from a device of the user 
and rule application logic to apply the one or more packet 
rules to the received packet before using any of the network 
resources beyond the network device. 
0064. In an aspect of this embodiment, the system 
includes authentication logic to authenticate the identity of 
the user, where the configuration logic is operative to 
configure the port module in response to the authentication. 
0065. In another aspect of this embodiment, the rule 
application logic is operative to apply the one or more packet 
rules to all packets received from the device of the user at the 
port module until the user logs off of the communications 
network. 

0066. In another aspect of this embodiment, the port 
module is dedicated to the device of the user until the user 
logs off of the communications network. 
0067. In yet another aspect of this embodiment, the port 
module is coupled to the device of the user by a dedicated 
transmission medium. 

0068. In another aspect of this embodiment, the port 
configuration logic is operative to Select the one or more 
packet rules based on the identity of the user. 
0069. In another embodiment, a network device of a 
communications network is provided for controlling usage 
of network resources of the communications network by a 
plurality of users, where the network device Serves as an 
entry point to the communications network for the plurality 
of users and includes a port module. The port module is 
connected by a transmission medium to a first user device 
used by a first of the plurality of users and located externally 
to the communications network, and the port module is 
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connected by the transmission medium to a Second user 
device used by a Second of the plurality of users and located 
externally to the communications network. The network 
device comprises means for configuring the port module 
with one or more packet rules associated with an identity of 
the first user and an identity of the Second user, where at least 
a first of the one or more packet rules is associated with the 
identity of the first user. 
0070. In an aspect of this embodiment, the system com 
prises: means for receiving a first packet at the port module 
from a user device, means for determining an identity of a 
user of the user device, and means for applying at least the 
first rule to the first packet if the determined identity is the 
identity of the first user before using any of the network 
resources beyond the network device in response to pro 
cessing the first packet. In another aspect of this embodi 
ment, the System further comprises means for determining 
the identity and applying the packet rules for all packets 
received at the port module from the first user device until 
the first user logs off of the communications network. 
0071. In another aspect of this embodiment, the system 
comprises means for applying the at least one packet rule to 
the second packet if the determined identity is the identity of 
the Second user, before using any of the network resources 
beyond the network device in response to processing the 
Second packet, concurrently to the first user being logged on 
to the communications network. 

0.072 In yet another aspect of this embodiment, the at 
least one packet rule is the first packet rule. In another aspect 
of this embodiment, the first packet rule is not associated 
with the Second user and the at least one packet rule is not 
asSociated with the first user. 

0073. In another aspect of this embodiment, the system 
further comprises means for authenticating the identity of at 
least the first user before configuring the port module with 
the one or more packet rules, where the port module is 
configured with at least the first packet rule in response to 
the authentication. 

0.074. In another aspect of this embodiment, the system 
further comprises means for Selecting the first packet rule 
based on the identity of the first user and Selecting the at least 
one packet rule based on and the identity of the Second user. 
0075. In yet another aspect of this embodiment, the 
identity of the first user is associated with a role assigned to 
the first user, and the role is associated with at least the first 
packet rule, and the System further comprises means for 
Selecting the first packet rule based on the role. 

0.076. In another embodiment of the invention, provided 
is a network device Serving as an entry point to a commu 
nications network for a user. The network device operative 
to control usage of network resources beyond the network 
device by the user and includes a port module including a 
physical port to receive a packet from a device used by the 
user and rule application logic to apply one or more packet 
rules to the received packet before using any of the network 
resources beyond the network device, and means for con 
figuring the port module with the one or more packet rules 
based on an identity of the user. 
0077. In an aspect of this embodiment, the system 
includes authentication logic to authenticate the identity of 
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the user, where the configuration logic is operative to 
configure the port module in response to the authentication. 
0078. In another aspect of this embodiment, the rule 
application logic is operative to apply the one or more packet 
rules to all packets received from the device of the user at the 
port module until the user logs off of the communications 
network. 

0079. In another aspect of this embodiment, the port 
module is dedicated to the device of the user until the user 
logs off of the communications network. 
0080. In yet another aspect of this embodiment, the port 
module is coupled to the device of the user by a dedicated 
transmission medium. 

0081. In yet another aspect of this embodiment, the 
means for configuring is operative to Select the one or more 
packet rules based on the identity of the user. 
0082 In another embodiment of the invention, usage of 
network resources of a communications network by a user is 
controlled. The user has an assigned role with respect to the 
communications network, and the assigned role is associated 
with one or more packet rules, each packet rule including a 
condition and action to be taken if a packet received at a 
device Satisfies the condition. A packet including identifi 
cation information of the user is received from a device of 
the user at a port module of a network device. The assigned 
role of the user is determined based on the identification 
information, and the port module is configured with the one 
or more packet rules associated with the assigned role of the 
USC. 

0083. In an aspect of this embodiment, the network 
device Serves as an entry point to the communications 
network for the user. 

0084. In another aspect of this embodiment, the user 
information about the user is Stored on a computer-readable 
medium residing on the communications network, and the 
user information includes identification information and the 
assigned role of the user. The Stored user information is 
accessed to determine if the identification information 
included therein matches the identification information 
included in the received packet. If it is determined that the 
Stored identification information matches the received iden 
tification information, the assigned role is determined from 
the Stored user information. 

0085. This embodiment and/or aspects thereof may be 
implemented as a computer program product that includes a 
computer-readable medium and computer-readable signals 
Stored on the computer-readable medium, which Signals 
define appropriate instructions. These instructions, as a 
result of being executed by a computer, instruct the com 
puter to perform the acts described above for this illustrative 
embodiment. 

0086. In yet another embodiment of the invention, pro 
Vided is a System for controlling usage of network resources 
of a communications network by a user. The user has an 
assigned role with respect to the communications network, 
and the assigned role is associated with one or more packet 
rules, each packet rule including a condition and action to be 
taken if a packet received at a device Satisfies the condition. 
The System includes a port module including a physical port 
to receive a packet including identification information of 

FORTINET EX1003 Page 28



US 2003/0152067 A1 

the user from a device of the user and port configuration 
logic to configure the port module with the one or more 
packet rules associated with the assigned role of the user, 
and an authentication module to determine the assigned role 
of the user based on the identification information. 

0087. In an aspect of this embodiment, the port module 
Serves as an entry point to the communications network for 
the user. 

0088. In another aspect of this embodiment, user infor 
mation about the user is Stored on a computer-readable 
medium residing on the communications network, where the 
user information includes identification information and the 
assigned role of the user. The authentication module is 
operative to control accessing the Stored user information to 
determine if the identification information included therein 
matches the identification information included in the 
received packet, and to determine the assigned role from the 
stored user information if it is determined that the stored 
identification information matches the received identifica 
tion information. 

0089. In another embodiment of the invention, provided 
is a System for controlling usage of network resources of a 
communications network by a user. The user has an assigned 
role with respect to the communications network, and the 
assigned role is associated with one or more packet rules, 
where each packet rule including a condition and action to 
be taken if a packet received at a device Satisfies the 
condition. The System includes a port module including a 
physical port to receive a packet including identification 
information of the user from a device of the user and port 
configuration logic to configure the port module with the one 
or more packet rules associated with the assigned role of the 
user, and means for determining the assigned role of the user 
based on the identification information. 

0090. In an aspect of this embodiment, the port module 
Serves as an entry point to the communications network for 
the user. 

0.091 In another aspect of this embodiment, user infor 
mation about the user is Stored on a computer-readable 
medium residing on the communications network, and the 
user information includes identification information and the 
assigned role of the user. The means for determining is 
operative to control accessing the Stored user information to 
determine if the identification information included therein 
matches the identification information included in the 
received packet, and to determine the assigned role from the 
stored user information if it is determined that the stored 
identification information matches the received identifica 
tion information. 

0092. Other advantages, novel features, and objects of the 
invention, and aspects and embodiments thereof, will 
become apparent from the following detailed description of 
the invention, including aspects and embodiments thereof, 
when considered in conjunction with the accompanying 
drawings, which are Schematic and which are not intended 
to be drawn to Scale. In the figures, each identical or nearly 
identical component that is illustrated in various figures is 
represented by a single numeral. For purposes of clarity, not 
every component is labeled in every figure, nor is every 
component of each embodiment or aspect of the invention 
shown where illustration is not necessary to allow those of 
ordinary skill in the art to understand the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0093 FIG. 1 is a block diagram illustrating an example 
of a communications network; 
0094 FIG. 2 is a block diagram illustrating an example 
of a relationship hierarchy; 
0.095 FIG. 3 is a flow chart illustrating an example of a 
method of creating a relationship hierarchy; 
0096 FIG. 4 is a block diagram illustrating an example 
of a System for editing and distributing a relationship 
hierarchy; 

0097 FIG. 5 is a block diagram illustrating an example 
of a packet rule data Structure for Storing one or more packet 
rules, 
0098 FIG. 6 is a block diagram illustrating an example 
of a Service data structure for Storing one or more Service 
abstractions, 
0099 FIG. 7 is a block diagram illustrating an example 
of a role data Structure for Storing one or more roles, 
0100 FIG. 8 is a screen shot illustrating an example of 
a graphical user interface for editing a packet rule; 
0101 FIG. 9 is a screen shot illustrating an example of 
a graphical user interface for editing a packet rule; 
0102 FIG. 10 is a screen shot illustrating an example of 
a graphical user interface for editing one or more Service 
abstractions, 
0.103 FIG. 11 is a screen shot illustrating an example of 
a graphical user interface for editing a role; 
0104 FIG. 12 is a screen shot illustrating an example of 
a graphical user interface for adding/removing Service 
abstractions to/from a role; 
0105 FIGS. 13A-13C comprise a flow chart illustrating 
an example of a method of controlling usage of network 
resources by one or more users at Such users entry point to 
a communications network, 

0106 FIGS. 14A and 14B comprise a flow chart illus 
trating an example of a method of applying packet rules to 
a packet received at an entry port module of a network 
device of a communications network to control usage of 
network resources by a user; and 
0107 FIG. 15 is a block diagram illustrating an example 
of a System for controlling usage of network resources by 
one or more users at Such users’ entry point to a commu 
nications network. 

DETAILED DESCRIPTION 

0108) Described below is a system and method that 
control a user's usage of network resources, after the user 
has been authenticated, without using any network resources 
beyond the user's entry point to the network. 
0109. In an embodiment, a plurality of users are con 
nected to an entry point of a network of a network device by 
a shared transmission medium. In Such embodiment, each 
users usage of network resources is controlled after Such 
user has been authenticated without using any network 
resources beyond Such user's entry point to the network. 
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0110 For each of the one or more users, packet rules may 
be provisioned to the user's entry point to the network, 
where such entry point may be shared with other users. The 
packet rules may be applied to each packet received from the 
user before any network resources beyond the entry point 
are used. These packet rules may be associated with an 
identity of the user and then provisioned to the user's entry 
point in response to the user being authenticated. 

0111. In an embodiment, when a plurality of users are 
connected to an entry point by a shared transmission 
medium, packet rules associated with the users may be 
provisioned to the entry point and applied to packets 
received from the users before any network resources 
beyond the entry point are used. It should be noted that one 
or more packet rules may be associated with more than one 
user and thus may be applied to each packet received from 
the one or more users at a shared entry point to the network. 
AS used herein, a “shared entry point' is an entry point 
connected to a plurality of users by a shared transmission 
medium. 

0112 Such packet rules may be provisioned to a number 
of network entry devices and may serve as a distributed 
firewall for users of a network, as opposed to a centralized 
firewall. Such distributed firewall reduces use of network 
resources from users exchanging packets with resources 
external to the network by applying packet rules at each 
user's entry point to the network, as opposed to applying the 
rules after the user has already consumed bandwidth and 
processing resources as is typical on a network with a more 
centralized firewall. 

0113 Such system and method combine the ability of 
authentication Systems to associate network access to an 
identity of a user and the ability of network entry devices to 
examine a packet received from a user before the packet is 
allowed to proceed on to the network and cause the con 
Sumption of network resources. 
0114. An entry port module of a network entry device 
may be configured based on an identity of one or more users 
as a result of the authentication of the one or more users, 
respectively, and each packet received from each user may 
be examined to control usage of network resources by the 
USC. 

0115 Configuring multiple entry port modules according 
to an authenticated identity of one or more users allows each 
of the one or more users to access a network via any Such 
configured entry port module (appropriately configured as 
described herein) on any network device of the network. 
Accordingly, each user does not have to be accessing the 
network at a Specific port configured with Specific acceSS 
rules. Nor does each user have to access the network from 
a specific network address. 
0116. According to another system and method described 
below, to ease the configuration, implementation, and 
administration of network policy and packet rules, provided 
herein are roles and Service abstractions that provide a 
mechanism for aggregating one or more packet rules into a 
Single re-usable entity. Roles and Service abstractions ease 
the configuration, implementation, and administration of 
packet rules and network policy by enabling the reuse, 
Storage, and modification of an aggregation of one or more 
packet rules. Instead of defining and/or aggregating a new 
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Set of packet rules each time a port of a device is configured, 
a pre-defined set of packet rules can be used to configure 
multiple ports and at different times, and can be used to 
configure the same port multiple times. Further, instead of 
configuring each existing or new device in a network 
individually, roles and Service abstractions can be used to 
concurrently configure a number of devices, regardless of 
location in the network. 

0117. In addition to easing the configuration, implemen 
tation, and administration of network policy and packet 
rules, roles and Service abstractions provide the ability for 
technological concepts embodied in packet rules to be 
represented in a leSS technical, or non-technical way. 
0118. In an embodiment of the invention, service abstrac 
tions are created. AS used herein, a “Service abstraction' is 
an abstraction representing a named Set of one or more 
packet rules. A Service abstraction may define a Service to be 
provided to users of a network. 
0119) As used herein, a “packet rule' is a rule specifying 
a condition that may be Satisfied by a packet, and an action 
to be taken if a packet Satisfies the condition, and a “set' 
means a group of one or more. 
0120 Service abstractions may be stored and later modi 
fied, and may be distributed to one or more network devices. 
Service abstractions may be assigned to one or more users 
of the network, and may be used to configure a port module 
of a network device. 

0121. In another embodiment of the invention, one or 
more roles may be created. As used herein, a “role” or “role 
abstraction' is an abstraction representing a named Set of 
one or more packet rules associated with a role of a person, 
for example, in relation to an organization or communica 
tions network. In an aspect of this embodiment, a role is an 
abstraction representing a named Set of one or more Service 
abstractions. Such roles may be Stored and later modified, 
and may be distributed to one or more network devices. 
Roles may be assigned to one or more users of the network, 
and may be used to configure a port module of a network 
device. 

0122) In yet another embodiment of the invention, a port 
module of a network device, for example, an entry port 
module of a network entry device, is configured in accor 
dance with an identity of one or more users. For example, 
the port module may be configured with one or more packet 
rules corresponding to the identity of one or more users. 
0123. In an embodiment of the invention, usage of net 
work resources by one or more users is controlled based on 
the identity of each user, respectively. For example, packet 
rules corresponding to the identity of each user may be 
applied to packets received from the user's device at an entry 
port module. 
0.124. The function and advantage of these and other 
embodiments of the present invention will be more fully 
understood from the examples described below. The follow 
ing examples are intended to illustrate the benefits of the 
present invention, but do not exemplify the full Scope of the 
invention. 

EXAMPLES 

0.125 FIG. 2 is a block diagram illustrating an example 
of a relationship hierarchy 200. The relationship hierarchy 

FORTINET EX1003 Page 30



US 2003/0152067 A1 

200 may include one or more roles 202-206, one or more 
service abstractions 208-214 and one or more packet rules 
220-231. 

0.126 Each of the packet rules define a rule to be applied 
to a packet received at a device, for example, a device of the 
communications network 100. Each packet rule may be 
defined to examine information included in a packet and to 
perform actions based on Such information. The information 
to be examined may be any information that may be 
included in a packet. 

0127 Each rule may include a condition and an action to 
be taken if the condition is satisfied. Actions defined by 
packet rules may include, but are not limited to, assigning a 
VLAN to the packet, assigning priority to the packet, 
applying rate limiting to the packet, routing the packet, and 
dropping the packet. 

0128 Packet rules may be configured to examine any 
information included in a packet. AS is known in the field of 
network communications, different portions of a packet may 
include information pertaining to different protocol layers. 
These layerS may include an application layer, presentation 
layer, Session layer, transport layer, network layer and data 
link layer, which correspond to layerS Seven through two, 
respectively, of the Open System Interconnection (OSI) 
networking framework model. A packet rule may be defined 
to examine any portion of a packet, and thereby examine 
information pertaining to any protocol layer. For example, a 
packet rule may be configured to examine information in a 
packet as described in Layer 2/3/4 Frame Classification 
Primer, a white paper made available from Enterasys Net 
Works, Inc., accessible as of the date of the filing of this 
application at http://www.enterasyS.com/products/whitepa 
perS/Switching/layer-primer/index.html, the entire contents 
of which are hereby incorporated by reference. 

0129 Packet rules may be relatively technical such that a 
network programmer understands the packet rule, but a 
network manager or administrator does not. For example, a 
packet rule may define an action to be taken if a particular 
logical port number Specifying a particular application is 
included in a field of the packet received for application 
information. 

0130 For this reason, it is desirable to allow a network 
manager the ability to define Services to be provided for 
users using service abstractions 208-214, where each service 
abstraction has a meaning to an administrator within the 
context of a communications network (i.e., specifies a Ser 
Vice to be provided to users), but does not include the 
technical details of packet rules. For example, one should 
not have to be too technical to understand that Internet 
Access Service abstraction 214 represents a Service that 
provides access to the Internet for users. However, one may 
have to be far more technical to understand the packet rules 
229-231 included in Internet Access service abstraction 214. 

0131 Although not illustrated in FIG. 2, in an embodi 
ment, a packet rule may be included in a plurality of Service 
abstractions. Further, different rules may define a same 
condition and/or a same action, even though these different 
rules are not the same abstraction. For Such different packet 
rules, an application may be defined to enable a user to copy 
the condition and/or action of one packet rule and paste 
it/them into another packet rule. 
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0.132. One or more of these service abstractions may be 
grouped together to define a role. AS illustrated in FIG. 2, a 
Service abstraction may be included in a plurality of roles. It 
may be desirable to define a role to correspond with an 
actual role within an organization whose members are or 
will be users of the communications network on which the 
role will be deployed. For example, if the organization is a 
business organizations, then roles 202, 204 and 206 may be 
defined to correspond to a Sales department, an executive 
department and engineering department, respectively, of the 
busineSS organization. 
0133. Further, it may be desirable to define a role to 
correspond with the infrastructure of the network. For 
example, if subnetworks (e.g., Internet Protocol (IP) Sub 
networks, Windows NT domains, or a VLAN) have been 
configured within the network, it may be desirable to have 
the roles correspond to the subnetworks. Thus, if the net 
work has been configured to include Subnetworks for a Sales 
department, an executive department and an engineering 
department, respectively, it may be desirable to define roles 
202, 204 and 206, respectively, to correspond to such 
Subnetworks. 

0.134. Although FIG. 2 illustrates only one level in the 
hierarchy corresponding to roles, a relationship hierarchy 
may include many levels of roles. In Such hierarchy, each 
role situated at any level above the lowest level may include 
one or more roles from the next-lowest level. For example, 
a Sales department of an organization may be organized by 
geographical regions, Such that the Sales department has an 
east coast division and a west coast division. Accordingly, a 
west coast Sales role and an east coast Sales role may be 
created at a lowest level of roles in the hierarchy, and a Sales 
role in the next highest level may be created that includes 
both the east coast Sales role and the West coast Sales role. 

0.135 The additional flexibility gained by including mul 
tiple levels of roles in a relationship hierarchy should be 
weighed against the complexity added by creating, main 
taining, administering and distributing Such relationship 
hierarchy. 
0.136 Relationship hierarchy 200 is merely an illustrative 
embodiment of a relationship hierarchy. Such illustrative 
embodiment is not intended to limit the scope of the inven 
tion, as any of numerous other implementations of a rela 
tionship hierarchy, for example, variations of relationship 
200, are possible and are intended to fall within the scope of 
the invention. For example, although roles are primarily 
described herein as including one or more Service abstrac 
tions, and thereby including one or more packet rules, 
alternatively, roles may be defined to include one or more 
packet rules without Service abstractions Serving as the glue 
between the two. Thus, the methods and systems described 
below for editing and distributing roles, and configuring port 
modules according to roles may be implemented using roles 
defined to include one or more packet rules without using 
Service abstractions. 

0.137 FIG. 3 is a flow chart illustrating an example of a 
method 300 of creating a relationship hierarchy. In Act 302, 
one or more packet rules may be created, where each packet 
rule includes a condition and an action to be taken if a packet 
Satisfies the condition. Information that may be included in 
a packet rule is described below in more detail in relation to 
FIG 5. 
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0.138. In Act 304, one or more service abstractions may 
be created, each Service abstraction being a named Set of one 
or more packet rules. Information that may be included as 
part of a Service abstraction is described below in more 
detail in relation to FIG. 6. 

0.139. In a following Act 306, one or more roles may be 
created, each role being a named Set of one or more Service 
abstractions. Information that may be included as part of a 
role is described below in more detail in relation to FIG. 7. 

0140 Regardless of the method by which a relationship 
hierarchy is created, it may be desirable to design the 
Structure of the hierarchy using a top-down approach. Using 
Such approach, the roles that are to be created are first 
determined. Such roles may be designed to reflect the 
infrastructure of a network and/or roles within an organiza 
tion whose members are users of the network. Next, for each 
role, the Service abstractions to be associated with the role 
may be determined. 

0141 For example, it may be determined that users that 
are assigned an executive role 204 should have Internet 
access, but should not be able to transmit packets on the 
network for managing devices on the network. This may 
lead to the creation of the Internet Access Service abstraction 
214 and the inclusion of this service abstraction in an 
executive role 204, and the creation of the NO SNMP 
Service abstraction 210 and the inclusion of this service 
abstraction in the executive role 204. The Simple Network 
Management Protocol (SNMP) is a set of protocols for 
managing a network. 

0142 For each service abstraction, the packet rules to be 
asSociated with the Service abstraction may be determined. 
AS discussed above, packet rules are relatively technical in 
comparison to Service abstractions. Further, Service abstrac 
tions may be more technical than roles. For this reason, 
Service abstractions may be considered the “glue” between 
roles and packet rules. 

0143 Returning to FIG. 3, in Act 308, the relationship 
hierarchy may be Stored for later use, for example, on a 
computer-readable medium Such as relationship database 
410 described below in relation to FIG. 4. 

0144. In a following Act 310, one or more roles may be 
distributed to one or more devices on the communications 
network. An example of distributing roles is described 
below in more detail in relation to Act 1304 of FIG. 13A. 

0145 Method 300 may include additional acts. Further, 
the order of the acts performed as part of method 300 is not 
limited to the order illustrated in FIG. 3, as the acts may be 
performed in other orders, and one or more of the acts of 
method 300 may be performed in series or in parallel to one 
or more other acts, or parts thereof. For example, Acts 302, 
304 or 306, or parts thereof, may be performed in parallel, 
and by different users at different locations. 

0146 Method 300 is an illustrative embodiment of a 
method of creating a relationship hierarchy. Such illustrative 
embodiment is not intended to limit the scope of the inven 
tion, as any of numerous other implementations of creating 
a relationship hierarchy, for example, variations of method 
300, are possible and are intended to fall within the scope of 
the invention. 
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0147 Method 300, acts thereof and various embodiments 
and variations of these methods and acts, individually or in 
combination, may be implemented as a computer program 
product tangibly embodied as computer-readable Signals on 
a computer-readable medium, for example, a non-volatile 
recording medium, an integrated circuit memory element, or 
a combination thereof. Such computer program product may 
comprise computer-readable signals tangibly embodied on 
the computer-readable medium, where Such signals define 
instructions, for example, as part of one or more programs, 
that, as a result of being executed by a computer, instruct the 
computer to perform one or more of the methods or acts 
described herein, and/or various embodiments, variations 
and combinations thereof. Such instructions may be written 
in any of a plurality of programming languages, for 
example, Java, Visual Basic, C, or C++, Fortran, Pascal, 
Eiffel, Basic, COBAL, etc., or any of a variety of combi 
nations thereof. The computer-readable medium on which 
Such instructions are Stored may reside on one or more of the 
components of network 100 described above and/or system 
400 described below, and may be distributed across one or 
more of Such components. 
0.148 FIG. 4 is a block diagram illustrating an example 
of a system 400 for editing and distributing a relationship 
hierarchy. The system 400 may include a relationship man 
agement module 406, a distribution module 408 and a 
relationship database 410. 

014.9 The relationship database 410 may include one or 
more relationship hierarchies 423, each relationship hierar 
chy 423 including one or more roles 424, one or more 
Service abstractions 426 and one or more packet rules 428, 
Such as those described below in relation to FIGS. 5-7. 

0150 FIG. 5 is a block diagram illustrating an example 
of a packet rule data structure 500 for storing one or more 
packet rules. Such data structure 500 may be a table of a 
relational database, an object of an object-oriented database, 
a record of a flat file, a combination thereof, or other type of 
data structure. Data structure 500 may be included as part of 
relationship database 410 and may store one or more of the 
packet rules 428. 
0151. The data structure 500 may include a plurality of 
entries, including entry 502. Each entry may include a 
plurality of fields, including, but not limited to, name field 
504, status field 506, type field 508, value field 510, mask 
field 512, VLAN field 515, priority field 516, deny field 518, 
rate limit field 520 and layer field 522. 
0152 The name field 504 may store a value (e.g., a name) 
for uniquely identifying a packet rule, and status field 506 
may store a value representing the Status of Such packet rule. 
For example, a packet rule may be “enabled” Such that a 
device may be configured with the packet rule, or the Status 
of a packet rule may be "disabled” Such that a device cannot 
be configured with the packet rule. Further, the Service 
editing module 414 described below may be configured such 
that if a rule has a status of disabled, a Service abstraction 
cannot be defined to include the packet rule. 
0153. Type field 508 may store a value representing the 
type of a packet rule. A device that applies a packet rule may 
be configured to examine particular information Stored 
within a packet (e.g., within one or more fields) based on the 
value stored in the type field 508 for the packet rule. 
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0154) Value field 510 may store a value to be compared 
against information included in a packet to determine if the 
information matches the value. Mask field 512 may store a 
value representing a mask to be applied to the information 
in the packet to be compared to the value field 510. For 
example, a bit-wise logical AND operation may be per 
formed between the value stored in mask field 512 and the 
value of the information included in the packet Specified by 
type field 508. The result of this comparison then may be 
compared to the value specified in value field 510. The mask 
field 512 may be used only for certain packet rules, for 
example, rules that Specify an IP Subnetwork address. 
O155 VLAN field 514 may store a value representing a 
VLAN to be assigned to a packet that Satisfies the conditions 
specified by fields 508-512 of an entry. For example, VLAN 
field 514 may store a value representing a VLAN as 
described in IEEE 802.1Q. 

0156 Priority field 516 may store a value representing a 
priority to be assigned to a packet that Satisfies the condi 
tions specified by fields 508-512 of an entry. For example, 
priority field 516 may store a value representing a Quality of 
Service (QoS)/Class of Service (CoS) as described in IEEE 
802.1D, 1998 edition, accessible as of the filing date of this 
application at http://standards.ieee.org/getieee802/ 
802.1.html, the entire contents of which is hereby incorpo 
rated by reference. 
0157 Deny field 518 may store a value (e.g., a flag) 
indicating whether or not to deny access to the resources of 
a communications network by a packet that satisfies condi 
tions specified by fields 508-512 of an entry. Some packet 
rules may specify that a packet is to be dropped if the 
condition of the rule is Satisfied. For example, a packet rule 
may specify that if a logical port number identified in the 
packet corresponds to a particular application, the packet is 
to be dropped. Using field 518, a network administrator may 
configure a packet rule to prevent certain users from using 
particular applications Such as Sensitive busineSS applica 
tions running on the network or games residing on the 
network. 

0158 Rate limit field 520 may store a value representing 
a rate limit to be applied to a packet if it Satisfies the rule. 
Some rules may be defined such that if the condition of the 
rule is Satisfied by a packet, then rate limiting will be applied 
to a packet. In Such case, rate limit field 520 may specify a 
threshold value (e.g., 1 megabyte (MB)). This threshold 
value may specify a threshold volume of bytes that may be 
received during a specified temporal interval (e.g., one 
Second) in packets that satisfy a particular rule. The temporal 
interval may be specified in field 520 itself or in another 
field. 

0159 For example, an entry of data structure 500 may 
specify a value such as 1 MB/sec, for which a network 
device may be configured to interpret as meaning that the 
number of bytes that may be transmitted in packets that 
satisfy the conditions of 508-512 during one second cannot 
exceed 1 MB. Further, a network device may be configured 
to drop Some or all of the bytes of a packet that contains an 
amount of packets that exceeds the threshold amount during 
the unit interval. Such rate limiting technique may be used 
to limit the amount of bandwidth that a user may consume 
in Sending packets to a particular network device Specified 
by conditions 508-512, or limit the amount of bandwidth 
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that a user consumes on the network in Sending packets 
corresponding to a particular application specified by con 
ditions 508-512. The consumption of bandwidth by a user 
also may be limited by the priority specified in field 516. 
0160 Layer field 522 may store a value representing a 
layer of the OSI network model to which a rule of an entry 
pertains. 
0161) Field 504 of packet rule entry 502 specifies that the 
entry represents a packet named “contain subnet 54.” Field 
506 of entry 502 specifies that the status of this rule is 
“enabled' such that it may be used to configure a network 
device. 

0162 Field 508 of entry 502 specifies that the type of the 
packet rule is “IPAddress Bilateral.” This type of packet rule 
may specify that the Source and destination (i.e., bilateral) IP 
addresses of a packet are to be examined. 
0163 Field 510 of entry 502 specifies that the value to be 
compared to the IP addresses of the received packet is 
“10.20.54.0, where each decimal value represents an 8-bit 
binary value. Further, mask field 412 specifies that a mask 
of “255.255.255.0" (which represents 3 octets of binary “1's 
followed by an octet of all “O’s) is to be ANDed to both the 
IP source address and the IP destination address before 
comparing these addresses to the binary equivalent of 
“10.20.540 (i.e., 
“00110110.00010000.00001010.00000000"). 
0164 VLAN field 514 of entry 502 has a value of “5”, 
specifying that should the IP source address or IP destination 
address match the value stored in value field 510 after 
applying the mask 512, then the received packet Shall be 
assigned a VLAN value of 5, where the value of 5 may 
correspond to a particular VLAN Such as an engineering 
VLAN. Thus, a device configured with the packet rule 
represented by entry 502 may be configured to append a 
VLAN header to a received packet, where the VLAN header 
includes a field specifying VLAN 5. Further, such device 
may be configured to change the VLAN header to Specify 
VLAN 5 if the received packet already includes a VLAN 
header. 

0165 Priority field 516 of entry 502 has a value of “7”, 
Specifying that if a received packet Satisfies the conditions 
specified by fields 508 through 512, then a priority of 7 may 
be assigned to the packet. Accordingly, a network device 
configured with this packet rule may be configured to 
append a priority tag in the received packet or change a 
priority that is already Specified by a header (e.g., a VLAN 
header) of the packet to a value of “7.” 
0166 Deny field 518 of entry 502 has a value of “NO”, 
Specifying that if a packet Satisfies the conditions Specified 
in fields 508-512, the packet will not be denied (e.g., 
dropped). 
0167 Rate limit field 520 of entry 502 has a value of 
“none.” Such value may specify that no rate limiting is to be 
applied to a received packet if the received packet Satisfies 
the conditions specified in fields 508-512 of entry 502. 
0168 Layer field 522 of entry 502 specifies that the layer 
corresponding to this rule is layer 3 (i.e., the network layer) 
of the OSI network model. 

0169. Data structure 500 is an illustrative embodiment of 
a data Structure for Storing one or more packet rules. Such 
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illustrative embodiment is not intended to limit the scope of 
the invention, as any of numerous implementations of a data 
Structure for Storing packet rules, for example, variations of 
data structure 500, are possible and are intended to fall 
within the scope of the invention. 
0170 FIG. 6 is a block diagram illustrating an example 
of a service data structure 600 for storing one or more 
service abstractions. Such data structure 600 may be a table 
of a relational database, an object of an object-oriented 
database, a record of a file, a combination thereof, or other 
type of data structure. Data structure 600 may be included as 
part of relationship database 410 and may include one or 
more of the service abstractions 426. The data structure may 
include a plurality of entries, including entry 602. Each entry 
may include a plurality of fields including, but not limited to, 
name field 604 and rule fields 606-612. 

0171 The name field 604 may be for storing a value (e.g., 
a name) that uniquely identifies a Service abstraction, 
whereas each rule field 606–612 may store a value for 
specifying a rule. Each rule field 606 may hold a value that 
serves as an index or key to an entry 502 of the packet rule 
data structure 500. 

0172 Name field 604 of entry 602 specifies a service 
abstraction named “Contain IP Eng Subnet Traffic.” This 
Service abstraction may be used to contain and prioritize 
traffic originating from or destined for one or more IP 
Subnetworks corresponding to an engineering department of 
a company. 

0173 Field 606 of entry 602 specifies that the packet rule 
entitled “Contain Subnet 54” is included as part of this 
Service abstraction. This value may be used to indeX entry 
502 of the packet rule data structure 500. Each of fields 
608-612 of entry 602 specifies another packet rule included 
as part of this Service. The names Stored in these fields in 
FIG. 6 imply that these rules may specify similar conditions 
and actions for packets that include a destination or Source 
IP address corresponding to subnetworks 55, 56 or 57, 
respectively. 

0.174 Data structure 600 is an illustrative embodiment of 
a data Structure for Storing one or more Service abstractions. 
Such illustrative embodiment is not intended to limit the 
Scope of the invention, as any of numerous and other 
implementations of a data Structure for Storing Service 
abstractions, for example, variations of data structure 600, 
are possible and are intended to fall within the Scope of the 
invention. 

0175 FIG. 7 is a block diagram illustrating an example 
of a role data structure 700 for storing one or more roles. 
Such role data structure 700 may be a table of a relational 
database, an object of an object-oriented database, a record 
of a file, a combination thereof or other type of data 
structure. Data structure 700 may be included as part of 
relationship database 410 and may include one or more of 
the roles 424. 

0176) The data structure 700 may include a plurality of 
entries, including, but not limited to, entry 702. Each entry 
may include a plurality of fields, including name field 704, 
default VLAN field 706, default priority field 708, and 
Service abstraction fields 710-714. 

0177. The name field 704 may specify a value for 
uniquely identifying a role. Default VLAN field 706 may 
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Store a value Specifying a default VLAN to be associated 
with a role in one of the following circumstances (described 
in more detail in the following paragraph): the role does not 
include any Service abstractions, the role does not include 
any Service abstractions that include any packet rules, the 
role does not include any Service abstractions that include 
any packet rules that specify a VLAN to be assigned to the 
received packet, or a received packet does not Satisfy any 
rules that specify a VLAN to be assigned to the received 
packet. 
0.178 As described above, a first step in designing a 
relationship hierarchy for a network may be to define the 
roles. Thus, before Service abstractions and packet rules are 
associated with the role, the value stored in default VLAN 
field 706 may serve as a default VLAN value to apply to a 
packet received at a device configured with the role. Simi 
larly, if the role includes Services, but none of the Services 
include any packet rules, the default VLAN value stored in 
field 706 for a role may be used by a device to assign a 
VLAN to a packet. Further, even if there are packet rules 
asSociated with a role, if none of the packet rules are Satisfied 
by a received packet, the value stored in default VLAN field 
706 may be assigned to the received packet. 
0179 Default priority field 708 may store a value to be 
used as a default priority value to be assigned to a packet in 
any of the same Scenarios described above in relation to 
default VLAN field 706. 

0180 Each of fields 710-714 may store a value repre 
Senting a name of a Service abstraction, and each of these 
fields may serve as an index or key to an entry (e.g., entry 
602) of service data structure 600. 
0181 Field 704 of entry 702 specifies that this role is 
named "Engineering.” This role may correspond to an 
engineering department of a company and/or one or more 
Subnetworks of the communications network associated 
with the engineering department. Field 706 of entry 702 
specifies that the default VLAN for the engineering role is 
VLAN 5. Field 708 of entry 702 specifies that there is not 
a default COS for the engineering role. 
0182 Each of service abstraction fields 710-714 specifies 
a Service abstraction included in the Engineering role. For 
example, service abstraction field 714 specifies that the 
“Contain IP Eng Subnet Traffic' service abstraction repre 
sented by entry 602 of service data structure 600 is included 
in the Engineering role. 
0183 Data structure 700 is an illustrative embodiment of 
a data Structure for Storing one or more roles. Such illustra 
tive embodiment is not intended to limit the scope of the 
invention, as any of numerous other implementations of a 
data Structure for Storing one or more roles, for example, 
variations of data structure 700, are possible and are 
intended to fall within the scope of the invention. 
0.184 Returning to FIG. 4, the relationship management 
module 406 may be configured to edit one or more relation 
ship hierarchies 423. As used herein, "editing” includes, but 
is not limited to, creating, Storing, accessing, modifying and 
deleting. The relationship management module 406 may 
include a role editing module 412, a Service editing module 
414 and a rule editing module 416. 
0185. The rule editing module 416 may be configured to 
edit one or more packet rules 428 of the relationship 
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database 410. The rule editing module 416 may be config 
ured to receive user input 404, for example, from a mouse, 
keyboard, trackball, etc., and to edit a packet rule 422 in 
accordance with the user input 404, including Storing the 
packet rule in relationship database 410. The rule editing 
module 416 may be configured to add, modify, or delete any 
information described below in relation to fields 504-522 of 
an entry 502 of a packet rule data structure 500. 
0186 The rule editing module 416 may be configured to 
provide a graphical user interface to edit packet rules. For 
example, FIG. 8 is a Screen shot illustrating an example of 
a graphical user interface for editing a packet rule, including 
adding, modifying and deleting information pertaining to a 
condition of a packet rule. 
0187 FIG. 9 is a screen shot illustrating another example 
of a graphical user interface for editing a packet rule, 
including adding and modifying information pertaining to 
an action to be performed if the condition of a packet rule is 
Satisfied. 

0188 Returning to FIG. 4, the service editing module 
414 may be configured to edit one or more Service abstrac 
tions 426 of the relationship database 410, including access 
ing one or more packet rules 428 and adding and removing 
Such packet rules from a Service. The Service editing module 
414 may be configured to receive user input and edit a 
Service abstraction 420 in accordance with the user input, 
including Storing the Service abstraction in relationship 
database 410. The service editing module may be configured 
to add, modify, or delete any of the information referred to 
above in relation to fields 604-612 of an entry 602 of a 
Service data structure 600. 

0189 The service editing module 414 may be configured 
to provide a graphical user interface to edit Service abstrac 
tions. For example, FIG. 10 is a screen shot illustrating an 
example of a graphical user interface for editing Service 
abstractions. 

0.190 Role editing module 412 may be configured to edit 
one or more roles 424 of the relationship database 410, 
including accessing one or more Service abstractions 426 
and adding or removing Such Service abstractions from a 
role. The role editing module 412 may be configured to 
receive user input 404 and edit a role 418 in accordance with 
the user input, including Storing the role in relationship 
database 410. 

0191 The role editing module 412 may be configured to 
add, modify or delete any of the information described 
below in relation to fields 704-714 of an entry 702 of role 
data structure 700. 

0.192 FIG. 11 is a screen shot illustrating an example of 
a graphical user interface for editing a role, including 
adding, modifying and deleting information pertaining to a 
default VLAN and a default COS of a role. 

0193 FIG. 12 is a screen shot illustrating an example of 
a graphical user interface for editing a role, including adding 
and removing Service abstractions to a role. 
0194 Returning to FIG. 4, the distribution module 408 
may be configured to access one or more roles 430 from 
relationship database 410 and distribute one or more roles 
432 to one or more devices of a network. For example, 
System 400 may reside on a user device, for example, one of 
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the user devices of network 100, and distribution module 
408 may be configured to distribute the roles 432 to any of 
the devices described above in relation to FIG. 1. Roles 432 
then may be used to configure a component of a network 
device, for example, a port module or a firewall, as described 
below in more detail. 

0195 The roles 432 that are distributed may be different 
than the roles 424 stored in relationship database 410 and 
roles 430 retrieved therefrom. It may be desirable not to 
Store a complete relationship hierarchy 423 upon other 
devices of network 100. Therefore, roles 432 may just 
represent a relationship between a role and one or more 
packet rules, but not include any Service abstractions. 
0196) Alternatively, the distribution module 408 may be 
configured to retrieve one or more relationship hierarchies 
423 from relationship database 410 and distribute these 
relationship hierarchies to one or more other devices of a 
network. Further, the distribution module may be configured 
to access one or more Service abstractions 426 and/or one or 
more packet rules 428 and distribute these abstractions to 
one or more devices of the communications network. 

0197) System 400, and components thereof, may be 
implemented using Software (e.g., C, C++, Java, or a com 
bination thereof), hardware (e.g., one or more application 
Specific integrated circuits), firmware (e.g., electrically-pro 
grammed memory) or any combination thereof. For 
example, system 400 may be implemented using NetSight 
Policy Manager available from Enterasys Networks, Inc., of 
Rochester, N.H. One or more of the components of system 
400 may reside on a single machine (e.g., a user device), or 
each component may reside on a different machine. Further, 
each component may be distributed acroSS multiple 
machines, and one or more of the machines may be inter 
connected. 

0198 Further, on each of the one or more machines that 
include one or more components of system 400, each of the 
components may reside in one or more locations on the 
machine. For example, different portions of the components 
406, 408 and 410 may reside in different areas of memory 
(e.g., RAM, ROM, disk, etc.) on the machine. Each of such 
one or more machines may include, among other compo 
nents, a plurality of known components Such as one or more 
processors, a memory System, a disk Storage System, one or 
more network interfaces, and one or more buSSes or other 
internal communication links interconnecting the various 
components. 

0199 System 400 is an illustrative embodiment of a 
System for editing and distributing a relationship hierarchy. 
Such illustrative embodiment is not intended to limit the 
Scope of the invention, as any of numerous other implemen 
tations of a System for editing and distributing a relationship 
hierarchy, for example, variations of System 400, are pos 
sible and are intended to fall within the scope of the 
invention. 

0200 Roles and service abstractions provide a mecha 
nism for aggregating one or more packet rules into a single 
re-usable entity. Service abstractions utilize the understand 
ing that complex configuration parameters often are used 
repeatedly throughout a network, and that groups of packet 
rules may be related to each other and deployed in concert 
to create a desired result. 
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0201 In addition to aggregating multiple rules, roles and 
Service abstractions provide the ability for technological 
concepts embodied in packet rules to be represented in a leSS 
technical, or non-technical way. 
0202 Roles and service abstractions may ease the con 
figuration, implementation, and administration of packet 
rules and network policy by enabling the reuse, Storage, and 
modification of an aggregation of one or more packet rules. 
Instead of configuring each existing or new device in a 
network individually, roles and Service abstractions can be 
used and re-used to configure a number of devices, concur 
rently if desired, regardless of location in the network. 

0203 Roles and service abstractions allow a network 
administrator to aggregate complex technological configu 
ration parameters providing translation between the lan 
guages of technical and non-technical members of an orga 
nization. Further, a non-technical user does not need to 
understand the technical details of what is being configured 
to interact with the network using non-technical roles and 
Service abstractions. This allows members of an organiza 
tion, both technical and non-technical, to gain an under 
Standing of the complexities of the network System and have 
a voice in the Specifics of its deployment. 

0204 Roles and service abstractions ease the complexity 
of configuring a network of any size, and facilitate commu 
nications between technical and non-technical members of 
the business. Further, roles and Service abstractions enable 
an understanding of the relationships between users, a 
network and Services provided on the network. 
0205 Having now described relationship hierarchies, 
including roles, Service abstractions and packet rules, con 
figuring a port module of a network device based on 
respective identities of one or more users to control usage of 
network resources by the one or more users will now be 
described. Although configuring a port module is described 
below mostly in relation to the use of roles, Services and 
packet rules, other techniques may be used to configure a 
port module based on respective identities of one or more 
users to control usage of network resources by the users. 
Further, although configuring a port module based on 
respective identities of one or more users is described below 
mostly in relation to configuring an entry port module of a 
network entry device, Such configuring may be performed 
on any port module of any network device and on firewalls. 
0206 FIGS. 13A-13C comprise a flow chart illustrating 
an example of a method 1300 of configuring an entry port 
module of a network device based on the respective iden 
tities of one or more users to control usage of network 
resources by such users. Although methods 1300 and 1400 
below are primarily directed to configuring an entry port 
module of a network device based on the respective iden 
tities of one more users, the invention is not limited as Such, 
as other components of network devices, for example, a 
firewall resident on a network device, may be configured 
based on the respective identities of one or more users 
similar to as described below for port modules. 
0207. Further, it should be understood that methods 1300 
and 1400 may be applied to configure individual virtual 
ports of a port module according to an identity of a user, for 
example, if the physical port of the port module of a wireleSS 
Switching device (described below in more detail in relation 
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to system 1500 of FIG. 15) and is connected to multiple user 
devices by a shared wireleSS transmission medium. Thus, 
multiple virtual ports of a port module may be configured 
differently, and may be configured according to different 
user identities. 

0208. In Act 1301, a state of one or more port modules of 
a network entry device may be configured. For example, a 
port module may be configured to have an "authentication 
off/port on State, where authentication is not required for a 
user to transmit packets onto the network and use the 
network resources. For a port module configured as Such, 
Acts 1310-1336 of method 1300 may not be performed. 
0209. A port module may be configured to have a state of 
“authentication on/port off, where a user must authenticate 
before using any network resources. Thus, a user cannot 
Send any packets onto the network or receive any packets 
from the network until the user has Successfully authenti 
cated. 

0210 A port module of the network entry device may be 
configured with a State of “authentication on/port on with 
default behavior”, where a user may be allowed to use some 
network resources before authentication or in the event of a 
failed authentication. For example, a network administrator 
may decide that all users should have access to Some basic 
network Services, Such as access to the Internet or access to 
a word processing application, but not access to other 
network resources. Further, this State may be defined Such 
that a port module that does not have an authenticated user 
attached thereto may be restricted Such that all packets 
received at the port module and/or transmitted from the port 
module are assigned a lower priority, until a user is authen 
ticated on the port module. 
0211. In Act 1302, one or more roles with respect to the 
communications network are created, each role associated 
with one or more packet rules. Such roles may be created as 
described above in relation to FIGS. 2-4, 7, 11 and 12. 
0212. In Act 1303, one or more port modules of the 
network entry device may be configured with a default role 
(i.e., one or more default packet rules) that define default 
behavior for the port module. For example, a port module 
may be configured to assign a certain priority or VLAN to 
all packets received at the port module until the port module 
has been configured based on the respective identities of one 
or more users. Further, a default role may be configured for 
a port module for which authentication capability has not 
been enabled. Such default role configuring may be desir 
able for network devices that do not require authentication 
or are incapable of authentication, for example, printers, fax 
machines, and legacy devices Such as Software-based routers 
and shared hubs. 

0213 Next, in Act 1304, the one or more roles are 
distributed to one or more network devices on the commu 
nications network. Such network devices may include any of 
a variety of types of network devices, including Switching 
devices that may be Serving as a network entry device of the 
communications network. 

0214. In a following Act 1306, a respective role is 
assigned to one or more users of the communications 
network. The Same role may be assigned to Several users of 
the communications network. For example, a network 
administrator may assign all employees belonging to a Sales 
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department of a busineSS organization to a same role, for 
example, sales role 202 described above in relation to FIG. 
2. One or more other roles may be assigned to one or more 
other users. By assigning a role to a user, one or more Service 
abstractions are associated with the user. Alternatively or in 
addition to assigning a role to a user, one or more Service 
abstractions may be assigned to the user. 

0215. In Act 1308, user information about the one or 
more users to which the respective roles are assigned may be 
Stored on the communications network. This user informa 
tion may include identification information of the user and 
the assigned role of the user. The identification information 
may include a user name, password, and other credentials of 
the user, for example, personal information about the user 
Such as the user's Social Security number, birth date, or other 
piece of information. The user information may be stored in 
an authentication database, for example, authentication data 
base 1508 described below in relation to FIG. 15. 

0216) Similarly as described above in relation to Acts 
1302-1308, one or more service abstractions may be created, 
each Service abstraction associated with one or more packet 
rules. These service abstractions then may be distributed to 
one or more network devices of the communications net 
work. Next, one or more port modules of the network entry 
device may be configured with a default Service abstraction. 
Next, one or more Service abstractions may be assigned to 
one or more users of the communications network. In a 
following Act, for each Such user, user information about the 
user may be Stored on the communications network, where 
the user information includes identification information of 
the user and the assigned one or more Service abstractions of 
the user. 

0217. In Act 1310, a login packet may be received from 
a device of one of the users at an entry port module of the 
network entry device, the login packet including identifica 
tion information of the user. The login packet may be 
received in response to the user's device Sending a Signaling 
packet to the network entry device and the network entry 
device requesting login information. 

0218. Such user's device may be connected to the entry 
port module by any of a variety of transmission media, for 
example, a wireleSS transmission medium or a wire-based 
transmission medium, where the transmission medium may 
be dedicated to the user's device or shared with other user 
devices corresponding to other users. 

0219. The identification information included in the login 
packet may be Similar to the identification information 
described above in relation to 1308, and may include a user 
name, password and other credential information corre 
sponding to the user. 

0220. In a following Act 1312, the received identification 
information may be authenticated. Any of a variety of 
authentication techniques may be used to authenticate the 
received identification information, for example, RADIUS, 
a NOS login, or 802.1X. Other types of authentication 
techniques may be used. For example, referring to FIG. 15, 
an authentication database 1508 may be searched using user 
information 1526 for a user authentication entry 1528 cor 
responding to the identification information received in the 
login packet. If such user authentication entry 1528 is not 
found, the identification information may be deemed invalid. 
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If such entry 1528 is found, then entry information 1529 
may be sent from the authentication database to the authen 
tication module 1506. If the identification information 
included in the entry information 1529 does not match the 
identification information of the login packet, the identifi 
cation information of the login packet may be deemed 
invalid. 

0221) If a user authentication entry 1528 corresponding 
to the identification information of the login packet is found 
and the identification information of this entry matches the 
identification information of the login packet, then the 
identification information may be deemed valid. Authenti 
cation is described in more detail below in relation to FIG. 
15. 

0222. If in Act 1314 it is determined that the identifica 
tion information is invalid (e.g., it does not match any entry 
of an authentication database), then in Act 1316, the user 
may be denied access to the communications network. 
Whether or not the user is denied access may depend on the 
state defined for the entry port module in Act 1301. 

0223) If it is determined in Act 1314 that the identifica 
tion information is valid, then in Act 1318, the role of the 
user may be determined. For example, the entry information 
1529 extracted from authentication database 1508 may 
include a role identifier (ID) corresponding to the user, from 
which the authentication module may determine the role of 
the user. Alternatively, the authentication module may 
access another database that includes a plurality of entries, 
where each entry corresponds to a user and includes a role 
assigned to the user, from which the authentication module 
1506 may determine the role of a user. 
0224. In Act 1319, an identifier of the user is maintained 
(e.g., Stored) for the entry port module until the user logs off. 
Such user identifier may be stored in a list along with other 
user identifiers for other users that have been authenticated 
and are currently logged on to the port module. Such user 
identifier may be stored on a computer-readable medium 
accessible by the entry port module. The user identifier may 
be any information that was included in a login packet 
received from the user or any information included in the 
entry information retrieved from the authentication database 
for the user as described above in relation to Act 1314. The 
user identifier should include information that can be com 
pared against information included in packets received at the 
entry port module, for example, a location identifier Such as 
a MAC address or IP address or a device identifier. As will 
be described in more detail below in relation to Act 1401 of 
method 1400, for each packet received at the entry port 
module after performance of Act 1319, the user identifier 
may be accessed to determine an identity of the user of the 
user device from which the packet was received. 
0225. In a following Act 1320, the entry port module may 
be configured with the packet rules associated with the 
determined role. The entry port module may remain con 
figured as Such until the user logs off. The entry port module 
may be dedicated to the user Such that any packets received 
at the entry port module from a device other than the user 
device is dropped, until the user logs off. This is described 
in more detail below in relation to Act 1322. 

0226. In an embodiment, Acts 1310-1320 may be 
repeated for one or more other users, for example, if the port 
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module is connected to a transmission medium that is shared 
between one or more users. This results in the port module 
being configured with packet rules corresponding to a plu 
rality of users. It should be appreciated that Some of these 
users may have the same role and therefore, as described in 
more detail below, may have the same packet rules applied 
to packets received from their user devices. It should also be 
appreciated that even users that do not have a Same role may 
have one or more (possibly all) of the same packet rules 
asSociated with them and Subsequently applied to packets 
received from them. 

0227. As described above in relation to 1304, one or more 
roles (and/or Service abstractions) may have been distributed 
to the network entry device. Accordingly, Act 1320 may 
include configuring the entry port module with the one or 
more packet rules corresponding to one or more of the roles 
and/or service abstractions that were distributed to the 
network entry device in Act 1304. 

0228. In addition to or as an alternative to Acts 1318 and 
1320, one or more Service abstractions corresponding to a 
user may be determined, and the entry port module may be 
configured with the packet rules associated with the one or 
more determined Service abstractions. AS described above in 
relation to distribution module 408 of FIG. 4, in addition to 
or as an alternative to distributing roles 432 to devices of a 
network, one or more relationship hierarchies and/or Service 
abstractions also may be distributed. Thus, entries of authen 
tication database 1508 or another database accessible by the 
authentication module 1506 may specify the one or more 
Service abstractions assigned to a user, and this information 
may be used to determine the one or more Service abstrac 
tions assigned to a user and to configure the entry port 
module with the packet rules associated with these one or 
more Service abstractions, as Similarly described in relation 
to Acts 1318 and 1320 with respect to the assigned role of 
a SC. 

0229. In Act 1322, a packet may be received from a user 
device of one of the users at the entry port module, for 
example, to initiate an application between the user device 
and a device of the communications network in accordance 
with an application already being executed. 

0230. The packet received in Act 1322 may be from any 
device coupled to the entry port module. The entry port 
module may be connected to a plurality of user devices by 
a shared transmission medium. In an embodiment, if the 
entry port module is connected to multiple user devices, it 
may be desirable to configure the port module to drop any 
received packets that are not from a specific user's device 
until Such user logs off of the port module. For example, one 
of the packet rules associated with the role of Such user may 
be defined to examine the MAC Source address and/or IP 
Source address included in each received packet and to drop 
the packet if it is not equal to the MAC address and/or IP 
address, respectively, of the user, which may have been 
stored for the entry port module as part of Act 1319. Thus, 
if the port module is connected to a transmission medium 
dedicated to a user, the port module may use an address of 
the user's device (or other information specific to the user 
while the user is logged on) to filter out packets received 
from other users, for example, from addresses other than the 
one or more addresses recorded for the authenticated user, 
until the user logs off. 
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0231. In an embodiment of method 1300, following Act 
1322, packet rules, including the packet rules corresponding 
to the user from which the packet was received (i.e., 
user-based packet rules) and default rules, may be applied to 
the received packet in Act 1327 as described below in 
relation to FIG. 14. 

0232. In an alternative embodiment, after Act 1322, it 
may be determined in Act 1324 whether the packet has a 
VLAN header. If it is determined that the packet does not 
have a VLAN header, then Act 1327 may be performed. 
Alternatively, if the packet does have a VLAN header, then 
in Act 1326 it may be determined whether to apply the 
packet rules anyway. If it is determined in Act 1326 to apply 
the packet rules anyway, then Act 1327 may be performed. 
0233. If it is determined in Act 1326 to not apply the 
packet rules, then in Act 1328, it may be determined whether 
the entry port module is configured to apply filtering rules to 
packets including a VLAN header. For example, an entry 
port module may be configured to apply filtering rules, in 
accordance with IEEE 802.1D, to a received packet to 
determine whether to drop (i.e., filter) a packet based on the 
VLAN specified in the header. The filtering rules may 
Specify that a packet received at that port is not permitted to 
be transmitted to the VLAN specified in the header, and thus 
the packet is to be dropped. 

0234. If it is determined in Act 1328 that the entry port 
module is not configured to apply filtering to packets includ 
ing a VLAN header, then, in Act 1336, the packet may be 
forwarded based on the VLAN header, for example, in 
accordance with IEEE 802.1D and/or IEEE 802.1Q. 

0235 If it is determined that the entry port module is 
configured to apply filtering to packets including a VLAN 
header, then in Act 1330, filtering may be applied to the 
packet. In Act 1332, it may be determined whether the 
filtering dictates to drop the packet, for example, for reasons 
described above in relation to 1328. If it is determined to 
drop the packet in Act 1332, then the packet may be 
forwarded based on the VLAN header in Act 1336. 

0236. If it is determined in Act 1332 that filtering dictates 
to drop the packet, then the packet may be dropped in Act 
1334. 

0237 Acts 1322-1336 may be repeated for a user until 
the user has logged off, or the connection between the user's 
device and the port module is terminated for Some other 
reason. In response to a user logging off or the connection 
being terminated, the packet rules associated with the user 
may be de-configured from the entry port module. 
0238. Depending on the configuration of the entry port 
module, for example, as described above in relation to Acts 
1301 and 1303, after all users connected to the entry port 
module have logged off, the entry port module then may 
apply packet rules corresponding to a default role or one or 
more default Services, and may apply other rules to all 
received packets, until another user authenticates at the entry 
port module. Alternatively, all packets may be denied acceSS 
(e.g., dropped) to the communications network until another 
user authenticates at the entry port module. 

0239). In an embodiment of method 1300, various acts of 
method 1300 and/or part thereof are performed as described 
in Enterasys User Personalized Network, a white paper 
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available from Enterasys Networks, Inc., available on the 
filing date of this application at http://www.enterasyS.com/ 
products/whitepapers, the entire contents of which is hereby 
incorporated by reference. 
0240 Method 1300 may include additional acts. Further, 
the order of the acts performed as part of method 1300 is not 
limited to the order illustrated in FIGS. 13A-13C, as the acts 
may be performed in other orders, and one or more of the 
acts of method 1300 may be performed in series or in 
parallel to one or more other acts, or parts thereof. For 
example, Act 1320 may be performed before or concurrently 
with Act 1319. 

0241 Method 1300 is an illustrative embodiment of a 
method of controlling usage of network resources by one or 
more users beyond the users entry point to a network based 
on the respective identities of the users. Such illustrative 
embodiment is not intended to limit the scope of the inven 
tion, as any of numerous other implementations of Such 
method, for example, variations of method 1300, are pos 
sible and are intended to fall within the scope of the 
invention. 

0242 Method 1300, acts thereof and various embodi 
ments and variations of these methods and acts, individually 
or in combination, may be implemented as a computer 
program product tangibly embodied as computer-readable 
Signals on a computer-readable medium, for example, a 
non-volatile recording medium, an integrated circuit 
memory element, or a combination thereof. Such computer 
program product may comprise computer-readable signals 
tangibly embodied on the computer-readable medium, 
where Such Signals define instructions, for example, as part 
of one or more programs, that, as a result of being executed 
by a computer, instruct the computer to perform one or more 
of the methods or acts described herein, and/or various 
embodiments, variations and combinations thereof. Such 
instructions may be written in any of a plurality of program 
ming languages, for example, Java, Visual Basic, C, or C++, 
Fortran, Pascal, Eiffel, Basic, COBAL, etc., or any of a 
variety of combinations thereof. The computer-readable 
medium on which Such instructions are Stored may reside on 
one or more of the components of network 100 described 
above in relation to FIG. 1 and/or system 1500 described 
below in relation to FIG. 15, and may be distributed across 
one or more of Such components. 
0243 FIGS. 14A and 14B comprise a flow chart illus 
trating an example of a method 1400 for performing Act 
1327. 

0244. In Act 1401, an identity of a user of the user device 
from which the packet was received is determined. For 
example, information from the received packet may be 
compared against a list of user identifiers maintained by the 
entry port module as a result of performing Act 1319. For 
example, Act 1319 may include storing a MAC address 
and/or an IP address of a user device of a user, where Such 
information was obtained from an authentication packet 
received from the user device of the user, and Act 1319 may 
be repeated for a plurality of users. Accordingly, Act 1401 
may include extracting the MAC address and/or IP address 
of the received packet and comparing it to one or more of the 
MAC addresses and/or IP addresses maintained on the entry 
port module. 
0245. If such identity cannot be determined, for example, 
because the information in the received packet does not 
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match any of the user identifiers maintained by the entry port 
module, then the packet may be dropped (not shown) and 
method 1400 may end. Alternatively, if the identity is 
determined, then method 1400 may proceed to Act 1402. 
0246. In Act 1402, the user-based packet rules are applied 
to the received packet. The user-based packet rules are 
packet rules corresponding to an identity of the user, for 
example, the one or more packet rules associated with the 
role or one or more Service abstractions corresponding to the 
user. A user-based packet rule is distinguished from a default 
packet rule or any other type of rule that is not based on an 
identity of a user. 
0247. In Act 1404, it may be determined whether the 
user-based packet rules dictate to drop the received packet. 
If the user-based packet rules dictate to drop the packet, then 
in Act 1406, the packet is dropped and the method ends. 
0248 If in Act 1404 it is determined that the user-based 
packet rules do not dictate to drop the packet, then in Act 
1408 it may be determined whether there is any required 
information that is not assigned by the user-based packet 
rules. For example, the entry port module may be configured 
Such that certain information is required, for example, a 
VLAN and/or a priority. If it is determined in Act 1408 that 
there is not any required information that has not been 
assigned by the user-based packet rules, then in Act 1410, 
the received packet may be configured according to the 
user-based packet rules. For example, a VLAN header may 
be configured to include a specific VLAN and/or priority 
based on the packet rules. 
0249. In a following Act 1428, it may be determined 
whether the packet rules dictate that rate limiting is to be 
applied to the received packet. An entry port module may be 
configured to apply one or more rate limiting techniques, 
known now or later developed. Rate limiting is described 
above in more detail in relation to rate limit field 520 of 
packet rule data structure 500 of FIG. 5. 
0250) If it is determined in Act 1428 that rate limiting is 
not to be applied to the received packet, then in Act 1432, the 
configured packet may be forwarded to the appropriate 
destination. The appropriate destination may be determined 
from information already included in the received packet, 
information added or changed by application of the packet 
rules, or a combination thereof. 

0251) If it is determined in Act 1428 that the packet rules 
dictate that rate limiting be applied to the received packet, 
then in Act 1430 rate limiting may be applied to the received 
packet. 

0252) Returning to Act 1408, if it is determined that there 
is required information that has not been assigned by the 
user-based packet rules, then in Act 1416 it may be deter 
mined whether the entry port module is configured with any 
default packet rule. Default packet rules are described above 
in more detail in relation to Act 1303 of method 1300 of 
FIG. 13A. For example, an entry port module may be 
configured to assign a default priority to all packets received 
at the entry port module. 
0253) If it is determined in Act 1416 that the entry port 
module is not configured with any default packet rules, then, 
in Act 1418, the packet may be configured based on user 
based packet rules and possibly other additional rules with 

FORTINET EX1003 Page 39



US 2003/0152067 A1 

which the entry port module is configured. For example, 
even though an entry port module may not be configured 
with default packet rules, the entry port module may be 
configured to apply rules in accordance with known or later 
developed technologies, for example, IEEE 802.1D and/or 
802.1Q. The method then may proceed to Act 1428, which 
is described above. 

0254. If in Act 1416 it is determined that the entry port 
module is configured with default packet rules, then the 
default packet rules may be applied to the received packet in 
Act 1420. 

0255 In a following Act 1422, it may be determined 
whether any required information Still has not been assigned 
by application of the user-based packet rules and default 
based packet rules. If it is determined that there is no 
required information Still not assigned, then in Act 1426, the 
received packet may be configured based on the user-based 
packet rules and default packet rules, and the method may 
proceed to Act 1428. 
0256 If it is determined in Act 1422 that there is still 
required information not yet assigned, then in Act 1424, the 
packet will be configured based on the user-based packet 
rules and default packet rules applied in Acts 1402 and 1420, 
respectively, and any other additional rules with which the 
entry port module is configured. The method then may 
proceed to act 1428. 
0257 Thus, application of method 1400 to a received 
packet may result in a packet being configured based on 
user-based packet rules, default packet rules, and other 
additional rules with which the entry port module is con 
figured. For example, the user-based packet rules may have 
assigned a VLAN to the received packet, the default packet 
rules may have assigned a priority to the received packet, 
and other rules may have applied rate limiting to the packet. 
0258 Method 1400 may include additional acts. Further, 
the order of the acts performed as part of method 1400 is not 
limited to the order illustrated in FIG. 14 as the acts may be 
performed in other orders, and one or more of the acts of 
method 1400 may be performed in series or in parallel to one 
or more other acts, or parts thereof. 
0259 Method 1400 is an illustrative embodiment of 
applying packet rules to a packet received at an entry port 
module. Such illustrative embodiment is not intended to 
limit the Scope of the invention, as any of numerous other 
implementations of applying packet rules to a packet 
received at a port module, for example, variations of method 
1400, are possible and are intended to fall within the scope 
of the invention. 

0260 Method 1400, acts thereof and various embodi 
ments and variations of these methods and acts, individually 
or in combination, may be implemented as a computer 
program product tangibly embodied as computer-readable 
Signals on a computer-readable medium, for example, a 
non-volatile recording medium, an integrated circuit 
memory element, or a combination thereof. Such computer 
program product may comprise computer-readable signals 
tangibly embodied on the computer-readable medium, 
where Such Signals define instructions, for example, as part 
of one or more programs, that, as a result of being executed 
by a computer, instruct the computer to perform one or more 
of the methods or acts described herein, and/or various 
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embodiments, variations and combinations thereof. Such 
instructions may be written in any of a plurality of program 
ming languages, for example, Java, Visual Basic, C, or C++, 
Fortran, Pascal, Eiffel, Basic, COBAL, etc., or any of a 
variety of combinations thereof. The computer-readable 
medium on which Such instructions are Stored may reside on 
one or more of the components of network 100 described 
above and/or system 1500 described below, and may be 
distributed acroSS one or more of Such components. 
0261 FIG. 15 is a block diagram illustrating an example 
of a system 1500 for controlling usage of network resources 
by one or more users beyond Such users entry point to a 
communications network based on the respective identities 
of one or more users. The system 1500 may include a 
network entry device 1504, a authentication module 1506 
and an authentication database 1508. Although authentica 
tion module 1506 and authentication database 1508 are 
shown as not being part of network entry device 1504 in 
FIG. 15, module 1506 or database 1508 or both may be part 
of network entry device 1504. 
0262 Although system 1500 illustrates an entry port 
module 1510 of a network entry device 1504 configured to 
control usage of network resources by one or more users 
based on the respective identities of Such users, other port 
modules of the network entry device (e.g., port modules 
1512 and 1513) may be configured as such. Further other 
components of the network entry device 1504 or compo 
nents (e.g., a firewall) of other devices of the network may 
be configured as Such. 
0263. Further, it should be understood that system 1500 
may be operative to configure individual virtual ports of a 
port module according to an identity of a user, for example, 
if the physical port of the port module is connected to 
multiple user devices by a shared, wireleSS transmission 
medium. Thus, multiple virtual ports of a port module may 
be configured differently, and may be configured according 
to different user identities. 

0264 Virtual ports may be used by a wireless Switching 
device that aggregates and provides connectivity to the 
communications network for a plurality of mobile user 
devices. For example, network entry device 1504 may be a 
wireleSS Switching device. A wireleSS Switching device may 
include a wireless access module (e.g., a transceiver) and a 
Switching module (e.g., an Ethernet router). The wireless 
acceSS module may be configured to apply radio-based 
protocols (e.g., RF protocols) to transmit, receive, modulate, 
demodulate, multiplex, de-multipleX and authenticate wire 
less transmissions to/from user devices. Such wireleSS 
acceSS module, possibly in combination with the Switching 
module may build a virtual port for each communication 
channel, where each communication channel corresponds to 
a user transmitting/receiving at a particular predefined fre 
quency (or a plurality of frequencies in Sequence in accor 
dance with a code division multiplexing Scheme) during 
certain predefined timeslots. Thus each virtual port may be 
dedicated to a particular user and user device, and methods 
1300 and 1400 may be performed for each virtual port. 
0265 Network entry device 1504 may include entry port 
module 1510, port modules 1512 and 1513, port connecting 
medium 1511 and rule database 1514. Network entry device 
1504 may be any of a plurality of types of Switching devices, 
for example, one of the Matrix family of Switches available 
from Enterasys Networks, Inc. 
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0266 The port connecting medium 1511 may be any of 
a variety of types of port connecting media, and the type may 
depend on a number of factors, including the number of 
port-modules included in network entry device 1504. For 
example, if network entry device 1504 only includes two 
port modules, then the port connecting medium 154 may be 
as Simple as a transmission medium, for example, a wire or 
a bus. On the other hand, if the network entry device 
includes Several port modules, then the port connecting 
medium 1511 may be a more complex medium Such as a 
high-Speed Switch fabric. 
0267 Rule database 1514 may include a plurality of rule 
sets 1518, which may be indexed using a role identifier 1517 
(and/or a service abstraction identifier-not shown). The 
storage of the rule sets 1518 and rule database 1514 may 
result from Act 1304 of method 1300 described above in 
relation to FIG. 13A. As described above, although a 
relationship hierarchy may have at least three levels, includ 
ing packet rules, roles and Service abstractions, a network 
entry device or other device of a network may not be 
configured with Service abstractions, as Such devices may 
only be concerned with the packet rules associated with a 
role. 

0268 Alternatively, rule database 1514 may include one 
or more Service abstractions, one or more roles and/or one 
or more relationship hierarchies, each of which is described 
above in relation to FIG. 4. 

0269 Entry port module 1510 may be connected to a 
Single device of a user by a dedicated transmission medium 
or may be connected to multiple user devices by a shared 
transmission medium. Further, entry port module 1510 may 
be directly-coupled to one or more user devices and may be 
connected to one or more user devices through one or more 
Switching devices and multiple transmission media. 
0270 Entry port module 1510 may include an entry port 
1515 and port processing logic 1516. Port processing logic 
1516 may include Switching logic, memory, and one or more 
processors (not shown) for configuring the port module and 
for processing packets Sent to and received at the port 
module. Port processing logic 1516 may be divided into one 
or more virtual ports (not shown), each virtual port corre 
sponding to a communication channel of the entry port 1515 
(e.g., if entry port 1515 is connected to a shared wireless 
transmission medium). Port processing logic 1516 may 
include Separate Switching logic, memory and processors for 
each virtual port or may share Such components between one 
or more virtual ports. Further, the Switching logic, memory 
and processors of port processing logic 1516 may be shared 
with port processing logic of other port modules (e.g., 1512 
and 1513). 
0271 Entry port 1515 is the physical component in which 
packets 1502 are received, and port processing logic 1516 
processes packets received at entry port 1515. Port process 
ing logic 1516 may include Several logic components (not 
shown), including: authentication logic to assist in authen 
ticating a user, identification logic to determine the identity 
of a user device from which a packet is received, for 
example, as recited above in relation to Act 1401 of method 
1400, port configuration logic for configuring port module 
1510, for example, in accordance with the respective iden 
tities of one or more users, and rule application logic for 
applying one or more packet rules to a packet received at 
entry port 1515. 
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0272. The port configuration logic may be operative to 
configure the entry port module 1510 with a state as 
described above in relation to Act 1301 of method 1300, and 
to configure the entry port module 1510 with a default role 
and/or one or more default Services and packet rules as 
described above in relation to Act 1303 of method 1300. 

0273 The authentication logic of port processing logic 
1516 may be configured such that, if a packet 1502 is 
received and is a login packet including identification infor 
mation of a user, the authentication logic controls the 
forwarding of an authentication request packet 1522 that 
includes the identification information from the port module 
1510 through the port connecting medium 1511 and port 
module 1512 to authentication module 1506. Such user 
information may include a user identifier (ID) (i.e., a user 
name), a password and other user credentials. In an embodi 
ment, for example, when the authentication module 1506 
resides on the network entry device 1504, the authentication 
logic may be integrated as part of the authentication module 
1506. Further, the authentication logic may not be included 
as part of the port processing logic, but may be a separate 
and distinct component of network entry device 1504. 
0274) Authentication module 1506 may be configured to 
perform authentication in accordance with one or more 
authentication technologies, for example, RADIUS, a NOS, 
and IEEE 802.1X. The authentication module 1506 may be 
configured to access a user authentication entry 1528 of 
authentication database 1508 using user information 1526, 
for example, using the user ID. If the authentication module 
1506 cannot find an entry 1528 corresponding to the user 
information 1526, then an authentication response packet 
1520 sent from the authentication module to the authenti 
cation logic of port processing logic 1516 may indicate that 
the user is not a valid user of the network. 

0275. The authentication module 1506 may be config 
ured Such that an entry 1528 is accessed using user infor 
mation 1526, and entry information 1529 is retrieved. Entry 
information 1529 may include credential information such 
as a password and other information, including a role 
identifier (ID) or one or more service abstraction IDs. The 
authentication module 1506 may be configured such that if 
the credential information of entry information 1529 does 
not match the credential information included in packet 
1522, then authentication response packet 1520 may include 
an indication that the identification information of the user 
is not valid. 

0276 System 1500 may include logic (not shown) for 
entering entry information in an entry 1528, including 
assigning logic to assign a role identifier and/or one or more 
Service abstraction identifiers to a user. Such logic may 
reside on any of one or more network devices of the network 
on which the system 1500 is implemented, including on 
network entry device 1504, a user device, or the device on 
which the authentication module resides. A device on which 
at least a portion of Such logic resides may include a user 
interface to enable a user to enter the entry information. 
0277. The authentication module 1506 may be config 
ured such that if the credential information of packet 1522 
matches the credential information of entry information 
1529, then authentication response packet 1520 includes the 
role ID or one or more Service abstraction IDS corresponding 
to the user. Such role ID or one or more service abstraction 
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IDs may have been stored in the entry 1528 corresponding 
to the user and included in entry information 1529 or may 
have been Stored in another location (e.g., another database) 
accessed by authentication module 1506. 
0278 As described above in relation to Act 1301, one or 
more port modules of a network entry device may be 
configured with a State. Accordingly, port configuration 
logic of port processing logic 1516 may be operative to 
configure port module 1510 in accordance with one of the 
states described above in relation to act 1301 if authentica 
tion response packet 1520 indicates that authentication of 
the user has failed and port module 1510 is not already 
configured with one or more packet rules corresponding to 
another user. The port configuration logic further may be 
configured Such that, if the authentication response packet 
1520 indicates that authentication of the user was successful, 
and packet 1520 includes a role ID or one or more service 
abstraction IDs of the user, the port configuration logic 
Selects and extracts a rule set 1518 from rule database 1514 
using the role ID 1517 or the one or more service abstraction 
IDS. AS a result, port configuration logic receives rule Set 
1519 and configures port module 1510 accordingly, for 
example, as described above in relation to Act 1320 of 
method 1300. 

0279. In an alternative embodiment of network entry 
device 1504, port module 1510 may already be configured 
with one or more rule sets 1518, but the rule sets have a 
disabled Status. In response to a Successful authentication, 
the port configuration logic of the port module 1510 may be 
configured to enable the one or more rule sets associated 
with the role ID or one or more service abstraction IDs 
included in authentication response packet 1520. 
0280 For each packet received at the entry port module, 
except login packets, the user identification logic may be 
configured to identify the user of the user device that 
transmitted the packet, for example, as described above in 
relation to act 1401 of method 1400. For example, network 
entry device may include logic that creates a user identifi 
cation list as described above in relation to act 1319. Such 
list may be stored on network entry device 1504 or on any 
other network element of FIG. 15 accessible by network 
entry device 1504. The determined user identity dictates the 
packet rules applied to the received packet by the rule 
application logic. 
0281. The rule application logic of port processing logic 
1516 may be configured to apply, in response to receiving a 
packet 1502 at port module 1510 after a user has been 
authenticated, the rule set 1519 to the packet 1502. The 
application of the rule Set may be performed as described 
above in relation to method 1400 of FIGS. 14A and 14B. 
Thus, the rule application logic may be configured to apply 
one or more user-based packet rules, one or more default 
packet rules, and one or more other types of rules to the 
received packet. It should be noted that multiple rules may 
Specify that a certain value be assigned to a parameter of the 
received packet that is to be configured. For example, two 
user-based packet rules, a default packet rule and another 
type of rule all may specify a different VLAN value to be 
applied to the received packet. Accordingly, the rule appli 
cation logic may be configured to give precedence to certain 
rules over other rules. 

0282. The port processing logic 1516 may be configured 
to forward configured packet 1524 through the port con 
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necting medium 1511 and port module 1513 to another 
destination on the network, where Such packet may be 
configured and forwarded as described above in relation to 
methods 1300 and 1400 described above in relation to FIGS. 
13A-13C, 14A and 14B. 
0283 System 1500, and components thereof, may be 
implemented, at least in part, as described in EnterasyS User 
Personalized Network, referenced above. 
0284 System 1500, and components thereof such as 
1504, 1506 and 1508, may be implemented using software 
(e.g., C, C++, Java, or a combination thereof), hardware 
(e.g., one or more application-specific integrated circuits), 
firmware (e.g., electrically-programmed memory) or any 
combination thereof. One or more of the components of 
System 1500 may reside on a single machine (e.g., a Switch 
ing device or authentication Server), or each component may 
reside on a different machine. Further, each component may 
be distributed acroSS multiple machines, and one or more of 
the machines may be interconnected. 
0285) Further, on each of the one or more machines that 
include one or more components of system 1500, each of the 
components may reside in one or more locations on the 
machine. For example, different portions of the components 
1510, 1512 and 1513 may reside in different areas of 
memory (e.g., RAM, ROM, disk, etc.) on the machine. Each 
of Such one or more machines may include, among other 
components, a plurality of known components Such as one 
or more processors, a memory System, a disk Storage System, 
one or more network interfaces, and one or more buSSes or 
other internal communication linkS interconnecting the Vari 
ous components. 

0286) System 1500 is an illustrative embodiment of a 
System for controlling usage of network resources by a user 
beyond the user's entry point to a network based on an 
identity of the user. Such an illustrative embodiment is not 
intended to limit the Scope of the invention, as any of 
numerous other implementations of Such System, for 
example, variations of system 1500, are possible and are 
intended to fall within the scope of the invention. 
0287 Configuring an entry port module based on an 
identity of a user, as described above in relation to methods 
1300 and 1400 and system 1500 establishes a relationship 
between a user, an authentication System of a network, and 
a user's entry point to the network, Such that the desired 
network usage permissions for that user may be dynamically 
provisioned to the user's entry point. 
0288. By leveraging the process of authenticating and 
authorizing users, which can be implemented using any 
number of known or later developed technologies, for 
example, RADIUS, 802.1X, NOS login, Smart cards, Ker 
berOS and biometrics, the identity of a user may be deter 
mined, and network usage parameters may be dynamically 
provisioned to the user's entry point to the network, whether 
wired, or wireleSS or a combination thereof. This leveraging 
allows the authentication proceSS, which historically has 
provided drive, file, and System level access, to be extended 
to the edge of the network, which may provide a significant 
increase in the Security, resiliency, and Scalability of the 
network. 

0289 Provisioning of such flexible, customizable and 
granular packet rules, as described above in relation to 
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methods 1300 and 1400 and system 1500, enables the ability 
to not only Secure the access to a holder of the information 
(e.g., a server), but to the network resources used in access 
ing the holder of the information (e.g., bandwidth and 
processing resources on one or more devices). Moreover, 
Such packet rules may be combined to create complex, 
granular behavioral profiles for users, to enable the timely, 
Secure delivery of business critical information, be it data, 
Voice, or Video. 
0290 Further, configuring a port module with packet 
rules according to an authenticated identity of a user allows 
a user to acceSS a network via any entry port module 
(appropriately configured as described above) on any net 
work device of the network. Accordingly, the user does not 
have to be accessing the network at a specific port config 
ured with Specific acceSS rules. Nor does the user have to 
access the network from a specific network address. 
0291 Having now described some illustrative embodi 
ments of the invention, it should be apparent to those skilled 
in the art that the foregoing is merely illustrative and not 
limiting, having been presented by way of example only. 
Numerous modifications and other illustrative embodiments 
are within the Scope of one of ordinary skill in the art and are 
contemplated as falling within the Scope of the invention. In 
particular, although many of the examples presented herein 
involve Specific combinations of method acts or System 
elements, it should be understood that those acts and those 
elements may be combined in other ways to accomplish the 
Same objectives. Acts, elements and features discussed only 
in connection with one embodiment are not intended to be 
excluded from a similar role in other embodiments. Further, 
for the one or more means-plus-function limitations recited 
in the following claims, the means are not intended to be 
limited to the means disclosed herein for performing the 
recited function, but are intended to cover in Scope any 
means, known now or later developed, for performing the 
recited function. 

0292. In the claims, all transitional phrases such as “com 
prising”, “including”, “carrying”, “having”, “containing, 
“involving”, and the like are to be understood to be open 
ended, i.e. to mean including but not limited to. Only the 
transitional phrases “consisting of and “consisting essen 
tially of, respectively, Shall be closed or Semi-closed tran 
sitional phrases as set forth in the United States Patent Office 
Manual of Patent Examining Procedures, section 2111.03. 

s ss 

0293 Also in the claims, use of ordinal terms such as 
“first”, “second”, “third”, etc., to modify a claim element do 
not by themselves connote any priority, precedence, or order 
of one claim element over another or the temporal order in 
which acts of a method are performed, but are used merely 
as labels to distinguish one claim element having a certain 
name from another element having a Same name but for use 
of the ordinal term to modify the claim elements. 
What is claimed is: 

1. A method of using a network device of a communica 
tions network to control usage of network resources of the 
communications network by a plurality of users, wherein the 
network device Serves as an entry point to the communica 
tions network for the plurality of users and includes a port 
module, the port module connected by a transmission 
medium to a first user device used by a first of the plurality 
of users and located externally to the communications 
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network and the port module connected by the transmission 
medium to a Second user device used by a Second of the 
plurality of users and located externally to the communica 
tions network, the method comprising an act of 

(A) configuring the port module with one or more packet 
rules, wherein at least a first of the one or more packet 
rules is associated with the identity of the first user and 
at least one of the packet rules is associated with the 
identity of the Second user. 

2. The method of claim 1, further comprising acts of: 
(B) receiving a packet at the port module from a user 

device; 
(C) determining an identity of a user of the user device; 

and 

(D) if the determined identity is the identity of the first 
user, before using any of the network resources beyond 
the network device in response to processing the 
packet, applying at least the first packet rule to the 
packet. 

3. The method of claim 2, further comprising an act of 
(E) if the determined identity is the identity of the second 

user, before using any of the network resources beyond 
the network device in response to processing the 
packet, applying the at least one packet rule to the 
packet, 

wherein Act (E) is performed concurrently to the first user 
being logged on to the communications network. 

4. The method of claim 2, further comprising: 
(E) repeating acts (C) and (D) for all packets received at 

the port module from the first user device until the first 
user logs off of the communications network. 

5. The method of claim 1, wherein the at least one packet 
rule is the first packet rule. 

6. The method of claim 1, wherein at least one of the 
following is true: the first packet rule is not associated with 
the Second user and the at least one packet rule is not 
asSociated with the first user. 

7. The method of claim 1, further comprising: 
(B) prior to act (A), authenticating the identity of at least 

the first user, wherein the port module is configured 
with at least the first packet rule in response to the 
authentication. 

8. The method of claim 1, wherein the identity of the first 
user is associated with a role assigned to the first user, and 
the role is associated with at least the first packet rule, and 
wherein the method further comprises: 

Selecting the first packet rule based on the role. 
9. A network device of a communications network for 

controlling usage of network resources of the communica 
tions network by a plurality of users, wherein the network 
device Serves as an entry point to the communications 
network for the plurality of users and includes a port 
module, the port module connected by a transmission 
medium to a first user device used by a first of the plurality 
of users and located externally to the communications 
network and the port module connected by the transmission 
medium to a Second user device used by a Second of the 
plurality of users and located externally to the communica 
tions network, the port module comprising: 
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port configuration logic to configure the port module with 
one or more packet rules, wherein at least a first of the 
one or more packet rules is associated with the identity 
of the first user and at least one of the one or more 
packet rules is associated with the identity of the 
Second user. 

10. The network device of claim 9, the port module 
further comprising: 

a physical port to receive a packet from a user device; 
user identification logic to determine an identity of a user 

of the user device, and 
rule application logic to apply at least the first packet rule 

to the packet, before using any of the network resources 
beyond the network device in response to processing 
packet, if the determined identity is the identity of the 
first user. 

11. The network device of claim 10, wherein, concur 
rently to the first user being logged on to the communication 
network, the rule application logic is further operative to 
apply the at least one packet rule to the packet, before using 
any of the network resources beyond the network device in 
response to processing the packet, if the determined identity 
is the identity of the Second user. 

12. The network device of claim 10, wherein the rule 
application logic is operative to apply the one or more packet 
rules to all packets received from the device of the first user 
at the port module until the first user logs off of the 
communications network. 

13. The network device of claim 9, wherein the at least 
one packet rule is the first packet rule. 

14. The network device of claim 9, wherein the port 
configuration logic is further operative to configure the port 
module with a plurality of packet rules, and wherein at least 
one of the following is true: the at least one packet rule is not 
asSociated with the first user and the first packet rule is not 
asSociated with the Second user. 

15. The network device of claim 9, the port module 
further comprising: 

authentication logic to authenticate the identity of at least 
the first user, wherein the configuration logic is opera 
tive to configure the port module in response to the 
authentication. 

16. The network device of claim 9, wherein the identity of 
the first user is associated with a role assigned to the first 
user, and the role is associated with at least the first packet 
rule, and wherein the port configuration logic is operative to 
Select at least the first packet rule based on the role. 

17. A network device of a communications network for 
controlling usage of network resources of the communica 
tions network by a plurality of users, wherein the network 
device Serves as an entry point to the communications 
network for the plurality of users and includes a port 
module, the port module connected by a transmission 
medium to a first user device used by a first of the plurality 
of users and located externally to the communications 
network and the port module is connected by the transmis 
Sion medium to a Second user device used by a Second of the 
plurality of users and located externally to the communica 
tions network, the network device comprising: 
means for configuring the port module with one or more 

packet rules associated with an identity of the first user 
and an identity of the Second user, wherein at least a 
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first of the one or more packet rules is associated with 
the identity of the first user. 

18. The system of claim 17, further comprising: 
means for receiving a packet at the port module from a 

user device; 
means for determining an identity of a user of the user 

device; and 
means for applying at least the first packet rule to the 

packet if the determined identity is the identity of the 
first user, before using any of the network resources 
beyond the network device in response to processing 
the packet. 

19. The system of claim 18, further comprising: 
means for applying the at least one packet rule to the 

packet if the determined identity is the identity of the 
Second user, before using any of the network resources 
beyond the network device in response to processing 
the packet, 

wherein Act (E) is performed concurrently to the first user 
being logged on to the communications network. 

20. The system of claim 18, further comprising: 
means for determining an identity of a user of the user 

device and means for applying at least the first packet 
rule to the packet if the determined identity is the 
identity of the first user, before using any of the 
network resources beyond the network device in 
response to processing the packet for all packets 
received at the port module from the first user device 
until the first user logs off of the communications 
network. 

21. The system of claim 17, wherein the at least one 
packet rule is the first packet rule. 

22. The system of claim 17, wherein at least one of the 
following is true: the first packet rule is not associated with 
the Second user and the at least one packet rule is not 
asSociated with the first user. 

23. The system of claim 17, further comprising: 
means for authenticating the identity of at least the first 

user prior to configuring the port module with the one 
or more rules, wherein the port module is configured 
with at least the first packet rule in response to the 
authentication. 

24. The system of claim 17, wherein the identity of the 
first user is associated with a role assigned to the first user, 
and the role is associated with at least the first packet rule, 
and the System further comprises: 
means for Selecting the first packet rule based on the role. 
25. A computer program product, comprising: 
a computer-readable medium; and 
computer-readable Signals Stored on the computer-read 

able medium that define instructions that, as a result of 
being executed by a computer, instruct the computer to 
perform a process of using a network device of a 
communications network to control usage of network 
resources of the communications network by a plurality 
of users, wherein the network device Serves as an entry 
point to the communications network for the plurality 
of users and includes a port module, the port module 
connected by a transmission medium to a first user 
device used by a first of the plurality of users and 
located externally to the communications network and 
the port module connected by the transmission medium 
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to a Second user device used by a Second of the plurality more packet rules is associated with the identity of 
of users and located externally to the communications the first user and at least one of the packet rules is 
network, the process comprising an act of asSociated with the identity of the Second user. 
(A) configuring the port module with one or more 

packet rules, wherein at least a first of the one or k . . . . 
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