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Techniques and technologies are provided in which wireless
switches, each supporting their own subnet, are configured
as part of a mobility domain. Each wireless switch in the
mobility domain can discover other wireless switches in the
mobility domain upon joining the network, and establish a
peering session with each of the other switches within the
mobility domain. This can involve establishing a data tun-
nel, which operates according to GRE-over-1P, and a control
connection between each pair of the wireless switches in the
mobility domain. Each data tunnel carries complete Layer-2
(L2) packets between the first wireless switch and the
second wireless switch. Each L2 packet comprises [.2
header information (e.g., a VLAN identifier), and is made
available at the destination wireless switch of the data
tunnel. Each control connection comprises a peering session
over Internet Protocol (IP) which operates according to the
transmission control protocol (TCP). Each control connec-
tion is configured to transfer wireless client device mobility
related control plane information between the first wireless
switch and the second wireless switch. This architecture can
allow a wireless client device to retain its layer 3 (L3)
address when the wireless client device roams between
wireless switches (e.g., the first wireless switch and the
second wireless switch) which are part of the first mobility
domain. As such, the wireless client device can maintains
network layer connectivity when it roams within the first
mobility domain.
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WIRELESS SWITCH NETWORK
ARCHITECTURE IMPLEMENTING LAYER 3
MOBILITY DOMAINS

TECHNICAL FIELD

[0001] The present invention generally relates to computer
networks and, more particularly, to wireless switches.

BACKGROUND

[0002] A wireless local area network (WLAN) generally
includes one or more Access Points (APs), and several
wireless client devices. Such networks work Well in small
office or home office (SOHO) environments where the
number of APs is relatively small. As the number of APs
increases, the network becomes unwieldy and difficult to
manage. To help alleviate this problem a master controller
sometimes referred to as a “wireless switch” can be added to
the network. A wireless switch controls some or all of the
APs in the network, and data going to or from the APs flow
through the wireless switch. Large WLANs can be subdi-
vided into multiple IP (layer 3) subnets. Subdividing a
WLAN into multiple subnets has several advantages (e.g.,
containment of broadcast traffic to a single subnet, limiting
the effect of failure of network elements to a small network
segment, etc.).

SUMMARY

[0003] Techniques and technologies are provided in which
wireless switches, each supporting their own subnet, are
configured as part of a mobility domain. Each wireless
switch in the mobility domain can discover other wireless
switches in the mobility domain upon joining the network,
and establish a peering session with each of the other
switches within the mobility domain. This can involve
establishing a data tunnel, which operates according to
GRE-over-IP, and a control connection between each pair of
the wireless switches in the mobility domain. Each data
tunnel carries complete Layer-2 (I.2) packets between the
first wireless switch and the second wireless switch. Each L.2
packet comprises [.2 header information (e.g., a VLAN
identifier), and is made available at the destination wireless
switch of the data tunnel. Each control connection comprises
a peering session over Internet Protocol (IP) which operates
according to the transmission control protocol (TCP). Each
control connection is configured to transfer wireless client
device mobility related control plane information between
the first wireless switch and the second wireless switch. This
architecture can allow a wireless client device to retain its
layer 3 (L.3) address when the wireless client device roams
between wireless switches (e.g., the first wireless switch and
the second wireless switch) which are part of the first
mobility domain. As such, the wireless client device can
maintains network layer connectivity when it roams within
the first mobility domain.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The present invention will be described in conjunc-
tion with the following drawing figures, wherein like numer-
als denote like elements, and

[0005] FIG. 1 is a simplified block diagram of a wireless
local area network (WLAN);

[0006] FIG. 2 is a simplified block diagram of a WLAN
showing the concept of mobility domains;
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[0007] FIG. 3 is a flow chart showing a layer 3 (L3)
mobility protocol according to one exemplary implementa-
tion;

[0008] FIG. 4 is a flow chart showing an IP multicast peer
auto discovery technique according to one exemplary imple-
mentation

[0009] FIG. 5 is a simplified block diagram of a WLAN
implementing a Discover Agent (DA) wireless switch that
can be used to implement a peer auto discovery technique
when IP multicast capability is not available according to
one exemplary implementation;

[0010] FIG. 6 is a flow chart showing a peer auto discov-
ery technique using a Discovery Agent (DA) to discover
peer wireless switches within a mobility domain according
to one exemplary implementation;

[0011] FIG. 7 is a simplified block diagram of an exem-
plary wireless switch;

[0012] FIG. 8 is a structural diagram showing the rela-
tionship between various parts of a wireless client database
(WCDb) maintained by each wireless switch in a mobility
domain;

[0013] FIG. 9 is a flow chart showing a layer 3 (L3)
roaming technique for use when a wireless client device
roams within a mobility domain according to one exemplary
implementation;

[0014] FIG. 10A is a flow chart showing a technique for
resolving conflicting or inconsistent views of the wireless
client device state amongst wireless switches in a mobility
domain according to one exemplary implementation;
[0015] FIG. 10B is a flow chart showing a technique for
resolving conflicting or inconsistent views of the wireless
client device state amongst wireless switches in a mobility
domain according to one exemplary implementation;
[0016] FIG. 11 is a flow chart showing a technique for
resolving conflicting or inconsistent views of the wireless
client device state according to one exemplary implemen-
tation;

[0017] FIG. 12 is a flow chart showing a layer 2 (L2)
roaming technique for use when a wireless client device
roams within a mobility domain according to one exemplary
implementation;

[0018] FIG. 13 is a simplified block diagram of a WLAN
according to one exemplary implementation;

[0019] FIG. 14 is a flow chart showing a unicast data
forwarding scenario for forwarding unicast data from a
wireless client device to a wired host in the network when
the wireless client device roams within a mobility domain
according to one exemplary implementation;

[0020] FIG. 15 is a flow chart showing a unicast data
forwarding scenario for forwarding unicast data from a
wired host to a wireless client device when the wireless
client device roams within a mobility domain according to
another exemplary implementation;

[0021] FIG. 16 is a flow chart showing a unicast data
forwarding scenario for forwarding unicast data from a
wireless client device to another wireless client device in the
network when the when the wireless client devices roam
within their mobility domain according to another exem-
plary implementation;

[0022] FIG. 17 is a flow chart showing a broadcast-
multicast (BCMC) data forwarding scenario for forwarding
BCMC data from a wireless client device to either another
wireless client device or to a wired host in the network when
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the wireless client device roams within a mobility domain
according to one exemplary implementation;

[0023] FIG. 18 is a flow chart showing a broadcast-
multicast (BCMC) data forwarding scenario for forwarding
BCMC data from a wired host to a wireless client device
when the wireless client device roams within a mobility
domain according to another exemplary implementation;
[0024] FIG. 19 is a flow chart showing a home wireless
switch selection and convergence process according to
another exemplary implementation;

[0025] FIG. 20 is a simplified block diagram of a WLAN
implementing designated switches (DSs) and client switches
(CSs) when dividing a mobility domain into mobility areas
according to one exemplary implementation;

[0026] FIG. 21 is a flow chart showing a mobility relay
process for use by a designated switch when relaying control
messages received from its client switches and other desig-
nated switches according to another exemplary implemen-
tation;

[0027] FIG. 22 is a flow chart showing a query-response
process for querying a network entity to obtain information
about other wireless client devices for which a wireless
switch is not the home or the current wireless switch
according to another exemplary implementation;

[0028] FIG. 23 is a flow chart showing a current wireless
switch stateful failover process according to an exemplary
implementation;

[0029] FIG. 24 is a flow chart showing a home wireless
switch stateful failover process according to an exemplary
implementation; and

[0030] FIG. 25 is a flow chart of a hitless-restart process
for restarting a wireless switch according to an exemplary
implementation.

DETAILED DESCRIPTION

[0031] The following detailed description is merely exem-
plary in nature and is not intended to limit the invention or
the application and uses of the invention. Furthermore, there
is no intention to be bound by any expressed or implied
theory presented in the preceding technical field, back-
ground, or brief summary.

Terminology

[0032] As used herein, the word “exemplary” means
“serving as an example, instance, or illustration.” Any
embodiment described herein as “exemplary” is not neces-
sarily to be construed as preferred or advantageous over
other embodiments. All of the embodiments described in
this Detailed Description are exemplary embodiments pro-
vided to enable persons skilled in the art to make or use the
invention and not to limit the scope of the invention which
is defined by the claims.

[0033] As used herein, the terms “access point (AP)” or
“access port (AP)” refer to a device connected to a local area
network (LAN) that enables remote wireless stations to
communicate with the LAN. An AP is a network-capable
device containing a transceiver and antenna for transmitting
signals to and receiving signals from the remote stations.
The AP thus provides a “point of access” to the wired
network for the remote stations. APs allow wireless stations
to be quickly and easily connected to a wired LAN. An AP
connects users to other users within the network and also can
serve as the point of interconnection between the WLAN
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and a fixed wire network. Each AP can serve multiple users
within a defined network area. As a client moves beyond the
range of one AP, the client can be automatically handed over
to the next AP. A WLAN may only require a single AP. The
number of APs in a given subnet generally increases with the
number of network users and the physical size of the
network.

[0034] As used herein, a “client” is a mobile device in a
WLAN. The term “wireless client device” or “mobile
device” can generally refer to a wireless communication
device or other hardware with which an access network
communicates. At any given time a mobile device may be
mobile or stationary and can include devices that commu-
nicate through a wireless channel or through a wired chan-
nel. A mobile device may further be any of a number of types
of mobile computing devices including but not limited to a
laptop computer, a PC card, compact flash, external or
internal modem, wireless or wireline phone, personal digital
assistant (PDA) or mobile telephone handset.

[0035] As used herein, the term “Internet Protocol (IP)
address” refers to a layer 3 address, and can be a number
which identifies each sender or receiver of information
packets across the Internet. Each communication from a user
on the Internet carries an IP address of the source and
destination networks and the particular machine within the
network associated with the user or host computer at each
end. An IP address generally comprises an identifier of a
particular network on the Internet and an identifier of the
particular device (which can be a server or a workstation)
within that network. In one implementation, the IP address
is a 32-bit address comprising one part identifies the network
with a network number and another part which identifies the
specific machine or host within the network with a host
number. Some of the bits in the machine or host part of the
address can be used to identify a specific subnet. In this case,
the IP address then contains three parts: the network number,
the subnet number, and the machine number.

[0036] As used herein, the term “Transmission Control
Protocol (TCP)” refers a standard defined in the Request For
Comment (RFC) standards document number 793 by the
Internet Engineering Task Force (IETF), and performs the
task of the transport layer in the simplified OSI model of
computer networks. Using TCP, applications on networked
hosts can create reliable pipe-like connections to one
another, over which they can exchange data or packets. The
protocol guarantees reliable and in-order delivery of sender
to receiver data. TCP also distinguishes data for multiple,
concurrent applications (e.g. Web server and e-mail server)
running on the same host.

[0037] As used herein, the term “Generic Routing Encap-
sulation (GRE)-over-Internet Protocol (IP)” refers to a tun-
neling protocol designed for encapsulation of arbitrary kinds
of network layer packets inside arbitrary kinds of network
layer packets. GRE can encapsulate a wide variety of
protocol packet types inside IP tunnels. The original packet
is the payload for the final packet. GRE tunnels are designed
to be completely stateless, which means that each tunnel
end-point does not keep any information about the state or
availability of the remote tunnel end-point. This feature
helps the service providers to provide for IP tunnels to its
clients, who are not concerned about the internal tunneling
architecture at the service providers end. This gives the users
(the clients of service providers) flexibility to configure or
reconfigure their IP architecture without being concerned
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about the connectivity issues, creating a virtual point-to-
point link to routers at remote points over an IP internet-
work. GRE uses IP protocol 47.

[0038] As used herein, the term “packet” refers to a unit of
data that is routed between an origin and a destination on a
packet-switched network such as the Internet. When any file
is sent from one place to another on the Internet, the
Transmission Control Protocol (TCP) layer divides the file
into “chunks” of an efficient size for routing. Each of these
packets is separately numbered and includes the Internet
address of the destination. The individual packets for a given
file may travel different routes through the Internet. When
they have all arrived, they are reassembled into the original
file by the TCP layer at the receiving end. In the context of
the User Datagram Protocol (UDP), it should be appreciated
that the term “datagram” has a similar meaning to the term
“packet.”

[0039] As used herein, the term sub-network or “subnet”
refers to an identifiably separate part of a network. Typically,
a subnet may represent all the machines at one geographic
location, in one building, or on the same wireless local area
network (WLAN). One standard procedure for creating and
identifying subnets is described in Internet Request for
Comments (RFC) 950.

[0040] As used herein, the term “wireless switch (WS)”
refers to a device that channels incoming data from any of
multiple input ports to the specific output port that will take
the data toward its intended destination. A switch typically
performs the data-link or layer 2 function and determines,
from the MAC address in each packet, which output port to
use for the next part of its trip to the intended destination. In
some embodiments, the switch can function as an IP switch
which may also perform network or layer 3 routing func-
tions.

[0041] As used herein, the term “home switch (HS)” refers
to a wireless switch on the wireless client’s home subnet that
ensures connectivity of the wireless client to the home
network irrespective of the actual location of the client.
When a wireless client device enters a mobility domain by
associating with a WS, it is first assigned a “home switch.”
The HS is then responsible for assigning a VLAN for the
wireless client device and also communicating the wireless
client device’s mobility-related parameters to the other WSs
in the mobility domain. The HS does not change for the
remainder of the wireless client device’s presence in the
mobility domain. All data packets transmitted/received by
the wireless client device including DHCP and ARP are
tunneled through the HS. The IP address for the wireless
client device is assigned from the VLAN to which the
wireless client device belongs, as determined by the HS.
[0042] As used herein, the term “current switch (CS)”
refers to a wireless switch that a wireless client device is
currently associated with. The current wireless switch for the
wireless client device is the switch in the mobility domain to
which it is currently associated to, and keeps changing as the
wireless client device continues to roam between different
WSs. The CS is also responsible for delivering data packets
from the wireless client device to its HS and vice-versa.
[0043] As used herein, the term “mobility domain (MD)”
refers to a network of wireless switches (WSs) among which
a wireless client device can roam seamlessly without chang-
ing its IP address. All the WSs in a particular mobility
domain are configured to be part of that same mobility
domain using a mobility domain string identifier (MDSI).
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Wireless client devices roaming between switches in the
same mobility domain can retain their L3 address and thus
maintain application-layer connectivity.

[0044] As used herein, the term “tunneling” refers to the
process of allowing two disparate networks to connect
directly to one another when they normally would not or
when they are physically disjointed. A “tunneling protocol”
is a network protocol which encapsulates one protocol or
session inside another. Protocol A is encapsulated within
protocol B, such that A treats B as though it were a data link
layer. Tunneling may be used to transport a network protocol
through a network which would not otherwise support it.
Tunneling may also be used to provide various types of VPN
functionality such as private addressing. Tunneling is syn-
onymous with encapsulation, and is generally done by
encapsulating private network data and protocol information
within public network transmission units so that the private
network protocol information appears to the public network
as data. A tunnel requires an entry point and an exit point.
The entry point encapsulates the tunneled packets within
another IP header. The new IP header might include some
other parameters, but the basic function of the encapsulation
header is to direct the packet to the tunnel endpoint. A packet
received by the tunnel endpoint is stripped of the encapsu-
lation header and forwarded to the client.

[0045] As used herein, the term “Wireless Local Area
Network (WLAN)” refers to a network in which a mobile
user can connect to a local area network (LAN) through a
wireless (radio) connection. The IEEE 802.11 standard
specifies some features of exemplary wireless LANs. As
used herein, the term “Virtual Local Area Network (VLLAN)”
refers to group of ports on an Ethernet switch that behaves
like a separate network segment. VLANs allow networks to
be segmented logically without having to be physically
rewired. Instead of having all ports on a switch be equal and
belong to the same network, ports can be segregated into
groups, each belonging to a separate logical network. Virtual
L AN subdivide a physical local area network into multiple
virtual local area networks or multiple smaller broadcast
domains without needing additional network devices, such
as routers, to do this. One switch may have several VLLANs
defined on it. A VLAN is identified using a special identi-
fication number called a VLAN ID. Stations attached to
switch ports having the same VLLAN ID act and function as
though they are all on the same physical network segment.
The VL AN ID is transmitted in every packet associated with
that VLAN. For more information see the IEEE 802.1Q
standard on VL ANs.

Exemplary Network Architecture

[0046] FIG. 1 is a simplified block diagram of a wireless
local area network (WLAN). The WLAN of FIG. 1 includes
wireless client devices 2, 3, 4, a first subnet (A) 10, wireless
switches 12, 17 coupled to access points (APs) 14, 16 and
APs 18, 19, respectively, a second subnet (B) 20, a wireless
switch 22 coupled to access points (APs) 24, 26, layer 2 (L.2)
switches 30, 40 coupled to wireless switches 12, 17 and
wireless switch 22, respectively, and a layer 3 (13) router 50
coupled to the .2 switches 30, 40.

[0047] The L2 switch 30 is coupled to the wireless
switches 12, 17. The wireless switch 12 supports the first
subnet (A) 10 and is coupled to the access points (APs) 14,
16, and the wireless switch 17 supports the first subnet (A)
10 and is coupled to the access points (APs) 18, 19.
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[0048] The L.2 switch 40 is coupled to the wireless switch
20. The wireless switch 22 supports the second subnet (B) 20
and is coupled to the access points (APs) 24, 26.

[0049] The wireless switches 12, 17, 22 communicate with
the wireless client devices 2, 3, 4 via the access points 14,
16, 18, 19, 24, 26. The wireless client clients 2, 3, 4
physically move around the WLAN, and communicate with
an [P network via the access points (APs) 14, 16, 18, 19, 24,
26.

[0050] The L3 router 60 provides connectivity to the rest
of the network. Each interface on the router is associated
with an independent IP subnet (e.g. subnet A, subnet B) as
shown in FIG. 1. Traffic that goes between interfaces (i.e.
between IP subnets) is routed using standard rules of IP.

[0051] Mobility is a key-driver in the deployment of
wireless networks. WLLANs can give wireless client devices
the ability to “roam” or physically move from place to place
without being connected by wires. In the context of WL AN
the term “roaming” generally describes the physically move-
ment of a wireless client device between APs. When a
wireless client device roams from one AP to another within
the same IP subnet, the transition is handled by 802.11 and
the layer 2 network. When the wireless client device re-
associates with the new AP, a data packet sent from the
wireless client device informs the network of the new
location of the wireless client device. “Switching tables™ of
layer 2 (1.2) switches on the path to the wireless client device
are updated appropriately. By contrast, layer 3 (L.3) tables
are not affected. If a network implements a “wireless
switch,” it will update its internal tables to indicate that the
wireless client device is now with the new AP.

[0052] FIG. 1 illustrates the concept of wireless client
device 2 performing a layer 2 roaming and the concept of
wireless client device 4 performing layer 3 roaming in the
WLAN. A layer 2 (L2) network is defined as a single IP
subnet and broadcast domain, such as the first subnet (A) 10,
while a layer 3 (I.3) network is defined as the combination
of multiple IP subnets and broadcast domains, such as the
first subnet (A) 10 and the second subnet (B) 20.

[0053] Layer 2 (L2) refers to the data link layer of the
Open Systems Interconnection (OSI) communication
model. The data link layer is concerned with moving data
across the physical links in the network. In a network, the
switch is a device that redirects data messages at the layer 2
level, using the destination Media Access Control (MAC)
address to determine where to direct the message. In the
context of the IEEE-802 LAN standards, the data link layer
contains two sublayers called the Media Access Control
(MAC) sublayer and the Logical Link Control (LLC) sub-
layer. The data link layer ensures that an initial connection
has been set up, divides output data into data frames, and
handles the acknowledgements from a receiver that the data
arrived successfully. The data link layer also ensures that
incoming data has been received successfully by analyzing
bit patterns at special places in the frames. In a local area
network (LAN) or other network, the Media Access Control
(MAC) address is a host computer’s unique hardware num-
ber, and on an Ethernet LAN the MAC address is an
Ethernet address. When a computer or other host connects to
the Internet, a correspondence table relates the hosts IP
address to the host’s physical (MAC) address on the LAN.
The MAC address is used by the Media Access Control
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sublayer of the Data-Link Layer (DLC) of telecommunica-
tion protocols. There is a different MAC sublayer for each
physical device type.

[0054] As shown in FIG. 1, layer 2 (L.2) roaming occurs
when a client 2 moves far enough away from its AP 14 such
that its radio associates with a different AP 16 in the same
subnet. The client 2 disconnects from AP 14 and re-connects
to another AP 16 in the same subnet (broadcast domain)
where several APs use the same Service Set Identifier
(SSID). Similarly, [.2 roaming also occurs when a client 3
moves far enough away from its AP 14 such that its radio
associates with a different AP 19 in the same subnet (even
though on a different wireless switch 17). The client 3
disconnects from AP 14 and re-connects to another AP 19 in
the same subnet (broadcast domain) where several APs use
the same Service Set Identifier (SSID) An SSID is a
sequence of alphanumeric characters (letters or numbers)
which specify the name of a wireless local area network
(WLAN). All wireless devices on a WLAN must employ the
same SSID in order to communicate with each other. The
SSID on wireless client devices can be set either manually,
by entering the SSID into the client network settings, or
automatically, by leaving the SSID unspecified or blank.
Generally, there are two types of SSIDs. A Basic Service Set
Identification (BSSID) is the identifying name of an ad-hoc
wireless network with no access points. An Extended Ser-
vice Set Identification (ESSID) is used in infrastructured
wireless networks, which include access points, as the
identifying name of a wireless network. The ESSID is the
identifying name of a wireless access point. It allows one
wireless network to be clearly distinguishable from another.
A client 2 continuously listens to nearby APs and can decide
to roam if it finds an AP with the same SSID and a stronger
signal or is experiencing too much loss with the current AP
14. To initiate a roam, the client 2 sends an associate (or
reassociate) request to the new AP 16. It may disassociate
from the old AP 14, or the old AP 14 may notice the client
2 is no longer there. Wireless client device 3 can use a
similar process to roam from AP 14 to AP 19.

[0055] IEEE’s 802.11(f) Inter Access Point Protocol
(IAPP) addresses roaming between Access Points (APs)
inside client’s home subnet and assures constant IP-connec-
tivity in this case. With layer 2 (L.2) roaming, APs inside a
given subnet share the same Extended Service Set (ESS),
and although the physical point of attachment (the AP)
changes, the client 2 is still served by the same Access
Router. Because the original and the new AP offer coverage
for the same IP subnet, the device’s IP address is still valid
after the roam and can remain unchanged. For example,
when the wireless client device 2 roams within the first
subnet (A) 10, the IP address of the wireless client device 2
will remain the same.

[0056] After the wireless client devices 2, 3 successfully
roam, LAN traffic for the wireless client device 2, 3 can be
relayed through the new AP. However, because the scalabil-
ity of subnets is limited by the number of APs and clients
that can be supported within a given subnet, in some
situations the client roams to a new AP in a different or
foreign subnet supported by another wireless switch.

[0057] Layer 3 (L3) refers to the network layer of the
Open Systems Interconnection (OSI) multilayered commu-
nication model. The network layer is concerned with know-
ing the address of the neighboring nodes in the network,
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selecting routes and quality of service, and recognizing and
forwarding to the transport layer incoming messages for
local host domains.

[0058] Layer 3 (L.3) roaming occurs when a wireless client
device 4 moves from an AP within its home IP subnet, such
as the first subnet (A) 10, to a new AP within a foreign IP
subnet, such as the second subnet (B) 20. This foreign IP
subnet has a different Basic Service Set (BSS) than the home
IP subnet. The client 4 disconnects from one AP and
reconnects or re-associates with another foreign AP in a
foreign IP subnet outside its home IP subnet. In this re-
association, the client 4 is supposed to be served by a
different access router (through the foreign AP), which bares
a different IP address, while the client 4 itself preserves its
original 1P address. Within a single IP subnet traffic is
Ethernet (layer 2) switched. The IEEE 802.11 standard
operates completely at layer 2 (L.2) and is independent of a
layer 3 (L3) protocol. As such, the client 4 would no longer
have an IP address and default gateway that are valid within
the foreign IP subnet. Packets originating from a remote host
destined for this wireless client device are still forwarded to
the IP router attached to the first IP subnet. As a result
transport layer connectivity with the wireless client device is
lost and applications are interrupted or stopped. Therefore,
if no other protocol is implemented to address an [.3 roam,
the client 4 will not able to send/receive IP packets from/to
its current location. As a result, active IP sessions can be
dropped because IP-connectivity is lost.

[0059] With the emerging usage of real time multimedia
applications such as voice over IP (VoIP) telephony, these
same WLAN networks can also be used as infrastructure for
enabling such applications. One issue in the area of WL ANs
relates to the ability to maintain an IP-connection while
roaming. For example, when the wireless client device
roams from a first IP subnet to a new IP subnet, since
Internet Routing Tables are not changed, there is no way to
tell the rest of the network that the wireless client device is
now in a new IP subnet. Because the wireless client device
cannot be identified by its original home IP address any-
more, a new [P address is required for the routing the client’s
1P data. Consequently, without some mechanism for seam-
lessly obtaining a new IP address which is valid in the
subnet, any on-going connections can be disrupted and IP
connectivity can be lost. In order to reestablish connectivity
the wireless client device will have to be assigned a new IP
address in the new subnet. IEEE 802.1X and 802.11 does not
specify a mechanism for IP address assignment. In a typical
WLAN, a layer 3 or IP device provides an IP addressing
service and assigns [P addresses to the clients. For example,
for each wireless switch in the WLAN, an external DHCP
server can be provided which supports a single IP subnet
associated with a particular wireless switch. This external
DHCP server receives all DHCP requests broadcasted on a
given subnet, and assigns IP addresses to all clients of that
given subnet. This behavior is highly undesirable for many
applications. For applications like wireless VoIP phones or
streaming applications, this is not acceptable. For instance,
in the context of a Voice-over-IP application, a Voice-over-1P
phone will lose calls. Thus, it would be desirable to provide
techniques and technologies which can allow wireless client
devices to retain their IP addresses when roaming across IP
subnets. Such techniques would allow wireless client
devices to retain application layer connectivity and make
roaming as transparent as possible to the user.
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[0060] To prevent existing data sessions or voice calls
from failing because the remote client can no longer reach
the local client, processes called “IP handoff” or “L.3 han-
dover” can be used to preserve the IP traffic to/from the
client 4 after such re-association with the foreign AP. This
process is not addressed by current IEEE 802.11 standards.
[0061] Nevertheless, some vendors of WLANs have
developed solutions which can allow layer 3 roaming to
occur by providing mechanisms for a client to obtain a new
IP address. For instance, if the client roams across a bound-
ary between the first subnet (A) 10 and the second subnet (B)
20 and a Dynamic Host Configuration Protocol (DHCP) is
enabled on the client, then the client can use DHCP to obtain
a new [P address of the second subnet (B) 20. As used
herein, the “Dynamic Host Configuration Protocol (DHCP)”
refers to a protocol for assigning dynamic IP addresses to
devices on a network. DHCP typically sends a new IP
address when a computer is plugged into a different place in
the network. This protocol allows a device to have a different
IP address every time it connects to the network, and the
device’s IP address can even change while it is still con-
nected. DHCP can also support a mix of static and dynamic
IP addresses. DHCP uses the concept of a “lease” or amount
of time that a given IP address will be valid for a computer.
Using very short leases, DHCP can dynamically reconfigure
networks in which there are more computers than there are
available IP addresses.

[0062] However, layer 3 traffic re-routing requires more
than updating MAC address tables and ARP caches. Many
applications require persistent connections and drop their
sessions as a result of inter-subnet roaming. Network layer
devices such as routers and layer 3 switches must somehow
be told to forward IP packets to the client’s new subnet. To
provide session persistence, mechanisms are needed to
allow a client to maintain the same Layer 3 address while
roaming throughout a multi-subnet network. Otherwise,
many applications will timeout trying to reach the client’s
old IP address and must be reconnect with the client’s new
IP address.

[0063] One way to support layer 3 roaming in WLANS is
via an open IETF standard called Mobile IP. Mobile IP
provides one solution for handling the L3 movements of
clients regardless of the underlying layer 2 technology.
[0064] In the context of Mobile IP, the client is referred to
as a mobile node (MN). In the description that follows, these
terms are used interchangeably. Mobile IP uses a Home
Agent (HA) to forward IP packets to a Foreign Agent (FA)
in the client’s new subnet. The HA and FA advertise them-
selves using the ICMP Router Discovery Protocol (IRDP).
The Foreign Agent periodically advertises its presence wire-
lessly and waits for a solicitation message from a roaming
MN. When a mobile node roams to a new subnet, it must
discover and register itself with a nearby FA. The registra-
tion process for such a node is triggered by a wireless
registration request (after the 802.11 association is com-
pleted) issued by the MN. The FA forwards that request to
that client’s original HA. Wired messages can then be
exchanged between the HA and the FA as well as with
binding table updates. An acknowledgment can then be sent
wirelessly to the MN.

[0065] If the request is accepted, a tunnel is established
between the HA and FA to relay incoming packets sent to the
client’s original IP address. The HA serves as the anchor
point for communication with the wireless client device. It
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tunnels packets from Corresponding Nodes (CNs) towards
the current address of the MN and vise versa. Outbound
packets are routed back through the tunnel from the FA to
HA, and then on to their destination.

[0066] Although Mobile IP preserves subnet connectivity
for roaming clients, it can result in sub-optimal routing and
longer roaming delay. As noted above, the wireless client
device must first regain over the air connectivity with its new
FA before the Agent Discovery Phase is launched. This can
result in considerable reconnection time which increased
latency. Furthermore, the registration process involves wire
line and wireless communication. The amount of packet loss
and the significant delay introduced during these procedures
make the method unsuitable for many WLAN applications,
such as VoIP over 802.11 or streaming over 802.11. More-
over, all mobile nodes require additional software to be
Mobile-IP enabled. Wireless client devices are manufac-
tured by several different vendors. To ensure multi-vendor
interoperability, it would be desirable to provide .3 roaming
techniques do not require any changes to wireless client
devices (e.g., additional software on the wireless client
devices).

[0067] Notwithstanding these advances, as new applica-
tions emerge and are implemented, such as VoIP over
802.11, changes to the WLAN deployment are required. For
example, coverage-oriented deployments must move to
capacity-oriented deployments characterized by low user to
AP ratio and more APs in a given coverage arca. The move
to capacity-oriented deployments emphasizes the need for
techniques that allow clients to roam across subnets and
roaming domains.

[0068] There is a need for layer 3 roaming techniques
which can allow a client to roam across different IP subnets
of a WLAN while preserving the client’s original IP-con-
nection and original IP address. It would be desirable if such
techniques could allow the client to perform a seamless and
smooth L3 handoff between APs of different IP subnets,
while maintaining an active session without losing IP con-
nectivity. It would be desirable if such techniques could
enable routing of IP data to/from the client’s current foreign
subnet to their original IP address and home subnet even
though the client is currently in the foreign subnet.

Overview

[0069] Techniques and technologies are provided in which
wireless switches, each supporting their own subnet, are
configured as part of a mobility domain. Each wireless
switch in the mobility domain can discover other wireless
switches in the mobility domain upon joining the network,
and establish a peering session with each of the other
switches within the mobility domain. This can involve
establishing a data tunnel, which operates according to
GRE-over-IP, and a control connection between each pair of
the wireless switches in the mobility domain. Each data
tunnel carries complete Layer-2 (I.2) packets between the
first wireless switch and the second wireless switch. Each L.2
packet comprises [.2 header information (e.g., a VLAN
identifier), and is made available at the destination wireless
switch of the data tunnel. Each control connection comprises
a peering session over Internet Protocol (IP) which operates
according to the transmission control protocol (TCP). Each
control connection is configured to transfer wireless client
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device mobility related control plane information between
the first wireless switch and the second wireless switch. This
architecture can allow a wireless client device to retain its
layer 3 (L.3) address when the wireless client device roams
between wireless switches (e.g., the first wireless switch and
the second wireless switch) which are part of the first
mobility domain. As such, the wireless client device can
maintains network layer connectivity when it roams within
the first mobility domain.

EXEMPLARY EMBODIMENTS

[0070] FIG. 2 is a simplified block diagram of a WLAN
200 showing the concept of mobility domains 250, 260. The
WLAN 200 shown in FIG. 2 comprises a number of wireless
client devices 202, 204, 206, wireless switches 212, 222,
232, 242, 252 coupled to APs, L2 switches 213, 223, 233,
243, 253, a L3 router 260 coupled to each of the .2 switches
213, 223, 233, 243, 253, and a wired host 270 coupled to the
L3 router 260. For sake of simplicity, in FIG. 2 each of the
wireless switches 212, 222, 232, 242, 252 is shown as
having two APs associated therewith. However, it will be
appreciated that, while not shown in FIG. 2, each of the
wireless switches can have more than less than two APs or
more than two APs associated therewith. In FIG. 2, wireless
switches 212, 222, 242 are part of a first mobility domain
250, while wireless switches 222, 232, 242 are part of a
second mobility domain 260 and wireless switch 252 is not
part of any mobility domain.

[0071] A mobility domain refers to a network of wireless
switches (WSs) among which a wireless client device can
roam seamlessly without changing its IP address. Wireless
client devices roaming between switches in the same mobil-
ity domain can retain their [.3 address and thus maintain
application-layer connectivity. All the WSs in a particular
mobility domain are configured to be part of that same
mobility domain using a mobility domain string identifier
(MDSI).

[0072] Thus, in FIG. 2, when wireless client device 202
moves or roams from wireless switch/AP 212 to wireless
switch/AP 222, wireless client device 202 can retain its L3
address and application-layer connectivity because wireless
switches 212 and 222 are part of a common mobility domain
(e.g., wireless switches 212 and 222 share a common
mobility domain string identifier (MDSI)). By contrast,
when wireless client device 206 moves or roams from
wireless switch/AP 252 to wireless switch/AP 232, wireless
client device 206 can not retain its .3 address and thus loses
application-layer connectivity because wireless switches
252 and 232 are not part of a common mobility domain (e.g.,
wireless switches 252 and 232 do not share a common
mobility domain string identifier (MDSI)). Wireless client
device 206 would need to change its IP address to reconnect
or re-establish application-layer connectivity. By contrast,
when wireless client device 204 moves or roams from
wireless switch/AP 242 to wireless switch/AP 232, wireless
client device 204 can retain its [.3 address and thus main-
tains application-layer connectivity because wireless
switches 242 and 232 are part of a common mobility domain
260 (e.g., wireless switches 242 and 232 share a common
mobility domain string identifier (MDSI)).
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Overview: 1.3 Mobility Protocol

[0073] According to one embodiment, a layer 3 (L3)
mobility protocol for a wireless local area network (WLAN)
is provided.

[0074] FIG. 3 is a flow chart showing a layer 3 (L3)
mobility protocol 300 according to one exemplary imple-
mentation. For purposes of illustrating how this layer 3 (L3)
mobility protocol 300 could apply to one exemplary non-
limiting network configuration, the description of FIG. 3
will be provided with reference to the simplified WLAN
shown in FIG. 1. It will be appreciated, however, that this
layer 3 (I.3) mobility protocol 300 could be applied in other
types of networks having different configurations.

[0075] When the wireless switches having [.3 mobility
functionality are deployed and power-up in the network, at
step 310, the wireless switches initiate a peer auto-discovery
process. During the initiation phase of the peer auto-discov-
ery process each wireless switch attempts to discover or
locate other wireless switches in the WLAN.

[0076] During the next phase of the peer auto-discovery
process, at step 320, a mesh network of peer wireless
switches is created within the mobility domain. Each wire-
less switch establishes a peering session with all of the other
switches (within its own mobility domain) to exchange
mobility related control plane information. The peer auto-
discovery service enables WSs in a network to establish
peering sessions automatically without any operator inter-
vention. To establish peering session between switches,
control connections and data tunnels are created between
each of the wireless switches. These tunnels effectively
create a mesh network of peer wireless switches which
allows for the layer 3 (L3) mobility protocol 300 to be
implemented.

[0077] For example, each of the wireless switches can
establish a control connection with the other wireless
switches (within its own mobility domain) which operates
using the transmission control protocol (TCP). These control
connections are used for reliable communication or “trans-
fer” of mobility control information including wireless client
device mobility information, and other control information.
Peering sessions use TCP as the transport layer protocol to
carry mobility update messages since TCP has characteris-
tics such as: TCP retransmits lost messages thereby provid-
ing reliable connectivity, TCP ensures in-order delivery of
messages using sequence numbers, and TCP has a built-in
keep-alive mechanism which helps detect loss of connec-
tivity to the peer or peer failure.

[0078] In addition, the every switch establishes a data
tunnel to every other switch using GRE-over-IP. In GRE-
over-IP any lost data packets are not retransmitted. The
entire Layer-2 packet is tunneled (i.e., not just the IP packet)
so information in Layer-2 header is available at the desti-
nation of the tunnel. As will be described in greater detail
below, this is particularly useful for handling multicast,
broadcast packets as well as non-IP packets.

[0079] After the tunnels are established between each of
the wireless switches the mesh of peer wireless switches has
been established. At step 330, each wireless client device
entering the network associates with one of the peer wireless
switches as its current wireless switch. For example, in one
implementation, when a particular wireless client device
enters a network, it associates with a wireless switch which
becomes the “current” wireless switch for that particular
wireless client device.
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[0080] At step 335, this current wireless switch can then
initiate a home wireless switch selection process to deter-
mine a home wireless switch for that particular wireless
client device. The home wireless switch selection process
can consider a number of factors to select a particular
wireless switch as the home wireless switch for that par-
ticular wireless client device. A particular wireless switch
can be assigned as a HS for a wireless client device based on
a variety of factors (or a combination of such factors),
including, but not limited to number of wireless client
devices homed on the wireless switch, number of wireless
client devices associated with the wireless switch, data
throughput on the wireless switch, propensity of the wireless
client device to stay in the vicinity of that wireless switch,
etc. For example, in the network configuration shown in
FIG. 1, both wireless client devices 2, 4 initially select
wireless switch 12 as their “home switches.”

[0081] At step 340, each home wireless switch 12 sends
information about its wireless client devices 2, 4 over the
control connection it has established with wireless switch 20
and any other wireless switches in its mobility domain. For
example, the wireless switches can exchange wireless client
device mobility information which can include, for example,
the IP address, MAC address, HS IP address, CS IP address
and HS-VLAN-id of all the wireless client devices in the
mobility-domain.

[0082] At step 350, a wireless client device roams from its
home wireless switch to another “new” wireless switch. For
instance, in the exemplary network configuration shown in
FIG. 1, wireless client device 4 roams from its home
wireless switch 12 to wireless switch 22. Wireless switch 22
receives, via AP 24, an 802.11 association or reassociation
request from wireless client device 4.

[0083] At step 360, cach of the wireless switches update
their respective wireless client databases (WCDbs) to make
itself the current wireless switch for the wireless client, and
transmit updated wireless client mobility information to the
home wireless switch which in turn forwards it to its peer
wireless switches in its mobility domain. For instance in
FIG. 1, wireless switch 22 locates wireless client device 4 in
its wireless client database (WCDb), discovers that wireless
switch 12 is the “home switch” of wireless client device 4,
updates its WCDb to make itself the “current switch” (CS)
for wireless client device 4, and transmits its updated
wireless client device mobility information for wireless
client device 4 to the original “home” wireless switch 12
(and any other wireless switches in the mobility domain of
wireless switch 22).

[0084] When wireless switch 12 receives the updated
wireless client device mobility information for wireless
client device 4 from current wireless switch 22, at step 370,
the home wireless switch 12 forwards data packets destined
for wireless client device 4 (which it receives from the
L.2/1.3 switch 34) over the GRE-over-IP tunnel it shares with
current wireless switch 22 to current wireless switch 22. At
step 375, current wireless switch 22 receives these data
packets (over the GRE-over-IP tunnel) and forwards these
data packets to wireless client device 4.

[0085] Conversely, when packets originating from wire-
less client device 4 are received by current wireless switch
22 (via AP 24), at step 380, the current wireless switch 22
transmits those data packets over the GRE-over-IP tunnel to
the original “home” wireless switch 12. At step 385, the
original “home” wireless switch 12 then forwards the data
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packets to the router 60 which provides the data packets to
an external host. To the external host it still appears that
wireless client device 4 is on subnet A, and the external host
continues to forward traffic to the router 60 and on to
wireless switch 12. As such, layer 3 (L3) routing tables are
not changed.

[0086] It will be appreciated that while these techniques
and technologies have been described with reference to IP
traffic, because these techniques and technologies operate at
a layer 2 (L.2) level, these techniques and technologies work
for non-IP traffic as well. As such, the wireless client devices
can be running IP, IPX or other protocols. In addition, in
comparison to other techniques (e.g., Mobile IP [RFC
3344]), it will be appreciated that these techniques do not
require any changes to the wireless client devices (e.g.,
special functionality or software on the wireless client
devices). This can reduce and possibly eliminate inter-
working problems which can arise when working with
wireless client devices from different vendors/legacy
devices.

[0087] As will be described below, other embodiments are
provided for handling multicast traffic, broadcast traffic,
roaming to a different wireless switch within the same L3
subnet, loss or reestablishment of connectivity between peer
switches, etc.

Peer Auto-Discovery Techniques

[0088] The peer auto-discovery process which is used can
vary depending on the network implementation. For
example, advanced enterprise networks provide the ability
to multicast IP messages to a group of hosts or switches.
Older networks usually do not have this ability. In order for
IP multicast to work correctly, all switches in the network
must be IP multicast capable. Sometimes, network admin-
istrators may deliberately disallow IP multicast. Therefore,
two alternative techniques for peer auto-discovery will now
be described. One such technique, referred to as peer auto
discovery using IP multicast, can be used if IP multicast is
enabled. Another such technique, referred to as peer auto
discovery using Discovery Agent, can be used if IP multicast
is not available.

Peer Auto-Discovery Using IP Multicast

[0089] Peer auto discovery using IP multicast takes advan-
tage of existing IP multicast networks to locate and identify
peers within a particular mobility domain. To use this
technique 400, IP Multicast routing must be enabled on the
network for peer-discovery to work across [.3 subnets. IP
multicast allows a sender wireless switch to transmit a single
packet to multiple wireless switches belonging to an IP
multicast group. The sender wireless switch does not require
prior knowledge of the location of the other member wire-
less switches belonging to the IP multicast group, or the
number of the member wireless switches belonging to the IP
multicast group. Intermediate wireless switches on the path
make additional copies of the packet to send the packet to
other IP multicast group member wireless switches.

[0090] FIG. 4 is a flow chart showing an IP multicast peer
auto discovery technique 400 according to one exemplary
implementation.

[0091] At step 410, cach of the wireless switches in a
particular mobility domain use an Internet Group Manage-
ment Protocol (IGMP) to initially “join” a Wireless Switch
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Multicast Group (WSMG). The Internet Group Management
Protocol (IGMP) is an Internet protocol that provides a way
for an Internet computer to report its multicast group mem-
bership to adjacent routers. Multicasting allows one com-
puter on the Internet to send content to multiple other
computers that have identified themselves as interested in
receiving the originating computer’s content. IGMP is for-
mally described in the Internet Engineering Task Force
(IETF) Request for Comments (RFC) 2236.

[0092] At step 420, each wireless switch indicates its
presence in mobility domain by periodically transmitting a
UDP control message with its IP address and TCP port to
WSMG. Each wireless switch in the WSMG can periodi-
cally transmits a UDP control message to the WSMG on a
specific UDP port. The control message comprises informa-
tion which identifies an IP address and TCP port number of
the originating switch.

[0093] When other switches receive this message, at step
430, the receiver wireless switches can use the IP address
and TCP port of the originating switch to establish mobility
peering session to the originating switch.

Peer Auto-Discovery Using Discovery Agent

[0094] FIG. 5 is a simplified block diagram of a WLAN
500 implementing a Discover Agent (DA) wireless switch
532 that can be used to implement a peer auto discovery
technique when tP multicast capability is not available
according to one exemplary implementation. The basic
network architecture has been described in detail above and
for sake of brevity will not be repeated. It will be appreciated
that while four wireless switches including one DA are
shown in this example, the same concepts could be applied
in a WLAN 500 including any number of wireless switches
and any number of DAs, including redundant DAs (e.g., at
least one backup DA) within the mobility domain 550.
Typically, a smaller number of DAs serve a larger number of
wireless switches.

[0095] In this exemplary implementation, the WLAN 500
comprises four wireless switches 512-532 that are shown as
being part of a mobility domain 550, where wireless switch
532 has been designated as a primary DA that is used to
allow each of the wireless switches 512-542 in the mobility
domain 550 to discover one another. Every wireless switch
in the WLAN 500 is configured with the IP address of the
primary DA 532. The primary DA 532 maintains a database
of all the mobility peers and their associated configuration
parameters. The primary DA 532 dynamically builds this
database as wireless switches 512-542 register and de-
register with the primary DA 532. The use of the primary DA
532 in a peer auto discovery technique will now be described
with reference to FIG. 6.

[0096] FIG. 6 is a flow chart showing a peer auto discov-
ery technique 600 using a Discovery Agent (DA) to discover
peer wireless switches within a mobility domain according
to one exemplary implementation.

[0097] After the wireless switch 512 powers up, at step
610, the wireless switch 512 establishes a connection with
the primary DA 532 and transmits a registration message to
the primary DA 532 to register its IP address/port number
with the primary DA 532. The registration message also
comprises a mobility-domain identifier of the wireless
switch 512 which can be used by the primary DA 532 to
determine whether wireless switch 512 is a member of the
configured mobility-domain 550. Each of the other wireless
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switches 522-542 will also implement step 610. Although
not shown in FIG. 6, it will be appreciated that if the primary
DA 532 is unavailable for some reason, and if a backup DA
532 exists, the wireless switch 512 will try and connect to
the backup DA.

[0098] At step 620, the DA 532 updates a peer database of
wireless switches in the mobility domain 550 using the
information provided in the registration messages it has
received from the wireless switches 512-542 whenever a
new wireless switch registers with the DA 532.

[0099] At step 630, the DA 532 sends a peer discovery
message including registration information for each of the
new wireless switches to each of the wireless switches in its
mobility domain peer database (e.g., wireless switches 512-
542 and any other wireless switches in the mobility domain
550 that have registered with the DA 532). This registration
information includes IP addresses/port numbers for each of
the wireless switches 512-532 (as well as any other wireless
switches in the mobility domain 550 that registered with the
DA 532).

[0100] After the wireless switches 512-542 (and any other
wireless switches in the mobility domain 550) receive the
peer discovery message from the DA 532, then at step 640
those wireless switches message update their peer database
and establish peering sessions with wireless switches in their
respective peer databases. For instance, in one implemen-
tation, the wireless switches establish TCP connections over
a well known TCP port and exchange “Config” messages
that would include the Mobility Domain Identifier (MDI),
Mobility Area ID (MAID), whether the switch has been
configured as a designated wireless switch (DS), and pro-
visioned WLAN-to-VLAN mappings. For example, in FIG.
5, after the wireless switch 512 receives the peer discovery
message from the DA 532, the wireless switch 512 updates
its peer database and then establishes mobility peering
sessions with all the other wireless switches in the peer
database. Each of the other wireless switches 522-542 will
also perform the same process.

Exemplary Wireless Switch

[0101] FIG. 7 is a simplified block diagram of an exem-
plary wireless switch 700. Wireless switch 700 is only one
example of a suitable wireless switch and is not intended to
suggest any limitation as to the scope of use or functionality
of the invention. Other well known configurations that may
be suitable for use with the invention include, but are not
limited to, personal computers, server computers, multipro-
cessor systems, microprocessor-based systems, program-
mable consumer electronics, network PCs, minicomputers,
mainframe computers, distributed computing environments
that include any of the above systems or devices, and the
like.

[0102] Wireless switch 700 and certain aspects of embodi-
ments of the invention may be described in the general
context of computer-executable instructions, such as pro-
gram modules, executed by one or more computers or other
devices. Generally, program modules include routines, pro-
grams, objects, components, data structures, and/or other
elements that perform particular tasks or implement particu-
lar abstract data types. Typically, the functionality of the
program modules may be combined or distributed as desired
in various embodiments.

[0103] Wireless switch 700 typically includes at least
some form of computer readable-media. Computer readable
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media can be any available media that can be accessed by
wireless switch 700 and/or by applications executed by
wireless switch 700. By way of example, and not limitation,
computer readable media may comprise computer storage
media and communication media. Computer storage media
includes volatile, nonvolatile, removable, and non-remov-
able media implemented in any method or technology for
storage of information such as computer readable instruc-
tions, data structures, program modules or other data. Com-
puter storage media includes, but is not limited to, RAM,
ROM, EEPROM, flash memory or other memory technol-
ogy, CD-ROM, digital versatile disks (DVD) or other optical
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other
medium which can be used to store the desired information
and which can accessed by wireless switch 700. Commu-
nication media typically embodies computer readable
instructions, data structures, program modules or other data
in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired con-
nection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the
above should also be included within the scope of computer
readable media.

[0104] Referring again to FIG. 7, in its most basic con-
figuration, wireless switch 700 typically includes at least one
processing unit 702 and a suitable amount of memory 704.
Depending on the exact configuration and type of computing
system 700, memory 704 may be volatile (such as RAM),
non-volatile (such as ROM, flash memory, etc.) or some
combination of the two. This most basic configuration is
identified in FIG. 7 by reference number 706. Additionally,
wireless switch 700 may also have additional features/
functionality. For example, wireless switch 700 may also
include additional storage (removable and/or non-remov-
able) including, but not limited to, magnetic or optical disks
or tape. Such additional storage is illustrated in FIG. 7 by
removable storage 708 and non-removable storage 710.
Memory 704, removable storage 708, and non-removable
storage 710 are all examples of computer storage media as
defined above.

[0105] Wireless switch 700 may also contain communi-
cations connection(s) 712 that allow the system to commu-
nicate with other devices. Communications connection(s)
712 may be associated with the handling of communication
media as defined above.

[0106] Wireless switch 700 may also include or commu-
nicate with input device(s) 714 such as a keyboard, mouse
or other pointing device, pen, voice input device, touch input
device, etc. In the example embodiment described below,
input device(s) includes a standard pointing device (e.g., a
mouse, a trackball device, a joystick device, a touchpad
device, or any type of pointing device) that generates
standard pointing device messages for processing by wire-
less switch 700. Wireless switch 700 may also include or
communicate with output device(s) 716. All of these devices
are well know in the art and need not be discussed at length
here.
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Wireless Client Database

[0107] FIG. 8 is a structural diagram showing the rela-
tionship between various parts of a wireless client database
(WCDb) 810 maintained by each wireless switch in a
mobility domain.

[0108] Each wireless switch maintains a wireless client
database (WCDb) 810 which comprises a control-plane
wireless client database (CPWCDb) 820. The WCDb 810
can be maintained in any form of computer-readable media
in the wireless switch.

[0109] Every wireless switch in a particular mobility
domain needs to be aware of all the wireless client devices
and their L3-mobility related parameters to distinguish
between new wireless client devices entering the network
and existing wireless client devices roaming within the
mobility domain. The CPWCDb 820 comprises a complete
set of all the wireless client devices currently associated with
wireless switches in a particular mobility domain, and
L3-mobility related parameters associated with each of those
wireless client devices. For a particular wireless client
device, the [.3-mobility related parameters comprise MAC
address of the particular wireless client device, an I[P-address
of the particular wireless client device, an IP address of the
home wireless switch (HS) for the particular wireless client
device, an IP address of the current wireless switch (CS) for
the particular wireless client device, and a VLLAN identifier
of the home wireless switch (HS) for the particular wireless
client device.

[0110] This CPWCDb 820 within a particular wireless
switch comprises: a kernel wireless client database
(KWCDb) 830, a home wireless client database (HWCDb)
840 and a foreign wireless client database (FWCDb) 850.

[0111] The kernel wireless client database (KWCDb) 830
is provided in the data-plane. The KWCDb 830 is a subset
of the CPWCDb 820 that gets downloaded to a data-
forwarder for packet forwarding purposes. The data for-
warder may comprise modules (either software or hardware)
present in the switch that are responsible for inspecting
incoming data packets, performing lookups based on the
destination MAC/IP address and transmitting the packet out
on the appropriate port.

[0112] The KWCDb 830 comprises wireless client devices
for which a particular wireless switch is either the HS
(HWCDb: includes the case where the wireless switch can
be both HS and CS) or just the CS (a subset of the FWCDb).
Forwarding plane lookups used to obtain the state of the
wireless client device (as part of a Data plane state machine)
is done on this wireless client database. The lookups are used
to determine the CS and/or HS and the Home-switch VLAN
of the wireless client to forward data packets appropriately.

[0113] The HWCDb 840 comprises the set of wireless
client devices for which the particular wireless switch is the
home wireless switch. As soon as a peering session is
established between two wireless switches, the wireless
switches can synchronize their WCDbs by sending their
HWCDbs 840 to one another. The protocol does not require
periodic refresh of the entire WCDb and subsequently only
incremental updates are sent when the WCDb changes. By
contrast, the FWCDDb 850 comprises a set of wireless client
devices for which this particular wireless switch is not the
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home wireless switch. These wireless client devices are
learned from other peers in the mobility domain via mobility
update messages.

Wireless Client Device Roaming

[0114] When a wireless client device roams in a WLAN,
the wireless client device and wireless switches can utilize
certain mobility messages which allow wireless switches in
the WLAN to determine mobility of the wireless client
device. These wireless client device mobility messages
comprise a join message (referred to hereafter as “JOIN”),
a leave message (referred to hereafter as “LEAVE”), a layer
3 (L3) roam message (referred to hereafter as “L.3-ROAM”),
and a layer 2 (I.2) roam message (referred to hereafter as
“L3-ROAM”). These wireless client device mobility mes-
sages will now be described since they will be referred to
throughout the remainder of this description.

[0115] A JOIN message originates from the current wire-
less switch of a particular wireless client device to advertise
the presence of that particular wireless client device when
the particular wireless client device enters the WLAN for the
first time. For example, when a wireless client device that is
currently not present in the wireless client database (WCDb)
associates with a particular wireless switch, the particular
wireless switch sends a JOIN message to the home wireless
switch of the wireless client device. The home wireless
switch (HS) for the particular wireless client device then
forwards the JOIN message to all its peer wireless switches,
except the one from which it received the original message.
The JOIN message comprises a MAC address of the par-
ticular wireless client device, an IP address of the home
wireless switch (HS) for the particular wireless client device,
an IP address of the current wireless switch (CS) for the
particular wireless client device, and a VLAN identifier of
the home wireless switch (HS) for the particular wireless
client device.

[0116] A current wireless switch sends a LEAVE message
when the wireless switch determines that a particular wire-
less client device, that was originally present in the wireless
client database (WCDb) of the wireless switch, is no longer
present in the mobility domain of the wireless switch. The
current wireless switch sends the LEAVE message (which
includes the particular wireless client device’s MAC address
information) to the home wireless switch of the particular
wireless client device. The home wireless switch of the
particular wireless client device eventually forwards the
LEAVE message to all of its peer wireless switches in its
mobility domain. The criterion to determine that the par-
ticular wireless client device has actually left the mobility
domain of the current wireless switch is implementation
specific.

[0117] When a particular wireless client device roams to a
new current wireless switch that is on a different .3 network
(e.g., the particular wireless client device is mapped to a
different VLAN ID), the new current wireless switch sends
a [L.3-ROAM message to the client device’s home switch.
The L3-ROAM message comprises an IP address of the new
current wireless switch. The home wireless switch of the
particular wireless client device then forwards this
L3-ROAM message to all other peer wireless switches in its
mobility domain.

[0118] When a particular wireless client device roams to a
new current wireless switch that is on the same L3 subnet as
an old current wireless switch of the particular wireless
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client device (e.g., the SSID to which the client device is
associated on the new current wireless switch is mapped to
the same VL AN ID), the new current wireless switch sends
a [L.2-ROAM message to the client device’s home switch.
The L2-ROAM message sent to the old home wireless
switch comprises an IP address of the new home wireless
switch and an IP address of the current wireless switch. The
old home wireless switch of the particular wireless client
device then forwards this L.2-ROAM message to all other
peer wireless switches in its mobility domain.

L3 Roam Operation

[0119] FIG. 9 is a flow chart showing a layer 3 (L3)
roaming technique 900 for use when a wireless client device
roams within a mobility domain according to one exemplary
implementation.

[0120] At step 910, the wireless client device associates
with a particular wireless switch in the mobility domain.
This particular wireless switch then becomes the current
wireless switch or “current switch” (CS) for the wireless
client device.

[0121] At step 920, the current wireless switch then deter-
mines the wireless client device’s home wireless switch
based on a pre-configured home wireless switch selection
algorithm. The home wireless switch selection algorithm
varies depending upon the implementation. In one imple-
mentation, the home wireless switch selection algorithm can
simply be that the current wireless switch itself becomes the
home wireless switch for the wireless client device. In one
implementation, the home wireless switch selection algo-
rithm can be based on a load-balancing scheme like a Round
Robin selection algorithm, a Weighted Round Robin selec-
tion algorithm, a Random selection algorithm, etc.

[0122] Atstep 930, the home wireless switch sends a JOIN
message with wireless client device’s MAC-address, IP-
address and home wireless switch-VLLAN information to
each of its peer wireless switches in its mobility domain.
[0123] At step 940, when the wireless client device roams
to a wireless switch on a different L3 subnet, this new
wireless switch becomes the new current wireless switch for
the wireless client device.

[0124] At step 950, the new current wireless switch sends
out a L3-ROAM message to the home wireless switch. The
home wireless switch then forwards or relays the L3-ROAM
message to each of its peer wireless switches in its mobility
domain.

[0125] As step 955, the wireless client device continues to
retain its IP address in Home Wireless Switch-VLAN.
[0126] At step 970, the new current wireless switch tun-
nels all data packets (including DHCP and ARP) transmitted
by the wireless client device through a GRE-over-1P tunnel
to the home wireless switch of the wireless client device.
[0127] At step 980, the home wireless switch tunnels data
packets destined for the wireless client device to the current
wireless switch through a GRE-over-IP tunnel between the
home wireless switch and the current wireless switch.

Aggressive Roaming and Conflict Resolution

[0128] In some scenarios wireless switches in the network
may have an inconsistent view of the wireless client device
state. For example, such scenarios can arise when wireless
client devices roam aggressively between wireless switches.
This can cause control messages to arrive out-of-order. A
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wireless switch can detect conflicting or inconsistent view of
the wireless client device state. For example, a wireless
switch can detect a conflict when a control-plane state-
machine identifies certain control messages as incorrect
given the state of the wireless client device. Alternatively, a
wireless switch can detect a conflict when the same control
message (JOIN, LEAVE, L2 ROAM or L3ROAM) for a
wireless client device are received from different peer wire-
less switches within a pre-configured interval of time.
[0129] When a wireless switch detects such conflicts,
these conflicts can be resolved by forcing the wireless client
device to actually dissociate from its current wireless switch,
exit from the mobility domain and re-associate back with a
current wireless switch (without continuing to roam aggres-
sively).

[0130] FIG. 10A is a flow chart showing a technique 1000
for resolving conflicting or inconsistent views of a layer 3
(L3) mobility state of a wireless client device at or
“amongst” wireless switches according to one exemplary
implementation. For purposes of illustrating how this tech-
nique 1000 could apply to one exemplary non-limiting
network configuration, the description of FIG. 10A will be
provided with reference to the simplified WLAN shown in
FIG. 1. It will be appreciated, however, that this technique
1000 could be applied in other types of networks having
different configurations.

[0131] At step 1010, a wireless client device 2 associates
with a first wireless switch 12.

[0132] At step 1020, assuming first wireless switch 12
chooses itself as the home wireless switch for wireless client
device 2, then the first wireless switch 12 sends a JOIN
message to peer wireless switches within its mobility
domain to inform those wireless switches about its status as
being both the home and the current wireless switch of the
wireless client device 2. The JOIN message indicates that
the first wireless switch 12 is the both the home and the
current wireless switch of the wireless client device 2.
[0133] At step 1030, the wireless client device 2 roams to
a second wireless switch 22 before the JOIN message from
first wireless switch 12 reaches second wireless switch 22.
[0134] At step 1040, assuming second wireless switch 22
chooses itself as the home wireless switch for wireless client
device 2, then the second wireless switch 22 sends another
JOIN message to peer wireless switches within its mobility
domain including the first wireless switch 12. As above, the
JOIN message indicates that the second wireless switch 22
is the both the home and the current wireless switch of the
wireless client device 2. At this point, both the first wireless
switch 12 and the second wireless switch 22 think that they
are the current wireless switch for the wireless client device
2.

[0135] At step 1050, the first wireless switch 12 and the
second wireless switch 22 receive the JOIN messages from
the second wireless switch 22 and the first wireless switch
12, respectively.

[0136] At step 1062, a conflict resolution mechanism is
initiated by at least one of the first wireless switch 12 and the
second wireless switch 22. At step 1064, the conflict reso-
Iution mechanism causes or forces the wireless client device
2 to dissociate from both the first wireless switch 12 and the
second wireless switch 22. For example, both the first
wireless switch 12 and the second wireless switch 22 can
send an IEEE 802.11 de-authentication message to cause the
wireless client device 2 to dissociate from both the first
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wireless switch 12 and the second wireless switch 22. At
step 1066, the wireless client device 2 re-associates back
with one of first wireless switch 12 and the second wireless
switch 22.

[0137] FIG. 10B is a flow chart showing a technique 1070
for resolving conflicting or inconsistent views of the wire-
less client device state amongst wireless switches in a
mobility domain according to one exemplary implementa-
tion.

[0138] At step 1072, a wireless client device associates
with a first wireless switch. At step 1074, assuming first
wireless switch chooses itself as the home wireless switch
for wireless client device, then the first wireless switch sends
a JOIN message to peer wireless switches within its mobility
domain to inform those wireless switches about its status as
being both the home and the current wireless switch of the
wireless client device. The JOIN message indicates that the
first wireless switch is the both the home and the current
wireless switch of the wireless client device. At step 1076,
the wireless client device roams to a second wireless switch.
At step 1078, the second wireless switch sends a L3-ROAM
message to the home wireless switch to indicate that the
wireless client device has roamed to the second wireless
switch.

[0139] At step 1080, the wireless client roams immedi-
ately to a third wireless switch, and at step 1082, the third
wireless switch sends a L3-ROAM message to the home
wireless switch to indicate that the wireless client device has
roamed to it. At step 1084, the home wireless switch receives
L3-ROAM message from the third wireless switch before
the L.3-ROAM message from the second wireless switch,
resulting in incorrect wireless client state at the home
wireless switch.

[0140] At step 1086, the home wireless switch detects
potential conflicting state based on receiving successive
L3-ROAM messages within a pre-configured interval of
time. At step 1088, a conflict resolution mechanism can be
initiated at the home wireless switch. At step 1090, the home
wireless switch sends a LEAVE message for the wireless
client to all its peers wireless switches in the mobility
domain.

[0141] At step 1092, the conflict resolution mechanism
causes or forces the wireless client device to dissociate from
both the first wireless switch and the second wireless switch.
For example, both the first wireless switch and the second
wireless switch can send an IEEE 802.11 de-authentication
message to cause the wireless client device to dissociate
from both the first wireless switch and the second wireless
switch. At step 1094, the wireless client device re-associates
back with the nearest wireless switch.

[0142] FIG. 11 is a flow chart showing a technique 1100
for resolving conflicting or inconsistent views of the wire-
less client device state amongst wireless switches in a
mobility domain according to one exemplary implementa-
tion.

[0143] At step 1110, all of the wireless switches in a
particular mobility domain time synchronize using, for
example, the Network Time Protocol (NTP) or the Simple
Network Time Protocol (SNTP). NTP is a protocol for
synchronizing the clocks of computer systems over packet-
switched, variable-latency data networks. NTP uses UDP
port 123 as its transport layer. It is designed particularly to
resist the effects of variable latency. The operational details
of NTP are illustrated in RFC 778, RFC 891, RFC 956, RFC
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958, and RFC 1305. The current version is NTP version 4;
however, as of 2005, only NTP up to version 3 has been
documented in RFCs. The IETF NTP Working Group has
formed to standardize the work of the NTP community since
RFC 1305 et al. A less complex form of NTP that does not
require storing information about previous communications
is known as the Simple Network Time Protocol (SNTP).
SNTP is used in some embedded devices and in applications
where high accuracy timing is not required. See RFC 1361,
RFC 1769, RFC 2030 and RFC 4330.

[0144] At step 1120, the wireless switches time-stamp all
control messages before sending the control messages to
other peer wireless switches in the mobility domain.

[0145] At step 1130, one or more wireless switches
receive control messages out-of-order. This results in con-
flicting views of wireless client device state at one or more
wireless switches.

[0146] At step 1140, the wireless switches receiving out-
of-order control messages can use the time-stamps in the
control messages to identify the most recent wireless client
device state thereby resolving conflicting wireless client
states. Thus, even is control messages are received out-of-
order, this wireless switch can correctly identify the most
recent wireless client device state. The wireless switches can
use the most recent wireless client device state (e.g., current
wireless switch, home wireless switch, backup wireless
switch, etc.).

L2 Roaming

[0147] FIG. 12 is a flow chart showing a layer 2 (L2)
roaming technique 1200 for use when a wireless client
device roams within a mobility domain according to one
exemplary implementation.

[0148] At step 1210, a wireless client roams to a new
wireless switch on the same VL AN (L3 subnet) as the home
wireless switch (home wireless switch VLAN) (e.g., wire-
less client device is mapped to the same VLAN ID).

[0149] At step 1220, the new current wireless switch
determines that this is a L2 roam and “re-homes” the
wireless client to itself. In other words, the new current
wireless switch assumes the role of the home wireless switch
as well as the current wireless switch for this wireless client.

[0150] At step 1230, the new current wireless switch sends
a L2-ROAM message to the old home wireless switch. The
L2-ROAM message indicates that the wireless client device
has roamed within the same VLAN. The L2-ROAM mes-
sage comprises an IP address of the home wireless switch
and an IP address of the new current wireless switch.
[0151] At step 1240, the old home wireless switch for-
wards the [L2-ROAM message to all its peer wireless
switches within its mobility domain to update the wireless
client’s state at each of the peer wireless switches of the old
home wireless switch.

[0152] At this point, the wireless client device is basically
re-homed to the new current wireless switch, but gets to
keep its IP address. This approach avoids the overhead of an
extra hop across the GRE tunnel to the home wireless switch
for data traffic. In an overlapping VL AN scenario, even if
the new current wireless switch is on a different .3 subnet
the same process can be used. In this case, the wireless client

Ex.1019 / Page 39 of 50
Cisco Systems, Inc.



US 2008/0013474 Al

device uses the same VLAN ID, sends a new DHCP request
and obtains a new IP address.

L3 Mobility Data-Forwarding

[0153] As noted above with respect to FIG. 3, as part of
peer establishment between switches in the mobility
domain, a full mesh of GRE tunnels is created between
wireless switches in a particular mobility domain.

[0154] Data packet forwarding to and from a roamed
wireless client device can be accomplished by tunneling the
entire Layer 2 packet in a GRE tunnel between the current
wireless switch and home wireless switch with a proprietary
protocol code-point. The proprietary .3 mobility protocol
code-point. A code-point is used to identify and demultiplex
different types of packets received over a GRE tunnel. The
GRE standard defines code-points for IPV4, IPV6, etc. The
new code-point is used to identify all L3 mobility data
packets tunneled over GRE.

[0155] Exemplary data forwarding scenarios will now be
described below in FIGS. 14 through 18 with reference to
the network topology described in FIG. 13. These exemplary
data forwarding scenarios cover scenarios including Wired
to Wireless port, Wireless to Wired port, as well as data
forwarding between Roamed-Wireless switches.

Unicast Data Forwarding Scenarios

[0156] FIG. 13 is a simplified block diagram of a WLAN
according to one exemplary implementation. The basic
network architecture has been described in detail above and
for sake of brevity will not be repeated. It will be appreciated
that while two wireless switches are shown in this example,
the same concepts could be applied in a WLAN including
any number of wireless switches within the mobility domain
1350.

[0157] In the following description of FIGS. 14-16, wire-
less client device 1302 and wireless client device 1304 are
initially homed with wireless switch 1312 (e.g., wireless
switch 1312 is both the home wireless switch and the initial
current wireless switch for wireless client devices 1302,
1304). Both wireless client device 1302 and wireless client
device 1304 roam to a new current wireless switch 1322.
[0158] FIG. 14 is a flow chart 1400 showing a L.3 mobility
data forwarding scenario for forwarding unicast data from a
wireless client device 1304 to a wired host 1370 in the
network when the wireless client device 1304 roams within
a mobility domain according to one exemplary implemen-
tation. The data packet forwarding process 1400 helps
ensure that a kernel wireless client database (KWCDb) has
the most accurate and up-to-date information for data-
forwarding purposes.

[0159] At step 1402, a .3 mobility control plane module
gathers [.3-mobility related information about the wireless
client devices in the mobility domain via L3 mobility
messages, and adds [3-mobility related information to the
control plane wireless client database (CPWCDb).

[0160] At step 1404, for every L3 mobility update mes-
sage, the L3 mobility control plane module populates the
KWCDb with a subset of the wireless client devices in the
CPWCDb for which this wireless switch is the home wire-
less switch or the current wireless switch. This process is
done for every L3 mobility update message to ensure that the
KWCDb has the most accurate and up-to-date information
for data-forwarding purposes.
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[0161] At step 1410, the wireless client device 1304 sends
a L2 packet to its current wireless switch 1322.

[0162] When a kernel packet-driver receives a data packet
from a wireless client device, at step 1412, the kernel
packet-driver first checks the KWCDb to determine if the
source MAC of the data packet received from the wireless
client device corresponds to a roamed wireless client device.
The kernel packet-driver serves to act as the Wireless
Switch’s software data-forwarder and is responsible for
forwarding data packets based on lookups performed on the
wireless switch’s forwarding databases (e.g., BWCT,
KWCDb, CS-Tunnel VMT, CS-WLAN VMT).

[0163] Ifthe source MAC ofthe data packet received from
the wireless client device does not corresponds to a roamed
wireless client device, then at step 1414, the kernel packet-
driver checks the BWCT and continues its normal forward-
ing operations.

[0164] At step 1420, if the source MAC of the data packet
received from the wireless client device does corresponds to
a roamed wireless client device (i.e., the wireless client
device is present in the KWCDb), then the kernel packet-
driver uses the information in the KWCDDb to identify and
tunnel the packet to the home wireless switch. The current
wireless switch 1322 encapsulates the .2 packet in GRE and
tunnels the GRE packet to the wireless client device’s home
wireless switch 1312 via a GRE-over-IP tunnel.

[0165] At step 1430, the home wireless switch 1312
decapsulates the GRE packet and forwards the inner [.2
packet to the router 1360 via Layer 2 switch 1330 which
then sends the inner [.2 packet to the wired host 1370.
[0166] FIG. 15 is a flow chart 1500 showing a [.3 mobility
data forwarding scenario for forwarding unicast data from a
wired host 1370 to a wireless client device 1304 when the
wireless client device 1304 roams within a mobility domain
according to another exemplary implementation.

[0167] At step 1502, a L3 mobility control plane module
gathers [.3-mobility related information about the wireless
client devices in the mobility domain via L3 mobility
messages, and adds [.3-mobility related information to the
control plane wireless client database (CPWCDb).

[0168] At step 1504, for every L3 mobility update mes-
sage, the .3 mobility control plane module populates the
KWCDb with a subset of the wireless client devices in the
CPWCDb for which this wireless switch is the home wire-
less switch or the current wireless switch. This process is
done for every L3 mobility-update message to ensure that
the KWCDb has the most accurate and up-to-date informa-
tion for data-forwarding purposes.

[0169] At step 1510, the wired host 1370 forwards a data
packet to the router 1360, which routes the data packet to
wireless client device’s home wireless switch 1312.

[0170] When the kernel packet-driver receives a data
packet from a wired host, at step 1512, the kernel packet-
driver checks the KWCDb to determine if the destination
MAC address of the data packet received from the wired
host corresponds to a roamed wireless client device.
[0171] If the destination MAC address of the data packet
received from the wired host does not correspond to a
roamed wireless client device (e.g., wireless client device is
not found in the KWCDb), then at step 1514, kernel packet-
driver checks the BWCT and continues its normal forward-
ing operations.

[0172] If the destination MAC address of the data packet
received from the wired host corresponds to a roamed

Ex.1019 / Page 40 of 50
Cisco Systems, Inc.



US 2008/0013474 Al

wireless client device (e.g., the wireless client device is
present in the KWCDb), then at step 1520, the kernel
packet-driver uses the information in the KWCDb to iden-
tify a current wireless switch of the wireless client device.
The home wireless switch 1312 encapsulates the [.2 packet
and tunnels a GRE packet (comprising the 1.2 packet) to the
current wireless switch 1322 via a GRE-over-IP tunnel.

[0173] At step 1530, the current wireless switch 1322
decapsulates the GRE packet and sends the original or inner
L2 packet to wireless client device 1304.

[0174] FIG. 16 is a flow chart 1600 showing a [.3 data
forwarding scenario for forwarding unicast data from a first
wireless client device to a second wireless client device in
the network when the wireless client devices roam within
their mobility domain according to another exemplary
implementation. In this exemplary scenario, the first wire-
less client device and the second wireless client device have
the same home wireless switch, but roam to different current
wireless switches.

[0175] At step 1602, a L3 mobility control plane module
gathers [.3-mobility related information about the wireless
client devices in the mobility domain via L3 mobility
messages, and adds [3-mobility related information to the
control plane wireless client database (CPWCDb).

[0176] At step 1604, for every L3 mobility update mes-
sage, the L3 mobility control plane module populates the
KWCDb with a subset of the wireless client devices in the
CPWCDb for which this wireless switch is the home wire-
less switch or the current wireless switch. This process is
done for every L3 mobility update message to ensure that the
KWCDb has the most accurate and up-to-date information
for data-forwarding purposes.

[0177] At step 1610, the first wireless client device sends
a 1.2 packet to its current wireless switch.

[0178] When the kernel packet-driver receives a data
packet from the first wireless client device, the kernel
packet-driver checks the KWCDb to determine if the source
MAC address of the data packet corresponds to a roamed
wireless client device.

[0179] If the source MAC address of the data packet does
not correspond to a roamed wireless client device (e.g., the
wireless client device is not found in the KWCDb), then at
step 1614, kernel packet-driver checks the BWCT and
continues its normal forwarding operations.

[0180] At step 1620, the source MAC address of the data
packet corresponds to a roamed wireless client device (e.g.,
the wireless client device is present in the KWCDb), then the
kernel packet-driver uses the information in the KWCDb to
identify and tunnel the packet to the home wireless switch.
The current wireless switch 1322 encapsulates the [.2 packet
and tunnels the encapsulated packet to the home wireless
switch 1312 of the wireless client device 1302 over the
GRE-over-IP tunnel shared by the home wireless switch
1312 of the wireless client device 1302 and the current
wireless switch 1322 of the wireless client device 1304.

[0181] At step 1630, the home wireless switch 1312
decapsulates the encapsulated packet and initiates a process
for forwarding the inner L2 packet.

[0182] When the kernel packet-driver receives the data
packet from the wired host, at step 1632, the kernel packet-
driver first checks the KWCDb to determine if the destina-
tion MAC address of the data packet received from the wired
host corresponds to a roamed wireless client device.
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[0183] If the destination MAC address of the data packet
received from the wired host does not correspond to a
roamed wireless client device (e.g., the wireless client
device is not found in the KWCDb), then at step 1634, the
kernel packet-driver checks the BWCT and continues its
normal forwarding operations.

[0184] If the destination MAC address of the data packet
received from the wired host corresponds to a roamed
wireless client device (e.g., the wireless client device is
present in the KWCDb), then at step 1636, the kernel
packet-driver uses the information in the KWCDb to iden-
tify a current wireless switch of the wireless client device.
The home wireless switch of the second wireless client
device encapsulates the 1.2 packet and tunnels a GRE packet
(comprising the L2 packet) to the current wireless switch via
a GRE-over-IP tunnel.

[0185] At step 1638, the current wireless switch decapsu-
lates the GRE packet and sends the original or inner [.2
packet to the second wireless client device.

Broadcast/Multicast (BCMC) Data Forwarding Scenarios

[0186] For the purpose of forwarding broadcast/multicast
(BCMC) data, each of the wireless switches maintains a
Current Switch Tunnel VLAN Member Table (CS-Tunnel-
VMT) and a Current Switch WLAN-VLAN Member Table
(CS-WLAN-VMT) along with the KWCDb in the data-
forwarder (or kernel packet-driver). The Current Switch
Tunnel VLAN Member Table (CS-Tunnel-VMT) comprises
the subset of CS tunnels to peer switches computed per
VLAN on the HS, determined based on whether there is at
least one roamed wireless client device belonging to that
VLAN. The Current Switch WLAN-VLAN Member Table
(CS-WLAN-VMT) comprises the subset of WLANs com-
puted per VLAN on the CS, determined based on whether
there is at least one roamed wireless client device on the
WLAN belonging to the VLAN. Since this table is com-
puted at the CS, this VLAN is the VLAN ID of the packet
received over a GRE tunnel from the HS.

[0187] In the following BCMC data forwarding scenarios,
the wireless client device 1303 is associated with WLAN 11
on wireless switch 1312, and wireless client device 1302 is
associated with WLAN 12 on wireless switch 1312. The
wireless switch 1312 is the HS as well as the CS for wireless
client device 1303 and wireless client device 1302. Since
WLAN 11 and WLAN 12 are mapped to VLAN 10, both
wireless client device 1303 and wireless client device 1302
are “homed” on subnet A 1310 (VLAN 10). The wireless
client device 1303 roams to WLAN 21 on wireless switch
1322 (making wireless switch 1322 the CS for wireless
client device 1303) and wireless client device 1302 roams to
WLAN31 on wireless switch 1332 (making wireless switch
1332 the CS for wireless client device 1302).

[0188] All wireless switches update their CPWCDb as
well as their KWCDb with both wireless clients’ states.
Wireless switch 1312, which is the HS for both wireless
client devices 1302, 1303, updates its CS-Tunnel-VMT for
VLAN 10 with Tunnel 12 and Tunnel 13 since both WSs
have at least one roamed wireless client device from VLAN
10. Wireless switch 1322 and wireless switch 1332 also
update their CS-WLAN-VMT for VLAN 10 with WLAN 21
and WLAN 31, respectively.

[0189] FIG. 17 is a flow chart 1700 showing a broadcast-
multicast (BCMC) data forwarding scenario for forwarding
BCMC data from a wireless client device to either another
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wireless client device or to a wired host in the network when
the wireless client device roams within a mobility domain
according to one exemplary implementation.

BCMC Data from Wireless Client Device to Wired Host or
Another Wireless Client Device

[0190] At step 1710, the wireless client device 1303 sends
a BCMC packet on WLAN 21. At step 1720, the wireless
switch 1322 receives the BCMC packet, replicates the
BCMC packet and forwards the BCMC packet out on HS
Tunnel 12 to wireless switch 1312. At step 1730, the
wireless switch 1312 receives the BCMC packet on Tunnel
12 and forwards the BCMC packet out on: WLAN 11 and
WLAN 12; the CS-Tunnel-VMT consisting of Tunnel 13
(does not forward on Tunnel 12 since it received the BCMC
packet on that tunnel), and the Wired interface. At step 1740,
the wired host 1370 receives the BCMC packet which was
forwarded on the wired interface. At step 1750, the wireless
switch 1332 receives the BCMC packet on Tunnel 13 and
forwards the BCMC packet out to CS-WLAN-VMT (which
comprises the WLAN 31). At step 1760, all roamed wireless
client devices belonging to VLAN 1310 on WLAN 31
including wireless client device 1302 receive the BCMC
packet.

Forwarding BCMC Data from Wired Host to Wireless Client
Device

[0191] FIG. 18 is a flow chart showing a broadcast-
multicast (BCMC) data forwarding scenario for forwarding
BCMC data from a wired host to a wireless client device
when the wireless client device roams within a mobility
domain according to another exemplary implementation.
[0192] At step 1810, the wired host 1370 sends a BCMC
packet on VLAN 1310. At step 1820, wireless switch 1312
receives the BCMC packet, replicates the BCMC packet and
forwards the BCMC packet out on: WLAN 11 and WLAN
12, and CS-Tunnel-VMT consisting of Tunnel 12 and Tun-
nel 13. At step 1830, wireless switch 1322 receives the
BCMC packet on Tunnel 12 and forwards the BCMC packet
out to its CS-WLAN-VMT, which comprises WLAN 21; At
step 1840, all roamed wireless client-devices-belonging to
VLAN 1310 on WLAN 21 including wireless client device
1303 receive the BCMC packet. At step 1850, wireless
switch 1332 receives the BCMC packet on Tunnel 13 and
forwards the BCMC packet out to its CS-WLAN-VMT,
which comprises of WLAN 31. At step 1860, all roamed
wireless client devices belonging to VLAN 1310 on WLAN
31 including wireless client device 1302 receive the BCMC
packet.

Home Switch Selection and Load Balancing

[0193] In some deployment scenarios, a WLAN will be
deployed in a large area and supports a large number of
clients on a number of wireless switches. Due to the location
and distribution of the wireless switches, there can be an
increased likelihood that one of the wireless switches will be
assigned as the home wireless switch to a disproportionately
large number or percentage of mobile clients in the WLAN.
For example, a WLAN deployed at a park might have a
number wireless switches. In this scenario, a first wireless
switch might be located, for example, at a park, mall,
stadium or other location where a large percentage of the
clients will power on their 802.11 devices at the entrance. As
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a result the first wireless switch can become the home
wireless switch of a large percentage of the clients such that
it supports a disproportionately large number of the clients.
When these clients roam the first wireless switch will remain
as the home wireless switch for those clients, and the traffic
to and from these clients will be tunneled back to first
wireless switch indefinitely regardless of the client’s loca-
tion and proximity to other wireless switches in the WLAN.
As aresult, it is possible that the first wireless switch will get
overloaded while some other wireless switches in the
WLAN may be handling a relatively light load.

[0194] It would be desirable to provide techniques which
allow the first wireless switch to determine that it should no
longer remain as the home wireless switch for a certain
client or clients when those clients move away from the first
wireless switch. Techniques are needed to allow the first
wireless switch to determine that it is no longer the best
home wireless switch for a particular wireless client device
or clients. Techniques are also needed to balance the number
of clients assigned to a particular wireless switch such that
the load on each of the wireless switches in the WLAN
becomes more balanced.

[0195] To alleviate this issue, the home wireless switch
selection process load-balances the wireless client device’s
home wireless switch assignment using either static home
wireless switch mappings or dynamic load-balancing algo-
rithms.

[0196] In one implementation, a home switch can be
selected by using “static” home wireless switch mappings
refer to a static mapping between the MAC address of a
wireless client device and the IP address of that client’s
home wireless switch. This static home wireless switch
mapping is provisioned explicitly on the current wireless
switch with which the wireless client device first associates.
[0197] In one implementation, a home switch can be
selected based on a configured load-balancing algorithm.
Examples of load-balancing algorithms include, a “current
wireless switch is the home wireless switch” load-balancing
algorithm, a random load-balancing algorithm, a round-
robin load-balancing algorithm, or a weighted-round-robin
load-balancing algorithm.

[0198] The current wireless switch is the home wireless
switch” load-balancing algorithm is a home wireless switch-
selection scheme in which the current wireless switch
“homes” a wireless client device that is entering the domain
for the first-time to itself, i.e. it becomes the current wireless
switch as well as home wireless switch for the wireless client
device. Although this is a very simple algorithm to imple-
ment, there could be potential problems with this mode of
operation in the Campus-gate issue described earlier. The
same home wireless switch-selection procedure needs to be
provisioned across the mobility domain to achieve optimal
load-balancing.

[0199] According to one embodiment, when a wireless
client associates with a wireless switch in the mobility
domain this wireless switch becomes the current wireless
switch for the wireless client. The wireless client identifies
a candidate set of home wireless switches based on the
WLAN-to-VLAN mappings that it learns from other wire-
less switches in the mobility domain as part of peer estab-
lishment. The current wireless switch sends a HS-OFFER
message to the candidate home switch. If the candidate
home switch accepts the offer, the candidate home switch
sends a HS-ACCEPT message back to the current wireless
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switch. The candidate home switch also sends a JOIN
message to all its peer wireless switches indicating that the
candidate home switch has become the home switch for the
wireless client. If the candidate home switch rejects the
offer, the candidate home switch sends a HS-REJECT mes-
sage to the current wireless switch. This triggers the selec-
tion of an alternate home switch by the current wireless
switch. The process continues until a home switch is
selected. The HS-OFFER, HS-ACCEPT and HS-REJECT
messages are exchanged only between the current wireless
switch and the candidate home switch.

[0200] FIG. 19 is a flow chart showing a home wireless
switch selection and convergence process 1900 according to
another exemplary implementation.

[0201] At step 1905, wireless switches within the mobility
domain form peering sessions and exchange WLAN-to-
VLAN mappings. As part of wireless switch peer establish-
ment process, wireless switches in a mobility domain can
exchange their WLAN->VLAN mappings for all their roam-
capable WLANs (L3 mobility enabled via configuration).
Each wireless switch can use these WLAN->VLAN map-
pings to generate a database of WLAN->VLAN mappings
for each of the wireless switches in the mobility domain.
Roam capable WLLANs are ones that the operator explicitly
specifies as capable of supporting the 1.3 roaming feature. If
a WLAN is not configured to be roam-capable, then Layer
3 roaming will not be supported for client devices that roam
across wireless switches in this WLAN.

[0202] At step 1910, a wireless client device enters the
mobility domain and associates with a first wireless switch
on WLAN.

[0203] At step 1920, this first wireless switch becomes the
current wireless switch for the wireless client device and
initiates a localized home wireless switch-selection algo-
rithm.

[0204] At step 1925, the current wireless switch removes
wireless switches which have WLANX mapped to the same
VLAN as the current wireless switch from set of wireless
switches considered by home wireless switch-selection
algorithm. The algorithm only considers a set of candidate
switches that have WLAN, mapped to a different VLAN
(VLAN ), where WLAN, is the SSID to which this wireless
client device is associated with on the current wireless
switch. Thus, as part of the home switch selection process,
the current wireless switch excludes the set of wireless
switches that have WLANX mapped to the same VLAN as
itself.

[0205] At step 1930, the current wireless switch deter-
mines the wireless client’s home wireless switch and sends
out a HS-OFFER message to the candidate home wireless
switch.

[0206] At step 1940, the candidate home wireless switch
decides whether it accepts the role as home wireless switch
of the wireless client device.

[0207] If the candidate home wireless switch accepts the
wireless client device as its “home,” then at step 1950, the
candidate home wireless switch sends out a HS-ACCEPT
message to the current wireless switch indicating that it has
accepted the role of home wireless switch. At step 1955, the
home wireless switch sends out a JOIN message for that
wireless client to its peer wireless switches in the mobility
domain.

[0208] If the candidate home wireless switch accepts the
wireless client device as its “home,” then at step 1960, the
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candidate home wireless switch sends out a HS-REJECT
message to the current wireless switch which then triggers
the selection of an alternate home wireless switch by the
current wireless switch.

Security
Control Plane Security

[0209] Some networks require inter-switch traffic to be
secured. This may be because the network is shared between
a multitude of users some of which cannot be trusted. Large
networks may span multiple campuses connected by WAN
links.

[0210] Given that the control plane communication
between wireless switches is contained entirely over wired
media it may be desirable to secure the control plane data
exchange. Auto-discovery mechanisms (discussed above)
and insecure exchange of wireless client database informa-
tion can open up the network environment to a variety of
potential security attacks. Therefore, authentication mecha-
nisms can be incorporated into the .3 mobility protocol so
that wireless switches can authenticate peer switches. More-
over, other security measures are provided which allow data
traffic to be encrypted and its integrity to be verified on
reception to ensure that it has not been modified in transit.

[0211] L3 mobility authentication can be “simple” or
based on a message digest algorithm such as MDS5 or Secure
Hash Algorithm-1 (SHA-1). As used herein, the term
“MDS5” refers to a hash function algorithm that is used to
verify data integrity through the creation of a 128-bit output
known as a “message digest” from data input (which may be
a message of any length). MDS5 is intended for use with
digital signature applications, which require that large files
must be compressed by a secure method before being
encrypted with a secret key, under a public key cryptosys-
tem. MDS is described in Internet Engineering Task Force
(IETF) Request for Comments (RFC) 1321. According to
the standard, it is “computationally infeasible” that any two
messages that have been input to the MDS5 algorithm could
have as the output the same message digest, or that a false
message could be created through apprehension of the
message digest. SHA-1 is an MD-5-like algorithm that was
designed to be used with the Digital Signature Standard
(DSS). At least four more variants have since been issued,
sometimes collectively referred to as SHA-2: SHA-224,
SHA-256, SHA-384, and SHA-512.

[0212] When authentication mechanisms can be incorpo-
rated into the [.3 mobility protocol, mobility protocol packet
headers can be used which include an authentication-type
field and some data for use by the appropriate authentication
scheme as determined by the type field.

[0213] When simple authentication is used, a password
goes in clear-text over the network as part of the packet
header. This type of authentication guards against switches
joining the mobility domain inadvertently. However, anyone
with physical access to the wired network segment could
learn the password and compromise the security of the
network environment.

[0214] When MDS5 authentication is used, a shared secret
key can be configured on all the switches in a mobility
domain. This shared secret key can then be used to generate
and verify a message digest that is appended to every

Ex.1019 / Page 43 of 50
Cisco Systems, Inc.



US 2008/0013474 Al

protocol packet. Since the shared secret key does not pass
over the network, it provides protection against passive
attacks.

Data Plane Security

[0215] “Internet Protocol Security (IPSec)” is a standard
for securing Internet Protocol (IP) communications by
encrypting and/or authenticating IP packets. IPSec provides
a set of security protocols which operate at layer 3 (L.3) of
the OSI model commonly referred to as the network layer
(or packet processing layer). For example, [Psec can be used
for protecting both TCP and UDP-based protocols. IPsec can
allow security arrangements to be handled without requiring
changes to individual user computers. [Psec provides a set of
cryptographic protocols for (1) securing packet flows and (2)
key exchange. Of the former, there are two choices of
security service: Encapsulating Security Payload (ESP) pro-
vides authentication of the sender of data, and encryption for
data confidentiality and message integrity; Authentication
Header (AH) allows authentication of the sender of data and
message integrity, but does not offer confidentiality. The
specific information associated with each of these services is
inserted into the packet in a header that follows the IP packet
header

[0216] GRE-over-IPSEC can be used to provide secure
tunneling of data packets between mobility peers. Secure
tunneling needs to be explicitly enabled via configuration
between a pair of mobility peer wireless switches and all
associated IPSEC parameters would need to be configured.
[0217] IPSec is described in the following RFCs: RFC
2367 (PFKEY Interface), RFC 2403 (The Use of HMAC-
MD5-96 within ESP and AH), RFC 2405 (The ESP DES-
CBC Cipher Algorithm With Explicit IV), RFC 2410 (The
NULL Encryption Algorithm and Its Use With Ipsec), RFC
2411 (IP Security Document Roadmap), RFC 2412 (The
OAKLEY Key Determination Protocol), RFC 2451 (The
ESP CBC-Mode Cipher Algorithms), RFC 2857 (The Use of
HMAC-RIPEMD-160-96 within ESP and AH), RFC 3526
(More Modular Exponential (MODP) Diffie-Hellman
groups for Internet Key Exchange (IKE)), RFC 3706 (A
Traffic-Based Method of Detecting Dead Internet Key
Exchange (IKE) Peers), RFC 3715 (IPsec-Network Address
Translation (NAT) Compatibility Requirements), RFC 3947
(Negotiation of NAT-Traversal in the IKE), RFC 3948 (UDP
Encapsulation of [Psec ESP Packets), RFC 4301 (Security
Architecture for the Internet Protocol), RFC 4302 (IP
Authentication Header), RFC 4303 (IP Encapsulating Secu-
rity Payload (ESP)), RFC 4304 (Extended Sequence Num-
ber (ESN) Addendum to IPsec Domain of Interpretation
(DOI) for Internet Security Association and Key Manage-
ment Protocol (ISAKMP)), RFC 4305 (Cryptographic Algo-
rithm Implementation Requirements for Encapsulating
Security Payload (ESP) and Authentication Header (AH)),
RFC 4306 Internet Key Exchange (IKEv2) Protocol, RFC
4307 Cryptographic Algorithms for Use in the Internet Key
Exchange Version 2 (IKEv2), RFC 4308 (Cryptographic
Suites for Ipsec), RFC 4309 (Using Advanced Encryption
Standard (AES) CCM Mode with IPsec Encapsulating Secu-
rity Payload (ESP)), etc.

Scalability

[0218] The architecture for Layer 3 (L3) mobility
described above requires that all wireless switches in a
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single mobility domain are fully meshed. However this
full-mesh requirement presents a scaling problem since the
number of peer connections increases exponentially (n*(n-
1)/2) with the addition of every new switch into the network.
It would be desirable to provide techniques which can help
alleviate the need for creating a full mesh between wireless
switches in a single mobility domain. As will be described
below, an approach referred to as the Mobility-Relay model
is used to alleviate the need for creating a full mesh between
wireless switches in a single mobility domain.

[0219] FIG. 20 is a simplified block diagram of a WLAN
2000 implementing designated switches (DSs) 2014, 2016,
2022 and client switches (CSs) 2018, 2019, 2020, 2023
when dividing a mobility domain 2050 into mobility areas
2030, 2040 according to one exemplary implementation.
According to this network model, a mobility-domain, com-
prising a number of wireless switches, can be divided into
sub-domains called “mobility areas.” As used herein, the
term “mobility area” refers to a logical collection of wire-
less-switches comprising one or more designated switches
(DS) and its set of client switches (CSs) that have internal
peering sessions with the designated switches. A designated
switch can be configured to be an internal peer to another
designated switch thus forming a hierarchy of mobility-
areas. According to one network model, each mobility area
has a designated switch and set of internal peers having
sessions only with the designated switch. All the designated
switches in the mobility domain are fully-meshed. If a
mobility area contains only one designated switch, this
represents a single point of failure and could potentially
affect the operations for the whole mobility area as long as
the designated switch is down. To avoid this issue, a highly
available network design comprises multiple designated
switches in each mobility area with the each of them acting
as external peers to another. All designated switches in the
mobility area are simultaneously active and continue to send
and receive mobility update messages. Duplicate messages
received by the peers of redundant designated switches are
ignored. When a designated switch goes down, there is
practically zero downtime for wireless client devices that do
not have the failed designated switch as their home wireless
switch or current wireless switch.

[0220] The designated switches in a mobility area have
external peering sessions with one another and with desig-
nated switches in other mobility areas. For example, in FIG.
20, the designated switch 2014 and redundant designated
switch 2016 in mobility area 1 2030 have external peering
sessions with one another and with designated switch 2022
in mobility area 2 2040.

[0221] Client switches have internal peering sessions only
with the designated switches in their own mobility area. As
such, a full mesh is not required since client switches do not
peer with switches in other mobility areas. For example, in
FIG. 20, client switches 2018, 2020 have internal peering
sessions only with the designated switch 2014 and redundant
designated switch 2016 in mobility area 1 2030, but do not
peer with each other or externally peer with designated
switch 2022 in mobility area 2 2040.

[0222] External-peering sessions between the designated
switches of different mobility areas are fully-meshed. A
designated switch essentially relays wireless client device
control messages between its client-switches and designated
switches in other mobility areas. For example, in FIG. 20,
external peering sessions between the designated switch
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2014 and redundant designated switch 2016 of mobility area
2030 are fully-meshed with designated switch 2022 of
mobility area 2040. Both designated switch 2014 and redun-
dant designated switch 2016 relay wireless client device
control messages between client switches 2018, 2020 in
mobility area 1 2030 and designated switch 2022 in mobility
area 2 2040. This way, if either the designated switch 2014
or redundant designated switch 2016 fails for some reason,
the other switch can serve as an active backup and/or
redundant designated wireless switch.

[0223] As shown in FIG. 20, the redundant designated
switch 2016 also has internal peering sessions with clients
2018 and 2020, and also has an external peering session with
designated switch 2022 (in mobility area 2 2040). The
redundant designated switch 2016 receives control messages
from client 2018 and relays to its client switches 2020 and
2019 as well as designated switch 2022. Designated
switches 2014 and 2016 also have an external peering
session with each other and therefore relay messages to each
other. All duplicate messages received by any designated
switch are discarded (in this scenario designated switch
2022 will receive duplicate messages from 2014 and redun-
dant designated switch 2016).

[0224] To maintain backward compatibility and provide a
migration path towards the Mobility-Relay model, desig-
nated switches establish external peering sessions with the
older versions of switches (conventional switches) that do
not have Mobility-Relay enabled. These conventional
switches are not part of any mobility-area, do not have any
designated switches configured on them, and are not be
configured to operate as a designated switch for any mobility
area.

Mobility Relay Operation

[0225] FIG. 21 is a flow chart showing a mobility relay
process 2150-2170 for use by a designated switch when
relaying control messages received from its client switches
and other designated switches according to another exem-
plary implementation. Steps 2110-2140 in the dotted-line
rectangle show steps for subdividing a mobility domain into
mobility areas. This helps alleviate the need for creating a
full mesh between wireless switches in a single mobility
domain.

[0226] At step 2110, a single mobility domain can be
divided into multiple mobility areas. At step 2120, each
mobility area can be configured with one or more designated
wireless switches and a set of client wireless switches. At
step 2130, within each mobility area, internal peering ses-
sions are established between designated wireless switches
and their client switches. At step 2140, each designated
switch can establish external peering sessions between des-
ignated wireless switches in different mobility areas and
conventional switches that do not support mobility-relay
operation.

[0227] At step 2150, the mobility relay process begins,
when a designated switch receives a control message from
a client switch. When designated switch receives a control
message from a client switch, at step 2160, the designated
switch relays the control message to all of its client switches
and to other designated switches (and conventional wireless
switches) with which the designated wireless switch has
external peering sessions. At step 2170, the other designated

Jan. 17, 2008

switches which receive the relayed control message over an
external peering session can then relay the control message
to all its client switches.

Query-Response Operation

[0228] When a wireless client device associates with a
wireless switch, the first step is to identify whether the
wireless client device is entering the mobility domain for the
first time or if this is a wireless client device that has roamed
from another switch to this wireless switch. To determine
whether a wireless client device is entering the mobility
domain for the first time or has roamed from another
wireless switch, information is obtained by doing a lookup
in the wireless client database (WCDb) using the wireless
client device’s MAC address. Thus, the wireless client
database (WCDb) should have the complete set of all the
wireless client devices currently associated with switches in
the mobility domain. In other words, control plane messages
describing the wireless client device state must be distrib-
uted to every other switch in the mobility domain to help
ensure a consistent view of the wireless client database
(WCDb) among all wireless switches in the mobility
domain. Since every switch needs to be aware of the state of
all the wireless client devices in the mobility domain, the
size of the wireless client database (WCDb) can expand
significantly in large networks that handle thousands of
wireless client devices. The size of the database can become
unmanageably large, especially in networks with large num-
ber of switches and mobile clients.

[0229] For data-forwarding purposes, it would suffice if
the wireless switch has data about wireless client devices for
which it is either the home wireless switch or the current
wireless switch. The wireless switch just needs to be able to
query some other entity in the network to obtain information
on all other wireless client devices (for which it is not home
wireless switch or current wireless switch). The downside to
this is that the control plane traffic, as well as the time taken
for a wireless client device to complete the association
process and be “data-ready” significantly increases.

[0230] A mode of operation called the “Query-Response”
model works in conjunction with the Mobility-Relay model
to restrict the size of the wireless client database (WCDb)
within the mobility-area to a significantly smaller subset.
When the “Query-Response” model is combined with the
Mobility-Relay model, wireless switches in a mobility-area
distribute wireless client device information for all wireless
client devices for which they are either home wireless switch
or current wireless switch. The size of the wireless client
database (WCDD) is dictated by the number of wireless
switches and mobile clients associated with a mobility area.
[0231] FIG. 22 is a flow chart showing a query-response
process 2200 for querying a network entity to obtain infor-
mation about other wireless client devices for which a
wireless switch is not the home or the current wireless
switch according to another exemplary implementation.
Steps 2201-2204 in the dotted-line rectangle show steps for
subdividing a mobility domain into mobility areas. This
helps alleviate the need for creating a full mesh between
wireless switches in a single mobility domain.

[0232] At step 2201, a single mobility domain can be
divided into multiple mobility areas. At step 2202, each
mobility area can be configured with one or more designated
wireless switches and a set of client wireless switches. At
step 2203, within each mobility area, internal peering ses-
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sions are established between designated wireless switches
and their client switches. At step 2204, each designated
switch can establish external peering sessions between des-
ignated wireless switches in different mobility areas and
conventional switches that do not support mobility-relay
operation.

[0233] At step 2205, the wireless client device roams to a
new current wireless switch.

[0234] When a wireless client device associates with the
new current wireless switch, at step 2210, the new current
wireless switch checks its wireless client database (WCDb)
to determine if the wireless client device is already in the
mobility area of the new current wireless switch.

[0235] If the wireless client-device is already present in
the mobility area, then at step 2220; the wireless switch
transmits a [L2/[L.3ROAM and continues its normal opera-
tion.

[0236] If the wireless client device is not already present
in the mobility area, then at step 2230, the wireless switch
sends out a wireless client device QUERY message to its
designated switch for the mobility-area. The wireless client
device QUERY message is a control plane message that is
originated by the wireless switch (that needs to perform a
lookup on the wireless client device that has just associated
with the wireless switch). The wireless client device
QUERY message comprises the MAC address of the wire-
less client device. The wireless client device QUERY mes-
sage can have a timer associated with it during which a
response must be received.

[0237] At step 2240, a designated switch (DSx) broadcasts
wireless client device QUERY message to all its external
peer designated switches in other mobility-areas.

[0238] At step 2250, an external peer designated switch
having the wireless client in its CPWCDb responds to the
wireless client device QUERY message with a wireless
client device-RESPONSE message to the designated switch
(DSx). The wireless client device RESPONSE message is a
control plane message that is generated by a designated
switch (or a conventional switch) in response to a wireless
client device QUERY message. The wireless client device
RESPONSE message comprises the wireless client device’s
home wireless switch, current wireless switch, and home
wireless switch-VLAN information.

[0239] At step 2260, the designated switch (DSx) for-
wards the wireless client device RESPONSE message to the
querying wireless switch. In other words, the wireless client
device RESPONSE message is then relayed by the desig-
nated switch (DSx) to the wireless switch that originated the
wireless client device QUERY message at step 2230.

Redundancy and High Availability

[0240] To meet high-availability requirements of large
networks, large networks cannot afford to have a single point
of failure. If a particular wireless switch fails for some
reason, the rest of the network should be capable of detect-
ing the failure and reorganizing itself by isolating the failed
wireless switch to continue to operate and provide service
with minimal impact.

Stateful Switchover

[0241] According to other embodiments, techniques for
detecting wireless switch failure in different scenarios are
provided, and other techniques for addressing those different
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wireless switch failure scenarios are provided. Fast detection
mechanisms can be used to identify wireless switch failures
either through an external switch-level redundancy module
or via a failure detection module integrated with the [.3
mobility sub-system.

Current Wireless Switch Redundancy:

[0242] When a wireless switch fails that is either the
current wireless switch or both the current wireless switch
and home wireless switch (e.g., when the wireless client has
not yet roamed), all the wireless client devices associated
with that wireless switch can lose connectivity to the net-
work. Redundant current wireless switches can be provided
in which an active or passive backup wireless switch is
capable of transparently taking over control-plane and data-
plane functions for the wireless client devices currently
associated with the failed “current” wireless switch. Accord-
ing to this approach, the entire wireless client database
(WCDDb) (including all wireless client device parameters like
WLAN information, ACLs, security credentials like encryp-
tion keys, .3 Mobility information, etc.) of the initial current
wireless switch and the backup wireless switch(es) can be
synchronized.

[0243] FIG. 23 is a flow chart showing a backup current
wireless switch stateful failover process 2300 according to
an exemplary implementation. The backup current wireless
switch stateful failover process 2300 allows a back-up
wireless switch to take over control-plane and data-plane
functions for all the wireless client devices currently asso-
ciated with a failed current wireless switch.

[0244] At step 2310, a backup current wireless switch
detects a failure of the current wireless switch.

[0245] When a failure of the current wireless switch is
detected by the backup current wireless switch, at step 2320,
the backup current wireless switch assumes or “takes-over”
the responsibility of serving as the current wireless switch
for all wireless client of the “failed” current wireless switch.
In other words, the backup current wireless switch can serve
as a new current wireless switch for all the wireless client
devices of the failed current wireless switch. For example,
the backup current wireless switch can transparently adopt
the APs associated with the failed current wireless switch,
and activate all the wireless client device associations
belonging to the failed current wireless switch. The backup
current wireless switch can also assume the 1.3 Mobility
functionality of the initial current wireless switch. As a part
of this process, the backup current wireless switch can
review the wireless client database (WCDb), and update the
IP address of the current wireless switch to its own IP
address for all the wireless client devices for which the failed
wireless switch was initially the current wireless switch.
[0246] At step 2330, the backup current wireless switch
then sends out a “current wireless switch-FAILOVER”
message to all of its peer wireless switches in the mobility
domain to indicate that the backup current wireless switch is
the new current wireless switch. The current wireless
switch-FAILOVER message comprises the IP address of the
old current wireless switch and the IP address of the new
current wireless switch.

[0247] At step 2340, the peer wireless switches update the
control plane wireless client database (CPWCDb) and pos-
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sibly their data-plane wireless client database (DPWCDb) to
point to a tunnel for the new current wireless switch.

Home Wireless Switch-Redundancy

[0248] When a home wireless switch (that is not also the
current wireless switch) fails, then all the wireless client
devices that have roamed using the 1.3 Mobility function-
ality are affected. The wireless client devices lose connec-
tivity to the wired subnet to which those wireless clients
were originally “homed” since all data to and from the
wireless client device would have to be forwarded by the
failed home wireless switch.

[0249] FIG. 24 is a flow chart showing a home wireless
switch stateful failover process 2400 according to an exem-
plary implementation. The home wireless switch stateful
failover process 2400 is used by a new home wireless switch
to take over control-plane and data-plane functions for all
the wireless client devices currently associated with a failed
home wireless switch.

[0250] Wireless client devices associate with a current
wireless switch as soon as they enter the mobility domain.
At step 2410, the current wireless switch chooses a primary
home wireless switch and at least one other backup home
wireless switch using a load-balancing home wireless
switch-selection algorithm such as that described above with
respect to FIG. 17.

[0251] At step 2420, the current wireless switch sends a
HS-OFFER message to the primary and backup wireless
switches.

[0252] At step 2430, the primary and backup wireless
switches send a HS-ACCEPT message to the current wire-
less switch indicating that they have accepted the offer to be
the home wireless switch for the wireless client.

[0253] At step 2440, the primary wireless switch sends a
JOIN message to its peer wireless switches in the mobility
domain indicating that it is the home wireless switch for the
wireless client.

[0254] At step 2450, one of the backup home wireless
switches detects failure of the primary home wireless switch.

[0255] When a backup home wireless switch detects a
failure of the primary home wireless switch, at step 2460, the
backup home wireless switch immediately updates its con-
trol plane wireless client database (CPWCDb) and data-
plane wireless client database (DPWCDb) with its own IP
address (i.e., IP address of the backup wireless switch) for
each of the wireless clients for which the failed wireless
switch was designated as a primary home wireless switch.

[0256] At step 2470, the backup home wireless switch
sends a “home wireless switch-FAILOVER” message to all
its peer wireless switches in its mobility domain. The home
wireless switch-FAILOVER message indicates that the
original home wireless switch is no longer the home wireless
switch and that the backup home wireless switch has now
assumed this role.

[0257] At step 2480, the current wireless switches receive
this home wireless switch-FAILOVER and update their
wireless client databases (WCDbs) to reflect the home
wireless switch switchover.

[0258] At step 2490, the current wireless switches start
tunneling data packets to the new home wireless switch over
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GRE-over-IP tunnels between the current wireless switches
and the new home wireless switch.

Hitless Restart

[0259] Data packet forwarding on a wireless switch is
provided by a kernel packet-driver using a basic wireless
client device table (BWCT) containing all wireless client
device parameters including security, VLAN mappings, etc.,
and a kernel wireless client database (KWCDb) that contains
L3 L3-mobility related information.

[0260] FIG. 25 is a flowchart of a hitless-restart process
2500 for restarting a wireless switch according to an exem-
plary implementation. Upon failure of the L3 Mobility
control plane module, the separation of the CPWCDb and
DPWCDBb is important for the correct functioning of the
hitless-restart feature. The CPWCDb and DPWCDb are
described in FIG. 8. Whereas the control plane re-establishes
peering sessions and builds a new WCDb, the data plane
continues to forward traffic until the synchronization
between the control and data planes is performed.

[0261] On startup at step 2510, wireless switches in the
mobility domain exchange capability parameters to adver-
tise their ability to perform hitless-restart. If all peer wireless
switches support hitless-restart capability, then a complete
hitless-restart of the wireless switch can be accomplished. If
all peer wireless switches do not support hitless-restart
capability, there will only be a partial hitless restart.
[0262] When the control plane L3 mobility module
restarts, at step 2520, the wireless switch indicates to its peer
wireless that the wireless switch has just restarted and that
it has preserved its forwarding state (DPWCDb).

[0263] When the hitless-restart is taking place, at step
2530, the peer wireless switches of the restarting wireless
switch behave as if there was no change in the peering state
and continue to retain the restarting switch’s wireless client
devices. This behavior is acceptable as long as the data plane
is independent and preserved on the restarting switch, allow-
ing traffic to continue to flow through it.

[0264] At step 2540, the restarting wireless switch and its
peer wireless switches exchange a “worst case” timer of how
long they each expect the restart/session re-establishment to
take.

[0265] During this restart time, at step 2550, the peer
wireless switch retains all wireless client devices learned
from the restarting wireless switch, and mark the wireless
client devices as stale but forwards traffic to/from them as
though they were valid.

[0266] At step 2560, the restarting wireless switch deter-
mines if the session is established within the restart time.
[0267] Ifthe session is established before the expiry of the
restart time, then at step 2570, the WCDb is refreshed and
any remaining stale wireless client device information (un-
refreshed wireless client devices) is purged.

[0268] If the session is not established within the restart
time, then at step 2580, the Hitless restart has failed and all
stale wireless client device information is purged.

[0269] The restarting switch also adopts a similar process
to refresh its DPWCDb from the re-learned CPWCDd. As
above, there would be a timeout period associated with the
preserved forwarding state, which gets cleaned up if the
control plane module has not refreshed.

[0270] Thus, numerous embodiments have been disclosed
which defining a new architecture that allows wireless client
devices to roam across IP subnets. Data is transparently
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forwarded to the new location of the mobile unit so that
existing transport layer connections can be retained and
applications are not interrupted. These techniques can be
used to support layer 3 (L3) IP roaming and allow a client
to keep its original, pre-roam IP address and TCP/IP con-
nection from its home subnet when the client undergoes a
layer 3 (L.3) roam to a new subnet. These techniques can
help reduce the likelihood of dropped calls or sessions.
Moreover, a side benefit of the disclosed embodiments is
that changes or modifications to the wireless client device
(or software running thereon) are not required as is the case
with other solutions such as Mobile IP.

[0271] In environments with large numbers of wireless
switches and wireless client devices, the concepts of mobil-
ity domains and mobility areas can allow this architecture to
scale by subdividing the network into smaller sub-networks
s0 as to limit the number of peer switches and mobile units
a single switch needs to handle.

[0272] As the network size grows, the amount of operator
configuration required grows exponentially-leading to
increased possibility of errors. To reduce the amount of
operator configuration, the disclosed architecture imple-
ments auto discovery techniques provide a mechanism for
switches to automatically discover their peer switches resid-
ing on different IP subnets to form a web across which the
mobile units can roam freely.

[0273] In addition, in environments where wireless client
devices tend to associate with a switch at a particular
location such as a gate of a university campus, the disclosed
architecture implements automatic load balancing tech-
niques for reducing a heavy load on a single switch by
distributing the wireless client devices evenly across all
switches in the network.

[0274] This architecture can handle non-IP (particularly
for Microsoft® applications), multicast traffic, and/or broad-
cast traffic carried in typical networks.

[0275] The sequence of the text in any of the claims does
not imply that process steps must be performed in a temporal
or logical order according to such sequence unless it is
specifically defined by the language of the claim. The
process steps may be interchanged in any order without
departing from the scope of the invention as long as such an
interchange does not contradict the claim language and is
not logically nonsensical. Furthermore, numerical ordinals
such as “first,” “second,” “third,” etc. simply denote differ-
ent singles of a plurality and do not imply any order or
sequence unless specifically defined by the claim language.
[0276] Furthermore, words such as “connect” or “coupled
to” used in describing a relationship between different
elements do not imply that a direct physical connection must
be made between these elements. For example, two elements
may be connected to each other physically, electronically,
logically, or in any other manner, through one or more
additional elements, without departing from the scope of the
invention. Thus, to the extent the description refers to certain
features being “connected” or “coupled” together, unless
expressly stated otherwise, “connected” or “coupled” means
that one feature is directly or indirectly connected or coupled
to another feature, and not necessarily mechanically.
Although drawings depict exemplary arrangements of ele-
ments, additional intervening elements, devices, features, or
components may be present in an actual embodiment assum-
ing that the functionality of the circuit is not adversely
affected. The connecting lines shown in the various figures
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represent example functional relationships and/or physical
couplings between the various elements. Many alternative or
additional functional relationships or physical connections
may be present in a practical embodiment or implementa-
tion.

[0277] Those of skill in the art would understand that
information and signals may be represented using any of a
variety of different technologies and techniques. For
example, data, instructions, commands, information, sig-
nals, bits, symbols, and chips that may be referenced
throughout the above description may be represented by
voltages, currents, electromagnetic waves, magnetic fields
or particles, optical fields or particles, or any combination
thereof.

[0278] Those of skill would further appreciate that the
various illustrative logical blocks, modules, circuits, and
algorithm steps described in connection with the embodi-
ments disclosed herein may be implemented as electronic
hardware, computer software, or combinations of both. To
clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules,
circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is
implemented as hardware or software depends upon the
particular application and design constraints imposed on the
overall system. Skilled artisans may implement the
described functionality in varying ways for each particular
application, but such implementation decisions should not
be interpreted as causing a departure from the scope of the
present invention.

[0279] The various illustrative logical blocks, modules,
and circuits described in connection with the embodiments
disclosed herein may be implemented or performed with a
general purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field
programmable gate array (FPGA) or other programmable
logic device, discrete gate or transistor logic, discrete hard-
ware components, or any combination thereof designed to
perform the functions described herein. A general-purpose
processor may be a microprocessor, but in the alternative,
the processor may be any conventional processor, controller,
microcontroller, or state machine. A processor may also be
implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more mMicroprocessors in conjunc-
tion with a DSP core, or any other such configuration.
[0280] The steps of a method or algorithm described in
connection with the embodiments disclosed herein may be
embodied directly in hardware, in a software module
executed by a processor, or in a combination of the two. A
software module may reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
memory, registers, hard disk, a removable disk, a CD-ROM,
or any other form of storage medium known in the art. An
exemplary storage medium is coupled to the processor such
the processor can read information from, and write infor-
mation to, the storage medium. In the alternative, the storage
medium may be integral to the processor. The processor and
the storage medium may reside in an ASIC. The ASIC may
reside in a user terminal. In the alternative, the processor and
the storage medium may reside as discrete components in a
user terminal.

[0281] The previous description of the disclosed embodi-
ments is provided to enable any person skilled in the art to
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make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled
in the art, and the generic principles defined herein may be
applied to other embodiments without departing from the
spirit or scope of the invention. For example, while the
techniques and technologies described above have been
described in the context of WLANs which in include wire-
less switches and access points (APs), it will be appreciated
that these techniques and technologies can also be applied in
environments were wireless switches are not utilized or
where the functionality of the wireless switch is imple-
mented within the AP. For instance, these techniques and
technologies can be applied in a network which does not
include wireless switches this case is identical to a Wireless
switch with one AP merged together.

[0282] While at least one exemplary embodiment has been
presented in the foregoing detailed description, it should be
appreciated that a vast number of variations exist. It should
also be appreciated that the exemplary embodiment or
exemplary embodiments are only examples, and are not
intended to limit the scope, applicability, or configuration of
the invention in any way. Rather, the foregoing detailed
description will provide those skilled in the art with a
convenient road map for implementing the exemplary
embodiment or exemplary embodiments. It should also be
understood that various changes can be made in the function
and arrangement of elements without departing from the
scope of the invention as set forth in the appended claims
and the legal equivalents thereof. Thus, the present invention
is not intended to be limited to the embodiments shown
herein but is to be accorded the widest scope consistent with
the principles and novel features disclosed herein.

What is claimed is:
1. A network, comprising:
a first wireless switch which supports a first subnet,
wherein the first wireless switch is configured as part of
a first mobility domain; and

a second wireless switch which supports a second subnet,
wherein the second wireless switch is configured as
part of the first mobility domain.

2. The network according to claim 1, further comprising:

awireless client device having a first layer 3 (L3) address,

wherein the wireless client device retains the first L3
address when the wireless client device roams within
the first mobility domain.

3. The network according to claim 2, wherein the wireless
client device maintains network layer connectivity when the
wireless client device roams within the first mobility domain
from the first wireless switch to the second wireless switch.

4. The network according to claim 2, wherein the first
wireless switch and the second wireless switch are config-
ured with a common mobility domain string identifier
(MDSI) which identifies the first wireless switch and the
second wireless switch as being part of the first mobility
domain.

5. The network according to claim 4, further comprising:

a third wireless switch which supports a third subnet,

wherein the third wireless switch is configured as part
of a second mobility domain.

6. The network according to claim 5, wherein the wireless
client device loses network layer connectivity when the
wireless client device roams from either the first wireless
switch or the second wireless switch to the third wireless
switch.
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7. The network according to claim 5, wherein the wireless
client device acquires a new L3 address to regain network
layer connectivity when the wireless client device roams
from either the first wireless switch or the second wireless
switch to the third wireless switch.

8. The network according to claim 7, wherein first layer
3 (L3) address comprises a first Internet Protocol (IP)
address, and wherein new layer 3 (L.3) address comprises a
new Internet Protocol (IP) address.

9. The network according to claim 5, wherein the third
wireless switch and any wireless switch configured to be
part of the second mobility domain are configured with a
second mobility domain string identifier (MDSI).

10. The network according to claim 9, wherein the third
wireless switch is not configured with the common mobility
domain string identifier (MDSI) and is not part of a first
mobility domain.

11. The network according to claim 1, wherein the first
wireless switch and the second wireless switch communicate
with each other over a control connection and a data tunnel.

12. The network according to claim 11, wherein the data
tunnel comprises a GRE-over-IP data tunnel, between the
first wireless switch and the second wireless switch, which
operates according to GRE-over-1P.

13. The network according to claim 12, wherein the
GRE-over-IP data tunnel carries complete Layer-2 (L2)
packets between the first wireless switch and the second
wireless switch, wherein each L2 packet comprises 1.2
header information.

14. The network according to claim 12, wherein the [.2
header information is available at the destination wireless
switch of the GRE-over-IP data tunnel, and wherein the L2
header information of each [.2 packet comprises a VLAN
identifier.

15. The network according to claim 12, wherein the
control connection comprises a peering session over Internet
Protocol (IP) between the first wireless switch and the
second wireless switch.

16. The network according to claim 12, wherein the
peering session over IP operates according to the transmis-
sion control protocol (TCP) and is configured to transfer
wireless client device mobility related control plane infor-
mation between the first wireless switch and the second
wireless switch.

17. The network according to claim 16, wherein the
wireless client device mobility related control plane infor-
mation comprises mobility update messages.

18. A method for creating a mesh network of peer wireless
switches, comprising:

discovering, at each wireless switch in a mobility domain,

other wireless switches in the mobility domain upon
joining the network; and

establishing, at each wireless switch in the mobility

domain, a peering session with each of the other
switches within the mobility domain.

19. The method according to claim 18, wherein establish-
ing, at each wireless switch in the mobility domain, a
peering session with each of the other switches within the
mobility domain, comprises:

establishing a data tunnel between each pair of the wire-

less switches in the mobility domain which operates
according to GRE-over-IP, wherein each data tunnel
carries complete Layer-2 (1.2) packets between the first
wireless switch and the second wireless switch,
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wherein each .2 packet comprises [.2 header informa-
tion, wherein the L2 header information is available at
the destination wireless switch of the data tunnel, and
wherein the [.2 header information of each L2 packet
comprises a VLAN identifier.

20. The method according to claim 19, further compris-

ing:

establishing a control connection between each pair of the

wireless switches in the mobility domain, wherein each
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control connection comprises a peering session over
Internet Protocol (IP) which operates according to the
transmission control protocol (TCP), wherein each
control connection is configured to transfer wireless
client device mobility related control plane information
between the first wireless switch and the second wire-
less switch.
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