Comparison of Claims of U.S. Patent No. 9.542.571 B2

Underlining emphasis added to show key similarities:

local memory is allowed is provided
by an external computer that is used to

Claim Claim Language Claim Claim Language
The method of claim 1, wherein the receiving, by the electronic device, from an
5 request to access the local memory 1[d] application operating on the electronic
comprises a request to erase data from device, a request to access local memory on
the local memory. the electronic device;
The method of claim 1, wherein the receiving, by the electronic device, from an
3 request to access the local memory 1[d] application operating on the electronic
comprises a request to read data from device, a request to access local memory on
the local memory. the electronic device;
The method of claim 1, further storing, by the electronic device, the owner
comprising restricting modification of control information in a protected data store
4 the owner control information after the 1[c] to prevent alteration or deletion of the owner
owner control information has been control information in response to
stored in the protected data store. authenticating the owner control information
using the owner information;
The method of claim 5, wherein the determining whether the application is
authorization record related to allowed to access the local memory in
6 determining whether access to the 1[e] response to identifying a permission

associated with the application in the owner
control information; and
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Claim Claim Language Claim Claim Language
enforce POliCi?S for ngrating The method of claim 1, wherein the owner
electronic devices within an control information includes an
organization. authorization record and an application
5 identifier for each of the applications, and

the owner control information is provided by
an external source through a wireless
communication channel.

The method of claim 1, wherein an The method of claim 1, wherein the owner
update to the owner control control information includes an
information is provided by an external authorization record and an application
source for storage on the electronic 5 identifier for each of the applications, and
device. the owner control information is provided by
an external source through a wireless
7 communication channel.

The method of claim 5, wherein the
authorization record related to determining
whether access to the local memory is
allowed is provided by an external computer
that is used to enforce policies for operating
electronic devices within an organization.
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Claim Claim Language Claim Claim Language

The method of claim 1, wherein a The method of claim 1, wherein the owner
plurality of authorization records control information includes an
associated with a plurality of authorization record and an application

8[p] application identifiers are stored on 5 identifier for each of the applications, and
the electronic device, the method the owner control information is provided by
further comprising: an external source through a wireless

communication channel.

receiving requests to access the local receiving, by the electronic device, from an
memory from a plurality of application operating on the electronic

8[a] . ; 1[d] ;
applications operating on the device, a request to access local memory on
electronic device; the electronic device;
determining whether access to the determining whether the application is
local memory is allowed to be allowed to access the local memory in
performed by their respective 1[e] response to identifying a permission
applications based upon the stored associated with the application in the owner
authorization records and the control information; and

8[b] applicaFion identiﬁers thaj[ are The method of claim 5, wherein the
respegtwely assqmajted with the authorization record related to determining
plurality of applications; and 6 whether access to the local memory is

allowed is provided by an external computer
that is used to enforce policies for operating
electronic devices within an organization.
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Claim Claim Language Claim Claim Language
controlling access by the plurality of controlling application access to the local
applications to local memory based memory based upon the determining;
8[c] 1[f]
upon whether access to the local
memory is allowed.
A device, comprising A method of application control on an
10[p] 1[p] : : .
electronic device, the method comprising:
receive owner information from an receiving, by the electronic device, owner
10[b][i] | owner of the device; 1[a] information from an owner of the electronic
device;
10[b][ii] receive owner control information that 1[b] receiving, by the electronic device,
COmprises: owner control information that comprises:
10[b[i{][A] a list of applications permitted for 1[b][] a list of applications permitted for
installation on the device, and installation on the electronic device, and
permissions associated with each permissions associated with each permitted
10[b][ii][B] | permitted application in the list of 1[b][ii] application in the list of applications;
applications;
store the owner control information in storing, by the electronic device, the owner
a protected data store to prevent control information in a protected data store
alteration or deletion of the owner to prevent alteration or deletion of the owner
10[b][i11] | control information in response to 1[c] control information in response to

authenticating the owner control
information using the owner
information

authenticating the owner control information
using the owner information;
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Claim Claim Language Claim Claim Language
receive, from an application operating receiving, by the electronic device, from an
) on the electronic device, a request to application operating on the electronic
10[b][1v] . 1[d] :
access local memory on the electronic device, a request to access local memory on
device; the electronic device;
determine whether the application is determining whether the application is
allowed to access the local memory in allowed to access the local memory in
10[b][v] | response to identifying a permission I[e] response to identifying a permission
associated with the application in the associated with the application in the owner
owner control information; and control information; and
10[b][vi] control application access to the local 1] controlling application access to the local
memory based upon the determining. memory based upon the determining.
The device of claim 10, wherein the The method of claim 1, wherein the request
1 request to access the local memory ) to access the local memory comprises a
comprises a request to erase data from request to erase data from the local memory.
the local memory.
The device of claim 10, wherein the The method of claim 1, wherein the request
request to access the local memory to access the local memory comprises a
12 . 3
comprises a request to read data from request to read data from the local memory.
the local memory.
The device of claim 10, wherein the The method of claim 1, further comprising
processor is further configured to restricting modification of the owner control
13 restrict modification of the owner 4 information after the owner control

control information after the owner
control information has been stored on
the electronic device.

information has been stored in the protected
data store.
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Claim Claim Language Claim Claim Language

The device of claim 10, wherein the The method of claim 1, wherein the owner
owner control information includes an control information includes an
authorization record and an authorization record and an application
application identifier for each of the 1dentifier for each of the applications, and

14 P . 5 . . ;
applications, and wherein the owner the owner control information is provided by
control information is provided by an an external source through a wireless
external source through a wireless communication channel.
communication channel.
The device of claim 14, wherein the The method of claim 5, wherein the
authorization record related to authorization record related to determining
determining whether access to the whether access to the local memory is

15 local memory is allowed is provided 6 allowed 1s provided by an external computer
by an external computer that is used to that is used to enforce policies for operating
enforce policies for operating electronic devices within an organization.
electronic devices within an
organization.
The device of claim 10, wherein an The method of claim 1, wherein an update to
update to the owner control the owner control information is provided by

16 information is provided by an external 7 an external source for storage on the
source for storage on the electronic electronic device.
device.
A non-transitory computer-readable a processor coupled with the memory and
medium with instructions stored configured by instructions stored in the

17[p] thereon, wherein the instructions are 10[b] memory to:

executable by a processor to cause the
processor to perform the operations of:
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Claim Claim Language Claim Claim Language
receiving owner information from an receiving, by the electronic device,
owner of an electronic device; 1[a] owner information from an owner of the
17[a] electronic device;
) receive owner information from an owner of
10[b][i] ;
the device;
receiving owner control information 1[b] receiving, by the electronic device,
17[b] that comprises: owner control information that comprises:
10[b][ii] receive owner control information that
comprises:
a list of applications permitted for 1[b][] a list of applications permitted for
. installation on the device, and installation on the electronic device, and
17[b][1] list of anolicat o
.. a list of applications permitted for
10[b][ii][A] | ¢ apb B
installation on the device, and
permissions associated with each 1 [b][ii] permissions associated with each permitted
L7[b]fi] permitted application in the list of application in the list of applications;
il S
applications; 10[b][i{][B] permissions associated with each permitted
application in the list of applications:
storing the owner control information storing, by the electronic device, the owner
in a protected data store to prevent control information in a protected data store
17[c] alteration or deletion of the owner 1[c] to prevent alteration or deletion of the owner
control information in response to control information in response to
authenticating the owner control authenticating the owner control information
using the owner information;
7
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Claim Claim Language Claim Claim Language
informat@on using the owner store the owner control information in a
information; protected data store to prevent alteration or
10[b][111]] | deletion of the owner control information in
response to authenticating the owner control
information using the owner information;
receiving, from an application receiving, by the electronic device, from an
operating on the electronic device, a 1[d] application operating on the electronic
request to access local memory on the device, a request to access local memory on
electronic device; the electronic device;
17[d] ) . .
receive, from an application operating on the
) clectronic device, a request to access local
10[b]iv] memory on the electronic device;
determining whether the application is determining whether the application is
allowed to access the local memory in allowed to access the local memory in
response to identifying a permission response to identifying a permission
associated with the application in the 1fe] associated with the application in the owner
owner control information; and control information; and
17[e]
determine whether the application is allowed
to access the local memory in response to
10[b][v] |identifying a permission associated with the
application in the owner control
information; and
8
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Claim Claim Language Claim Claim Language
controlling application access to the controlling application access to the local
1[f] —
171 local memory based upon the memory based upon the determining.
determining. 10[b][vi] control application access to the local
memory based upon the determining.
The non-transitory computer-readable receiving, by the electronic device, owner
i ) : 1[b] : . i —
medium of claim 17, wherein the control information that comprises:
Owﬁer cjont.rol 1nf0r1:11at1(21n mc.:(liude.sfan The method of claim 1, wherein the owner
?ut en‘Ecatlolp regor ﬁn %?Um control information includes an
18 Oor eac dapp 1l(l:at1(1)n a owe p tq © authorization record and an application
executed on the electronic device. 5 identifier for each of the applications, and
the owner control information is provided by
an external source through a wireless
communication channel.
The non-transitory computer-readable The method of claim 1, wherein the request
medium of claim 17, wherein the to access the local memory comprises a
19 request to access the local memory 2 request to erase data from the local memory.
comprises a request to erase data from
the local memory.
The non-transitory computer-readable The method of claim 1, wherein the request
medium of claim 17, wherein the to access the local memory comprises a
20 request to access the local memory 3 request to read data from the local memory.
comprises a request to read data from
the local memory.
9
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