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According to another aspect of the invention, tokens bought by the user are 

stored in a token record file. The token record file can be used as a '\\-Tapper" into 

which further tokens and additional information regarding the tokens themselves, the 

user, the user's machine, validity information etc. can be added. Information regarding 

5 the token record file (such as, for example, user privileges that determine whether a 

user is to be given credit when buying tokens, how many tokens they are allowed to 

have, the maximum token value they can use in a particular time etc.) may be stored 

by a token provider, such as at a token proyider's server. In this way it is possible that 

when a user working for a company wants to download tokens he can be prevented 

IO from downloading his entire company's allocation to a single machine and hogging all 

the tokens to the detriment of his colleagues. 

The token record file may be used to keep a record of token usage on a portable 

machine that may be uploaded at a later time to a token provider's server. This record 

may be used to determine the amount due for pay-per-use resources at a date sometime 

15 after the tokens used to access the pay-per-use resources have been consumed. In this 

way customers of the token provider may be provided with credit facilities. The 

record may also indicate that certain tokens have time-expired and/or may be used to 

record indicators of any suspicious activity that have taken place on the user's machine 

in order to detect possible fraudulent activity. Consumption of tokens may .be 

20 permitted conditional on a user connecting to a token provider's server within a 

predetermined time period. This helps ensure that users contact the token provider 

regularly, thereby allowing the token provider to supply them with software updates 

and special offers etc., and to check for any suspicious user activity. To this end, an 

interval timer may be used at the user's data processing apparatus. The interval timer 

25 may be reset every time a user connects to the token provider's server. 

According to one further aspect of the invention, the control information 

corresponding to the stored token is calculated from the token record file using, for 

example, a message digest. However, any fonn of encoding, checksumming, hashing 

and/or encryption algorithm could be used to create the control information provided it 

30 gives a reproducible code sequence output when operating on the same input data. 

The control information may be calculated using only the data in the to·ken record file, 

or it may also use other information specific to a particular data processing apparatus, 
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such as. for example, a processor serial number and/or a hard disk drive serial number. 

This can help prevent selective replay attacks and can help ensure that token use can 

be localised to the particular apparatus for which the tokens are distrib'uted by the 

token provider. 

5 According to another aspect of the invention at least one security verification 

file may be stored in the second storage area. The security verification file(s) may be 

used to contain and/or encode control information relating to stored tokens. The 

second storage area(s) may be selected from among a plurality of such areas. The 

security verification file, or files, may store arbitrary data and/or at least part of the 

l O control information as content. 

~ccording to another aspect of the invention a method for consuming the 

stored .tokens is provided. The method of consuming the tokens may entail modifying 

the token record file by marking a token contained therein as having been used. A 

modified token record file containing the to.ken marked as used can then be used to 

15 overwrite the previous token record file. New predetermined control information can 

be calculated from the new token record file written to the second storage area. The 

new control information may be written in one or more security verification files. The 

previous control information may be deleted. In this y,ay the token record file and 

associated control information can be automatically updated to reflect changes to 

20 either the tokens and/or the additional information stored in the token record file. In a 

further aspect of the invention, a check is made for the presence of a plurality of token 

record files and/or security verification files, and all except the most recent can be 

deleted. This not only ensures "good housekeeping" of the storage areas, but also 

helps to frustrate selective replay attacks. 

25 According to yet another aspect of the invention data corresponding to at least 

part of the control information may be hidden using a steganographic hiding technique. 

Steganographic techniques can be used to help prevent the user being aware that 

control information exists and/or how it relates to the information contained in the 

token record file. Any suitable steganographic technique can be used. For example, 

30 one or more bits of information corresponding to part, or the whole, of the control 

information can be hidden by encoding them in file date/time information and/or file 

path information. 

BNSOCX:ID: <G8 __ 237B780A_I_> 
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According to an aspect of the invention there is provided a method for storing 

consumable non-reconciled tokens, the method comprising: receiving a token from a 

token provider; storing the token in a first storage area; obtaining predetermined 

control information ~orresponding to the token; and storing the predetermined control 

5 infonnation in a second storage area, wherein the first storage area is separate from the 

second storage area. The first and second storage areas may be contiguous. The 

predetennined control information may be determined either by the token provider, or 

could be calculated by a data processing apparatus located remotely from the token 

provider. In the former case, the predetermined control information may be 

IO downloaded to the user's data processing ~pparatus. The token provider can be a 

server, and may provide a service to the user's machine by way of an Internet 

connection using a world wide web interface. According to another aspect of the 

invention a check is made for the presence of any token record files and/or security 

verification files, and if none are found an error ,.may be reported. Any token record 

15 files and/or security verification files except the most recent can then be deleted. 

Yet another aspect of the invention relates to a method for supplying 

consumable non-reconciled tokens, the method comprising: generating a unique token; 

storing a copy of the unique token in at least one data storage device; and providing 

the unique token to a data processing apparatus for st01c1-ge in a first storage area, 

20 wherein the data processing apparatus is operable to store P!edetennined control 

information corresponding to the unique token in a second storage area separate from 

the first storage area. The method may additionally comprise supplying any desired 

information to the user's data processing apparatus. 

In order to manage the token record file according t~ a further aspect of the 

25 invention, a token supplier, or the user's data processing apparatus, may read an .expiry 

time from the token record file (or elsewhere), compare the expiry time to a current 

system time and refuse to work with the tokens until the-expiry time is updated. The 

expiry time may be calculated as a time interval since a last update. The expiry time 

may be calculated by way of an interval timer that operates at the user's data 

30 processing apparatus. Updating of the expiry time may involve connection to the 

token provider's server. 
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• According to another aspect of the invention data indicating the number of 

used tokens and/or unused tokens may be stored at the user's data processing apparatus 

and/or may be stored on a token provider's server. Tracking the number of tokens and 

their various statuse·s allo\VS the token provider the possibility of monitoring a 

5 multitude of statistical information (such as a user's rate of token consumption, for 

example) that can be used to indicate possible fraud and/or provide a tailored service 

to customers. Events, such as special offers, requests for information etc. may be 

triggered conditional on the statistical information gathered. For example, triggers 

may include the numbers of tokens having a particular status being lower than, equal 

10 to or higher than various thresholds and/or other triggering criteria, such as rate may be 

used. 

By reading the predetermined control information from the data processing 

apparatus, reading the unique token from the data processing apparatus, calculating 

control information from the copy of the unique token, and comparing the 
-

15 predetermined control information to the calculated control information to determine 

whether there is a match, another aspect of the invention may check for fraudulent 

activity. If fraudulent activity is detected or suspected, the toke~ proviqer may -refuse 

to supply further tokens to a particular user, may withdraw credit facilities, may query 

the user and/or may invalidate existing tokens at the user's data processing apparatus at 

20 the earliest opportunity. Many varied actions ate possible in response to confirmed 

user fraud. 

According to another aspect of the invention the token provider, or providers, 

may detect whether resources at the user's data processing apparatus or elsewhere are 
. . 

up-to-date and if not may supply an update, possibly during the same ·session in which 

25 tokens are provided for the user's use. 

According to another aspect of the invention any part, including the whole, of 

any of the methods described herein is/are implemented as a computer program that 

configures a data processing apparatus to implement that method or partial method. 

The computer prograrn(s) may comprise a module or plug-in, or a set of modules or 

30 plug-ins, that are operable to configure a web-browser or web-browsers located on one 

or more data processing apparatus to implement, either individually or together, any 

aspect of the methods of the present invention. 

BNSOOC:10: cGB __ 2378780A_1_> 
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In a further aspect of the invention, there is provided a carrier medium for the 

previously described computer program(s). The carrier medium may <=omprise a 

magnetic storage medium such as a tape or disc storage medium, an optical storage 

medium such as a read/write, CD-ROM or solid-state memory. Such storage media 

5 may be delivered to a user for loading onto a suitable data processing apparatus. 

OptionaJly, the carrier medium may comprise a telecommunications carrier medium, 

·the computer program(s) being embodied as an electronic or electrical signal carried 

by the telecommunications signal. Such a carrier medium may be an RF carrier signal, 

or an optical carrier signal for an electronic carrier signal. 

IO In yet another aspect of the present invention, there is provided a data 

processing apparatus for providing access to resources in exchange for consumption of 

a consumable non-reconciled token, the data processing apparatus comprising: a 

• controller operable to access at least one data storage device, wherein the at least one 

data storage device is configured to provide at least a first and a separate second 

15 storage area, wherein the first storage area contains data encoding a stored token and 

the second storage area contains data encoding predetermined control information 

corresponding to the stored token; and a processor configured to: read the stored token 

from . the first storage area; calculate control information ·corresponding to the stored 

token; read predetennined control information corresponding to the stored token from 

20 the second storage area; compare the control information to the predetermined control 

25 

. information; and permit access to resources and consume the stored token conditional 

on the control infonnation matching the predetermined control information. If the 

token is stored in a token record file in an encrypted form in the first storage area, the 

token may be decrypted and the token extracted. 

According to a further aspect of the invention, there is provided a data 

processing apparatus for generating and distributing consumable non-reconciled 

tokens; the data processing apparatus comprising: a communications interface; at least 

one data storage device; and a processor configured to: generate a unique token; store 

a copy of the unique token in the at least one data storage device; arid provide the 

30 unique token via the communications interface to a further data processing apparatus 

for storage in a first storage area, wherein the data processing apparatus is operable to 
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store predetermined control infom1ation corresponding to the unique token in a second 

storage area separate from the first storage area. 

According to yet another aspect of the invention. there is provided a method for 

hiding data, comprising: generating a digital fingerprint from a data file stored in a first 

5 storage area; and hiding the digital fingerprint by storing at least part of the digital 

fingerprint in a second storage area, wherein the first storage area is separate from the 

second storage area. Optionally, the second storage area may not be directly 

accessible to a user. The method may comprise generating the digital fingerprint from 

a message digest generated using the data file. At least part of the digital fingerprint 

1 O may be hidden using a steganographic technique. The steganographic technique may 

comprise encoding at least one bit of the digital fingerprint by storing a security 

verification file at a predetermined file location selected from a plurality of such 

predetermined file locations. The steganographic technique may comprise encoding at 

least one bit of the digital fingerprint by modifying a file time stamp of a, or the, 

15 security verification file. 

BNStlOCIO: <GB __ 237B780A_1_> 
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Brief Description of the Dra·wings 

For a better understanding of the invention and to show how the same may be 

carried into effect reference is now made by way of example to the accompan)ing 

5 dra\\ings in which: 

Figure I shows a system in which a plurality of data processing apparatus for 

providing access to resources in exchange for consumption of a token according to one 

aspect of the invention are connected via a network to a data processing apparatus for 

generating and distributing tokens according to another aspect of the invention. 

IO · Figure 2 is a flowchart showing a method for the initial installation and 

subsequent use of pay-per-use software at a local machine in accordance with an 

aspect of the present invention. 

Figure 3 is a flowchart showing a method according to an aspect of the present 

invention for managing a client-side (user) data processing apparatus for acquiring 

15 tokens. 

Figure 4 is a flowchart showing a method for storing tokens according to an 

aspect of the present invention. 

Figure 5 is a flowchart showing a continuation of the flowchart of Figure 4. 

Figure 6 is a flowchart showing a method for consuming tokens at a data 

20 processing apparatus according to an aspect of the present invention. 

Figure 7 is a flowchart showing a continuation of the flowchart of Figure 6. 

Figure 8 is a flowchart showing a continuation of the flowchart of Figure 7. 

Figure 9 is a flowchart showing a method according to an aspect of the present 

invention for managing a server-side (token provider) data processing apparatus for 

25 generating and providing tokens. 

Figure 10 is a flowchart showing a continuation of the flowchart of Figure 9. 



RNC:nrr.rn .-r..R 

-12-

Detailed Description 

Figure I shows a networked system I 00 comprising a token provider server 

l 02 connected to a plurality of workstations l 06a- l 06c via a network I 04. The 

5 networked system I 00 is used to managed the distribution of tokens to the 

workstations that allow access to resources that are preferably contained within the 

workstations I 06a-l 06c themselves. Workstation I 06a is a portable computer used by 

a field service engineer that contains application software. The application software is 

configured to consume a token from the local hard disk drive when the engineer has 

10 finished using the application software and update the token record in the token record 

file. In this way, the application software can be used on a pay-per-use basis with 

tokens being consumed off-line without needing to be reconciled. 

Tokens are downloaded to the workstations I 06a-l 06c from the token provider 

server 102. Tokens are data objects each of which represents a specific monetary 

15 value and each of which is unique. Tokens are produced, or "minted", using 

algorithms that incorporate checking information with the token so as to reduce the 

chance of tokens being forged. The token provider server l 02 maintains a database 

record of all tokens distributed to the workstations 106a- l 06c, their status and details 

of the customers to whom the tokens are distributed. The token provider server 1 02 

20 also manages payment for the tokens by contro1Iing credit and debit payments 

according to the status of a particular customer. Preferred customers are given credit 

accounts and can elect to distribute tokens amongst their engineers as they wish. Other 

customers may be required to make payment for tokens up-front or on a pay-as-you-go 

basis. Such customer requirements are also recorded by the token provider server 102 

25 which then manages token distribution accordingly. 

Figure 2 is a flowchart showing a method for the initial installation and 

subsequent use of pay-per-use application software stored at workstation I 06a. Before 

the user can begin using the application software, it needs to be installed on the hard 

disk drive of the workstation I 06a. At step 202 the application software is installed by 

30 the user using conventional methods such as by using removable program carrying 

installation media or by downloading the application software from the token provider 

server 102 via the network 104. Following initial installation, the application software 

7'-l7R7Af'\A I~ 
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can be upgraded whenever the workstation I 06a is in communication with the token 

provider server I 02, should the token provider server I 02 determine that such an 

upgrade is necessary. 

After the application software has been installed, the user may attempt to 

5 access a function of the software that requires payment in order that the function be 

operable (step 204). Payment is made by consuming tokens purchased from the token 

provider. When the engineer attempts to access the restricted functions the application 

software, at step 206, checks the hard disk to see whether there are any tokens stored 

the_reon that can be used to pay for using the function. 

IO To look for the tokens, the application software checks the hard disk drive for a 

token record file. The token record file is used as a container to store tokens, 

associated information and user information securely on the hard disk drive of the 

workstation 106a, and is stored in an encrypted form to help prevent any user 

tampering. The encryption (and decryption) scheme uses a symmetric key encryption 

15 algorithm taking, for example, the hard disk d.rive's serial number as its key, so as to 

help ensure that the encrypted token record file is localise·d in use to the particular 

workstation 106a for which the tokens contained in the token record file were sold. 

When no unspent tokens are available in a user's record (at step 208), the 

operation for which tokens are charged will fail to function. To remedy this, the user 

20 would have to collect more tokens from the token provider's server .(at step 212). If 

tokens are available, and a chargeable operation is requested, then a token is consumed 

210 (see Figures 6 to 8 and the following description). Where the process of 

consuming a local token 210 is successful, the function selected by the user for which 

payment is required is performed (at step 214). By allowing the consumption of 

25 tokens off-line, there is no need to provide for on-line token reconciliation with all its 

inherent disadvantages. For example, by storing the tokens locally on a user's hard 

disk drive, they may be rapidly accessed and consumed without awaiting on-line 

approval for their use. 

Figure 3 is a flowchart depicting the method 300 operating client-side (user-

30 side) on the workstation 106a by which tokens are acquired from the token provider 

server 102. In this embodiment the bulk of the method is invoked using a Java based 

plug-in, or applet, that runs in the user's web-browser, although here we note that this 
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part of the method may equally well be invoked from within the application software 

itself. Use of pre-existing web-browser software is preferred in this case- as it avoids 

the need to code communications functionality and protocols into the application 

software. 

5 At step 302 the application software launches the user's web-browser by 

calling the web-browser executable with a pointer to the Java applet. The web­

browser then launches and when the applet starts it invokes the method illustrated in 

steps 304 through 314. The web-browser attempts at step 304 to connect to the token 

provider's web-site, via the internet, which in this case is hosted ·by the token provider 

10 server 102. The user is requested to provide identifying information and a 

corroborating password. Once a connection is established, a request is made for 

tokens to be supplied from the token provider server 102 to the workstation 106a (step 

306). The request is then dealt with by the token provider server 102 which can 

release tokens, if available, to the workstation I 06a. The token provider server I 02 

15 also checks the user identity and password. 

If tokens are not available, or the token request is otherwise unsuccessful, a 

message is provided to the web-browser from the token provider server I 02 indicating 

reasons for the failure to provide tokens and information on what steps the user should 

take next (step 310). If the user identification is accepted and the token request is 

20 successful, tokens and other information are transmitted to the workstation 106a, over 

a secure SSL/TLS connection established for the session. At step 312 the applet stores 

the tokens in an encrypted file on the hard disk drive of the workstation 106a and 

updates additional control information associated with the token record file to provide 

further token security (see Figures 4 and 5 and the corresponding description below). 

25 Information read from an existing token record file on the hard disk during the update 

process and the workstation I 06a is transmitted at step 3 14 back to the token provider 

server 102 for analysis and storage. This information includes a· count of the number 

of used and unused tokens, the hard disk serial number as well as the system time at 

the workstation 106a. 

30 Figure 4 is a flowchart showing a method for storing tokens 312 on workstation 

106a. Figure 5 is a flowchart showing a continuation of the flowchart of Figure 4. At 

step 402 encrypted tokens and time information are received at the workstation 106a. 

BNSOOCID: <GB __ 237B78011_1_> 
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The tokens, time information and other information may be transferred from the token 

provider server and/or the user's data processing apparatus over the secure SSL/TLS 

connection established for the session. Transfer of data in this fashion uses encryption 

by virtue of the underlying SSL/fLS protocol, and hence provides token security even 

5 if intervening networks are insecure. 

Before any tokens are stored on the workstation 106a, the applet performs 

some housekeeping exercises on the hard disk. Firstly, a check of the hard disk is 

made at step 404 to detennine if there is already a token record file in which th_e 

downloaded tokens and any additional information can be stored. At this point, any 

10 security verification files associated with the token record file and stored ~ one of a 

predetennined set of directories are also noted. If no such security verification file is 

found stored on the hard disk drive, an error is generated at step 406 that prevents the 

procedure for storing tokens from continuing. A message may be presented to a user 

at this point explaining what to do next. 

15 At step 408 a check is performed to test whether the token record file is 

encrypted. If it is encrypted, the token record file infonnation is decrypted using the 

hard disk drive serial number as the key. A check is then performed at step 410 to test 

whether the user is identified in the token record file. If the user is not identified by 

the token record file, an error is generated ( at step 412) and the user is presented with a 

20 message explaining that no further tokens will be downloaded. If the user is positively 

identified, all previous security verification files on the hard disk drive are identified 

and deleted (step 414). 

The tokens to be stored and their respective associated information are then 

appended to the decrypted pre-existing tokens and token information, at step 416, to 

25 fonn a new data object. The new data object then forms the input to a secure hashing 

algorithm (in this case SHA-I is used at step 418) that calculates a 160 bit message 

digest corresponding to the new data object. 

If the original token record file was encrypted, the new data object, 

corresponding to a new token record file, is encrypted using the hard disk drive serial 

30 number as a symmetric key. The token record file, either encrypted or unencrypted, is 

then stored in a first data storage area on the hard disk: drive possibly using file path 

encoding (step 420). 
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In order to provide file path encoding, four bits such as for example bit 7 to bit 

4 of the 160 bit message digest are used to determine in which directory path a file to 

which file path encoding is to be applied should be stored in so as to encode the four 

bits of data. To do this, a set of look-up tables is used. Bits 5 and 4 are used to 

5 produce a decimal primary index number from their binary values: i.e. 00 = 0, O 1 = I, 

10 = 2 and 1 I = 3. The primary index is used to detennine a first partial path of the 

directory path, thus: 

10 

15 

20 

25 

Primary Table 

PathA = index 0 
PathB = index 1 
PathC = index 2 
PathD = index 3 

Having determined a first partial path, bits 7 and 6 are then used to produce a 

decimal secondary index number: i.e. 00 :::: 0, 01 = I, IO = 2 and 11 = 3. Each 

secondary index is associated with a secondary table. One such table, which is 

selected for the example where bits 5 and 4 of the message digest are binary 11, is 

shown as follows: 

Secondary Table for index= 3 

PathD A = index 0 
PathD_B = index 1 
PathD _ C == index 2 
PathD D = index 3 

The secondary index, determined from the primary index, is then used to select 

a further partial path from the secondary table according to the value of bits 7 and 6. 

For example, if bits 7 and 6 are set to be binary 10, the secondary index equals two and 

30 so the further partial path selected would be PathD _ C. 

The full directory path, encoding the 4-bits of binary information, in which the 

file is stored is constructed as a concatenation of the first and the further partial paths 

as indexed by bits 7 to 4 (when read from MSB to LSB) of the message digest. For 

BNSOOC:10: cGB __ 23787BOA_1_> 
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example, if bits 7 to 4 are set as '·IOI I'', the file will be stored m directory 

\PathD\PathD C. 

All combinations of the paths need to be present in order that the file can be 

stored there. If any path does not exist, it must first be created. The paths selected are 

5 those that are ordinarily present on the hard disk drive of the workstation 106a. The 

primary table entries are: 

15 

20 

c:\ 
c:\Program Files 
c:\windows 
c:\ElanPCCard 

- the windows root dire~tory 
. - the program files directory 

- the windows system path. -could be "winNT" 
- Elan eMCE directory 

For the windows root directory the secondary table entries are: 

<none> 
\ElanPCCard 
\windows 
\Program Files 

- or "winNr' 

For the program files directory the secondary table entries are: 

\Accessories 
\Common Files\Microsoft Shared\Dao 
\System\ole db 
\Services 

- or \Common Files\System\ole db 
- or \Common Files\Services 

25 For the windows system path directory the secondary table entries are: 

\system - or \system32 
\system\drivers - or \system32\drivers 
\java 
\j ava \classes 

30 

For the Elan eMCE (ElanPCCard) directory the secondary table entries are: 

\eMCE 
\eMCE\CardData 
\eMCE\html 

35 \eMCE\document 

Having determined the directory in which to store the file using the file path 

encoding method, the file is then stored. 
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The file path encoding method as previously described is used to select the 

location in which a security verification file is stored (step 422). The content of the 

security verification file consists of a short random string of data stored using a 

predetermined filename. The path to the security verification file is selected as 

5 described previously, and different bits of the message digest can be used to select the 

file path if both the token record file and the security verification file use file path 

encodings. For example, bits 11 to 8 of the massage digest may be used, although any 

combination may be selected. It is even possible to encode using random bits of the 

message digest, the pattern of which is encrypted as part of the token record file, to 

l 0 provide for further security enhancement. 

By way of additional security, a further 4-bits of data corresponding to, for 

example, bits 3 to 0 (MSB to LSB) of the message digest are steganographica!ly 

hidden in a second data storage area of the hard disk drive. These 4-bits are encoded 

by modifying the time stamp data of the stored security verification file that is stored 

15 in a second data storage area by the file operating system. The process by which this 

is achieved is shown by steps 424 to 428. 

Firstly, at step 424, the system time of the workstation I 06a is read into a first . 
variable following a call to the operating system. The number of seconds is then set to 

zero. The time stamp of both the last written and last accessed fields are then set to the 

20 modified system time value indicated by the variable (step 426). A data value 

corresponding to the 4-bit number taken from the message digest that is to be encoded 

is then subtracted as a number of seconds from the variable value. The variable value 

then indicates a reduced time that is saved as the new creation time of the security 

verification file (step 428). In this way, data is hidden on the disk in the data area 

25 reserved for recording file attributes. 

At the end of the process of Figure 5, a security verification file is to be found 

stored on the hard disk drive of the workstation I 06a along with other hidden control 

information that is used to verify the integrity of tokens and other data stored in the 

token record file. 

30 Figure 6 is a flowchart showing a method for consuming tokens 210 at a 

workstation l 06. Figures 7 and 8 are flowcharts showing a continuation of the 

BNSOOCII); •GB __ 2378.,__I_> 



-19-

flowchart that starts at Figure 6. This process is carried out by the application software 

that is stored at the workstations. 

The process of consuming a token 210 begins, at step 602, with the application 

software searching the_predeterrnined set of file location paths (see above) in which 

5 security verification files may be stored. A search is made to determine whether or not 

more than one security verification file exists (step 604). If more than one security 

verification file exists, then all but the most recent is deleted (step 606). A process of 

recovering the 8-bits of the message digest encoded by the security verification file 

then begins (steps 608 to 612). This works substantially by reversing each of the two 

10 processes used to encode the two sets of 4-bits in the first place. Optionally, an 

additional verification check is also made if the token record file also encodes part of 

the message digest. 

The file location of the security verification file is determined during the search 

for the security verification file and accounting for any subsequent deletions. The bit 

15 pattern corresponding to four bits of the message digest used to determine the security 

verification file location are found by comparing the storage path to a set of tables and 

looking up the corresponding bit values (steps 608 and 610). Next, in step 612, the 

information corresponding to the four bits of the message digest used to determine the 

security verification file location are found from the file attribute information by 

20 subtracting the security verification file creation time from the security verification file 

written time. 

The token record file is then decrypted in step 614 using the hard disk drive 

serial number as a symmetric key. The decrypted token record file data is then used as 

input to the same secure hashing algorithm that is used when the tokens are being 

25 stored to produce a message digest (step 616). Thereafter, the recovered 

steganographic bit pattern is compared to the respective bits of message digest (step 

618). Any mismatch between these sets of data causes the consumption process to 

fail, during which process (step 622) a message is issued to the user and a record of 

failure is written to the hard disk drive. 

30 Where the token record file has been validated, the application software 

searches the decrypted token record file for a token that has associated information 

indicating that it is valid (step 630). The token is then either marked as having been 
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used. or deleted to free up space in the token record fik for new tokens that will be 

loaded at a later time. Having consumed a token, the token record file is re-encrypted 

and new control information calculated and used to store the encrypted token record 

file (steps 634 to 640), in much the same manner as is used to store new tokens as 

5 described above. Having consumed a token the application software then grants the 

user access to the protected resources. 

Figure 9 is a flowchart showing a method 900 that is used at the token provider 

server 102 for generating and providing tokens. Figure 10 is a flowchart showing a 

continuation of the flowchart of Figure 9. The method is implemented as a software 

1 O module or object running in conjunction with, or as part of, a stand-alone executable 

program to deal with individual requests for tokens. 

The token provider server l 02 is connected to a firewall web-server (not 

shown) that continuously monitors a communications link for external requests for 

information, tokens etc. The firewall server is operable to forward requests for service 

1 5 from external users to the token provider server 102 and to provide data from the token 

provider server 102 to the external users. Requests for tokens are passed from the 

firewall web-server to the token provider server 102. Additionally, the function of the 

firewall web-server is to provide standard information over an internet link to 

requesting parties, and to secure the token provider server 102 from external 

20 interference. 

At step 902, the token provider server 102 receives a request for provision of 

tokens indirectly from an external user. The token provider server 102 then sends a 

request to the external user for his user identification (uid), password and the user's 

hard disk drive serial number (step 904). If a user identification and password are 

25 received in response to this request, a check is made in a database of user id's and 

passwords to see whether there is an entry for the provided uid and if so whether it 

corresponds to the password provided (steps 906 and 910). If there is no match in the 

database for the uid, or if the password does not match the uid, the token provider 

server 102 sends a message to the external user to say that the request to provide 

30 tokens has failed, and provides the reasons for the failure {step 908). 

When an existing user is positively identified, a check is made at step 912 to 

see whether there are any tokens available to the user. Tokens may be made available 
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on credit for certain users (such as corporate users) or may have been paid for in 

advance via an online connection, over the telephone by credit/debit card, by post with 

a cheque etc. Advance payment for tokens is preferably performed separately from 

their provision to the user. The tokens, which are themselves sequentially chosen 

5 numbers, are then held in an SQL token database to which the token provider server 

l 02 has access, and distributed to the users as necessary. If there are no tokens 

available to the user, the request for tokens is rejected at step 9 I 4. A rejection at this 

stage is accompanied by a message informing the user that tokens are unavailable, the 

reasons for this and what the user might do to remedy the situation. 

IO Where tokens are available to the user, the user is informed at step 916 of the 

number of tokens at their disposal and prompted to request the number that are 

required to be downloaded to the user's machine. The user's request is sent to the 

token provider server 102 which then identifies the requested number of tokens in the 

SQL database to be sent to the user (step 918). At step 920 a secure session based 

15 upon SSLffLS is setup between the token provider server 102 and the user's data 

processing apparatus 106. Tokens and other information, such as the time interval 

after which the tokens expire, is communicated to the user's data processing apparatus 

I 06 by way of the secure session. Thereafter, the tokens and other information are 

processed at the user's data processing apparatus 106 according to the method 312 

20 described above and illustrated in Figure 4 below. 

Once the tokens have successfully been sent to the user, the tokens are marked 

in the SQL database as having been assigned to the user, and control information 

regarding the tokens is updated (step 922). As an additional check, the token provider 

server 102 sends a request to the user identified using an internal database record to 

25 request confirmation that the sent tokens have been received and stored without error. 

Any errors can be dealt with according to their nature, and the details of the error 

handling procedures are not deemed to require further explanation here. In addition to 

providing the token provider server I 02 with a confirmation of a successful token 

transfer, a request for infonnation regarding the status of the token record file held at 

30 the user's machine is requested (step 924). This status information could include the 

number of failed attempts there have been to consume tokens, the nature of any 

failures (time-expiry or possible fraudulent use) and an indication of the local time set 
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on the system clock of the user's machine. At step 926, the status infonnation is 

uploaded to the token provider server 102 over the secure SSL/TLS session. This 

information is then stored at step 928 in the token database where it may subsequently 

be analysed to check for any suspicious user activity. At step 928 the user infonnation 

5 is aiso updated: in particular a record of the number of tokens available to the user is 

decreased by the nwnber of tokens that have just been successfully provided to the 

user's data processing apparatus I 06. 

Alternative embodiments of the invention generate keys for encrypting and 

decrypting token record files by combining a hard drive serial number with a random 

IO number to create a unique installation number. The unique installation number is 

stored in the token record file on the user's machine and on the token provider server 

during the signup process. The unique installation number is also used to identify the 

user in future communications. 

Although the invention has been described in relation to the preceding example 

1 5 embodiments, it will be readily understood by those of ordinary skill in the art that 

many different embodiments employing the inventive concepts of the invention are 

possible. For example, although security verification files have been described in 

conjunction with the encoding of the eight least significant bits of a message digest, it 

is understood that any number of bits may be encoded using the techniques described. 

20 Furthermore, the bits selected for encoding may be selected, either individually or in 

any combination, from any bit position ofa message digest and/or other such control 

information. Moreover, those skilled in the art will understand that the token record 

files themselves could also be used to encode control information and that any number 

of security verification files may be used to increase the number of bits of information 

25 hidden. It is the applicant's intention that all such variants fall within the scope of the 

invention. 

The scope of the present disclosure includes any novel feature or combination 

of features disclosed therein either explicitly or implicitly or any generalisation thereof 

irrespective of whether or not it relates to the claimed invention or mitigates any or all 

30 of the problems addressed by the present invention. The applicant hereby gives notice 

that new claims may ·be formulated to such features during the prosecution of this 

application or of any such further application derived therefrom. In particular, with 
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reference to the appended claims, features from dependent claims may be combined 

with those of the independent claims and features from respective independent claims 

may be combined· in any appropriate manner and not merely in the specific 

combinations enumerated in the claims. 
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CLAIMS 

l. A method for consuming non-reconciled tokens, said method 

comprising: 

reading a stored token from a first storage area; 

calculating control information corresponding to said stored token; 

reading predetermined control information corresponding to said stored 

token from a second storage area, wherein said first storage area is separate from said 

second storage area; 

comparing siYd control information to said predetermined control 

l 0 infomiation; and 

consuming said stored token conditional on said control information 

matching said predetermined control information. 

2. The method of Claim 1, wherein said stored token is stored in a token 

I 5 record file. 

3. The method of Claim 2, wherein said token record file further 

comprises information indicating an expiry time of said stored token. 

20 4. The method of any preceding claim, wherein consumption of said 

stored token is further conditional upon a time interval between a last recorded update 

time and a current time not exceeding a predetermined value. 

5. The method of any one of Claims 2 to 4, wherein said token record file 

25 further comprises user information corresponding to said stored token. 

6. The method of any one of Claims 2 to 5, wherein said token record file 

further comprises information indicating whether said stored token is valid. 

30 7. The method of any one of Claims 2 to 6, ·wherein at least one further 

token is stored in said token record file. 
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8. The method of Claim 7, wherein said token record file further 

comprises information indicating an expiry time of each of said at least one further 

token. 

9. The method of Claim 7 or Claim 8, wherein said token record file 

further comprises user information corresponding to each of said at least one further 

token. 

I 0. The method of any one of Claims 7 to 9, wherein said token record file 

further comprises information indicating whether each of said at least one further 

token is valid or not. 

11. The method of any one of Claims 2 to I 0, wherein said token record file 

15 is stored in an encrypted fonn in said first storage area. 

20 

25 

12. The method of any one of Claims 2 to 11, wherein said step of 

calculating control infonnation corresponding to said stored token comprises 

calculating a message digest from said token record file. 

13. The method of any one of Claims 2 to 12, wherein said step of 

consuming said stored token comprises: 

modifying said token record file by marking said stored token as having been 

used; 

storing said modified token record file in place of said token record file 

in said first storage area; 

calculating new predetermined control information from said modified 

token record file; and 

storing said new predetermined control information in place of said 

30 control infonnation in said second storage area. 
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14. The method of any preceding claim, compnsmg storing a security 

verification file in said second storage area. 

I 5. The method of Claim 14, further comprising: 

checking said second storage area for the presence of a plurality of 

security verification files; and 

deleting all security verification files except the most recent security 

verification file. 

16. The method of any preceding claim, wherein said first and second 

storage areas are located in a single data storage device. 

17. The method of any preceding claim, wherein data stored in said second 

storage area is hidden using a steganographic hiding technique. 

18. The method of any preceding claim, further comprising the step of 

enabling access to restricted access resources conditional on consumption of said 

stored token. 

19. The method of any preceding claim, further comprising the step of 

enabling access to pay-per-access resources conditional on consumption of said stored 

token. 

20. A method for storing consumable non-reconciled tokens, said method 

25 comprising: 

30 

token; and 

receiving a token from a token provider; 

storing said token in a first storage area; 

obtaining predetermined control information corresponding to said 

storing said predetennined control information in a second storage area, 

wherein said first storage area is separate from said second storage area. 
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21. The method of Claim 20, wherein the step of storing said token in a first 

storage area comprises storing said token in a token record file. 

22. The method of Claim 20 or Claim 21, comprising storing a security 

5 verification file in said second storage area. 

23. The method of any one of Claims 20 to 22, further comprising storing 

information indicating a time of last access to said token provider. 

10 24. The method of any one of Claims 21 to 23, further comprising storing 

user information corresponding to said token in said token record file. 

25. The method of any one of Claims 21 to 24, further comprising storing 

information indicating whether said stored token is valid in said token record file. 

15 

26. The method of any one of Claims 21 to 25, wherein at least one further 

token is stored in said token record file. 

27. The method of any one of Claims 21 to 26, wherein said token record 

20 file is stored in an encrypted form in said first storage area. 

28. The method of any one of Claims 21 to 27, wherein said step of 

obtaining predetermined control information corresponding to said token comprises 

• calculating said predetermined control information from said token record file. 

25 

30 

29. The method of Claim 28, wherein said step of calculating said 

predetermined control information from said token record file comprises -calculating a 

message digest ·from said token record file. 

30. The method of any one of Claims 20 to 27, wherein said step of 

obtaining predetermined control information corresponding to said token .comprises 

downloading said predetermined control information from said token provider. 
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31. The method of any one of Claims 20 to 30, wherein said token provider 

is a server. 

32. The method of any one of Claims 20 to 31, further comprising: 

checking said first storage area for the presence of a token record file and/or a 

security verification file(s); and 

informing a user conditional on the token record file and/or security 

verification file(s), being absent that the user needs to register online before 

10 proceeding. 

15 

20 

33. The method of any one of Claims 2 I to 32, wherein said step of storing 

said token further comprises: 

modifying said token record file to incorporate said token; and 

storing said modified token record file in place of said token record file in said 

first storage area. 

34. The method of any one of Claims 20 to 33, wherein said first and 

second storage areas are located in a single data storage device. 

35. The method of any one of Claims 20 to 34, wherein data stored in said 

second storage area is hidden using a steganographic hiding technique. 

36. A method for supplying consumable non-reconciled tokens, said 

25 method comprising: 

generating a unique token; 

storing a copy of said unique token in at least one data storage device; and 

providing said unique token to a data processing apparatus for storage in a first 

storage area, wherein said data processing apparatus is operable to store predetermined 

30 control information corresponding to said unique token in a second storage area 

separate from said first storage area. 
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37. The method of Claim 36, wherein said unique token is stored in a token 

record file in said first storage area. 

38. The method ·of Claim 36 or Claim 37, further comprising providing 

5 infonnation indicating an expiry time of said unique token to said data processing 

apparatus. 

39. The method of Claim 38, further comprising storing a copy of said 

information indicating an expiry time of said unique token in said at least one data 

10 storage device. 

40. The method of Claim 38 or Claim 39, wherein said infonnation 

indicating an expiry time of said unique token is a time interval. 

15 41. The method of any one of Claims 36 to 40, wherein said unique token is 

generated using user information. 

42. The method of any one of Claims 36 to 41, further comprising 

providing information indicating that said unique token is valid to said data processing 

20 apparatus. 

25 

30 

43. The method of any one of Claims 36 to 42, further comprising reading a 

number indicating how many consumed tokens reside on said data processing 

apparatus from said data processing apparatus. 

44. The method of Claim 43, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said number of 

consumed tokens residing on said data processing apparatus not exceeding a first 

predetermined value. 
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45. The method of any one of Claims 36 to 44, further comprising reading a 

number indicating how many unused tokens reside on said data processing apparatus 

from said data processing apparatus. 

46. The method of Claim 45, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said number of unused 

tokens residing on said data processing apparatus equalling or exceeding a second 

predetermined value. 

47. The method of any one of Claims 36 to 46, wherein a security 

verification file is stored in said second data storage area. 

48. The method of any one of Claims 36 to 4 7, comprising: 

reading said predetermined control information from said data 

15 processing apparatus; 

reading said unique token from said data processing apparatus; 

calculating control information from said copy of said unique token; 

and 

comparing said predetermined control information to said calculated 

20 control information to determine whether there is a match, wherein an inexact match 

indicates fraudulent activity. 

49. The method of Claim 48, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said predetermined 

25 control information not being an exact match to said calculated control information. 

30 

50. The method of Claim 48 or Claim 49, when dependant upon Claim 37, 

wherein said step of calculating control information corresponding to said unique 

token comprises calculating a message digest from said token record file. 

51. The method of any one of Claims 37 to 50, wherein said token record 

file is stored in an encrypted form in said first storage area. 
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52. The method of any one of Claims 36 to 51, wherein said first and 

second storage areas are located in a single data storage device. 

5 53. The method of any one of Claims 36 to 52, wherein data stored in said 

second storage area is hidden using a steganographic hiding technique. 

54. The method of any one of Claims 36 to 53, wherein said step of 

providing said unique token to said data processing apparatus further comprises taking 

10 prepayment in exchange for said unique token. 

55. The method of any one of Claims 36 to 54, wherein said step of 

providing said unique token to said data processing apparatus further comprises 

charging a sum to a pre-existing customer credit account in exchange for said unique 

15 token. 

56. The method of any one of Claims 36 to 55, further comprising 

downloading a software update to said data processing apparatus. 

20 57. A computer program operable to configure a data processing apparatus 

25 

to implement a method according to any one of Claims l to 56. 

58. . A computer carrier medium carrying a computer program according to 

Claim 57. 

59. A data processing apparatus for providing access to resources in 

exchange for consumption of a consumable non-reconciled token, said data processing 

apparatus comprising: 

a controller operable to access at least one data storage device, wherein 

30 said at least one data storage device is configured to provide at least a first and a 

separate second storage area, wherein said first storage area contains -data encoding a 
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stored token and said second storage area contains data encoding predetermined 

control infonnation corresponding to said stored token; and 

a processor configured to: 

a) read said stored token from said first storage area; 

b) calculate control infonnation corresponding to said stored 

token; 

c) read predeterrn~ned control infonnation corresponding to said 

stored token from said second storage area; 

d) compare said control information to said predetermined 

l 0 control information; and 

15 

20 

25 

e) permit access to resources and consume said stored token 

conditional on said control infonnation matching said predetermined control 

infonnation. 

60. The data processing apparatus of Claim 59, wherein said stored token is 

stored in a token record file. 

61. The data processing apparatus of Claim 60, wherein said token record 

file further comprises infonnation indicating an expiry time of said stored token. 

62. The data processing apparatus of any one of Claims 59 to 61, wherein 

consumption of said stored token is funher conditional upon a time interval between a 

last recorded update time and a current time not exceeding a predetermined value. 

63. The data processing apparatus of any one of Claims 60 to 62, wherein 

said token record file further comprises user information corresponding to said stored 

token. 

64. The data processing apparatus of Claims 60 to 63, wherein said token 

30 record file further comprises information indicating whether said stored token is valid. 
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65. The data processing apparatus of Claims 60 to 64, wherein at least one 

further token is stored in said token record file. 

66. The data processing apparatus of Claim 65, wherein said token record 

5 file further comprises infonnation indicating an expiry time of each of said at least one 

further token. 

67. The data processing apparatus of Claim 65 or Claim 66, wherein said 

token record file further comprises user information corresponding to each of said at 

10 least one further token. 

15 

20 

25 

68. The data processing apparatus of any one of Claims 65 to 67, wherein 

said token record file further comprises information indicating whether -each of said at 

least one further token is valid or not. 

69. The data processing apparatus of any one of Claims 60 to 68, wherein 

said token record file is stored in an encrypted form in said first storage area and said 

step of reading said stored token from said first storage area comprises decrypting said 

encrypted token record file and extracting said stored token. 

70. The data processing apparatus of any one of Claims 60 to 69, wherein 

said processor is configured to calculate control information corresponding to said 

stored token by calculating a message digest from said token record file. 

71. The data processing apparatus of any one of Claims 60 to 70, wherein 

said processor is configured to consume said stored token by: 

modifying said token record file by marking said stored token as having been 

used; 

storing said modified token record file in place of said token record file 

30 in said first storage area; 

calculating new predetermined control information from said modified 

token record file; and 
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storing said new predetermined control information in place of said 

control infonnation in said second storage area. 

Tl. The data processing apparatus of any one of Claims 59 to 71, wherein 

5 said processor is configured to store a security verification file in said second storage 

area. 

10 

15 

73. The data processing apparatus of Claim 72, wherein said processor is 

further configured to: 

check said second storage area for the presence of a plurality of security 

verification files; and 

delete all security verification files except the most recent security 

verification file. 

74. The data processing apparatus of any one of Claims 59 to 73, wherein 

said first and second storage areas are located in a single data storage device. 

75. The data processing apparatus of any one of Claims 59 to 74, wherein 

data stored in said second storage area is hidden using a steganographic hiding 

20 technique. 

76. The data processing apparatus of any one of Claims 59 to 75, wherein 

said resources comprise a software application. 

25 77. The data processing apparatus of Claim 76, wherein said processor is 

configured to consume said stored token when data is saved from said software 

application. 

78. A data processing apparatus for generating and distributing consumable 

30 non-reconciled tokens, said data processing apparatus comprising: 

a communications interface; 

at least one data storage device; and 
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a processor configured to: 

a) generate a unique token; 

b) store a copy of said unique token in said at least one data 

storage device; and 

c) provide said unique token via said communications interface 

to a further data processing apparatus for storage in a first storage area, wherein said 

data processing apparatus is operable to store predetermined control information 

corresponding to said unique token in a second storage area separate from said first 

storage area. 

79. The data processing apparatus of Claim 78, wherein said further data 

processing apparatus is operable to store said uniq'ue token in a token record file in 

said first storage area. 

80. The data processing apparatus of Claim 78 or Claim 79, wherein said 

processor is further configured to provide time information to said further data 

processing apparatus. 

81. The data processing apparatus of Claim 80, wherein said time 

20 infonnation is a time interval after which tokens are unusable. 

25 

82. The data processing apparatus of Claim 80 or Claim 81, wherein said 

processor is further configured to store a copy of time information in said at least one 

data storage device. 

83. The data processing apparatus of any one of Claims 78 to 82, wherein 

said processor is configured to generate said unique token using user information. 

84. The data processing apparatus of any one of Claims 78 to 83, wherein 

30 said processor is configured to provide information to said further data processing 

apparatus indicating that said unique token is valid. 
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85. The data processing apparatus of any one of Claims 78 to 84, wherein 

said processor is configured to read from said further data processing apparatus a 

number indicating how many consumed tokens reside on said further data processing 

apparatus. 

86. The data processing apparatus of Claim 85, wherein said processor is 

configured to block the provision of further tokens to said further data processing 

apparatus conditional on said number of consumed tokens not exceeding a first 

predetermined value. 

87. The data processing apparatus of any one of Claims 78 to ·86, wherein 

said processor is configured to read from said further data processing apparatus a 

number indicating how many unused tokens reside on said further data processing 

apparatus. 

88. The data processing apparatus of Claim 87, wherein said processor is 

configured to block the provision of further tokens to said further data processing 

apparatus conditional on said number of unused tokens equalling or exceeding a 

second pfedetermined value. 

89. The data processing apparatus of any one of Claims 78 to 88, wherein a 

security verification file is stored in said second data storage area. 

90. The data processing apparatus of any one of Claims 78 to 89, wherein 

25 said processor is further configured to: 

30 

read said predetermined control information from said further data 

processing apparatus; 

read sa1d unique token from said further data processing apparatus; 

calculate control information from said copy of said unique token; and 

compare said predetermined control information to said calculated 

control information to determine whether there is a match, ap inexact match being 

indicative of possible fraudulent activity. 
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91. The data processing apparatus of Claim 90, wherein said processor is 

configured to block the provision of further tokens to said further data processing 

apparatus conditional on said predetermined control information not being an exact 

5 match to said calculated control infonnation. 

15 

92. The data processmg apparatus of Claim 90 or Claim 91, when 

dependant upon Claim 79, wherein said processor is configured to calculate said 

control information by calculating a message digest from said token record file. 

93. The data processing apparatus of any one of Claims 78 to 92, wherein 

said processor is operable to encrypt said unique token before providing an encrypted 

version of said unique token via said communications interface. 

94. The data processing apparatus of any one of Claims 78 to 93, wherein 

said first and second storage areas of said further data processing apparatus are located 

in a single data storage device. 

95. The data processing apparatus of any one of Claims 78 to 94, wherein 

20 data stored in said second storage area of said further data processing apparatus is 

hidden using a steganographic hiding technique. 

96. The data processing apparatus of any one of Claims 78 to 95, wherein 

said processor is configured to provide said unique token to said further data 

25 processing apparatus in exchange for a prepayment. 

97. The data processing apparatus of any one of Claims 78 to 96, wherein 

said processor is configured to provide said unique token to said further data 

processing apparatus following addition of a charge to a pre-existing customer -credit 

30 account. 
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98. The data processing apparatus of any one of Claims 78 to 97, wherein 

said processor is configured to supply a software update to said further data processing 

apparatus. 

99. A method for hiding data, comprising: 

generating a digital fingerprint from a data file stored in a first storage 

area; and 

hiding said digital fingerprint by storing at least part of said digital 

fingerprint in a second storage area, wherein said first storage area is separate from 

IO said second storage area. 

15 

20 

25 

30 

100. The method of Claim 99, wherein said second storage area is not 

directly user-accessible. 

101. The method of Claim 99 or Claim 100, wherein said digital fingerprint 

is a message digest generated from at least said data file. 

102. The method of any one of Claims 99 to 101, wherein said at least part 

of said digital fingerprint is hidden using a steganographic technique. 

103. The method of Claim 102, wherein said steganographic technique 

comprises encoding at least one bit of said digital fingerprint by storing a security 

verification file at one location selected from a plurality of predetermined file 

locations. 

104. The method of Claim 103, wherein said steganographic technique 

comprises encoding at least one further bit of said digital fingerprint by modifying a 

file time stamp of said security verification file. 

105. The method of Claim 102, wherein said steganographic technique 

comprises encoding at least one bit of said digital fingerprint by modifying a file time 

stamp of a security verification file. 
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106. A system for generating and distributing tokens substantially as 

herein before described with reference to Figure l of the accompanying drawings. 

I 07. A method for the initial installation and subsequent use of pay-per-use 

software at a data processing apparatus substantially as hereinbefore described with 

reference to Figure 2 of the accompanying drawings. 

108. A method for acquiring tokens substantially as hereinbefore described 

I 0 with reference to Figure 3 of the accompanying drawings. 

15 

109. A method for storing consumable non-reconciled tokens substantially 

as hereinbefore described with reference to Figures 4 and 5 of the accompanying 

drawings. 

110. A method for consuming non-reconciled tokens substantially as 

hereinbefore described with reference to Figures 6 to 8 of the accompanying drawings. 

111. A method for generating and providing -consumable non-reconciled 

20 tokens substantially as hereinbefore described with reference to Figures 9 and 10 of the 

accompanying drawings. 

25 

30 

112. A computer program substantially as hereinbefore described with 

reference to the method of any one of Figures 2 to 10 of the accompanying drawings. 

113. A data processing apparatus for providing access to resources in 

exchange for consumption of a consumable non-reconciled token substantially as 

hereinbefore described. 

114. A data processing apparatus for generating and distributing consumable 

non-reconciled tokens substantially as hereinbefore described. 
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Amendments to the claims have been filed as follows 

CLAIMS 

1. A method for consuming non-reconciled tokens, said method 

comprising: 

reading a stored token from a first storage area; 

calculating control information corresponding to said stored token; 

reading predetermined control information corresponding to said stored 

token from a secopd storage area, wherein said first storage area is separate from said 

second storage area; 

companng said control information to said predetermined control 

1 0 information; and 

consuming said stored token conditional on said control information 

matching said predetermined control information. 

2. The method of Claim 1, wherein said stored token is stored in a token 

15 record file. 

20 

3. The method of Claim 2, wherein said token record file further 

comprises information indicating an expiry time of said stored token. 

4. The method of any preceding claim, wherein consumption of said 

stored token is further conditional upon a time interval between a last recorded update 

time and a current time not exceeding a predetermined value. 

5. The method of any one of Claims 2 to 4, wherein said token record file 

25 further comprises user information corresponding to said stored token. 

6. The method of.any one of Claims 2 to 5, wherein said token record file 

further comprises infonnation indicating whether said stored token is valid. 

30 7. The method of any one of Claims 2 to 6, wherein at least one further 

token is stored in said token record file. 
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8. The method of Claim 7, wherein said token record file further 

comprises information indicating an expiry time of each of said at least one further 

token. 

9. The method of Claim 7 or Claim 8, wherein said token record file 

further comprises user information corresponding to each of said at least one further 

token. 

10. The method of any one of Claims 7 to 9, wherein said token record file 

further comprises information indicating whether each of said at least one further 

token is valid or not. 

11. The method of any one of Claims 2 to 10, wherein said token record file 

is stored in an encrypted form in said first storage area. 

12. The method of any one of Claims 2 to 11, wherein said step of 

calculating control information corresponding to said stored token comprises 

calculating a message digest from said token record file. 

13. The method of any one of Claims 2 to 12, wherein said step of 

. consuming said stored token comprises: 

modifying said token record file by marking said stored token as having been 

used; 

storing said modified token record file in place of said token record ·file 

in said first storage area; 

calculating new predetermined control information from said modified 

token record file; and 

storing said new predetermined control information in place of said 

30 control information in said second storage area. 

• •• • 

• 

• 

• • • .. 
• • 



RNSnoc:10: •GB 

5 

10 

15 

20 

14. The method of any preceding claim, comprising storing a security 

verification file in said second storage area. 

IS. The method of Claim 14, further comprising: 

checking said second storage area for the presence of a plurality of 

security verification files; and 

deleting all security verification files except the most recent security 

verification file. 

16. The method of any preceding claim, wherein said first and second 

storage areas are located in a single data storage device. 

17. The method of any precedin~ claim, wherein data stored in said second 

storage area is hidden using a steganographic hiding technique. 

18. The method of any preceding claim, further comprising the step of 

enabling access to restricted access resources conditional on consumption of said 

stored token. 

19. The method of any preceding claim, further comprising the step of 

enabling access to pay-per-access resources conditional on consumption of said stored 

token. 

20. A method for storing consumable non-reconciled tokens, said method 

25 comprising: 

30 

receiving a token from a token provider; 

storing said token in a first storage area; 

obtaining predetermined control information corresponding to said 

token; and 

storing said predetermined control information in a second ·storage area, 

wherein said first storage area is separate from said second storage area. 
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21. The method of Claim 20, wherein the step of storing said token in a first 

storage area comprises storing said token in a token record file. 

22. The method of Claim 20 or Claim 21, comprising storing a security 

5 verification file in said second storage area. 

23. The method of any one of Claims 20 to 22, further comprising storing 

information indicating a time of last access to said token provider. 

IO 24. The method of any one of Claims 21 to 23, further comprising storing 

user information corresponding to said token in said token record file. 

25. The method of any one of Claims 21 to 24, further comprising storing 

information indicating whether said stored token is valid iri said token record file. 

15 

26. The method of any one of Claims 21 to 25, wherein at least one further 

token is stored in said token record file. 

27. The method of any one of Claims 21 to 26, wherein said token re<:ord 

20 file is stored in an encrypted form in said first storage area. 

25 

30 

28. The method of any one of Claims 21 to 27, wherein said step of 

obtaining predetermined control information corresponding to said token comprises 

calculating said predetermined control information from said token record file. 

29. The method of Claim 28, wherein said step of calculating said 

predetermined control information from said token record file comprises calculating a 

message digest from said token record file. 

30. The method of any one of Claims 20 to 27, wherein said step of 

obtaining predetermined control information corresponding to said token comprises 

downloading said predetermined control information from said token provider. 

• .. . .. 

• .. . 
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31. The method of any one of Claims 20 to 30, wherein said token provider 

is a server. 

32. The method of any one of Claims 20 to 31, further comprising: 

checking said first storage area for the presence of a token record file and/or a 

security verification file(s); and 

informing a user conditional on the token record file and/or security 

verification file(s), being absent that the user needs to register online before 

IO proceeding. 

15 

20 

33. The method of any one of Claims 21 to 32, wherein said step of storing 

said token further comprises: 

modifying said token record file to incorporate said token; and 

storing said modified token record file in place of said token record file in said 

first storage area 

34. The method of any one of Claims 20 to 33, wherein said first and 

second storage areas are located in a single data storage device. 

35. The method of any one of Claims 20 to 34, wherein data stored in said 

second storage area is hidden using a steganographic hiding technique. 

36. A method for supplying consumable non-reconciled tokens, said 

25 method comprising: 

30 

generating a unique token; 

storing a copy of said unique token in at least one data storage device; 

providing said unique token to a data pr~cessing apparatus to store in a first 

storage area; and 

operating said data processing apparatus to store predetermined control 

infonnation corresponding to said unique token in a second storage area separate from 

said first storage area. 
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37. The method of Claim 36, wherein said unique token is stored in a token 

record file in said first storage area. 

38. The method of Claim 36 or Claim 37, further comprising providing 

5 irifonnation indicating an expiry time of said unique token to said data processing 

apparatus. 

39. The method of Claim 38, further comprising storing a copy of said 

information indicating an expiry time of said unique token in said at least one data 

10 storage device. 

40. The method of Claim 38 or Claim 39, wherein said information 

indicating an expiry time of said unique token is a time interval. 

15 41. The method of any one of Claims 36 to 40, wherein said unique token is 

generated using user information. 

42. The method of any one of Claims 36 to 41, further comprising 

providing information indicating that said unique token is valid to said data processing 

20 apparatus. 

25 

30 

43. The method of any one of Claims 36 to 42, further comprising reading a 

number indicating how many consumed tokens reside on said data processing 

apparatus from said data processing apparatus. 

44. The method of Claim 43, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said number of 

consumed tokens residing on said data processing apparatus not exceeding a first 

predetermined value. 

. .. 
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45. The method of any one of Claims 36 to 44, further comprising reading a 

number indicating how many unused tokens reside on said data processing apparatus 

from said data processing apparatus. 

46. The method of Claim 45, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said number of unused 

tokens residing on said data processing apparatus equalling or exceeding a second 

predetermined value. 

47. The method of any one of Claims 36 to 46, wherein a security 

verification file is stored in said second data storage area. 

48. The method of any one of Claims 36 to 47, comprising: 

reading said predetermined control information from said data 

15 processing apparatus; 

reading said unique token from said data processing apparatus; 

calculating control information from said copy of said unique token; 

and 

comparing said predetermined control information to said calculated 

20 control information to determine whether there is a match, wherein an inexact match 

indicates fraudulent activity. 

49. The method of Claim 48, further comprising blocking the provision of 

further tokens to said data processing apparatus conditional on said predetermined 

25 control information not being an exact match to said calculated control information. 

30 

50. The method of Claim 48 or Claim 49, when dependant upon Claim 37, 

wherein said step of calculating control infonnation corresponding to said unique 

token comprises calculating a message digest from said token record file. 

51. The method of any one of Claims 3 7 to 50, wherein said token record 

file is stored in an encrypted form in said first storage area. 
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52. The method of any one of Claims 36 to 51, wherein said first and 

second storage areas are located in a single data storage device. 

5 53. The method of any one of Claims 36 to 52, wherein data stored in said 

second storage area is hidden using a steganographic hiding technique. 

54. The method of any one of Claims 36 to 53, wherein said step of 

providing said unique token to said data processing apparatus further comprises taking 

10 prepayment in exchange for said unique token. 

55. . The method of any one of Claims 36 to 54, wherein said step of 

providing said unique token to said data processing apparatus further comprises 

charging a sum to a pre-existing customer credit account in exchange for said unique 

15 token. 

20 

25 

56. The method of any one of Claims 36 to 55, further comprising 

downloading a software update to said data processing apparatus. 

57. A computer program operable to configure a data processing apparatus 

to implement a method according to any one of Claims I to 56. 

58. A computer carrier medium carrying a computer program according to 

Claim 57. 

59. A data processing apparatus for providing access to resources in 

exchange for consumption of a consumable non-reconciled token, said data processing 

apparatus comprising: 

a controller operable to access at least one data storage device, wherein 

30 said at least one data storage device is configured to provide at least a first and a 

separate second storage area, wherein said first storage area contains data encoding a 
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stored token and said second storage area contains data encoding predetermined 

control infonnation corresponding to said stored token; and 

a processor configured to: 

a) read said stored token from said first storage area; 

b) calculate control information corresponding to said stored 

token; 

c) read predetennined control information corresponding to said 

stored token from said second storage area; 

d) compare said control information to said predetem1ined 

l O control information; and 

15 

20 

25 

e) permit access to resources and consume said stored token 

conditional on said control infonnation matching said predetermined control 

information. 

60. The data processing apparatus of Claim 59, wherein said stored token is 

stored in a token record file. 

61. The data processing apparatus of Claim 60, wherein said token record 

file further comprises information indicating an expiry time of said stored token. 

62. The data processing apparatus of any one of Claims 59 to 61, wherein 

consumption of said stored token is further conditional upon a time interval between a 

last recorded update time and a current time not exceeding a predetennined value. 

63. The data processing apparatus of any one of Claims 60 to 62, wherein 

said token record file further comprises user information corresponding to said stored 

token. 

64. The data processing apparatus of Claims 60 to 63, wherein said token 

30 record file further comprises information indicating whether said stored token is valid. 
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65. The data processing apparatus of Claims 60 to 64, wherein at least one 

further token is stored in said token record file. 

66. The data processing apparatus of Claim 65, wherein said token record 

5 file further comprises information indicating an expiry time of each of said at least one 

further token. 

67. The data processing apparatus of Claim 65 or Claim 66, wherein said 

token record file further comprises user information corresponding to each of said at 

1 0 least one further token. 

15 

68. The data processing apparatus of any one of Claims 65 to 67, wherein 

said token record file further comprises information indicating whether each of said at 

least one further token is valid or not. 

• .. 
• 
e, 

• 

69. The data processing apparatus of any one of Claims 60 to 68, wherein • 

20 

25 

said token record file is stored in an encrypted form in said first storage area and said 

step of reading said stored token from said first storage area comprises decrypting said 

encrypted token record file and extracting said stored token. 

70. The data processing apparatus of any one of Claims 60 to 69, wherein 

said processor is configured to calculate control information corresponding to said 

stored token by calculating a message digest from said token record file. 

71. The data processing apparatus of any one of Claims 60 to 70, wherein 

said processor is configured to consume said stored token by: 

modifying said token record file by marking said stored token as having been 

used; 

storing said modified token record file in place of said token record file 

30 in said first storage area; 

calculating new predetermined control information from said modified 

token record file; and 

•• • • 



storing said new predetermined control information in place of said 

control information in said second storage area. 

72. The data processing apparatus of any one of Claims 59 to 71, wherein 

5 said processor is configured to store a security verification file in said second storage 

area. 

10 

15 

73. The data processing apparatus of Claim 72, wherein said processor is 

further configured to: 

check said second storage area for the presence of a plurality of security 

verification files; and 

delete all security verification files except the most recent security 

verification file. 

74. The data processing apparatus of any one of Claims 59 to 73, wherein 

said first and second storage areas are located in a single data storage device. 

75. The data processing apparatus of any one of Claims 59 to 74, wherein 

data stored in said second storage area is hidden using a steganographic hiding 

20 technique. 

25 

76. The data processing apparatus of any one of Claims 59 to 75, wherein 

said resources comprise a software application. 

77. The data processing apparatus of Claim 76, wherein said processor is 

configured to consume said stored token when data is saved from said software 

application. 

78. A data processing apparatus for generating and distributing consumable 

30 non-reconciled tokens, said data processing apparatus comprising: 

a communications interface; 

at least one data storage device; and 
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a processor configured to: 

a) generate a unique token; 

b) store a copy of said unique token in said at least one data 

storage device; and 

5 c) provide said unique token via said comm~ications interface 

10 

15 

to a further data processing apparatus for storage in a first storage area, wherein. said 

data processing apparatus is operable to store predetermined control information 

corresponding to said unique token in a second storage area of the further data 

processing apparatus separate from said first storage area. 

79. The data processing apparatus of Claim 78, wherein said further data 

processing apparatus is operable to store said unique token in a token record file in 

said first storage area. 

80. The data processing apparatus of Claim 78 or Claim 79, wherein said 

processor is further configured to provide time information to said further data 

processing apparatus. 

81. The data processing apparatus of Claim 80, wherein said time 

20 information is a time interval after which tokens are unusable. 

25 

82. The data processing apparatus of Claim 80 or Claim 81, wherein said 

processor is further configured to store a copy of time information in said at least one 

data storage device. 

83. The data processing apparatus of any one of Claims 78 to 82, wherein 

said processor is configured to generate said unique token using user information. 

84. The data processing apparatus of any one of Claims 78 to 83, wherein 

30 said processor is configured to provide information to said further data processing 

apparatus indicating that said unique token is valid. 
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85. The data processing apparatus of any one of Claims 78 to 84, wherein 

said processor is configured to read from said further data processing apparatus a 

number indicating how many consumed tokens reside on said further data processing 

apparatus. 

86. The data processing apparatus of Claim 85, wherein said processor is 

configured to block the provision of further tokens to said further data processing 

apparatus conditional on said number of consumed tokens not exceeding a first 

predetermined value. 

87. The data processing apparatus of any one of Claims 78 to 86, wherein 

said processor is configured to read f~om said further data processing apparatus a 

number indicating how many unused tokens reside on said funher data processing 

apparatus. 

. . ...... . . . . . . . 
. ... 
• 
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88. The data processing apparatus of Claim 87, wherein said processor is • :: : : • 

configured to block the provision of further tokens to said further data processing : • • • • . . . 

20 

apparatus conditional on said number of unused tokens equalling or exceeding a 

second predetermined value. 

89. The data processing apparatus of any one of Cl~ims 78 to 88, wherein a 

security verification file is stored in said second data storage area. 

90. The data processing apparatus of any one of Claims 78 to 89, wherein 

25 said processor is further configured to: 

30 

read said predetermined control information from said further data 

processing apparatus; 

read said unique token from said further data processing apparatus; 

calculate control information from said copy of said unique token; and 

compare said predetermined control information to said calculated 

control information to determine whether there is a match, an inexact match being 

indicative of possible fraudulent activity. 
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91. The data processing apparatus of Claim 90, wherein said processor is 

configured to block the provision of further tokens to said further data processing 

apparatus conditional on said predetennined control information not being an exact 

5 match to said calculated control infonnation. 

15 

92. The data processing apparatus of Claim 90 or Claim 91, when 

dependant upon Claim 79, wherein said processor is configured to calculate said 

control information by calculating a message digest from said token record file. 

93. The data processing apparatus of any one of Claims 78 to 92, wherein 

said processor is operable to encrypt said unique token before providing an encrypted 

version of said unique token via said communications interface. 

94. The data processing apparatus of any one of Claims 78 to 93, wherein 

said first and second storage areas of said further data processing apparatus are located 

in a single data storage device. 

95. The data processing apparatus of any one of Claims 78 to 94, wherein 

20 data stored in said second storage area of said further data processing apparatus is 

hidden using a steganographic hiding technique. 

96. The data processing apparatus of any one of Claims 78 to 95, wherein 

said processor is configured to provide said unique token to said further data 

25 processing apparatus in exchange for a prepayment. 

97. The data processing apparatus of any one of Claims 78 to 96, wherein 

said processor is configured to provide said unique token to said further data 

processing apparatus following addition of a charge to a pre-existing customer credit 

30 account. 
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98. The data processing apparatus of any one of Claims 78 to 97, wherein 

said processor is configured to supply a software update to said further data processing 

apparatus. 

99. A system for providing access to resources in exchange for a 

consumption of a token substantially as hereinbefore described with reference to 

Figure 1 of the accompanying drawings. 

100. A method for the initial installation and subsequent use of pay-per-use 

software at a data processing apparatus substantially as hereinbefore described with 

reference to Figure 2 of the accompanying drawings. 

101. A method for managing a client-side data processing apparatus for 

acquiring tokens substantially as hereinbefore described with reference to Figure 3 of 

15 the accompanying drawings. 

20 

102. A method for storing consumable non-reconciled tokens substantially 

as hereinbefore described with reference to Figures 4 and 5 of the accompanying 

drawings. 

I 03. A method for consuming non-reconciled tokens substantially as 

hereinbefore described with reference to Figures 6 to 8 of the accompanying drawings. 

104. A method for managing a server-side data processing apparatus for 

25 generating and providing tokens substantially as hereinbefore described with reference 

to Figures 9 and 1 0 of the accompanying drawings. 

30 

105. A computer program operable to implement the method of any one of 

Figures 2 to 10 of the accompanying drawings. 
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106. A data processing apparatus for providing access to resources in 

exchange for consumption of a consumable non-reconciled token substantially as 

hereinbefore described. 

5 107. A data processing apparatus for generating and distributing consumable 

non-reconciled tokens substantially as hereinbefore described. 
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TAMPER RESISTANT ACCESS AUTHORISING METHOD 

The present invention relates to computer system security and, more particularly, to a tamper resistant 
access authorising method for controlling the access of programs, processes, or users to resources defined 
by a computer system. 

Reference should be made to Peterson and Silberschatz, "Operating System Concepts", copyright 
5 1983 by Addison- Wesley Publishing Co., Chapter 11, relating to protection at pp. 387-419; and Dorothy 

Denning, "Cryptography and Data Security", copyright 1982 by Addison-Wesley Publishing Co., Chapter 4, 
relating to access controls at pp. 209-230. 

These references describe mechanisms for controlling the access of programs, processes, or users to 
resources defined by a computer system. Both Peterson and Denning apparently favour an access matrix, 

10 either statically or dynamically implemented, to be the protection construct of choice in such systems. 
The matrix construct uses rows to represent domains and columns to represent objects. Each entry in 

the matrix consists of a set of access rights. If a computer held a global table consisting of a set of ordered 
triples <user(i), objectO), rights set(k)>, then whenever an operation M was executed on an object 00) by 
user U(i), a search would be made for the triple <U(i) ,O(j) ,R(k)> and the operation would be allowed to 

15 continue only upon a comparison match. 
Both references further describe several constructs derived from an access matrix. These include 

access lists, capability lists, and lock and key mechanisms. It should be appreciated that an access list is 
list oriented, a capability list is ticket oriented, and a lock and key mechanism combines features of both. 

An access list is no more than a set of ordered pairs <U(i), R(k)> sorted on each object 00). A 
20 capability list is a transferrable set of ordered pairs <OU), R(k)>. The capability is a ticket authorising any 

bearer (user in possession) R access rights to object 0. Simple possession means that access is allowed. 
With a lock and key mechanism, each object 00) includes a unique bit pattern denominated a "lock", 

while only designated ones of the users are in possession of a unique bit pattern denominated a "key". 
Thus, a U(i) can obtain a key to O(j) only if he has access rights R(k) of a predetermined type. 

25 Dunham et al., U.S. Patent 4,791,565, "Apparatus for Controlling the Use of Computer Software", issued 
December 13, 1988, illustrates the "access control list" construct. In this case, the "access rights" are used 
to police license restrictions. Dunham uses an EPROM-based microprocessor as a dedicated server. In this 
arrangement, software usage requests, emanating from terminals and destined for a host computer, are 
mediated before transmission. Each request is either passed on with or without comment, or rejected, all 

30 according to criteria recited in the user software license. 
Pailen et al., U.S. Patent 4,652,990, "Protected Software Access Control Apparatus and Method", 

issued March 24, 1987, illustrates a "lock and key" approach to limiting unpermitted copying. In Pailen, an 
interactive encrypted message generation process among a requesting remote terminal and a pair of 
mediating processors is used to check that user, object, and rights match prior to granting access. 

35 Wolfe, U.S. Patent 4,796,220, "Method of Controlling the Copying of Software", issued January 3, 1989, 
discloses another lock and key approach in which configuration information of authorised terminals is used 
as part of a permission code computation sent by a host to the requesting terminal. The computation is 
appended to each request and operates together with the configuration data as a key for recomputation of 
the code on subsequent access requests made by the terminal to the host. 

40 From one aspect, the present invention provides a method for authorising access to application software 
resident in a CPU host from among N < M workstations or users communicatively attaching the CPU host, 
comprising the steps of: 

(a} forming a list of authorised users and encrypting thereon a depth parameter N, the encryption 
using a function of the CPU identity and an offset as a key; 

45 (b) responsive to each application software access request from among the workstations or users, 
accessing the list and decrypting the depth parameter N with the key; and 

(c) scanning the list within the depth N and returning an access authorisation to the requester only 
upon an identity match. 

Such a method in considered tamper resistant. 
50 In more detail, the present invention provides a tamper-resistant method for authorising access to data 

between a host and a predetermined number N < M of attached workstations or users, the host including a 
communications server for managing physical data transmission between the host and M workstations or 
users; and means for storing access control software and related information; comprising the steps at the 
host of: 

(a) responsive to a service request from a workstation or user, invoking access control software from 

2 



EP O 384 610 A2 

the storage means and a precomputed list. the list including M station or user identities and an encrypted 
representation of N indicative of the number of workstations or users authorised access or attachment to the 
host, the encrypted representation N being formed using an encryption key as a function of the host identity 
and an offset; 

5 (b) ascertaining the depth N to which the list may be searched by decrypting the representation 
using the key; and 

(c) comparing the identity of the workstation or user originating the service request with the identities 
of the M stations or users on the list but only to a depth N, and returning an authorisation only upon a 
match condition. 

10 Such an arrangement is thought to be a tamper-resistant method for controlling the number of users 
given authorised access to licensed software in a host-based, multiple terminal system. The software 
expression of such can be embedded among the modules forming a licensed software product. 

The above method is based on the unexpected use of an encrypted form of an authorisation list depth 
parameter. As disclosed hereinafter, access to data is authorised between a host and a predetermined 

15 number N < M attached workstations or users. The host includes a communications server for managing 
physical data transmission between the host and the M workstations or users, and means for storing access 
control software and related information. 

The first operation takes place at the host and includes invoking access control software from the 
storage means and invoking a precomputed list. These invocations are both in response to a service 

20 request from a workstation or user. The list includes M station or user identities and an encrypted 
representation of the parameter N. N ~ M represents the number of workstations or users authorised access 
or attachment to the host. 

The encryption key is a function of the host identity and an offset. In this regard, an "offset" is a 
constant that is arithmetically combined with the host identity to obscure the key. For instance, the host 

25 identity could be the host serial number hard coded in host memory, or it could be an integer value 
additively combined thereto. 

The second operation involves ascertaining the value of depth parameter N by decrypting the 
representation using the key. The value N defines the depth to which the list is permitted to be searched. 

The third operation requires that the service requester identity be compared with the items of the list to 
30 that depth N and an authorisation is returned only if a match condition is found within that depth. 

Significantly, any change in the search-depth N requires re-encryption thereof. 
Advantageously, any host-resident licensed software product, a portion of which being downloadable to 

accessing terminals, embodying the method of this invention requires only a single installation step, in 
addition to regulating the number of authorised users. It even permits dynamic authorisation of users to a 

35 single machine since the encryption key is a function of the host identity. Note that the use of the host 
identity limits the use of the code to a predetermined system. 

The present invention will be described further by way of example with reference to an embodiment 
thereof as illustrated in the accompanying drawings, in which:-

Fig. 1 depicts a host CPU-to-workstation download system; and 
40 Figs. 2-5 set out access control list examples 1-4. 

Referring now to Fig. 1, there is shown a CPU 1 and a plurality of terminals 17, 19, 21, 23 coupled 
thereto over paths 9, 11, 13, 15. In the subsequent description, it shall be assumed that the CPU node runs 
under an operating system that uses a communications server similar to the system described in either 
"VM/System Product Programmer's Guide to the Server-Requester Programming Interface for VM/System 

45 Product" (pp. 6-7), IBM publication SC24-5291-1, December 1986; or "TSO Extensions Programmer's 
Guide to the Server-Requester Programming Interface for MVS/XA" (pp. 1-3), IBM publication SC28-1309-1, 
September 1987. 

Other computing facility resources are governed by the IBM/370 Principles of Operation as described in 
Amdahl et al., U.S. Patent 3,400,371, "Data Processing System", issued September 3, 1968. 

50 Referring again to Fig. 1, in addition to a usual complement of operating system services, CPU 1 
preferably includes at least one application executable in a communicating relation with at least one 
terminal over a download interface to an accessing workstation over a designated path. It should be 
appreciated that licensed software products are expressed in object code only (OCO) form. They are 
packaged according to a structured program syntax frequently including a plurality of single entrance/single 

55 exit modules (see J. E. Nicholls, "The Structure and Design of Programming Languages", The Systems 
Programming Series, copyright 1975 by Addison-Wesley Publishing Co., Chapter 12, relating to modular 
programming, especially at page 486). Accordingly, in the preferred embodiment, an access control 
program (ACP) and an access control list (AGL) are embedded among the product modules. Both the OCO 
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product form and dispersal of the ACP and AGL among several modules should render them relatively 
immune from isolation and casual inspection. 

5 Access Control List 

The ACL preferably comprises a file containing a header record followed by one record per authorised 
user. The header record will characterise the number of authorised users in the list. For instance, if the 
header records include an encrypted integer value of three, then only the first three users in the ACL will be 

10 authorised to invoke the download transfer operation. 
To authorise a user, access must be made to the data set (module) containing the ACL residing in the 

host CPU 1. At this point, a new authorised ID may be entered consonant with the depth prescribed by the 
header record. Note that the data set may be protected additionally as described in IBM's Resource Control 
Facility (RACF) set forth in "OSNS2 MVS RACF Command Language Reference", IBM publication SC28-

15 0733. 
Referring now to Figs. 2-5, there are shown access control list examples 1-4 according to the invention. 

Fig. 2 lists four names with a parameter depth of N = 3. Thus, only the terminal or user identities GEORGE, 
JOHN, and MARY are authorised, while ROSEAU is not In Fig. 3, the permitted depth exceeds the length 
of the list so that another identity could be added. Fig. 4 shows a depth of 1, while Fig. 5 shows a list with a 

20 different CPUID. In the latter regard, the depth parameter would not be decrypted since the key is a 
function of a predetermined CPUID + offset. 

As a practical matter, whether the host CPU is local area network or attached to terminals, authorisation 
and access mechanisms rely principally upon a password match. In the event of mismatch or a repeated 
pattern of mismatch, entry is merely denied. In other systems, such as the previously mentioned RACF, 

25 other criteria such as location or a value of a system clock may be used to control access. 

Access Control Program (ACP) 

30 Herein, there is shown one exemplary pseudocode sequence with strong PASCAL overtones, the 
execution of which embodies the method of the invention. Significantly, the ACP may be called by 

ACP(userid: char, encrypt: bool) boolean 
the declaration of the ACP program, either once per logged-on session or more than once (e.g., every time 

35 a data transfer is intended to be performed), the inputs being defined as 
userid - a string of characters defining which userid is to be scanned in the Access Control List (ACL) 
encrypt - Boolean variable (TRUE if the ACL header is encrypted, FALSE if the ACL header is decrypted) 
ACL - Access Control List 

The sequence specifies the following functions including: 
40 (a) Opening the file containing the ACL. 

Begin 

Reset (ACL) 
45 

(b) Reading the header record and decoding the depth level N. 

Read (ACL, header); 
50 If (encrypt) then begin 

55 
max_depth = decrypt (header, get_cpu_id) 

End; 
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This is implemented by decrypting the header with a key formed from the CPUID + offset according to any 
well-known encryption/decryption algorithm. Such algorithms are to be found in Ehrsam et al., U.S. Patent 
4,227,253, "Cryptographic Communication Security for Multiple Domain Networks", issued October 7, 1980; 
Matyas et al., U.S. Patent 4,218,738, "Method for Authenticating the Identity of a User of an Information 

5 System", issued August 19, 1980; and Meyer and Matyas, "Cryptography - New Dimension in Computer 
Data Security", copyright 1982 by John Wiley & Sons. 
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Else begin 

max_depth = header 

End; 

The depth number is clear in the header. 
(c) Scanning the AGL to find a match between the requester ID and the list within the decrypted 

depth range N. 

End; 

i = O; 

Not found= TRUE; 

While (i < max_depth) and (not_found) do begin 

Readin (ACL_userid) 

IF (ACL_userid userid) then begin 

not found= FALSE; 

End; 

i = i + l; 

End; 

Return (not_found); 

(d) If the match is successful - the returned (not_found) = FALSE -, invoke the authorised 
application on the host. Otherwise - the returned (not_found) = TRUE -, return a message to the 
requesting workstation indicating UN-AUTHORISED. 

It should be noted from the sequence recited, that the two critical structures are the IF .. THEN .. ELSE 
conditional statement for ascertaining the depth parameter, followed by the WHILE .. DO loop for scanning 
the AGL for a match condition. 

Claims 

1 . A method for authorising access to application software resident in a CPU host from among N < M 
workstations or users communicatively attaching the CPU host, comprising the steps of: 

(a) forming a list of authorised users and encrypting thereon a depth parameter N, the encryption 
using a function of the CPU identity and an offset as a key; 

(b) responsive to each application software access request from among the workstations or users, 
accessing the list and decrypting the depth parameter N with the key; and 

(c) scanning the list within the depth N and returning an access authorisation to the requester only 
upon an identity match. 

2. A method as claimed in claim 1 , wherein the access authorisation is of the form of invocation of the 
application software, and the refusal of the access request is of the form of a message sent to the 
requesting workstation or user. 

3. A method as claimed in either preceding claim, wherein the arrangement of the CPU host 
communicatively attaching the workstations or users is selected from the set consisting of a local area 
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network and a multiprogramming, multiprocessing system exemplified by VM. 
4. A method as claimed in any preceding claim, wherein the method steps further include modifying the 

search depth N only by re-encrypting same. 
5. A method as claimed in any preceding claim, wherein the list and the access control software 

5 embodying the method are embedded within an object-coded version of the application. 
6. A tamper-resistant method for authorising access to data between a host and a predetermined 

number N < M of attached workstations or users. the host including a communications server for managing 
physical data transmission between the host and M workstations or users; and means for storing access 
control software and related information; comprising the steps at the host of: 

10 (a) responsive to a service request from a workstation or user, invoking access control software from 
the storage means and a precomputed list, the list including M station or user identities and an encrypted 
representation of N indicative of the number of workstations or users authorised access or attachment to the 
host. the encrypted representation N being formed using an encryption key as a function of the host identity 
and an offset; 

15 (b) ascertaining the depth N to which the list may be searched by decrypting the representation 
using the key; and 

(c) comparing the identity of the workstation or user originating the service request with the identities 
of the M stations or users on the list but only to a depth N, and returning an authorisation only upon a 
match condition. 

20 7. A method as claimed in claim 6, wherein the method steps further include modifying the search 
depth N only by re-encrypting same. 
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ACL-1 

-ENCRYPTED VALUE OF 3 WITH SEED=CPUID-
GEORGE /* USER 1, E.G., Wl, IN FIGURE 1 *I 
JOHN fie USER 2, E.G., W2, IN FIGURE 1 *I 
MARY /'le USER 3, E.G., W3, IN FIGURE 1 -;'c/ 

ROSEALI /'le USER 4, E.G., W4, IN FIGURE 1 *I 

ACCESS CONTROL LIST, EXAMPLE 1 

Fig. 2 

ACL-2 --------------------------, 
-ENCRYPTED VALUE OF 5 WITH SEED=CPUID-
GEORGE /* USER 1, E.G., Wl, IN FIGURE 1 */ 
JOHN /* USER 2, E.G., W2, IN FIGURE 1 */ 
MARY /* USER 3, E.G., W3, IN FIGURE 1 */ 
ROSEALI /* USER 4; E.G., W4, IN FIGURE 1 */ 

ACCESS CONTROL LIST, EXAMPLE 2 

Fig. 3 

ACL-3 

1 
GEORGE f* USER 1, E.G., Wl, IN FIGURE 1 ,'(, 

JOHN fie USER 2, E.G., W2, IN FIGURE 1 *I 
MARY f,'c USER 3, E.G., W3, IN FIGURE 1 *I 
ROSEALI f,'c USER 4, E.G., W4, IN.FIGURE 1 ,'(/ 

ACCESS CONTROL LIST, EXAMPLE 3 

.Fig. 4 

ACL-4 --------------------------. 
-ENCRYPTED VALUE OF 3 WITH SEED=A DIFFERENT CPUID THAN THE HOST-
GEORGE. fie USER 1, E.G., Wl, IN FIGURE 1 'le/ 
JOHN f* USER 2, E.G., W2, IN FIGURE 1 */ 
MARY /* USER 3, E.G., W3, IN FIGURE 1 */ 
ROSEALI f* USER 4, E.G., W4, IN FIGURE 1 */ 

ACCESS CONTROL LIST, EXAMPLE 4 

Fig. 5 
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user is facilitated. 
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PROVIDING INSTANT MESSAGING FUNCTIONALITY IN NON­

INSTANT MESSAGING ENVIRONMENTS 

Field of the Invention 

The present invention relates generally to instant messaging. A system and 

5 method for providing instant messaging functionality in a non-instant messaging 

environment is disclosed. 

Back2round Of The Invention 

Instant messaging technology enables two or more participants to communicate 

via a computer network, such as the Internet, in more or less real time. Typically, each 

10 participant uses a client computer system to send and receive messages. Each client 

computer system typically is connected via a network to an instant messaging connection 

server. The connection server receives and processes messages from participants, 

including by forwarding them to the client systems of the other participants for display. 

The connection server may also be configured to send messages on behalf of the system, 

15 such as to inform participants that a fellow participant has disconnected or logged off. 

Typically, instant messaging application software is installed at each client system 

to enable the client system to be used as an instant messaging client. The instant 

messaging software may be made available for download, for example, from a web page 

accessible via the Internet. A user invokes this software on the client system in order to 

20 communicate by instant messaging with one or more other participants. The client side 

application software typically establishes a connection between the client system and the 

1 
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connection server and either automatically logs the user into the connection server or 

prompts the user to enter the information necessary to log in, such as a user name and 

password. The user may then communicate by means of instant messaging with one or 

more other users who are logged into the instant messaging system at that time. 

Under this approach, only users who have downloaded or otherwise installed the 

client side instant messaging software that enables them to connect to the same instant 

messaging system may communicate with each other. Moreover, typically the process of 

downloading or otherwise installing the client side instant messaging application software 

includes a registration process in which the user registers as a user of the system by 

10 establishing a user name and account. This process requires time to complete, which 

discourages some potential new users from registering and downloading the required 

software. As a result, instant messaging users are typically limited to communicating by 

instant messaging only with other users who have registered with and downloaded the 

client side software provided by the particular instant messaging service provider with 

15 whom they have registered and whose client side software they have installed. If a user 

of such a system wishes to communicate by instant messaging with someone who is not a 

registered user of that system, the user typically must ask the individual with whom he 

wishes to communicate to download or otherwise obtain the software and register as a 

user in order to be able to do so. 

20 Therefore, there is a need for a way to enable an instant messaging user to 

communicate by instant messaging with a person who has neither downloaded or 

otherwise installed the client side instant messaging application software nonnally 

required for such communication nor registered and logged in as a registered user of the 

2 
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instant messaging system. There also is a need for a way for such a user to invite 

someone who may or may not be a registered user of the particular instant messaging 

system used by the user to communicate with the user by instant messaging. There is 

also a need to provide instant messaging functionality to a client system without requiring 

5 that client side application software be downloaded and installed, and without requiring 

that a person register as a user before communicating. Finally, there is a need to enable a 

guest user who is not a registered user to connect to and communicate through use of an 

instant messaging connection server. 

Summary Of The Invention 

A system and method for providing instant messaging functionality in a non­

instant messaging environment is disclosed. A guest user indicates his or her interest in 

communicating through instant messaging. The guest user is connected to a connection 

server and assigned a temporary user identification. The guest user uses this temporary 

identification to communicate by instant messaging with a registered user of the instant 

15 messaging system. 

It should be appreciated that the present invention can be implemented in 

numerous ways, including as a process, an apparatus, a system, a device, a method, or a 

computer readable medium such as a computer readable storage medium or a computer 

network wherein program instructions are sent over optical or electronic communication 

20 links. Several inventive embodiments of the present invention are described below. 

A method for enabling a guest user who is not a registered user of an instant 

messaging system to communicate by instant messaging with a registered user of the 

3 



WO 03/063524 PCT/0S03/01572 

system is disclosed. In one embodiment, an indication that the guest user desires to 

communicate with the registered user by instant messaging is received. Browser­

executable computer code comprising computer instructions for providing at least limited 

instant messaging functionality to the guest user at the guest user's client computer 

5 system, without requiring the guest user to download and install client side instant 

messaging application software and without requiring the guest user to register as a user 

of the instant messaging system, is sent to the guest user's client computer system. An 

instant messaging session between the guest user and the registered user is facilitated. 

A system for enabling a guest user who is not a registered user of an instant 

10 messaging system to communicate by instant messaging with a registered user of the 

system is disclosed. In one embodiment, the system comprises a web server and an 

instant messaging server. The web server is configured to receive an indication that the 

guest user desires to communicate with the registered user by instant messaging and send 

to a client computer system associated with the guest user browser-executable computer 

15 code comprising computer instructions for providing at least limited instant messaging 

functionality to the guest user at the client computer system, without requiring the guest 

user to download and install client side instant messaging application software and 

without requiring the guest user to register as a user of the instant messaging system. The 

instant messaging server is configured to facilitate an instant messaging session between 

20 the guest user and the registered user. In other embodiments, the web server and/or 

instant messaging server may comprise a plurality of servers. 

4 
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These and other features and advantages of the present invention will be presented 

in more detail in the following detailed description and the accompanying figures, which 

illustrate by way of example the principles of the invention. 

Brief Description Of The Drawings 

The present invention will be readily understood by the following detailed 

description in conjunction with the accompanying drawings, wherein like reference 

numerals designate like structural elements, and in which: 

Figure lA is a schematic diagram illustrating an instant messaging system used in 

10 one embodiment to provide instant messaging functionality in a non-instant messaging 

environment. 

Figure lB shows the system components illustrated in Figure lA with the same 

reference numerals being used in Figure lB as in Figure lA to indicate like components. 

Figure 2 is a flowchart illustrating a process used in one embodiment to provide 

15 instant messaging functionality in a non-instant messaging environment. 

Figure 3 is an illustration of an electronic mail message composition page 300 

that may be used in one embodiment to request that an HTML messenger toolbox be 

incorporated in an outgoing electronic mail message. 

Figure 4 is an illustration of an HTML messenger toolbox 400 used in one 

20 embodiment as an entry point to enable an invited user to communicate with a registered 

instant messaging user by means of an instant messaging system that would have 

otherwise have required the invited user to download and install client side instant 
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messaging application software and to register as an instant messaging user, if the invited 

user had not previously done so. 

Figure 5 is an illustration of an exemplary electronic mail message comprising an 

instant messaging toolbox such as the HTML messenger toolbox illustrated in Figure 4. 

Figure 6 is a flowchart illustrating the processes executed in one embodiment at 

the client system of an invited user of an instant messaging system to enable the invited 

user to initiate an instant messaging session. 

Figure 7 is an illustration of a log in page used in one embodiment to obtain a 

display name to be used for the invited user in an instant messaging session to be 

10 established between the invited user, logging in as a guest user, and the inviting instant 

15 

messaging user associated with the HTML messenger toolbox. 

Figure 8 is a flowchart of a process executed in one embodiment at the instant 

messaging connection server to process a request from an invited user to log in as a guest 

user, as in step 204 of Figure 2. 

Figure 9 is a flowchart illustrating a process executed in one embodiment by the 

browser-executable client at the invited user's client system to send and receive instant 

messages between the invited user and the registered user associated with the HTML 

messenger toolbox when the invited user has logged in as a guest user. 

Figure 10 is an illustration of an exemplary guest user instant messaging user 

20 interface display 1000 provided to a guest user in one embodiment, as in step 906 of 

Figure 9. 
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Figure 11 is a flowchart illustrating a process used in one embodiment at the guest 

message server to process instant messages sent by a guest user. In step 1102, a message 

from the guest user to the inviting user is received at the connection server. 

Figure 12 is an illustration of an instant messaging display 1200 used in one 

5 environment to provide an instant messaging user interface to a registered instant 

messaging user for an instant messaging session with a guest user that is not a registered 

instant messaging user. 

Figure 13 is a flowchart illustrating a process used in one embodiment to process 

at the connection server instant messages sent from a registered instant messaging user to 

10 a guest user. 

15 

Figure 14 is a flowchart illustrating a process used in one embodiment to process, 

at the connection server an indication that either the guest user or the inviting user has 

logged off, as in step 208 of the process shown in Figure 2. 

Detailed Description 

A detailed description of a preferred embodiment of the invention is provided 

below. While the invention is described in conjunction with that preferred embodiment, 

it should be understood that the invention is not limited to any one embodiment. On the 

contrary, the scope of the invention is limited only by the appended claims and the 

20 invention encompasses numerous alternatives, modifications and equivalents. For the 

purpose of example, numerous specific details are set forth in the following description in 

order to provide a thorough understanding of the present invention. The present 
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invention may be practiced according to the claims without some or all of these specific 

details. For the purpose of clarity, technical material that is known in the technical fields 

related to the invention has not been described in detail so that the present invention is 

not unnecessarily obscured. 

Figure lA is a schematic diagram illustrating an instant messaging system used in 

one embodiment to provide instant messaging functionality in a non-instant messaging 

environment. An invited user client system 102 is connected via the Internet 104 with a 

guest connection server 106. In one embodiment, an invited user who is not a registered 

user of the instant messaging system may access and use the instant messaging system as 

10 a guest user by connecting to the guest connection server 106 to communicate by instant 

messaging with a registered instant messaging user, as described more fully below. As 

used herein, an "invited user" is one who has been invited to communicate by instant 

messaging with the registered instant messaging user who extended the invitation, as 

described more fully below. A user may be an "invited user" even if the entry point 

15 accessed by the user to initiate communication by instant messaging with the registered 

user who extended the invitation was not specifically directed to that user ( e.g., the entry 

point was posted on a web page accessible by the user and other users). A registered 

user client system 108, such as may be used by the user who invited the invited user to 

communicate by instant messaging (referred to herein as the "inviting user"), is 

20 connected via the Internet 104 with a regular connection server 110. 

The guest connection server 106 is connected to a guest login event server 112. 

In one embodiment, when an invited user indicates a desire to log in as a guest user, as 

opposed to as a registered user, the invited user is prompted to supply a display name and 
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is given an opportunity to enter an initial message, as described more fully below in 

connection with Figures 3, 4, and 6. In one embodiment, a login request message 

comprising the display name and initial message entered by the guest user is sent from 

the guest user client system 102 to the guest connection server 106. Upon receipt, the 

5 login request message is forwarded to the guest login event server 112 for processing. 

In one embodiment, a request to login as a guest user is only further processed if 

it is determined that the target registered instant messaging user with whom the guest user 

wishes to communicate by instant messaging (i.e., the inviting user) is logged into the 

instant messaging system and available to send and receive instant messages. In one 

10 embodiment, a registered user logs in by connecting to the instant messaging system via a 

connection server such as regular connection user 110. The regular connection server 

110 is connected to a login event server 122. A request from a registered user to login is 

directed to a regular cmmection server such as regular cmmection server 110, which 

passes the request to log in to the login event server 122 for processing. In one 

15 embodiment, the login event server 122 is connected to a user profile database, not shown 

in Figure lA, which contains information concerning the registered user, such as the 

registered user's system preferences and data associated with the user, such as a buddy 

20 

list (described below). In one embodiment, the login event server 122 uses data from the 

user profile database to process the request of a registered user to log in. 

The login event server 122 is connected to a login server 124. In one 

embodiment, the login event server 122 sends a request to the login server 124 to 

establish a record within the login server 124 indicating that the registered user is logged 

in and comprising information to be used to deliver instant messages to the registered 
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user, such as the IP address of the connection server through which the registered user 

has established a connection with the system and the port number being used on the 

com1ection server to communicate with the registered user's client system. 

The login server 124 is connected to a query server 126. In one embodiment, the 

5 query server 126 handles routine requests for connection information regarding the 

registered users currently logged in to the system. In one embodiment, a copy of the 

record established for a registered user in the login server 124 upon login is sent to the 

query server 126 at the time oflogin and is deleted from the query server 126 and the 

login server 124 when the registered user logs off. In one embodiment, the record in 

10 login server 124 associated with a particular registered user may be updated more 

frequently during the time during which the registered user is logged in, but the query 

server 126 does not receive each such update so long as the update does not affect the 

identification and connection information associated with the registered user. 

Returning to consideration of the log in process for a guest user, when the guest 

15 login event server 112 receives a request to log in as a guest user, it assigns to the guest 

user a randomly generated guest user identification. The guest login event server then 

queries the query server 126 via a connection 132 to verify that the target registered user 

with whom the guest user has indicated a desire to communicate by instant messaging is 

logged in. The connection 132 may be a physical connection, such as a cable, or a logical 

20 connection, such as a network or other connection that enables the two servers to 

exchange data. In one embodiment, if the registered user is not logged in, the request to 

log in as a guest user is not further processed and an error message is returned to the 

guest user. 
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The guest login event server 112 is connected to a guest login server 114. If the 

guest login event server determines that the registered user is logged in, the guest login 

event server 112 sends a request to the guest login server 114 to establish a login record 

for the guest user in the guest login server 114. In one embodiment, the record indicates 

5 that the guest user is logged in, associates the guest user identification with the guest 

10 

user, and comprises information needed to deliver an instant message to the guest user, 

such as the IP address of the guest connection server through which the guest user has 

connected to the system and the port number being used on the guest connection server to 

communicate with the guest user's client system. 

The guest login event server 112 is connected to the query server 126 by 

connection 132. The connection 132 may be a physical connection, such as a cable, or a 

logical com1ection, such as a network or other connection that enables the two servers to 

exchange data. In one embodiment, preparatory to sending the initial message included 

in the guest user's request to log in, the guest login event server 112 queries the query 

15 server 126 via com1ection 132 to obtain the connection information needed to deliver the 

initial message to the target registered user for whom it is intended. In one embodiment, 

the information so obtained from the query server 126 comprises the IP address of the 

com1ection server through which the registered user is connected to the instant messaging 

system and the port number being used by the connection server to communicate with the 

20 target registered user's client system. 

The guest login event server 112 is connected to the regular connection server 110 

via connection 134. The connection 134 may be a physical connection, such as a cable, 

or a logical connection, such as a network or other connection that enables the two 
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servers to exchange data. In one embodiment, once the guest login event server 112 has 

obtained from the query server 126 the connection information for the target registered 

user, the guest login event server 112 uses that information to send the initial message 

included in the guest user's login request to the target registered user via connection 134 

5 and regular connection server 110. 

The guest connection server 106 is connected to a guest message event server 

118, which processes subsequent messages received from the guest user as described 

below in connection with Figure lB. The regular connection server 110 is connected to a 

message event server 128, which processes messages received from the registered user as 

10 described below in connection with Figure lB. 

In one embodiment, the respective functions of the guest connection server and 

the regular connection server are performed by a single connection server and no separate 

or dedicated connection server is provided to handle guest users. In one embodiment, the 

guest connection server 106 shown in Figure IA may be one of a plurality of guest 

15 connection servers, each configured to provide the functionality described as being 

provided by the guest connection server 106. In one embodiment, the regular connection 

server 110 shown in Figure IA may be one of a plurality of connection servers, each 

configured to provide the functionality described as being provided by the regular 

connection server 110. In one embodiment, all of the functions described above are 

20 performed by a single system, without providing separate systems or modules to provide 

the functionality described above. The functionality described above may be divided 

among one or more systems in the manner described above or in any number of different 
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combinations, depending on the needs and resources available in any particular 

implementation. 

The schematic diagram in Figure lA does not show all of the logical or other 

connections between the components associated primarily with the guest user 

5 (comprising elements 102, 106, 112, 114, and 118), on the one hand, and the components 

associated primarily with the registered user ( comprising elements 108, 110, 122, 124, 

126, and 128), on the other hand, and instead shows only those logical or other 

connections involved in the processing oflogging in and sending the initial message from 

the guest user to the registered user. The sending and receipt of subsequent messages is 

10 discussed immediately below in connection with Figure lB. 

Figure lB shows the system components illustrated in Figure lA with the same 

reference numerals being used in Figure lB as in Figure lA to indicate like components. 

The relative position of certain of the components has been changed to facilitate the clear 

illustration of certain connections relevant to the processing of messages sent by an 

15 invited user to an inviting user subsequent to the initial message included with the invited 

user's login request, as described above, and messages sent :from the inviting user to the 

invited user. As in Figure lA, not all logical or other connections between components 

associated primarily with the invited user, on the one hand, and components associated 

primarily with the inviting user, on the other hand, are shown in Figure lB. Instead, only 

20 those connections are shown that play a role in the sending of messages from the invited 

user to the inviting user (subsequent to the initial message) or the sending of messages 

:from the inviting user to the invited user. 
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To send an instant message to an invited who is not a registered user of the instant 

messaging system, and who has therefore logged in as a guest user, the inviting user 

enters the message in the message entry area of an instant messaging window displayed 

at the registered user client system 108 and selects a "send" option. The client side 

5 instant messaging application program installed on the registered user client system 108 

sends the message to the regular connection server 110 via the Internet 104. The regular 

connection server 110 passes the message to the message event server 128 for processing. 

The message event server 128 queries the guest login server 114 via a connection 160 to 

obtain connection information necessary to deliver the message to the guest user. The 

10 connection 160 may be a physical connection, such as a cable, or a logical connection, 

such as a network or other connection that enables the two servers to exchange data. In 

one embodiment, if connection information is not available from the guest login server 

114, the message event server 128 is configured to recognize that the guest user is no 

longer logged in and returns an error message to the registered user indicating that the 

15 message could not be delivered because the guest user has logged off. 

If the message event server 128 successfully obtains connection information for 

the guest user, the message event server uses the connection information to deliver the 

message to the guest user via a connection 162 to the guest connection server 106. The 

connection 162 may be a physical connection, such as a cable, or a logical connection, 

20 such as a network or other connection that enables the two servers to exchange data. The 

message is then delivered by the guest connection server 106 to the invited user client 

system 102 via the Internet 104, and is displayed to the guest user at the invited user 

client system 102. 
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To send a subsequent message (i.e., subsequent to the initial message included 

with the guest user's login request) to the inviting user, the guest user enters the message 

in a message entry area displayed at the invited user client system 102. In one 

embodiment, the instant messaging user interface displayed at the invited user client 

5 system 102 is provided by a browser-executable instant messaging client, as described 

more fully below. The invited user client system 102 sends the message to the guest 

connection server 106 via the Internet 104. The guest connection server passes the 

message to the guest message event server 118 for processing. The guest message event 

server 118 queries the query server 126, via a connection 164, to obtain connection 

10 information necessary to deliver the message to the registered user. The connection 164 

may be a physical connection, such as a cable, or a logical connection, such as a network 

or other connection that enables the two servers to exchange data. 

In one embodiment, if connection information is not available from the query 

server 126, the guest message event server 118 is configured to recognize that the 

15 inviting user is no longer logged in and returns an error message to the guest user 

indicating that the message could not be delivered because the registered user has logged 

off. 

If the guest message event server 118 successfully obtains connection information 

for the inviting user, the guest message event server uses the connection information to 

20 deliver the message to the inviting user via a connection 166 to the regular connection 

server 110. The connection 166 may be a physical connection, such as a cable, or a 

logical connection, such as a network or other cmmection that enables the two servers to 

exchange data. The message is then delivered by the regular connection server 110 to the 
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registered user client system 108 via the Internet 104, and is displayed to the registered 

user at the registered user client system 108. 

Figure 2 is a flowchart illustrating a process used in one embodiment to provide 

instant messaging functionality in a non-instant messaging environment. The process 

5 begins at step 202 in which a request to incorporate an instant messenger toolbox 

comprising computer code written in the hyper text markup language (HTML) is 

received. In one embodiment, as described more fully below, such an indication may be 

received from a user composing an electronic mail message. In one embodiment, a 

request may be received to incorporate an HTML messenger toolbox and any web page, 

10 message, or other electronic document that is based on or supports HTML. In one 

alternative embodiment, the toolbox is provided using computer code written in a 

computer programming language other than HTML. Any computer code that is 

executable by application software associated with the electronic communication or other 

document in which the toolbox is embedded may be used. 

15 Figure 3 is an illustration of an electronic mail message composition page 300 

that may be used in one embodiment to request that an HTML messenger toolbox be 

incorporated in an outgoing electronic mail message. In one embodiment, if requested 

the toolbox is included in the outgoing electronic mail message when the message is sent 

to the recipient to whom it is addressed. The electronic mail message composition page 

20 300 comprises a "to" field 302, a "subject" field 304, and a "cc:" field 306 in which 

addressing and subject information for the electronic mail message may be entered by the 

user composing the message. The composition page 300 further includes a "send" button 

308 to be used by the user composing the message to indicate that the message is 
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complete and ready to be sent to the recipient(s) to whom it is addressed. The message 

composition page 300 also includes a "cancel" button 310 which may be used to cancel a 

request to prepare and send an electronic mail message and to exit the electronic mail 

composition page. The electronic mail message composition page 300 further comprises 

5 a message text entry area 312, which may be used by the user composing the message to 

enter the text of the message. The electronic mail message composition page 300 further 

includes an instant messenger toolbox insertion request check box 314. In one 

embodiment, when the check box 314 is selected, a check mark appears in the box ( as 

shown in Figure 3) and a toolbox preview image 316 is displayed in the message text 

10 entry area 312. In one embodiment, an image of the messenger toolbox, as it will appear 

in the message when sent, is displayed in the message text area 312 to show the user 

composing the message how the toolbox will appear when displayed to the recipient as 

part of the message. In one embodiment, an image of the toolbox as opposed to the 

actual HTML toolbox itself is inserted in the mail message composition page to prevent 

15 the user composing the message from inadvertently altering the HTML code that will be 

used to provide the toolbox as part of the message as received. If the check box 314 is 

not selected, or is de-selected, no check mark appears in the check box and no toolbox 

preview image appears in the message text entry area 312. 

Figure 4 is an illustration of an HTML messenger toolbox 400 used in one 

20 embodiment as an entry point to enable an invited user to communicate with a registered 

instant messaging user by means of an instant messaging system that would have 

otherwise have required the invited user to download and install client side instant 

messaging application software and to register as an instant messaging user, if the invited 
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user had not previously done so. An image of an HTML messenger toolbox such as the 

messenger toolbox 400 shown in Figure 4 would be displayed, if requested by the 

inviting user, in one embodiment in the toolbox preview image display area 316 of Figure 

3. The exemplary HTML messenger toolbox 400 comprises an inviting instant 

5 messaging user information display area 402. In one embodiment, as shown in Figure 4, 

the inviting instant messaging user information area 402 comprises a user name or 

identification for the inviting user. In the example shown in Figure 4, the inviting instant 

messaging user is identified as "sender", which in this example refers to the sender of an 

electronic mail message such as might be sent through use of an electronic message 

10 composition page such as the electronic mail message composition page 300 of Figure 3. 

The inviting instant messaging user information area 402 further comprises an on line 

presence indicator 404. In one embodiment, the on line presence indicator 404 is used to 

signal to a recipient or other viewer of the HTML messenger toolbox whether or not the 

inviting instant messaging user associated with the toolbox is presently signed in to the 

15 instant messaging system, thereby making it possible for the person viewing the HTML 

messenger toolbox to communicate with the inviting instant messaging user at the present 

time through instant messaging. The HTML messenger toolbox 400 further comprises an 

on line presence indicator key display area 406 in which a key to the on line presence 

indicators is provided. In the example shown in Figure 4, a smiling face indicator 

20 indicates that the inviting instant messaging user associated with the HTML messenger 

toolbox is on line and signed in to the instant messaging system, and an image of a face 

that suggests sleep, with flat horizontal lines representing the eyes and mouth, is used to 

indicate that the inviting instant messaging user associated with the HTML messenger 

18 



WO 03/063524 PCT/0S03/01572 

toolbox is off line and is not available to participate in an instant messaging session. The 

exemplary HTML messenger toolbox 400 shown in Figure 4 further comprises an initial 

message text entry area 408 in which an individual wishing to communicate with the 

inviting instant messaging user associated with the HTML messenger toolbox may enter 

5 an initial message to the inviting user. The HTML messenger toolbox 400 also 

comprises a "send" button 410. In one embodiment, selection of the "send" button 410 

causes a browser pop up window to open and be connected via the Internet to a web page 

comprising computer code written in one or more browser-executable programming 

languages to provide limited instant messaging functionality, as described more fully 

10 below. 

Figure 5 is an illustration of an exemplary electronic mail message comprising an 

instant messaging toolbox such as the HTML messenger toolbox illustrated in Figure 4. 

The electronic mail message display 500 comprises a header information display area 502 

in which address information and subject matter information may be displayed. The 

15 message display 500 further comprises a "reply" button 504 which may be used by the 

recipient of the message to send a reply electronic mail message to the sender of the 

original message by opening an electronic mail message composition page or display that 

is pre-addressed to the sender of the original message. The message display 500 further 

comprises a "delete" button 506 which may be used by the recipient to delete the 

20 electronic mail message from the recipient's in box. The message display 500 further 

comprises a message text display area 508 in which the text of the sender's message is 

displayed. In one embodiment, if the sender of the message (i.e., the inviting user) has 

indicated that an instant messaging toolbox such as the HTML messenger toolbox 
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described above should be included with the message as delivered to the recipient, an 

instant messaging toolbox 510 is provided as part of the message and displayed within 

the message text display area 508. In one embodiment, the instant messaging toolbox 

510 is the HTML messenger toolbox 400 described above and illustrated in Figure 4. 

Returning to the process illustrated in Figure 2, the process continues with step 

204 in which a request to log in as a guest user of the instant messaging system is 

received and processed. In one embodiment, as described above, the HTML messenger 

toolbox is used by a would be guest user of the instant messaging system to indicate that 

the guest user wishes to communicate by instant messaging with the registered instant 

10 messaging user associated with the messenger toolbox, as described more fully below. 

In step 206 of the process shown in Figure 2, instant messages from the guest user 

to the registered user and instant messages from the registered user to the guest user are 

received by the instant messaging system and processed. In one embodiment, the 

processing includes delivery of the instant messaging message to the intended recipient. 

15 The receipt and processing of instant messages is described more fully below in 

connection with Figures 11 and 13. 

In step 208 of the process shown in Figure 2, an indication that one of the 

participants has logged off is received and processed. In one embodiment, the instant 

messaging system receives such an indication if a participant either selects a "sign off' 

20 button or option in the participant's instant messaging display window or if the participant 

closes the participant's instant messaging display window. In one embodiment, a 

registered user does not sign off when he or she closes an instant messaging window 

associated with a particular instant messaging session ( or "conversation"), and such a 
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user must instead take other steps to sign off. In one embodiment, the processing 

performed in step 208 comprises informing the other participant( s) that a participant has 

logged off. The processing performed in step 208 is described more fully below in 

connection with Figure 14. 

In step 210 of the process shown in Figure 2, the instant messaging session 

between the guest user and the registered user is terminated and the temporary guest user 

ID assigned to the guest user is discarded and no longer associated with the guest user. 

The process shown in Figure 2 ends in step 212. 

Figure 6 is a flowchart illustrating the processes executed in one embodiment at 

10 the client system of an invited user of an instant messaging system to enable the invited 

user to initiate an instant messaging session. The process begins with step 602 in which 

an indication is received from the user that the user wishes to communicate by instant 

messaging. At the invited user's client system, this indication is received in one 

embodiment by an HTML messenger toolbox, such as the HTML messenger toolbox 

15 described above and illustrated in Figure 4. In one embodiment, the indication is 

received upon selection of the invited user of a "send" button such as the "send" button 

410 of Figure 4. 

In step 604 of the process shown in Figure 6 the message text of the initial 

message entered by the invited user is received and stored locally. In one embodiment, 

20 the initial message text is the text entered by the invited user in an initial message text 

entry area, such as the initial message text entry area 408 of Figure 4. 

In one embodiment, upon completion of steps 602 and 604, the HTML messenger 

toolbox causes a browser pop up window to open and to be connected via the Internet to 
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an instant messaging client page configured to provide limited instant messaging 

functionality, as described more fully below. In one embodiment, the instant messaging 

client page comprises a browser-executable instant messaging client. In one 

embodiment, the browser-executable instant messaging client is provided at least in part 

5 by computer code written in the Dynamic HyperText Markup Language (DHTML). In 

one embodiment, DHTML is used to control the layout and appearance of the browser­

executable instant messaging client, JavaScript is used to manipulate the HTML 

dynamically, and a Java Applet is used to manage the network interface. In other 

embodiments, other programming languages and tools may be used. In one embodiment, 

10 for example, the instant messaging functionality described herein may be provided by a 

browser-executable instant messaging client implemented using JavaScript and HTTP. 

In one embodiment, A,.ctiveX is used. In such an embodiment, the ActiveX control must 

be downloaded and installed by the guest user before the instant messaging client may be 

used. In one embodiment, Flash is used in conjunction with an XML stream. 

15 In one embodiment, in step 606 of the process shown in Figure 6, the browser-

executable instant messaging client checks to determine if the client side instant 

messaging application software is installed on the invited user's client system. In one 

embodiment, JavaScript code is used by the instant messaging client to determine if the 

instant messaging software is installed. 

20 In step 608, it is determined if the client side instant messaging application 

software has been found on the invited user's client system. If the client side instant 

messaging application software has been found on the client system, the process proceeds 

to step 610 in which the installed client side instant messaging application software is 
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invoked to enable the invited user to sign in as a registered user and communicate with 

the invited user associated with the HTML messenger toolbox in a regular instant 

messaging session. In one embodiment, the user name or identification of the inviting 

user associated with the HTML messenger toolbox is passed to the invited user's installed 

5 client side instant messaging application software to enable the software to establish an 

instant messaging session with the inviting user associated with the instant messenger 

toolbox. In one embodiment, the initial message entered by the invited user in the 

message text entry area of the HTML messenger toolbox is passed to the installed client 

side instant messaging application software to enable that text to be passed as an initial 

10 message to the inviting user associated with the HTML messenger toolbox in the regular 

instant messaging session that will be initiated by the installed instant messaging 

application software. If the instant messaging application software for the instant 

messaging system is found to be installed on the client system of the invited user, the 

invited user logs in not in the manner described above for a "guest user", but rather as a 

15 registered user, like the inviting user. 

20 

If it is determined in step 608 that the client side instant messaging application 

software has not been found on the invited user's client system, the process proceeds to 

step 614 in which the browser-executable instant messaging client displays a streamlined 

login page to the invited user to enable the invited user to log in as a guest user. 

Figure 7 is an illustration of a log in page used in one embodiment to obtain a 

display name to be used for the invited user in an instant messaging session to be 

established between the invited user, logging in as a guest user, and the inviting instant 

messaging user associated with the HTML messenger toolbox. The exemplary log in 
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page 700 comprises an inviting user identification display area 702 in which information 

identifying the inviting user associated with the HTML messenger toolbox is displayed. 

In the example shown in Figure 7, the user name "sender" is displayed in the display area 

702, indicating that "sender" is the inviting instant messaging user associated with the 

5 HTML messenger toolbox invoked by the guest user. As shown in Figure 7, in one 

embodiment the login display 700 comprises instructions to the guest user on how to 

establish the instant messaging session. The login display 700 further comprises a 

display name entry area 704 to be used by the guest user to enter a display name by 

which the guest user will be identified to the other participant(s) in the instant messaging 

10 session. The login display 700 further comprises a "submit" button 706, which the guest 

user may select after entering a display name to submit the display name to the instant 

messaging connection server for processing. 

Referring further to Figure 6, in step 616 login data is received and forwarded to 

the instant messaging connection server. In one embodiment, the log in page shown in 

15 Figure 7 is used and the login data entered by the guest user is received by the browser­

executable instant messaging client and forwarded by the browser-executable instant 

messaging client to the instant messaging connection server upon selection of the submit 

button 706 by the guest user. 

In one embodiment, the instant messaging system is associated with a broader 

20 subscriber-based system in which some but not all of the subscribing users have 

downloaded and installed the client side instant messaging application software and have 

registered as instant messaging users. In one embodiment, subscribers may sign in to the 

on line service for purposes of receiving other services such as electronic mail and 
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personalized calendar, news, and/or other services. In one such embodiment, the process 

shown in Figure 6 is modified such that prior to sending a guest user to a log in page, as 

in step 614 of the process shown in Figure 6, the browser-executable client checks to see 

if the guest user is a subscriber to the on line service who has not installed the instant 

5 messaging software associated with the on line service but who has subscribed to and is 

presently signed in to the broader on line service. In one such embodiment, if it is 

determined that the guest user has signed to the broader on line service, the user and/or 

display name associated with the subscriber is used as the guest user's display name for 

purposes of the instant messaging session to be established with the registered instant 

10 messaging user associated with the HTML messenger toolbox and step 614 of Figure 6 is 

omitted. 

In one alternative embodiment, the guest user is not prompted to provide a display 

name and the temporary user identification assigned by the connection server, as 

described more fully below, is used to identify the guest user. In such an embodiment, 

15 steps 614 and 616 of Figure 6 are omitted and the browser-executable client merely 

requests a temporary guest user identification from the connection server, without 

prompting the guest user to provide a display name, if it is determined that the instant 

messaging application software is not installed on the guest user's client system. 

Figure 8 is a flowchart of a process executed in one embodiment at the instant 

20 messaging connection server to process a request from an invited user to log in as a guest 

user, as in step 204 of Figure 2. In step 802, the connection server receives a request to 

log in as a guest user and communicate by instant messaging with an inviting instant 

messaging user. In one embodiment, the request comprises an identification of the client 
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system being used by the guest user. In one embodiment, the identification comprises an 

Internet protocol (IP) address and port number associated with the client system being 

used by the guest user. In one embodiment, the request further comprises an 

identification of the inviting instant messaging user associated with the HTML toolbox 

5 initially invoked by the guest user. In one embodiment, the request comprises a display 

name entered by the guest user in a display name entry area such as entry area 704 of 

Figure 7. In one embodiment, the,request to log in is sent by the browser-executable 

client to the connection server. 

In step 804 of the process shown in Figure 8, it is determined whether the inviting 

10 instant messaging user is currently logged in to the instant messaging system. If it is 

determined in step 804 that the inviting instant messaging user is not logged in to the 

instant messaging system, the process proceeds to step 806 in which an error message is 

returned to the client system being used by the guest user and the guest user is 

disconnected from the connection server. If it is determined in step 804 that the inviting 

15 instant messaging user is currently logged in to the instant messaging system and, 

therefore, is available to participate in an instant messaging session with the requesting 

guest user, the process proceeds to step 808 in which the guest event server assigns a 

guest user identification to the guest user and associates the guest user identification with 

the guest user and the guest user's login data. In one embodiment, the guest user 

20 identification assigned to the guest user is valid only for instant messaging 

communication with the inviting instant messaging user, that is the registered instant 

messaging user associated with the HTML messenger toolbox initially invoked by the 

guest user. In one embodiment, the guest login server is configured to ensure that only 
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three guest user identifications may be associated with any IP address at a given time, as 

a protection against the guest user feature being used inappropriately, such as to send 

large amounts of unwanted and unsolicited messages to one or more inviting instant 

messaging users. 

hi step 810 of the process shown in Figure 8, an instant messaging session is 

established by the connection server between the guest user and the inviting instant 

messaging user. In one embodiment, establishing the instant messaging session 

comprises associating the guest user identification with the inviting user's identification 

and assigning an instant messaging session identifier to the instant messaging session 

10 between the guest user and the inviting user. In one embodiment, this information is used 

by the guest login server to ensure that messages received from the guest user and the 

inviting user are processed correctly. 

In step 812 of the process shown in Figure 8, the guest user identification 

assigned to the guest user is sent by the connection server to the browser-executable 

15 instant messaging client at the guest user instant messaging client at the guest user's client 

system. The log in process ends in step 814. 

Figure 9 is a flowchart illustrating a process executed in one embodiment by the 

browser-executable client at the invited user's client system to send and receive instant 

messages between the invited user and the registered user associated with the HTML 

20 messenger toolbox when the invited user has logged in as a guest user. In step 902, the 

browser-executable client receives the guest user identification assigned and sent by the 

connection server. In step 904, the guest user identification assigned by the connection 
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server is used to send the initial instant messaging message entered by the guest user in 

the HTML messenger toolbox, as described above to the inviting instant messaging user. 

In step 906, an instant messaging user interface is displayed to the guest user. 

In step 908, instant messages entered by the guest user in the message entry area 

5 of the instant messaging user interface displayed in step 906 are received and sent by the 

browser-executable client as instant messages addressed to the inviting instant messaging 

user associated with the HTML messenger toolbox. As shown in Figure 9, this is 

repeated whenever the guest user enters and submits a new message. 

In step 910 of the process shown in Figure 9, the browser-executable client 

10 receives and displays to the guest user instant messages received from the inviting instant 

messaging user associated with the HTML messenger toolbox invoked by the guest user 

and/or messages received from the instant messaging connection server. As shown in 

Figure 9, the step 910 is repeated each time a new message is received. 

In step 912, the browser-executable client receives and processes an indication 

15 that a participant in the instant messaging session has logged off. If the participant 

logging off is the guest user, the indication is received in one embodiment when the guest 

user selects a log off option in the instant messaging display. In one embodiment, the 

indication is received when the guest user selects an option to close the instant messaging 

window. If the participant logging off is the guest user, the browser-executable client 

20 sends an indication to the connection server that the guest user has logged off. If, on the 

other hand, the participant logging off is the inviting instant messaging user, the browser­

executable client receives an indication that the inviting user has logged off in the form of 

a message received from the connection server. If the browser-executable client receives 
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such an indication from the connection server that the inviting instant messaging user has 

logged off, the browser-executable client displays to the guest user a message indicating 

that the inviting instant messaging user has logged off. In one embodiment, the browser­

executable client is configured to disable the sending of any further messages by the 

5 guest user once an indication has been received that the inviting user has logged off. In 

one alternative embodiment, the browser-executable client is not so configured and the 

guest message server is instead configured to disallow the sending of any further 

messages by the guest user once an indication has been received that the inviting user has 

logged off. 

10 Figure 10 is an illustration of an exemplary guest user instant messaging user 

interface display 1000 provided to a guest user in one embodiment, as in step 906 of 

Figure 9. The display 1000 comprises a target recipient identification display area 1002 

in which information identifying the inviting instant messaging user is displayed. In the 

example shown in Figure 10, the inviting instant messaging user is identified as "sender" 

15 to indicate the fictitious sender of an electronic mail message incorporating an HTML 

messenger toolbox such as the one shown in Figure 4. The display 1000 further 

comprises a guest user identification display area 1004 in which the guest user 

identification may be displayed. In one embodiment, the guest user identification 

assigned by the connection server is displayed. In one embodiment, the display name 

20 provided by the guest user is displayed. In one embodiment, both the guest user 

identification and the display name are displayed. 

The display 1000 further comprises a message text display area 1006 in which 

messages sent by the various participants of the instant messaging session, and/or by the 
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instant messaging system, are displayed. As shown in Figure 10, the first message 

displayed in the display area 1006 is the initial message entered by the guest user in the 

initial message entry area of the HTML messenger toolbox. Subsequent messages would 

be displayed in the order in which they are sent, each message being associated with its 

5 sender. The message display area 1006 comprises a scroll bar control 1008 which may 

be used in the well known manner to scroll up or down to see message text that is not 

currently displayed in the message display area 1006. 

The display 1000 further comprises a message entry area 1010 in which the guest 

user may enter the text of the message the guest user wishes to send to the inviting instant 

10 messaging user. The display 1000 further comprises a "send" button 1012, which the 

guest user may select to submit the text entered in the message entry area 1010 for 

processing and transmission to the inviting instant messaging user. 

The display 1000 further comprises an instant messaging display window control 

bar 1014, which control bar comprises a close window control button 1016. In one 

15 embodiment, selection of the close window control button 1016 provides an indication to 

the browser-executable client that the guest user is logging off, as described above, and 

causes the instant messaging display window to close. 

Figure 11 is a flowchart illustrating a process used in one embodiment at the guest 

message server to process instant messages sent by a guest user. In step 1102, a message 

20 from the guest user to the inviting user is received at the connection server. In step 1104, 

the guest message server verifies that the message is addressed to the inviting instant 

messaging user for which the guest user identification is valid. 
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In step 1106, if it has been determined that the message is not addressed to the 

inviting instant messaging user for which the guest user identification is valid, the process 

proceeds to step 1108, in which an error message is returned to the guest user. Ifit has 

been determined in step 1106 that the message is addressed to the inviting instant 

5 messaging user for which the guest user identification is valid, the process proceeds to 

step 1110 in which the guest message server confirms that the inviting instant messaging 

user is still on line. In step 1112, if it has been determined that the inviting instant 

messaging user is not on line, the process proceeds to step 1114, in which an error 

message is returned to the guest user indicating that the inviting instant messaging user is 

10 not on line. If it has been determined in step 1112 that the inviting instant messaging user 

is on line, the message is delivered to the inviting instant messaging user in step 1116. In 

one embodiment, in step 1116, the connection server places the message in a form 

suitable for being sent to the inviting instant messaging user. In one embodiment, the 

form in which the message is placed prior to being sent to the inviting instant messaging 

15 user is determined at least in part by the version of the client side instant messaging 

application software installed at the inviting user's client system. 

Figure 12 is an illustration of an instant messaging display 1200 used in one 

environment to provide an instant messaging user interface to a registered instant 

messaging user for an instant messaging session with a guest user that is not a registered 

20 instant messaging user. The display 1200 comprises a target recipient identification 

display area 1202 in which an identification of the party to whom instant messages 

entered in the instant messaging window will be sent is displayed. In the example shown 

in Figure 12, the target recipient is identified as "guest user". In one embodiment, the 
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identification displayed in display area 1202 would be the guest user identification 

assigned by the connection server to the guest user. In one embodiment, the 

identification displayed in display area 1202 would be a display name entered by the 

guest user upon log in as described above. The display 1200 further comprises an 

5 originator identification display area 1204 in which identification of the sender of instant 

messages by means of the instant messaging window is displayed. In the example shown 

in Figure 12, the originator is identified as "sender" to refer to the inviting user as the 

sender of the original electronic mail message containing the HTML messenger toolbox 

invoked by the guest user to engage in instant messaging with the sender. 

10 The display 1200 further comprises a message text display area 1206 in which 

instant messages sent by any participant in the instant messaging session, or by the 

system, are displayed. In one embodiment, not illustrated in Figure 12, a legend is 

provided at the top of the message text display area 1206, prior to displaying the first 

message from the guest user, which legend advises the inviting instant messaging user 

15 that the party with whom the instant messaging session is being conducted is a guest user 

and not a registered user of the instant messaging system. In one embodiment, the legend 

comprises instructions as to limitations or other differences in the functionality of the 

instant messaging system or program that may result from the fact that the other 

participant in the instant messaging session is not a registered user. For example, in one 

20 embodiment, the registered instant messaging user is warned that the guest user may not 

be the person he or she purports to be. 

The display 1200 further comprises an instant message entry area 1208 in which 

the registered instant messaging user may enter instant messages to be sent to the guest 

32 



5 

WO 03/063524 PCT/0S03/01572 

user. The display 1200 further comprises a "send" button 1210, which the registered 

instant messaging user may select to send an instant message entered in the instant 

message entry area 1208 to the connection server for processing and delivery to the guest 

user. 

The display 1200 further comprises a tool bar 1212 comprising a plurality of 

icons 1214, each of which corresponds to a function, operation, or service provided by 

the client side instant messaging application software. In one embodiment, when the 

other participant in the instant messaging session is a guest user, the display 1200 is 

modified such that only those functions that are available to the registered user for use 

IO with respect to an instant messaging session with a guest user are displayed in the tool bar 

1212. In one embodiment, all of the icons normally included in the tool bar 1212 are 

displayed when the other participant is a guest user, but certain functions may be disabled 

by operation of the client side instant messaging application software when the other 

participant is a guest user. In one embodiment, the user identification of a participant in 

15 an instant messaging session may normally be added to a list of "friends" with whom the 

registered user more regularly communicates, and in one such embodiment this feature is 

disabled with respect to a guest user such that the guest user identification may not be 

added to the registered user's list of "friends". In one embodiment, features are disabled 

with respect to a guest user if the browser-executable instant messaging client being used 

20 by the guest user cannot support the feature, such as a feature providing advanced 

functionality such as voice communication. In one embodiment, if a registered user 

attempts to initiate an operation that is not valid with respect to a guest user, the client 
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side application software returns an error message informing the user that the operation is 

not valid with respect to a guest user. 

The display 1200 further comprises a browser window control bar 1216, which 

control bar comprises a window close control button 1218. In one embodiment, selection 

5 of the window close control button 1218 causes the client side instant messaging 

application software to send an indication to the connection server that the inviting 

instant messaging user has discom1ected. In one alternative embodiment, closing the 

instant messaging window does not cause an indication to be sent to the connection 

server that the inviting instant messaging user has disconnected, and a registered user 

10 must instead select a separate option to disconnect or exit completely from the client side 

instant messaging software in order for such an indication to be sent. In one 

embodiment, a disconnect control button, not shown in Figure 12, is included in the 

display 1200 to enable the registered user to indicate a desire to disconnect. 

In one embodiment, the display 1200 further comprises a button which, when 

15 selected by the inviting instant messaging user, sends to the guest user a preformatted 

message inviting the guest user to become a registered user of the instant messaging 

system and thereby make it possible for the registered user and the guest user to 

communicate in an instant messaging session in which all of the features of the instant 

messaging system are available to both parties. 

20 Figure 13 is a flowchart illustrating a process used in one embodiment to process 

at the connection server instant messages sent from a registered instant messaging user to 

a guest user. In step 1302, an instant message from the registered instant messaging user 

to the guest user is received at the connection server. In step 1304, the connection server 
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verifies that the registered user who sent the message is a user authorized to send a 

message to the guest user. In one embodiment, only the inviting user, i.e., the registered 

user associated with the HTML messenger toolbox invoked by the guest user, may send 

instant messages to the guest user. In step 1306, if it is determined that the sender of the 

5 messages is not authorized to send messages to the guest user, the process proceeds to 

step 1308 and an error message is returned to the sender of the message informing the 

sender that the sender is not authorized to send messages to the guest user. If it is 

determined in step 1306 that the sender of the messages is authorized to send messages to 

the guest user, the process proceeds to step 1310 in which the connection server confinns 

10 that the guest user is still connected to the instant messaging system. In step 1312, if it is 

detennined that the guest user has logged off, the process proceeds to step 1314 in which 

an error message is returned to the registered user informing the registered user that the 

guest user has logged off. If it is determined in step 1312 that the guest user is still on 

line, the process proceeds to step 1316 in which the instant message is delivered to the 

15 guest user. In one embodiment, the messages are delivered to the guest user in a 

streamlined format that omits information identifying the sender of the message, because 

the browser-executable client at the guest user's client system is configured to assume 

that messages delivered from the connection server to the guest user originated from the 

registered instant messaging user authorized to send messages to the guest user. 

20 Figure 14 is a flowchart illustrating a process used in one embodiment to process, 

at the connection server an indication that either the guest user or the inviting user has 

logged off, as in step 208 of the process shown in Figure 2. With respect to a guest user, 

the process begins with step 1402 in which an indication is received at the connection 
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server that the guest user has logged off. As described above, in one embodiment the 

browser-executable client at the guest user's client system sends such an indication to the 

connection server when the guest user indicates a desire to log off. In step 1404, the 

connection server informs the inviting instant messaging user that the guest user has 

5 logged off. In one embodiment, the client side instant messaging software installed at the 

inviting user's client system displays a message to the user upon receipt of the indication 

from the connection server and disables any further messages being sent to the guest user 

from the client system. 

With respect to an indication received from the inviting instant messaging user, 

10 the process shown in Figure 14 begins with step 1406, in which an indication is received 

at the connection server that the inviting instant messaging user has logged off. In step 

1408, the connection server sends a message to the guest user informing the guest user 

that the inviting user has logged off. In one embodiment, the browser-executable client at 

the guest user's client system responds to receipt of an indication from the connection 

15 server that the inviting user has logged off by displaying a message to the guest user and 

by disabling any further messages being sent by the guest user. 

Once the connection server has either sent a message to the inviting user in step 

1404 or to the guest user in step 1408 as appropriate, the process shown in Figure 14 

proceeds to step 1410 in which the connection server terminates the instant messaging 

20 session between the inviting user and the guest user. In one embodiment, the termination 

of the instant messaging session in step 1410 comprises disabling the sending of any 

further messages between the inviting user and the guest user. In one embodiment, the 

termination of the instant messaging session in step 1410 comprises deleting one or more 
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records so that the inviting user and the guest user are no longer associated with a valid 

instant messaging session identifier. 

In step 1412, the guest user is disconnected from the instant messaging system. In 

one embodiment, the guest user is disconnected by rendering invalid the temporary guest 

5 user identification assigned to the guest user. 

In step 1414, the guest user identification assigned to the guest user is discarded 

and deleted from any lists of currently valid user identifications maintained by the 

connection server. In one embodiment, the guest user identification is discarded by the 

system as part of the process of disconnecting the guest user in step 1412 and, in such an 

10 embodiment, step 1414 is omitted. In step 1416, the use of the discarded guest user 

identification is disabled for a prescribed period of time. In one embodiment, the use of 

the guest user identification is disabled for a prescribed period oftime to prevent the 

fraudulent and/or erroneous use of the guest user identification by any participant in the 

prior authorized instant messaging session in which the guest user identification was 

15 used. 

While the examples described in detail above deal primarily with providing 

instant messaging functionality in an electronic mail environment, the approach described 

above may similarly be used in other context, such as web-based message groups, 

personal or other home pages, auction web sites, public calendars, or in any other web 

20 page or network accessible location associated with an instant messaging user, or with 

any HTML-based or HTML-compatible electronic message or other document sent by a 

registered instant messaging user in an any network environment. Also, while the 

examples described in detail above discuss the use of HTML and DHTML to provide 
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certain functionality, other programming languages may also be used to provide the 

functionality described without requiring the user to complete an extensive download, 

installation, and registration process. Examples of such other languages and tools 

include, without limitation, clients comprising computer code written in Java, JavaScript, 

5 Flash, and/or Active X. 

10 

While certain of the embodiments described in detail above involve an instant 

messaging session between a single registered user and a single guest user, the instant 

messaging session may as well involve a plurality of guest users and/or a plurality of 

registered instant messaging users. 

Although the foregoing invention has been described in some detail for purposes 

of clarity of understanding, it will be apparent that certain changes and modifications may 

be practiced within the scope of the appended claims. It should be noted that there are 

many alternative ways of implementing both the process and apparatus of the present 

invention. Accordingly, the present embodiments are to be considered as illustrative and 

15 not restrictive, and the invention is not to be limited to the details given herein, but may 

be modified within the scope and equivalents of the appended claims. 

WHAT IS CLAIMED IS: 
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CLAIMS 

1. A method for enabling a guest user who is not a registered user of an instant 

messaging system to communicate by instant messaging with a registered user of the 

system, the method comprising: 

receiving an indication that the guest user desires to communicate with the 

registered user by instant messaging; 

sending to a client computer system associated with the guest user browser­

executable computer code comprising computer instructions for providing at least 

limited instant messaging functionality to the guest user at the client computer 

system, without requiring the guest user to download and install client side instant 

messaging application software and without requiring the guest user to register as 

a user of the instant messaging system; and 

facilitating an instant messaging session between the guest user and the registered 

user. 

2. The method of claim 1, wherein facilitating the instant messaging session 

20 comprises delivering instant messages from the guest user to the registered user. 

25 

3. The method of claim 1, further comprising providing an entry point configured to 

receive an indication from the guest user that the guest user desires to communicate with 

the registered user by instant messaging. 

4. The method of claim 3, wherein the entry point is provided in an electronic mail 

message sent by the registered user to the guest user. 

5. The method of claim 3, wherein the entry point is provided in a web page 

30 associated with the registered user. 
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6. The method of claim 3, wherein the entry point is provided in an electronic 

document associated with the registered user. 

5 7. The method of claim 3, wherein the entry point is provided by computer code 

comprising code written in the Hypertext Markup Language (HTML). 

8. The method of claim 1, further comprising receiving an indication from the 

registered user that the registered user would like to incorporate into an electronic mail 

10 message to the guest user an entry point configured to receive an indication from the 

guest user that the guest user desires to communicate with the registered user by instant 

messagmg. 

9. The method of claim 1, further comprising receiving an indication from the 

15 registered user that the inviting user would like to incorporate into a web page associated 

with the registered user an entry point configured to receive an indication from the guest 

user that the guest user desires to communicate with the inviting user by instant 

messagmg. 

20 10. The method of claim 1, wherein the computer code comprises a browser-

executable instant messaging client 

11. The method of claim 10, wherein the browser-executable instant messaging client 

comprises computer instructions in the Dynamic HyperText Markup Language 

25 (DHTML). 

12. The method of claim 10, wherein the browser-executable instant messaging client 

comprises computer instructions in JavaScript. 
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13. The method of claim 10, wherein the browser-executable instant messaging client 

comprises computer instructions in ActiveX. 

14. The method of claim 1, further comprising assigning a temporary user 

5 identification to the guest user. 

10 

15. The method of claim 14, wherein the temporary user identification is unique to 

the guest user during the period during which it is assigned to the guest user. 

16. The method of claim 14, wherein the temporary user identification is at least 

temporarily deactivated upon termination of the instant messaging session between the 

guest user and the registered user. 

17. The method of claim 14, wherein the temporary user identification is valid only 

15 for instant messaging with the registered user. 

20 

18. The method of claim 14, wherein the number of temporary user identifications 

that may be assigned at any given time to the IP address associated with the client 

computer system is limited. 

19. The method of claim 1, further comprising prompting the guest user to provide a 

display name by which the guest user may be identified to the registered user. 

20. The method of claim 1, wherein the instant messaging system is associated with at 

25 least one other registration-based service in which some users may be registered with the 

other service but not the instant messaging system and in which the users of the other 

service sign in using a user name to access the other service, the method further 

comprising: 

30 determining if the guest user is signed in as a user of the other service; and 
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if the user is signed in as a user of the other service, using the user name 

associated with the guest user with respect to the other service as a display name 

to identify the guest user to the registered user. 

21. The method of claim 20, wherein cookie information is used to detennine if the 

guest user is signed in as a user of the other service. 

22. The method of claim 1, wherein the computer code is configured to display an 

10 instant messaging window to the guest user. 

15 

23. The method of claim 22, wherein the instant messaging window comprises an 

area for displaying messages sent by either the guest user or the registered user. 

24. The method of claim 22, wherein the instant messaging window comprises an 

area for entering the text of a message to be sent and displayed to the registered user 

essentially in real time. 

25. The method of claim 1, further comprising advising the registered user that the 

20 guest user is not a registered user. 

26. The method of claim 1, wherein the registered user is associated with a registered 

user client computer system on which client side instant messaging application software 

associated with the instant messaging system is installed and the method further 

25 comprises disabling, at least with respect to the guest user, at least one feature of the 

client side instant messaging application software installed on said registered user client 

computer system. 

27. The method of claim 26, wherein the disabled feature is one that would otherwise 

30 have allowed the registered user to add the temporary user identification assigned to the 
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guest user to a list of users whose online presence is monitored by the client side instant 

messaging application software installed on said second client computer system. 

28. The method of claim 26, wherein the disable feature is one that the computer code 

5 sent to the guest user's client computer system does not support. 

29. A method for enabling an invited user who may not be a registered user of an 

instant messaging system having client side instant message application software 

associated with it to communicate by instant messaging with an inviting user who is a 

10 registered user of the system, the method comprising: 

15 

20 

25 

receiving an indication that the invited user desires to communicate with the 

inviting user by instant messaging; 

sending to a client computer system associated with the invited user browser­

executable computer code comprising computer instructions for: 

determining whether the client side instant messaging application software 

associated with the instant messaging system is installed in the client 

computer system; and 

in the event it is determined that the client side instant messaging 

application software associated with the instant messaging system is not 

installed in the client computer system, providing at least limited instant 

messaging functionality to the invited user at the client computer system, 

without requiring the invited user to download and install the client side 

instant messaging application software and without requiring the invited 

user to register as a user of the instant messaging system; and 
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facilitating an instant messaging session between the invited user and the inviting 

user. 

30. The method of claim 29, further comprising: 

31. 

in the event it is determined that the client side instant messaging application 

software associated with the instant messaging system is installed in the client 

computer system, activating and using the installed client side instant messaging 

application software to enable the invited user to communicate with the inviting 

user by instant messaging. 

The method of claim 29, wherein said computer instructions for determining 

whether the client side instant messaging application software associated with the instant 

messaging system is installed in the client computer system comprises computer code 

15 written in the JavaScript programming language. 

32. The method of claim 29, wherein said computer instructions for determining 

whether the client side instant messaging application software associated with the instant 

messaging system is installed in the client computer system comprises computer code 

20 written in the VBScript programming language. 

33. The method of claim 29, wherein said computer instructions for determining 

whether the client side instant messaging application software associated with the instant 

messaging system is installed in the client computer system comprises computer code 

25 written in the ActiveX programming language. 

30 

34. A system for enabling a guest user who is not a registered user of an instant 

messaging system to communicate by instant messaging with a registered user of the 

system, comprising: 
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a web server configured to: 

receive an indication that the guest user desires to communicate with the 

registered user by instant messaging; and 

send to a client computer system associated with the guest user browser­

executable computer code comprising computer instructions for providing 

at least limited instant messaging functionality to the guest user at the 

client computer system, without requiring the guest user to download and 

install client side instant messaging application software and without 

requiring the guest user to register as a user of the instant messaging 

system; and 

an instant messaging server configured to facilitate an instant messaging session 

between the guest user and the registered user. 

The system of claim 34, wherein said web server comprises a plurality of servers. 

36. The system of claim 34, wherein said instant messaging server comprises as 

20 plurality of servers. 

37. A computer program product embodied on a computer readable medium for 

enabling a guest user who is not a registered user of an instant messaging system to 

communicate by instant messaging with a registered user of the system, the computer 

25 program product comprising computer instructions for: 

receiving an indication that the guest user desires to communicate with the 

registered user by instant messaging; 
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sending to a client computer system associated with the guest user browser­

executable computer code comprising computer instructions for providing at least 

limited instant messaging functionality to the guest user at the client computer 

system, without requiring the guest user to download and install client side instant 

messaging application software and without requiring the guest user to register as 

a user of the instant messaging system; and 

facilitating an instant messaging session between the guest user and the registered 

user. 
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Description 

Field of the Invention 

being referred to as a Schema in D1. Within the Sche­
ma, one or more dynamic linkages are provided, which 
when generating a "should have" (SH) list for any par­
ticular device, are resolved to determine which content 

[0001] The present invention relates to a system and 
method for managing distribution of content to a device. 

Description of the Prior Art 

5 should be provided to that device. To enable the reso­
lution of the dynamic linkages, an initial interrogation 
process is required to determine the values of certain 
variables of the device. 
[0007] Whilst this technique is clearly beneficial to 

[0002] Content to be provided to a device may take a 
variety of different forms. For example, data files may 
be provided to the device for use with particular appli­
cations installed upon the device. Further, particular ap­
plication programs may be distributed to the device for 
installation on the device in order to facilitate new func­
tions, for example word processing programs, spread­
sheet programs, e-mail programs, etc. 

10 computer devices that are permanently connected to 
the network, and hence able to run applications on the 
network, it is clearly not suitable for distributed devices 
that may only make periodic connections to a network, 
and when not connected to a network will still need to 

[0003] Up until now, much of the development of tech­
niques for managing the distribution of content to devic­
es has centered on the area of fixed computer devices 
connected to a computer network. Within such an envi­
ronment, it is then possible to provide a localised man­
agement support structure to provide content on the net­
work, and to control individual devices' access to that 

15 be self-contained (i.e. will need the content to be stored 
locally for their own use). However, such a scenario is 
becoming more and more commonplace, with the pro­
liferation in portable computer devices, mobile phones, 
personal digital assistant devices (PDA), electronic or-

20 ganisers, etc. Whilst it is clearly desirable for an organ­
isation to allow individuals within the organisation to use 
such portable devices, it makes it significantly more dif­
ficult to control and manage the distribution of content 
to those devices. 

content. 25 

[0004] For example, US-A-5,692,129 describes a Summary of the Invention 
technique for managing application programs in a com­
puter network. When a computer networks is provided 
within an organisation, it is commonplace for a directory 
services database to be provided on the computer net- 30 
work to provide a "White Pages" style directory concern-
ing people and other resources within the organisation. 
Often such directory service databases are object ori­
ented databases. In accordance with the teaching of 
US-A-5,692, 129, such an object oriented database is 35 

adapted to support the inclusion- of application -objects 
defining software applications available on the network. 
Further, certain types of objects in the database, such 
as user objects, are adapted to allow desktop attributes 
to be specified. An application object can then be added 40 

as a desktop attribute for such an object, to indicate that 
the corresponding application should be made available 
to the user represented by the object. 
[0005] Additionally, US-A-5,692, 129 specifies the use 
of a launcher application, which for a particular user can 45 
be arranged to retrieve that user's object, and to adapt 
the user's desktop to provide icons for any application 
specified by application objects identified in the user ob­
ject's desktop attributes. Hence, by the above approach, 
a user's desktop can be automatically updated to indi- 50 

cate those applications that are installed on the network 
and are available to that user for accessing. The appli­
cations themselves are retained centrally on the net­
work, and the user accesses them over the network. 
[0006] US-A-5,581,764 describes a technique for 55 

managing the distribution of content to a device. In ac­
cordance with the technique of DI, a hierarchical struc-
ture of content is developed for a group of devices, this 

[0008] Viewed from a first aspect, the present inven­
tion provides a system for managing distribution of con­
tent to a device, comprising: a database for storing a 
number of elements as a hierarchical structure of devic-
es, content identifiers being able to be associated with 
elements in the hierarchical structure, and one of the 
elements representing the device; a server for referenc­
ing the hierarchical structure in the database to generate 
a profile for the device, the profile containing a number 
of content identifiers indicating content to be provided 
to the device, the profile containing any content identi­
fiers associated with the element representing the de­
vice, along with any content identifiers associated with 
elements in the hierarchical structure from which that 
element depends; a device manager associated with 
the device and arranged to receive the profile from the 
server and to use the content identifiers in the profile to 
cause the content indicated by the profile to be provided 
to the device, a record being kept identifying the content 
provided to the device in accordance with the profile; the 
device manager further being arranged upon receipt of 
a subsequent profile from the server to compare the 
content identifiers in the subsequent profile with the 
record to determine new content not yet provided on the 
device and old content no longer to be provided on the 
device, the device manager being arranged to use the 
relevant content identifiers to cause the new content to 
be provided to the device, and to cause the old content 
to be removed. 
[0009] In accordance with the present invention, a da­
tabase is provided that enables a number of elements 
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to be stored as a hierarchical structure, with at least one 
of the elements representing a device to which content 
is to be distributed. Content identifiers identifying partic­
ular content may then be associated with elements in 
the hierarchical structure. Further, a server is provided 
which is able to reference the hierarchical structure in 
the database in order to generate a profile for a partic­
ular device, the profile containing a number of content 
identifiers, each content identifier identifying a content 
to be provided to that device. A device manager asso­
ciated with the device is then able to act upon receipt of 
the profile to cause the content indicated by the profile 
to be provided to the device. with a record being kept 
identifying the content provided to the device in accord­
ance with the profile. The record is preferably stored in 
a logically local storage area relative to the device, i.e. 
in a location that the device is always able to read irre­
spective of whether it is connected to a network. 
[0010] The device manager may be stored on the de­
vice, or may be remote from the device. However, in the 
latter case, there will typically be something resident on 
the device itself to cause the device manager to exe­
cute, for example some configuration information. 
[0011] In accordance with the present invention, 
when at some later point the device manager receives 
a subsequent profile from the server, it is arranged to 
compare the content identifiers in that subsequent pro­
file with the record kept to identify the content provided 
to the device in accordance with a previous profile in 
order to determine new content not yet provided on the 
device and old content no longer to be provided on the 
device. The new content can then be retrieved to the 
device, whilst the old content is removed, for example 
by actually deleting that content, or by removing pointers 
to it in the local memory of the device. 
[0012] By this approach, the system of the present in­
vention is able to support a wide variety of different de­
vices that may spend greater or lesser amounts of time 
connected to a network and which may need to store 
content locally in order to facilitate its use whilst not con­
nected to the network. It should also be noted that the 
system also supports use with devices that may be per­
manently connected to the network. Through use of the 
present invention, the content provided to a device can 

has been provided in accordance with a previous profile. 
[0013] It should be noted that in preferred embodi­
ments the present invention does not inhibit a user of a 
device from also installing their own content on the de-

5 vice since such content would not be included in the pro­
files, and so would not be provided to the device. or re­
moved from the device, under the control of the device 
manager. However. the present invention does enable 
the distribution of certain core content to devices to be 

10 managed such that that content may be provided and 
subsequently removed in a structured manner without 
the need to involve the user of the device. 
[0014] The content identifier may take a variety of 
forms. However, in preferred embodiments, each con-

15 tent identifier provides a name for the corresponding 
content, and a location indicator identifying a location 
from which that content can be obtained. Hence, when 
the device manager is seeking to obtain a content for 
the device, the location indicator in the corresponding 

20 content identifier can be used to determine the location 
from which the content can be obtained. In preferred 
embodiments. the name is not needed for the content 
retrieval process, but provides a descriptive reference 
for a network manager responsible for managing the hi-

25 erarchical structure on the database, and indeed for the 
user of the device to which the content is retrieved. 
[0015] The system in accordance with preferred em­
bodiments of the present invention may be used to man­
age the distribution of a plurality of different types of con-

30 tent. Hence, preferably, the content identifier further 
identifies the type of the corresponding content. This in­
formation is then available for reference by a network 
manager responsible for managing the hierarchical 
structure on the database. This may. for example, pro-

35 vide a useful sanity check to enable the network man­
ager to ensure that content is only allocated to devices 
able to receive that type of content. 
[0016] It will be appreciated that the location identifier 
can take a variety of forms. provided that it serves to 

40 identify the location from which the content can be ob­
tained. In preferred embodiments, the content is stored 
on servers contactable via the Internet. and the location 
indicator is a URL address. 

be centrally managed such that once a content identifier 45 

has been associated with the appropriate element in the 
hierarchical structure, then that content identifier will be 
included in any profiles subsequently prepared for rele-

[0017] It will be appreciated that when a content is 
provided to the device. some predetermined action will 
need to be taken by the device in order to correctly re-
ceive and store the content. The system of preferred 
embodiments of the present invention facilitates this by 
providing a number of packagers for associating with a 
content information required to handle the content when 
received by the device. Hence. when a content is re-

vant devices, whereby the corresponding device man­
ager for such a device will cause that content to be pro­
vided to the device the next time the profile is received. 
However, given that the content is not merely main­
tained centrally and accessed at that central point by the 
devices, but instead will typically be provided to the de­
vices. the present invention furtherfacilitates the remov­
al of old content from a device through the comparison 
of a subsequent profile distributed by the server with a 
record kept to identify the content on that device that 

50 

trieved to the device using a content identifier in the pro­
file. the device not only receives the content but also any 
related information required to ensure correct handling 

55 of the content within the device. This content and related 
information provided to the device will be referred to 
hereafter as "a package". 
[0018] As mentioned earlier, the distribution of a plu-
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rality of different types of content may be managed by 
the system. Accordingly, in preferred embodiments, a 
packager is provided for each type of content. 
[0019] It will be appreciated that the information pro­
vided within the package to describe how the content 
should be handled can take a variety of different forms, 
depending on the content itself. For example, if the con­
tent is a data file for a particular application, for example 
a Microsoft Word file, then the package will identify the 
content as being of that type, and the type information 
can be used by the device manager to determine wheth­
er an installer exists for installing content of that type. If 
not, the content would typically just be stored in a default 
location, for example one specified by the device man­
ager. However, if an installer is available, then that will 
be used to install the content on the device. Assuming 
an installer is to be used, the information in the package 
may also identify the required version number of Micro­
soft Word that is required to read the file. The installer 
would then try to locate that version of Word, and, for 
example, warn the user of the device if it is not found. 
[0020] As another example, if the content is an appli­
cation program. then it will generally need to be appro­
priately installed on the device by an installer. In such 
cases. in preferred embodiments, the information asso­
ciated with such content may comprise an identification 
of which file is the main executable file, an identification 
of an icon to be used to represent the program on the 
desktop, etc. The relevant installer can then use that in­
formation to enable it to correctly install the application 
program. 
[0021] It will be appreciated that since devices may 
be changed over time. and/or the use of any particular 
device may change over time, which may necessitate 
the association of different content with the device, it is 
necessary to be able to efficiently manage the hierarchi­
cal structure in the database in order to take account of 
such changes. Accordingly, the system of preferred em­
bodiments has a management tool for providing an in­
terface to enable a user to manage the hierarchical 
structure stored on the database. Hence, for example, 
if the hierarchical structure is used to represent a large 
number of devices within an organisation, a user in the 
form of a system administrator may use the manage­
ment tool to manage the hierarchical structure to ensure 
that each device continues to be represented at an ap­
propriate point in the hierarchical structure so that that 
device will receive the content that it is desired to provide 
to that device. 
[0022] It will be appreciated that there are many dif­
ferent ways in which the hierarchical structure may be 
developed. However, in preferred embodiments, said el­
ements within the hierarchical structure include one or 
more divisions, each division representing a logical 
grouping for devices, the management tool enabling di­
visions to be created and deleted, and enabling content 
identifiers to be associated with each division. Accord­
ingly, at the top of the hierarchical structure, it is possible 

for a generic division to be provided within which all de­
vices will fall, and then for particular divisions to be cre­
ated depending from that generic division. For example, 
a technical support division may be provided to include 

5 all devices used by technical support staff, whilst a sep­
arate customer support division may be created to in­
clude all devices used by customer support staff. It 
should be noted that the user. e.g. the system adminis­
trator, is able to create and delete divisions as and when 

10 required in order to develop an appropriate hierarchical 
structure within which to categorise the devices to be 
represented within the hierarchical structure. 
[0023] It should be noted that since content identifiers 
can be associated with each division, content that is to 

15 be common for all devices within a particular division 
need not be specified individually for each device, but 
rather can merely be specified once in connection with 
the corresponding division. In preferred embodiments, 
the profile generated by the server contains any content 

20 identifiers associated with the device and any content 
identifiers associated with a division from which the de­
vice depends in the hierarchical structure. It will be ap­
preciated that this significantly improves the efficiency 
with which content can be associated with any particular 

25 device. Further, if a device is moved from one division 
to another. then the next time a profile is generated for 
that device, it will automatically receive an updated pro­
file indicating the content that is relevant to that device 
in its new role. Any new content will then automatically 

30 be retrieved, whilst old content will be removed. 
[0024] In preferred embodiments of the present in­
vention. the management tool enables person identifi­
ers identifying individuals to be provided as elements in 
the hierarchical structure, whereby the management 

35 tool can be used to associate, within the hierarchical 
structure, the device with the individual owning that de­
vice. The inclusion of this extra classification is useful, 
since often a particular individual in an organisation may 
have more than one device, and may submit requests 

40 for each of his/her devices to be provided with particular 
content. Since the individual devices can then depend 
from the relevant person identifier in the hierarchical 
structure, it is straightforward for the system administra­
tor to then associate that new content with each device. 

45 Further, as individuals move around within the organi­
sation, the system administrator is able to move the rel­
evant person identifier between divisions. This will au­
tomatically cause all of that person's devices to also 
move, and for the relevant content for those devices to 

50 then be provided the next time that a profile is provided 
to those devices. 
[0025] It will be appreciated that there are a number 
of mechanisms which could be used to provide the pro­
file to the devices at predetermined intervals. For exam-

55 pie. if a device is permanently connected to the network. 
then the server could be arranged to generate the profile 
at periodic intervals. However, in preferred embodi­
ments, the system supports devices of many different 
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types, at least some of which may not be permanently 
connected to the network. Given this situation, it is 
hence necessary for the profiles to be generated and 
distributed as and when the device is connected to the 
network. Accordingly, in preferred embodiments. the de­
vice manager is arranged to make a connection with the 
server at predetermined intervals in order to request the 
profile, the device manager identifying the device for 
which the profile is required. 
[0026] Hence. for example, the device manager may 
request the profile immediately after the device has 
been powered, such an approach being suitable for 
bandwidth restricted devices that can only operate with 
the availability of a network. e.g. GSM receivers. Alter­
natively, the device manager may request a profile im­
mediately after a network connection has been estab­
lished, such an approach being suitable for those devic-
es that are fully operational without network availability, 
but are assumed to make occasional connections, e.g. 
portable computers. Alternatively, as another example, 
the device manager may be arranged to request the pro­
file on a periodic basic after discrete time intervals, such 
an approach being suitable for high bandwidth, perma­
nently connected devices, for example cable television 
receivers and network computers. 
[0027] As mentioned earlier, the distribution of a plu­
rality of different types of content may be managed by 
the system. In preferred embodiments, at least one of 
the types is computer programs. 
[0028] The database used to store the hierarchical 
structure may take a variety of forms. However, in pre­
ferred embodiments, the database is a relational data­
base. It should be noted that in this preferred embodi­
ment, this database is entirely separate to any directory 
services database that may also be provided as a "White 
Pages" database for resources within an organisation. 
It has been found to be beneficial to keep this database 
separate to the directory services database, since this 
frees the database from being bound by the structure 
already present in the directory services database. In­
stead, whilst certain details about resources in the or­
ganisation may be obtained from the directory services 
database for use in the database used to manage con-
tent distribution, the actual hierarchical structure within 
the database is then free to be determined having re­
gard solely to the devices to be managed, and the con­
tent to be distributed. This enables a very efficient hier­
archical structure to be generated. 

resenting a device to which content is to be distributed; 
and referencing the hierarchical structure in the data­
base to generate a profile for the device, the profile con­
taining a number of content identifiers indicating content 

5 to be provided to the device, the profile containing any 
content identifiers associated with the element repre­
senting the device, along with any content identifiers as­
sociated with elements in the hierarchical structure from 
which that element depends. 

10 [0030] In one embodiment, the computer program 
product is further operable to configure a computer to 
provide an interface to enable a user to manage the hi­
erarchical structure stored on the database. 
[0031] In one embodiment, the computer program 

15 product is further operable to configure a computer to 
associate with a content information required to handle 
the content when received by the device. 
[0032] Viewed from a third aspect, the present inven-
tion provides a computer program product providing a 

20 computer program operable to configure a device man­
ager of a device for use in the system according to the 
first aspect of the present invention, the system having 
a database providing a number of elements as a hierar-
chical structure of devices, content identifiers being able 

25 to be associated with elements in the hierarchical struc-
ture, and one of the elements representing the device, 
the computer program being arranged in operation to 
cause the device manager to perform the steps of: re­
ceiving a profile from a server, the profile having been 

30 generated by referencing the hierarchical structure in 
the database to generate a profile for the device, the 
profile containing a number of content identifiers indicat­
ing content to be provided to the device, the profile con­
taining any content identifiers associated with the ele-

35 ment representing the device, along with any content 
identifiers associated with elements in the hierarchical 
structure from which that element depends; using the 
content identifiers in the profile to cause the content in­
dicated by the profile to be provided to the device; upon 

40 receipt of a subsequent profile from the server, compar­
ing the content identifiers in the subsequent profile with 
a record identifying the content provided to the device 
in accordance with a previous profile to determine new 
content not yet provided on the device and old content 

45 no longer to be provided on the device, and using the 
relevant content identifiers to cause the new content to 
be provided to the device, and to cause the old content 
to be removed. 

[0029] Viewed from a second aspect, the present in­
vention provides a computer program product providing 50 

a computer program operable to configure a server for 

[0033] Viewed from a fourth aspect, the present in­
vention provides a method of managing distribution of 
content to a device, comprising the steps of: storing in 

use in a system according to the first aspect of the 
present invention, the computer program being ar­
ranged in operation to cause the server to perform the 
steps of: accessing a database providing a number of 55 

elements as a hierarchical structure of devices, content 
identifiers being able to be associated with elements in 
the hierarchical structure, and one of the elements rep-

a database a number of elements as a hierarchical 
structure of devices, content identifiers being able to be 
associated with elements in the hierarchical structure, 
and one of the elements representing the device; refer­
encing the hierarchical structure in the database to gen­
erate a profile for the device, the profile containing a 
number of content identifiers indicating content to be 
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provided to the device, the profile containing any content 
identifiers associated with the element representing the 
device, along with any content identifiers associated 
with elements in the hierarchical structure from which 
that element depends; with reference to the content 
identifiers in the profile, causing the content indicated 
by the profile to be provided to the device; maintaining 
a record identifying the content provided to the device 
in accordance with the profile; upon receipt of a subse­
quent profile, comparing the content identifiers in the 
subsequent profile with the record to determine new 
content not yet provided on the device and old content 
no longer to be provided on the device, and using the 
relevant content identifiers to cause the new content to 
be provided to the device, and to cause the old content 
to be removed. 

Brief Description of the Drawings 

[0034] The present invention will be described further, 
by way of example only, with reference to a preferred 
embodiment thereof as illustrated in the accompanying 
drawings, in which: 

Figures 1A, 1 Band 1 Care block diagrams provid­
ing schematic illustrations of embodiments of the 
present invention; 
Figure 2 is a further block diagram providing an ar­
chitectural overview of a system in accordance with 
preferred embodiments of the present invention; 
Figure 3 illustrates in more detail the connections 
to the server in accordance with preferred embodi­
ments of the present invention; 
Figures 4 to 8 illustrate a user interface used in pre­
ferred embodiments of the present invention to en­
able a system administrator to manage the hierar­
chical structure stored on the database; 
Figures 9 and 10 provide an illustration of simplified 
examples of the hierarchical structure that may be 
stored within the database; 
Figure 11 is a flow diagram illustrating the steps per­
formed within a network device to request a profile, 
and act upon the profile when received; 
Figure 12 is a flow diagram illustrating the steps per­
formed within the server in order to provide a profile 
to the client; 
Figures 13A to 13D are flow diagrams illustrating in 
more detail the procedure performed within a net­
work device in order to act upon a received profile 
from the server; 
Figure 14 is a flow diagram illustrating in more detail 
how the profite is prepared by the server in accord­
ance with preferred embodiments of the present in­
vention; and 
Figure 15 provides a schematic illustration of how 
packagers are used in preferred embodiments to 
package content for distribution. 

Description of a Preferred Embodiment 

[0035] In the past, a relatively static number of fixed 
computer devices were managed by a localised support 

5 structure able to configure the complex desktop envi­
ronments. The future, however, presents us with the 
prospect of having a profusion of devices, whether they 
be computer devices, or other electronic devices such 
as mobile phones, personal digital assistant devices 

10 (PDAs), electronic organisers, etc. which may or may 
not be geographically fixed. This will require an alterna­
tive management system which is more flexible. 
[0036] The preferred embodiments of the present in­
vention aim to provide such an alternative management 

15 system for distributed management of network devices 
within a network. The term "network device" as used 
herein is intended to refer to a device whose content is 
managed by the system of preferred embodiments of 
the present invention, but is not intended to imply that 

20 any such device is permanently connected to a network. 
For the purposes of preferred embodiments of the 
present invention, it is sufficient that any such "network 
device" is capable of making at least occasional con­
nections to a network, either directly or via some other 

25 device. For example, certain devices may delegate their 
management to other devices which in turn must be able 
to make occasional network connections. For example, 
certain PDA-style devices are not inherently networka­
ble, but rely on a PC to do certain things for them, such 

30 as install new programs. Since the PC can make occa­
sional network connections, such PD As will also be "net­
work devices" which can be managed by the system in 
accordance with preferred embodiments of the present 
invention. 

35 [0037] Each network device is in preferred embodi­
ments provided with a client program (which may alter­
natively be referred to herein as a device manager) 
which is arranged to communicate with a server, the 
server maintaining details of content (for example, pro-

40 grams or data) desired to be present on each device. In 
preferred embodiments. the client program identifies to 
the server the network device. and the server sends a 
profile of the content desired to be present on that de­
vice. The client program then preferably configures the 

45 network device so that it contains the content identified 
in the profile, any content not currently present on the 
device, but identified in the profile. being retrieved in a 
predetermined manner. 
[0038] In preferred embodiments of the present in-

50 vention. the client program and server operate on the 
Java™ platform. The ubiquity of Java™ across plat­
forms as various as cable television receivers and mo­
bile telephones, allows the possibility to centrally control 
almost any kind of device entirely remotely, provided 

55 that at least occasional successful network connections 
are established to enable that control to take place. 
[0039] In preferred embodiments of the invention, the 
client program on each network device is responsible 
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for autonomously updating the device's configuration. 
Dependent on the kind of device, the client program ex­
ecutes at defined intervals. namely either: 

[0045] The server 30 is connectable to a database 40 
containing a hierarchical definition identifying the devic­
es and the content to be associated with those devices. 
A system administrator can manage the hierarchical 

1. immediately after the device has been powered; 
2. immediately after a network connection has been 
established; or 
3. after discrete time intervals. 

5 definition by connecting to the server 30 via a system 
administration device 20. The location of the system ad­
ministration device can be varied, but in the Figure 1A 
example, the system administration device is connected 
to the server via the LAN 50. 

[0040] The first scenario is designed for bandwidth re­
stricted devices that can only operate with the availabil­
ity of a network, e.g. GSM receivers. The second will be 
used for those devices that are fully operational without 
network availability, but are assumed to make occasion­
al connections e.g. portable computers. The third sce­
nario is designed for high bandwidth, permanently con­
nected devices like cable television receivers and net-

10 [0046] Each network device 10 will in preferred em­
bodiments have a client program installed thereon and 
arranged to communicate with the server 30 in order to 
obtain a profile for the respective network device, the 
profile being derived by the server having regard to the 

work computers. 

15 hierarchical definition. Hence. the system in accordance 
with figure 1A provides for the distributed management 
of those network devices, since the hierarchical defini­
tion is maintained centrally, and then client programs are 

[0041] The client program communicates the identity 
of the device to a server, which replies with a profile of 20 

content (for example programs or data) that are desired 
by the network authority to be present on this device. 
The server does not transmit the content, rather the lo­
cation from which each one can be retrieved. The client 
records each content it fetches, so is able to selectively 25 

fetch new or updated content, and delete content no­
longer required, thus abrogating all responsibility of the 
device user to manage the device. 
[0042] The network authority is the entity with respon­
sibility for defining the profile of the devices. This task 30 

is made simpler through the use of a hierarchical defi­
nition/structure, i.e. each device is represented as a 
member of a logical grouping called a division. Each di­
vision may in turn be a member of another division. in 
the manner of a linear tree, until the common ancestor 35 

is reached. A profile may be defined for each division. 
Thus a profile for a device consists of any content ex­
plicitly designated to it within the hierarchical definition, 
plus that of its division. plus the parent division and so 
on until the root division. For example, with reference to 40 

Figure 10, where device names are enclosed with 
brackets. the profile of Adelie is defined not only by its 
own configuration, but also that of Penguin. Bird and All. 
Therefore. if Adelie became part of the Gull division, it 
would still inherit the configuration of Bird and All but 45 
would now include that of Gull rather that Penguin. 
[0043] Schematic overviews of example embodi­
ments of the system of the present invention are illus­
trated in Figures 1A to 1C. 
[0044] Figure 1A illustrates one possible embodiment 50 

of the present invention, in which a number of network 
devices 10 are linked via a LAN 50 with a server 30. In 

distributed amongst the relevant network devices. Fur­
ther, the hierarchical definition can be directly managed 
from the server, or alternatively can be managed from 
some distributed point, such as the system administra­
tion device 20. 
[0047] Figure 1 B provides an illustration of an alter­
native embodiment in which the present invention may 
be used. In this embodiment, the network devices are 
connected via a mobile telecommunications network, 
and the network devices 10 will be electronic devices 
arranged to communicate over the mobile network, for 
example mobile phones, or laptop computers with mo­
bile telecommunication capability. In this embodiment, 
the server 30 is connected via a telecommunications in­
frastructure 60 to a number of transmitters/receivers 70 
used to communicate with the network devices 10. The 
system operates in basically the same way as that de­
scribed with reference to figure 1A, with each network 
device 10 being provided with a client program to enable 
it to communicate with the server 30. It should be noted 
that the system administration device used by the sys-
tem administrator to manage the hierarchical definition 
within the database 40 may be anywhere within the net-
work, and hence may be on the server 30, or may indeed 
be provided by a network device anywhere within the 
telecommunications network. 
[0048] In preferred embodiments of the present in­
vention, many different types of devices may be man­
aged, which may connect to the server 30 via different 
mechanisms. This is schematically illustrated by the em­
bodiment shown in Figure 1 C. Here, certain network de-
vices 100, for example desktop systems, may connect 
to the server directly via an Ethernet connection 130. 
Further, other network devices 110, for example pocket 
organisers, mobile telephones, etc. may connect to the 
server via wireless communications with a transmitter/ 

this embodiment, the network devices are likely to be 
PCs, but need not be, and indeed could be any other 
suitable electronic device, for example a router, an in­
telligent hub, etc. Further, the network devices could be 
personal organisers, PDAs, etc., which may connect to 
the network via a PC. 

55 receiver 70. In addition, other network devices 120, for 
example a laptop computer or a multimedia PC, may 
connect to the server via the Internet 140. 
[0049] As mentioned earlier, the system of preferred 



13 EP 1 185 923 81 14 

embodiments is available for devices that support at 
least occasional network connections. In preferred em­
bodiments, the system uses Java and Internet technol­
ogies to enable the remote management of a diverse 
range of devices. Figure 2 provides an illustration of the 
architectural overview of the system of preferred em­
bodiments. The server 30 uses Java's Remote Method 
Invocation (RMI) and Jini connectivity to make itself 
available to client programs 200 as a configuration serv­
ice. RMI is a Java mechanism that allows two programs 
to communicate transparently over a network. Jini is a 
software infrastructure that allows services to be made 
available across the network. the reader being referred 
to the website http://www.sun.com/jini/ for more details. 
[0050] Further, the server uses standard Internet pro­
tocols such as HTTP or FTP to distribute content. 
Hence, as illustrated in Figure 2, a client program 200 
resident on a network device may connect to the server 
30 via either RMI 220 or Jini 230 mechanisms in order 
to request and receive a profile from the server. Further, 
a management tool 210 (preferably a computer pro­
gram) on a system administrator's device may, for ex­
ample, use an RMI mechanism 220 to assign new con­
tent to elements (e.g. divisions, devices) within the hi­
erarchical structure maintained on the database 40. Ad­
ditionally, when the profile has been received, the client 
program 200 may collect content from servers 250, 260 
via the Internet 240 using the standard Internet proto­
cols such as HTTP or FTP as appropriate. 
[0051] It should be noted that the system of the pre­
ferred embodiment is a highly distributed application. 
The database 40, the server 30, the management tool 
210, and indeed any directory server that may be used 
to obtain information to use within the database 40, can 
all be located on separate machines. 
[0052] Figure 3 provides more details of the way in 
which the server is connected in accordance with pre­
ferred embodiments of the present invention. The server 
30 is designed to integrate with existing servers. Hence, 
a database back-end 40 can be used to store the hier­
archical structure used by the server to generate profiles 
for network devices. Java Database Connectivity (JD­
BC) facilitates the connection of third-party databases 
to the server 30. More information concerning JDBC can 
be found at the web address http://java.sun.com/prod­
ucts/jdbc/. 
[0053] Further, a standard directory server, such as 
LDAP (an Internet standard directory server), NOS, etc., 
can be connected to the server 30 to allow information 

to have their devices managed in accordance with the 
system of preferred embodiments of the present inven­
tion will already have a directory server giving relevant 
details about the users, etc. Hence, the task of creating 

5 the hierarchical structure in the database 40 can be sig­
nificantly simplified by allowing the server 30 to obtain 
relevant details about users, etc. from any standard di­
rectory server already provided within the organisation. 
[0054] Further, it has been found to be highly desira-

10 ble to store the hierarchical structure used to manage 
the distribution of content to devices in an entirely sep­
arate database 40, rather than by seeking to incorporate 
the additional information within the rather fixed struc­
ture of an existing directory server database, since this 

15 facilitates far more flexibility in the creation of appropri­
ate divisions. and locations of devices within divisions, 
having regard to the devices to be managed, and the 
content to be distributed to those devices. 
[0055] In preferred embodiments, standard Internet 

20 servers 250 and 260 are then used to store the actual 
content to be distributed to the devices. The server 30 
is then able to communicate with the servers 250, 260, 
for example via standard Internet connections, to check 
where content is stored, and to check the format in which 

25 that content is stored, etc. 
[0056] As illustrated in Figure 3, a standard RMI reg­
istry and an optional Jini djinn are used to make the serv­
ice available to network devices. An RMI registry is a 
remote program that provides mechanisms for locating 

30 other remote programs, and hence facilitates the use of 
the RMI mechanism to enable client programs to com­
municate with the server 30. Djinn is the name given to 
the group of devices, resources and users joined by the 
Jini software infrastructure. 

35 [0057] Considering now the client programs 200 as­
sociated with particular network devices. these client 
programs can connect to the server using one of two 
methods depending on their configuration. For network 
devices with built-in client code. Java's RMI mechanism 

40 can be used, whilst dynamic, downloadable client soft­
ware is provided as an alternative through the optional 
Jini service. Using the Jini approach. a device will al­
ready have what is known as a service browser which 
searches for services that are available. In this case, the 

45 client program is not installed locally on the device. but 
the process may be automated through use of an ap­
propriate configuration present on the device. 

about particular users within the organisation to be ob- 50 

tained by the server 30. As illustrated in Figure 3, Java 
Naming and Directory Interface (JNDI) allows different 
types of directory servers to be connected to the server 

[0058] On each network device, a small client registry 
is maintained keeping a record of all content present on 
the device that has been obtained in accordance with a 
profile received from the server 30. When the server is 
contacted, a profile describing what should be present 
on the device is retrieved. As will be described in more 
detail later, the new and updated content indicated by 30. For more information about JNDI, the reader is re­

ferred to the web address http://java.sun.com/products/ 
jndi/. Whilst it is clear that the hierarchical structure in 
the database 40 could be created from scratch by the 
server 30. it is quite likely that an organisation wishing 

55 the profile is retrieved and defunct content is removed. 
During this process, any installers and de-installers are 
preferably automatically down loaded from the server 30 
and invoked. It should be noted that all of this happens 
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without any involvement from the user of the network 
device. 
[0059] In preferred embodiments, a management tool 
application is provided to present a simple graphical in­
terface to assist an administrator or the like, to enable 
the system administrator to build and maintain a hierar­
chical structure of divisions and devices within the da­
tabase 40. Content identifiers can then be dragged and 
dropped on to particular elements representing divi­
sions and/or devices in order to associate content with 
the elements of the hierarchical structure. Via integra­
tion with a standard directory server as illustrated earlier 
with reference to Figure 3, the system administrator is 
able to determine who owns a particular device on the 
network. Hence, equipping a person's device for a new 
role simply involves dragging an icon representing that 
person to a new division. These concepts will be illus­
trated further with reference to Figures 4 to 8, which pro­
vide example illustrations of the graphical interface pro­
vided by the management tool to enable a system ad­
ministrator to manage the hierarchical structure main­
tained by the server 30 on the database 40. 
[0060] With reference to figure 4, the left hand window 
provides a schematic illustration of the hierarchical def­
inition, whilst the right hand window serves as an infor­
mation display area. The window at the bottom of the 
screen contains a list of content identifiers that are avail­
able for allocation to elements of the hierarchical struc­
ture representing particular devices or divisions (in this 
example the content being computer programs). As can 
be seen from Figure 4, each content identifier includes 
a name for the content, and a location indicator, in this 
case a URL address. identifying the location from which 
the corresponding content can be retrieved. Optionally, 
the content identifier may include information such as 
version numbers. type of content, and the date last mod­
ified. 
[0061] Figure 5 shows the information that will be dis­
played when the system administrator selects the "En­
gineer" division. As can be seen from the information 
display area. this indicates that the programs "yellow", 
"indigo" and "orange" are associated with the division 
"Engineer", and that also the operating system "green" 
and the application "red" are inherited from the division 
"All". 
[0062] Figure 6 illustrates the information provided if 
the system administrator were to select an individual, in 
this case the individual Nigel Brookes, who has two de­
vices associated with him, namely "Hugh" and "Cuth­
bert". Finally, Figure 7 illustrates the programs associ­
ated with the device "Hugh". It can be seen that the de­
vice "Hugh" has the application "violet" associated di­
rectly with it, but also inherits the programs associated 
with the divisions "Engineer" and "All". 
[0063] Figure 8 illustrates the graphical interface that 
may be provided for an alternative example database 
structure. Here, a device called Future Phone is indicat­
ed as belonging to an individual, Nigel Brookes, who is 

allocated within the Engineers division, which itself is a 
division of the Concept Technologies Division. Further, 
the Concept Technologies Division is contained within 
the Hugh Symons Division. which is contained within the 

5 All Division. As can be seen from Figure 8, the device 
Future Phone has two applications associated there­
with, and also inherits an application from the division 
All. In this instance, it is clear that the divisions Hugh 
Symons, Concept Technologies and Engineers do not 

10 have any content associated directly with them, since 
otherwise the device Future Phone would also have in­
herited the content from those divisions. 
[0064] With reference to Figure 8, it will also be seen 
that the content identifiers in this case also include op-

15 tional information identifying a default lease period. This 
information enables the client program on a network de­
vice to automatically remove the content after the lease 
period expires. Hence, with reference to Figure 8. it can 
be seen that two of the applications allocated to the de-

20 vice Future Phone are on a perpetual lease, but that the 
application JarBall Madness is on a thirty day lease ex­
piring on 26 August 1999. The client program can use 
this information to automatically remove JarBall Mad­
ness from the Future Phone device on that date. 

25 [0065] For completeness, Figure 9 is also provided to 
give a simple illustration of a portion of a hierarchical 
structure that may be maintained within the database 
40. As mentioned earlier, devices are organised into log­
ical, hierarchical groupings called divisions. Each divi-

30 sion inherits the contents of its parent division. Content 
can be assigned to these divisions, and to individual de­
vices, which then facilitates the generation of a profile 
for particular devices. 
[0066] In Figure 9, we can see that Sue Bar owns the 

35 device "My Cell Phone". She is part of the Customer di­
vision and also the Support and All divisions. Her device 
will therefore have the content assigned to All, Support, 
Customer and to that specific device. If Sue decided that 
she would like to make use of a service that will send all 

40 SMS (Short Message Service) messages to her e-mail 
account, she can request that service from the relevant 
system administrator. The system administrator may 
decide not to make this service generally available, and 
so instead will assign it to her cell phone only. When that 

45 device next retrieves a profile from the server, it will au­
tomatically receive the relevant application. 
[0067] The system administrator retains responsibility 
for the entire hierarchy, but is able to delegate the control 
of sub-divisions to other managers. Hence, referring to 

50 Figure 9, the network administrator could retain respon­
sibility for the All division, but may choose to delegate 
the management of the Customer Support division and 
the Technical Support division to one or more different 
managers. 

55 [0068] Theflowdiagramsoffigures 11 and 12 provide 
a brief illustration of the process performed when a client 
program on a device is executed in accordance with one 
embodiment of the present invention, figure 11 illustrat-
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ing the processing steps executed by the client program, 
and figure 12 illustrating the processing steps executed 
by the server. It is clear that not all embodiments need 
to execute the exact sequence of steps illustrated in fig­
ures 11 and 12, but rather figures 11 and 12 are intended 
to illustrate a particular embodiment. For example, if the 
server determines that the device is not currently in the 
database, then it may be arranged to refuse that device 
access to the network, rather than creating a new entry 
for that device in the "new devices" division. 
[0069] With reference to the embodiment of figure 12, 
it will be appreciated that if a "new devices" division were 
provided, it would generally be provided as a child of the 
division "All". If any content is associated with the divi­
sion "All" then this new device will inherit that content. 
However, alternatively, both the divisions "All" and "new 
devices" may be arranged to have no content associat­
ed with them, such that the new device is not provided 
with any content at the time that it first contacts the serv­
er. 
[0070] Irrespective of which approach is taken, in pre­
ferred embodiments the network administrator would 
seek to reallocate any devices placed within the "new 
devices" division to the appropriate division within the 
hierarchy. For example, having reference to figures 4 to 
7, if the new device was actually within the "Support" 
division, then the support administrator would move that 
device from the "new devices" division to the "Support" 
division, so that in subsequent accesses, that new de­
vice will be arranged to receive the content appropriate 
to the "Support" division. 
[0071] Figures 13 and 14 are flow diagrams providing 
a more detailed illustration of the process that may be 
performed when a client program on a device is execut­
ed. Figures 13A to 13D can be considered as a more 
detailed illustration of the embodiment illustrated in Fig­
ure 11, whilst Figure 14 illustrates a different embodi­
ment to that illustrated in Figure 12, in that rather than 
allocating unknown devices to a new devices division, 
the process illustrated in Figure 14 merely terminates 
the process, and hence the process can only be used 
once devices have been allocated by the system admin­
istrator to an appropriate location in the hierarchical 
structure. 
[0072] With reference to Figure 13A, when the client 
program executes, it starts at step 500, and proceeds 
to step 510, where it is determined whether there is any 
available network. If not, the process terminates at step 
520, and the process will begin again next time that the 
client program executes. As mentioned earlier, the client 
program is preferably arranged to execute at predeter­
mined intervals, these intervals being determined de­
pendent on the type of device. 
[0073] If the network is available, then the process 
proceeds to step 530 where the device seeks to down­
load the profile from the server 30. At step 540, it is de­
termined whether the download process has been suc­
cessful, i.e. whether a profile has been received from 

the server, and if not, the process loops back to step 
530. ltwill be appreciated that if there is some temporary 
problem with either the server or the network which in­
hibits the profile from being delivered to the client pro-

5 gram, then the client program could stall at this point. 
Accordingly, it may be appropriate in some embodi­
ments to provide a time-out mechanism here, whereby 
the process branches to step 520 if no successful down­
loading of the profile has been achieved within a prede-

10 termined time. However, for simplicity, this process has 
not been illustrated in Figure 13A. 
[0074] Assuming the profile downloading is success­
ful, then the process proceeds to step 550, where the 
new profile is compared with a content record 560 main-

15 tained on the network device to identify the content re­
trieved to the device in accordance with a previous pro­
file. However, prior to discussing the rest of Figure 13A 
to Figure 13D, the manner in which the profile is gener­
ated by the server 30 will now be described with refer-

20 ence to Figure 14. The profile generation is preferably 
performed by software installed on the server 30. The 
process begins at step 700, and at step 705 the server 
waits for a device connection. Once the device has con­
nected, it is determined at step 710 whether the device 

25 is known, i.e. whether it is represented in the hierarchical 
structure, and if not, the connection is closed at step 
720. The process then returns to step 705 to await a 
further device connection. 
[0075] However, assuming that the device is known, 

30 then the process proceeds to step 715 where the con­
tent identifiers for that device are retrieved from the cor­
responding element in the hierarchical structure main­
tained on the database 40. Then, at step 725, it is de­
termined which division the device is contained within 

35 in the hierarchical structure, and then the content iden­
tifiers associated with that division are also added to the 
content identifiers retrieved at step 715. 
[0076] Next, at step 735, it is determined whether the 
division has a parent within the hierarchical structure, 

40 and if so, that parent division is retrieved at step 730, 
and the content identifiers within that division are then 
added at step 725 to those content identifiers already 
retrieved from the database. This process continues un­
til it is determined at step 735 that the current division 

45 has no parent (i.e. with reference to the earlier exam­
ples, this will mean that the current division is the All 
division), at which point it is determined that all appro­
priate content identifiers have been located. According­
ly, these content identifiers are sent to the device at step 

50 740 as the requested profile. The process then returns 
to step 705 to await a further device connection. 
[0077] Returning to Figure 13A, as a result of step 
550, any new content to be retrieved, old content to be 
deleted, or content to be updated, will have been deter-

55 mined through the comparison of the new profile with 
the previously stored content record 560. Accordingly, 
the process proceeds to step 570 in Figure 13B, where 
it is determined whether there is any content to remove. 
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If so, it is determined at step 575 whether it is appropri­
ate to execute an uninstaller in order to remove the con­
tent. 
[0078] Before continuing with the description of Fig­
ure 13B, the mechanism for determining whether an in­
staller/uninstaller is required will be discussed in more 
detail. As mentioned earlier, when the content is re­
trieved to the network device, it preferably also includes 
related information identifying how that content should 
be handled upon receipt. In accordance with preferred 
embodiments of the present invention, the association 
of this further information with the content is achieved 
via one or more packagers provided by the system of 
preferred embodiments, these packagers preferably be­
ing embodied as computer programs. This process is 
illustrated schematically in Figure 15. 
[0079] The content delivery mechanism is very flexi­
ble, allowing developers to introduce new types of con­
tent along with any necessary installers and uninstallers 
without having to change any client-side software. For 
example, all of the sales force in a particular organisa­
tion could have the latest performance results provided 
to their devices and automatically installed into a data­
base application on those devices. 
[0080] This flexibility is achieved by bundling content 
up in standard Java archives (JAR files) which in pre­
ferred embodiments have associated therewith a well­
known file "META-INF/manifest.mf". and passing those 
Java archives through a packager as illustrated in Fig­
ure 15. A JAR file is a file or files that have been com-
pressed into a single file using a jar tool supplied with 
the Java Development Kit. 
[0081] As illustrated in Figure 15, the content 800 is 
passed to an appropriate packager within a group of 
packagers 810. For example, a particular packager 830 

version number of Microsoft Word that is required to 
read the file. The installer would then try to locate that 
version of Word, and, for example, warn the user of the 
device if it is not found. 

5 [0083] As another example, if the content type is an 
application program, the packager might include within 
the package an identification of which file is the main 
executable file, an identification of an icon to be used to 
represent the program on the desktop, etc. The relevant 

10 installer can then use that information to enable it to cor­
rectly install the application program. 
[0084] Hence, it can be seen that depending on the 
content type, an installer/uninstaller may or may not be 
needed. The package as retrieved specifies, amongst 

15 other things, the content type, as indeed does the con­
tent identifier in the profile, and hence the device man­
ager can check to see if an installer/uninstaller is asso­
ciated with that content type. Th is may, for example, be 
appropriate if the content is an application program. 

20 [0085] Returning to Figure 13B, if it is determined at 
step 575 that an uninstaller should be executed, then 
the process proceeds to step 585, where the appropri­
ate uninstaller is downloaded and executed in order to 
remove the relevant content. In preferred embodiments, 

25 to download the appropriate uninstaller, the client pro­
gram asks the RMI registry 310 illustrated in Figure 3 
whether an installer/uninstallerexists for the type of con­
tent received. If such an installer/uninstaller exists, it will 
be downloaded by the RMI registry to the client program, 

30 whereafter it can be executed to uninstall the particular 

35 

content in question. 
[0086] However, not all content types will require an 
uninstaller. For example, the content may be a data file 

may be provided for packaging applications, a different 
packager 840 may be provided for packaging docu­
ments, and a further packager 850 may be provided for 
packaging other type of content. The relevant packager 
alters the content of the manifest file to include at least 40 

which merely needs deleting. In this event, it will deter­
mined at step 575 that it is not necessary to execute an 
uninstaller, in which case the process will proceed to 
step 580 where the content will be deleted. The process 
then returns to step 570, to determine whether any fur-
ther content needs removing. If so, the above described 
process is repeated. 

the name, type and version of the content. The packager 
is also at liberty to include in this file any other variable 
which may be required. This results in a package 820 
which can be distributed to network devices in accord­
ance with preferred embodiments of the present inven­
tion. It should be noted that the resulting package is still 
completely compatible with Java. 
[0082] A packager is in preferred embodiments pro­
vided for each type of content. In addition, each type of 
content may optionally have an installer/uninstaller pro­
vided to install/uninstall such content on a network de­
vice. Since the packagers are type specific, and since 
any installers/uninstallers are also type specific, it will 
be apparent that the packager can be arranged to in­
clude any variables specifically required by the corre­
sponding installer/uninstaller. For example, if the con­
tent type is Microsoft Word documents for PCs, the 
packager might include within the package the required 

[0087] If not, the process proceeds to step 590, where 
it is determined whether there is any content to be up­
dated. If so, the process proceeds to step 595, where 
the updated content is downloaded from the location in-

45 dicated within the corresponding content identifier pro­
vided within the profile. As mentioned earlier, the con­
tent is preferably stored on Internet servers, and in this 
case, the content identifier will identify an appropriate 
Internet address from which to download the content. 

50 

55 

Once the content has been downloaded, it will be deter­
mined at step 600 in Figure 13C whether it is necessary 
to execute an installer and/or uninstaller, as mentioned 
above this decision being taken based on the type of 
content to be updated. 
[0088] If, for example, the content is a data file, then 
it may not be appropriate to execute an installer and/or 
uninstaller, and accordingly the process will proceed to 
step 615, where the outdated content is deleted, and the 



21 EP 1 185 923 81 22 

updated content is saved. However, assuming it is de­
termined that an installer and/or uninstaller are required, 
then the process proceeds to step 605 where any nec­
essary installer and/or uninstaller is downloaded using 
the process described earlier with reference to step 585. 
The uninstaller can then be executed to remove the out­
dated content, whereafter the process proceeds to step 
610, where the necessary installer is executed to install 
the updated content. The process then returns to step 
590 to determine whether any further content needs to 
be updated. If so, the above described process is re­
peated, but if not, the process proceeds to step 620 
shown in Figure 13D. 
[0089] At step 620, it is determined whether there is 
any new content to be added. If so, then the process 
proceeds to step 625, where the new content is down­
loaded using the information provided in the relevant 
content identifier included within the profile. Then, at 
step 630 it is decided whether an installer needs to be 
executed and if so, the process proceeds to step 635, 
where the appropriate installer is downloaded and exe­
cuted in order to install the content. If at step 630 it is 
decided that an installer is not required, then the process 
can proceed directly to step 640, where the new content 
is saved. With regard to the issue of where new content 
should be saved, if an installer is used, it may be ar­
ranged to determine if there is a default location for the 
storage of that type of content. For example, if the con­
tent is a Microsoft Word file, then the installer may re­
view the configuration settings of the device to see if a 
default location for Microsoft Word files is specified, and 
if so that location will be used for the storage of the con­
tent. If no such default location exists, or if an installer 
is not used, the device manager may be arranged to 
specify a default location to which to store content. 
[0090] Once the new content has been stored on the 
device, the process proceeds back to step 620, where 
it is determined whether there is any further content to 
be added. If so, the above described process is repeat­
ed, but if no further content is to be added, the process 
then proceeds to step 645, where the current profile is 
stored as the content record 560. In preferred embodi­
ments, it is assumed that at this stage the device will 
contain all content as indicated in the current profile. 
However, in the event that for some reason the device 
was unable to retrieve any particular item of content in 
the profile, for example because the corresponding 
server was at that time out of action, then it is preferred 
that the content record 560 be updated to reflect the ac­
tual content retrieved to the device in accordance with 
the profile, rather than merely storing the current profile 
itself. Once the content record has been updated, then 
the process proceeds to step 655, where the process 
terminates. 
[0091] From the above description, it will be appreci­
ated that the system of preferred embodiments of the 
present invention provides a platform for managing dis­
parate. heterogeneous. distributed devices. These de-

vices include, but are not limited to computers, digital 
mobile telephones and set-top boxes. The system of 
preferred embodiments provides a unique mechanism 
for the automatic distribution. installation and removal 

5 of almost any kind of content, including applications, 
without any user intervention. A system administrator 
uses a management tool to build a program of content 
for each device or group of devices. At predetermined 
intervals, a small piece of client-side code compares a 

10 profile generated by the server with a record of the con­
tent stored on the device in accordance with the previ­
ous profile. Any new or updated content is automatically 
retrieved and installed and any defunct content is re­
moved. In preferred embodiments, the server, manage-

15 ment tool, and client program are all Java-based. 
[0092] To illustrate the versatility of the above system, 
the following example scenarios can be considered. 
[0093] Firstly, consider the situation where a member 
of a corporate network introduces a new device. In ac-

20 cordance with preferred embodiments of the present in­
vention, during synchronisation, the device asks for the 
identity of the owner. The server establishes the pres­
ence of the user in the directory server and automatically 
installs the device as being owned by that user. The de-

25 vice will be assigned a profile based on its location in 
the hierarchical structure, and will automatically receive 
its appropriate content. 
[0094] As a second example, consider the situation 
where a member of an organisational unit changes func-

30 tion. In preferred embodiments of the present invention, 
their user icon within the hierarchical structure is 
dragged and dropped on to the division representing 
their new function. The suite of content is then automat­
ically updated to reflect the change the next time the 

35 profile is received by the user's device. 
[0095] As a further example, consider the situation 
where a team operates a pool of mobile telephones. 
Normally, an organisational unit in the directory server 
owns these. When a user requests a device, it is 

40 dragged from the organisational unit on to the user's 
icon. The device will then automatically be provisioned 
with the content appropriate for that user. 
[0096] As another example, consider the situation 
where a new program is to be introduced. A manager 

45 packages the new program using one of the packagers 
described earlier, moves the packaged content to a web 
server, and tells server 30 the network location of that 
content. A corresponding content identifier is then gen­
erated and associated with the appropriate divisions/de-

50 vices within the hierarchical structure. 
[0097] Finally, consider the scenario where a program 
is updated. Provided it is packaged in the appropriate 
manner using one of the earlier described packagers, it 
will be automatically distributed as an upgrade, and the 

55 upgrade will be installed in accordance with the process 
described earlier with reference to Figures 13A to 13D. 
[0098] Although a particular embodiment of the inven­
tion has been described herewith, it will be apparent that 
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the invention is not limited thereto, and that many mod­
ifications and additions may be made within the scope 
of the invention. For example, various combinations of 

the content is stored on servers (250, 260) con­
tactable via the Internet, and the location indicator 
is a URL address. 

the features of the following dependent claims could be 
made with the features of the independent claims with- 5 

out departing from the scope of the present invention. 
5. A system as claimed in any preceding claim, further 

comprising a number of packagers (810) for asso­
ciating with a content information required to handle 
the content when received by the device. 

Claims 

1. A system for managing distribution of content to a 
device (10; 100, 110, 120), comprising: 

a database (40) for storing a number of ele­
ments as a hierarchical structure of devices, 
content identifiers being able to be associated 
with elements in the hierarchical structure, and 
one of the elements representing the device; 
a server (30) for referencing the hierarchical 
structure in the database to generate a profile 
for the device, the profile containing a number 
of content identifiers indicating content to be 
provided to the device, the profile containing 
any content identifiers associated with the ele­
ment representing the device, along with any 
content identifiers associated with elements in 
the hierarchical structure from which that ele-
ment depends; 
a device manager (200) associated with the de­
vice and arranged to receive the profile from the 
server and to use the content identifiers in the 
profile to cause the content indicated by the 
profile to be provided to the device, a record 
being kept identifying the content provided to 
the device in accordance with the profile; 
the device manager further being arranged up-
on receipt of a subsequent profile from the serv-
er to compare the content identifiers in the sub­
sequent profile with the record to determine 

10 6. A system as claimed in Claim 5, wherein the distri­
bution of a plurality of different types of content are 
managed by the system, and a packager is provided 
for each type of content. 

15 7. A system as claimed in Claim 5 or Claim 6, wherein 
the information associated with a content compris­
es an identification of an installer to be used to in­
stall the content on the device. 

20 8. A system as claimed in any preceding claim, further 
comprising a management tool (210) for providing 
an interface to enable a user to manage the hierar­
chical structure stored on the database. 

25 9. A system as claimed in Claim 8, wherein said ele­
ments include one or more divisions, each division 
representing a logical grouping for devices, the 
management tool enabling divisions to be created 
and deleted, and enabling content identifiers to be 

30 associated with each division. 

10. A system as claimed in Claim 9, wherein the profile 
generated by the server contains any content iden­
tifiers associated with the device and any content 

35 identifiers associated with a division from which the 
device depends in the hierarchical structure. 

new content not yet provided on the device and 40 

old content no longer to be provided on the de-

11. A system as claimed in any of claims 8 to 10, where­
in the management tool enables person identifiers 
identifying individuals to be provided as elements in 
the hierarchical structure, whereby the manage­
ment tool can be used to associate, within the hier­
archical structure, the device with the individual 
owning that device. 

vice, the device manager being arranged to use 
the relevant content identifiers to cause the 
new content to be provided to the device, and 
to cause the old content to be removed. 45 

2. A system as claimed in Claim 1, wherein each con­
tent identifier provides a name for the correspond­
ing content, and a location indicator identifying a lo-
cation from which that content can be obtained. 50 

3. A system as claimed in Claim 2, wherein the distri­
bution of a plurality of different types of content are 
managed by the system, and the content identifier 
further identifies the type of the corresponding con- 55 

tent. 

4. A system as claimed in Claim 2 or Claim 3, wherein 

12. A system as claimed in any preceding claim, where­
in the device manager is arranged to make a con­
nection with the server at predetermined intervals 
in order to request the profile, the device manager 
identifying the device for which the profile is re­
quired. 

13. A system as claimed in any preceding claim, where­
in the distribution of a plurality of different types of 
content are managed by the system, and at least 
one of said types is computer programs. 

14. A system as claimed in any preceding claim, where-
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in the database is a relational database. quired to handle the content when received by the 
device. 

22. A computer program product providing a computer 
15. A computer program product providing a computer 

program operable to configure a server (30) for use 
in a system as claimed in any preceding claim, the 
computer program being arranged in operation to 
cause the server to perform the steps of: 

accessing a database providing a number of el­
ements as a hierarchical structure of devices, 
content identifiers being able to be associated 
with elements in the hierarchical structure, and 

5 program operable to configure a device manager 
(200) of a device (10; 100, 110, 120) for use in a 
system as claimed in any of claims 1 to 14, the sys­
tem having a database (40) providing a number of 
elements as a hierarchical structure of devices, 

one of the elements representing a device to 
which content is to be distributed; and 

10 content identifiers being able to be associated with 
elements in the hierarchical structure, and one of 
the elements representing the device, the computer 
program being arranged in operation to cause the 
device manager to perform the steps of: 

referencing (470) the hierarchical structure in 15 
the database to generate a profile for the de-
vice, the profile containing a number of content 
identifiers indicating content to be provided to 
the device, the profile containing any content 
identifiers associated with the element repre- 20 

senting the device, along with any content iden­
tifiers associated with elements in the hierarchi-
cal structure from which that element depends. 

16. A computer program product as claimed in Claim 25 

15, further operable to configure the server to trans-
mit (480) the profile to a device manager of the de-
vice. 

17. A computer program product as claimed in Claim 30 
16, wherein the profile is generated in response to 
a request for the profile from the device manager. 

18. A computer program product as claimed in any of 
claims 15 to 17, further operable to configure a com- 35 

puter to provide an interface to enable a user to 
manage the hierarchical structure stored on the da­
tabase. 

19. A computer program product as claimed in Claim 40 

18, wherein the elements in the hierarchical struc-
ture include one or more divisions, each division 
representing a logical grouping for devices, the 
computer program enabling divisions to be created 
and deleted, and enabling content identifiers to be 45 
associated with each division. 

20. A computer program product as claimed in Claim 
18 or Claim 19, wherein the computer program en­
ables person identifiers identifying individuals to be 50 

provided as elements in the hierarchical structure, 
whereby the computer program can be used to as­
sociate, within the hierarchical structure, the device 
with the individual owning that device. 

21. A computer program product as claimed in any of 
claims 15 to 20, further operable to configure a com­
puter to associate with a content information re-

55 

receiving (410) a profile from a server (30), the 
profile having been generated by referencing 
the hierarchical structure in the database to 
generate a profile for the device, the profile con­
taining a number of content identifiers indicat­
ing content to be provided to the device, the 
profile containing any content identifiers asso­
ciated with the element representing the de­
vice, along with any content identifiers associ­
ated with elements in the hierarchical structure 
from which that element depends; 
using the content identifiers in the profile to 
cause the content indicated by the profile to be 
provided (430) to the device; 
upon receipt of a subsequent profile from the 
server, comparing (550) the content identifiers 
in the subsequent profile with a record (560) 
identifying the content provided to the device in 
accordance with a previous profile to determine 
new content not yet provided on the device and 
old content no longer to be provided on the de­
vice, and using the relevant content identifiers 
to cause the new content to be provided (625) 
to the device, and to cause the old content to 
be removed (580, 585). 

23. A method of managing distribution of content to a 
device, comprising the steps of: 

storing in a database (40) a number of elements 
as a hierarchical structure of devices, content 
identifiers being able to be associated with el­
ements in the hierarchical structure, and one of 
the elements representing the device; 
referencing (4 70) the hierarchical structure in 
the database to generate a profile for the de­
vice, the profile containing a number of content 
identifiers indicating content to be provided to 
the device, the profile containing any content 
identifiers associated with the element repre­
senting the device, along with any content iden­
tifiers associated with elements in the hierarchi­
cal structure from which that element depends; 
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with reference to the content identifiers in the 
profile, causing the content indicated by the 
profile to be provided (430) to the device; 
maintaining a record (560) identifying the con­
tent provided to the device in accordance with 
the profile; 
upon receipt of a subsequent profile, compar­
ing (550) the content identifiers in the subse­
quent profile with the record to determine new 
content not yet provided on the device and old 
content no longer to be provided on the device, 
and using the relevant content identifiers to 
cause the new content to be provided (625) to 
the device, and to cause the old content to be 
removed (580, 585). 

Patentanspriiche 

1. System fur die Verwaltung der Verteilung von In halt 
zu einer Einrichtung bzw. einem Gerat(10, 100, 110, 
120), das aufweist: 

eine Datenbank (40) fur das Speichern einer 
Anzahl von Elementen als eine hierarchische 
Struktur von Einrichtungen, von lnhaltsidentifi­
zierern, die mit Elementen in der hierarchi­
schen Struktur verkniipft werden konnen, und 
von einem der Elemente, das die Einrichtung 
reprasentiert, 
einem Server (30) fur das Herstellen von Bezii­
gen auf die hierarchische Struktur in der Daten­
bank, um ein Profil fur die Einrichtung zu erzeu­
gen, wobei das Profil eine Anzahl von lnhaltsi­
dentifizierern enthalt, die den der Einrichtung 
zur Verfiigung zu stellenden lnhalt anzeigen, 
wobei das Profil alle lnhaltsidentifizierer, die mit 
dem Element verkniipft sind, das die Einrich­
tung darstellt, zusammen mit alien lnhaltsiden­
tifizierern, die mit Elementen in der hierarchi­
schen Struktur verkniipft sind, von denen die­
ses Element abhangt, enthalt, 
einen Einrichtungsmanager (200), der mit der 
Einrichtung verkniipft ist und derart angeordnet 
ist, dal?, er das Profil von dem Server empfangt 
und die lnhaltsidentifizierer in dem Profil ver­
wendet, um zu veranlassen, dal?, der In halt, der 
von dem Profil angezeigt wird, der Einrichtung 
zur Verfiigung gestellt wird, wobei ein Eintrag 
beibehalten wird, derden In halt identifiziert, der 
in Obereinstimmung mit dem Profil zu der Vor­
richtung geliefert wurde, 

wobei der Einrichtungsmanager weiterhin 
derart angeordnet ist, dal?, er mit Empfang eines 
nachfolgenden Profils von dem Server die lnhaltsi­
dentifizierer in dem nachfolgenden Profil mit dem 
Eintrag vergleicht, um den noch nicht der Einrich-
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tung bereitgestellten neuen In halt und den nicht Ian-
ger der Einrichtung zur Verfiigung zustellenden al-
ten lnhalt bestimmt, wobei der Einrichtungsmana-
ger derart angeordnet ist, dal?, er die relevanten In-
haltsidentifizierer verwendet, um zu veranlassen, 
dal?, der neue In halt der Einrichtung zur Verfiigung 
gestellt wird und um zu veranlassen, dal?, der alte 
In halt entfernt wird. 

System nach Anspruch 1, wobei jeder lnhaltsiden-
tifizierer einen Namen fur den entsprechenden In-
halt bereitstellt, und ein Ortsindikator einen Ort 
identifiziert, von dem dieser In halt erhalten werden 
kann. 

System nach Anspruch 2, in dem die Verteilung ei-
ner Mehrzahl von unterschiedlichen lnhaltstypen 
von dem System verwaltet werden und der In halt-
sidentifizierer weiterhin den Typ des entsprechen-
den lnhaltes identifiziert. 

System nach Anspruch 2 oder Anspruch 3, wobei 
In halt auf Servem (250, 260) gespeichert wird, die 
iiber das Internet kontaktierbar sind, und wobei der 
Ortsanzeiger eine URL-Adresse ist. 

System nach einem der vorherigen Anspri.iche, das 
weiterhin eine Anzahl von Packern (810) aufweist 
fi.ir die Verkni.ipfung mit einer lnhaltsinformation, die 
erforderlich ist, den lnhalt zu handhaben, wenn er 
von der Einrichtung empfangen wird. 

System nach Anspruch 5, in dem die Verteilung ei-
ner Mehrzahl von unterschiedlichen lnhaltstypen 
von dem System verwaltet wird und ein Packer fur 
jeden lnhaltstyp bereitgestellt wird. 

System nach Anspruch 5 oder Anspruch 6, in dem 
die Information, die mit einem lnhalt verkni.ipft ist, 
eine ldentifikation eines zu verwendenden lnstallie-
rers aufweist, um den In halt auf der Einrichtung zu 
installieren. 

System nach einem der vorherigen Anspri.iche, das 
weiterhin ein Verwaltungstool bzw. - werkzeug 
(210) aufweist fur das Bereitstellen einer Schnitt-
stelle, um es einem Benutzer zu ermoglichen, die 
in der Oaten bank gespeicherte hierarchische Struk-
tur zu verwalten. 

System nach Anspruch 8, in dem die Elemente ein 
oder mehrere Bereiche beinhalten, wobei jeder Be-
reich eine logische Gruppierung fur Einrichtungen 
bzw. Gerate darstellt, wobei das Verwaltungstool es 
ermoglicht, dal?, Bereiche erzeugt und geloschtwer-
den, und es ermoglicht, dal?, lnhaltsidentifizierer mit 
jedem Bereich verkni.ipft werden. 
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10. System nach Anspruch 9, in dem das Profil, das von 
dem Server erzeugt wird, jeden lnhaltsidentifizierer 
enthalt, der mit der Einrichtung verkni.ipft ist, und 

denen das Element abhangt, enthalt. 

alle lnhaltsidentifizierer enthalt, die mit einem Be­
reich verkni.ipft sind, von dem die Einrichtung in der 5 

hierarchischen Struktur abhangt. 

16. Computerprogrammprodukt nach Anspruch 15, 
das weiterhin derart betreibbar ist, dal?, es den Ser­
ver konfiguriert, um das Profil zu einem Geratema­
nager der Einrichtung zu i.ibertragen (480). 

11. System nach einem der Anspri.iche 8 bis 10, in dem 
das Verwaltungstool es ermoglicht, dal?, Personeni­
dentifizierer, die lndividuen identifizieren, als Ele- 10 
mente in der hierarchischen Struktur bereitgestellt 
werden, wobei das Verwaltungstool verwendetwer-

17. Computerprogrammprodukt nach Anspruch 16, 
wobei das Profil in Antwort auf eine Anfrage nach 
dem Profil von dem Geratemanager erzeugt wird. 

18. Computerprogrammprodukt nach einem der An­
spri.iche 15 bis 17, das weiterhin derart betreibbar 
ist, dal?, es einen Computer konfiguriert, um eine 
Schnittstelle bereitzustellen, um es einem Benutzer 
zu ermoglichen, die hierarchische Struktur, die in 
der Datenbank gespeichert ist, zu verwalten. 

den kann, um innerhalb der hierarchischen Struktur 
die Einrichtung mit den lndividuen, die die Einrich-
tung besitzen, zu verkni.ipfen. 15 

12. System nach einem der vorherigen Anspri.iche, in 
dem der Geratemanager derart angeordnet ist, dal?, 
er zu vorbestimmten Zeitintervallen eine Verbin­
dung mit dem Server herstellt, um das Profil abzu­
fragen, wobei der Geratemanager die Einrichtung 
identifiziert, fi.ir die das Profil erforderlich ist. 

13. System nach einem der vorherigen Anspri.iche, in 
dem die Verteilung einer Mehrzahl von unterschied­
lichen lnhaltstypen von dem System verwaltet wird 
und zumindest einer der Typen ein Computerpro­
gramme-Typ ist. 

14. System nach einem der vorherigen Anspri.iche, in 
dem die Datenbank eine relationale Datenbank ist. 

15. Computerprogrammprodukt, das ein Computerpro­
gramm zur Verfi.igung stellt, das betreibbar ist, um 
einen Server (30) zu konfigurieren fi.ir die Verwen­
dung in einem System nach einem der vorherigen 
Anspri.iche, wobei das Computerprogramm im Be­
trieb derart angeordnet ist, dal?, es veranlal?,t, dal?, 
der Server die Schritte ausfi.ihrt: 

Zugreifen auf eine Datenbank, die eine Anzahl 
von Elementen als eine hierarchische Struktur 
von Einrichtungen bzw. Geraten, die lnhaltsi­
dentifizierer, die in der Lage sind, mit Elemen­
ten in der hierarchischen Struktur verkni.ipft zu 
werden, und eines der Elemente, das eine Ein­
richtung darstellt, zu der lnhalt verteilt werden 
soil, zur Verfi.igung stellt, und 
Bezugnehmen (4 70) auf die hierarchische 
Struktur in der Datenbank, um ein Profil fi.ir die 
Einrichtung zu erzeugen, wobei das Profil, das 
eine Anzahl von lnhaltsidentifizierern enthalt, 
In halt anzeigt, der zu der Einrichtung bereitge­
stellt wird, wobei das Profil jeden lnhaltsidenti­
fizierer, der mit dem Element, das die Einrich­
tung darstellt, verkni.ipft ist, zusammen mit al­
ien lnhaltsidentifizierern, die mit Elementen in 
der hierarchischen Struktur verkni.ipft sind, von 

19. Computerprogrammprodukt nach Anspruch 18, in 
20 dem die Elemente in der hierarchischen Strukturein 

oder mehrere Bereiche beinhalten, wobei jeder Be­
reich eine logische Gruppierung fi.ir Gerate dar­
stellt, wobei das Computerprogramm ermoglicht, 
dal?, Bereiche erzeugt und geloscht werden, under-

25 moglicht, dal?, lnhaltsidentifizierer mit jedem Be­
reich verkni.ipft werden. 

20. Computerprogrammprodukt nach Anspruch 18 
oder Anspruch 19, wobei das Computerprogramm 

30 es ermoglicht, dal?, Personenidentifizierer, die lndi­
viduen identifizieren, als Elemente in der hierarchi­
schen Struktur bereitgestellt werden, wobei das 
Computerprogramm verwendet werden kann, um 
innerhalb der hierarchischen Struktur das Gerat mit 

35 dem lndividuum, das die Einrichtung besitzt, zu ver­
kni.ipfen. 

21. Computerprogrammprodukt nach einem der An­
spri.iche 15 bis 20, das weiterhin derart betreibbar 

40 ist, dal?, es einen Computer konfiguriert, um eine 
Verkni.ipfung mit einer lnhaltsinformation durchzu­
fi.ihren, die erforderlich ist, um den lnhalt zu hand­
haben, wenn er von dem Gerat empfangen wird. 

45 22. Computerprogrammprodukt, das ein Computerpro­
gramm bereitstellt, das betreibbar ist, um einen Ge­
ratemanager (200) eines Gerates bzw. einer Ein­
richtung (10, 100, 110, 120) fi.ir die Verwendung in 
einem System nach einem der Anspri.iche 1 bis 14 

50 zu konfigurieren, wobei das System eine Oaten­
bank (40) hat, die eine Anzahl von Elementen als 
eine hierarchische Struktur von Geraten, lnhaltsi­
dentifizierer, die mit Elementen in der hierarchi­
schen Struktur verkni.ipft werden konnen, und eines 

55 der Elemente, das die Einrichtung darstellt, bereit­
stellt, wobei das Computerprogramm derart ange­
ordnet ist, dal?, es im Betrieb veranlal?,t, dal?, der Ge­
ratemanager die Schritte durchfi.ihrt: 
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Empfangen (410) eines Profils von einem Ser­
ver (30), wobei das Profil erzeugt wurde durch 
Bezugnehmen auf die hierarchische Struktur in 
der Datenbank, um ein Profil fi.ir die Einrichtung 
zu erzeugen, wobei das Profil eine Anzahl von 5 

lnhaltsidentifizierern enthalt, die den In halt, der 
der Einrichtung bereitzustellen ist, anzeigt, wo-
bei das Profil alle lnhaltsidentifizierer, die mit 
dem Element, das die Einrichtung darstellt, ver­
kni.ipft sind, zusammen mit alien lnhaltsidenti- 10 

fizierern, die mit Elementen in der hierarchi­
schen Struktur verkni.ipft sind, von denen das 
Element abhangt, enthalt, 
Verwenden der lnhaltsidentifizierer in dem Pro-
fil, um zu veranlassen, dal?, der lnhalt, der von 15 

dem Profil angezeigt wird, zu der Einrichtung 
bzw. zu dem Gerat bereitgestellt wird (430), 
Vergleichen (550) mit Empfang eines nachfol­
genden Profils von dem Server, der lnhaltsi­
dentifizierer in dem nachfolgenden Profil mit ei- 20 

nem Eintrag (560), der den lnhalt identifiziert, 
der in Obereinstimmung mit einem vorherigen 
Profil dem Gerat bereitgestellt wurde, um neu-
en In halt, der noch nicht zu der Einrichtung be­
reitgestellt wurde, und alten In halt, der der Ein- 25 

richtung nicht mehr langer bereitgestellt wird, 
zu bestimmen und Verwenden der relevanten 
lnhaltsidentifizierer, um zu veranlassen, dal?, 
der neue In halt zu der Einrichtung bereitgestellt 
wird (625), und um zu veranlassen, dal?, der alte 30 

In halt entfernt wird (580, 585). 

23. Verfahren zum Verwalten der Verteilung von In halt 
zu einem Gerat, das die Schritte aufweist: 

Speichern einer Anzahl von Elementen als 
hierarchische Struktur von Geraten von lnhalt­
sidentifizierern, die mit Elementen in der hier­
archischen Struktur verkni.ipft werden konnen, 

35 

und einem der Elemente, das die Einrichtung 40 

bzw. das Gerat darstellt, in einer Datenbank 
(40), 
Bezugnehmen (4 70) auf die hierarchische 
Struktur in der Datenbank, um ein Profil fi.ir das 
Gerat zu erzeugen, wobei das Profil eine An- 45 

zahl von lnhaltsidentifizierern enthalt, die den 
lnhalt anzeigt, der dem Gerat bereitgestellt 
werden soil, wobei das Profil alle lnhaltsidenti­
fizierer, die mit dem Element, das das Gerat 
darstellt, verkni.ipft sind, zusammen mit alien 50 

lnhaltsidentifizierern, die mit Elementen in der 
hierarchischen Struktur verkni.ipft sind, von de-
nen das Element abhangt, enthalt, 
Veranlassen, dal?, der In halt, der von dem Profil 
angezeigt wird, zu dem Gerat bereitgestellt 55 

wird (430) unter Bezug auf die lnhaltsidentifi-

halt identifiziert, der Einrichtungen in Oberein­
stimmung mit dem Profil bereitgestellt wird, 
Vergleichen (550) mit Empfang eines nachfol­
genden Profils der lnhaltsidentifizierer in dem 
nachfolgenden Profil mit dem Eintrag, um neu­
en In halt, der noch nicht zu dem Gerat geliefert 
wurde, und alten In halt, der nicht langer zu dem 
Gerat geliefert wird, zu bestimmen und Ver­
wenden der relevanten lnhaltsidentifizierer, um 
zu veranlassen, dal?, der neue lnhalt zu dem 
Gerat geliefert wird (625) und um zu veranlas­
sen, dal?, der alte In halt entfernt wird (580, 585). 

Revendications 

1. Systeme pour gerer une distribution de contenu 
vers un dispositif (10; 100, 110, 120) comprenant: 

une base de donnees (40) pour stocker un cer­
tain nombre d'elements comme une structure 
hierarchique de dispositifs, des identificateurs 
de contenu pouvant etre associes a des ele­
ments de la structure h ierarchique, et l'un des 
elements representant le dispositif; 
un serveur (30) pour referencer la structure hie­
rarchique dans la base de donnees pour gene­
rerun profil pour le dispositif, le profil contenant 
uncertain nombre d'identificateurs de contenu 
indiquant le contenu a delivrer au dispositif, le 
profil contenant tous les identificateurs de con­
tenu associes a !'element representant le dis­
positif ainsi que tous les identificateurs de con­
tenu associes a des elements de la structure 
hierarchique dont cet element depend; 
un gestionnaire de dispositifs (200) associe au 
dispositif et configure pour recevoir le profil a 
partir du serveur et pour utiliser les identifica­
teurs de contenu du profil pour provoquer la de­
livrance au dispositif du contenu indique par le 
profil, en conservant un enregistrement identi­
fiant le contenu delivre au dispositif conforme­
ment au profil ; 
le gestionnaire de dispositifs etant de plus con­
figure pour comparer, lors de la reception d'un 
profil suivant a partir du serveur, les identifica­
teurs de contenu du profil suivant avec l'enre­
gistrement pour determiner le nouveau conte­
nu non encore delivre au dispositif et l'ancien 
contenu qui n'a plus a etre delivre au dispositif, 
le gestionnaire de dispositifs etant configure 
pour utiliser les identificateurs de contenu per­
tinents pour provoquer la delivrance du nou­
veau contenu au dispositif et !'elimination de 
l'ancien contenu. 

zierer in dem Profil, 2. Systeme selon la revendication 1, dans lequel cha­
que identificateur de contenu fournit un nom pour Beibehalten eines Eintrages (560), der den In-
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le contenu correspondant et un indicateur d'empla­
cement indentifiant un emplacement a partir duquel 
ce contenu peut etre obtenu. 

3. Systeme selon la revendication 2, dans lequel la 5 

distribution d'une pluralite de differents types de 
contenus est geree par le systeme et l'identificateur 
de contenu indentifie de plus le type du contenu cor­
respondant. 

4. Systeme selon les revendications 2 ou 3, dans le­
quel le contenu est stocke sur des serveurs (250, 
260) contactables par Internet et dans lequel l'indi­
cateur d'emplacement est une adresse URL. 

10 

rieur de la structure hierarchique, le dispositif a l'in­
dividu possedant ce dispositif. 

12. Systeme selon l'une quelconque des revendica­
tions precedentes, dans lequel le gestionnaire de 
dispositifs est configure pour realiser une con­
nexion au serveur, a des intervalles predetermines, 
de maniere a demander le profil, le gestionnaire de 
dispositifs identifiant le dispositif pour lequel le profil 
est demande. 

13. Systeme selon l'une quelconque des revendica­
tions precedentes, dans lequel la distribution d'une 
pluralite de differents types de contenus est geree 

5. Systeme selon l'une quelconque des revendica­
tions precedentes, comprenant de plus un certain 
nombre d'empaqueteurs (810) a associer a une in­
formation de contenu necessaire a la manipulation 

15 par le systeme et dans lequel au moins un desdits 
types est un programme d'ordinateur. 

du contenu quand ii est re9u par le dispositif. 20 

14. Systeme selon l'une quelconque des revendica­
tions precedentes, dans lequel la base de donnees 
est une base de donnees relationnelle. 

15. Produit de programme d'ordinateur fournissant un 
programme d'ordinateur utilisable pour configurer 
un serveur (30) pour une utilisation dans un syste-

6. Systeme selon la revendication 5, dans lequel la 
distribution d'une pluralite de differents types de 
contenus est geree par le systeme et un empaque­
teur est fourni pour chaque type de contenu. 

7. Systeme selon les revendications 5 ou 6, dans le­
quel !'information associee a un contenu comprend 
une identification d'installateur a utiliser pour instal­
ler le contenu sur le dispositif. 

25 me selon l'une quelconque des revendications pre­
cedentes, le programme d'ordinateur etant configu­
re en fonctionnement pour provoquer !'execution 
par le serveur des etapes consistant a : 

8. Systeme selon l'une quelconque des revendica­
tions precedentes, comprenant de plus un outil de 
gestion (210) pour delivrer une interface autorisant 

30 

un utilisateur a gerer la structure hierarchique stoc- 35 

kee dans la base de donnees. 

9. Systeme selon la revendication 8, dans lequel les-
dits elements comprennent une ou plusieurs sec­
tions, chaque section representant un groupement 40 

logique de dispositifs, l'outil de gestion permettant 
la creation et la destruction de sections et permet-
tant !'association des identificateurs de contenu a 
chaque section. 

10. Systeme selon la revendication 9, dans lequel le 
profil genere par le serveur contient tous les identi­
ficateurs de contenu associes au dispositif et tous 
les identificateurs de contenu associes a la section 

45 

dont depend le dispositif dans la structure hierar- 50 

chique. 

11. Systeme selon l'une quelconque des revendica-
tions 8 a 10, dans lequel l'outil de gestion permet la 
delivrance, comme elements de la structure hierar- 55 

chique, d'identificateurs de personnes identifiant 
des individus, identificateurs grace auxquels l'outil 
de gestion peut etre utilise pour associer, a l'inte-

acceder a une base de donnees fournissant un 
certain nombre d'elements comme une struc­
ture hierarchique de dispositifs, des identifica­
teurs de contenu pouvant etre associes a des 
elements de la structure hierarchique, et l'un 
des elements representant un dispositif auquel 
le contenu doit etre distribue; et 
referencer (4 70) la structure hierarchique dans 
la base de donnees pour generer un profil pour 
le dispositif, le profil contenant un certain nom­
bre d'identificateurs de contenu indiquant le 
contenu a delivrer au dispositif, le profil conte­
nant tous les identificateurs de contenu asso­
cies a !'element representant le dispositif ainsi 
que tous les identificateurs de contenu asso­
cies a des elements de la structure hierarchi­
que dont cet element depend. 

16. Produit de programme d'ordinateur selon la reven­
dication 15, utilisable de plus pour configurer le ser­
veur afin de transmettre (480) le profil a un gestion­
naire de dispositifs du dispositif. 

17. Produit de programme d'ordinateur selon la reven­
dication 16, dans lequel le profil est genere en re­
ponse a une demande du profil provenant du ges­
tionnaire de dispositifs. 

18. Produit de programme d'ordinateur selon l'une 
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quelconque des revendications 15 a 17, utilisable 
de plus pour configurer un ordinateur pour delivrer 
une interface autorisant un utilisateur a gerer la 
structure hierarchique stockee dans la base de don-
nees. 5 

19. Produit de programme d'ordinateur selon la reven­
dication 18, dans lequel les elements de la structure 
hierarchique comprennent une ou plusieurs sec-
tions, chaque section representant un groupement 10 

logique de dispositifs, le programme d'ordinateur 
permettant la creation et la destruction de sections 
et permettant !'association d'identificateurs de con-
tenu a chaque section. 

depend; 
utiliser les identificateurs de contenu du profil 
pour provoquer la delivrance (430) au dispositif 
du contenu indique par le profil; 
comparer (550), lors de la reception d'un profil 
suivant a partir du serveur, les identificateurs 
de contenu du profil suivant avec un enregis­
trement (560) identifiant le contenu delivre au 
dispositif conformement a un profil precedent 
pour determiner le nouveau contenu non enco­
re delivre au dispositif et l'ancien contenu qui 
n'a plus a etre delivre au dispositif, et utiliser les 
identificateurs de contenu pertinents pour pro­
voquer la delivrance (625) du nouveau contenu 

20. Produit de programme d'ordinateur selon les reven­
dications 18 ou 19, dans lequel le programme d'or­
dinateur permet la delivrance, com me elements de 

15 au dispositif et !'elimination de l'ancien contenu 
(580, 585). 

la structure hierarchique, d'identificateurs de per­
sonnes identifiant des individus, identificateurs gra- 20 

ce auxquels le programme d'ordinateur peut etre 
utilise pour associer, a l'interieur de la structure hie­
rarchique, le dispositif a l'individu possedant ce dis­
positif. 

21. Produit de programme d'ordinateur selon l'une 
quelconque des revendications 15 a 20, utilisable 
de plus pour configurer un ordinateur afin d'associer 

25 

une information de contenu necessaire a la mani­
pulation du contenu quand ii est re9u par le dispo- 30 

sitif. 

22. Produit de programme d'ordinateur fournissant un 
programme d'ordinateur utilisable pour configurer 
un gestionnaire de dispositifs (200) d'un dispositif 35 

(10 ; 100, 110, 120) pour une utilisation dans un sys­
teme selon l'une quelconque des revendications 1 
a 14, le systeme possedant une base de donnees 
(40) fournissant uncertain nombre d'elements com-
me une structure hierarchique de dispositifs, des 40 

identificateurs de contenu pouvant etre associes a 
des elements de la structure hierarchique, et l'un 
des elements representant le dispositif, le program-
me d'ordinateur etant configure en fonctionnement 
pour provoquer !'execution par le gestionnaire de 45 

dispositifs des etapes consistant a : 

recevoir (410) un profil de serveur (30), le profil 
ayant ete genere en referen9ant la structure 
hierarchique dans la base de donnees afin de 50 

generer un profil pour le dispositif, le profil con­
tenant un certain nombre d'identificateurs de 
contenu indiquant le contenu a delivrer au dis­
positif, le profil contenant tous les identifica­
teurs de contenu associes a !'element repre- 55 

sentant le dispositif ainsi que tous les identifi­
cateurs de contenu associes a des elements de 
la structure hierarchique dont cet element 

23. Procede de gestion d'une distribution de contenu a 
un dispositif, comprenant les etapes consistant a : 

stocker dans une base de donnees (40) un cer­
tain nombre d'elements comme une structure 
hierarchique de dispositifs, des identificateurs 
de contenu pouvant etre associes a des ele­
ments de la structure h ierarchique, et l'un des 
elements representant le dispositif; 
referencer (4 70) la structure hierarchique dans 
la base de donnees afin de generer un profil 
pour le dispositif, le profil contenant un certain 
nombre d'identificateurs de contenu indiquant 
le contenu a delivrer au dispositif, le profil con­
tenant tousles identificateurs de contenu asso­
cies a !'element representant le dispositif ainsi 
que tous les identificateurs de contenu asso­
cies a des elements de la structure hierarchi­
que dont cet element depend; 
en se referant aux identificateurs de contenu 
du profil, provoquer la delivrance (430) au dis­
positif du contenu indique par le profil; 
tenir a jour un enregistrement (560) identifiant 
le contenu delivre au dispositif conformement 
au profil ; 
comparer (550), lors de la reception d'un profil 
suivant, les identificateurs de contenu du profil 
suivant avec l'enregistrement pour determiner 
le nouveau contenu non encore delivre au dis­
positif et l'ancien contenu qui n'a plus a etre de­
livre au dispositif, et utiliser les identificateurs 
de contenu pertinents pour provoquer la deli­
vrance (625) du nouveau contenu au dispositif 
et !'elimination de l'ancien contenu (580, 585). 
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Indigo 1 Application 

Orange 1.0 Plugin 

Inherited from All 

Green 1 OS -
RArl 1 ri ::tlnh::t Annlir!:i!tinn 

Version Type 
Plugin 

OS 
Application 

Plugin 
Application 

Last Modified URL 
26-Apr-99 ftp :1/luggage/pu b/Blue 
26-Apr-99 http://luggage:8 08 0/Green 
26-Apr-99 http://luggage:8 08 0/lnd ... 
26-Apr-99 rmi ://luggage/O range 
26-Apr-99 rmi://luggage/Red 
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(;) eJ All 
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.... ~wos 
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.- ~ Bruce Jackson 
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._ rttf. Robert Trevellyan 
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& D Support 
,!}- D Administration 

.... 
N8me I Version 

~ Programs 
1 t ~ Application 

~ 
¢ Voice Mail 1.10 
~ Shoot Em Up 1 .0 
¢ JarBall Madness 1.0 

0-$ PalmOS 

Fig.8 

◄ 

• Device: Future Phone 

Last connected: 26 July 1999 12:02:00 

Shoot Em UQ 1.0 Application Lease: perpetual 

JarBall 1.0 Application Lease: 30 days beginning 27/07/99 
Madness expires 26/08/99 

Inherited from All 

Voice Mail 1.10 Application Lease: perpetual 

Notes 

I Last Modified I URL I Defa11lt Lease 
• .__ 

26 July 1999 12:03:00 hltp://luggage.hughsym.c ... Perpetual 
26 July 1999 12:25:00 http://luggage.hughsym.c ... Perpetual 
26 July 1999 15:06:00 hllp://luggage.hughsym.c ... Perpetual 
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