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I, Dr. Michael I Shamos, hereby declare as follows: 

I. INTRODUCTION AND QUALIFICATIONS 

1. I have been retained by Google LLC (“Google”) to provide my opinions 

concerning the validity of claims 1-3, 5-6, 8-19 and 21-30 (“Challenged Claims”) of 

U.S. Patent No. 11,176,538 (“’538 Patent” or the “Patent”) in support of Google’s 

Petition for Inter Partes Review of the Patent (the “Petition”). 

2. I am being compensated at a rate of $625 per hour for my work in this 

proceeding and my compensation is in no way contingent on the nature of my 

findings, the presentation of my finding in testimony, or the outcome of this or any 

other proceeding. I have no other interest in this proceeding or in Patent Owner. It is 

conceivable that I may own investments in mutual funds which themselves own 

shares in Patent Owner. I have no knowledge of any such holder, which, in any event, 

would not constitute a material portion of my net worth. 

3. A detailed description of my professional qualifications, including a 

listing of my specialties/expertise and professional activities, is contained in my 

curriculum vitae, a copy of which is provided as EX1014. Below is a short summary 

of my professional qualifications. 

4. I have a A.B. degree from Princeton University in Physics (1968), a 

M.A. degree from Vassar College in Physics (1970), a M.S. degree from American 

University in Technology of Management (1972), a M.S. degree from Yale 
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University in Computer Science (1973), a M. Phil. from Yale University in 

Computer Science (1974), a Ph.D. from Yale University in Computer Science 

(1978), and a J.D. degree from Duquesne University (1981). 

5. I currently hold the title of Distinguished Career Professor in the School 

of Computer Science at Carnegie Mellon University in Pittsburgh, Pennsylvania. I 

am a member of two departments in that School, the Institute for Software Research 

and the Language Technologies Institute. I was a founder and Co-Director of the 

Institute for eCommerce at Carnegie Mellon from 1998-2004 and from 2004-2018 

was Director of the eBusiness Technology graduate program in the Carnegie Mellon 

University School of Computer Science. Since 2018, I have been Director of the 

M.S. in Artificial Intelligence and Innovation (“MSAII”) degree program at 

Carnegie Mellon. 

6. I have taught graduate courses at Carnegie Mellon in Electronic 

Commerce from 1999-present, including eCommerce Technology, Electronic 

Payment Systems, Electronic Voting, Internet of Things, Ubiquitous Computing, 

Electronic Payment Systems and eCommerce Law and Regulation, as well as 

Analysis of Algorithms. Since 2007, I have taught an annual course in Law of 

Computer Technology. I currently also teach Artificial Intelligence and Future 

Markets. 
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7. From 2001-2021, I was a Visiting Professor at the University of Hong 

Kong, where I taught an annual course in Electronic Payment Systems. This was one 

of only a handful of graduate courses taught on this subject in the world. 

8. I was the Director of Carnegie Mellon’s graduate degree program in 

eBusiness Technology from 1999-2018 and am now a faculty member in the Privacy 

Engineering degree program at Carnegie Mellon. My course on Law of Computer 

Technology is required for all students in that program, the MSAII program and in 

the Societal Computing Ph.D. program. My principal role currently is as Director of 

the graduate program in Artificial Intelligence and Innovation. 

9. From 1979-1987 I was the founder and president of two computer 

software development companies in Pittsburgh, Pennsylvania, Unilogic, Ltd. and 

Lexeme Corporation. 

10. I am an attorney admitted to practice in Pennsylvania and have been 

admitted to the Bar of the U.S. Patent and Trademark Office since 1981. I have been 

asked to render opinions in this Declaration as a technical expert. I have not been 

asked to offer any opinions on patent law in this proceeding. 

11. I am a named co-inventor on the following six issued patents relating 

to electronic commerce: U.S. Patent Nos. 7,330,839, 7,421,278, 7,747,465, 

8,195,197, 8,280,773, and 9,456,299. 
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12. I have previously served as an expert in over 400 cases concerning 

computer technology. In particular, I have been involved in more than 45 cases 

involving electronic payment systems. 

13. The statements made and opinions provided in this Declaration are 

based on my own personal knowledge and, if called as a witness, I could and would 

testify in a manner consistent with this Declaration. 

II. SUMMARY OF MY OPINIONS 

14. It is my understanding that the following table summarizes the grounds 

of challenge (“Grounds”) raised in the Petition: 

15. Ground 1A: Claims 1-3, 11-19, 21-22, 24-26, and 28-30 are 

unpatentable under 35 U.S.C. §103 as being obvious in view of Gomez (EX1007), 

Phillips (EX1005), and Casey (EX1006). 

16. Ground 1B: Claims 5-6, 8-10, 23, and 27 are unpatentable under §103 

as being obvious in view of Gomez, Phillips, Casey, and Law (EX1032). 

17. After a review of the ’538 Patent and the prior art asserted by Petitioner, 

it is my opinion that the Challenged Claims are invalid for obviousness. My 

opinions, and the bases therefor, are detailed throughout this Declaration. 

III. UNDERSTANDING OF THE GOVERNING LAW 

A. Invalidity By Obviousness 

18. I understand that obviousness of a claim requires that the claim as a 

whole be obvious from the perspective of a person of ordinary skill in the relevant 
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art (“POSITA”), at the time of invention. A claim is unpatentable for obviousness 

under 35 U.S.C. § 103 “if the differences between the subject matter sought to be 

patented and the prior art are such that the subject matter as a whole would have 

been obvious at the time the invention was made to a person having ordinary skill in 

the art to which said subject matter pertains.” Obviousness may be based upon a 

combination of references. 

19. If a patented invention is a combination of known elements, there must 

be some apparent reason to combine the known elements in the fashion claimed by 

the patent at issue by considering the teachings of prior art references, the effects of 

demands known to people working in the field or present in the marketplace, and the 

background knowledge possessed by a POSITA. Identifying a reason the elements 

should be combined is important because inventions in many instances rely upon 

building blocks long since uncovered, and claimed discoveries almost of necessity 

will be combinations of what, in some sense, was already known. The prior art 

references themselves may provide a suggestion, motivation, or reason to combine, 

but the nexus linking two or more prior art references is sometimes simple common 

sense. 

20. An obviousness inquiry requires consideration of the following factors: 

(1) the scope and content of the prior art; (2) the differences between the claims and 

the prior art; (3) the level of ordinary skill in the pertinent art; and (4) any objective 
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indicia of non-obviousness, such as commercial success, long-felt but unresolved 

need, failure of others, industry recognition, copying, and unexpected results. 

21. If a technique has been used to improve one device, and a person of 

ordinary skill at the time of invention would have recognized that it would improve 

similar devices in the same way, using the technique is obvious unless its actual 

application is beyond their skill. 

22. Practical and common-sense considerations should guide a proper 

obviousness analysis, because familiar items may have obvious uses beyond their 

primary purposes. A POSITA looking to overcome a problem will often be able to 

fit together the teachings of multiple prior art references. An obviousness analysis 

therefore takes into account the inferences and creative steps that a person of 

ordinary skill would have employed at the time of invention. 

23. A proper obviousness analysis focuses on what was known or obvious 

to a POSITA at the time of invention, not to the patentee. Accordingly, any need or 

problem known in the field of endeavor at the time of invention and addressed by 

the patent can provide a reason for combining the elements in the manner claimed. 

24. Prior art teachings are properly combined if one of ordinary skill, 

having the understanding and knowledge reflected in the prior art and motivated by 

the general problem facing the inventor, would have been led to make the 

combination of elements recited in the claims. Under this analysis, the prior art 
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references themselves, or any need or problem known in the field of endeavor at the 

time of the invention, can provide a reason for combining the elements of multiple 

prior art references in the claimed manner. 

25. I understand that in an inter partes review, “the petitioner shall have the 

burden of proving a proposition of unpatentability,” including a proposition of 

obviousness, “by a preponderance of the evidence.” 35 U.S.C. §316(e). 

B. Relevant Time Period for the Obviousness Analysis 

26. I understand that the ’538 Patent claims priority to U.S. Provisional 

Patent Application 61/794,891 (“’891 Provisional”), filed on March 15, 2013. I have 

been asked, for purposes of this proceeding only, to treat March 15, 2013 as the 

Critical Date in my analysis. However, my opinions as to the obviousness of the 

Challenged Claims would remain substantially unchanged even if a later date were 

deemed to be the Critical Date and if post-AIA §§ 102 and 103 were to apply. I 

understand that Petitioner does not concede that any of the Challenged Claims enjoy 

priority to the ’891 Provisional. However. I have been asked to assume, for purposes 

of this proceeding only, that pre-AIA 35 U.S. §§ 102 and 103 apply.  

27. My opinions, as explained below, are based on my education, 

experience, and expertise in the fields relating to the ’538 Patent. Unless otherwise 

stated, my testimony below refers to the knowledge of a POSITA as of the Critical 

Date, or before. Any annotated Figures that appear within this document have been 
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prepared with the assistance of Counsel and reflect my understanding of the ’538 

Patent and the prior art discussed below. 

C. Materials Considered 

28. In forming my opinions, I have reviewed and am familiar with the ’538 

Patent and its prosecution history, the materials cited herein, and exhibits to the 

Petition. 

IV. OVERVIEW OF THE ’538 PATENT 

29. The ’538 Patent was filed on October 20, 2020 and issued on November 

16, 2021. Through a series of continuation and divisional applications and a 

provisional application, it claims priority to March 15, 2013. The ’538 Patent 

discloses “a multi-function electronic device capable of generating a programmed 

magnetic field of alternating polarity based on a speed of a card swipe, and methods 

for constructing the device for the purpose of emulating a standard credit card.” 

(EX1001, Abstract.) However, the Challenged Claims are not drawn to any such 

device, and do not claim “generating a programmed magnetic field” or any 

“emulation” of a “standard credit card.”1 

30. The ’538 Patent discloses generating a “limited-use payment number” 

for use in a payment transaction. EX1001, Abstract, 2:25-29, 3:1-4, 12:40-45, 

 
1 Claim 30 contains the limitation, “wherein said user device is operable to emulate 
the behavior of an issuer account payment transaction.” 
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TABLE 1 at col. 19.  The term “payment number” appears nowhere in any claims.  

Instead, the term “limited use payment information” is used in the Challenged 

Claims, but appears nowhere in the specification.  The specification does not even 

use the term “payment information” at all. 

31. The claims recite, at times, a “limited-use number,” which can take the 

form of a “limited-duration number” by being limited by time or number of 

transactions in which it may be used or may be limited in use in other manners, such 

as limited in use to specific transactions or use by a specific device. FIG. 7 of the 

Patent is a flowchart illustrating an example process for generating a limited-use 

number: 

 

EX1001, FIG. 7 
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32. Various other portions of the specification of the specification give 

further details of the generation of a limited-use number. For example, “[t]he multi-

function electronic device comprises a real-time clock that is able to produce a 

cryptographically protected timestamp for each interaction.” EX1001, 10:26-29. 

“The power source is able to activate the processor unit such that a unique number 

may be generated by the multi-function electronic device and verified by the 

payment authority according to the timestamp and the transmitted user information.” 

Id., 10:29-34. “The limited duration payment number is able to be produced at the 

time the multi-function electronic device is performing a transaction, and is able to 

be generated according to the user’s private information, a bank information, 

information regarding the facility performing the transaction, and the time of day.” 

Id., 10:34-39. Further, the “limited-duration payment number is able to be limited to 

only one transaction, a finite number of transactions, or may be limited to a specified 

period of time—e.g., 2 minutes, 10 minutes, 3 hours—after which time that 

particular limited-duration number would become invalid.” Id., 10:39-44. 

33. The specification further explains that “the number displayed on the 

multi-function electronic device” can be static, dynamic, or a combination of static 

and dynamic digits. EX1001, 10:58011:1. “For example, the first four and last four 

digits of the payment number are able to be fixed, while the remaining eight digits 

can be dynamically generated.” Id., 10:59-62. 
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V. THE ’538 PROSECUTION HISTORY 

34. I have reviewed the prosecution history of the ’538 Patent (EX1002) 

and those of its ancestors, all of which have materially the same specification.  I note 

that, although all the applications listed in EX1001 at 1:6-18 are alleged to be 

divisions or continuations of one another, the specifications are not identical.  In 

particular, the ’579 and ’538 Patents are the only family members whose 

specifications contain the term “multi-function electronic device.” 

35. Application 12/217,261, which became U.S. Patent 9,022,286 on  May 

5, 2015, was filed on March 17, 2014. No IDS was submitted. The Examiner issued 

a restriction requirement on September 10, 2014. In response, Applicant on 

November 14, 2014, withdrew certain claims and added others. The Examiner on 

his own located eight pertinent references, which are listed on the face of the ’286 

Patent. Thereupon, on January 6, 2015, the Examiner issued a Notice of Allowability 

without ever having issued a rejection.  

36. Applicant then filed divisional application 14/680,979 on April 7, 2015, 

which became U.S. Patent 9,224,083 on December 29, 2015. No IDS was filed. On 

October 9, 2015, without having issued any rejection, the Examiner sent a Notice of 

Allowability, which included these reasons: 

Galloway (US 2014/0052632) teaches a method for 
transfer funds. However none of prior art teaches a credit 
card device comprising a near-field communication (NFC) 
unit, a touch sensor array, a motion rate detection array, a 
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processor operatively coupled to the NFC unit, the touch 
sensor array, the motion rate detection array, and wherein 
the processor initiates a card-to-card transaction between 
two credit card devices by a detected proximity of a first 
credit card device and a second credit card device and an 
input of information by a first user via said touch sensor 
array, and wherein the card-to-card transaction comprises 
an exchange of stored currency and said user data between 
the first credit card device and the second credit card 
device via the NFC unit as set forth in the claims. 

’083 Prosecution History, Notice of Allowability 10/9/2015, 2. 

37. On December 28, 2015, Applicant filed continuation application 

14/981,757, which became U.S. Patent 9,760,884 on September 12, 2017. An IDS 

was filed that listed the references found by the same Examiner in the ’286 

prosecution but not the references found by the same Examiner in the ’083 

prosecution. On June 1, 2016, the Examiner issued a nonstatutory double patenting 

rejection, which the Applicant overcame by canceling certain claims, amending 

other claims and submitting new claims. On January 3, 2017, the Examiner allowed 

all pending claims, writing: 

Kelley et al. (US 7128274) and Juthani (US 
2013/0124292) a method of performing credit card 
transaction. However, none of prior art teaches a method 
of performing a transaction comprising receiving an input 
signal at a credit card device, the input signal 
corresponding to operation of a near-field communication 
(NFC) unit of the credit card device being enabled by a 
user, receiving an indication of an amount of currency for 
a transaction, generating at said credit card device a 
limited-duration credit card number, and transmitting said 
limited-duration credit card number from said credit card 
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device to a recipient of the transaction as set forth in the 
claims. 

’884 Prosecution History, Notice of Allowability 1/3/2017, 2. 

38. On September 11, 2017, Applicant filed continuation application 

15/701,261, which was a continuation of the ’884 Patent and which became U.S. 

Patent 10,339,520 on July 2, 2019. The same Examiner issued a statutory double 

patenting rejection, which was overcome by amendment of December 11, 2018. 

Without issuing any further rejection, the Examiner allowed all pending claims on 

February 5, 2019, writing: 

Sebastian et al. (US 2013/0297509) teaches a mobile 
payment using dynamic code. However, none of prior art 
teaches an electronic device to perform operations 
comprising accepting a user input of issued payment 
information input at a touch screen display of the 
electronic device, wherein the information comprises an 
issuer provided payment information, wherein the 
memory comprises device-specific and user-specific 
information, and, wherein the issuer provided payment 
information is communicated wirelessly, and, wirelessly 
receiving a static device account number payment 
information for storage on the electronic device, and 
wherein at least a portion of the payment information is a 
limited-use number for limited-use by the device, in place 
of a [sic] issuer provided payment information, and, 
dynamically-generating a one-time limited-use number 
based on at least one of a set of information including user-
identifying information, user secrets, device information, 
device secrets, time, merchant, facility location, sequence 
count, payment information, account information, 
amount, and transaction information, and using said static 
device account number and said dynamically generated 
one-time limited-use number together in the place of 
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issuer provided payment information for making a 
payment transaction, and using the electronic device for 
conducting transaction with an ATM as set forth in the 
claims. 

’520 Prosecution History, Notice of Allowability 2/5/2019, 2. 

39. On July 1, 2019, Applicant filed continuation application 16/459,150, 

allegedly a continuation of the ’520 Patent, which became the ’579 Patent. 

Prosecution was brief. In a first office action dated May 8, 2020, the Examiner 

allowed claims 1-14 and 20-24, rejected claims 15-18 as anticipated by Brudnicki 

et al. (US 2013/0159186), and objected to claim 19 as depending from a rejected 

base claim. 

40. In response, Applicant amended claim 15 to add additional limitations 

and canceled claim 19. 

41. A Notice of Allowance was mailed June 30, 2020. Claims 1-18 and 20-

24 were allowed. Issued claims 1-18 correspond to original claim claims 1-18. Issued 

claims 19-23 correspond to original claims 20-24. 

42. The Notice of Allowance stated: 

None of prior art teaches a method of performing a 
transaction comprising receiving an input at an electronic 
device, wherein the input corresponds to a priming 
operation of the electronic device by an identified user and 
wherein the electronic device comprises a near field 
communications (NFC) interface coupled to the processor, 
receiving a request for a transaction payment at the 
electronic device via the NFC interface, generating, by the 
processor, a limited-use payment information, and using 
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the limited-use payment information in place of the card 
issuer supplied payment information, transmitting the 
limited-use payment information from the electronic 
device to an NFC recipient of the transaction via the NFC 
interface, and visually conveying a status of the 
transaction via a user-interface displayed on the touch-
screen display, and obtaining a user payment approval 
through at least one user-interface of the electronic device 
as set forth in the claims. 

’538 Prosecution History, Notice of Allowance 6/20/2020, 2. 

43. More than three months after the Notice of Allowance, Applicant filed 

its first and only IDS, and there is no indication that any of the art cited in that IDS 

was considered by the Examiner. The face of the Patent lists only three references, 

all found by the Examiner. 

44. On October 20, 2020, Applicant filed application 17/075,617, a 

supposed continuation of the ’579 Patent, which became the ’538 Patent.  Even 

though the ’538 Patent was alleged to be a continuation of the ’579 Patent, the phrase 

“smart multifunction,” which appears in the ’538 specification, does not appear 

anywhere in the ’579 specification. 

45. On June 16, 2021, Applicant filed a preliminary amendment cancelling 

all exiting claims and adding 30 new claims, alleging that no new matter had been 

introduced. 

46. In an IDS filed August 4, 2021, Applicant listed the two DiMuro patents 

listed on the face of the ’538 Patent. 
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47. On October 13, 2021, the Examiner allowed all pending claims, 

writing: 

Brown et al. (US 7580898), Lee et al. (US 9928496), and 
Mullen (US 7793851) teach the dynamic credit cards. 

However, none of prior art teaches a method of performing 
a payment transaction comprising retrieving from a 
memory attached to a processor of tile device, a device-
specific static limited-use payment information, 
associated with the selected payment method; and, 
dynamically generating, by a processor of the device, 
device-specific limited-use payment information, for the 
selected payment method; and, using tile limited-use 
payment information in place of at least a portion of the 
selected original issuer-supplied payment information for 
the transaction; and, combining of the dynamically-
generated limited-use payment information with the static 
limited-use payment information, to generate a complete 
device payment information (claim 21), receiving, from a 
valid device user, a payment selection and authorization 
approval input on the electronic device; generating at least 
one limited-use numbers at the electronic device, and 
using the limited-use number in place of at !east a portion 
of selected account issuer payment information; and 
combining the at least one limited-use numbers, with the 
selected account information, to form a complete payment 
information; and, on receiving the user payment approval 
authorization input, a transmitting by the wireless 
interface of the approved complete payment information 
for the online transaction (claim 39), receive a payment 
selection and approval authorization from the valid device 
user via a human input sensing at the device; and 
responsive to receiving a valid user transaction payment 
approval, generate a device=specific limited-use payment 
information for use in place of at least a portion of the 
selected issuer payment account information on the 
device, form a complete combined device payment 
information from a dynamically generated portion and a 
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statically generated portions stored in a memory of the 
device (claim 45) along with other limitations recited in 
the claims. 

48. The Notice of Allowability was somewhat unusual in that it refers to 

“dynamic credit cards,” but no “dynamic credit cards” are mentioned in any claims. 

49. On April 14, 2022, Applicant requested a Certificate of Correction, 

which was issued on May 10, 2022, correcting errors in claim 1. 

50. On June 13, 2024, the PTAB denied institution of IPR2023-00219 filed 

by Samsung Electronics Co., Ltd., which challenged claims 1-21 and 23-30 of the 

’538 Patent.  I submitted a declaration on behalf of Samsung in that IPR. 

51. None of the prior art cited in the Petition was considered by the 

Examiner during the ’538 Prosecution. None of the prior art cited in the Petition was 

listed in any IDS. 

VI. LEVEL OF ORDINARY SKILL IN THE ART IN THE RELEVANT 
TIMEFRAME 

52. The ’538 Patent defines its field of invention as follows: 

Embodiments according to the present disclosure generally 
relate to electronic or smart payment devices and, more 
specifically, to more secure, smart multifunction 
tokenizing electronic payment devices and transaction 
processing thereof. 

EX1001, 1:24-28. 

53. The ’538 Specification asserts a need for security in credit cards that 

employ RFID technology: 
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A different type of credit card device in circulation employs 
radio frequency identification ("RFID"). These cards 
essentially have a low-power RF antenna built into the 
card, and when the cardholder passes the antenna in front 
of a reader comprising an RF field, enough power is 
generated to enable the processor to interact wirelessly 
with the receiving device. 

A concern with each of these types of credit cards 
presently available in the marketplace is that they can all 
be, in various ways, susceptible to theft and/or 
compromise. Therefore, these types of credit cards have 
security limitations. Further, cards employing smart 
integrated circuit chips and RF technology are not in wide 
use at present because they are incompatible with existing 
credit card infrastructure, which still predominantly 
supports conventional plastic credit cards. 

EX1001, 1:56-2:4 

54. The specification describes generating limited-use numbers (claimed as 

“limited-use payment information”) and those numbers to engage in secure payment 

transactions, including the use of cryptograph hash algorithms. 

55. The claims of the ’538 Patent are directed to devices and methods for 

engaging in payment transactions using limited-use payment information. 

56. In my opinion, in order to understand the specification and make and 

use the claimed invention without undue experimentation at or near the Critical Date, 

one of ordinary skill in the art of the ’538 Patent would have been someone with (1) 

a bachelor’s degree in computer science, computer engineering, electrical 

engineering, or a related field, and; (2) in addition, one to two years of experience 
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working with payment processing and/or digital authentication systems, including 

familiarity with short-range wireless technologies such as RFID technology. 

Graduate education could substitute for professional experience, or significant 

experience in the field could substitute for education. 

57. I qualified as at least a POSITA as of March 15, 2013, and I have 

a sufficient level of knowledge, experience and education to provide an opinion in 

the field of the ’538 Patent. I am familiar with what a person of ordinary skill in the 

art knew in 2013 because of my lengthy experience with subjects similar to those of 

the concepts presented in the ’538 Patent. In addition, I was teaching such subjects 

prior to 2013. 

VII. TECHNOLOGY BACKGROUND 

58. In this section, I discuss the state of the art as of the Critical Date with 

respect to certain technologies relevant to the subject matter of the ’538 Patent. 

59. The art of credit card payments is extremely crowded and extensive. 

Prior to the Critical Date, over 50,000 U.S. patent applications and issued U.S. 

patents had been published containing the strings “credit card” and “payment.” 

Furthermore, major credit-card networks, such as Visa, MasterCard, Europay and 

EMV (“Europay-MasterCard-Visa”) had collaborated to develop industry-wide 

standards for credit card processing. Such standardization was necessary to enable 

the use of cards at tens of millions of merchants around the world, given that many 
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different types of point-of-sale (POS) terminals were in use at various 

establishments. These standards set forth requirements for equipment and software 

used to process card payments.  

60. One major standardization effort was undertaken by the Payment Card 

Industry (PCI), an association of organizations that store, process and transmit 

cardholder data. In 2006, American Express, Discover Financial Services, Japan 

Credit Bureau, MasterCard and Visa International formed the Payment Card 

Industry Security Standards Council (PCI SSC) which, by 2014, included 688 

“participating organizations.” PCI SSC issued a series of published security 

standards. As of the Critical Date, Version 2.0 of the PCI security standards were in 

effect, as described in “PCI Data Security Standard (PCI DSS) Version 2.0 January 

2013,” (EX1022) and “Payment Card Industry (PCI) Data Security Standard 

Navigating PCI DSS Version 2.0 October 2010.” (EX1026) 

A. Near-Field Communication (NFC) Interfaces 

61. A fundamental problem in electronic payments is how to communicate 

digital information, such as a credit card number, from the card itself or other device 

held by the user, to a POS device operated by a merchant. An early method was to 

provide the card with a magnetic stripe with encoded data including the credit card 

number. The user or merchant would then “swipe” the card through a magnetic 

reader of the POS device. 
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62. A later method was to build a processor chip into the card. The user or 

merchant would insert the card into a slot in the POS device, where electrical contact 

would be made with the chip, and payment data, including a credit card number, 

would be sent to the POS device. 

63. A third method was to provide the card with a radio frequency 

identification (RFID) chip so that it could communicate wirelessly. The user would 

bring the card close to the POS device, and card information would be transmitted 

by radio waves over the very short distance between the card and the POS device. 

The ’579 Patent uses the terms “radio frequency identification,” “RFID,” “near-field 

communication” and “NFC” interchangeably. It acknowledges that RFID credit 

cards were “in circulation”: 

A different type of credit card device in circulation employs 
radio frequency identification (“RFID”). These cards 
essentially have a low-power RF antenna built into the 
card, and when the cardholder passes the antenna in front 
of a reader comprising an RF field, enough power is 
generated to enable the processor to interact wirelessly 
with the receiving device. 

EX1001, 1:55-61. 

64. Indeed, NFC credit cards were well-known in the industry. I personally 

was teaching about RFID credit cards in my Electronic Payment Systems course as 

early as 2002. A 2009 paper by Kadambi et al., “Near-Field Communication-Based 

Secure Mobile Payment Service,” was published by the Association of Computing 
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Machinery in the Proceedings of the 11th International Conference on Electronic 

Commerce in August 2009 (“Kadambi,” EX1025). Kadambi notes that: 

Unfortunately, innovating in the Point of Sale (PoS) space 
is hard because the protocols have been standardized, 
tightly constraining new ideas. Using mobile phones as 
payment devices opens up some opportunities, but any 
solution must minimize changes in the back-end 
processing. This paper describes a Near Field 
Communication (NFC) based mobile phone payment 
solution in a service-oriented environment, which 
provides the needed data protection without requiring 
costly changes to the payment processing infrastructure. 

EX1025, Abstract. 

65. I note that Kadambi discloses a mobile phone used as an NFC payment 

device. 

B. Touch Screen Displays 

66. The ’538 Patent apparently uses the terms “touch screen” and “touch 

sensor array” synonymously: 

A user input may be made via the touch sensor array 245, 
which may comprise a touch screen panel, a keypad, or a 
combination thereof. 

EX1001, 6:34-36. 

67. Mobile phones have had touchscreens for display since at least 1992, 

with the introduction of the IBM Simon. See “History of Phones,” Georgia Southern 
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University (EX1031).2  More recently, the Apple iPhone 1 in 2007 had a 

touchscreen. 

68. It was somewhat later that cards had touch screens, although they had 

them prior to the critical date. On November 9, 2012, the Sydney Morning Herald, 

an Australian newspaper, published an article entitled, “New credit card has LCD 

screen, touch-sensitive buttons” (EX1029). It states: 

MasterCard is billing a new credit card it is issuing in 
Singapore as the “next generation of payment cards.” 

With security in mind, the Display Card has an LCD 
screen and touch-sensitive buttons that let the user employ 
a one-time password (OTP). Such OTPs are often 
delivered via text messages or chip-based authentication 
devices. 

The card is designed for “banking institutions that 
necessitate a higher level of security for their online 
banking services require the use of a separate 
authentication token or device,” according to a press 
release from MasterCard. 

EX1029. 

69. The photo below is from the same article: 

 
2 Available at https://georgiasouthern.libguides.com/c.php?g=612229&p=4545365 
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C. Static and Limited-Use Payment Information 

70. The use of a surrogate or “token” in place of an actual credit card 

number was a well-known security practice long before the Critical Date. It was long 

known that fraud can occur if an unauthorized party obtains a user’s credit card 

number. Unfortunately, in older credit card transactions, there was no way to prevent 

the merchant itself from obtaining the user’s credit card number, as the merchant 

had to present that number to a credit card network in order to be paid. 

71. In 2001, the idea of token was introduced by the company 

TrustCommerce, which replaced the primary account number (PAN) with a 

randomized number, called a token. When a merchant needed to process a payment, 

it could use the token and TrustCommerce would process the payment on their 

behalf, replacing it with the true credit card number before introducing the 

transaction into the credit card network. In this manner, the merchant never learns 

the user’s credit card number. 
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72. Shift4 Corporation released a system to the public during an industry 

Security Summit in Las Vegas, Nevada in 2005. Shift4 stated that “The concept of 

using a non-decryptable piece of data to represent, by reference, sensitive or secret 

data. In payment card industry (PCI) context, tokens are used to reference cardholder 

data that is managed in a tokenization system, application or off-site secure facility.” 

73. Tokenization was adopted by PCI, which established a Tokenization 

Taskforce. In August 2011, it published “PCI DSS Tokenization Guidelines” 

(EX1030) to supplement Version 2.0 of the PCI Data Security Standard. It explains 

different ways of generating tokens, stating: 

One of the primary goals of a tokenization solution should 
be to replace sensitive PAN values with non-sensitive 
token values. For a token to be considered non-sensitive, 
and thus not require any security or protection, the token 
must have no value to an attacker. Tokens come in many 
sizes and formats. Examples of some common token 
formats are included in the following table. 
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EX1030, 5. 

74. The Tokenization Guidelines go on to explain the difference between 

single-use and multi-use tokens: 

Tokens can be generally identified as either single-use or 
multi-use. A single-use token is typically used to represent 
a specific, single transaction. A multi-use token represents 
a specific PAN, and may be used to track an individual 
PAN across multiple transactions. A multi-use token 
always maps a particular PAN value to the same token 
value within the tokenization system. Determining 
whether single-use or multi-use tokens, or a combination 
of both, are appropriate for a particular merchant 
environment will depend on the merchant’s specific 
business need for retaining tokens. 

EX1030, 5. 

75. I note that the last row of the table above shows generating a token by 

taking a portion of the credit card number (PAN) to yield a truncated PAN and 

replacing the middle digits with “alphabetic and numeric characters.” This is 

precisely the generation method claimed in limitations [1n] and [10h] of the Patent, 

with the truncated PAN being a “static device account number” and the “alphabetic 

and numeric characters” being a dynamically generated “limited-use payment 

information.” 

D. Sequence Counters 

76. The ’538 Patent claims a “device transaction sequence counter” (claims 

5, 22), “device sequence counter” (claim 6), a “device-internal transaction sequence 
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counter” (claim 8), a “device payment transaction sequence counter” (claims 11, 29), 

a “transaction sequence counter” (claims 18, 27, 30), and a “transaction sequence 

count” (claim 23). None of these are described, or even mentioned, in the 

specification. 

77. There is disclosure of a “transaction count,” however: 

As detailed above, if an expired limited-duration credit 
card is attempted to be used for a transaction, the 
transaction is denied and an automatic notification is able 
to be made to a credit authority in order to notify the user 
and to prevent transactions on the account. The transaction 
count is able to be determined through the action of 
passing the card through magnetic reader, and the process 
of transmitting said card number to the card reader. 

EX1001, 10:44-52. 

78. It appears from the specification that the “transaction count” is to be 

used to determine whether the card has been used a given number of times, after 

which it can no longer be used. The term “transaction count” is not used in any of 

the claims. 

79. I believe a POSITA would understand “device transaction sequence 

counter,” “device sequence counter,” “device-internal transaction sequence 

counter,” (claim 8), “device payment transaction sequence counter” (claims 11, 29), 

and “transaction sequence counter” to be synonymous because the Patent appears to 

use them that way (and provides no other explanation). I take the terms to refer to 
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some kind of sequential counter, which could include a transaction count or a 

transaction number. 

80. Concluding this section, all of the technology claimed in the Challenged 

Claims predates the Critical Date and would have been within the knowledge of a 

POSITA. 

VIII. CLAIM CONSTRUCTION 

81. I understand that claim terms, in the absence of an express definition or 

disclaimer, are given their ordinary and customary meaning, as would have been 

understood by a POSITA at the time of the alleged invention. 

82. In considering the meaning of the claims, however, I understand that 

one must consider the language of the claims in light of “the remainder of the 

specification, the prosecution history, and extrinsic evidence concerning relevant 

scientific principles, the meaning of technical terms, and the state of the art.” 37 

C.F.R. § 42.100(b). 

83. I have applied these principles in interpreting the Challenged Claims 

for purposes of my analysis in this Declaration. 

84. I understand that Petitioner does not assert that any claim terms require 

express construction in this proceeding. 
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IX. OVERVIEW OF PRIOR ART REFERENCES 

A. U.S. Patent Application Publication 2012/0310760 (“Phillips”) 

85. Phillips et al. U.S. Patent Application Publication 2012/0310760 

(EX1005) is entitled “Mobile Device Automatic Card Account Selection for a 

Transaction,” and lists Simon Phillips as the first named inventor. 

86. Phillips was filed September 1, 2011 and published on December 6, 

2012. I understand that Phillips is prior art to the ’538 Patent under pre-AIA 35 

U.S.C. §§ 102(a) and 102(e) and/or AIA 35 U.S.C. §§ 102(a)(1) and 102(a)(2). 

87. Phillips describes a mobile telephone having a virtual wallet that allows 

a user to select from among multiple payment options or use “an automatic card 

selection option.” EX1005, [0017], [0029], [0033]-[0035], [0059]. An exemplary 

screen of the virtual wallet is shown below: 

Page 33 of 122



 

30  

 

EX1005, FIG. 8. 

88. The “‘Payment Cards’ sub-menu” includes faces of “payment card 

account[s] issued to” the user along with various indicia to allow “selection of the 

payment card account that corresponds to the payment card represented by the card-

face image.” EX1005, [0039]-[0041], [0036]. “[T]he user may be required to enter a 

PIN or code before selecting a payment card” or to otherwise approve a financial 

transaction. EX1005, [0038]-[0039], [0059], [0066]. 

89. Phillips further describes receiving “a payment request that includes a 

merchant identifier (merchant ID)” that initiates the card selection and payment 

transaction functions. EX1005, [0072]. The request can come in the form of 
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“interrogation signals” received from a POS terminal via NFC. Id., [0023], [0027], 

[0057]. 

B. U.S. Patent 8.255,323 (“Casey”) 

90. Casey et al. U.S. Patent 8.255,323 (EX1006) is entitled “Motion Based 

Payment Confirmation,” and lists Brandon J. Casey as the first named inventor. 

91. Casey was filed January 9, 2009 and issued on August 28, 2012. I 

understand that Casey is prior art to the ’538 Patent under pre-AIA 35 U.S.C. §§ 

102(a) and 102(e) and/or AIA 35 U.S.C. §§ 102(a)(1) and 102(a)(2). 

92. Casey describes a mobile payment system that allows a user “to confirm 

or decline a payment transaction using a selected payment instrument” before 

transmitting “payment information for the payment transaction…to a merchant or 

payment recipient.” EX1006, Abstract. Specifically, Casey discloses interfaces for 

receiving “a request for payment” via NFC or other communication, displaying 

payment card and transaction information, and receiving a PIN or user movement of 

a graphical element (slider) to confirm or deny a transaction. EX1006 8:52-9:36, 

12:64-13:51, 14:12-49, 15:24-59; FIGS. 4-5. FIG. 5 of Casey, showing sliding by 

finger, is reproduced below: 
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93. Casey also discloses that the user device can receive input by sensing 

motion: 

In addition to receiving user input through the input 
structures 60 and the touchscreen 54, the device 10 may 
include a motion sensing device 62 for receiving user 
input. The motion sensing device 62 may be any device 
configured to measure motion or acceleration, Such as an 
accelerometer or a gyroscope. In one embodiment, the 
motion sensing device 40 may be a three-axis 
accelerometer that includes a sensing element and an 
integrated circuit interface for providing the measured 
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acceleration and/or motion data to the CPU 46. 

EX1006, 7:59-67 

94. Motion can be used to confirm a payment transaction: 

Motion data acquired by the motion sensing device 62 may 
be used to confirm a payment transaction. As discussed 
further below, the motion sensing device 62 may be 
configured to sense motion of the device 10 and transmit 
motion data to the CPU 46 to adjust one or more graphical 
elements shown on the display 24. For example, a 
graphical element, such as a slide bar, may be moved 
across the display 24 in response to sensed motion. 

EX1006, 8:6-11 

C. U.S. Patent 9,600,808 (“Gomez”) 

95. Gomez Sr. et al. U.S. Patent 9,600,808 (EX1007) is entitled “Secure 

Payment Card, Method and System,” and lists William Gomez. Sr. as the first 

named inventor. 

96. Gomez was filed June 22, 2012 and published on March 21, 2017. I 

understand that it is prior art to the ’538 Patent under pre-AIA 35 U.S.C. § 102(e) 

and/or AIA 35 U.S.C. § 102(a)(2). 

97. Gomez discloses a payment card system that purports to address “[t]he 

problems of fraud and identity theft that result from the use of payment cards, such 

as credit and debit cards” when cardholders conduct a payment transaction that 

“leave[s] behind all the information necessary for another person to be able to make 

an unauthorized transaction.” EX1007, 1:32-48. 
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98. Gomez proposes a payment card “utiliz[ing] a secure authentication 

cryptogram which is generated uniquely for each attempted use of the payment card, 

and which expires within a short period of time thereafter.” EX1007, 1:58-63. 

Because the authentication cryptogram is time-limited, “the information that can be 

gleaned from a payment card … is rendered useless for making an unauthorized 

subsequent transaction.” Id., 5:7-11, FIG. 7. 

99. Customers of the system described in Gomez are issued an electronic 

payment card, referred to as an “EPIC” card. Id., 2:19-39. The EPIC card has a static 

payment card identifying number corresponding to the customer’s EPIC account. 

Id. The customer can link one or more actual credit/debit cards to his or her EPIC 

account by entering the account numbers and other pertinent information of these 

credit/debit cards into an online EPIC portal, which the EPIC system then stores and 

links to the customer’s static EPIC payment card identifying number. Id., 20:1-29. 

The customer can then use the EPIC card to make payment transactions with any of 

the linked card accounts. In this manner, “there is no need to carry the actual credit 

cards, they may be stored safely at home or in a safe deposit box.” Id., 2:35-37.  

100. When a customer initiates a transaction with an EPIC card, the card 

dynamically generates an “authentication cryptogram” based on a unique “seed 

value” stored securely in the card and a “temporal signal” that changes with each 

attempted use or transaction. Id., 7:17-48. The payment card transmits the static 
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EPIC number and the dynamically-generated authentication cryptogram to the point-

of-sale (POS) terminal, which is then conveyed to an authentication server (e.g., 

EPIC) before the transaction request is sent to an issuer or bank for approval. Id., 

7:49-8:82. The authentication server authenticates the transaction using the 

cryptogram, and if successful, the authentication server returns the actual account 

number for one of the customer’s linked credit/debit cards to the acquirer or payment 

processor, which information is then forward to the appropriate card association and 

issuer or bank for approval. Id., 18:4-42, FIGS. 17-18.  Gomez’s techniques can 

reduce “[t]he problems of fraud and identity theft that result from the use of payment 

cards,” especially when a new cryptogram is used for each transaction. EX1007, 

1:32-48; see also id., 2:19-39, 5:7- 11, 7:17-48. 

101. Below is FIG. 2 from Gomez, annotated in color, illustrating a payment 

transaction approval process: 
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102. Gomez also discloses cryptographic hash functions: 

At step 294 the message is processed, such as by using a 
cryptographic hash function, to generate a message 
“digest.” A cryptographic hash function is typically 
viewed as a deterministic procedure that takes an arbitrary 
block of data, known as a “message.” and returns a fixed-
size string, known as a hash value or “message digest.” 
Such that any change to the message will change the 
message digest. Such functions are well known in the art, 
and include MD5, SHA-1, and SHA-2. For example, MD5 
returns a 128-bit message digest, while SHA-1 returns a 
160-bit digest. 

EX1007, 8:42-51 
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103. Gomez also discloses a sequence code: 

At step 256 a temporal signal value is generated which 
corresponds to the instance of attempted use. In some 
embodiments such a temporal signal value may reflect the 
date/time of the attempted use. The date and time may be 
determined by a real-time clock device included within the 
payment card, or may be communicated by the merchant 
POS terminal to the payment card, or by some other 
technique. In some embodiments such a temporal signal 
value may reflect the sequence value (or sequential 
number) of the attempted use. 

EX1007, 7:17-26 

D. U.S. Patent Application Publication 2015/0134540 (“Law”) 

104. Law et al. U.S. Patent Application Publication 2015/0134540 

(EX1032) is entitled “Systems and Methods for Facilitating a Transaction Using a 

Virtual Card on a Mobile Device,” and lists Simon Law as first inventor. 

105. Law was filed on October 17, 2014 and published on May 14, 2015, but 

claims priority to U.S. Provisional Application 61/673,096 (“Law Provisional”), 

filed July 18, 2012. I understand that it is prior art to the ’538 Patent under pre-AIA 

35 U.S.C. §§ 102(a), 102(b) and 102(e) and/or AIA 35 U.S.C. §§ 102(a)(1) and 

102(a)(2), provided that (1) at least one claim of Law is supported by the Law 

Provisional, and (2) the subject matter relied upon in Law is also disclosed in the 

Law Provisional. 

106. The table below demonstrates that both conditions (1) and (2) are 

satisfied. 
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Law Claim 4 Exemplary Disclosures in the Law 
Provisional (EX1033) 

4. A computer-implemented method 
comprising: 

Whether or not the preamble is limiting, it 
is disclosed by the Law Provisional.  See, 
e.g., EX1033, [0033], [0034], [0063].   

registering a funding card 
comprising storing a funding card 
number; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0050]-
[0053], [0110], FIG. 10. 

receiving a message from a mobile 
device indicating a desire to make a 
payment using the registered funding 
card; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0054], 
[0066]-[0072], [0079]. 

computing data for a virtual card, 
wherein the data for the virtual card 
comprises a virtual card number that 
is different than the funding card 
number; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0072]-
[0073], [0076]-[0079], [0100], [0113]-
[0114]. 

storing the data for the virtual card in 
association with the funding card 
number; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0051]-
[0052], [0109]-[0114]. 

sending information related to the 
data for the virtual card to the mobile 
device; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0051]-
[0052], [0062], [0070]-[0073], [0111]-
[0113]. 

receiving a first payment 
authorization request from a 
merchant or a merchant acquirer, the 
first payment authorization request 
comprising the data for the virtual 
card and a requested payment 
amount; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0054], 
[0084]-[0088]. 

retrieving the funding card number 
based on the data for the virtual card; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0054], 
[0086]-[0091]. 
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Law Claim 4 Exemplary Disclosures in the Law 
Provisional (EX1033) 

sending a second payment 
authorization request to a funding 
card issuer, the second payment 
authorization request comprising the 
funding card number and the 
requested payment amount; 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0054], 
[0087]-[0093]. 

receiving a payment authorization 
response from the funding card 
issuer; and 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0055], 
[0087]-[0093].  

sending the payment authorization 
response to the merchant or the 
merchant acquirer. 

The Law Provisional discloses this 
limitation.  See, e.g., EX1033, [0048], 
[0087]-[0093].  

 
107. Law discloses “facilitating a payment transaction at a merchant location 

using a virtual card on a mobile device.”  EX1032, [0002]; EX1033, [0001].  Law 

explains that an “NFC-enabled mobile device can be equipped with a ‘software 

payment card’ (e.g. a software implementation of a contactless payment card) 

application running inside the mobile device. The software payment card uses the 

compatible contactless communication capabilities of the device to interact with 

contactless-enabled POS terminal to facilitate payment transactions.”  EX1032, 

[0062]; EX1033, [0034].   

108. Law explains that when “a contactless funding card credential is used 

to facilitate a payment transaction, the transaction most often includes dynamic data 

from the card to securely authenticate the payment credential. The dynamic data 

changes values every time the credential is used. If the dynamic data received on the 
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funding card issuing server matches the expected value computed by the server for 

the card, the authentication of the payment credentials is deemed successful and the 

payment authorisation can continue.”  EX1032, [0069]; EX1033, [0041].   

109. Law further teaches that a static number may be acquired by the mobile 

device and used in place of a user’s actual credit card number.  See EX1032, [0082] 

(“In an example embodiment of the registration, for each funding card the user 

wishes to register, the user enters in (e.g. types in) card details into the mobile device 

(e.g. card details include the name printed on the funding card, the PAN printed on 

the funding card, the expiry date printed on the funding card, and the static security 

code printed on the funding card). The mobile device sends this data, plus a user 

provided PIN and the mobile device ID to the payment gateway server. For each 

funding card, the payment gateway server computes a funding card identifier which 

identifies the given funding card. . . . In an example embodiment, the funding card 

identifier is a value that is different from the PAN, expiry date or static security code 

of the funding card.”); EX1033, [0052].  

110. The Law system also discloses the use of transaction counters, key 

values and cryptographic hashing, among other values, in producing dynamic data 

for a payment transaction.  EX1032, [0142]-[0155]; EX1033, [00109]-[00122]. 

111. Law is applied below in Ground 1B.  The analysis for each claim 

limitation in Ground 1B includes supporting citations to the Law Provisional. 
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X. THE CHALLENGED CLAIMS ARE INVALID 

A. Ground 1A: Claims 1-3, 11-19, 21-22, 24-26, and 28-30 of the ’538 
Patent Are Rendered Obvious Under 35 U.S.C. § 103 (pre-AIA) by 
Gomez in view of Phillips and Casey 

112. In my opinion, the combination of Gomez, Phillips, and Casey renders 

obvious as a whole claims 1-3, 11-19, 21-22, 24-26, and 28-30 of the ’538 Patent for 

at least the reasons discussed below. 

1. Motivation to Combine Gomez with Phillips and Casey 

113. All three references are not only in the same field of endeavor, but deal 

specifically with consumer transactions conducted at contactless merchant POS 

terminals.  

114. A POSITA would have beneficially applied the teachings of Phillips 

and Casey to Gomez to modify Gomez’s mobile payment system to include multiple 

improvements, as explained below, that complement Gomez’s focus on secure 

cryptogram generation used in combination with static information for payment 

transactions.  While Gomez is directed to a smart payment card, rather than a 

smartphone, it is not a traditional credit card.  Gomez’s smart card has a processor 

with functionality to compute a cryptogram based on at least seed values and/or 

temporal signals.  EX1007, 2:59-64, 5:43–47, 7:17-27, 8:42-9:11, 10:33-57, 13:63-

14:2.  Thus, a POSITA would have recognized that Gomez’s cryptogram/payment 

information generation techniques could be implemented with a smartphone, as in 

Phillips and Casey.  The teachings of Gomez, Phillips, and Casey would have 
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rendered obvious and provided each element of claims 1-3, 11-19, 21-22, 24-26, and 

28-30 for the reasons discussed below. 

115. First, a POSITA would have modified Gomez such that the EPIC 

payment card of Gomez is modified to include a larger touchscreen display and/or 

is integrated into a device having a touchscreen display, as taught by Phillips and 

Casey.  EX1007, 5:48-57, 10:34-42; EX1005, [0036]-[0041], FIG. 8; EX1006, 8:52-

9:8, FIG. 5.  A POSITA would have recognized that including a larger touchscreen 

display would have allowed the resulting device to display additional information 

regarding payment cards, details of the transaction, and transaction status on the 

device while allowing for easier, intuitive user manipulation via the touchscreen, 

such as when selecting a payment card, thereby improving the user experience.   

116. Second, a POSITA would have modified Gomez based on Phillips and 

Casey such that the device of Gomez receives a payment request from a POS 

terminal or other merchant device that includes information regarding the merchant 

and transaction.  EX1005, [0072]; EX1006, 8:52-9:8, FIGS. 5-8.  Gomez discloses 

NFC communication between the user device and merchant device and Phillips 

beneficially discloses that such NFC communications can include a payment request 

for initiating a payment transaction from a POS terminal including transaction 

information such as a merchant identifier.  EX1007, 7:49-63, 14:3-13; EX1005, 

[0072], [0023], [0027], [0057].  Casey discloses the additional benefit of displaying 
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such request information including the merchant, products being purchased, price, 

tax, etc. on the user device as shown in FIG. 5, reproduced above in ¶ 92. 

117. Modifying Gomez’s system such that the user device receives a 

payment request from a merchant device would have improved the resulting system 

by providing information to the device that could be used to complete the payment 

transaction.  EX1005, [0057]; see also EX1006, FIGS. 5-8, 9:9-36, 13:24-51, 14:12-

49; EX1007, 7:49-63, 14:3-13.  This modification would have improved the 

resulting system by allowing the user to better ensure that they are approving a 

payment transaction and transmitting payment information to a correct merchant 

terminal, which can prevent fraudulent transmittal of payment information to an 

incorrect terminal.  Such a modification would also allow the user to visually review 

transaction data before approving (or denying) the transaction, allowing the user 

extra opportunity to change their mind regarding a transaction, and provide extra 

assurance that the user intends to initiate a payment transaction rather than having 

inadvertently opened a payment application.  Id. 

118. Third, a POSITA would have modified Gomez based on well-known 

authentication and confirmation techniques as taught by Phillips and Casey such that 

the user authorizes the payment transaction prior to payment information being 

provided to the merchant terminal such as by entering a PIN (Phillips and Casey) or 

moving a graphical element to confirm or deny the transaction (Casey).  EX1005, 
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[0035], [0038]-[0039], [0047], [0059], [0066], [0061]-[0062], [0068]; EX1006, 

FIGS. 5-8, 9:9-36, 13:24-51, 14:12-49.  Requiring the user to enter a PIN “adds a 

layer of security to the process” by verifying that the current user is “the owner of a 

selected payment card account.”  EX1005, [0035], [0038], [0062].  Requiring user 

authorization/confirmation would have provided multiple distinct improvements, 

e.g.,: 

• allow the user to review transaction information (e.g., price, purchased 

items) prior to completing a transaction; 

• allow the user extra opportunity to reconsider a transaction and definitively 

confirm or deny a transaction; 

• ensure that the user conducting the transaction an authorized user of the 

payment method (in the case of entering a PIN); and 

• avoid unintended activation of a payment application and/or transmission of 

payment information. 

EX1005, [0035], [0047]; EX1006, 3:20-35, 9:9-36. 

119. Fourth, a POSITA would have modified Gomez such that the device 

stores information for multiple payment options and provides a graphical interface, 

including payment method indicia, to allow user selection of a payment method as 

shown in FIG. 8 of Phillips (reproduced above at ¶ 87). EX1005, [0036]-[0041]; 

EX1006, 9:4-28, 9:58-10:2, 12:46-65; FIGS. 5-8.  Gomez discloses that the user can 
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“manually select the actual credit card that he/she wishes to use during a purchase 

transaction.”  EX1007, 20:30-42, 21:5-20.  A POSITA would have recognized that 

allowing a user to select among multiple payment options would have provided more 

choices and options with respect to how the user spent their money, would have 

allowed the user to select payment options that are most appropriate for a given 

scenario, and reduced or eliminated the need for the user to carry additional physical 

payment credentials.  Further, a POSITA would have recognized that including 

additional information (issuer name, processor and issuer logos, account number, 

etc.) in the card selection process would have allowed the user to more easily identify 

a desired payment method for a particular transaction. 

120. Fifth, a POSITA would have modified Gomez based on Phillips to 

allow the user to preselect one or more default payment methods for different 

transaction scenarios.  Gomez discloses that the user may establish a default credit 

card usage selection process.  EX1007, 20:12-23.  A POSITA would have 

recognized that default payment methods could be established for different 

transaction scenarios, based on Phillips, to “enhance[] the speed and convenience of 

transactions” in those specific scenarios by allowing the user to make some 

payments using a default payment option (thus eliminating the need to select a 

payment option) while providing full flexibility to select a payment option in other 
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scenarios when the user so desires.  EX1005, [0005], [0017], [0059], [0066], [0017], 

[0029]. 

121. Sixth, a POSITA would have modified Gomez based on Casey such 

that the resulting device displays transaction status information, including received 

payment receipt information.  EX1006, 10:47-53, 14:25-36, 16:3-20.  Such a 

modification would have allowed the user to “confirm” that the correct transaction 

occurred, or more quickly take steps to correct an incorrect transaction, thus 

increasing user satisfaction and eventually increasing the customer base.  Id..  The 

receipt could include such useful information as notification “when an order is ready 

to be picked up” and maps of the pickup location.  EX1006, 16:3-20.  Such a 

modification would have also allowed the user to more easily keep digital records of 

financial transactions.  Id. 

122. Further, a POSITA would have modified Gomez based on Phillips and 

Casey such that the limited-use payment information of Gomez utilizes certain 

merchant- and transaction-specific information.  EX1005, [0027], [0048]-[0050], 

[0057], [0064], [0072]; EX1006, 3:26-37, 10:20-35, FIGS. 6-8.  Gomez discloses 

that the generation of limited-use payment information may be based on seed values, 

temporal signals, and other information.  EX1007, 8:11-24.  Phillips and Casey 

disclose various types of information used in making a payment.  EX1005, [0045]-

[0050]; EX1006, 10:20-46, 12:19-22, 13:36-39, FIGS. 4-8.  A POSITA would have 
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recognized that modifying Gomez’s payment information generation with the use of 

additional information, as taught by Phillips and Casey, would allow for improved 

security by preventing unauthorized actors from exploiting any compromised 

portion of the payment information. 

123. Finally, a POSITA would have modified Gomez based on Phillips and 

Casey because doing so would have been merely the application of known 

techniques to a known system ready for improvement to yield predictable results. 

124. All three references describe conducting wireless payment transactions 

using payment information stored on or generated by a device and Phillips and Casey 

disclose improvements that would have been beneficially applied to Gomez’s 

system.  A POSITA would have had a reasonable expectation of success in 

modifying the mobile payment system of Gomez based on Phillips and Casey as 

they all are directed toward similar mobile payment systems with Phillips and Casey 

simply providing additional details on known user interfaces and security measures 

in similar technological environments.  Id. 

2. Claim 1 

[1.pre]: A method of performing a payment 
transaction, the method comprising: 

125. Whether or not the preamble is limiting, all three of Gomez, Phillips, 

and Casey disclose methods of processing a financial transaction using a device in 
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the context of a “purchase transaction approval at a retail merchant.”. EX1007, 

Abstract, 3:65-67, 5:65-6:4, 2:45-54; EX1005, Abstract; EX1006, Abstract. 

[1.a]: receiving an input at an electronic device 
corresponding to a priming operation of the electronic 
device by an authorized user; and: 

126. All three references disclose such a priming operation. Gomez teaches 

input of “a fingerprint or PIN number, into the payment card” to prime for a 

transaction.  EX1007, 2:59-64, 5:13-18, 9:12-33, 13:40-44; see also EX1001, 11:67-

12:3 (the ’538 patent providing similar examples of priming operations such as a 

gesture, swipe, or key input received by a touch sensor).  Gomez discloses that “a 

payment card credential may be presented by a card user swiping a fingerprint across 

a fingerprint sensor included within the card.  In some embodiments, a payment card 

credential may be presented by entering a PIN number using a numeric keypad 

included within the card.”  EX1007, 7:9-16.  Gomez discloses performing the 

described functions using an “EPIC payment card.”  EX1007, 11:19-38, 2:55-3:3, 

FIG. 9.  Phillips teaches a mobile telephone having a virtual wallet that allows a user 

to select from among multiple payment options or use “an automatic card selection 

option.”  EX1005, [0017], [0033]-[0035].  “[T]he user may be required to enter a 

PIN or code before selecting a payment card” or to otherwise approve a financial 

transaction.  Id., [0038]-[0039].  Casey discloses that “upon selection of the payment 

instrument, the device 10 may request (block 70) a PIN to verify the payment 
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instrument. In certain embodiments, the device 10 may display a virtual keypad for 

entering the PIN through the GUI 28 of the electronic device 10.”  EX1006, 9:18-

22. 

[1.b]: wherein authorizing of a user of the electronic 
device comprises recognizing a user input using a 
human input sensor, and wherein the human input 
sensor is any one of a touch sensor, a touch-screen 
display interface, a gesture sensor, a motion sensor, 
and a biometric sensor; and 

127. Gomez discloses authorization of a user by having the user swipe a 

fingerprint at a fingerprint sensor or enter a PIN.  See [1.a], above; EX1007, 7:9-16 

(“At step 254 the card confirms the presentation of a valid credential for the payment 

card user. In some embodiments, a payment card credential may be presented by a 

card user by swiping a fingerprint across a fingerprint sensor included within the 

card. In some embodiments, a payment card credential may be presented by entering 

a PIN number using a numeric keypad included within the card.”); see also id., 2:59-

64, 5:13-18, 9:12-33, 13:40-44.  A POSITA would recognize that the fingerprint 

sensor of Gomez constitutes a biometric sensor because a fingerprint is a 

“biometric.”  Gomez discloses that “[a]t step 306 the card compares the credential 

entered by the card user against a reference credential stored within the card. If the 

entered credential is valid, processing continues to step 312.”  EX1007, 9:30-33. 

128. Phillips discloses a mobile telephone/contactless payment device 

comprising a “display component 110” which “is a touch screen capable of accepting 
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user input as well as displaying information to the user.”  EX1005, [0020].  Phillips 

teaches that the user “enter[s] his/her personal identification number (PIN)” using 

the touchscreen to authorize the user.  Thus, Phillips discloses a “human input” via 

a “touch-screen display interface,” as claimed.  Id., [0020], [0035]. 

129. Casey explains that the electronic device may display account 

information which may be selected by the user.  EX1006, 9:9-15.  “In certain 

embodiments, a personal identification number (PIN), password, or other type of 

identifier, may be associated with a payment instrument. In these embodiments, 

upon selection of the payment instrument, the device 10 may request (block 70) a 

PIN to verify the payment instrument. In certain embodiments, the device 10 may 

display a virtual keypad for entering the PIN through the GUI 28 of the electronic 

device 10.”  EX1006, 9:15-22. 

130. Gomez discloses authorizing a user of the electronic device by 

recognizing a user input via biometric sensor (i.e., fingerprint sensor).  This is 

sufficient to meet the limitation, a POSITA would have also found it obvious to 

modify the electronic device of Gomez by adding a conventional touchscreen 

capable of receiving user input of a PIN number for authorization as taught by both 

Phillips and Casey.  EX1005, [0020], [0035]; EX1006, 9:9-22.  A POSITA would 

have recognized that the touchscreen discussed above could be used to enter 

credentials for authorization of a user.  Such a modification would benefit a user by 
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providing an additional way to enter authorization credentials for the device.  Such 

a modification would have been obvious as a predictable use of known techniques 

that would have achieved predictable results. 

[1.c]: receiving a request for a transaction payment at 
said electronic device via an NFC interface of the 
device; and 

131. Gomez discloses using NFC for transmitting and receiving information.  

EX1007, 7:52-54.  Phillips and Casey disclose that, in the predictable combination, 

the electronic device can receive a request for a transaction payment via an NFC 

interface of the device.  Use of NFC for this purpose was commonplace in point-of-

sale devices.  Phillips discloses that the mobile telephone comprises a payment 

circuit 224 to interact with an NFC proximity reader associated with a POS terminal 

for a purchase transaction.  EX1005, [0023]; see also id., [0027], [0057], [0072] 

(“the mobile device then receives 1302 a payment request that includes a merchant 

identifier (merchant ID).”).  Casey discloses that “the electronic device 10 may 

display a specific payment service in response to receiving information in an SMS 

message or reading information from an NFC tag. The received information may 

include a request for payment as well as information for selecting a payment service 

and processing a payment transaction.”  EX1006, 8:52-9:8; see also id. 16:21-35 

(describing use of NFC to “initiate and/or complete a payment transaction”). 
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[1.d]: displaying, on a display of the device, the request 
and at least a portion of an original static issuer-
supplied payment account information associated with 
a selected payment method, for a user selection in 
paying the request; and, 

132. Gomez discloses selecting a preferred payment method, from among 

multiple possible credit card payment methods, for a payment request.  Gomez 

discloses that a customer may establish an EPIC account consisting of one or more 

actual payment card accounts and the customer may then select the desired account 

for a specific transaction.  EX1007, 20:2-59.  Phillips and Casey disclose that in the 

predictable combination, the electronic device displays a transaction payment 

request.  See above [1.c]; EX1005, [0057], [0072]; EX1006, 13:24-51.  Phillips 

explains that the device includes “‘Payment Cards’ sub-menu 800, [including] a 

plurality of images 802, 804, 806 and 808. Each of the icons or images 802 to 808 

represents the face or front side of a respective payment card account issued to the 

owner (the user) of the mobile phone 100.”  EX1005, [0039].  Phillips further states 

that “the information shown on each of the card-face images 802 to 808 can include 

information such as the payment card account number, issuer bank name, issuer 

logo, card account holder name, the expiration date, a unique color or color 

combination, and/or other pertinent data.”  Id., [0039].  A POSITA would recognize 

that the displaying of this information is for user selection in paying a payment 

request. The user may select one of the cards to use in a transaction.  Id., [0037]-
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[0040].  As shown in Figure 8 of Phillips (reproduced above at ¶ 87), each displayed 

card includes at least a portion of an original static issuer-supplied payment account 

information. 

133. Casey also discloses displaying online purchase information including 

the merchant information and purchase amount.  EX1006, 15:24-16:20, FIG. 8: 

  

134. Figure 8 of Casey discloses that “a user may select an image 158 of a 

payment instrument and enter a corresponding PIN, if required. After entry of the 

PIN, the device 10 may display a confirmation screen 212. The confirmation screen 
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may include an image 158 of the selected payment instrument, as well as the order 

summary 178 describing the order. The confirmation screen 212 also may include a 

display window 214 further describing details of the order, such as the pickup 

method and the name of the customer.”  EX1006, 15:29-37.  A POSITA would 

recognize that the purpose of displaying of this information is to allow a user 

selection in paying a payment request. 

135. It would have been obvious and a POSITA would have been motivated 

to modify Gomez in view of Phillips and Casey, with a reasonable expectation of 

success, such that the electronic device could display a transaction payment request 

and at least a portion of an original static issuer-supplied payment account 

information associated with a payment method, for a user selection in paying the 

payment request. 

[1.e]: retrieving from a memory attached to a 
processor of the device, a device-specific static limited-
use payment information, associated with said selected 
payment method; and, 

136. Gomez discloses a processor 342 coupled to a memory 344.  EX1007, 

10:34-42, FIG. 7.  Gomez further discloses that a “static payment card identifying 

number”—also referred to as an “EPIC” number—stored on the electronic device.  

Id., 2:25-39.  “[T]he static payment card identifying number identifies the payment 

card, but does not represent a live account, in which case one or more actual credit 

card accounts (or other payment card accounts) are linked to the payment card 
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identifying number. In such a case, the payment card does not contain any actual 

credit card account number information, but still provides the ability to utilize such 

credit card accounts without having to carry the actual credit cards themselves.”  Id., 

2:25-35.  The static payment card identifying number of Gomez is device-specific 

because it is based on a seed value unique for each payment card, hence limited to 

use by a single device, thus is the claimed “device-specific static limited-use 

payment information.”  Id., 2:25-27 (“the static payment card identifying number 

identifies the payment card”), 7:27-29 (“seed value is unique for each payment card, 

and corresponds to the payment card identifying number”).  The static payment card 

identifying number, or EPIC number, is capable of being encoded in the device’s 

payment card account number field when communicated to a payment processing 

system in making a payment.  EX1007, 2:64-67 (“The secure payment card also 

includes an interface device operable to communicate a payment card identifying 

number in a payment card account number field to a payment processing system”).  

To perform this function, the device of Gomez would necessarily store the payment 

card identifying number in memory for retrieval when needed.  EX1007, 5:48-60. 

[1.f]: dynamically generating, by a processor of the 
device, device-specific limited-use payment 
information, for said selected payment method; and, 

137. Gomez discloses dynamic generation of device-specific limited-use 

payment information for a selected payment method by a processor of the device.  
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Gomez explains that the EPIC card “includes a processor operable to verify the 

credential for the payment card user and, upon verification of a valid credential, to 

generate an authentication cryptogram based at least in part on the seed value and 

the temporal signal value.”  Id., 2:60-64; see also id., 5:25-47, 7:17-48.  The “seed 

value” is “unique for each payment card,” and provides combinations of bit values.  

EX1007, 7:27-34; see also id., 12:30-34, 16:31-34, 16:64-17:13.  The “seed value” 

further includes user-identifying information and/or user secrets in the form of “non-

random customer specific information, such as a unique customer key.”  Id., 7:34-

41.  Gomez also teaches that “a temporal signal value may reflect the date/time of 

the attempted use [of the card],” and hence the authentication cryptogram can be 

generated based on unique time information.  Id., 7:19-20.  The temporal signal can 

also include a sequence count.  Id., 7:24-26 (“a temporal signal value may reflect the 

sequence value (or sequential number) of the attempted use”), 8:36-38, 10:66-11:6.  

138. Gomez discloses that attempting to re-use a previously generated 

authentication cryptogram will render a purchase transaction authorization denial, 

indicating the limited-use nature of the limited-use payment information.  Id., 5:39-

42; see also id., 8:52-9:11 (describing encoding details of unique authentication 

cryptogram).  Gomez also teaches that the “authentication cryptogram” generated 

uniquely for each transaction, is paired with the EPIC number and communicated in 

place of conventional payment information including the live/actual issuer-provided 
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account number, and the account name and/or security code.  Id., 1:58-2:13, 5:25-

60; generally id., 14:36-17:13.  Thus, a POSITA would have recognized that 

generating the “authentication cryptogram” of Gomez constitutes the claimed 

dynamically generating, by a processor of the device, device-specific limited-use 

payment information, for said selected payment method.” 

[1.g]: using said limited-use payment informations in 
place of at least a portion of said selected original 
issuer-supplied payment information for the 
transaction; and, 

139. Gomez discloses “a secure authentication cryptogram which is 

generated uniquely for each attempted use of the payment card” based on a seed 

value and temporal value “which expires within a short period of time thereafter.”  

EX1007, 1:58-2:13; see above [1.f].  The device generates an “authentication 

cryptogram for each attempted transaction only after the cardholder successfully 

presents a credential.”  Id., 5:13-18; see also id., 7:26-8:9.  Gomez further discloses 

a “static payment card identifying number”—also referred to as an “EPIC” 

number—stored on the electronic device.  Id., 2:25-39.  The static payment card 

identifying number is used in making a payment transaction.  Id., 8:11-24. 

140. A POSITA would recognize that the authentication cryptogram (the 

claimed limited-use payment informations) is used in place of the card issuer 

supplied payment information (the “actual credit card account number” disclosed by 

Gomez) in that the authentication cryptogram is combined with the static EPIC 

Page 61 of 122



 

58  

account number and provided to the merchant rather than the issuer supplied 

payment information.  EX1007, 1:55-2:39, 5:19-24, 5:48-6:51, 17:40-62, 18:4-13, 

18:50-19:3. 

[1.h]: combining said dynamically-generated limited-
use payment information with said static limited-use 
payment information, to generate a complete device 
payment information; and, 

141. Gomez discloses combining a dynamically-generated limited-use 

payment information with a static limited-use payment information for use together 

as complete device payment information.  Gomez discloses use of the EPIC number, 

or static payment card identifying number (i.e., the static limited-use payment 

information) and authentication cryptogram (i.e., the dynamically-generated 

limited-use payment information) in making a payment transaction.   Id.  The card 

communicates the payment card identifying number, the authentication cryptogram, 

and other account information to the payment processing system in place of a 

live/actual issuer-provided account number for a payment card linked to the 

customer’s EPIC account.  EX1007, 2:25-35 (“the static payment card identifying 

number identifies the payment card, but does not represent a live account”), 5:20-

24, 2:29-39, 7:49-65, 8:16-24, FIGS. 3-4. The cryptogram is also communicated in 

place of the account holder’s name and/or security code associated with an issuer-

provided account.  Id., 2:4-13, 5:19-24, 5:29-32, 2:50-54 (“communicating the 

authentication cryptogram in a payment card account name field to the payment 
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processing system.”).  Gomez shows in FIG. 2, for example, how the EPIC number 

or card ID and cryptogram are transmitted (444) by the device (442) in place of an 

account number and name (404) that would otherwise be used in a traditional 

transaction like that illustrated in FIG. 1.3  EX1007, FIGS. 1-2. 

[1.i]: transmitting said complete device payment 
information from said electronic device to a recipient 
reader via said NFC interface to the recipient NFC 
reader for a processing of the payment transaction; 
and, 

142. Gomez discloses transmitting complete device payment information 

from the device to a recipient reader via NFC interface.  For example, in Figure 2 

(reproduced above at ¶ 101), Gomez illustrates the EPIC card sending the payment 

information to the merchant point-of-sale terminal.  If this were not true, no payment 

transaction would occur. 

143. Gomez discloses that the EPIC card can communicate with the payment 

processing system or merchant terminal.  EX1007, 6:48-60.  Gomez further explains 

that “the card communicates the payment card identifying number, the 

authentication cryptogram, and other account information to the payment processing 

system” which may be accomplished “using near field communication using an 

 
3 I understand from counsel that Patent Owner asserts that the token and dynamic 
cryptogram are sent as complete payment information as meeting [1.h].  I have been 
asked to assume that interpretation applies to this limitation.  If that interpretation 
applies, Gomez discloses that the static token and authentication cryptogram are sent 
as complete payment information. 
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appropriate transmitter or transceiver.”  Id., 8:11-23; see also id., 10:53-57 (“For 

certain embodiments using near-field communications, useful NFC circuits for 

implementing a near-field communications transceiver include the PN544 NFC 

controller circuit available from NXP.”), 14:3-13.  Thus, a POSITA would recognize 

that Gomez’s NFC transmission of the payment card identifying number (static 

limited-use payment information) and authentication cryptogram (dynamically-

generated limited-use payment information) constitutes the complete device 

payment information for processing of the payment transaction. 

[1.j]: receiving information at said electronic device 
corresponding to a transaction status of the payment 
transaction, wherein such transaction status is at least 
partly dependent on validation of the complete device 
payment information by a payment processor 
authority and a payment issuer authority; and, 

144. Gomez discloses validating the transmitted complete device payment 

information by a payment processor authority and by a payment issuer authority.  

EX1007, 6:3-64, FIG. 2.  Gomez discloses that an acquirer (i.e., payment processor 

authority) “analyzes the account number conveyed in the inbound approval 

request 448 to determine the appropriate card association or entity to next process 

the transaction approval request” and forms an account authentication request which 

includes the EPIC account number, the date and time of the transaction, and the 

authentication cryptogram.  Id., 6:7-22, FIG. 2.  An authentication server 

independently generates a reference authentication cryptogram based upon the seed 

Page 64 of 122



 

61  

value corresponding to the EPIC account number, and also based upon the date/time 

of the transaction (or other temporal signal value, as described below). Id., 6:23-32, 

FIG. 2.  If the server-calculated reference authentication cryptogram matches the 

received authentication cryptogram generated by the EPIC card and provided to 

the merchant 406, then the authentication server 454 provides an actual payment 

card account number and account name to use for the transaction, and conveys this 

information in a response 456 communicated back to the acquirer 450.  Id., 6:33-38, 

FIG. 2.  The acquirer then forms an approval request which is communicated to a 

card association corresponding to the actual payment card being issued.  Id., 6:39-

51, FIG. 2.  The card association sends an approval request to the issuer (i.e., 

payment issuer authority) which either approves or denies the particular transaction 

and provides a response.  Id., 6:52-64, FIG. 2. 

145. It would have been obvious and a POSITA would have been motivated 

to modify Gomez in view of Casey such that the electronic device received 

information corresponding to a transaction status of the payment transaction.  Casey 

teaches that the device may display a receipt screen showing an electronic receipt 

for the payment transaction.  EX1006, 16:3-20.  Casey discloses that “[a]fter the 

payment transaction has been confirmed, the device 10 may receive and display 

(block 78) a receipt for the payment transaction” including a payment amount.  
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EX1006, 10:47-53, 10:20-29, 16:3-20, FIG. 8 (see “Receipt,” reproduced above at ¶ 

132). 

146. A POSITA would have modified Gomez based on Casey such that the 

resulting device displays transaction status information, including received payment 

receipt information.  EX1006, 10:47-53, 14:25-36, 16:3-20.  Provision of receipts in 

payment transactions was conventional.  Such a modification would have allowed 

the user to “confirm” that the correct transaction occurred, or more quickly take steps 

to correct an incorrect transaction, thus increasing user satisfaction and eventually 

increasing the customer base.  Id.  The receipt could include such useful information 

as notification “when an order is ready to be picked up” and maps of the pickup 

location.  EX1006, 16:3-20.  Such a modification would also have allowed the user 

to easily keep digital records of financial transactions.  Id. 

[1.k]: visually conveying the transaction payment 
authorization status via a user-interface displayed on 
said display. 

147. It is universal in payment transactions to provide a receipt indicating 

that the transaction is complete. Gomez discloses that “a great variety of useful 

information may be displayed, including…secure messages, alarms, and other 

notifications.”  EX1007, 12:58-67, 10:18-26, 11:53-62.  Having looked to Gomez, a 

POSITA would have applied the teachings of Casey, in the Gomez-Phillips-Casey 

combination, which discloses that “the device 10 may receive and display (block 78) 
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a receipt for the payment transaction.  For example, the receipt may identify the 

amount tendered, the payment recipient, and the payment instrument used.”  

EX1006, 10:47-53; see also id., 10:20-29, 16:3-20.  FIG. 8 of EX1006 (reproduced 

below) shows the receipt screen showing the completed status of the transaction: 

 

EX1007, FIG. 8. 

148. As explained above, a POSITA would have modified Gomez based on 

Casey such that the resulting device displays transaction status information, 

including received payment receipt information, not at least because a user would 

expect to receive a receipt.  EX1006, 10:47-53, 14:25-36, 16:3-20. 
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3. Claim 2 

[2] The method of claim 1, further comprising 
receiving confirmation via said NFC interface of the 
validity of said complete device payment information 
from an NFC payment reader facility. 

149. The Gomez-Phillips-Casey combination discloses a resulting device 

that communicates with a POS terminal using NFC.  EX1007, 6:52-60, 8:11-

23,10:53-57; EX1006, 5:57-62, 6:58-59, 17:31-42.  “After the payment transaction 

has been confirmed, the device 10 may receive and display (block 78) a receipt for 

the payment transaction.”  EX1006, 10:47-53.  Because the “NFC interface” of the 

device of the resulting combination is used to receive information, including 

information from the POS terminal such as a receipt, it would have been obvious to 

a POSITA that the Gomez-Phillips-Casey combination provides that the 

confirmation receipt is received via NFC from the payment reader facility.  EX1006, 

5:57-62, 6:58-59, 17:31-42.  A POSITA would have recognized that confirmation 

of the transaction provides that the payment processor and issuer authority validated 

the complete device payment information (see above [1.j]). 
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4. Claim 3 

[3] The method of claim 1, further comprising 
receiving said confirmation result of said complete 
device payment information authentication status 
from a payment processing authority via at least one 
interface of a set of interfaces comprising: said device 
NFC interface, a wireless interface of said device. 

150. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above [1.c], [1.j], [2] (receipt = “confirmation result”). 

5. Claim 11 

[11] The method of claim 1, wherein the generating the 
limited-use payment information further comprises 
securely combining by at least one processor of the 
device of: a device payment transaction sequence 
counter count, and at least one of a set comprising: a 
device-specific internal information associated with 
said device and also known to a payment processing 
authority; and, at least one payment processing 
authority-specific information provided by a payment 
processing authority; and, a payment issuer specific 
information provided by a payment issuer. 

151. The Gomez-Phillips-Casey combination discloses these limitations.  

Specifically, Gomez discloses that the EPIC card generates an authentication 

cryptogram based at least in part on the seed value and the temporal signal value.”  

Id., 2:60-64; see also id., 5:25-47, 7:17-48.  The “seed value” is “unique for each 

payment card,” and provides combinations of bit values.  EX1007, 7:27-34; see also 

id., 12:30-34, 16:31-34, 16:64-17:13.  The “seed value” also includes user-

identifying information and/or user secrets in the form of “non-random customer 
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specific information, such as a unique customer key.”  Id., 7:34-41.  “This seed value 

is unique for each payment card, and corresponds to the payment card identifying 

number.”  Id., 7:27-29. 

152. Gomez discloses that “a temporal signal value may reflect the date/time 

of the attempted use [of the card],” hence the authentication cryptogram can be 

generated based on unique time information.  Id., 7:19-20.  The temporal signal can 

also include a sequence count.  Id., 7:24-26 (“a temporal signal value may reflect the 

sequence value (or sequential number) of the attempted use”), 8:36-38, 10:66-11:6.  

Gomez discloses that attempting to re-use a previously generated authentication 

cryptogram will render a purchase transaction authorization denial, indicating the 

limited-use nature of the limited-use payment information.  Id., 5:39-42.  The seed 

value and the temporal signal value are both known to a payment processing 

authority.  Id., 6:23-51. 

153. Gomez further discloses a “static payment card identifying number”—

also referred to as an “EPIC” number, that is stored on the electronic device.  Id., 

2:25-39.  “[T]he static payment card identifying number identifies the payment card, 

but does not represent a live account, in which case one or more actual credit card 

accounts (or other payment card accounts) are linked to the payment card identifying 

number. The static payment card identifying number of Gomez is device-specific, 

limited to use by a single device, and known to a payment processing authority.  Id., 
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2:25-27 (“the static payment card identifying number identifies the payment card”), 

7:27-29 (“seed value is unique for each payment card, and corresponds to the 

payment card identifying number”).  See also [1.e]. 

154. Gomez discloses using the EPIC number, or static payment card 

identifying number (i.e., the static limited-use payment information) and 

authentication cryptogram (i.e., the dynamically-generated limited-use payment 

information) in making a payment transaction.   Id., 2:25-35, 5:20-24, 2:29-39, 7:49-

65, 8:16-24, FIGS. 3-4.  Gomez explains that the communication of this information 

is done securely via cryptographic hashing.  EX1007, 8:42-51, 9:58-10:17, 14:36-

15:51. 

155. Therefore, a POSITA would have recognized that Gomez discloses 

generating limited-use payment information securely by combining a transaction 

sequence counter count and device-specific internal information associated with the 

electronic device and known to a payment processing authority 

6. Claim 12 

[12]: The method of claim 1, wherein the generating 
the limited-use payment information utilizes a 
recipient NFC facility provided information. 

156. The Gomez-Phillips-Casey combination discloses utilizing a recipient 

NFC facility provided information.  Gomez discloses that the generated limited-use 

payment information is provided to the POS terminal via NFC, where it is combined 
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with transaction information before being sent to an acquirer.  EX1007, 6:3-10 

(“The merchant 406 combines the account information 444 with transaction 

information, as before, and forms an approval request 448 which is communicated 

to an acquirer 450. As before, the acquirer 450 analyzes the account number 

conveyed in the inbound approval request 448 to determine the appropriate card 

association or entity to next process the transaction approval request.”); id., 7:49-54 

(disclosing NFC communication).  Further, Casey discloses that information utilized 

in making a payment may include different types of transaction or account 

information.  EX1006, 10:20-46.  Casey states that such information may be “sender 

and/or recipient identifier, payment instrument identifier, account number, payment 

amount, remittance advice details (including, but not limited to, line item details, 

merchant information, date and time, tax details, and shipping costs), device 

location, shipping location, billing address, and/or confirmation message, to a 

merchant or payment recipient to enable processing of the payment transaction.”  Id., 

10:22-29; id., 5:57-66 (disclosing NFC communication).4 

 
4 I understand from counsel that Patent Owner asserts that a store code or merchant 
ID meets “recipient NFC facility provided information.”  I have been asked to 
assume that interpretation applies to this limitation.  If that interpretation applies, the 
disclosures of Gomez and Casey, as explained above, meet this limitation. 
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7. Claim 13 

[13] The method of claim 1, wherein the generating the 
limited-use payment information utilizes a merchant 
identifying information. 

157. The Gomez-Phillips-Casey combination discloses utilization of 

merchant identifying information.  Gomez discloses that the generated limited-use 

payment information is provided to the POS terminal via NFC where it is combined 

with transaction information, such as “merchant identification information,” among 

other things.  EX1007, 4:8-14.  Further, Casey discloses that information used in the 

payment transaction by the resulting device includes “recipient identifier” or 

“merchant information” which, as taught by Gomez, would be utilized in generating 

the limited-use payment information.  EX1006, 3:26-37, 10:20-35, FIGS. 6-8; see 

also EX1005, [0072] (describing the device receiving a payment request that 

includes a merchant identifier (merchant ID)), [0027], [0048]-[0050], [0057], 

[0064]. 

8. Claim 14 

[14] The method of claim 1, wherein the generating the 
limited-use payment information utilizes a transaction 
facility information. 

158. The Gomez-Phillips-Casey combination discloses generating limited-

use payment information by utilizing a transaction facility information. A store at 

which a purchase is made is a “transaction facility.”  The merchant/recipient 

identifiers and “data identifying the merchant store” described by Casey and Phillips 
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provide the claimed transaction facility information used in generating limited-use 

payment information, as taught by Gomez.  EX1006, 3:26-37, 10:20-35; EX1005, 

[0072], [0027], [0048] (“wireless signal that identifies the location or store”), [0057], 

[0064]; see above [12]-[13].  Further, Gomez discloses generating the limited-use 

payment information with transaction information.  EX1007, 6:3-10; see above 

[12].5 

9. Claim 15 

[15] The method of claim 1, wherein the generating the 
limited-use payment information utilizes a payment 
amount. 

159. It was obvious and completely conventional to include a payment 

amount in a payment transaction.  In fact, no such transaction would be possible 

without a “payment amount.”  Therefore, not surprisingly, the Gomez-Phillips-

Casey combination discloses generating the limited-use payment information 

utilizing a payment amount.  Gomez discloses that the generated limited-use 

payment information is provided to the POS terminal via NFC, where it is combined 

with transaction information.  EX1007, 4:8-14.  Casey discloses that the electronic 

device “may transmit transaction and account information, such as a sender and/or 

 
5 I understand from counsel that Patent Owner asserts that a store name, store code, 
or merchant ID meets “transaction facility information.”  I have been asked to 
assume that interpretation applies to this limitation.  If that interpretation applies, the 
Gomez-Phillips-Casey combination discloses the use of transaction facility 
information, as explained above, in generating the limited-use payment information.  
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recipient identifier, payment instrument identifier, account number, payment 

amount, remittance advice details (including, but not limited to, line item details, 

merchant information, date and time, tax details, and shipping costs), device 

location, shipping location, billing address, and/or confirmation message, to a 

merchant or payment recipient to enable processing of the payment transaction.”  

EX1006, 3:26-37, 10:20-35, 12:19-22, 13:36-39, FIGS. 5-8; EX1005, [0045].  Thus, 

a POSITA would have recognized that limited-use payment information in the 

combination was generated by utilizing a payment amount. 

10. Claim 16 

[16] The method of claim 1, wherein the generating the 
limited-use payment information utilizes a payment 
facility type.6 

160. The Gomez-Phillips-Casey combination discloses generating the 

limited-use payment information utilizing a payment facility type.  Gomez discloses 

that the generated limited-use payment information is provided to the POS terminal 

via NFC.  EX1007, 4:8-14.  Phillips discloses that the device may recognize that it 

is in a certain retail store, or other location, and use that information to select a 

payment option.  EX1005, [0048].  Phillips also discloses that the device recognizes 

 
6 I understand from counsel that Patent Owner asserts that a retail store or grocery 
store or contactless terminal meets a “payment facility type.”  I have been asked to 
assume that interpretation applies to this limitation.  If that interpretation applies, the 
Gomez-Phillips-Casey combination discloses the use a payment facility type, as 
explained above, in generating the limited-use payment information. 
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facility types “such as ‘Candy Store’, ‘Supermarket’, ‘Convenience Store’, ‘Deli’, 

and the like.”  Id., [0046], [0049]-[0050].  Thus, a POSITA would have recognized 

that, in the combination, limited-use payment information is generated by utilizing 

a payment facility type. 

11. Claim 17 

[17] The method of claim 1, wherein the generating the 
limited-use payment information utilizes an online 
transaction information. 

161. The Gomez-Phillips-Casey combination discloses generating the 

limited-use payment information utilizing an online transaction information.  As 

explained in the ’538 specification, an “online transaction” is one in which the payor 

and payee communicate remotely.  EX1001, 12:16-45 (containing a reference to a 

non-existent FIG. 10). In the combination, in the context of online transactions, the 

limited-use payment information can utilize “an on-line merchant identifier or the 

like.”  EX1005, [0049]; see also id. [0071], [0073], [0082]; EX1006, 3:14-19, 8:23-

31, 11:50-60. Any of the information discussed above (claims [12]-[16]), provides 

online transaction information in the context of online transactions (as taught by 

Phillips).  Additionally, Casey discloses online payment transaction details where a 

store name or express checkout with online payment service providers are selected 

by the user on the screen of their device to begin payment.  EX1006, FIGS. 4-5.  

Further, Gomez discloses that the generated limited-use payment information is 
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provided to the POS terminal via NFC where it is combined with transaction 

information before being sent to an acquirer.  EX1007, 6:3-10. 

12. Claim 18 

[18.a] The method of claim 1, further comprising: 
dynamically generating a cryptogram number for use 
by the electronic device in place of a card validation 
value originated from the payment issuer, and wherein 
the dynamically generating the cryptogram number 
comprises cryptographically combining a transaction 
sequence counter count, payment processing authority 
secrets, and a device account number; and. 

162. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above [1.e]-[1.h].  Specifically, Gomez teaches dynamic generation of an 

authentication cryptogram using, among other things, a temporal signal value which 

can be a sequence count (i.e., a transaction sequence counter count).  EX1007, 7:24-

26 (“a temporal signal value may reflect the sequence value (or sequential number) 

of the attempted use”).  Gomez also teaches dynamic generation with the 

combination of a seed value comprising a customer key (i.e., payment processing 

authority secrets).  Id., 7:34-41 (“the seed value may include certain non-random 

customer specific information, such as a unique customer key, either alone or in 

addition to a pseudo-random bit string, to eliminate any possibility that more than 

one payment card could have the same seed value.”).  Gomez explains that, during 

payment processing, the payment processing authority generates a reference 

authentication cryptogram using the seed value/customer key.  Id., 19:34-56.  Gomez 
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also discloses using the device-specific static payment card identifying number (i.e., 

a device account number).  See above, [1.e]-[1.h]. 

[18.b] wherein further, said dynamically generating of 
said cryptogram results in a one-time limited-use card 
validation value number, via the incrementing of said 
transaction sequence counter count on a per-
transaction basis, and using said updated transaction 
sequence counter count in said generation of said 
cryptogram; and, 

163. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e]-[1.h]. 

[18.c] wherein said cryptogram is used in place of 
issuer supplied card validation value number, in 
performing said transaction payment by the device. 

164. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e]-[1.h]. 

13. Claim 19 

[19.pre]: A method of performing an online payment 
transaction, the method comprising: 

165. Whether or not the preamble is limiting, each of Gomez, Phillips, and 

Casey discloses performing an online payment transaction, as does their 

combination. 

166. Gomez discloses that transactions “are secured by an authentication 

cryptogram that is generated for each attempted use, and is preferably communicated 

in the account name field (i.e., of a magnetic stripe on the card, in a NFC 
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transmission, using an online web page, etc.) instead of the cardholder’s actual 

name.”  EX1007, 14:3-13 (emphasis added); see also id., 21:5-8 (“To make 

purchases online using an EPIC card, a customer may select “Epic Pay” from the 

available payment methods shown on the vendor's web site, then enter his/her EPIC 

credentials”).  Further, Casey discloses transmitting complete device payment 

information for an online payment transaction.  EX1006, 11:50-14:36, 15:24-16:20, 

FIGS. 4-5, 8; see also id., 3:14-16 (“In certain embodiments, the payment transaction 

may include purchasing retail goods online or in a brick and mortar store.”) 

(emphasis added).  Phillips discloses “the mobile device user may designate one 

particular payment card account for use when making on-line purchases, or the 

mobile device may be configured to automatically select a particular payment card 

account based on receipt of an on-line merchant identifier or the like.”  EX1005, 

[0049] (emphasis added); see also id. [0071], [0073], [0082]; EX1006, 3:14-19, 

8:23-31, 11:50-60.  Thus, a POSITA would have recognized that the Gomez-

Phillips-Casey combination discloses performing an online payment transaction 

[19.a]: receiving an input signal at an electronic device, 
the input signal corresponding to a request for 
payment of an online payment transaction by said 
electronic device, via a wireless interface of the 
electronic device; 

167. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.c], [19.pre]. 
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[19.b]: a displaying of the payment request notification 
at a touch-screen display user-interface of the 
electronic device; and, 

168. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.d].  Phillips discloses a mobile telephone/contactless payment device 

comprising a “display component 110” which “is a touch screen capable of accepting 

user input as well as displaying information to the user.”  EX1005, [0020].  

169. Further, Casey explains that the electronic device may display account 

information, which may be selected by the user.  EX1006, 9:9-15.  “In certain 

embodiments, a personal identification number (PIN), password, or other type of 

identifier, may be associated with a payment instrument. In these embodiments, 

upon selection of the payment instrument, the device 10 may request (block 70) a 

PIN to verify the payment instrument. In certain embodiments, the device 10 may 

display a virtual keypad for entering the PIN through the GUI 28 of the electronic 

device 10.”  EX1006, 9:15-22. 

[19.c]: upon an authorizing of a valid device user, 
displaying at least one user-selectable payment account 
option, and requesting a user approval of payment, via 
the touch-screen display user-interface; 

170. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.a]-[1.d]. 
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[19.d]: receiving, from a valid device user, a payment 
selection and authorization approval input on the 
electronic device; 

171. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above [1.a]-[1.d]. 

[19.e]: generating at least one limited-use numbers at 
said electronic device, and using said limited-use 
number in place of at least a portion of selected account 
issuer payment information; and 

172. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.f]-[1.g]. 

[19.f]: combining said at least one limited-use 
numbers, with said selected account information, to 
form a complete payment information; and, 

173. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.f]-[1.h]. 

[19.g]: wherein the receiving of a user payment 
approval authorization through the user-interface of 
the electronic device, is comprising a displaying on said 
display at least a portion of information comprising: 
the payment request, the merchant, the amount, and 
the transaction information; and, 

174. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.a]-[1.d]. 
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[19.h]: receiving a user input providing for at least one 
transaction authorization actions, from a set of actions 
including: approving a transaction, denying a 
transaction, selecting a user information, a payment 
amount adjustment, and selecting a transaction 
payment method; and, 

175. The Gomez-Phillips-Casey combination discloses a user input 

providing for at least one transaction authorization actions from at least one of the 

set described in [19.h].  For example, Casey discloses that “a user may select 

an image 158 of a payment instrument and enter a corresponding PIN, if required. 

After entry of the PIN, the device 10 may display a confirmation screen 212. The 

confirmation screen may include an image 158 of the selected payment instrument, 

as well as the order summary 178 describing the order.”  EX1006, 15:29-37.  Casey 

further discloses that the device includes a touch screen for user input.  EX1006, 

1:59-66 (“In certain embodiments, the graphical elements for confirming a payment 

transaction may be displayed in response to selection of a payment instrument 

through a touch screen of an electronic device. For example, credit cards may be 

digitally represented within an electronic wallet or an online payment system. After 

movement of the graphical elements, the electronic device may transmit a 

confirmation message to initiate payment with the selected payment instrument.”) 

Page 82 of 122



 

79  

[19.i]: on receiving said user payment approval 
authorization input, a transmitting by the wireless 
interface of the approved complete payment 
information for the online transaction. 

176. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.a]-[1.b], [1.h]-[1.k], [19.g]-[19.h]. 

14. Claim 21 

[21.a] The method of claim 19, wherein at least a 
portion of said limited-use number comprises a static 
device account number, 

177. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e], [19.e]-[19.f]. 

[21.b] and wherein the static device account number is 
of a limited scope of valid use to a specific device, 

178. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e], [19.e]-[19.f].  Specifically, Gomez details that the static payment card 

identifying number—also referred to as an “EPIC” number—“identifies the payment 

card” and is stored on the device.  EX1007, 2:25-27; see also id., 5:13-15 (“In an 

exemplary embodiment, an EPIC payment card uses a fully static payment card 

number”), 1:63-64, 13:45-14:2, 22:49-51, 6:10-12, 18:57-59. 
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[21.c] and wherein further a payment processing 
authority provides said device account number unique 
for the specific electronic device, in place of payment 
issuer information, in performing payment 
transactions by the electronic device, and further 
comprising: 

179. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e], [19.e]-[19.f], [21.b].  Gomez discloses receiving a static device account 

number payment information for storage on the electronic device via reception of 

the static payment card identifying number.  Gomez explains that the static payment 

card identifying number—also referred to as an “EPIC” number—“identifies the 

payment card” and is stored on the device.  EX1007, 2:25-27; see also id., 5:13-15 

(“In an exemplary embodiment, an EPIC payment card uses a fully static payment 

card number”), 1:63-64, 13:45-14:2, 22:49-51, 6:10-12, 18:57-59.  Gomez discloses 

receiving the EPIC number during account setup from the EPIC payment system.  

Id., 20:1-64.  The EPIC number “identifies the payment card, but does not represent 

a live account.”  Id., 5:13-18; see also id., 13:49-56 (“A fully static (16-digit) account 

number”). Thus, Gomez’s EPIC number, or static payment card identifying number, 

is a device-specific number identifying the payment card itself, and is used in place 

of payment issuer information. 
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[21.d] performing a payment transaction by the 
electronic device including the dynamically generated 
limited-use number; 

180. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e]-[1.i], [19.e]-[19.f]. 

[21.e] combining the dynamically-generated number 
and the static device account number within a device-
generated complete payment information; and 

181. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e]-[1.i], [19.e]-[19.f]. 

[21.f] conveying said device-generated complete 
payment information, in place of a selected payment 
issuer information, when the device is performing 
payment transactions; and 

182. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.i]-[1.k]. 

[21.g] wherein a using of said static device account 
number without a valid dynamically generated 
limited-use number, shall be deniable as invalid, and 
outside a valid scope of device-limited usage. 

183. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.i]-[1.k], [4.b]. 
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15. Claim 22 

[22.a] The method of claim 19, further comprising: 
generating a limited-use security code number for use 
in place of a card issuer card security code, by 
cryptographically combining information from at least 
one of a set of information comprising: a device 
transaction sequence counter; a device account 
number; a payment account information, device 
secrets; payment processing authority secrets; and 

184. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.e]-[1.h].  Gomez discloses generation of an authentication cryptogram with 

the use of a seed value (device/payment authority secrets) and temporal signal value 

(i.e., transaction sequence counter).7   

[22.b] displaying the limited-use security code number 
on the user-interface of the device display. 

185. The Gomez-Phillips-Casey combination discloses this limitation.  For 

example, Gomez discloses “a great variety of useful information may be displayed, 

including barcodes, telephone numbers, secure messages, alarms, and other 

notifications. . . [a]s another example, the generated authentication cryptogram 

may be displayed, which may be beneficial in facilitating an online transaction.”  

EX1007, 12:64-13:3 (emphasis added). 

 
7 I understand from counsel that Patent Owner asserts that the “limited-use security 
code number” of [22.a] is met by a “dynamic cryptogram.”  I have been asked to 
assume that interpretation applies to this limitation.  If that interpretation applies, 
Gomez discloses use of an authentication cryptogram in place of an actual/live credit 
card number, and so meets this limitation under Patent Owner’s infringement theory. 
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16. Claim 24 

[24] The method of claim 19, wherein the user selecting 
of a payment method at an electronic device comprises 
receiving a user touch input selection, via the user 
interface, of a displayed payment method option, on 
the device touch-screen display interface. 

186. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.a]-[1.d]. 

17. Claim 25 

[25.pre] A non-transitory, computer-readable medium 
storing computer executable instructions that when 
executed by one or more processors, cause the one or 
more processors to: 

187. Whether or not this preamble is limiting, it is disclosed by each of 

Gomez, Phillips, and Casey.  Gomez discloses a processor coupled to a memory of 

the device.  EX1007, 10:34-42.  “Such a processor may be a single integrated circuit 

or may include more than one IC operating together.”  Id., 10:43-44; see also id., 

10:45-57.  Phillips discloses “[a] computer readable medium storing non-transitory 

instructions for controlling a mobile device processor, the instructions configured to 

cause the processor” to perform the described functions.  EX1005, Cl. 13, [0020], 

[0029], [0055].  Casey discloses a CPU of the device that provides processing 

capability to execute the operating system and functions of the device comprising, 

among other elements, computer-readable media.  EX1006, 6:15-50.  To the extent 

that Gomez is deemed not to explicitly disclose a computer-readable medium storing 
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executable instructions that cause one or more processors to perform functions, it 

would have been obvious to a POSITA to store computer instructions on a computer-

readable medium.  Furthermore, a POSITA would have looked to Phillips and Casey 

to modify Gomez to allow one or more processors to perform functions recited in 

this preamble.  Such a modification would have been obvious as a predictable use of 

known techniques that would have achieved predictable results. 

[25.a] accept a priming action of the electronic device 
by an identified valid device user, identified from the 
device inputs 

188. Gomez discloses priming operations such as entry of “a fingerprint or 

PIN number, into the payment card.”  EX1007, 2:59-64, 5:13-18, 9:12-33, 13:40-44.  

Gomez discloses that “a payment card credential may be presented by a card user 

swiping a fingerprint across a fingerprint sensor included within the card.  In some 

embodiments, a payment card credential may be presented by entering a PIN number 

using a numeric keypad included within the card.”  EX1007, 7:9-16.  Gomez 

discloses performing the described functions using an “EPIC payment card.”  

EX1007, 11:19-38, 2:55-3:3, FIG. 9.  Phillips teaches a mobile telephone having a 

virtual wallet that allows a user to select from among multiple payment options or 

use “an automatic card selection option.”  EX1005, [0017], [0033]-[0035].  “[T]he 

user may be required to enter a PIN or code before selecting a payment card” or to 

otherwise approve a financial transaction.  Id., [0038]-[0039]. 
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[25.b] enable the electronic device for imminent 
performance of a payment operation responsive to the 
priming action of said valid user; 

189. The Gomez-Phillips-Casey combination discloses enabling the 

electronic device for imminent performance of a payment operation responsive to 

priming from a valid user.  See above, [1.d]. 

[25.c] display a summary of online purchase 
information including the merchant information and 
the purchase amount; and, display at least one 
selectable issuer payment account methods on a 
display; and,; 

190. The Gomez-Phillips-Casey combination discloses displaying at least 

one selectable issue payment account method and a summary of online purchase 

information including the merchant information and purchase amount.  Phillips 

further explains that “the information shown on each of the card-face 

images 802 to 808 can include information such as the payment card account 

number, issuer bank name, issuer logo, card account holder name, the expiration 

date, a unique color or color combination, and/or other pertinent data.”  EX1005, 

[0039].  The user may select one of the cards to use in a transaction.  Id., [0037]-

[0040].  Casey discloses displaying online purchase information including the 

merchant information and purchase amount.  EX1006, 15:24-16:20, FIG. 8 

(illustrating merchant information and purchase amount, reproduced above at ¶ 132). 
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191. Figure 8 of Casey discloses that “a user may select an image 158 of a 

payment instrument and enter a corresponding PIN, if required. After entry of the 

PIN, the device 10 may display a confirmation screen 212. The confirmation screen 

may include an image 158 of the selected payment instrument, as well as the order 

summary 178 describing the order. The confirmation screen 212 also may include 

a display window 214 further describing details of the order, such as the pickup 

method and the name of the customer.”  EX1006, 15:29-37. 

192. It would have been obvious and a POSITA would have been motivated 

to modify Gomez in view of Phillips and Casey such that the electronic device could 

display a summary of online purchase information including the merchant 

information and the purchase amount.  Such information is typically included in the 

ubiquitous “receipt.” 

[25.d] receive a payment selection and approval 
authorization from said valid device user via a human 
input sensing at the device; and 

193. This limitation is completely obvious and takes place millions of time 

per day when people make and approve payment transactions on the phones. The 

Gomez-Phillips-Casey combination discloses receiving a payment selection and 

approval authorization from a valid user via human input sensing at the device.  See 

above, [25.b]-[25.c].  For example, Casey discloses that “a user may select an image 

158 of a payment instrument and enter a corresponding PIN, if required. After entry 
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of the PIN, the device 10 may display a confirmation screen 212. The confirmation 

screen may include an image 158 of the selected payment instrument, as well as the 

order summary 178 describing the order.”  EX1006, 15:29-37.  Casey further 

discloses that the device includes a touch screen for user input.  EX1006, 1:59-66 

(“In certain embodiments, the graphical elements for confirming a payment 

transaction may be displayed in response to selection of a payment instrument 

through a touch screen of an electronic device. For example, credit cards may be 

digitally represented within an electronic wallet or an online payment system. After 

movement of the graphical elements, the electronic device may transmit a 

confirmation message to initiate payment with the selected payment instrument.”). 

[25.e] responsive to receiving a valid user transaction 
payment approval, generate a device-specific limited-
use payment information for use in place of at least a 
portion of said selected issuer payment account 
information on the device; 

194. Gomez discloses this limitation.  See above, [1.f]. 

[25.f] form a complete combined device payment 
information from a dynamically generated portion and 
a statically generated portions stored in a memory of 
the device; 

195. Gomez discloses this limitation.  See above, [1.e]-[1.h]. 
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[25.g] wherein the communication interface is operable 
to transmit said complete device payment information 
from said electronic device to the recipient of the online 
purchase transaction; and 

196. The Gomez-Phillips-Casey combination discloses that the 

communication interface is operable to transmit said complete device payment 

information from said electronic device to the recipient of the online purchase 

transaction.  See above, [1.i]; EX1007, 21:4-36.  If it did not transmit such complete 

information, the transaction would not take place.  Further, Casey discloses 

transmitting complete device payment information for an online payment 

transaction.  EX1006, 11:50-14:36, 15:24-16:20, FIGS. 4-5, 8; see also id., 3:14-16 

(“In certain embodiments, the payment transaction may include purchasing retail 

goods online or in a brick and mortar store.”); see above, [25.c].  Thus, a POSITA 

would have recognized that the Gomez-Phillips-Casey combination discloses 

transmission of complete device payment information from a device to the recipient 

of an online purchase transaction. 

[25.h] wherein further the processor is operable to 
receive an approval and a denial confirmation from an 
online payment facility of the complete device payment 
information, and cause the display to visually convey a 
status of the online purchase transaction; 

197. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [1.j]-[1.k]. 
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18. Claim 26 

[26.a] The non-transitory, computer-readable medium 
of claim 25, wherein the executable instructions 
further cause the one or more processors to: 

198. Whether or not this preamble is limiting, it is disclosed by each of 

Gomez, Phillips, and Casey, hence is disclosed by the combination.  See above, 

[25.pre]-[25.a]. 

[26.b] receive the priming action of a user via the 
device human input sensors 

199. The Gomez-Phillips-Casey combination discloses receiving the 

priming action of a user via the device human input sensors.  See above, [1.a], [25.c] 

[26.c] identify an authorized valid device user through 
a human to device inputs, selected from at least one 
security challenge, of a set of human to device input 
challenges comprising: a correct passcode touch entry 
sequence, a correct touch gesture, a touch input of a 
known device user, a biometric recognition of a valid 
user, a biometric sensing of a valid user's skin touch, a 
touch input sensor recognition of a unique customer 
identifier, a security question which a valid user could 
answer correctly, and receiving a correct user response 
input, from a security challenge presented on the 
device display; and; 

200. This routine step of authentication is disclosed by the Gomez-Phillips-

Casey combination.  The combination discloses identifying an authorized valid 

device user through a human to device input by at least a correct passcode touch 

entry sequence through its disclosure of PIN verification entry via a touchscreen on 

the device as described by Phillips and Casey.  EX1005, [0020], [0035]; EX1006, 
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9:9-22; see above, [1.a]-[1.b].   The combination additionally discloses identifying 

an authorized valid device user through a human to device input by a correct touch 

gesture/a touch input of a known device user/a biometric recognition of a valid user/a 

biometric sensing of a valid user's skin touch/a touch input sensor recognition of a 

unique customer identifier through its disclosure of user verification by swiping a 

fingerprint across a fingerprint sensor as described in Gomez.  EX1007, 7:9-16; see 

above, [1.a]-[1.b], [25.c]. 

[26.d] responsive to receiving an incorrect user 
response input, offer a reduced number of additional 
challenge attempts before failing the user 
authorization at the device, and denying the payment 
authorization; 

201. The Gomez-Phillips-Casey combination discloses receiving a user 

input for identifying an authorized valid device user.  See above [26.c].  A POSITA 

would have understood that a device requiring input for authorization would 

necessarily approve or deny such input attempts.  Indeed, it was well known in the 

state of the art, prior to the time of the Critical Date, that electronic devices may 

require an input such as PIN codes, authentication gestures, biometric identification, 

or other means of identification to allow access to the device.  See, for example, 

EX1043 (US 8,638,939 - Casey II), 1:6-8 (“The present disclosure relates generally 

to controlling access to information or applications stored on an electronic device, 

such as a handheld or portable device.”), 20:52-55; see also EX1044 (WO 
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2010/048350 – Habraken), [0022], [0046].8  And it was well known to allow for 

only a limited, reducing number of attempts for user verification.  EX1043, 13:57-

14:7 (“If the authentication gesture 84 is determined to be valid at block 88, a user 

may be granted access (block 94) to view or use previously secure content 96, e.g., 

encrypted or hidden data or functions (applications, network connections, and so 

forth). However, if the authentication gesture 84 is not determined to be valid 

at block 88, the secure content 96 remains unavailable or invisible to the user. In one 

embodiment, failure to validate an authentication gesture 84 may cause a subsequent 

determination (block 98) of whether a set number of allowed 

authentication attempts (such as three or five) has been exceeded. If the set number 

of allowed attempts has been exceeded, the device 8 may be inactivated (block 100) 

or no additional attempts at authentication may be allowed for a set time period or 

pending a reset of the security parameters. However, if the set number of 

allowed attempts has not been exceeded, authentication screen 64 may continue to 

be displayed (block 66), thereby allowing the user another attempt to successfully 

enter the proper authentication gesture 84.”); EX1044, [0089], [0150]. 

202. A POSITA would have recognized that it would have been obvious and 

beneficial, based on the state of the art, to perform such failing of the user 

 
8 These references are being relied on as evidence of the state of the art. 
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authorization and denying of the payment authorization at the device after a certain 

number of failed attempts in order to beneficially reduce the amount of network 

communication required and increase the efficiency of the verification process.  

Further, a POSITA would recognize the reduced number of challenge attempts as a 

known way to limit potential fraudulent users from gaining access to the device.  

EX1043, 13:57-14:7; EX1044, [0022], [0089], [0150]. 

19. Claim 28 

[28.a] The non-transitory, computer-readable medium 
of claim 25, wherein the executable instructions 
further causes the one or more processors to perform. 

203. Whether or not this preamble is limiting, it is disclosed by each of 

Gomez, Phillips, and Casey, hence is disclosed by the combination.  See above, 

[25.pre]-[25.a]. 

[28.b] a combining of a static device-specific payment 
account information, a device generated information, 
and other user and account information stored on the 
device which is uniquely identifying the specific user, 
specific selected account, and the specific device; and, 

204. The Gomez-Phillips-Casey combination discloses combining of a static 

device-specific payment account information, a device generated information, and 

other user and account information stored on the device which uniquely identifies 

the specific user, specific selected account, and the specific device.  See above, [1.e]-

[1.h], [25.e]-[25.f].  Specifically, Gomez discloses a static payment card identifying 

number (a static device-specific payment account information), a device generated 
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information (an authentication cryptogram), a seed value stored on the device that is 

unique for each payment card (user and account information stored on the device 

which is uniquely identifying the specific user, specific selected account, and the 

specific device), a temporal signal value created by a temporal value circuit (i.e., 

timing circuit) which increments each instance of an attempted use of an account 

(user and account information stored on the device which is uniquely identifying the 

specific user, specific selected account, and the specific device).9  Id.  Gomez details 

that “the seed value may include certain non-random customer specific information, 

such as a unique customer key, either alone or in addition to a pseudo-random bit 

string, to eliminate any possibility that more than one payment card could have the 

same seed value.”  EX1007, 7:34-39.  Gomez’s customer key would also constitute 

information identifying the specific user. 

[28.c] a generating of a limited-use payment 
information by the one or more device processors 
cryptographically generating at least one one-time 
limited-use cryptogram numbers; and, 

205. The Gomez-Phillips-Casey combination discloses a generating of a 

limited-use payment information by the one or more device processors 

cryptographically generating at least one one-time limited-use cryptogram 

 
9 I understand from counsel that Patent Owner asserts the claimed information of 
this limitation as a DPAN and dynamic cryptogram.  I have been asked to assume 
that interpretation applies to this limitation.  If that interpretation applies, the 
information disclosed by Gomez meets the limitation. 
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numbers.10 See above, [1.e]-[1.h], [25.e]-[25.f].  Specifically, Gomez discloses 

generation of an authentication cryptogram.  Id. 

[28.d] wherein the one or more device processors are 
further operable to combine said limited-use static 
device account information and said one-time use 
cryptogram number(s) to produce the complete 
combined device payment information; and, 

206. The Gomez-Phillips-Casey combination discloses that the one or more 

device processors are operable to combine said limited-use static device account 

information and said one-time use cryptogram number(s) to produce the complete 

combined device payment information.  See above, [1.e]-[1.h], [25.e]-[25.f]. 

[28.e] wherein the one or more device processors are 
further operable to transmit said complete payment 
information in place of said user-selected payment 
account information in a device payment transaction; 
and, 

207. The Gomez-Phillips-Casey combination discloses that the one or more 

device processors are further operable to transmit said complete payment 

information in place of said user-selected payment account information in a device 

payment transaction.  See above, [1.i], [25.g]. 

 
10 I understand from counsel that Patent Owner asserts that cryptographically 
generating at least one one-time limited-use cryptogram numbers is met by a 
dynamic cryptogram.  I have been asked to assume that interpretation applies to this 
limitation.  If that interpretation applies, the authentication cryptogram disclosed by 
Gomez meets the limitation. 
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[28.f] wherein the one or more device processors are 
further operable to display at least a portion of said 
user-specific selected account information associated 
with said complete device payment information used 
during said transaction, via a user interface disposed 
of the device. 

208. The Gomez-Phillips-Casey combination discloses that the one or more 

device processors are further operable to display at least a portion of said user-

specific selected account information associated with said complete device payment 

information used during said transaction, via a user interface disposed of the device.  

See above, [1.d], [1.g], [25.c]-[25.e], [25.h]. 

20. Claim 29 

[29.a] The non-transitory, computer-readable medium 
of claim 25, wherein the executable instructions 
further cause the one or more processors to 
dynamically generate a one-time limited-use 
cryptogram number, via a known cryptographic 
combination of at least one information unique to the 
electronic device, and also known to at least one of a 
payment processing authority and a payment issuer 
authority, and 

209. The Gomez-Phillips-Casey combination discloses these limitations.  

See above, [1.e]-[1.h], [25.pre]-[25.a], [25.e]-[25.f].  Gomez’s seed value and 

temporal signal value (information unique to the electronic device, and also known 

to at least one of a payment processing authority and a payment issuer authority) are 

known to the payment processing authority.  EX1007, 6:23-38. 
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[29.b] selected from a set of information known and 
stored at both said payment authorities, and on said 
device, including: a transaction sequence counter, a 
device account number, a device account expiration 
date, a device secret, a payment processing authority 
secret, a user information, a payment account 
information, a payment issuer information, a payment 
amount, transactional information; and, 

210. The Gomez-Phillips-Casey combination discloses these limitations.  

See above, [1.e]-[1.h], [25.pre]-[25.a], [25.e]-[25.f].  For example, Gomez discloses 

a static payment card identifying number (a static device-specific payment account 

information), a device generated information (an authentication cryptogram), a seed 

value stored on the device that is unique for each payment card (user and account 

information stored on the device which is uniquely identifying the specific user, 

specific selected account, and the specific device), a temporal signal value created 

by a temporal value circuit (i.e., timing circuit) which increments each instance of 

an attempted use of an account (user and account information stored on the device 

which is uniquely identifying the specific user, specific selected account, and the 

specific device.11  Id. 

 
11 I understand from counsel that Patent Owner asserts that a “transaction 
count/transaction-unique value,” “DPAN,” “expiration date associated with 
DPAN,” or “limited-use keys” meet this limitation.    I have been asked to assume 
that interpretation applies to this limitation.  If that interpretation applies, the 
information disclosed by Gomez meets the limitation. 
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[29.c] wherein said one or more processors uses said 
one-time limited-use cryptogram number in place of at 
least a portion of an issuer's static payment 
information, in a payment transaction using said 
payment account; and, 

211. The Gomez-Phillips-Casey combination discloses one or more 

processors using said one-time limited-use cryptogram number in place of at least a 

portion of an issuer's static payment information, in a payment transaction using said 

payment account.  See above, [1.f]-[1.h], [25.e]-[25.f]. 

[29.d] wherein said payment authorities are operable 
to recognize from the transactional payment 
information, the correct set of user, device and account 
specific information to be cryptographically combined 
into an authority computed cryptogram, for 
comparing with device transmitted limited-use 
payment information; and, 

212. The Gomez-Phillips-Casey combination discloses the limitations of 

[29.d].  See above, [1.i]-[1.k], [25.g]-[25.h]. 

[29.e] wherein said payment processing authorities are 
operable to deny as invalid a transaction including a 
cryptogram not matching an authority computed 
cryptogram; and, 

213. The Gomez-Phillips-Casey combination discloses the limitation of 

[29.e].  See above, [1.i]-[1.k], [25.g]-[25.h]. 
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[29.f] responsive to receiving a valid user transaction 
payment approval, generate a device-specific limited-
use payment information for use in place of at least a 
portion of said selected issuer payment account 
information on the device; 

214. The Gomez-Phillips-Casey combination discloses the limitation of 

[29.f].  See above, [1.i]-[1.k], [25.g]-[25.h]. 

[29.g] wherein said device is operable to receive an 
approval and a denial status of said transaction, from 
said payment authorities, and visually convey said 
transaction status in the user-interface on the display 
disposed of the device. 

215. The Gomez-Phillips-Casey combination discloses the limitations of 

[29.g].  See above, [1.i]-[1.k], [25.g]-[25.h]. 

21. Claim 30 

[30.a] The electronic device of claim 25, further 
comprising a processor and a non-transitory, 
computer-readable medium storing computer 
executable instructions that when executed by the one 
or more processors, cause the one or more device 
processors to dynamically generate a one-time limited-
use cryptogram number by a cryptographic 
combination, of at least one information known to: the 
device, the payment issuer authority, and a payment 
processing authority, and unique to the electronic 
device, and 

216. The Gomez-Phillips-Casey combination discloses these limitations.  

See above, [25.pre]-[25.a].  Gomez discloses the dynamic generation of a one-time 

limited-use cryptogram number.  See above, [1.e]-[1.h], [25.e]-[25.f], [28.c]. 
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[30.b] selected from a set of information including: a 
transaction sequence counter; a user payment account 
number; a device payment account number; a device 
secret; device keys; a payment issuer original account 
information; a payment issuer device account 
information; a payment processing authority secret; a 
transaction information; and a user private 
information; and, 

217. The Gomez-Phillips-Casey combination discloses the “selected” 

limitation of [30.b].  See above, [25.pre]-[25.a].  Gomez discloses the dynamic 

generation of a one-time limited-use cryptogram number.  See above, [1.e]-[1.h], 

[25.e]-[25.f], [28.c], [29.b]. 

[30.c] wherein said cryptogram is operable to be used 
in place of at least a portion of an issuer's static 
payment information, in a payment transaction for 
said selected payment account; and, 

218. The Gomez-Phillips-Casey combination discloses this limitation.  See 

above, [25.pre]-[25.a].  Gomez discloses the dynamic generation of a one-time 

limited-use cryptogram number.  See above, [1.e]-[1.h], [25.e]-[25.f], [28.c], [29.b]-

[29.c]. 

[30.d] wherein said payment processing authority is 
operable to deny as invalid, a transaction including a 
cryptogram not matching a payment processing 
authority computed cryptogram; and, 

219. The Gomez-Phillips-Casey combination discloses the limitation of 

[30.d].  See above, [1.i]-[1.k], [25.g]-[25.h]. 
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[30.e] wherein said payment processing authority is 
operable to approve as valid, a transaction including a 
cryptogram matching the payment processing 
authority computed cryptogram; and, 

220. The Gomez-Phillips-Casey combination discloses the limitation of 

[30.e].  See above, [1.i]-[1.k], [25.g]-[25.h]. 

[30.f] wherein said user device is operable to receive an 
approval and a denial status of said transaction 
information validation, and visually convey said 
transaction status in the user-interface on the display 
disposed of the device; and, 

221. The Gomez-Phillips-Casey combination discloses the limitations of 

[30.f].  See above, [1.i]-[1.k], [25.g]-[25.h]. 

[29.g] wherein said user device is operable to emulate 
the behavior of an issuer account payment transaction, 
when said complete device payment information is 
used in electronic payment facilities. 

222. The Gomez-Phillips-Casey combination discloses the elements of 

[30.f].12  See above, [1.i]-[1.k], [25.g]-[25.h]. 

 
12 I understand from counsel that Patent Owner asserts this limitation is met by a 
device performing a credit card transaction.  I have been asked to assume that 
interpretation applies to this limitation.  If that interpretation applies, the information 
disclosed by Gomez-Phillips-Casey combination meets the limitation. 
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B. Ground 1B:  The Combination of Gomez, Phillips, Casey, and Law 
Renders Claims 5-6, 8-10, 23, and 27 Obvious 

1. Claim 5 

[5.a] The method of claim 3, wherein the generating of 
the limited-use payment information utilizes a secure 
combination of a device transaction sequence counter 
count, a device account number, a device-unique 
information, and a payment processing authority 
recognizable information; and, 

223. The Gomez-Phillips-Casey combination discloses that the generating 

of the limited-use payment information utilizes a secure combination of a device 

transaction sequence counter count, a device account number, a device-unique 

information, and a payment processing authority recognizable information.  See 

above, [1.e]-[1.h]. 

224. To the extent that the Gomez-Phillips-Casey combination is deemed 

not to disclose a secure combination of a device transaction sequence counter count, 

a device account number, a device-unique information, and a payment processing 

authority recognizable information, Law discloses those elements. For example, 

Law discloses that, during the funding card registration process, the mobile device 

sends card details as well as “a user provided PIN and the mobile device ID to the 

payment gateway server.”  EX1032, [0082]; see also id., [0092], [0099]; EX1033, 

[0052], [0062], [0069].  Information such as a mobile device ID and a user’s PIN 

constitute device-specific and user-specific information, respectively.  EX1032, 

[0165]; EX1033, [0132].   
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225. In response to the information sent, “the payment gateway server 

computes a funding card identifier which identifies the given funding card. The 

payment gateway server stores the funding card identifier in association with the 

funding card details, mobile device ID and PIN, and it sends the funding card 

identifier to the mobile device for storage. In an example embodiment, the funding 

card identifier is a value that is different from the PAN, expiry date or static security 

code of the funding card.”  Id.; see also id., [0142]-[0143]; EX1033, [0109]-[0110].  

The memory of the device stores the funding card identifier (i.e., device account 

information).  Id.  As part of this registration process, the device also receives “a 

certificate, an Application Transaction Counter (ATC), a key value (called Kpan) 

for generating a PAN, [and] a secure element key value (called Ksec).”  EX1032, 

[0142]; see also id. (“The certificate is a client certificate for the mobile 

device 501 and, in an example embodiment, it is configured to according to the RSA 

algorithm and has a 2048 bit length. The ATC is a counter that is initially set to a 

random value between “0” or “1000” and increments with each transaction. The 

initialized ATC value is a random value to prevent adversaries from predicting the 

ATC values. Copies of the ATC are stored and synchronise on both the payment 

gateway server and the mobile device. In an example embodiment, the ATC is a 10 

digit value. In an example embodiment, the Kpan is 128 bits long, and the Ksec is 
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128 bits long.”); EX1033, [0109].  In creating payment information, Law describes 

the process with reference to its Figure 11: 

 

EX1032, FIG. 11; EX1033, FIG. 11.  Law explains that the mobile device 501 sends 

a virtual card request to the payment gateway server 506 (block 1101) which 

includes the device ID, the funding card identifier, the certificate and the stored 

Kpan.  EX1032, [0144]; EX1033, [0111].  If the received Kpan and certificate match 

the Kpan and certificate stored on the payment gateway server, a virtual card 

response is sent back to the mobile device that includes a new Kpan (block 1103).  

EX1032, [0145]; EX1033, [0112].  The newly received Kpan is used to compute a 

different PAN (i.e. limited-use payment information) from the previous transaction 

for the virtual card.  The mobile device then computes discretionary data using the 

PIN, the Ksec, the PAN, the Certificate, and the ATC (block 1108). EX1032, [0147]; 
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see also id., [0149]-[0155] (describing details of algorithms creating dynamic 

payment information); EX1033, [0114], [0116]-[0122].  The ATC and the PAN keep 

changing with each transaction, which causes the discretionary data to be dynamic 

data.  Id.  A POSITA would recognize that values such as Law’s ATC, Kpan, and 

one-time use discretionary data are limited-use numbers for limited-use by the 

device, and used in place of issuer provided payment information during the 

payment transaction process. 

226. Law discloses the creation of a dynamic one-time limited-use number 

which can be generated based on the “PIN, the Ksec, the PAN, the Certificate, and 

the ATC.”  EX1032, [0147]; see also id. (“The ATC and the PAN keep changing 

with each transaction, which causes the discretionary data to be dynamic data.”); 

EX1033, [0114].  Law discloses an algorithm to create the dynamic data (EX1032, 

[0149]-[0154]) and explains that the dynamic data is based on cryptographic number 

generation.  EX1032, [0155] (“Truncation is performed by encoding the SHA results 

in decimal, then taking the left most digits. It can be appreciated that SHA256 is a 

known cryptographic hash function, and HMAC is a hash based message 

authentication code involving a cryptographic hash function in combination with a 

secret cryptographic key. The secret cryptographic key of the HMAC function is the 

concatenated values of Ksec and PIN. The message M is the concatenated values of 

PAN, Certificate ID and ATC. The Certificate ID is from the Certificate.”); EX1033, 
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[0122].  Thus, Law discloses a PIN (e.g., user-identifying information/user secrets); 

a mobile device ID (e.g., device-unique information); a Kpan, Ksec, and certificate 

(e.g., a payment processing authority recognizable information); an ATC (e.g., 

device transaction sequence counter count); and a funding card identifier (e.g., a 

device account number), among other values. 

227. A POSITA would have beneficially applied the teachings of Law to the 

Gomez-Phillips-Casey combination to modify Gomez’s mobile payment system to 

include multiple improvements, as explained below, that complement Gomez’s 

focus on secure cryptogram generation for payment transactions.  It would have been 

obvious and beneficial to augment the payment information communicated by the 

device in a contactless transaction as taught in Gomez with the added values like 

that taught in Law (as described above).  During the payment transaction process, 

Law uses the funding card identifier to create limited-use payment information such 

as a cryptographically hashed one-time use number.  EX1032, [0147], [0149]-

[0154]; EX1033, [0114].  The addition of the Kpan, Ksec, certificate, and mobile 

device ID, as taught by Law, with an authentication cryptogram would have 

improved transaction security by preventing fraudulent use of a substituted or 

incorrect account number. By requiring these additional values as part of the 

complete payment information, an additional layer of security would be realized to 

prevent unauthorized actors from exploiting any compromised portion of the 
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payment information. Additionally, a payment processing authority would more 

easily identify the user’s actual account number for processing a transaction with the 

presence of the user’s mobile device ID and funding card identifier which are 

exchanged during the registration process in Law because those numbers are linked 

to the user’s actual account.  EX1032, [0082]; EX1033, [0052]; EX1007, 5:13-18. 

228. The fact that Gomez is directed to a smart payment card (which is itself 

a mobile device) while Law is directed to a mobile device does not teach away from 

the proposed combination.  Indeed, Gomez’s payment card is not a traditional credit 

card but instead contains a processor that functions to compute dynamic payment 

information based on seed values and/or temporal signals, like Law.  EX1007, 1:58-

2:1, 2:14-17, 2:21-25, 5:43-47, 7:17-27, 8:42-9:11, 13:63-14:2.  Therefore, a 

POSITA would have implemented Gomez’s payment information generation 

technique on a smartphone, as in Law.  Additionally, given that the use of dynamic 

payment information in electronic transaction systems had been known for many 

years before the Critical Date of the ’538 patent, the combination amounts to a 

predictable use of a known technique for improving transaction security (i.e., Law’s 

payment information) to improve a similar system as taught in Gomez in a similar 

way, and would have achieved predictable results. 
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[5.b] wherein said generating of said limited-use 
payment information, is authorizable for a payment, 
for the singular counted transaction, for said selected 
payment method, by said device, in said transaction; 
and 

229. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k].  In particular, Law and Gomez each describe contactless 

transactions from which the user’s device submits dynamic limited-use information 

specifically generated to facilitate validation or authorization of a requested 

transaction.  See, e.g., EX1032, [0156]-[0166]; EX1033, [0123]-[0133]; EX1007, 

17:23-18:42. 

[5.c] wherein an authorizing by said payment 
processing authority, is a comparing of said device-
generated limited-use payment information, to a valid 
transaction payment information generated by said 
payment processing authority using same secure 
combination method, and same information elements 
of a valid payment transaction by said device; and, 

230. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.b]. 
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[5.d] a generating at said valid payment information at 
a payment processing authority includes a processing 
authority storing of expected device transaction 
sequence counter count, expected issuer payment 
information, an expected a13 device user information, 
and the device account number; and, 

231. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.b]-[5.c]. 

[5.e] an adjusting of said transaction sequence counter 
count on a per transaction basis; and,. 

232. It would be obvious to increment a transaction counter for each 

transaction.  The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.b]-[5.c].  Law discloses that the initialized ATC value is a 

random value to prevent adversaries from predicting the ATC values.”  EX1032, 

[0142]; EX1033, [0109].  Law further discloses that the mobile device increments 

the ATC by 1 for each transaction.  EX1032, [0148]; EX1033, [0115].  Incrementing 

by 1 generates a sequential parameter.  During a transaction, the mobile device 

computes discretionary data “using the PIN, the Ksec, the PAN, the Certificate, and 

the ATC (block 1108). The ATC and the PAN keep changing with each transaction, 

which causes the discretionary data to be dynamic data.”  EX1032, [0147]; see also 

id., [0154]-[0155] (describing the algorithm and values (such as the ATC) used to 

create the dynamic payment information); EX1033, [0114], [0121]-[0122].  Law 

 
13 I have considered the word “a” here to be superfluous. 
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similarly discloses this adjusting of the transaction sequence counter count on a per 

transaction basis by the payment gateway server during validation.  EX1032, [0156]-

[0166]; EX1033, [0123]-[0133]. 

[5.f] an authorizing of a payment information as valid 
when said processing authority is verifying the limited-
use transaction payment information generated by the 
device, and the processing authority generated valid 
limited-use payment transaction information, are 
matching. 

233. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k]. 

2. Claim 6 

[6.a] The method of claim 3, wherein the generating the 
limited-use payment information further utilizes a 
secure combination of said information with a device 
account number, a device sequence counter count, 
device-specific information, payment processing 
authority specific information; and, 

234. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.h], [5.a]. 

[6.b] a verifying of said combination by a payment 
processing authority, performing same secure 
combination of same information as retained at the 
authority; and, 

235. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.a], [5.c]-[5.d]. 
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[6.c] a payment processing authority comparing said 
device generated payment information, and said 
payment processing authority generated payment 
information, for a verifying of a limited-use payment 
as valid; and, 

236. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.a], [5.c]-[5.d]. 

[6.d] a conveying of said validation result as a declining 
or accepting of said transaction payment; and, 

237. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.a], [5.c]-[5.d], [5.f]. 

[6.e] upon a proper validating of said result, a 
conveying of original issuer payment information to an 
original payment method issuer, for a settlement of 
said transaction. 

238. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.i]-[1.k], [5.a], [5.c]-[5.d], [5.f]. 

3. Claim 8 

[8.a] The method of claim 1, wherein the generating the 
limited-use payment information is comprising: 

239. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.h], [5.a]. 
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[8.b] a device-specific account number; and, a device-
internal transaction sequence counter count; and, an 
information unique to the user and device which does 
not pass in the transaction; and, 

240. The Gomez-Phillips-Casey-Law combination discloses these 

limitations.  See above, [1.e]-[1.h], [5.a]. 

[8.c] at least one payment authority-supplied 
information which does not pass in the transaction, 
wherein the complete device payment information is 
only valid for use in place of an issuer payment method 
in authorizable payments when comprising all valid 
device generated limited-use information elements, 
and 

241. The Gomez-Phillips-Casey-Law combination discloses these 

limitations.  See above, [1.e]-[1.h], [5.a].  For example, Law’s Kpan, Ksec, and 

certificate as well as Gomez’s seed value would not pass in the transaction.14  Id.  

The Gomez-Phillips-Casey-Law combination also discloses validation of the 

complete device payment information.  See above, [1.i]-[1.k]. 

 
14 I understand from counsel that Patent Owner asserts “limited-use keys” do not 
pass in the transaction.  I have been asked to assume that interpretation applies to 
this limitation.  If that interpretation applies, the respective keys and seed value of 
Law and Gomez meet this limitation. 
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[8.d] wherein said generating is limiting in-scope-of-
use said generated payment information, for said user-
selected issuer payment method option, to a unique-
per-device unique-per-use one-time transacting by 
said combining device; by combining said information 
elements including: said transaction-specific sequence 
count information, said device-specific information, 
said user-specific information, and said authority-
specific information. 

242. The Gomez-Phillips-Casey-Law combination discloses this limitation 

through its disclosure of transaction-specific sequence count information (e.g., 

transaction counters of Gomez and Law), said device-specific information (e.g., 

static payment card identifying number of Gomez), said user-specific information 

(e.g., mobile device ID of Law), and said authority-specific information (e.g., Kpan, 

Ksec of Law).15  See above, [1.e]-[1.h], [5.a], [8.a]-[8.c]. 

 
15 I understand from counsel that Patent Owner asserts that a “transaction-specific 
sequence count information (e.g., transaction-unique value), device-specific 
information (e.g., the digital token), authority-specific information (e.g., the limited-
use key), and user-specific information (e.g., serial number, IMEI) meets the 
limitation.  I have been asked to assume that interpretation applies to this limitation.  
If that interpretation applies, the Gomez-Phillips-Casey-Law combination discloses 
the limitation. 
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4. Claim 9 

[9] The method of claim 8, wherein the generating the 
limited-use payment information further utilizes a 
secure combining of said information, by at least one 
processor of the device, into a singular cryptogram 
number, capable of passing in at least a portion of the 
device transaction payment information.16 

243. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.h], [5.a], [8.a]-[8.d].  Among other things, the analysis above at 

[8.d] demonstrates how the combination discloses the four pieces of information 

listed in [8.d]. 

5. Claim 10 

[10] The method of claim 9, wherein the generating the 
limited-use payment information further utilizes a 
secure combination with a device key, and a payment 
issuer secret. 

244. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.h], [5.a], [8.a]-[8.c]. 

 
16 I understand from counsel that Patent Owner asserts that the wherein limitation of 
this claim is met by the cryptogram that is sent during the payment transaction.  I 
have been asked to assume that interpretation applies to this limitation.  If that 
interpretation applies, the combination of Gomez-Phillips-Casey-Law discloses a 
cryptogram sent during the payment transaction. 
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6. Claim 23 

[23.a] The method of claim 19, wherein a payment 
processing authority verifying and authorizing17 a 
transmitted limited-use number based on a time of use, 
and cryptographically combining a transaction 
sequence count information; a device account number; 
a user account information; a payment issuer 
information; a payment processing authority secrets; a 
transaction information; and, 

245. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above [1.e]-[1.h], [5.a]-[5.b], [8.a]-[8.c]. 

[23.b] further comprising: receiving an authorization 
of said transaction, responsive to verifying a valid 
limited-use number appearing in a transaction 
information in place of the payment issuer 
information; and 

246. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [5.c], [19.e]-[19.h]. 

 
17  I have understood “verifying and authorizing” to mean “verifies and authorizes.” 
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[23.c] a rejecting by the payment processing authority, 
on a detecting as invalid at least one verification test, 
from a set of tests comprising18: a mis-matching of the 
transacted limited-use number, and the authority 
cryptographically-combined number; a transactional 
use of a device account number outside of its limited 
scope of valid payment reader facility use; a 
transactional use outside of a valid time window; a 
transactional re-use of a number limited to a one-time 
use; and, a transactional use of an expired number 
outside of a limited time-of-use. 

247. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [5.c], [19.e]-[19.h]. 

7. Claim 27 

[27.a] The non-transitory, computer-readable medium 
of claim 25, wherein the one or more processors 
include a cryptographic processor, and wherein the 
executable instructions further cause the one or more 
processors to: 

248. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]. 

[27.b] cryptographically compute a dynamically 
generated one-time-use cryptogram number 

249. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]. 

 
18  I understand this limitation to be met if any one of the recited tests are disclosed. 
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[27.c] and combine said dynamically generated portion 
with a static device-specific account number known to 
a payment processing authority and limited in use to 
the device use in place of an issuer payment method; 
and, 

250. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]-[25.f]. 

[27.d] wherein further said cryptogram number is 
created by said device processor cryptographic 
combination of device transaction sequence counter 
count, a payment account information, a user 
information, and information stored in the device and 
specific to the device and which is not communicated 
in the transaction; and, 

251. The Gomez-Phillips-Casey-Law combination discloses this 

limitation.19  See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]-[25.f]. 

[27.e] wherein said transaction sequence counter, said 
information and said secrets are known to both said 
device, and to said payment processing authority; 
and,20 

252. The Gomez-Phillips-Casey-Law combination discloses this 

limitation.21  See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]-[25.f]. 

 
19 I understand from counsel that Patent Owner asserts that the element “a payment 
account information” is met by a DPAN (i.e., static token).  I have been asked to 
assume that interpretation applies to this limitation.  If that interpretation applies, the 
Gomez-Phillips-Casey-Law combination discloses the limitation (e.g., “static 
payment card identifying number” of Gomez).  Further, the combination also 
discloses “a user information” (e.g., mobile device ID of Law). 
20 To the extent that “said information” and “said secrets” find their antecedent basis 
in [27.d], the Gomez-Phillips-Casey-Law combination discloses those elements. 
21 I understand from counsel that Patent Owner asserts that the element “said secrets” 
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[27.f] wherein further said static device-specific device 
account number is known to a payment issuer, and has 
a device-specific expiration date of limited duration of 
validity; and, 

253. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]-[25.f].  Gomez discloses that the EPIC 

card, which includes the EPIC number, has an expiration date.  EX1007, 11:19-30. 

[27.g] wherein the generating said complete combined 
device payment information comprises a device 
combining said static device-specific device account 
number, said device account expiration date, said user 
information, said payment account information, and 
said dynamically generated cryptogram, 

254. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.pre], [25.e]-[25.f].  Law discloses using the funding 

card identifier’s expiry date during discretionary data creation.  EX1032, [0102], 

[0131]; EX1033, [0072], [0100]. 

[27.h] and transmitting said complete device payment 
information when said issuer payment account method 
is selected. 

255. The Gomez-Phillips-Casey-Law combination discloses this limitation.  

See above, [1.e]-[1.k], [5.a], [25.g]. 

 
is met by “secret keys.”  I have been asked to assume that this interpretation applies 
to this limitation.  If the interpretation applies, Law’s disclosure of a Kpan and Ksec 
constitute secret keys.  Further, to the extent that Patent Owner contends that “said 
secrets” refers back to [27.d]’s “information stored in the device and specific to the 
device and which is not communicated in the transaction,” the combination discloses 
such elements (i.e., secret keys). 
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XI. CONCLUSION 

256. All of the Challenged Claims are invalid for obviousness. 

XII. JURAT 

257. In signing this Declaration, I understand that it will be filed as evidence 

in a contested case before the Patent Trial and Appeal Board of the United States 

Patent and Trademark Office. I acknowledge that I may be subject to cross-

examination in this case and that cross-examination will take place within the United 

States. If cross-examination is required of me, I will appear remotely for cross-

examination within the United States during the time allotted for cross-examination. 

258. I hereby declare that all statements made in this Declaration of my own 

knowledge are true, that all statements made on information and belief are believed 

to be true, and further, that these statements are made with the knowledge that willful 

false statements and the like are punishable by fine or imprisonment, or both, under 

Section 1001 of Title 18 of the United States Code. 

Dated: September 1, 2025  By:  __________________________________  

Michael I. Shamos, Ph.D. 
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