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ABSTRACT

The loss of customer account information makes headlines all too
often. The Payment Card Industry (PCI) Data Security Standard
(DSS) has generated resistance from merchants because of its cost
and complexity. Unfortunately, innovating in the Point of Sale
(PoS) space is hard because the protocols have been standardized,
tightly constraining new ideas. Using mobile phones as payment
devices opens up some opportunities, but any solution must
minimize changes in the back-end processing. This paper
describes a Near Field Communication (NFC) based mobile
phone payment solution in a service-oriented environment, which
provides the needed data protection without requiring costly
changes to the payment processing infrastructure. In the payment
transaction path, a personal mobile phone is viewed as a single,
user-trusted touch point. Compared to other solutions available,
our approach better protects user credentials, provides better user
control over the transaction, and supports both proximity and
remote transactions. The prototype has been integrated with an in-
store kiosk application and a HP multi-channel banking platform
to demonstrate its value in the retail environment.

Categories and Subject Descriptors

K.4.4 [Computers and Society]: Electronic Commerce—Security
H. 3.5 [Information Storage and Retrieval]: Online Information
Services—Web-based Services

General Terms
Management, Design, Security, Human Factors

Keywords
NFC, mobile payment, payment authorization, SOA

1. INTRODUCTION

With the increase in mobile ownership and cheaper data services,
the mobile commerce market was expected to generate close to
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$55 billion in revenue in 2008, with significant growth
predictions for the future [3]. The growth of the mobile banking
channel provides opportunities for various players in this
emerging market, including mobile phone manufacturers and
carriers, banking institutions, and service providers. For example,
this channel introduces a new revenue stream for banks from
mobile micro-payments and reduces customer churn due to the
convenience provided by mobile payments [churn reduction of
10% was reported in [3]). To the service providers in retail, online
music download, public transportation, etc., it offers new, more
convenient touch points to the customers and enhanced security
features compared to traditional plastic credit or debit cards. This
new channel provides customers with a single point of spending
once personal mobile devices become wallet replacements.

The loss of customer account information makes headlines all too
often [6, 7]. To protect cardholder data, merchants and service
providers are required to comply with the Payment Card Industry
(PCI) Data Security Standard (DSS) [24]. Merchants, or their
service providers (such as payment gateways), are subject to the
PCI DSS compliance if they store, collect and transmit cardholder
data on their systems or the systems of their service providers. To
meet compliance requirements, merchants and their service
providers often have to implement costly upgrades to reinforce
systems that are already complex enough. This also puts small
and medium sized merchants and e-commerce startups at a
competitive disadvantage.

To explore and develop this mobile banking channel and its
integration with systems from other players, such as network
carriers and retailers, while at the same time striving for a solution
that provides needed data protection for cardholder data, we’
started with a contact-less mobile payment scheme based on
Near-Field Communication (NFC) and integrated it with a
retailer-based service framework prototyped within HP. An NFC-
enabled phone is a cell phone with a smartcard microchip
embedded that can communicate with a local host computer
within a small range (<10 cm) over a RF channel (13.6 MHz).
The NFC-based microchips have two key security features: Public
Key Infrastructure (PKI) based cryptographic functionalities, and
a well-controlled, point-to-point, short-range communication
channel. The commercially available NFC-based chips follow the
widely adopted EMV [9], a standard that defines the interaction
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between IC cards (i.e., microchip cards) and IC card processing
devices, such as Point-of-Sale (POS) terminals and ATMs, to
authenticate credit and debit card payment transactions.

Compared to other mobile payment services and systems, the
NFC-based mobile payment end-to-end solution that we
developed exhibits the following core technical innovations:

e End-To-End Secure Transaction Protocol: Other solutions
rely on the mobile phone to communicate the user’s payment
information, which includes the payment amount and credit
card number, to the transaction issuer device (e.g., an in-
store self-service terminal) over a point-to-point secure
communication channel. The merchant may want to hold
such sensitive information for various reasons, even long
after the transaction occurs [11]. In our protocol, the phone
issues a payment authorization token with payment
information such as credit card number completely opaque to
the merchant. The backend transaction is performed after the
token is validated. Thus, our protocol mitigates the customer
data breach risk at the merchant and significantly reduces the
effort to (if not completely removes) the PCI DSS
compliance requirement, because PCI DSS does not apply if
primary account number (card number) are not stored,
processed, or transmitted [24, 25]. Furthermore, because the
authorization token is linked to the transaction identifier at
both the merchant and the bank, the merchant is able to
defend itself in a dispute.

e Personal Cell Phone as the Single User-Trusted Touch
Point: As a personal trusted device equipped with sufficient
display capabilities, the mobile phone is used to present and
interpret the payment amount, confirm the payment, and
issue the payment-specific authorization token. No personal
information ever gets revealed to the transaction issuer
owned by the merchant, which is occasionally open to
compromise as reported in [6], and thus not fully trusted by
the customer.

e Support of Proximity Transaction and Remote
Transaction: The existing NFC payment systems are
designed to serve only transaction requests issued from a
nearby device. Our solution supports online purchases by
having downloadable software installed to a local computer,
which mediates the interaction between the mobile phone
and the remote web application. As a result, aside from an
in-store service terminal, our solution can use the same
secure transaction protocol from a home shopping station
such as a PC desktop or special home appliance like the HP
TouchSmart, with the personal mobile phone being the
transaction authorization token issuer.

e Flexible and Multiple Payment Options: Due to the
banking infrastructure’s multi-channel support, mobile
payments can be routed directly to an account provided by
the bank, or to a digital wallet offered by the phone carrier
that maintains shadow balances to the chosen banking
account [17]. Thus, the mobile phone can become a single
point of spending.

The rest of the paper is structured as follows. In Section 2, we
introduce the PCI DSS standard to help understand merchant
specific compliance requirements for data protection. In Section
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3, we then describe the two solutions systems that we developed
in HP, namely Adaptive Bank and Retail Store Assistant (RSA),
upon which our mobile payment system was built. We then detail
the NFC based mobile payment solution architecture in Section 4,
and have Sections 5, 6, 7 cover the core technical aspects,
namely, the secure transaction protocol, the interaction between
the phone and the local machine, and the interaction between the
phone and the remote service mediated by a local machine,
respectively. We report our prototype implementation in Section
8, which details the hardware we used for our prototype, the SDK
that we used for development, and how we managed to use
different middleware to integrate the mobile phone, the retail
solution based on the RSA kiosk, and the Adaptive Bank to form
a complete end-to-end payment system prototype. In Section 9 we
contrast our mobile payment solution with existing mobile
payment solutions. The paper is concluded in Section 10.

2. PCI DSS

The Payment Card Industry (PCI) Data Security Standard (DSS)
[24] specifies regulatory compliance requirements for merchants
(retail store, mail order, e-commerce sites, etc.) and service
providers (payment gateways, e-commerce host providers, credit
report agencies, etc.) that involve payment processing, and thus
store, process, or transmit cardholder information. The Point-of-
Sale (POS) terminal environment may be excluded from
merchant’s compliance validation, if it is not IP network based or
has no access to the merchant location [25]. Merchants are subject
to different levels of compliance, from a high of level 1 to a low
of level 4, depending on annual payment transaction volumes
(level 1 for more than 6 million credit card transactions per year).

Information subject to protection consists of cardholder data that
further includes Primary Account Number (PAN), cardholder
name, service code and expiration Date, and sensitive
authentication data that further includes full magnetic stripe data,
validation code, and PIN. Following the defined storage and
protection requirements, cardholder data is allowed to be stored
on some storage medium with sufficient measures to ensure the
protection of the PANSs. Other cardholder data mentioned above
need only be protected if it is stored in conjunction with the
PANs. The sensitive authentication data mentioned above must
not be stored at all.

The PCI DSS is divided into six categories, with twelve high-
level requirements that govern network security, data protection,
access control, access monitoring, etc. A template of assessment
procedures is described in [25]. The high-level requirement on
cardholder data protection is further refined into: (1) keep
cardholder data storage to a minimum, with the necessary data
retention and disposal policies; (2) no storing of sensitive
authentication data after payment authorization (even if
encrypted); (3) mask PANs when displayed; (4) render PAN
unreadable anywhere it is stored, including truncation, encryption,
etc. (5) protect the cryptographic keys used for encryption of
cardholder data; (6) document and implement key-management
processes and procedures for cryptographic keys used for
encryption of cardholder data.

Note that the standard [25] states that ““.... PCI DSS, however,
does not apply if PANs are not stored, processed, and
transmitted”. Clearly, the data protection requirement will be
effectively satisfied with minimum risk if cardholder data is not
stored at all. We interpret the statement to mean that the



requirement is satisfied if the data is stored in a form that the
merchant cannot interpret, which in our solution is achieved by
applying strong public-key based crypto support to encrypt card
holder data into payment authorization tokens that are transmitted
across the end-to-end payment system.

3. RETAIL STORE ASSISTANT &
ADAPTIVE BANK

Our mobile payment system is built on two Service Oriented
Architecture (SOA) based solution systems: the Retail Store
Assistant (RSA) that delivers personalized shopping services and
experiences to in-store customers, and the Adaptive Bank
platform that supports multiple front-end banking channels to the
core banking process. Both systems are interoperable at the Web
Service SOAP messaging level. Our mobile payment system uses
the RSA as a front-end customer touch point and the Adaptive
Bank for backend payment processing.

3.1 Retail Store Assistant (RSA)

The RSA system is designed to uniformly support shopping-
related kiosk applications at different touch points (in physical
stores, at home, and through mobile devices). The kiosk-based
application prototype is currently accessible for online
demonstration [27]. These touch points serve as the front-end to a
network of services provided by the retailer and its business
partners, which include manufacturers and financial institutions.
The system aims to reduce or eliminate common shopping
frustrations and to help buyers with shopping rather than only
helping retailers sell. The RSA application prototype currently
provides in-store personalized coupon offering, product
information search, personal event management, voice and image
based shopping reminders, etc. The mobile version of the RSA
system has also been prototyped [16].

NFC mobile payment is a key part of the integrated solution to
improve the shopping experience, not only because it is
convenient for customer payment transactions, but also because it
naturally pulls other shopping and purchase related applications
together onto the personalized mobile phones, primarily due to its
secure wireless communication protocol and the “tap-and-go”
simple phone usage model. Examples of these applications can
include the storing of accepted personalized coupons and
subsequently redeeming the coupons at check out, the on-the-
phone storing of transaction receipts to keep track of shopping
purchases, etc.

3.2 Adaptive Bank

Adaptive Bank is a SOA-based, multi-channel integration
framework that was developed within HP to integrate front office
applications with the backend business services and systems by a
uniform connectivity and messaging interface [1].

The infrastructure framework of Adaptive Bank is shown in
Figure 1. It supports multiple channel applications that include
teller, call center, ATM, web, etc. Each channel application is
associated with a different communication mechanism (TCP/IP,
HTTP and Web-Services, etc.) and message formats that includes
Fixed Length, XML and IFX (following the Interactive Financial
eXchange standard). Adaptive Bank exposes a uniform channel
messaging and connectivity interface to integrate different
channel applications with the backend infrastructure. The
business events generated from all these different channels are
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Figure 1. Adaptive Bank multiple channel applications and
its layered infrastructure.

routed through the business event server for further backend
processing. These events are also collected for business activity
monitoring, which can be either a common service from the
common services platform or provided by external business
services.

Seamless customer experiences are offered over multiple banking
channels. Specifically, the operational data store hosts the data
model and integration technology essential to creating a unified
customer view across the channels by integrating various data
sources that span the infrastructure stack, such as host customer
transactions, customer profile, customer activity monitoring, and
targeted customer offerings. Each channel application can fully
leverage comprehensive customer behavior information
aggregated from all different channels.

4. MOBILE PAYMENT SOLUTION
ARCHITECTURE

The entire secure mobile payment solution spans the NFC-
enabled cell phone, the service terminal (such as an in-store kiosk
enabled by the RSA) with its backend services, and the Adaptive
Bank platform. The overall system is shown in Figure 2.

We introduced a mobile banking channel to Adaptive Bank. The
Adaptive Bank provides front-end processing of the issuing bank
(i.e., the bank that issues the payment card to the card holders,
who then use the issued card at the merchant [26]). In our system,
the issuing bank owns the mobile user account. This channel
receives the transaction request from the acquiring bank (i.e., the
bank that takes care of payment processing for the merchant [26]),
processes the request, and forwards the processed result to the
core banking processor of the issuing bank, where the credit/debit
processing updates the mobile user accounts to reflect payment
transaction. The merchant account can be either immediately
credited in this credit/debit processing, or deferred to later bank-
to-bank reconciliation with the settlement bank involved. The
payment transaction request originates at the local transaction
issuer, which can be a kiosk or a point-of-sale terminal at a retail
store.

The transaction request message over this mobile banking channel
carries two parts: the payment information and the authorization
token issued from the mobile phone. The payment information
can include, for example, the merchant bank account number, the
payment amount to be collected from the customer’s account, and
a transaction identifier issued by the merchant for future tracking
purposes, e.g., when the purchased items are returned and a
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Figure 2. The overall NFC-enabled mobile payment system.

refund is issued. The authorization token is constructed by the
mobile phone based on the payment information sent from the
local transaction issuer (detailed in the description of the secure
transaction protocol in Section 5), and is tamper-resistant with
strong public-key based cryptographic support built into the
mobile phone’s smart-card microchips.

While our payment message conforms to the traditional payment
processing protocol, our proposal replaces the sensitive
information, such as bank account number (PAN) and password
(PIN), with an authorization token.

The processing of the transaction request at the mobile banking
channel involves the validation of the authorization token (the
validation procedure will be detailed in Section 5). The
credit/debit transaction relies on a validated authorization token to
ensure the correct customer account and actual payment amount
specified by the mobile user.

Each purchase transaction and the associated authorization token
are logged by the local transaction issuer and the logs are stored at
the merchant’s backend services. The transaction can be either a
purchase transaction or a refund transaction. For a refund
transaction, the authorization token is not issued from the mobile
phone. Instead, the merchant relies on the recorded transaction
identifier to retrieve the authorization token issued for the
previous purchase transaction. Afterwards, the retrieved
authorization is incorporated into the refund transaction request.
A transaction data flow similar to that shown in Figure 2 happens
and ultimately the issuing bank credits the customer the refund
amount, and the acquiring bank deducts the corresponding
amount from the merchant account.

In a typical merchant-based deployment environment, a dedicated
secure communication payment network is established between
the merchant’s transaction issuer and Adaptive Bank to handle
actual payment transactions. For example, the merchant has its
local transaction issuer (such as a POS terminal) connect to the
acquiring bank. The acquiring bank then forward the transaction
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request to the payment network that it belongs to, such as VisaNet
or BankNet, for transaction routing. The transaction request
eventually reaches the Adaptive Bank, because the issuing bank
belongs to the same payment network, or because the two
payment networks that the issuing bank and the acquiring bank
are associated with can be bridged through a payment processing
gateway [26].

In other deployment environments that are more open, such as a
home-based remote transaction (detailed later in Section 7), a
secure communication channel like HTTPS is required between
the local machine and the merchant’s backend with the above
mentioned dedicated communication channel.

The merchant’s acquiring bank serves as only a middleman in the
banking network to forward mobile payment transaction requests.
Its functionalities can be logically encapsulated by some
merchant’s backend services, as shown in Figure 2. In the
remainder of this paper, we are only interested in the issuing
bank, at which the Adaptive Bank is hosted. We refer to the
issuing bank as simply the bank.

Note that the end-to-end payment processing network described
in Figure 2 involves only the NFC communication channel and
the traditional payment processing network. Thus no mobile
carrier networks are required in our mobile payment solution.

5. SECURE TRANSACTION PROTOCOL

5.1 Payment Authorization Token

The smart-card chip embedded in the phone holds a public/private
key pair assigned to the user, as well as the public key of the
user’s bank. The local transaction issuer sends the required
payment amount to the user’s device via the NFC channel. After
the user confirms the payment amount, a digital signature is
created from the user’s private key and the user-side payment
information that includes the user’s bank account number, the
payment amount, a transaction counter (to prevent replay attacks),
and a time stamp. The payment standards require that all



transactions have to be time stamped to the second with GMT
offsets.

The digital signature and the user-side payment information are
then encrypted with the bank’s public key. The encrypted result
can not be interpreted by the merchant, and thus we need a clear-
text part to specify: (1) the payment amount that the mobile user
promises, such that the merchant can know beforehand the
amount that the user claims to be willing to pay and (2) the bank’s
routing number, because the payment network needs the number
to route the transaction request to the correct bank.

The overall data structure that includes both the encrypted part
and the clear-text part is called an authorization token, as shown
in Figure 3.

Payment Amount +

<+— (in clear text)
Bank’s Routing Number

+

Bank Account Number + Digital

Payment Amount + Signature
(Signed with user’s

Transaction Counter (Nonce) + °
private key)

Time Stamp +

™~
N

Encrypted with bank’s
public key

Figure 3. Payment authorization token issued from mobile
phones.

Note that there are two payment amounts encapsulated in the
authorization token: the amount in clear-text, which the merchant
can check, and the amount in encrypted form, which is the true
amount that the mobile user agrees to pay. The Adaptive Bank’s
mobile banking channel will detect if the two payment amounts
differ, perhaps because the merchant deliberately or inadvertently
changed the clear-text part, and will refuse to forward the
transaction request down to the issuing bank’s core banking
processor. Similarly, if the customer lies to the merchant by
deliberately setting the amount in clear-text larger that what is put
in the encrypted form, although the merchant will proceed to issue
the transaction request to the backend payment network, the
merchant will be notified about transaction failure by the
Adaptive Bank’s mobile banking channel. Consequently, the
merchant will not release what is to be purchased by the
customer. Thus the customer gains nothing from such cheating.

It is up to the merchant to protect the integrity of the clear text
message part and the authorization token in the same way that the
merchant would have to protect a check made out to “Cash”. If
the communications channel is secure, there is no risk that the
token will be stolen. If not, it is as likely that attackers can
subvert the key exchange process as it is that they will steal the
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token. The mobile users never expose their identities, or even
their public keys, to the merchant. As a result, we do not have the
mobile phone sign the entire authorization token, since the
merchant is not able to verify this signature.

5.2 Detailed Communication Protocol

The authorization token is issued by the mobile phone to the
transaction requester from the local transaction issuer over the
NFC channel. The local transaction issuer inspects the clear text
part to check the amount the user agrees to pay. After checking,
the authorization token is incorporated into the transaction request
message by the local transaction issuer for backend payment
processing. This token finally arrives at the Adaptive Bank’s
mobile banking channel through necessary routing network,
guided by the bank’s routing number embedded in the transaction
request. The authorization token is then decrypted using the
bank’s private key. The digital signature that is included in the
decrypted authorization token is checked, after the mobile
banking channel using the decrypted bank account number to
retrieve the corresponding customer’s public key from the bank’s
central certificate store. After the valid digital signature is
confirmed by the mobile banking channel, at the bank’s core
banking processor, the user account is debited the specified
amount. For the core banking processor to make the final
decision, other bank account information is evaluated as well,
such as whether the account is blocked or frozen, whether the
card is stolen, and whether the transaction is over the limit. The
end-to-end payment transaction result eventually returns to the
transaction issuer at the local machine right next to the mobile
phone.

The end-to-end secure transaction spanning the mobile phone, the
merchant, and Adaptive Bank, is illustrated by the sequence
diagram in Figure 4.

All customer personal information is in the encrypted part of the
authorization token, which is opaque to the merchant. Thus, with
our secure payment solution, customer related data breach
incidents, such as the one at T.J. Maxx [6], will not compromise
customer account numbers. Since the authorization token is not
designated to a particular merchant, the merchant that receives the
token has an incentive to protect it from being tampered with, lost
or stolen. In the case of a return or refund, the merchant can
retrieve from its backend office the original authorization token
and provide the retrieved token to the bank, along with the refund
amount that the merchant is to pay. The bank decrypts the
authorization token, validates the authorization token, extracts the
embedded user’s account number, and credits the refund amount
to the user from the merchant’s account.

With respect to the PCI DSS regulatory compliance described in
Section 2, because the authorization tokens that come out of the
mobile phone are encrypted with the bank’s public key, the
merchants can never obtain sensitive card holder information, in
particular, the primary account number (PAN) embedded in the
authorization token. Therefore, with the NFC mobile banking
channel, the merchants should be relieved from the compliance
requirements imposed by the PCI DSS.

5.3 Key Management
The user’s public/private key pair is generated locally within the
mobile phone during the initial mobile application installation,
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Figure 4. Sequence interaction on mobile phone, local machine and Adaptive Bank.

which can take place at a bank branch office. The private key
never leaves the mobile phone. The bank’s public key is also
imported to the mobile phone’s local certificate store (on the NFC
chip) during software installation. Once the mobile payment
application is installed on the phone, user registration can take
place at the bank’s branch as well. The mobile phone exports the
user’s public key to a local machine at the bank’s branch, from
which the public key is eventually stored in the bank’s central
certificate store and associated with the user’s bank account
number. When the user’s bank account is closed, the
corresponding public key at the central certificate store is
revoked, disallowing further mobile payment transaction
processing.

If the user has multiple accounts at the bank (e.g., checking and
saving), he or she can select the desired account to associate with
the authorization token. However, they share the same
public/private key pair in the mobile phone. The mobile payment
solution can support multiple banks as well as multiple accounts
in one bank. Under this situation, each bank will supply its own
public key and bank routing number to the mobile payment
software installed at the mobile phone.

6. USER INTERACTION COORDINATION
AND MANAGEMENT

The mobile phone and local machine exchange data over the NFC
channel, as shown in Figure 4. Due to the NFC proximity
requirement, the mobile phone needs to be positioned close to the
local machine’s NFC reader to enable message exchange twice: to
receive the payment amount for user verification, and to send
back the authorization token. Correspondingly, the customer is
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prompted to do the following steps by the transaction issuer
device (local machine):

(1) Put the mobile phone close to the NFC reader so that the
payment amount can be written to the NFC 10 accessible
storage (shown as smart-card microchip in Figure 2) on the
mobile phone by the local machine;

(2) Confirm payment amount on the mobile phone and
ultimately the authorization token is written to the NFC 10

accessible storage on the mobile phone;

(3) Put the mobile phone close to the NFC reader again so that
the local machine can read mobile phone’s NFC 10
accessible storage that contains the latest authorization

token.

The send/receive status at the transaction issuer (local machine)’s
NFC 10 is communicated to its payment processing Ul, as shown
in Figure 5 (left-hand side), to keep human in the loop. Figure 5
(right-hand side) shows the payment confirmation step on the
mobile phone.

Notice that the Ul of the mobile phone is critical in our solution, a
concept called Splitting Trust [2]. The mobile phone is personally
owned and trusted by the consumer but not the merchant. The
local machine that issues the transaction request is trusted by the
merchant, but not the user. By having the phone Ul show the
required payment amount and then allow user to confirm the
amount, the local machine cannot cheat or alter the actual amount
that the merchant includes into its transaction request to the bank,
because the authorization token is only valid for the amount
confirmed by the customer.



A user profile hosted on the phone simplifies the interaction and
provides further payment protection. The user profile is created
when the mobile payment software is installed to the phone and
can be updated later by the user. The user profile can support the
following payment related configuration information. A payment
threshold can be defined to skip the verification step for small
amounts, or to activate password or biometric based
authentication on the mobile device for large transactions. A limit
can be also set for the total amount that can be issued from the
phone within a day. A payment choice can be given to the user to
debit a different banking account or a digital wallet [17]. Because
the mobile phone is viewed as a personal device, rather than being
shared among multiple users, our system only supports a single
user profile.

refunds. As a result, online merchants and traditional brick-and-
mortar merchants share the same customer data retention behavior
and thus potential risk of a data breach. Our secure transaction
protocol can help online merchants avoid such risk. The security
provided by our solution is similar to what Citi’s Virtual Account
Numbers provide [5], but we eliminate the effort of acquiring the
virtual account number over the web for every online purchase.

The detailed protocol for NFC enabled online payment
transaction is shown in Figure 6. The user makes an online
purchase from a web site. The shopping session is linked to a
global payment session identifier at the backend. At the payment
web page, once a payment button is clicked, a certified .NET
ClickOnce application [21] or a Java applet, called a mediator, is
downloaded to and then launched from the machine that hosts the

Figure 5. Mobile phone to local machine interaction (the left-hand side screenshot shows the steps displayed on the RSA
based kiosk to guard user interaction, and the right-hand side screenshot shows payment confirmation on the mobile phone).

Apart from the smart-card chip, a second micro-chip (called
storage micro-chip in Figure 2) can be installed in the phone for
secure storage, allowing mobile users to store more shopping-
related information on the phone, such as transaction receipts,
coupons, etc., when other mobile services (e.g., coupon offering)
are provided as part of the integrated solution package to enrich
consumer mobile experiences.

7. REMOTE TRANSACTION ENABED BY
NFC

The proximity interaction detailed in Section 6 occurs when the
transaction issuer is an in-store kiosk or point-of-sale, i.e., a
machine close to the mobile phone. Our solution also supports
remote transactions by extending the solution architecture detailed
in Section 4 with a web browser located at the store and a remote
web-based payment application, while following the secure
transaction protocol detailed in Section 5. Such remote
transactions enable secure online shopping, such as from a home
PC or a home multimedia appliance like HP TouchSmart. A
typical online shopping site nowadays requires full credit card
information. Even though the payment transaction is done via
HTTPS and thus protected during message transmission, the
online merchant will receive and then store the user’s full credit
card information, for example, for future shopping purchases or
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web browser. Once the mediator detects that a NFC reader is
attached to the local computer, it starts a local payment session.
The local payment session will inherit the global payment session
identifier at the time the mediator is launched. For example, in
.NET, the ClickOnce application can accept input parameters at
the time it is launched as environment variables that are then
retrievable in the launched ClickOnce application.

The local session handles the exchange of the payment
information and authorization token between the mobile device
and the local machine through a local NFC reader, following the
same procedure described previously. Once the authorization
token is acquired, the downloaded mediator migrates the purchase
session back to the remote purchase web site and terminates itself
at the local machine. The session migration is achieved by having
the mediator invoke the backend session management service,
whose end-point reference is pre-specified in the downloaded
mediator application. This web service invocation is done via the
HTTPS channel, with input parameters that include the global
payment session identifier and the authorization token. Once the
session management service receives the global payment session
identifier and the authorization token, the previous online
shopping application that had been suspended will resume.

At this point, the transaction continues at the online purchase site,
through the merchant backend and then Adaptive Bank, following
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Figure 6. Remote web-based payment transactions enabled by local NFC.

the steps described previously in Section 5. Ultimately, the
transaction result is acknowledged to the user through a web page
from the online purchase site.

The downloaded mediator’s security guarantee is rooted at the
trusted .NET runtime installed at the local machine. Code
integrity is checked before the mediator is launched. Restriction
on local resource access is enforced by the .NET runtime through
the Code Access Security mechanism (CAS) [21]. The access
control policies enforced by CAS consist of the ones that are
defined by the local machine, and the ones that are embedded in
the downloaded code and defined by the code publisher (for
example, to restrict remote communication only back to the
publisher site). In our solution, the code publisher is the online
purchase site that supports NFC-based payment solution.

Note that this protocol is not subject to keystroke loggers because
critical information is passed via the NFC channel, not the
keyboard.

8. PROTOTYPE IMPLEMENTATION

In our prototype, we used a Nokia 3220 mobile phone with a NFC
enabled jacket and a secure Mifare memory chip. The RSA web-
based application serves the same function as the in-store kiosk
touch point for store purchases. The web-based kiosk application
is implemented in ASP.NET and it communicates with the
merchant backend via .NET web services. The merchant backend
directly interacts with the Adaptive Bank mobile banking channel
for transaction requests, by using the XML document exchange
supported by the .NET Web Service Enhancement (WSE) 3.0.
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The Adaptive Bank mobile channel has a special HTTP listener
installed to handle mobile payment transaction requests.

On the mobile phone, the payment application consists of two
parts. The Ul is a Java-based Midlet designed to run on the J2ME
virtual machine. The payment module is a Java card Applet
application [13] developed in Java using the JCOP API’s from
IBM and the NFC-related SDK from Nokia. We also used the
JetZ API from NXP for secure access to the Philips' Mifare chip,
which works as our secure storage chip. Since the kiosk
application is web-based, it relies on our remote transaction
technique (with .NET ClickOnce application download) to
communicate with the mobile phone. The NFC reader on the
kiosk was developed in Java. A CORBA communication
framework [19] enables the cross-language communication
between the NFC reader and the .NET ClickOnce application.
Should a .NET based NFC reader SDK become available, we will
not need the CORBA-based cross-language communication.

9. RELATED WORK
There is a large collection of mobile banking applications that has
been developed, piloted and deployed since late 1990’s. Here we
only contrast our work with other mobile payment solutions, with
or without the NFC enablement.

The contactless smart card relies on NFC to send data stored on
the smart card to host devices equipped with NFC readers. The
Sony Felica Card is one of the most successful contactless smart
cards [10]. A Felica card stores an integer counter representing a
pre-paid credit. The reader reduces the amount of available credit
through a secret-key sharing protocol. Different data access rights



are granted based on the secret presented by the reader. The
services supported by Felica include transportation passes,
electronic wallets, loyalty programs. Such contactless cards are
very convenient and ease-to-use, due to their tap-and-go
interaction with the reader. The payment process is completely
local and no backend processing is involved. Because the card
lacks a Ul, users must fully trust the host devices to deduct only
the agreed amount.

Contactless smart cards (NFC chips) can be combined with
mobile phones to form NFC-enabled mobile phones. Such mobile
phones, including NTT DoCoMo’s i-mode Felica [15] and Nokia
NFC phones [20], use the phone Ul to display secure data (for
example, the remaining credit) stored on the attached chip, and
allow or disallow the payment transaction based on Ul
commands. However, secure transactions still go through the NFC
chip’s local data store, as done on the i-mode Felica.
Alternatively, in MasterCards’s NFC pilot with Nokia [3], the
NFC chip allowed the reader to fetch the customer’s Primary
Account Number (PAN). By contrast, in our solution, the
payment transaction processing happens at the backend, and the
NFC chip only issues authorization tokens. No transaction data is
updated on the mobile phone. Hence, our solution is more flexible
for the merchant, because the merchant is not required to have the
secret keys pre-distributed for access to the NFC chips [14]. That
means the merchant is not locked into a particular payment
service provider. Furthermore, since only the authorization
tokens, but not NFC stored personal data are revealed to the
merchant, our solution is more secure as well.

NFC-enabled mobile phones do not require mobile carrier
networks for payment transactions. There are alternative payment
solutions that do. Some are based on SMS text messaging [8].
Others are either mobile browser applications or mobile device
applications, which all rely on the WAP enabled internet [23, 22].
All of these payment solutions require a mobile carrier to provide
the wireless communication channel. In SMS messaging based
solutions, the payment request (payer’s phone number, amount,
and even PIN) is carried in one SMS message. A major
disadvantage is that such SMS payment solutions are inherently
not real-time.

The mobile browser or device applications mentioned above are
no different from what is already provided in today’s online
payment services, such as PayPal or Google Checkout, except that
such applications run on mobile devices. The user’s password is
typically presented to the service provider for authentication.
Although the mabile payment process is secured by HTTPS, it is
suitable only for online purchases, i.e., the ones with the
transaction requests being originally issued from the mobile
environment and completed in the mobile environment. They are
not designed to have the mobile device to be inserted into the
transaction path in which the transaction is an in-store purchase
issued from an in-store POS terminal, or an online purchase
issued from a browser running on a home desktop. In contrast, our
NFC solution works for both in-store purchase terminals and
home desktops via the same secure transaction protocol.

In all mobile payment schemes, a virus could take full control of
the phone and communicate with a malicious party within and
beyond the carrier network, as reported by the mobile phone-
based Trojan named Redbrowser.a [29] that attacked mobile
devices that run the J2ME version of the Java virtual machine.
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The only protection our protocol provides is the confirmation
step, but it is not clear that a virus cannot simulate a button press.
The best solution is to provide a more secure operating system
that better isolates applications running on the phone [28].

Finally, with respect to secure payment protocol, Hamann et al.
[12] described a Java-based online transaction technique that
relies on a smart card device attached to the local machine
through a particular wiring protocol (e.g., USB) for online
transaction authorization. Fundamentally, the local machine is
viewed as a trusted machine and thus the system is designed to
have PIN number entered from the local machine in order to
activate the smart card authorization process. Chaum’s digital
cash protocol [4] is designed for anonymous cash in which the
bank that issues the cash can not distinguish the cash holders.
Although our payment solution has the authorization tokens
anonymous to the merchants, the tokens have to be decrypted and
then validated by the bank, and thus the tokens in our solution can
be fully tracked by the bank.

Overall, our solution significantly differs from the work described
above. It provides integrated features that include the trusted
personal phone Ul, the authorization-based secure transaction
protocol that relies on signing the customer account number and
then obfuscating it using the bank’s public key, the dual support
of proximity and remote transactions to bring the same mobile
payment experience to both in-store shopping and online
shopping, and the flexible payment integration powered by
Adaptive Bank.

10. CONCLUSIONS

We have designed and implemented the NFC-based mobile
payment solution. It demonstrates the integration of the mobile
devices with current existing Point-of-Sale (POS) retail payment
solutions. By issuing payment authorization tokens from the
mobile devices, the solution eliminates the transfer of any
sensitive user information over the public networks, such as bank
account number (PAN) and user passwords (PIN). The prototype
has been showcased to various HP prospective customers. In our
next steps, we plan to perform end-to-end system performance
and mobile user evaluation to better character our solution
architecture. To enrich the solution features, we plan to integrate
the digital wallet [17] as a special payment option in our solution.
To further assess the solution’s practicality, we will investigate
how to adopt our secure transaction protocol and security tokens
in the current VisaNet routing network, which routes the
transactions between the acquiring banks and the issuing banks.
Finally, to improve security and privacy of our solution, we will
look into anonymous digital cash, and explore the mobile Trusted
Platform Module (TPM) for building secure mobile applications
[18].
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