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Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
ID Family Id Status Number if Date Due Cost
not Granted Date (Est.

Tranche USD)

8

82217930 | F200506432 | US US7823154 Granted 16-Sep- 26-Apr- | 7,706.00 | SYSTEM AND
2005 2022 METHOD FOR
PROVIDING, BY
APLURALITY OF
SCHEDULERS,
DIFFERENTIATE
D SERVICE TO
CONSUMERS OF
DISTRIBUTED
RESOURCES

82218791 | F200506906 | US US7243877 Granted 7-Apr- N/A N/A TAPE REEL
2006

82218968 | F200507008 | US US8214838 Granted 26-Jul- 3-Jan- 7,400.00 | SYSTEM AND
2006 2024 METHOD FOR
ATTRIBUTING
TO A
CORRESPONDIN
G VIRTUAL
MACHINE CPU
UTILIZATION OF
ANETWORK
DRIVER DOMAIN
BASED ON
WEIGHTED
COMMUNICATIO
N

82219595 | F200507343 | US US7517794 Granted 21-Oct- N/A N/A METHOD FOR
2005 FABRICATING
NANOSCALE
FEATURES

82219769 | F200507436 | US US8732307 Granted 25-Jul- 20-Nov- | 3,766.00 | PREDICTIVE
2006 2021 CONTROL FOR
RESOURCE
ENTITLEMENT

82220357 | F200600115 | US US7707215 Granted 17-Oct- 27-Oct- 7,706.00 | PARIMUTUEL
2006 2021 CONTENT
PROVISIONING

82222718 | F200601010 | US | US7610383 Granted 11-Aug- | 27-Apr- | 7.706.00 | DATA-OBJECT-
2006 2021 RELATED-
REQUEST
ROUTING IN A
DYNAMIC,
DISTRIBUTED
DATA-STORAGE
SYSTEM
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Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
ID Family Id Status Number if Date Due Cost
Tranche not Granted Date (Est.
USD)
8
82223486 | F200601309 | US US8347726 Granted 25-Apr- 8-Jul- 3,606.00 | FREE-STANDING
2007 2020 NANOWIRE
SENSOR AND
METHODS FOR
FORMING AND
USING THE SAME
82223495 | F200601311 | US US8773882 Granted 15-Apr- 8-Jan- 3,766.00 | MIXED-SCALE
2010 2022 ELECTRONIC
INTERFACES
82225259 | F200602234 | US USD627772 Granted 26-Mar- | N/A N/A AN OPERATOR
2007 CONTROL PANEL
WITH DISPLAY
AND MULTIPLE
FUNCTION
BUTTONS FOR A
STORAGE
LIBRARY
82233167 | F200602441 | US US8024514 Granted 17-Jul- 20-Mar- | 7,706.00 | ACCESS
2007 2023 CONTROL
MANAGEMENT
82226204 | F200602589 | US US8395896 Granted 24-Feb- 12-Sep- 3,606.00 | REDUNDANT
2007 2020 COOLING
SYSTEMS AND
METHODS
82230137 | F200700096 | US | US7757023 Granted 1-Aug- 13-Jan- | 7,706.00 | STORAGE-
2007 2022 CENTRIC
MANAGEABILIT
Y IN A SYSTEM
82231646 | F200700635 | US | US7962480 Granted 31-Jul- | 14-Dec- | 7,406.00 | USING A
2007 2022 WEIGHTED TREE
TO DETERMINE
DOCUMENT
RELEVANCE
82231916 | F200700731 | US | US8793264 Granted 18-Jul- | 29-Jan- | 3,766.00 | DETERMINING A
2007 2022 SUBSET OF
DOCUMENTS
FROM WHICH A
PARTICULAR
DOCUMENT WAS
DERIVED
82232318 | F200700875 | US | US8392708 Granted 29-Sep- | 5-Sep- 3,606.00 | AUDITING DATA
2008 2020 INTEGRITY
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Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
ID Family Id Status Number if Date Due Cost
Tranche not Granted Date (Est.
USD)
8
82239869 | F200700875 | US US8281151 Granted 1-Oct- 2-Apr- 7,706.00 | AUDITOR
2008 2024 ASSISTED
EXTRACTION
AND
VERIFICATION
OF CLIENT DATA
RETURNED
FROM A
STORAGE
PROVIDED
WHILE HIDING
CLIENT DATA
FROM THE
AUDITOR
82232477 | F200700945 | US US7477809 Granted 31-Jul- 13-Jul- 7,406.00 | PHOTONIC
2007 2020 GUIDING DEVICE
82232483 | F200700945 | US US7835602 Granted 23-Oct- 16-May- | 7,706.00 | PHOTONIC
2008 2022 GUIDING DEVICE
82232486 | F200700945 | CN CN200880101515. | Granted 30-Jul- 30-Jul- 990.04 PHOTONIC
3 2008 2021 GUIDING DEVICE
82232495 | F200700945 | KR KR10-1588348 Granted 30-Jul- 19-Jan- 260.52 PHOTONIC
2008 2021 GUIDING DEVICE
82239827 | F200702994 | US US8732308 Granted 1-Oct- 20-Nov- | 3,766.00 | COORDINATED
2008 2021 MANAGEMENT
IN VIRTUALIZED
SYSTEMS USING
MANAGEMENT
BROKERS AND
MANAGEMENT
CHANNELS
82245341 | F200702994 | US US9395786 Granted 9-Oct- 19-Jan- 3,766.00 | CROSS-LAYER
2008 2024 POWER
MANAGEMENT
IN A MULTI-
LAYER SYSTEM
82239983 | F200703037 | US US8812508 Granted 14-Dec- 19-Feb- 3,766.00 | SYSTEMS AND
2007 2022 METHODS FOR
EXTRACTING
PHASES FROM
TEXT
82241663 | F200703681 | US US8694991 Granted 22-Aug- | 8-Oct- 3,766.00 | SERVER
2008 2021 VIRTUALIZED
USING
VIRTUALIZATIO
N PLATFORM

238
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Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
ID Family Id Status Number if Date Due Cost

not Granted Date (Est.
Tranche USD)

8

82654469 | F200703809 | US US8677365 Granted 27-Aug- | 18-Sep- 3,766.00 | PERFORMING
2008 2021 ZONE BASED
WORKLOAD
SCHEDULING
ACCORDING TO
ENVIRONMENTA
L CONDITIONS

82242488 | F200703973 | US US7925927 Granted 30-Oct- 12-Oct- 7,706.00 | SIMULATOR FOR
2008 2022 DETERMINING
DATALOSSIN A
FAULT
TOLERANT
SYSTEM

82242503 | F200703974 | US US8677208 Granted 19-Sep- 18-Sep- 3,766.00 | GENERATING A
2008 2021 PARALLEL
RECOVERY PLAN
FOR ADATA
STORAGE
SYSTEM

82242506 | F200703974 | CN CN200880117051. | Granted 19-Sep- 19-Sep- 985.42 GENERATING A

5 2008 2020 PARALLEL
RECOVERY PLAN
FOR ADATA
STORAGE
SYSTEM

82243097 | F200704122 | US US8019765 Granted 29-Oct- 13-Mar- | 7,706.00 | IDENTIFYING
2008 2023 FILES
ASSOCIATED
WITH A
WORKFLOW

82620394 | F200704234 | US US8774625 Granted 8-Aug- 8-Jan- 3,766.00 | METHOD AND
2008 2022 SYSTEMS FOR
IMPLEMENTING
HIGH-RADIX
SWITCH
TOPOLOGIES ON
RELATIVELY
LOWER-RADIX
SWITCH
PHYSICAL
NETWORKS

82244438 | F200704554 | GB GB2461899 Granted 17-Jul- 17-Jul- 443.74 CONTROLLING
2008 2021 MOTION OF
STORAGE MEDIA

82244441 | F200704554 | US US7911727 Granted 1-Oct- 22-Sep- 7,706.00 | CONTROLLING
2008 2022 MOTION OF
STORAGE MEDIA
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Tranche USD)

8

82641262 | F200704721 | US US8386494 Granted 7-Aug- 26-Aug- | 3,606.00 | PROVIDING

2008 2020 DATA
STRUCTURES
FOR
DETERMINING
WHETHER KEYS
OF AN INDEX
ARE PRESENT IN
A STORAGE
SYSTEM

82245164 | F200800251 | US US8347070 Granted 30-Oct- 1-Jul- 7,706.00 | METHOD FOR
2008 2024 CONTROLLING
RESOURCE
UTILIZATION
RATE AND
COMPUTER
SYSTEM

82245167 | F200800252 | US US8677375 Granted 29-Jan- 18-Sep- 3,766.00 | SELECTING
2009 2021 EXECUTING
REQUESTS TO
PREEMPT

82247732 | F200801486 | US US8516099 Granted 26-Jan- 20-Feb- 3,606.00 | SCALING

2009 2021 MANAGEMENT
TASKS
PERFORMED BY
A MANAGEMENT
SYSTEM
ACCORDING TO
A DETERMINED
SIZE OF A
MANAGED
ENVIRONMENT

82910274 | F200802535 | US | US9179580 Granted 10-Jun- | 3-May- | 3,766.00 | DATA CENTER
2010 2023 COOLER WITH
CHILLER AND
COOLING
TOWER (AS
AMENDED)

82249292 | F200802683 | US US8355828 Granted 13-Mar- | 15-Jul- 3,606.00 | DETERMINING
2009 2020 OPTIMAL
SETTINGS FOR
RESOURCE
ACTUATORS

82853976 | F200803285 | US US8774638 Granted 31-Jul- 8-Jan- 3,766.00 | PHOTONIC

2009 2022 QUANTUM
SYSTEM
ALIGNMENT
USING MULTIPLE
BEAMS
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ID Family Id Status Number if Date Due Cost
Tranche not Granted Date (Est.
USD)
8
82925997 | F200803285 | CN CN200980160706. | Granted 31-Jul- 31-Jul- 1,032.98 | PHOTONIC
1 2009 2021 QUANTUM
SYSTEM
ALIGNMENT
USING MULTIPLE
BEAMS
82250756 | F200900032 | US | US8390705 Granted 27-Oct- | 5-Sep- | 7.706.00 | NANOWIRE
2009 2024 PHOTODIODES
82250801 | F200900057 | US US8402016 Granted 27-May- | 19-Sep- 3,606.00 | FETCHING
2009 2020 OPTIMIZATION
IN MULTI-WAY
PIPELINED
DATABASE
JOINS
82922683 | F200900329 | US | US8569900 Granted 20-Jul- | 29-Apr- | 3,766.00 | NANOWIRE
2009 2021 SENSOR WITH
ANGLED
SEGMENTS THAT
ARE
DIFFERENTLY
FUNCTIONALIZE
D
82251176 | F200900333 | US | US8327721 Granted 26-Oct- | 11-Jun- | 7,706.00 | SENSOR FABRIC
2009 2024 FOR SHAPE
PERCEPTION
82251317 | F200900411 | US US8374622 Granted 12-Dec- 12-Aug- | 7,706.00 | CALL
2007 2024 ADMISSION
CONTROL FOR
WIFI
82918780 | F200902356 | CN | CN200980161379. | Granted 10-Jul- | 10-Jul- | 666.46 | MEMRISTIVE
1 2009 2020 JUNCTION WITH
INTRINSIC
RECTIFIER
82258220 | F200902356 | TW | TWI517465 Granted 9-Jul- 10-Jan- 237.00 MEMRISTIVE
2010 2021 JUNCTION WITH
INTRINSIC
RECTIFIER
82852408 | F200902356 | US US8710483 Granted 10-Jul- 29-Oct- 3,766.00 | MEMRISTIVE
2009 2021 JUNCTION WITH
INTRINSIC
RECTIFIER
82918782 | F200902356 | KR | KR10-1530118 Granted 10-Jul- | 12-Jun- | 66427 | MEMRISTIVE
2009 2021 JUNCTION WITH
INTRINSIC
RECTIFIER
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Application Title

82258373

F200902417

™W

TWI523290

Granted

27-Jul-
2010

20-Feb-
2021

237.00

MEMRISTORS
WITH
ASYMMETRIC
ELECTRODES

82853070

F200902417

UsS

US9171613

Granted

28-Jul-
2009

27-Apr-
2023

3,766.00

MEMRISTORS
WITH
ASYMMETRIC
ELECTRODES

82258460

F200902461

UsS

US9405731

Granted

26-Aug-
2009

2-Feb-
2024

3,766.00

ENERGY BASED
WAVELET
THRESHOLDING

82259390

F200903200

UsS

US8431474

Granted

25-Sep-
2009

30-Oct-
2024

7,406.00

THREE
DIMENSIONAL
MULTILAYER
CIRCUIT

82259435

F200903225

UsS

US8392168

Granted

3-Nov-
2009

5-Sep-
2020

3,606.00

SIMULATING AN
APPLICATION
DURING A
SAMPLING
PERIOD AND A
NON-SAMPLING
PERIOD

82259600

F200903307

UsS

US8402461

Granted

15-Nov-
2009

19-Sep-
2020

3,606.00

SWITCHING
BETWEEN
DIRECT MODE
AND INDIRECT
MODE FOR
VIRTUAL
MACHINE /O
REQUESTS

90045005

F200903800

JP

JP5969677

Granted

5-Oct-
2015

15-Jul-
2020

182.67

MULTIMODE
VERTICAL-
CAVITY
SURFACE-
EMITTING LASER
ARRAYS

83034236

F200903989

UsS

US8904176

Granted

28-Apr-
2010

2-Jun-
2022

3,766.00

PROTECTING
THE
INFORMATION
ENCODED IN A
BLOOM FILTER
USING ENCODED
BITS OF DATA
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ID Family Id Status Number if Date Due Cost

not Granted Date (Est.
Tranche USD)

8

90648620 | F200903989 | DE DE602010053953. | Granted 28-Apr- 28-Apr- 804.57 PROTECTING

9 2010 2021 THE
INFORMATION
ENCODED IN A
BLOOM FILTER
USING ENCODED
BITS OF DATA

90648624 | F200903989 | GB GB2564346 Granted 28-Apr- 28-Apr- 327.01 PROTECTING
2010 2021 THE
INFORMATION
ENCODED IN A
BLOOM FILTER
USING ENCODED
BITS OF DATA

82261124 | F200904320 | US US8364909 Granted 25-Jan- 29-Jul- 3,606.00 | DETERMINING A
2010 2020 CONFLICT IN
ACCESSING
SHARED
RESOURCES
USING A
REDUCED
NUMBER OF
CYCLES

82261316 | F200904449 | US US8664940 Granted 12-Oct- 4-Sep- 3,766.00 | GRAPHITE-
2010 2021 BASED SENSOR

83214681 | F201000277 | CN CN201080069548. | Granted 11-Oct- 11-Oct- 648.83 SYSTEM AND
1 2010 2020 METHOD FOR
QUERYING A
DATA STREAM

82263137 | F201000463 | US US8539059 Granted 2-Jun- 17-Mar- | 3,766.00 | MANAGING

2010 2021 COOLING
DEVICES AND
COMPUTING
NODES IN AN
INFRASTRUCTUR
E

83139124 | F201000520 | US US8990165 Granted 13-Jul- 24-Sep- 3,766.00 | METHODS,

2010 2022 APPARATUS AND
ARTICLES OF
MANUFACTURE
TO ARCHIVE
DATA

82585683 | F201000596 | US US8725904 Granted 18-Aug- | 13-Nov- | 3,766.00 | MANAGEMENT
2011 2021 PROCESSORS,
METHODS AND
ARTICLES OF
MANUFACTURE
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243



Patent
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Patent
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Patent Number

Filed
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Patent
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Application
Number if
not Granted

Annuity
Due
Date

Annuity
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(Est.
USD)

Application Title

83166392

F201000824

Us

US9275542

30-Jul-
2010

Granted 1-Sep-

2023

3,766.00

LOCATION-
INDEXED AUDIO
CONTENT

83834197

F201001697

CN

CN201180074045.
8

Granted 2-Sep-

2011

2-Sep-
2021

698.53

APPARATUS TO
STORE DATA
AND METHODS
TO READ
MEMORY CELLS

83834203

F201001697

UsS

US9311998

12-Oct-
2023

Granted 2-Sep-

2011

3,766.00

APPARATUS TO
STORE DATA
AND METHODS
TO READ
MEMORY CELLS

90175060

F201001697

UsS

US9431103

Granted 9-Mar-

2016

29-Feb-
2024

3,766.00

APPARATUS TO
STORE DATA
AND METHODS
TO READ
MEMORY CELLS

82267643

F201002333

UsS

US6937610

6-Oct-
2000

Expired N/A

N/A

METHOD AND
PROTOCOL FOR
A MEDIUM
ACCESS
CONTROL
LAYER FOR
LOCAL AREA
NETWORKS
WITH MULTIPLE-
PRIORITY
TRAFFIC

82268585

F201002556

Us

US6959082

10-Jul-
2001

Expired N/A

N/A

METHOD AND
SYSTEM FOR
AUTOMATIC
GAIN CONTROL
WITH ADAPTIVE
TABLE LOOKUP

82269776

F201002905

Us

US7660408

Expired 28-Apr- | N/A

2000

N/A

ATTENUATION
AND
TERMINATION
CIRCUIT USING
IMPEDANCE
SYNTHESIS

82269779

F201002905

Us

US8472614

22-Dec-
2009

Expired N/A

N/A

ATTENUATION
AND
TERMINATION
CIRCUIT USING
IMPEDANCE
SYNTHESIS
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ID Family Id Status Number if Date Due Cost

not Granted Date (Est.
Tranche USD)

8

82269821 | F201002924 | US US6859051 Expired 2-Jun- N/A N/A SYSTEMS AND
2003 METHODS FOR
IMPEDANCE
SYNTHESIS

82270880 | F201003297 | US US6507303 Expired 31-May- | N/A N/A DIRECT DIGITAL
2000 CONVERSION OF
BASEBAND
SIGNALS TO
SUPER-NYQUIST
FREQUENCIES

82272755 | F201003297 | US US6703954 Expired 20-Dec- | N/A N/A DIRECT DIGITAL
2002 CONVERSION OF
BASEBAND
SIGNALS TO
SUPER-NYQUIST
FREQUENCIES

82271678 | F201003514 | US US6601180 Expired 14-Apr- | N/A N/A METHOD AND
2000 SYSTEM FOR
PROVIDING LINK
DETECTION TO A
PC CARD FOR
POWER
MANAGEMENT

82271741 | F201003533 | US US7275093 Expired 26-Apr- | N/A N/A METHODS AND
2000 DEVICE FOR
MANAGING
MESSAGE SIZE
TRANSMITTED
OVER A
NETWORK

82271903 | F201003585 | US US6826279 Expired 25-May- | N/A N/A BASE BAND
2000 ECHO
CANCELLATION
USING
LAGUERRE
ECHO
ESTIMATION

82272026 | F201003635 | US US6982962 Expired 10-Apr- | N/A N/A SYSTEM AND
2000 METHOD FOR
SELECTING A
NETWORK
ACCESS
PROVIDER
USING A
PORTABLE
INFORMATION
DEVICE

204
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ID Family Id Status Number if Date Due Cost

not Granted Date (Est.
Tranche USD)

8

82272263 | F201003731 | US US6545643 Expired 8-Sep- N/A N/A EXTENDABLE
2000 PLANAR
DIVERSITY
ANTENNA

82272266 | F201003731 | US US6933896 Expired 7-Apr- N/A N/A EXTENDABLE
2003 PLANAR
DIVERSITY
ANTENNA

82272293 | F201003749 | US US6766453 Expired 28-Apr- | N/A N/A AUTHENTICATE
2000 D DIFFIE-
HELLMAN KEY
AGREEMENT
PROTOCOL
WHERE THE
COMMUNICATIN
G PARTIES
SHARE A SECRET
KEY WITH A
THIRD PARTY

82272296 | F201003753 | US US7024690 Expired 28-Apr- | N/A N/A PROTECTED

2000 MUTUAL
AUTHENTICATIO
N OVER AN
UNSECURED
WIRELESS
COMMUNICATIO
N CHANNEL

82272530 | F201003835 | US US6772349 Expired 3-May- N/A N/A DETECTION OF
2000 AN ATTACK
SUCH AS A PRE-
ATTACK ON A
COMPUTER
NETWORK

82272536 | F201003836 | US US6862286 Expired 8-May- N/A N/A TRACKING
2000 DYNAMIC
ADDRESSES ON
ANETWORK

82272572 | F201003848 | US US6704016 Expired 8-May- N/A N/A METHOD AND
2000 APPARATUS FOR
THE GRAPHICAL
PRESENTATION
OF SELECTED
DATA
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82272617

F201003860

Us

US6701442

Expired

9-May-
2000

N/A

N/A

A POWER
MANAGEMENT
CIRCUIT FOR
SELECTIVELY
APPLYING
POWER TO
NETWORK
MONITORING
CIRCUITRY
WHICH
MONITORS THE
RECEIPT OF
NETWORK
WAKE-UP
MESSAGES

82272695

F201003911

Us

US6273735

Expired

25-Oct-
2000

N/A

N/A

ROTATING
TURRET SIDE-
ENTRY
RETRACTABLE
JACK

82272893

F201004009

Us

US6366261

Expired

8-Sep-
2000

N/A

N/A

METHOD AND
APPARATUS FOR
OVERMOLDED
ANTENNA

82272908

F201004015

UsS

US6509876

Expired

8-Sep-
2000

N/A

N/A

ANTENNA FOR
WIRELESS
COMMUNICATIO
N SYSTEM

82818908

F201005231

UsS

US9275041

Granted

24-Oct-
2011

1-Sep-
2023

3,766.00

PERFORMING
SENTIMENT
ANALYSIS ON
MICROBLOGGIN
G DATA,
INCLUDING
IDENTIFYING A
NEW OPINION
TERM THEREIN
(AS AMENDED)

82576208

F201005331

UsS

US8390959

Granted

24-Mar-
2011

5-Sep-
2020

3,606.00

ACTUATOR
WITH NON-
MOVING MASS

83051101

F201005530

™W

TWI529988

Granted

19-Jul-
2012

10-Apr-
2021

237.00

MEMRISTOR
STRUCTURE
WITH A DOPANT
SOURCE

83786501

F201005530

UsS

US9178153

Granted

20-Jul-
2011

3-May-
2023

3,766.00

MEMRISTOR
STRUCTURE
WITH A DOPANT
SOURCE
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Application Title

83057100

F201005561

™W

TWI520149

Granted

26-Jul-
2012

31-Jan-
2021

237.00

METHOD AND
SYSTEM FOR
REDUCING
WRITE-BUFFER
CAPACITIES
WITHIN
MEMRISTOR-
BASED DATA-
STORAGE
DEVICES

83769079

F201005561

KR10-1620761

Granted

27-Jul-
2011

4-May-
2021

383.94

METHOD AND
SYSTEM FOR
REDUCING
WRITE-BUFFER
CAPACITIES
WITHIN
MEMRISTOR-
BASED DATA-
STORAGE
DEVICES

83769083

F201005561

Us

US9405614

Granted

27-Jul-
2011

2-Feb-
2024

3,766.00

METHOD AND
SYSTEM FOR
REDUCING
WRITE-BUFFER
CAPACITIES
WITHIN
MEMRISTOR-
BASED DATA-
STORAGE
DEVICES

82678579

F201005877

Us

US8373584

Granted

16-May-
2011

12-Aug-
2020

3,606.00

COMPRESSING
AND
DECOMPRESSIN
GDATA

83051185

F201006081

™W

TWI520393

Granted

26-Jul-
2012

31-Jan-
2021

237.00

NITRIDE-BASED
MEMRISTORS

83807343

F201006081

KR10-1528572

Granted

3-Aug-
2011

8-Jun-
2021

522.19

NITRIDE-BASED
MEMRISTORS

83566663

F700205541

JP

JP5859654

Lapsed

25-Aug-
2011

25-Dec-
2020

206.51

MODEL-BASED
STEREOSCOPIC
AND MULTIVIEW
CROSS-TALK
REDUCTION

82835640

F700206343

Us

US8854860

Granted

31-Jan-
2012

7-Apr-
2022

3,766.00

METAL-
INSULATOR
TRANSITION
LATCH

248

207



Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
D Family Id Status Number if Date Due Cost
Tranche not Granted Date I(Jﬁés];)
8
83862114 | F700206343 | KR KR10-1634191 Granted 28-Oct- 22-Jun- 383.94 METAL-
2011 2021 INSULATOR
PHASE
TRANSITION
FLIP-FLOP
83862120 | F700206343 | US US9331700 Granted 28-Oct- 3-Nov- 3,766.00 | METAL-
2011 2023 INSULATOR
PHASE
TRANSITION
FLIP-FLOP
83863051 | F700206384 | KR KR101620247 Granted 4-Nov- 3-May- 486.79 DECODER
2011 2021 CIRCUITS
HAVING METAL-
INSULATOR-
METAL
THRESHOLD
SWITCHES
83815245 | F700206830 | US US9064568 Granted 26-Aug- | 23-Dec- | 3,766.00 | CIRCUIT AND
2011 2022 METHOD FOR
READING A
RESISTIVE
SWITCHING
DEVICE IN AN
ARRAY
84020521 | F700208907 | US US9224821 Granted 26-Apr- 29-Jun- 3,766.00 | CUSTOMIZABLE
2012 2023 NONLINEAR
ELECTRICAL
DEVICES
83013477 | F700210371 | US | US8793258 Granted 31-Jul- | 29-Jan- | 3,766.00 | PREDICTING
2012 2022 SHARING ON A
SOCIAL
NETWORK
83099558 | F700211223 | US | US9411657 Granted 9-Nov- | 9-Feb- 3,766.00 | LOAD-
2012 2024 BALANCED
SPARSE ARRAY
PROCESSING
83138539 | F700212517 | US | US8810780 Granted 31-Jan- | 19-Feb- | 3,766.00 | PLASMON
2013 2022 RESONANCE
BASED STRAIN
GAUGE
83139311 | F700212552 | US | US9408050 Granted 31-Jan- | 2-Feb- 3,766.00 | REDUCING
2013 2024 BANDWIDTH
USAGE OF A
MOBILE CLIENT
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Patent Patent CC Patent Number Patent Application Filed Annuity | Annuity Application Title
ID Family Id Status Number if Date Due Cost
not Granted Date (Est.
Tranche USD)
8
83140845 | F700212571 | US US9195727 Granted 30-Jan- 24-May- | 3,766.00 | DELTA
2013 2023 PARTITIONS FOR
BACKUP AND
RESTORE
84191546 | F700220555 | EM EM28789910001 Granted 27-Nov- | 27-Nov- | 135.11 RDX
2015 2020 MICROSERVER
MODULE
90405775 | F700220555 | EM EM28789910002 Granted 27-Nov- | 27-Nov- | 135.11 SERVER
2015 2020 MODULE
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Final Audit Report

Created: 2021-01-20

By - Valerie Castro (valerie castro@hpe com)

| Status: Signed

Transaction ID° CBJCHBCAABAACRbUVHD3DS5chRp3oMNeviMkdX88P. -

"Recordable Assignment - Escrow (PEA) Valtrus_v3" History

Laad

2021-01-20 - 11:32:48 PM GMT- IP address: 104.129.202.52

2021-01-20 - 11:34:34 PM GMT

% Email viewed by Brett Alten (brett.alten@hpe.com)
2021-01-21 - 3:10:27 AM GMT- IP address: 73.63.232.31

Document e-signed by Brett Alten (brett.alten@hpe.com)

% Document created by Valerie Castro (valerie.castro@hpe.com)

@4 Document emailed to Brett Alten (brett.alten@hpe.com) for signature

Signature Date: 2021-01-21 - 3:11:26 AM GMT - Time Source: server- IP address: 73.63.232.31

&

* Agreement completed.
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"HPE-OT_Valtrus_ Assignment and Lien" History

% Document created by Nishant jaiswal (nishant.jaiswal@hpe.com)
2021-01-21 - 6:16:35 PM GMT- IP address: 165.225.243.25

%+ Document emailed to Joel Lutzker (jlutzker@oceantomo.com) for signature
2021-01-21 - 6:17:26 PM GMT

T4 Email viewed by Joel Lutzker (jlutzker@oceantomo.com)
2021-01-21 - 7:05:32 PM GMT- IP address: 45.41.142.151

Document e-signed by Joel Lutzker (jlutzker@oceantomo.com)
Signature Date: 2021-01-21 - 7:06:49 PM GMT - Time Source: server- IP address: 172.58.221.8
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | PATENT NUMBER | GROUP ART UNIT | FILE WRAPPER LOCATION |
12/152,595 7904686 2187 9200

I m

Correspondence Address/Fee Address Change

The following fields have been set to Customer Number 56436 on 03/18/2016
« Correspondence Address
« Maintenance Fee Address

The address of record for Customer Number 56436 is:

56436

Hewlett Packard Enterprise
3404 E. Harmony Road
Mail Stop 79

Fort Collins, CO 80528

PART 1 - ATTORNEY/APPLICANT COPY
page 1 of 1
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32 2 UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/152,595 03/08/2011 7904686 200501448-2 5430
22879 7590 02/16/2011

HEWLETT-PACKARD COMPANY
Intellectual Property Administration
3404 E. Harmony Road

Mail Stop 35

FORT COLLINS, CO 80528

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 346 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Ranganath G. Iyengar, Bangalore, INDIA;

IR103 (Rev. 10/09)
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Electronic Patent Application Fee Transmittal

Application Number:

12152595

Filing Date:

13-May-2008

Title of Invention:

DATA SECURITY FOR USE WITH A FILE SYSTEM

First Named Inventor/Applicant Name:

Ranganath G. lyengar

Filer:

David A. Plettner/Jerome Dechant

Attorney Docket Number:

200501448-2

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Suzgs:;; in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1510 1510
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description Fee Code Quantity Amount SulL)J-S'I';(tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1810
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Electronic Acknowledgement Receipt

EFS ID: 9373589
Application Number: 12152595
International Application Number:
Confirmation Number: 5430

Title of Invention:

DATA SECURITY FOR USE WITH A FILE SYSTEM

First Named Inventor/Applicant Name:

Ranganath G. lyengar

Customer Number:

22879

Filer:

David A. Plettner/Jerome Dechant

Filer Authorized By:

David A. Plettner

Attorney Docket Number: 200501448-2
Receipt Date: 03-FEB-2011
Filing Date: 13-MAY-2008
Time Stamp: 19:02:33

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number P Message Digest | Part/.zip| (ifappl.)
326835
1 Issue Fee Payment (PTO-85B) 200501448-2part-b-signed.pdf no 1
1f712538444651bd75956a5a219a45f21c67|
Warnings:

Information:
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31910
2 Fee Worksheet (PTO-875) fee-info.pdf no 2

fe461d01732ecfc08d6068686cac] c06d525)

Warnings:

Information:

Total Files Size (in bytes):| 358745

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Bib Data Sheet

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and T'rademark Office
Address: COMMISSIONER FOR PATENTS

BO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

CONFIRMATION NO. 5430

SERIAL NUMBER
12/152,595

FILING OR 371(c)
DATE

05/13/2008
RULE

CLASS
711

GROUP ART UNIT
2187

ATTORNEY
DOCKET NO.

200501448-2

IAPPLICANTS

Ranganath G. lyengar, Bangalore, INDIA,

b % CONTINUING DATA E e T S T

laded FOREIGN APPLICATIONS Fede sk de g e g dede gk ek ek ek e ke
INDIA 1671/CHE/2007 07/31/2007

Foreign Priority claimed

met
[Verified and

35 USC 119 (a-d) conditions [ yeq [ o [ et atter
. Allowance

Q.. d
yes Z e STATE OR

COUNTRY
INDIA

Examiner's Signature

Initials

SHEETS TOTAL
DRAWING CLAIMS
3 22

INDEPENDENT]
CLAIMS
4

IADDRESS
22879

TITLE

DATA SECURITY FOR USE WITH A FILE SYSTEM

FILING FEE
RECEIVED |No.
1340 No.

FEES: Authority has been given in Paper
to charge/credit DEPOSIT ACCOUNT

for following:

O All Fees

U 1.16 Fees ( Filing ) _ |

time )

L 1.17 Fees ( Processing Ext. of

U 1,18 Fees (Issue) : - l

|D Other _ I

|D Credit . I
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

22879 7590 11/15/2010 | PXAMINER |
HEWLETT-PACKARD COMPANY NGUYEN, HIEP T
Intellectual Property Administration | ART UNIT PAPER NUMBER |
3404 E. Harmony Road 187
Mail Stop 35

FORT COLLINS, CO 80528 DATE MAILED: 11/15/2010

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

12/152,595 05/13/2008 Ranganath G. Iyengar 200501448-2 5430
TITLE OF INVENTION: DATA SECURITY FOR USE WITH A FILE SYSTEM

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1510 $300 $0 $1810 02/15/2011

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
THIS APPLICATION 1S SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

apé)ropriale. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22879 7590 11/15/2010
Certificate of Mailing or Transmission
HEWLETT-PACKARD COMPANY I hereby cer{ify that misﬁlfee(fsf) Transmittal isf be%ng d?posited 1wiLh the Uriited
fhi : States Postal Service with sufficient postage for first class mail in an envelope
Intellectual Property Administration addressed to the Mail Stop ISSUE FEE address above, or being facsimile
3404 E. Harmony Road transmitted to the USPTO (571) 273-2885, on the date indicated below.
Mail Stop 35 -
(Depositor's name)
FORT COLLINS, CO 80528
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
12/152,595 05/13/2008 Ranganath G. Iyengar 200501448-2 5430
TITLE OF INVENTION: DATA SECURITY FOR USE WITH A FILE SYSTEM
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1510 $300 $0 $1810 02/15/2011
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NGUYEN, HIEP T 2187 711-163000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individuat [ Corporation or other private group entity [J Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
[ Advance Order - #of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. o Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. T(Lis collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Cﬁief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO. |
12/152,595 05/13/2008 Ranganath G. Iyengar 200501448-2 5430
22879 7590 11/15/2010 | EXAMINER |
HEWLETT-PACKARD COMPANY NGUYEN, HIEP T
Intellectual Property Administration | ART UNIT PAPER NUMBER |
34Q4 E. Harmony Road 187
Mail Stop 35 DATE MAILED: 11/15/2010

FORT COLLINS, CO 80528

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 346 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 346 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or
(571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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Notice of Allowability

Application No.

Applicant(s)

12/152,595 IYENGAR, RANGANATH G.
Examiner Art Unit
Hiep T. Nguyen 2187

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to the amendment filed 8/24/10.

2. [X] The allowed claim(s) is/are 1-8,11-18,21 and 22.

3. X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)X] Al b)[dSome* c)[]None ofthe:

1. X Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.

3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE?” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will resultin ABANDONMENT of this application.

THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [C] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER’S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(@) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached

1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
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Application/Control Number: 12/152,595 Page 2
Art Unit: 2187

REASONS FOR ALLOWANCE

1. The following is an examiner’s statement of reasons for allowance:

a. Claims 1-8 are allowed over the prior art of record because none of the prior art of record

teaches or fairly suggests the claimed method having the specific combination of steps as recited

in the independent claim 1, lines 3-8.

b. Claims 11-18 are allowed over the prior art of record because none of the prior art of

record teaches or fairly suggests the claimed apparatus having he specific combination of

elements as recited in the independent claim 11, lines 3- 8.

C. Claim 21 is allowed over the prior art of record because none of the prior art of record

teaches or fairly suggests the claimed apparatus having the specific combination of elements as

recited in lines 3-8.

d. Claim 22 is allowed over the prior art of record because none of the prior art of record

teaches or fairly suggests an article of manufacture having a machine-readable medium having

instructions for carrying out the specific combination of steps as recited in lines 3-7.

Any comments considered necessary by applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such
submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

2. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to Hiep T. Nguyen whose telephone number is (571) 272-4197. The examiner can normally
be reached on Monday-Friday from 6:30 AM-3:00 pm.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Kevin Ellis can be reached on (571) 272-4205. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.
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Application/Control Number: 12/152,595 Page 3
Art Unit: 2187

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

/Hiep T Nguyen/

Primary Examiner, Art Unit 2187
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of
lyengar Examiner: Nguyen, Hiep T.

Serial No.  12/152,595 Art Unit: 2187

Filing Date: May 13, 2008

For: DATA SECURITY FOR USE
WITH A FILE SYSTEM

Nt e N e e e e e e S S

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT AND RESPONSE TO OFFICE ACTION

Dear Sir:

In response to the Office Action mailed June 24, 2010, the following remarks to

the above captioned patent application are respectfully submitted.

The listing of the Claims begins on page 2 of this response.

Remarks begin on page 6 of this response.

Serial No.: 12/152,595 1 Examiner: Nguyen
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AMENDMENTS TO THE CLAIMS

1. (Currently Amended) A method of providing data security for use with a file system,
the method comprising:
applying a mapping function to data block numbers that are associated with a

file, wherein the data block numbers are contained in an index node associated with

said file; and
obtaining mapped data block numbers after applying the mapping function,
wherein the mapped data block numbers are addresses of data of the file in a storage

device.

2. (Original) The method of claim 1, further comprising:
storing a mapping of the data block numbers and the mapped data block

numbers.

3. (Original) The method of claim 1, wherein a read operation for the file comprises:
obtaining the data block numbers of the file;
obtaining the mapped data block numbers of the file based on the mapping
function that is applied to the data block numbers; and

reading the data in the mapped data block numbers in the storage device.

4. (Original) The method of claim 1, wherein a write operation for the file comprises:
allocating data block numbers of free data blocks in the storage device;
linking the data block numbers to a file name of the file;
applying the mapping function to the data block numbers in order to obtain the
mapped data block numbers; and
writing the data of the file into the mapped data block numbers in the storage

device.

5. (Original) The method of claim 1, wherein the mapping function is an equation that is

applied to each data block number of the file.

Serial No.: 12/152,595 2 Examiner: Nguyen
200501448-2 Art Unit: 2187
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6. (Original) The method of claim 1, further comprising:
selecting a complexity level of the mapping function in order to set a security

level and efficiency of the mapping function.

7. (Original) The method of claim 1, wherein the data block numbers are addresses of
data of the file in the storage device if the mapping function is not applied to the data

block numbers.

8. (Original) The method of claim 1, wherein the mapping function prevents copying of

data of the file in the storage device.

9. (Canceled)

10. (Canceled)

11. (Currently Amended) An apparatus for providing data security for use with a file
system, the apparatus comprising:

a block distribution engine configured to apply a mapping function to data block
numbers that are associated with a file_ wherein the data block numbers are contained

in an index node associated with said file, and obtain mapped data block numbers after

applying the mapping function;
wherein the mapped data block numbers are addresses of data of the file in a

storage device.

12. (Original) The apparatus of claim 11, wherein the block distribution engine is
configured to store a mapping of the data block numbers and the mapped data block

numbers.

13. (Original) The apparatus of claim 11, wherein for a read operation for the file, the

block distribution engine obtains the data block numbers of the file from a file system,

Serial No.: 12/152,595 3 Examiner: Nguyen
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and obtains the mapped data block numbers of the file based on the mapping function
that is applied to the data block numbers; and wherein a block device driver is

configured to read the data in the mapped data block numbers in the storage device.

14. (Original) The apparatus of claim 11, wherein for a write operation for the file, the
block distribution engine is configured to receive allocated data block numbers of free
data blocks in the storage device from a file system, link the data block numbers to a file
name of the file, and apply the mapping function to the data block numbers in order to
obtain the mapped data block numbers; and wherein a block device driver is configured

to write the data of the file into the mapped data block numbers in the storage device.

15. (Original) The apparatus of claim 11, wherein the mapping function is an equation

that is applied to each data block number of the file.

16. (Original) The apparatus of claim 11, wherein a complexity level of the mapping
function is selected in order to set a security level and efficiency of the mapping

function.
17. (Original) The apparatus of claim 11, wherein the data block numbers are
addresses of data of the file in the storage device if the mapping function is not applied

to the data block numbers.

18. (Original) The apparatus of claim 11, wherein the mapping function prevents

copying of data of the file in the storage device.

19. (Canceled)

20. (Canceled)

21. (Currently Amended) An apparatus for providing data security for use with a file

system, the apparatus comprising:

Serial No.: 12/152,595 4 Examiner: Nguyen
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means for applying a mapping function to data block numbers that are

associated with a file, wherein the data block nhumbers are contained in an index node

associated with said file; and

means for obtaining mapped data block numbers after applying the mapping
function, wherein the mapped data block numbers are addresses of data of the file in a

storage device.

22. (Currently Amended) Article of manufacture, comprising:
a machine-readable medium having stored thereon instructions to:
apply a mapping function to data block numbers that are associated with a file,

wherein the data block nhumbers are contained in an index node associated with said

file; and
obtain mapped data block numbers after applying the mapping function, wherein
the mapped data block numbers are addresses of data of the file in a storage device.

Serial No.: 12/152,595 5 Examiner: Nguyen
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REMARKS/ARGUMENTS

Applicant respectfully requests further examination and reconsideration in view of
the instant response. The claims remaining in the present application are Claims 1-8,
11-18, 21 and 22. Claims 1-22 are rejected. Claims 9, 10, 19 and 20 are canceled.
Claims 1, 11, 21 and 22 are amended. No new matter has been added. Support for the

claim amendments can be found at least at original claims 9 and 10.

OFFICIAL NOTICE

The Office Action took Official Notice for the rejection of Claims 1-22 because “[i]t
has been known and commonly practiced in the pertinent art that memory systems such
as that of Kaabouch are configured for storing data files having associated storage
block numbers” (page 2). Applicant respectfully disagrees with the aforementioned
assertion regarding the embodiments as recited at least in Claims 1, 11, 20 and 21. As
such, Applicant respectfully requests that the next Office Action produce authority for

this assertion in conjunction with the embodiments as recited in Claims 1, 11, 20 and

21.
Applicant respectfully submits that the instant Office Action has provided
inadequate support of a finding of Official Notice. As stated in MPEP § 2144.03(A):
Official Notice unsupported by documentary evidence should only be taken by
the examiner where the facts asserted to be well-known, or to be common knowledge in
the art are capable of instant and unquestionable demonstration as being well known.

As noted by the court in In re Ahlert, 424 F.2d 1088, 1091, 165 USPQ 418, 420 (CCP

Serial No.: 12/152,595 6 Examiner: Nguyen
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1961), the notice of facts beyond the record which may be taken by the examiner must

be “capable of such instant and unquestionable demonstration as to defy dispute”

(emphasis added, citing /In re Knapp Monarch Co., 296 F.2d 230, 132 USPQ 6 (CCPA
1961)). See id. (emphasis added), citing In re Ahlert, 424 F.2d 1088, 1091, 165 USPQ
6 (CCP 1961) at 420-21. Indeed, “[i]t is never appropriate to rely solely on ‘common
knowledge’ in the art without evidentiary support in the record, as the principal evidence
upon which a rejection was based.” See id., citing Zurko, 258 F.3d at 1385, 59
USPQ2d at 1697 (“[T]he Board cannot simply reach conclusions based on its own
understanding or experience-or on its assessment of what would be basic knowledge or

common sense. Rather, the Board must point to some concrete evidence in the record

in support of these findings.”) (emphasis added).

With respect to the embodiments as recited in Claims 1, 11, 20 and 21, Applicant
respectfully submits that the basis for the Official Notice, as relied upon in the instant
Office Action, is not supported by sufficient evidence of record, as required. In

particular, the Official Notice in not capable of instant and unguestionable demonstration

as to defy dispute. Accordingly, Applicant respectfully requests that the next Office

Action provide adequate evidence in support of the finding of Official Notice.

CLAIM REJECTIONS — 35 U.S.C. §103(a)

Claims 1-22
The instant Office Action states that Claims 1-22 are rejected under 35 U.S.C.

§103(a) as being unpatentable over Kaabouch et al. (US 2008/0034264), hereinafter

Serial No.: 12/152,595 7 Examiner: Nguyen
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referenced as “Kaabouch,” in view of “well-known features of which Official Notice is
take,” herein after referenced as “well-known features.” Applicant notes that Claims 9,
10, 19 and 20 are canceled and a discussion regarding these claims is moot. Applicant
respectfully submits that the embodiments of the present invention as recited in Claims
1-8, 11-18, 21 and 22 are patentable over the combination of Kaabouch and well-know

features by the following rationale.

Claim 1 recites (emphasis added):

A method of providing data security for use with a file system, the
method comprising:

applying a mapping function to data block numbers that are
associated with a file, wherein the data block humbers are contained in an
index node associated with said file; and

obtaining mapped data block numbers after applying the mapping
function, wherein the mapped data block numbers are addresses of data
of the file in a storage device.

Independent Claims 11, 21 and 22 recite similar features. Claims 2-8 and 12-18 that

depend from independent Claims 1 and 11, respectively, also include these features.

“As reiterated by the Supreme Court in KSR, the framework for the objective
analysis for determining obviousness under 35 U.S.C. 103 is stated in Graham v. John
Deere Co., 383 U.S. 1, 148 USPQ 459 (1966). Obviousness is a question of law based
on underlying factual inquiries including “[a]scertaining the differences between the
claimed invention and the prior art” (MPEP 2141(ll)). “In determining the differences
between the prior art and the claims, the question under 35 U.S.C. 103 is not whether
the differences themselves would have been obvious, but whether the claimed invention
as a whole would have been obvious” (emphasis in original; MPEP 2141.02(1)).
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Applicant notes that “[t]he prior art reference (or references when combined) need not

teach or suggest all the claim limitations, however, Office personnel must explain why

the difference(s) between the prior art and the claimed invention would have been

obvious to one of ordinary skill in the art” (emphasis added; MPEP 2141(lll)).

Moreover, Applicant respectfully notes that “[a] prior art reference must be
considered in its entirety, i.e., as a whole, including portions that would lead away from
the claimed invention” (emphasis in original; MPEP 2141.02(VI); W.L. Gore &
Associates, Inc. v. Garlock, Inc., 721 F.2d 1540, 220 USPQ 303 (Fed. Cir. 1983), cert.

denied, 469 U.S. 851 (1984)).

Applicant respectfully submits that Kaabouch does not suggest or teach and is
silent in regards to “data block numbers are contained in an index node associated with
said file,” as claimed. Applicant understand Kaabouch to disclose “[t]he protection
window 112 is bounded by addresses 114 and 116” (emphasis added; 0021). Applicant

respectfully submits that memory addresses are not equivalent to data block numbers.

Accordingly, Kaabouch does not suggest or teach and is silent in regards to “data block

numbers are contained in an index node associated with said file,” as claimed.

Moreover, well-known art does not overcome the deficiencies of Kaabouch. In

particular, well-known art does not teach or suggest “data block numbers are contained

in an index node associated with said file,” as claimed.
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Applicant respectfully submits that the combination of Kaabouch and well-known
art, as a whole, does not satisfy a prima facie case of obviousness under 35 U.S.C.
§103(a). Therefore, Applicant respectfully submits that Claims 1, 11, 20 and 21 are in a
condition for allowance. Applicant respectfully submits that the combination of
Kaabouch and well-known art also does not render obvious the additional claimed
features as recited in Claims 2-8 and 12-18 that depend from independent Claims 1 and
11, respectively. Therefore, Claims 2-8 and 12-18 are in a condition for allowance as

being dependent on an allowable base claim.
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CONCLUSION

In light of the above remarks, Applicant respectfully requests reconsideration of

the rejected claims.

Based on the arguments presented above, Applicant respectfully asserts that
Claims 1-8, 11-18, 21 and 22 overcome the rejections of record, and therefore Applicant

respectfully solicits allowance of these claims.

The Examiner is invited to contact Applicant’s undersigned representative if the

Examiner believes such action would expedite resolution of the present Application.

Respectfully submitted,
WAGNER BLECHER LLP

Date: 08/24/2010 {John P. Waaner, Jr./
John P. Wagner, Jr.
Reg. No. 35,398
123 Westridge Drive
Watsonville, CA 95076 USA
(408) 377-0500
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DATA SECURITY FOR USE WITH A FILE SYSTEM

TECHNICAL FIELD

[0001] Embodiments of the invention relate generally

to data security for use with a file system.

BACKGROUND

[0002] A current method of providing security to data
(e.g., software or other types of files) that is stored

in a storage device (e.g., compact disk) so that
unauthorized copying of the déta is prevented is to
provide encryption for the data. Therefore, access to
the data is not permitted unless the user has the
proper decryption code for the data. However,
encryption-decryption software applications are
typically time consuming to use and have often caused
confusion for the users.

[0003] Online licensing checks are performed for some
licensed software files to prevent un-authorized
copying of software. However, this approach requires
the software developer to embed the licensing code in
each software file and requires the purchaser to access
a public network (e.g., Internet) for the online
licensing check.

[0004] Furthermore, even if the data in the storage
device is subject to a licensing check, an individual
can still reconstruct a file (e.g. software) on a
different disk, without the need for proper
authorization, by retrieving the data blocks that make
up the file (or set of files). For example, on a UNIX
file system, an individual can retrieve the data blocks
of a file by accessing the index node (inode) of the
file and completely bypass the application that is used

for accessing the file.
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[0005] On the other hand, if security is not provided
to the stored‘data, then individuals will be able to
make unauthorized copies of software or other files
that are'stored in storage devices (e.g., CDs).

[0006] Therefore, the current technology is limited in
its capabilities and suffers from at least the above

constraints and deficiencies.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0007] Non-limiting and non-exhaustive embodiments of
the present invention are described with reference to
the following figures, wherein like reference numerals
refer to like parts throughout the various views unless
otherwise specified. ‘

[0008] Figure 1 is a block diagram of an apparatus

" (system) in accordance with an embodiment of the
invention.

[0009] Figure 2 is a block diagram that shows
additional details of a data block mapping in
accordance with an embodiment of the invention.

[00010] Fighre 3 is a flow diagram of a method in

accordance with an embodiment of the invention.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[00011] In the description herein, numerous specific
details are provided, such as examples of componehts
and/or methods, to provide a thorough understanding of
embodiments of the invention. One skilled in the
relevant art will recognize, however, that an
embodiment of the invention can be practiced without
"one or more of the specific details, or with other
apparatus, systems, methods, components, materials, .
pafts, and/or the like. In other instances, well-known
structures, materials, or operations are not shown or
described in detail to avoid obscuring aspects of
embodiments of the invention. .

[00012] Figure 1 is a block diagraonf an apparatus
(system) 100 in accordance with an embodiment of thg
invention. The apparatus 100 can be implemented in,
for example, a computér. An operating system kernel
102 includes a virtual file system 105 and a file
system 110. It is understood that the operating system
102 includes known modules for performing OS management
operations. A virtual file system 105 is typically
included in an operating system kernel layer and allows
client applications (not shown in Figure 1) to
transparently access the different types of file
systems 110 (e.g., Unix file systems, Windows® file
systems, MAC® OS file systems) that may be implemented
in the kernel 102. However, an embodiment of the
invention can also be impleﬁented in a system without
the virtual file system 105. -

[00013] As known to those skilled in the art, an inode
(index node) is a data structure that contains
informqtion about a file, directory, or other object in
a file system. The file can be, for example, a

software application, or other types of data such as a

'

5
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WORD® document. The inode data structure is used in,
for example, a Unix file system or other types of file
systems. The file system 110 will assign a unique
inode for each file. Each inode typically contains the
following information: the device (e.g., disk) where
the inode fesides,'locking information, mode and type
of file, the number of links to the file, the owner'’s
‘user and group identifiers, the number of bytes in the
file, access and modification times of the file, the
time the inode itself was last modified, and the

addresses of the file’'s data blocks on the disk.

[00014] Assume that the file system 110 has stored a

file into a memory such as, for example, a memory cache
120 (e.g., memory in a computer) or a storage device
125 (e.g., CD or hard disk). Since the file system 110
has stored the file, the file system 110 identifies the
file by an inode number. The inode number is shown
symbolically as arrow 116 in Figure 1. That inode
number, in turn, will index into an inode table that
contains the inode for the file. The inode contains
the addresses of the file’s data blocks on, for
example, the storage device (e.g., disk) 125. When a
user opens, reads, and/or writes to the file, the
system call 115 is processed by the virtual file system
105 and forwarded to the file system 110. The system
call 115 also includes the inode number of the file to

be opened, read, and/or written.

[00015] Typically, the memory subsystem 130 will first

check if the data blocks of the file is currently in
the memory cache 120. This checking step is an

optimization step that increases the speed of opening
of, reading of, and/or writing to a file by fetching
the data blocks of the files in the memory cache 120,

instead of always performing a data block access to the

6
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storage device 125. However, an embodiment of the
invention may also be implemented in a system that
omits the use of a memory subsystem 130 that checks the
data blocks in the memofy cache 120.

[00016] If the data blocks of the file that is
identified the inode number (arrow 116) is not in the
memory cache 120, then the disk I/O (input/output)
‘subsystem 135 of the file system 110 will handle the
system call 115 with the inode number 116. In previous
systems, the disk I/O (input/output) subsystem 135
computes the bloék numbers of the file in order to
determine the location in the storage device 125 of the
data of the file. Therefore, the block numbers
identify the addresses of the file's data blocks on the
disk 125.

[00017] An embodiment of the invention includes a block
distribution engine 140 and mapping 145, in order to
perform a block distribution algorithm that provides
security to data blocks on a storage device 125. The
engine 140 can be programmed by use of standard
programming languages (e.g., C, C++, ‘Pascal) and can be
programmed by use of standard programming techniques
that are known to those skilled in the art. In
previous systems, the data blocks of a file are
linearly placed on a storage device and can be obtained
by accessing the inode of the file. 1In contrast, a '
block distribution algorithm in an embodiment of the
invention will vary the distribution of the data blocks
on the storage device 125 in order to provide security
to the data blocks, as discussed in additional details
below.

[00018] Reference is now made to Figures 1 and 2 for
purposes of discussing the operations of embodiments of

the invention. A read operation for a file is first

7
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discussed and a write operation for the file is then
discussed. '

[00019] During a read operation, if the data blocks for
a file 205 (Figure 2) are not found by the memory
subsystem 130 (Figure 1) in the memory cache 120
(Figure 1) (in an embodiment that implements the
checking of cached data in memory cache 120), then the
‘disk I/0 subsystem 135 sends a query 150 (Figure 1) to
the block distribution engine 140 which determines if
the data blocks of the file 205 is mapped in the
mapping 145. " The mapping 145 is a data structure
mapping of the blocks in an inode of the file 205 to an
algorithm-specific data blocks. Note also that in the
example of Figure 2, the information on the data blocks
(such the locations of the data blocks in the storage
device 125) of a file 205 are identified in the inode
210. However, it is within the scope of the
embodiments of the invention to use other data
structures to store the data blocks information of a
file 205, depending on the file system type.

[00020] If the data blocks of the file 205 is mapped by
mapping 145 to algorithm-specific data blocks, then the
block distribution engine 140 returns the algorithm-
specific data block numbers 155 (Figure 1) to the disk
I/0 subsystem 135. These algorithm-specific data block
numbers 155 are the mapping of the data block numbers
in the inode 210 of the file 205. An example of the
data block number mapping is shown in Figure 2. The
subsystem 135 then passes the algorithm-specific data
block numbers 155 to the block device driver 160 which
then reads the data blocks of file 205 at addresses in
storage device 125. The locations of these addresses
in the storage device 125 are identified by the

algorithm-specific data block numbers 155. The block

8
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device driver 160 can then read the data in the
algorithm-specific data block numbers 155 locations in
the storage device 125, and these data are the data of
the file 205. _

[00021] In contrast, if the>data blocks of the file 205
are not mapped by the mapping 145, then the data block
numbers of the inode 210 are passed the block device
‘driver 160. In this case, the locations of the
addresses in the. storage device 125 of the data of the
file 205 are identified by the data block numbers of
the inode 210. The block device driver 160 can then
read the data in the data block numbers of the inode
210. .

[00022] An example of the data blocks mapping 145 is
discussed with reference to Figure 2. Assume that an
inode 210 of file 205 points to four (4) data block
numbers X1-X4. Note that a file can have more than
four data block numbers in an inode, and X1-X4 are used
herein only as an example for purposes of describing
the details of an embodiment of the invention. The
parameters X1-X4 are locations in the storage device
125, and X1-X4 will contain the data of the file 205.
The block distribution ehginé 140 maps the data block
numbers X1-X4 to different data block numbers f(X1l)-
f(X4), respectively, by applying the equation f(x) to
the data block numbers x={X1, X2, X3, X4}. The
equation f(x) can be any function that is applied to
the variables X1-X4. As an example, assume that the
data block numbers for inode 210 are the following:
X1=1, X2=2, X3=3, and X4=4. Assume also as an example
that f£(x) = 5x, although as noted above, f(x) can be
programmed to be other functions. Therefore, the
mapped data blocks 215 will be as follows: f(X1)=5,
f(X2)=10, f(X3)=15, and f£(X4)=20 Therefore, the data

9
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blocks 215 for the file 205 will be at the locations,
data block numbers 5, 10, 15, and 20, in the storagé

device 125.The function f(x) is only an example of an
algorithm that the algorithm designer can program for
use by the block distribution engine 140. Therefére,

the block distribution engine 140 can apply other

algorithms to the data block numbers (x). The

algorithm designer has the choice to design different
functions f(x) that differ in complexity level, based
on, for example, considerations of efficiency and
security level of the mapping 145. For example,
functions f(x) that are less complex mathematical
equations provide efficiency because the block
distribution engine 140 can perform a faster
computation for f(x). 1In contrast, funétions f (x) that
are more complex mathematical equations provide a
higher level of security for the mapping of the data
block numbers. The typical characteristics of this
function f(x) that the designer can consider should be,
for example: (1) every. block number (x) that is applied
through the function f(x) maps to énother unique block
number f(x), (2) the mapped block number f(x) maps to
only one data block number (x) that was requested by
the disk I/O subsystem 135, (3) the data blocks on
storage device 125 (disk) are preferably not wasted
(i.e., the distributioniof the locations of the address
numbers .f (x) are efficiently configured on the storage

device 125).

[00023] A user who does not have the block distribution

. engine 140 and mapping 145 installed in his/her

computer will not be able to read the data blocks
f(X1)-£(X4) for the file 205 by simply accessing the
inode 210 iﬁ the storage device 125 due to the mapping
function f(x). Therefore, the mapping 145 of the data

10
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blocks 212 into the mapped data blocks 215 provides
security to the file 205 data that are stored in a
storage device 125. Specifically, the data block
numbers X1-X4 (of blocks 212) are mapped to the
algorithm-specific (mapped) data block numbers f(X1)-
f(X4) of the data blocks 215. An unauthorized user
will not be able to obtain the data for a file 205 by
.simply accessing the inode 210 of the file 205 and
copying the data blocks 212, because the actual data of
the file 205 are stored in the mapped data blocks 215.

[00024] During a write operation, the file system 110

assigns an inode (e.g., inode 210) to a file 205 to be
written to the storage device 125. The disk 1/0
subsystem 135 identifies the inode number 230 of the
inode 210. From the identified inode number 230, the
disk I/0 subsystem 135 identifies the filename 235 of
file 205. The file system has a list of free data
blocks (data blocks that presently do not contain data
of files). From the list of free data blocks, assume
that, e.g., blocks X1l=1, X2=2, X3=3 and X4=4 are free
blocks, and the file system allocates these 4 free '
blocks X1l=1, X2=2, X3=3 and X4=4 for storing dafa of
the file 205 to be written to disk. After block
allocation and just before writing the data into the
data blocks in the storage device 125 (disk), the block
distribution engine 140 will apply the mapping function
f(x) to all data block numbers X1-X4 that are linked to
the filename 235. This linking will return the
corresponding mapped block numbers f (X1)=5, f(X2)=10,
f(X3)=15 and f(X4)=20 to the disk I/0 subsystem 135
when the disk I/O subsystem 135 sends the data block
numbers X1-X4 to the block distribution engine 140.

The disk I/0 subsystem 135 then sends the mapped block
numbers 5,10,15, and 20 to the block device driver 160,

11
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[00025] Figure 3 is a method 300 for a data security to
be used in a file system, in accordance with an .
embodiment of the invention. In block 310, the VFS
processes and forwards the system call with the inode
number of a file to the file system. In block 315, the
file system handles the system call. In block 320, the
memory subsystem of the file system handles the system
call. In block 325, if the data blocks of the file are
in the memory cache, then the data blocks are returned
to the VFS. The steps in blocks 320-325 afe optional
steps that are perforhéd in embodiments of the
invention that implements the checking of cached data
in the memory cache 120 (Figure 1).

[00026] In block 330, the disk I/0O subsystem operates
with a block distribution algorithm 335 which performs
the following steps. The algorithm 335 determines in
.block 340 if each data block number in an inode of the
file is mapped to an algorithm-specific data block
number. An example of the algorithm 335 is .the mapping
function f(x) of Figure 2). In block 340, if the data
block numbers are not mapped to algorithm-specific data
block numbers, then the data block numbers in the inode

12
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are returned (345) .to the disk I/O subsystem and these
data block numbers 350 are forwarded to a block device
driver. 1In block 355, the block device driver performs
the function of disk access to the storage device 125
based on the data block numbers 350.

[00027] In block 340, if the data block numbers in the-

inode of the file are mapped to algorithm-specific data
.block numbers based on a mapping function f(x), then in
block 360, the block distribution engine 140 (Figure 1)
converts (maps) the data block numbers X1-X4 (Figure 2)
to the mapped'data block numbers f(X1)-f(X4). In block
365, this mapping is stored in the data structure
mapping 145 of Figure 1. The block distribution engine
140 (Figure 1) also returns 370 the algorithm-specific
(mapped) data block numbers f(X1)-f(X4) to the disk I/O
subsystem. In block 355, the block device driver will
access the algorithm-specific data block numbers £ (X1)-
"f(X4) in the storage device 125 in order to obtain the
data of a file. »

[00028] Embodiments of the invention provide various
advantages sﬁch as providing a frame work for security ,
of data on a storage device, providing various levels
of security to the data based on a selected mapping
function complexity, providing an opportunity to define
security standards at the file system level, and
providing a security frame work that can be used with
different file system types such as, for example, ext2
(second extended file system) and FAT (File Allocation
Table) .

[00029] It is also within the scope of the present
iﬁvention to implement a program or code that can be
stored in a machine-readable or computer-readable
medium to permit a computer £o perform any of the

inventive techniques described above, or & program or

13
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code that can be stored in an article of manufacturé
that includes a computer readable medium on which
computer-readable instructions for carrying out
embodiments of the inventive teéhniques are stored.
Other variations and modifications of the above-
described embodiments and methods are possible in light’
of the teaching discussed herein.

[dOO30] The above description of illustrated
embodiments of the invention, including what is
described in the Abstract, is not intended to be
exhaustive or to limit the‘invention to the precise
forms disclosed. While specific embodiments of, and
examples for, the invention are described herein for
illustrative purposes, various equivalent modifications
are possible within the scope of the invention, as
those skilled in the relevant art will recognize.

[00031] These modifications can be made to the
invention in light of the above detailed description.
The terms used in the following claims should not be
construed to limit the invéntion to the specific
embodiments disclosed in the specification and the
cléims. Rather, the scope of the invention is to be
determined entirely by the following claims, which are
to be construed in accordance with established

doctrines of claim intérpretation.

14

303



‘.

200501448-1

CLAIMS

What is claimed is:
1. A method of providing data security for use with a
file system, the method comprising: '

applying a mapping function to data block numbers
that are associated with a file; and

l obtaining mapped data block numbers after applying

the mapping function, wherein the mapped data block
numbefs are addresses of data of the file in a storage
device. ' »
2. Tﬁe method of claim 1, further comprising:

storing a mapping of the data block numbers and the
mapped data block numbers.
3. The method of claim 1, wherein a read operation for
the file comprises:

obtaining the data block numbers of the file;

obtaining the mapped data block numbers of the file
based on the mapping function that is applied to the data
block numbers; and » -

reading the data in the mapped data block numbers in
the storage device.
4. The method 6f claim 1, wherein a write operation for
the file comprises:

allocating data block numbers of free data blocks in
the storage device;

linking the data block numbers to a file name of the
file;

applying the mapping function to the data block
numbers in order to obtain the mapped data block numbers;
and

writing the data of the file into the mapped data

block numbers in the storage device.
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5. The method of claim 1, wherein the mapping function

is an equation that is applied to each data block number

of the file.

6. The method of claim 1, further comprising:
selecting a complexity level of the mapping function

in order to set a security level and efficiency of the

mapping function.

7. The method of claim 1, wherein the data block

numbers are addresses of data of the file in the storage

deviée if the mapping funcﬁion is not applied to the data

block numbers.

8. The method of claim 1, wherein the mapping function

prevents copying of data of the file in the storage

device.

9. The method of claim 1, wherein the data block

numbers are contained in a data structure that is

associated with file.

10. The method of claim 9, wherein the data structure

comprises an index node.

11. An apparatus for providing data security for use

with a file system, the apparatus comprising:

a block distribution engine configured to apply a
mapping function to data block numbers that are
associated with a file, and obtain mapped data block
numbers after applying the mapping function;

wherein the mapped data block numbers are addresses
of data of the file in a storage device.

12. The apparatus of claim 11, wherein the block
distribution engine is configured to store a mapping of
the data block numbers and the mapped data block numbers.
13. The apparatus of claim 11, wherein for a read
operation for the file, the block distribution engine
obtains the data block numbers of the file from a file

system, and obtains the mapped data block numbers of the
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file based on the mapping function that is applied to the
data block numbers; and wherein a block device driver is
configured to read the data in the mapped data block
numbers in the storage device.

14. The apparatus of claim 11, wherein for a write
operation for the file, the block distribution engine is .
configured to receive allocated data block numbers of
free.data blocks in the storage device from a file
system, link the data block numbers to a file name of the
file, and apply the mapping function to the data block
numbers in order to obtain the mapped data block numbers;
and wherein a block device driver is configured to write
the data of the file into the mapped data block numbers
in the storage device. '
15. The apparatus of claim 11, wherein the mapping
function is an equation that is applied to each data
block number of the file. A

16. The apparatus of claim 11, wherein a complexity
level of the mapping function is selected in order to set

a security level and efficiency of the mapping function.

17. The apparatus of claim 11, wherein the data block
numbers are addresses of data of the file in the étorage
device if the mapping function is not applied to the data
block numbers.

18. The apparatus of claim 11, wherein the mapping
function prevents copying of data of the file in the
storage device.

19. The apparatus of claim 11, wherein the data block
numbers are contained in a data structure that is
associated with file.

20. The apparatus of claim 19, wherein the data

structure comprises an index node.
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21. An apparatus for providing data security for use
with a file system, the apparatus comprising: ]

means for applying a mapping function to data block
numbers that are associated with a file; and

means for obtaining mapped data block numbers after
applying the mapping funétion, wherein the mapped data
block numbers are addresses of data of the file in a
storage device.
22. Article of manufacture, comprising:

a machine-readable medium having stored thereon
instructions to: ‘

apply a mapping function to data block numbers that
are associated with a file; and

obtain mapped data block numbers'after applying the
mapping function, wherein the mapped data block numbers

are addresses of data of the file in a storage device.

| /ZZ Vo,

Prakash Nama
Attorney for the Applicant
Registration Number: IN/PA-1085
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ABSTRACT

An embodiment of the invention provides an apparatus
and method for providing data security .for use with a
file system. The apparatus and method performs acts
including: applying a mapping function to data block
numbers that are associated with a file; and obtaining
mapped'data block numbers after applying the mapping
function, wherein the mapped data block numbers are

addresses of data of the file in a storage device.

(Figure 1)
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Application No. Applicant(s)

12/152,595 IYENGAR, RANGANATH G.
Office Action Summary Examiner Art Unit

Hiep T. Nguyen 2187

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)X] Responsive to communication(s) filed on 13 May 2008.
2a)[] This action is FINAL. 2b)X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-22 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
51 Claim(s) is/are allowed.
6)X] Claim(s) 1-22 is/are rejected.
7)[J Claim(s) _____is/are objected to.
8)[] Claim(s)___ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on ______is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[_] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)JAIl  b)[]Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) XI Notice of References Cited (PTO-892) 4) |:| Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. _
3) [X] Information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date 5/13/08. 6) |:| Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20100621
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Application/Control Number: 12/152,595 Page 2

Art Unit: 2187

DETAILED ACTION

1. Claims 1-22 are presented for examination.

Claim Rejections - 35 USC § 103

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

a. A patent may not be obtained though the invention is not identically disclosed or described as
set forth in section 102 of this title, if the differences between the subject matter sought to be
patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.

3. Claims 1-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kaabouch et al.,

U.S. Patent No. 2008/0034264 [hereafter, Kaabouch] in view of well-known features of which

Official Notice is hereby taken.

a. As perclaim 1:

Kaabouch teaches a method for remapping memory addresses in a protected
memory window to memory addresses in a block of a checker memory using an
address remapper [see figure 1; Para. 0024].

However, Kaabouch does not disclose that his memory addresses in the
protection widow are block numbers associated with a file.

It has been known and commonly practiced in the pertinent art that memory
systems such as that of Kaabouch are configured for storing data files having
associated data block numbers.

Accordingly, it would have been obvious t one having ordinary skill in the art at
the time the invention was made to further configure the Kaabouch protection
window of the memory into a plurality number of blocks for storing data files, if
such feature is not inherent in the Kaabouch system.

For claims 2-10: he further claimed limitations would follow necessarily when the
protection widow of the Kaabouch memory is configured into numbers of blocks,

as mentioned above.
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Application/Control Number: 12/152,595 Page 3
Art Unit: 2187
vi. Claims 11-22: the claimed apparatus and/or article of manufacture comprise no
more than the necessary.
Conclusion
4. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.
a. Kado, 2008/0022396, teaches a memory data protection device.
b. Laietal., 2007/0250719, teaches memory addresses remapping.
c. Dickenson, 2006/0080520, teaches remapping the contents of the memory pages to
another memory location.
d. Shen etal., 2004/0153718, teaches protected memory locations and redirecting write
operation thereto to alternate memory locations.
e. Mullor, 2003/0120938, teaches a method of securing software against reverse
engineering.
f. Sibert, 7,430,585, teaches memory protection optimization by address remapping.

5. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to Hiep T. Nguyen whose telephone number is (571) 272-4197. The examiner can
normally be reached on Monday-Friday from 6:30 AM-3:00 pm.

6. If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Christian Chace can be reached on (571) 272-4190. The fax phone number for the organization
where this application or proceeding is assigned is 571-273-8300.

7. Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be
obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/Hiep T Nguyen/

Primary Examiner, Art Unit 2187
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO, Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

[ APPLICATION NUMBER FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/152,595 05/13/2008 Ranganath G. Iyengar 200501448-2
CONFIRMATION NO. 5430
22879 PUBLICATION NOTICE

HEWLETT-PACKARD COMPANY

Intellectual Property Administration R LA A
3404 E. Harmony Road

Mail Stop 35

FORT COLLINS, CO 80528

Title:Data security for use with a file system

Publication No.US-2009-0327635-A1
Publication Date:12/31/2009

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTQO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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CONFIRMATION NO. 5430
22879 NEW OR REVISED PPD NOTICE

HEWLETT-PACKARD COMPANY

nelctua Proer AdmSraton A

3404 E. Harmony Road
Mail Stop 35
FORT COLLINS, CO 80528

NOTICE OF NEW OR REVISED PROJECTED PUBLICATION DATE

The above-identified application has a new or revised projected publication date. The
current projected publication date for this application is 12/31/2009. If this is a new projected
publication date (there was no previous projected publication date), the application has been
cleared by Licensing & Review or a secrecy order has been rescinded and the application is
now in the publication queue.

If this is a revised projected publication date (one that is different from a previously
communicated projected publication date), the publication date has been revised due

to processing delays in the USPTO or the abandonment and subsequent revival of an
application. The application is anticipated to be published on a date that is more than six
weeks different from the originally-projected publication date.

More detailed publication information is available through the private side of Patent
Application Information Retrieval (PAIR) System. The direct link to access PAIR is currently
http://pair.uspto.gov. Further assistance in electronically accessing the publication, or about
PAIR, is available by calling the Patent Electronic Business Center at 1-866-217-9197.

Questions relating to this Notice should be directed to the Office of Data Management,
Application Assistance Unit at (571) 272-4000, or (571) 272-4200, or 1-888-786-0101.
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INTELLECTUAL PROPERTY ADMINISTRATION

FORT COLLINS, CO 80527-2400

Date Mailed: 07/17/2008

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
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DATA SECURITY FOR USE WITH A FILE SYSTEM

Inventor: Ranganath G. Iyengar

TECHNICAL FIELD

Embodiments of the invention relate generally to data

security for use with a file system.

BACKGROUND

A current method of providing security to data (e.g.,
software or othervtypes of files) that is stored in a
storage device (e.g., compact disk) so that unauthorized
copying of the data is prevented is to provide encryption
for the data. Therefore, access to the data is not
permitted unless the user has the proper decryption code
for the data. However, encryption-decryption software
applications are typically time consuming to use and have
often caused confusion for the users.

Online licensing checks are performed for some
licensed software files to prevent un-authorized copying of
software. However, this approach requires the software
developer to embed the licensing code in each software file
and requires the purchaser to access a public network

(e.g., Internet) for the online licensing check.
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Furthermore, even if the data in the storage device is
subject to a licensing check, an individual can still
reconstruct a file (e.g. software) on a different disk,
without the need for proper authorization, by retrieving
the data blocks that make up the file (or set of files).
For example, on a UNIX file system, an individual can
retrieve the data blocks of a file by accessing the index
node (inode) of the file and completely bypass the
application that is used for accessing the file.

On the other hand, if security is not provided to the
stored data, then individuals will be able to make
unauthorized copies of software or other files that are
stored in storage devices (e.g., CDs).

Therefore, the current technology is limited in its
capabilities and suffers from at least the above

constraints and deficiencies.
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BRIEF DESCRIPTION OF THE DRAWINGS

Non-limiting and non-exhaustive embodiments of the
present invention are described with reference to the
following figures, wherein like reference numerals refer to
like parts throughout the various views unless otherwise
specified.

Figure 1 is a block diagram of an apparatus (system)
in accordance with an embodiment of the invention.

Figure 2 is a block diagram that shows additional
details of a data block mapping in accordance with an
embodiment of the invention.

Figure 3 is a flow diagram of a method in accordance

with an embodiment of the invention.
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DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

In the description herein, numerous specific details
are provided, such as examples of components and/or
methods, to provide a thorough understanding of embodiments
of the invention. One skilled in the relevant art will
recognize, however, that an embodiment of the invention can
be practiced without one or more of the specific details,
or with other apparatus, systems, methods, components,
materials, parts, and/or the like. 1In other instances,
well-known structures, materials, or operations are not
shown or described in detail to avoid obscuring aspects of

embodiments of the invention.

Figure 1 is a block diagram of an apparatus (system)
100 in accordance with an embodiment of the invention. The
apparatus 100 can be implemented in, for example, a
computer. An operating system kernel 102 includes a
virtual file system 105 and a file system 110. It is
understood that the operating system 102 includes known
modules for performing OS managemeﬁt operations. A virtual
file system 105 is typically included in an operating
system kernel layer and allows client applications (not
shown in Figure 1) to transparently access the different

types of file systems 110 (e.g., Unix file systems,
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Windows® file systems, MAC® OS file systems) that may be
implemented in the kernel 102. However, an embodiment of
the invention can also be implemented in a system without
the virtual file system 105.

As known to those skilled in the art, an inode (index
node) is a data structure that contains information about a
file, directofy, or other object in a file system. The
file can be, for example, a software application, or other
types of data such as a WORD® document. The inode data
structure is used in, for example, a Unix file system or
other types of file systems. The file system 110 will
assign a unique inode for each file. Each inode typically
contains the following information: the device (e.g., disk)
where the inode resides, locking information, mode and type
of file, the number of links to the file, the owner’s user
and group identifiers, the number of bytes in the file,
access and modification times of the file, the time the
inode itself was last modified, and the addresses of the
file’s data blocks on the disk.

Assume that the file system 110 has stored a file into
a memory such as, for example, a memory cache 120 (e.qg.,
memory in a computer) or a storage device 125 (e.g., CD or
hard disk). Since the file system 110 has stored the file,

the file system 110 identifies the file by an inode number.
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The inode number is shown symbolically as arrow 116 in
Figure 1. That inode number, in turn, will index into an
inode table that contains the inode for the file. The
inode contains the addresses of the file’s data blocks on,
for example, the storage device (e.g., disk) 125. When a
user opens, reads, and/or writes to the file, the system
call 115 is processed by the virtual file system 105 and
forwarded to the file system 110. The system call 115 also
includes the inode number of the file to be opened, read,
and/or written.

Typically, the memory subsystem 130 will first check
if the data blocks of the file is éurrently in the memory
cache 120. This checking step is an optimization step that
increases the speed of opening of, reading of, and/or
writing to a file by fetching the data blocks of the files
in the memory cache 120, instead of always performing a
data block access to the storage device 125. However, an
embodiment of the invention may also be implemented in a
system that omits the use of a memory subsystem 130 that
checks the data blocks in the memory cache 120.

If the data blocks of the file that is identified the
inode number (arrow 116) is not in the memory cache 120,
then the disk I/O (input/output) subsystem 135 of the file

system 110 will handle the system call 115 with the inode
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number 116. In previous systems, the disk I/0
(input/output) subsystem 135 computes the block numbers of
the file in order to determine the location in the storage
device 125 of the data of the file. Therefore, the block
numbers identify the addresses of the file’s data blocks on
the disk 125.

| An embodiment of the invention includes a block
distribution engine 140 and mapping 145, in order to
perform a block distribution algorithm that provides
security to data blocks on a storage device 125. The
engine 140 can be programmed by use of standard programming
languages (e.g., C, C++, Pascal) and can be programmed by
use of standard programming techniqués that are known to
those skilled in the art. In previous systems, the data
blocks of a file are linearly placed on a storage device
and can be obtained by accessing the inode of the file. 1In
contrast, a block distribution algorithm in an embodiment
of the invention will vary the distribution of the data
blocks on the storage device 125 in order to provide
security to the data blocks, as discussed in additional

details below.

Reference is now made to Figures 1 and 2 for purposes

of discussing the operations of embodiments of the
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invention. A read operation for a file is first discussed
and a write operation for the file is then discussed.

During a read operation, if the data blocks for a file
205 (Figure 2) are not found by the memory subsystem 130
(Figure 1) in the memory cache 120 (Figure 1) (in an
embodiment that implements the checking of cached data in
memory cache 120), then the disk I/0O subsystem 135 sends a
query 150 (Figure 1) to the block distribution engine 140
which determines if the data blocks of the file 205 is
mapped in the mapping 145. The mapping 145 is a data
structure mapping of the blocks in an inode of the file 205
to an algorithm-specific data blocks. Note also that in
the example of Figure 2, the information on the data blocks
(such the locations of the data blocks in the storage
device 125) of a file 205 are identified in the inode 210.
However, it is within the scope of the embodiments of the
invention to use other data structures to store the data
blocks information of a file 205, depending on the file
system type.

If the data blocks of the file 205 is mapped by
mapping 145 to algorithm-specific data blocks, then the
block distribution engine 140 returns the algorithm-
specific data block numbers 155 (Figure 1) to the disk I/O

subsystem 135. These algorithm-specific data block numbers
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155 are the mapping of the data block numbers in the inode
210 of the file 205. An example of the data block number
mapping is shown in Figure 2. The subsystem 135 then
passes the algorithm-specific data block numbers 155 to the
block device driver 160 which then reads the data blocks of
file 205 at addresses in storage device 125. The locations
of these addresses in the storage device 125 are identified
by the algorithm-specific data block numbers 155. The
block device driver 160 can then read the data in the
algorithm-specific data block numbers 155 locations in the
storage device 125, and these data are the data of the file
205.

In contrast, if the data blocks of the file 205 are
not mapped by the mapping 145, then the data block numbers
of the inode 210 are passed the block device driver 160.

In this case, the locations of the addresses in the storage
device 125 of the data of the file 205 are identified by
the data block numbers of the inode 210. The block device
driver 160 can then read the data in the data block numbers
of the inode 210.

An example of the data blocks mapping 145 is discussed
with reference to Figure 2. Assume that an inode 210 of
file 205 points to four (4) data block numbers X1-X4. Note

that a file can have more than four data block numbers in
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an inode, and X1-X4 are used herein only as an example for
purposes of describing the details of an embodiment of the
invention. The parameters X1-X4 are locations in the
storage device 125, and X1-X4 will contain the data of the
file 205. The block distribution engine 140 maps the data
block numbers X1-X4 to different data block numbers f(X1)-
f(X4), respectively, by applying the equation f(x) to the
data block numbers x={X1l, X2, X3, X4}. The equation f (x)
can be any function that is applied to the variables X1-X4.
As an example, assume that the data block numbers for inode
210 are the following: X1=1, X2=2, X3=3, and X4=4. Assume
also as an example that f(x) = 5x, although as noted above,
f(x) can be programmed to be other functions. Therefore,
the mapped data blocks 215 will be as follows: f(X1)=5,
£(X2)=10, £(X3)=15, and f(X4)=20 Therefore, the data
blocks 215 for the file 205 will be at the locations, data
block numbers 5, 10, 15, and 20, in the storage device
125.The function f(x) is only an example of an algorithm
that the algorithm designer can program for use by the
block distribution engine 140. Therefore, the block
distribution engine 140 can apply other algorithms to the
data block numbers (x). The algorithm designer has the
choice to design different functions f(x) that differ in

complexity level, based on, for example, considerations of

10
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efficiency and security level of the mapping 145. For
example, functions f(x) that are less complex mathematical
equations provide efficiency because the block distribution
engine 140 can perform a faster computation for f(x). 1In
contrast, functions f(x) that are more complex mathematical
equations provide a higher level of security for the
mapping of the data block numbers. The typical
characteristics of this function f(x) that the designer can
consider should be, for example: (1) every block number (x)
that is applied through the function f({(x) maps to another
unique block number f(x), (2) the mapped block number £ (x)
maps to only one data block nﬁmber (x) that was requested
by the disk I/O subsystem 135, (3) the data blocks on
storage device 125 (disk) are preferably not wasted (i.e.,
the distribution of the locations of the address numbers
f(x) are efficiently configured on the storage device 125).
A user who does not have the block distribution engine
140 and mapping 145 installed in his/her computer will not
be able to read the data blocks f(X1)-f(X4) for the file
205 by simply accessing the inode 210 in the storage device
125 due to the mapping function f(x). Therefore, the
mapping 145 of the data blocks 212 into the mapped data
blocks 215 provides security to the file 205 data that are

stored in a storage device 125. Specifically, the data

11
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block numbers X1-X4 (of blocks 212) are mapped to the
algorithm-specific (mapped) data block numbers f (X1)-f(X4)
of the data blocks 215. An unauthorized user will not be
able to obtain the data for a file 205 by simply accessing
the inode 210 of the file 205 and copying the data blocks
212, because the actual data of the file 205 are stored in
the mapped data blocks 215.

During a write operation, the file system 110 assigns
an inode (e.g., inode 210) to a file 205 to be written to
the storage device 125. The disk I/O subsystem 135
identifies the inode number 230 of the inode 210. From the
identified inode number 230, the disk I/0 subsystem 135
identifies the filename 235 of file 205. The file system
has a list of free data blocks (data blocks that presently
do not contain data of files). From the list of free data
blocks, assume that, e.g., blocks X1=1, X2=2, X3=3 and X4=4
are free blocks, and the file system allocates these 4 free
blocks X1=1, X2=2, X3=3 and X4=4 for storing data of the
file 205 to be written to disk. After block allocation and
just before writing the data into the data blocks in the
storage device 125 (disk), the block distribution engine
140 will apply the mapping function f(x) to all data block
numbers X1-X4 that are linked to the filename 235. This

linking will return the corresponding mapped block numbers

12
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f(X1)=5, f£(X2)=10, £(X3)=15 and f(X4)=20 to the disk I/0
subsystem 135 when the disk I/O subsystem 135 sends the
data block numbers X1-X4 to the block distribution engine
140. The disk I/O subsystem 135 then sends the mapped
block numbers 5,10,15, and 20 to the block device driver
160, and the block device driver 160 (Figure 1) will write
the data of the file 205 on the data block numbers 5,10,15,
and 20 on the storage device 125. The read operation does
the reverse operation as explained above and thus the
integrity of the file system is not lost because there is
linking from the filename 235, to the allocated data blocks
numbers X1-X4 for the file 205, and then to the mapped data
blocks numbers f(X1)-f(X4). Therefore, the disk I/0
subsystem 135 (Figure 1) is able to obtain the correct
mapped data block numbers f(X1)-f(X4) for a file 205 to be

read, by starting with the filename 235 of the file.

Figure 3 is a method 300 for a data security to be
used in a file system, in accordance with an embodiment of
the invention. In block 310, the VFS processes and
forwards the system call with the inode number of a file to
the file system. In block 315, the file system handles the
system call. In block 320, the memory subsystem of the

file system handles the system call. 1In block 325, if the

13
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data blocks of the file are in the memory cache, then the
data blocks are returned to the VFS. The steps in blocks
320-325 are optional steps that are performed in
embodiments of the invention that implements the checking
of cached data in the memory cache 120 (Figure 1).

In block 330, the disk I/O subsystem operates with a
block distribution algorithm 335 which performs the
following steps. The algorithm 335 determines in block 340
if each data block number in an inode of the file is mapped
to an algorithm-specific data block number. An example of
the algorithm 335 is the mapping function f(x) of Figure
2). In block 340, if the data block numbers are not mapped
to algorithm-specific data block numbers, then the data
block numbers in the inode are returned (345) to the disk
I/0 subsystem and these data block numbers 350 are
forwarded to a block device driver. In block 355, the
block device driver performs the function of disk access to
the storage device 125 based on the data block numbers 350.

In block 340, if the data block numbers in the inode
of the file are mapped to algorithm-specific data block
numbers based on a mapping function f(x), then in block
360, the block distribution engine 140 (Figure 1) converts
(maps) the data block numbers X1-X4 (Figure 2) to the

mapped data block numbers f(X1)-f(X4). 1In block 365, this

14
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mapping is stored in the data structure mapping 145 of
Figure 1. The block distribution engine 140 (Figure 1)
also returns 370 the algorithm-specific (mapped) data block
numbers f(X1)-f(X4) to the disk I/0 subsystem. In block
355, the block device driver will access the algorithm-
specific data block numbers f(X1)-f(X4) in the storage
device 125 in order to obtain the data of a file.
Embodiments of the invention provide various
advantages such as providing a frame work for security of
data on a storage device, providing various levels of
security to the data based on a selected mapping function
complexity, providing an opportunity to define security
standards at the file system level, and providing a
security frame work that can be used with different file
system types such as, for example, ext2 (second extended

file system) and FAT (File Allocation Table).

It is also within the scope of the present invention
to implement a program or code that can be stored in a
machine-readable or computer-readable medium to permit a
computer to perform any of the inventive techniques
described above, or a program or code that can be stored in
an article of manufacture that includes a computer readable

medium on which computer-readable instructions for carrying

15
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out embodiments of the inventive techniques are stored.
Other variations and modifications of the above-described
embodiments and methods are possible in light of the
teaching discussed herein.

The above description of illustrated embodiments of
the invention, including what is described in the Abstract,
is not intended to be exhaustive or to limit the invention
to the precise forms disclosed. While specific embodiments
of, and examples for, the invention are described herein
for illustrative purposes, various equivalent modifications
are possible within the scope of the invention, as those
skilled in the relevant art will recognize.

These modifications can be made to the invention in
light of the above detailed description. The terms used in
the following claims should not be construed to limit the
invention to the specific embodiments disclosed in the
specification and the claims. Rather, the scope of the
invention is to be determined entirely by the following
claims, which are to be construed in accordance with

established doctrines of claim interpretation.

16
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CLAIMS
What is claimed is:
1. A method of providing data security for use with a
file system, the method comprising:

applying a mapping function to data block numbers that
are associated with a file; and

obtaining mapped data block numbers after applying the
mapping function, wherein the mapped data block numbers are

addresses of data of the file in a storage device.

2. The method of claim 1, further comprising:
storing a mapping of the data block numbers and the

mapped data block numbers.

3. The method of claim 1, wherein a read operation for
the file comprises:

obtaining the data block numbers of the file;

obtaining the mapped data block numbers of the file
based on the mapping function that is applied to the data
block numbers; and

reading the data in the mapped data block numbers in

the storage device.

17
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4, The method of claim 1, wherein a write operation for
the file comprises:
allocating data block numbers of free data blocks in

the storage device;

linking the data block numbers to a file name of the
file;

applying the mapping function to the data block
numbers in order to obtain the mapped data block numbers;
and

writing the data of the file into the mapped data

block numbers in the storage device.

5. The method of claim 1, wherein the mapping function is
an equation that is applied to each data block number of

the file.

6. The method of claim 1, further comprising:
selecting a complexity level of the mapping function
in order to set a security level and efficiency of the

mapping function.

7. The method of claim 1, wherein the data block numbers

are addresses of data of the file in the storage device if

18
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the mapping function is not applied to the data block

numbers.

8. The method of claim 1, wherein the mapping function

prevents copying of data of the file in the storage device.

9. The method of claim 1, wherein the data block numbers
are contained in a data structure that is associated with

file.

10. The method of claim 9, wherein the data structure

comprises an index node.

11. An apparatus for providing data security for use with
a file system, the apparatus comprising:

a block distribution engine configured to apply a
mapping function to data block numbers that are associated
with a file, and obtain mapped data block numbers after
applying the mapping function;

wherein the mapped data block numbers are addresses of

data of the file in a storage device.
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12. The apparatus of claim 11, wherein the block
distribution engine is configured to store a mapping of the

data block numbers and the mapped data block numbers.

13. The apparatus of claim 11, wherein for a read
operation for the file, the block distribution engine
obtains the data block numbers of the file from a file
system, and obtains the mapped data block numbers of the
file based on the mapping function that is applied to the
data block numbers; and wherein a block device driver is
configured to read the data in the mapped data block

numbers in the storage device.

14. The apparatus of claim 11, wherein for a write
operation for the file, the block distribution engine is
configured to receive allocated data block numbers of free
data blocks in the storage device from a file system, link
the data block numbers to a file name of the file, and
apply the mapping function to the data block numbers in
order to obtain the mapped data block numbers; and wherein
a block device driver is configured to write fhe data of
the file into the mapped data block numbers iﬁ the storage

device.

20

350



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

200501448-2

15. The apparatus of claim 11, wherein the mapping
function is an equation that is applied to each data block

number of the file.

16. The apparatus of claim 11, wherein a complexity level
of the mapping function is selected in order to set a

security level and efficiency of the mapping function.

17. The apparatus of claim 11, wherein the data block
numbers are addresses of data of the file in the storage
device if the mapping function is not applied to the data

block numbers.

18. The apparatus of claim 11, wherein the mapping
function prevents copying of data of the file in the

storage device.
19. The apparatus of claim 11, wherein the data block
numbers are contained in a data structure that is

associated with file.

20. The apparatus of claim 19, wherein the data structure

comprises an index node.
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21. BAn apparatus for providing data security for use with
a file system, the apparatus comprising:

means for applying a mapping function to data block
numbers that are associated with a file; and

means for obtaining mapped data block numbers after
applying the mapping function, wherein the mapped data
block numberé are addresses of data of the file in a

storage device.

22. Article of manufacture, comprising:

a machine-readable medium having stored thereon
instructions to:

apply a mapping function to data block numbers that
are associated with a file; and

obtain mapped data block numbers after applying the
mapping function, wherein the mapped data block numbers are

addresses of data of the file in a storage device.

22
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ABSTRACT

An embodiment of the invention provides an apparatus
and method for providing data security for use with a file
system. The apparatus and method performs acts including:
applying a mapping function to data block numbers that are
associated with a file; and obtaining mapped data block
numbers after applying the mapping function, wherein the
mapped data block numbers are addresses of data of the file

in a storage device.
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DECLARATION AND POWER OF ATTORNEY PATEN

FOR PATENT APPLICATION ATTORNEY DOCKET NO. 200501448-2

As a below named inventor, | hereby declare that.

My residence/post office address and cilizenship are as stated below next to my name;

| believe | am the original, first and sole inventor (if only one name is listed below) or an original, first and joint
inventor (if plural names are listed below) of the subject malter which is claimed and for which a palent is sought on

the invention entitled:
DATA SECURITY FOR USE WITH A FILE SYSTEM

the specification of which is altached hereto unlass the following box is checked:

{0 was filed as US Application No. or PCT International Application

Number and was amended on (if applicable).

| hereby state that | have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendment(s) referred to above.
1 acknowledge the duty to disclose information which is material to patentability as defined in 37 CFR 1.56, including
for continuation-in-part applications, malerial available between the fiing date of the prior application and the
national or PCT intemational filing date of the continuation-in-part application.
Foreign Application(s) and/or Claim of Foreign Priority
1 hereby dlaim foreign priority benefits under 35 U.S.C. 118(a)(d) or (f), or 365(b) of any foreign application{s) for
patent, Inventor(s) rights centificate(s), or 385(a) of any PCT intemational applicalion which designated at least one
country other than the United States of America, listed balow and have also identified below, by checking the box,
any foreign application for patent, inventor's rights certificale(s), or any PCT intemational application having a filing
date before that of the application on which priority is claimed:

Prior Foreign Application Forelgn Filing Date Priority "
Number(s Country (MMDDYYYY) Not Claimad Certified Copy Aftached?
1871/CHER007 India 0773012007 0 ves: (] No:[X]
O ves:[1 w~o:
O ves:[(1 wno:[0

Power of Attorney: . i
As a named inventor, | hereby appoint the following altorney(s) and/or agent(s) to prosecute this application and
transact afl business in the Patent and Trademark Office connecled therewith:

Send Comrespondence to: Direct Talephone Calls to:

Customer Number [022879 Kevin Hart

HEWLETT-PACKARD COMPANY

intellectual Praperty Administration (970) 838-7057

P.O. Box 272400 Even though the attorney is listed, please associate HP's Customer
Fort Collins, Colorado 80527-2400 Number 022879 with this case.

| hereby declare thal all slatements made herein of my own knowledge are true and that alt slalements made on
information and belief are believed to be true; and further that these statements ware made with the knowledge thal
willful false stalements and the like so made are punishable by fine or imprisonment, or both, under Section 1001 of
Titie 18 of the United States Code and that such willful false statemenls may jeopardize the validily of the applicalion
or any palent issued thereon.

Ranganath G. lyengar india

Full Namge of Sola.gr First inventor (first, middle [if any}, last) Citizenship
Livde—zdi 51| 042008

Inventor's Sigratlfe. ~J Date

Bangalore, Kamataka, India 560061

Inventor's Residence (City, Slate/Province, Country, Postal Code)

No.1097A, 3 Cross, 3 Main, Ramanjanaya Layout, Chikkalasandra, Bangalore, Karnataka,India 560061
Business/Mailing Address
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PATENT APPLICATION
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HEWLETT-PACKARD COMPANY

nf8llectual Property Administration
== P.0. Box 272403 " ATTORNEY DOCKET NO. 200501448-2

- F@ Collins, Colorado 80527-2400

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Patent Application Letter

Commissioner For Patents
PO Box 1450
Alexandria, VA 22313-1450

Transmitted herewith for filing under 37 CFR 1.53(b) is a(n): Utility (] Design

original patent application
[:]continuation-in-part application

iNVENTOR(S): Ranganath G. lyengar
TITLE: DATA SECURITY FOR USE WITH A FILE SYSTEM

Enclosed are:

The Declaration and Power of Attorney Signed [] Unsigned or partially signed
3 Sheets of drawings (one set) Assignment and Recordation
Form PTO/SB/08a and/or PTO/SB/08b Information Disclosure Statement
[] Priority document(s) Other Specification (23 pages), Postcards (2) Fee$
CLAIMS AS FILED BY OTHER THAN A SMALL ENTITY
F((1))R NUMBI(E?'«2 FILED NUMBE(F%)EXTRA R/(:%E TOSI'E)}\LS
TOTAL CLAIMS 22 — 20 2 X $50 $ 100
R vl 4 — 3 1 X $210 $ 210
DEPENDENT CLAIMS $370 $ 0
BASIC FILING FEE] $ 1,030
OTHER FEES] $
TOTAL CHARGES TO DEPOSIT ACCOUNT: $ 1,340

Charge $__1.340 _to Deposit Account 08-2025. At any time during the pendency of this application, please charge any fees
required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25. Additionally charge any fees to
Deposit Account 08-2025 under 37 CFR 1.16 through 1.21 inclusive, and any other sections in Title 37 of the Code of Federal
Regulations that may regulate fees. A duplicate copy of this sheet is enclosed.

Express Mail Label No.: EV514096974US . Respectfully submitted,

Date of Deposit: May 13, 2008 Ranganath G. lyengar

Typed Name: Arnold M. de Guzman By k -
Signature: A Arnold M. de Guzman

| hereby certify that this is being deposited with the
United States Postal Service "Express Mail Post Office
to Addressee" service under 37 CRF 1.10 on the date RegNo.: 39,955
indicated above and is addressed to:

Commissioner for Patents, Alexandria,VA 22313-1450 Date : May 13, 2008

Attorney/Agent for Applicant(s)

Telephone : (805) 681-5078

Rev 10/07 (TransNew)
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STATEMENT BY APPLICANT Art Unit Not yet known
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Fort Collins, Colorado 80527-2400

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Ranganath G. lyengar Confirmation No.: Af o4 et lend wn
Application No.: N9 b, et Knnownr Examiner: Not yet known
Filing Date:  May 13, 2008 Group Art Unit: Kot Y et knoswn

Title: DATA SECURITY FOR USE WITH A FILE SYSTEM

Mail Stop Amendment
Commissioner For Patents
PO Box 1450

Alexandria, VA 22313-1450

INFORMATION DISCLOSURE STATEMENT

This Information Disclosure Statement is submitted:
under 37 CFR 1.97 (b), or ,
(Within three months of filing national application; or date of entry of national application; or before mailing
date of first action on the merits; whichever occurs last)
[ under 37 CFR 1.97 (c), together with either a:
[[] Statement under 37 CFR 1.97 (e), or
(] a $180 fee under 37 CFR 1.17 (p), or
(After the CFR 1.97 (b) time period, but before final action or notice of allowance, whichever occurs first)

(]  under 37 CFR 1.97 (d), together with a:
[[] Statementunder 37 CFR 1.97 (e) (1) or (2), and
[] a$180fee setforth in 37 CFR 1.17 (p),
(Filed after final action, a notice of allowance, on or before payment of the issue fee)

Please charge to Deposit Account 08-2025 the sum of $ 0.00 . Atany time during the pendency of this application,
please charge any fees required or credit any over payment to Deposit Account 08-2025 pursuant to 37 CFR 1.25.

Applicant(s) submit herewith form PTO/SB/08B - Information Disclosure Statement together with any required copies of
patents, publications or other information of which applicant(s) are aware, which applicant(s) believe(s) may be material to
the examination of this application and for which there may be a duty to disclose in accordance with 37 CFR 1.56.

[] A concise explanation of the relevance of foreign language patents, foreign language publications and other foreign
language information listed on PTO/SB/08B, as presently understood by the individual(s) designated in 37 CFR 1.56
(c) most knowledgeable about the content is given on the attached sheet, or where a foreign language patent is cited
in a search report or other action by a foreign patent office in a counterpart foreign application, an english language
version of the search report or action which indicates the degree of relevance found by the foreign office is listed on
form PTO/SB/08B and is enclosed.

it is requested that the information disclosed herein be made of record in this application.

Express Mail Label No.: EV514096974US Respectfully submitted,

Date of Deposit: May 13, 2008 Ranganath G. lyengar

| hereby certify that this is being deposited with the By &/—/
United States Postal Service "Express Mail Post Office

to Addressee"” service under 37 CRF 1.10 on the date Arnold M. de Guzman
indicated above and is addressed to: ' _
Commissioner for Patents, Alexandria,VA 22313-1450 Attorney/Agent for Applicant(s)
Typed Name: Arnold M. de Guzman RegNo.: 39,955
Signature: S~ Date : May 13, 2008

Telephone : (805) 681-5078
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