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rotected network™ such as “access the protected network only as required to
remedy a condition that caused the quarantine to be imposed”).

D. [otivation to Combine Gleichauf lnd Ovadia

62. In my opinion, a POSITA when considering the teachings of
Gleichauf would have also considered the teachings of Ovadia, as both relate to
providing secure access when an individual computerized device connects to a
network. EX1004, 3:4-9; EX1005, 1:8-11. A POSITA would have been motivated
to combine the teachings of Gleichauf and Ovadia for multiple reasons gnd doing
so would have been within the POSITAs skillset. The combination would have
been obvious because it merely uses known techniques (e.g., Ovadia’s trusted
platform module security infrastructure and digital signatures) to improve a similar
method (e.g., Gleichauf’§authentication and authorization of devices seeking
network access) in the same way.

63. In my opinion, a POSITA would have been motivated to take
advantage of Ovadia’s use of a trusted platform module—as described in the
Trusted Computing Group “platform-independent industry specification”—
because it would standardize Gleichauf’s posture credentials. EX1005, 4:32-35;
EX1014, 2 (TCG was formed as an “industry-standards organization with the aim
of enhancing the security of the computing environment in disparate computer

platforms.”). A TCG-defined TPM can advantageously be used to provide asset
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protected network™ such as “access the protected network only as required to
remedy a condition that caused the quarantine to be imposed”).

D. Motivation to Combine Gleichauf and Ovadia

62. In my opinion, a POSITA when considering the teachings of
Gleichauf would have also considered the teachings of Ovadia, as both relate to
providing secure access when an individual computerized device connects to a
network. EX1004, 3:4-9; EX1005, 1:8-11. A POSITA would have been motivated
to combine the teachings of Gleichauf and Ovadia for multiple reasons ggd doing
so would have been within the POSITA’s skillset. The combination would have
been obvious because it erely uses known techniques (e.g., Ovadia’s trusted
platform module security infrastructure and digital signatures) to improve a similar
method . g., Gleichauf’ §llthentication and authorization of devices seeking
network access) in the same way.

(. my opinion, a POSITA would have been motivated to take
advantage of Ovadia’s use of alBlisted platform module—as described in the
Trusted Computing Group “platform-independent industry specification”—
because it would standardize Gleichauf’s posture credentials. (e 1005 , 4:32-35;
EX1014, 2 (TCG was formed as an “industry-standards organization with the aim
of enhancing the security of the computing environment in disparate computer

atforms.”). A TCG-defined TPM can advantageously be used to provide asset
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protected network™ such as “access the protected network only as required to

Q

remedy a condition that caused the quarantine to be imposed”).

D. Motivation to Combine Gleichauf and Ovadia

62. In my opinion, a POSITA when considering the teachings of
Gleichauf would have also considered the teachings of Ovadia, as both relate to
providing secure access when an individual computerized device connects to a
network. EX1004, 3:4-9; EX1005, 1:8-11. A POSITA would have been motivated
to combine the teachings of Gleichauf and Ovadia for multiple reasons Qnd doing
so would have been within the POSITA’s skillset. The combination would have
been obvious because itQmerely uses known techniques (e.g., Ovadia’s trusted
platform module security infrastructure and digital signatures) to improve a similar
method (e.g., Gleichauf’§Pauthentication and authorization of devices seeking
network access) in the same way.

63. In my opinion, a POSITA would have been motivated to take
advantage of Ovadia’s use of a trusted platform module—as described in the
Trusted Computing Group “platform-independent industry specification”—
because it would standardize Gleichauf’s posture credentials. EX1005, 4:32-35;
EX1014, 2 (TCG was formed as an “industry-standards organization with the aim
of enhancing the security of the computing environment in disparate computer

platforms.”). A TCG-defined TPM can advantageously be used to provide asset
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tracking functionalities, collect and report (in a trusted manner) platform
configuration information, and secure client-server communications. X1014, 2-4;
EX1016, 911 ( he TCPA architecture includes an isolated computing engine, or
trusted platform module (TPM) (not shown), whose processes can be trusted
because they cannot be altered. ... Additionally, the TPM may encrypt or wrap
data, such as a key, and may bind or seal an internally generated asymmetric key
pair to a particular TPM and/or a particular platform configuration.”); Bx1012,
2:8-11 (TCPA is the former name of TCG); EX1019, 993-4. Put differently,
following the industry standard, as described in Ovadia, would benefit Gleichauf’s
system by formatting a device’s posture credentials consistently and with
substantially the same information, regardless of the device’s manufacturer or
components. This would also allow Gleichauf’s policy server to process posture
credentials that were received, in a trusted manner, more efficiently and in
substantially the same way regardless of the device providing the credentials.
Following the industry standard would also promote the interoperability of devices
from diverse manufacturers. Ensuring the interoperability of devices is a common
and important goal in the computer networking arts.

@4. Ovadia describes applying technology from the “Trusted Computing
Group BTCG)” which addresses “network security” and “covers trust in computing

platforms in general.” EX1005, 4:16-35. A POSITA would thus have understood
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tracking functionalities, collect and report (in a trusted manner) platform
configuration information, and secure client-server communications. EX1014, 2-4;
EX1016, g11 (“The TCPA architecture includes an isolated computing engine, or
trusted platform module (TPM) (not shown), whose processes can be trusted
because they cannot be altered. ... Additionally, the TPM may encrypt or wrap
data, such as a key, and may bind or seal an internally generated asymmetric key
pair to a particular TPM and/or a particular platform configuration.”); EX1012,
2:8-11 (TCPA 1is the former name of TCG); EX1019, 993-4. Put differently,
following the industry standard, as described in Ovadia, would benefit Gleichauf’s
system by formatting a device’s posture credentials consistently and with
substantially the same information, regardless of the device’s manufacturer or
components. This would also allow Gleichauf’s policy server to process posture
credentials that were received, in a trusted manner, more efficiently and in
substantially the same way regardless of the device providing the credentials.
Following the industry standard would also promote the interoperability of devices
from diverse manufacturers. Ensuring the interoperability of devices is a common
and important goal in the computer networking arts.

64. Ovadia describes applying technology from the “Trusted Computing
Group (TCG)” which addresses “network security” and “covers trust in computing

platforms in general.”BX1005, 4:16-35. A POSITA would thus have understood

IPR2025-01468; Citrix
Ex. 1002 - Page 44

K.Mizra LLC, Ex. 2022, p. 6
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

that the trusted computing and authentication technologies described in Ovadia are
not limited to the Bhireless networks Ovadia describes Mgt instead are generally
applicable to networks—Ilike &1eichauf’s—that condition network access on
authentication and authorization of client devices.

5. my opinion, the combination also would have been obvious
because it @pplies the known technique of digitally signing an attestation about the
state of a device to make its authentication moreiJcure (as in Ovadia) with the
known network authorization process of analyzing a device’s security posture
credentials, including its authentication (as in Gleichauf) to yield predictable
results. In my opinion, a POSITA would have been familiar with the use of digital
signatures to prove the integrity and authenticity of network communications and
would have recognized that Ovadia’s digital signature technique would improve
Gleichauf’s process by increasing resistance to forged or tampered-with posture
credentials. EX1008, 933. In my opinion, a POSITA also would have recognized
that use of a digital signature would improve Gleichauf’s process by enabling the
policy server to confirm that the posture credentials originated with the device
attempting to access the network.

66. In my opinion, §POSITA also would have been motivated to combine
the teachings of Gleichauf and Ovadia because Ovadia provides additional details

regarding implementation of Gleichauf’s techniques. Gleichauf provides that
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that the trusted computing and authentication technologies described in Ovadia are
not limited to the wireless networks Ovadia describes hut instead are generally
applicable to networks—Ilike Gleichauf’s—that condition network access on
authentication and authorization of client devices.

65. In my opinion, the combination also would have been obvious
because it applies the known technique of digitally signing an attestation about the
state of a device to make its authentication more secure (as in Ovadia) with the
known network authorization process of analyzing a device’s security posture
credentials, including its authentication (as in Gleichauf) to yield predictable
results. In my opinion, a POSITA would have been familiar with the use of digital
signatures to prove the integrity and authenticity of network communications and
would have recognized that Ovadia’s digital signature technique would improve
Gleichauf’s process by increasing resistance to forged or tampered-with posture
credentials. EX1008, 933. In my opinion, a POSITA also would have recognized
that use of a digital signature would improve Gleichauf’s process by enabling the
policy server to confirm that the posture credentials originated with the device
attempting to access the network.

66. In my opinion, §IDSITA also would have been motivated to combine
the teachings of Gleichauf and Ovadia because Ovadia provides additional details

regarding implementation of Gleichauf’s[chniques. Gleichauf provides that
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“policy server 28 authenticates an identity of the computerized device 22 to
generate an authentication result.”BX1004, 22:3-5. Ovadia explains that one way
to authenticate a device is to checkBhat device’s digital signature. EX1005, 16:30-
32. It would have been obvious to a POSITA to use Ovadia’s digital signatures as a
way of performing Gleichauf’ s@evice authentication.

7. my opinion, a POSITA would have had a reasonable expectation of
success in combiningeichauf and Ovadia. Notably, components of Ovadia’s
trusted computing architecture have corresponding components in Gleichauf’s
architecture, and a POSITA would have recognized how (e descriptions provided
for components in Ovadia would be applicable to the corresponding components in
Gleichauf. For example, similar to the posture agent in Gleichauf, which gathers
information about the device’s “configuration state,” Ovadia uses “an
authentication agent to determine the state of a platform environment” and
generate an “integrity measurement.” EX1004, 3:8, 12:21-31; EX1005, 4:40-43,
14:1-6; Fig. 8. Ovadia’s integrity measurement is stored in the trusted platform
module. EX1005, 13:61-63, Fig. 8. The integrity measurement is then provided to
an authentication server as part of authentication data in response to an
authentication challenge, which is analogous to Gleichauf’s sending the posture
credentials of a device to a policy server in response to requests to authenticate the

device. EX1005, 4:43-45, 13:61-63, Fig. 8; EX1004, 10:63-11:3. Ovadia’s
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“policy server 28 authenticates an identity of the computerized device 22 to

Q

generate an authentication result.” EX1004, 22:3-5. Ovadia explains that one way
to authenticate a device is to check that device’s digital signature. EX1005, 16:30-
32. It would have been obvious to a POSITA to use Ovadia’s digital signatures as a
way of performing Gleichauf’s device authentication.

67. In my opinion, a POSITA would have had a reasonable expectation of
success in combining”Gleichauf and Ovadia. Notably, components of Ovadia’s
trusted computing architecture have corresponding components in Gleichauf’s
architecture, @id a POSITA would have recognized how the descriptions provided
for components in Ovadia would be@bplicable to the corresponding components in
Gleichauf. [4br example, similar to the posture agent in Gleichauf, whichBhthers
information about the device’s “configuration state,” Ovadia[ighes “an
authentication agent to determine the state of a platform environment” and
generate an “integrity measurement.”1004, 3:8, 12:21-31; EX1005, 4:40-43,
14:1-6; Fig. 8. Ovadia’s integrity measurement is stored in the ighisted platform
module. EX1005, 13:61-63, Fig. 8. The integrity measurement is then provided to
an authentication server as part of authentication data in response to an
authentication allenge, which is analogous to Gleichauf’s sending the posture
credentials of a device to a policy server in response to requests to authenticate the

device. EX1005, 4:43-45, 13:61-63, Fig. 8; EX1004, 10:63-11:3. Ovadia’s
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“policy server 28 authenticates an identity of the computerized device 22 to

Q

generate an authentication result.” EX1004, 22:3-5. Ovadia explains that one way
to authenticate a device is to check that device’s digital signature. EX1005, 16:30-
32. It would have been obvious to a POSITA to use Ovadia’s digital signatures as a
way of performing Gleichauf’s device authentication.

67. In my opinion, a POSITA would have had a reasonable expectation of
success in combining”Gleichauf and Ovadia. Notably, components of Ovadia’s
trusted computing architecture have corresponding components in Gleichauf’s
architecture, and a POSITA would have recognized how the descriptions provided
for components in Ovadia would be applicable to the corresponding components in
Gleichauf. For example, similar to the posture agent in Gleichauf, which gathers
information about the device’s “configuration state,” Ovadia uses “an
authentication agent to determine the state of a platform environment” and
generate an “integrity measurement.” EX1004, 3:8, 12:21-31; EX1005, 4:40-43,
14:1-6; Fig. 8. Ovadia’s integrity measurement is stored in the trusted platform
module. EX1005, 13:61-63, Fig. 8. The integrity measurement is then provided to
an authentication server as part of authentication data in response to an
authentication challenge, which is analogous to Gleichauf’s sending the posture
credentials of a device to a policy server in response to quests to authenticate the

device. EX1005, 4:43-45, 13:61-63, Fig. 8; EX1004, 10:63-11:3. Ovadia’s
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integrity measurement is “digitally signed with appropriate keys” before it is sent
to the authentication server. X1005, 13:63-64, F. 8. A POSITA would have
understood that Ovadia’sEusted platform module generates and sends the integrity

measurement[@cause the integrity measurements are digitally signed with an

Attestation Integrity Key (AIK) and “AIKs are only permitted to sign data

generated by a TPM.”[BX1005, 14:9, 5:35-36. In my opinion, it would have been
obvious to a POSITA to implement Gleichauf’s posture agent with trusted platform
module functionality, e.g., the ability to store, provide, and digitally sign integrity
measurements, as taught in Ovadia, to provide §ecurity assurances available with
digital signatures and limited-use integrity keys. Such a combination would have
involved application of known techniques (e.g., trusted platform module
functionality) to improve the network security of Gleichauf’s computerized devices
in the same way in which Ovadia’s trusted platform module operates (e.g., storing,
providing, and digitally signing integrity measurements). Such a combination
would also have involved the combination of prior art elements (e.g., combining
Ovadia’s well-known trusted platform module with Gleichauf’s computerized
devices) according to known methods to yield predictable results (improved
network security to Gleichauf’s computerized devices).

68. Both references also describe providing a message with an

explanation to the user of the device if the posture credentials or integrity
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integrity measurement is “digitally signed with appropriate keys” before it is sent
to the authentication server. EX1005, 13:63-64, Fig. 8. A POSITA would have
understood that Ovadia’s trusted platform module generates and sends the integrity
measurement because the integrity measurements are digitally signed with an
Attestation Integrity Key (AIK) and “AIKs are only permitted to sign data
generated by a TPM.” EX1005, 14:9, 5:35-36. In my opinion, it would have been
obvious to a POSITA to implement Gleichauf’s posture agent with[Zhsted platform
module functionality, e.g., the ability to store, provide, and digitally sign integrity
measurements, as taught in Ovadia, to provide §iShirity assurances available with
digital signatures and limited-use integrity keys. [i8hch a combination would have
involved application of known techniques (e.g., trusted platform module
functionality) to improve the network security of Gleichauf’s computerized devices
in the same way in which Ovadia’s trusted platform module operates (e.g., storing,
providing, and digitally signing integrity measurements). Such a combination
would also have involved the combination of prior art elements (e.g., combining
Ovadia’s well-known trusted platform module with Gleichauf’s computerized
devices) according to known methods to yield predictable results (improved
network security to Gleichauf’s computerized devices).

(88, [Zbth references also describe providing a message with an
explanation to the user of the device if the posture credentials or integrity
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Eheasurement is not accepted. EX1004, 4:50-67; EX1005, 16:62-65. In my opinion,
the analogous architectures of Gleichauf’s and Ovadia’s respective systems—
together with the fact that they both solve similar problems within the same field of
network access authentication—would have provided a POSITA with a reasonable
expectation of success in combining their disclosures. 2nh my opinion, the
predictability of their combination is also consistent with, and supported by,
Gleichauf’s and Ovadia’s mutual acknowledgements that a POSITA would have
had the skills to make “various changes in form and details” to their described
embodiments. EX1004, 27:24-29; EX1005, 18:64-19:4.

@o. [h my opinion, the proposed combination permits but do not require
physical incorporation of elements from Ovadia into Gleichauf.

E. Motivation to Combine Gleichauf, Ovadia, and Lewis

70.  In my opinion, a POSITA when considering the teachings of
Gleichauf and Ovadia would have also considered the teachings of Lewis, as all of
the references relate to providing secure access when an individual computerized
device connects to a network. EX1004, 3:4-9; EX1005, 1:8-11; EX1006, 4:7-9. In
my opinion, a POSITA would have been motivated to combine the teachings of
Gleichauf, Ovadia, and Lewis for multiple reasons and doing so would have been
within the POSITA’s skillset. The combination would have been obvious because

it uses the known technique of redirection of device traffic to a quarantine server
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measurement is not accepted. EX1004, 4:50-67; EX1005, 16:62-65. In my opinion,
the analogous architectures of Gleichauf’s and Ovadia’s respective systems—
together with the fact that they both solve similar problems within the same field of
network access authentication—would have provided a POSITA with a reasonable
expectation of success in combining their disclosures. In my opinion, the
predictability of their combination is also consistent with, and supported by,
Gleichauf’s and Ovadia’s mutual acknowledgements that a POSITA would have
had the skills to make “various changes in form and details” to their described
embodiments. EX1004, 27:24-29; EX1005, 18:64-19:4.

69. In my opinion, the proposed combination permits but do not require
physical incorporation of elements from Ovadia into Gleichauf.

E. [Jotivation to Combine Gleichauf, Ovadia, and Lewis

11).  In my opinion, a POSITA when considering the teachings of
Gleichauf and Ovadia would have also considered the teachings of Lewis, as all of
the references relate to providing secure access when an individual computerized
device connects to a network. EX1004, 3:4-9; EX1005, 1:8-11; EX1006, 4:7-9. In
my opinion, a POSITA would have been motivated to combine the teachings of
Gleichauf, Ovadia, and Lewis for multiple reasons and doing so would have been
within the POSITAs skillset. The combination would have been obvious because

it[ies the known technique of redirection of device traffic to a quarantine server
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that serves aebpage to the device, as in Lewis, to improve a similar method Qf
traffic redirection, as in Gleichauf, in the same way.

el my opinion, the combination would also have been obvious
because it is merely the application of Lewis’s known technique Bl serving a
webpage to a quarantined device with information and remediation instructions to
Gleichauf’s and Ovadia’s known methods of providing a notification message
identifying reasons for quarantine, yielding predictable results. In my opinion, a
POSITA would have known that serving a webpage with remediation instructions
to a quarantined device from a quarantine server would beneficially provide
information to the user while simultaneously preventing the device from accessing
protected network resources. EX1006, 10:61-66, 13:63-14:1. Lewis’s quarantine
webpage would also be advantageous to Gleichauf’s or Ovadia’s notification
message. Gleichauf discloses notifications in the form of “extensible messaging
format, such as a Type-Length-Value (TLV) or an extensible markup language
(XML) format” which “‘are well-defined, application independent form for
representing information or data.” EX1004, 20:56-60. In comparison, Lewis’s
webpage served by the quarantine server is displayed in the browser that a user
already has opened. Therefore, modifying the XML/TVL notification approach in

Gleichauf to Lewis’s webpage based notifications would advantageously avoid
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that serves a webpage to the device, as in Lewis, to improve a similar method of
traffic redirection, as in Gleichauf, in the same way.

71.  In my opinion, the combination would also have been obvious
because it is merely the application of (1% wis’s known technique of serving a
webpage to a quarantined device with information and remediation instructions to
Gleichauf’s and Ovadia’s known methods of providing a notification message
identifying reasons for quarantine, yielding predictable results. In my opinion, a
POSITA would have known that serving a webpage with remediation instructions
to a quarantined device from a quarantine server would beneficially provide
information to the user while simultaneously preventing the device from accessing
protected network resources. EX1006, 10:61-66, 13:63-14:1. Lewis’s quarantine
webpage would also be advantageous to Gleichauf’s or Ovadia’s notification
message. Gleichauf discloses notifications in the form of “extensible messaging
format, such as a Type-Length-Value (TLV) or an extensible markup language
(XML) format” which “‘are well-defined, application independent form for
representing information or data.” EX1004, 20:56-60. In comparison, Lewis’s
webpage served by the quarantine server is displayed the browser that a user
already has opened. Therefore, modifying the XML/TVL notification approach in

Gleichauf to Lewis’s webpage based notifications would advantageously avoid
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ecessitating additional software components running on the device to receive and
display the Dotification message to the user. [8X1004, 4:56-60; EX1005, 16:62-65.

72.  In my opinion, serving a webpage from a quarantine server would also
provide the quarantined device’s user the option to proceed with the remediation or
terminate the connection attempt. A user attempting to access the network from a
fixed location (e.g., an office) may have time to proceed with remediation. In this
instance, the webpage would direct the user to a remediation server that can
resolve the security issues per Gleichauf. EX1004, 5:4-11. A user that does not
have the time to remediate security issues (e.g., a user attempting access from an
airport terminal) may opt to terminate the connection attempt. In my opinion, a
POSITA would have understood the benefits of giving the user Ehe option to
choose their desired course of action.

73.  Additionally, A POSITA at the time would have understood that
directing a user to a quarantine server rather than a remediation server would
provide business benefits as well. Patch management and its associated costs and
complications was well known at the time. EX1027, xxi-xxii, 2. While it was
possible to redirect a system joining to the network to a Microsoft Update server,
which would be the remediation server of the patent, doing so might cause wasted
bandwidth from duplicate download and would not allow an organization’s IT

service to track what updates were installed on the system. Instead, in my opinion,
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necessitating additional software components running on the device to receive and
display the notification message to the user. EX1004, 4:56-60; EX1005, 16:62-65.

72.  In my opinion, serving a webpage from a quarantine server would also
provide the quarantined device’s user the option to proceed with the remediation or
terminate the connection attempt. A user attempting to access the network from a
fixed location (e.g., an office) may have time to proceed with remediation. In this
instance, the webpage would direct the user to a remediation server that can
resolve the security issues per Gleichauf. EX1004, 5:4-11. A user that does not
have the time to remediate security issues (e.g., a user attempting access from an
airport terminal) may opt to terminate the connection attempt. In my opinion, a
POSITA would have understood the benefits of giving the user the option to
choose their desired course of action.

73.  Additionally, A POSITA at the time would have understood that
directing a user to a quarantine server rather than a remediation server would
provide business benefits as well. Patch management and its associated costs and
complications was well known at the time. EX1027, xxi-xxii, 2. While it was
possible to redirect a system joining to the network to a Microsoft Update server,
which would be the remediation server of the patent, doing so might cause wasted
bandwidth from duplicate download and would not allow an organization’s IT

service to track what updates were installed on the system. Instead, in my opinion,
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POSITA would have understood that directing the system to a quarantine server
would allow distribution of a locally-downloaded and cached version of system
updates, saving network bandwidth, and would enable maintenance of a central
database of what was installed and updated on each system. These are all part of
normal IT operations and would be enabled by use of the quarantine server.
Additionally, a system that required updates from several sources (e.g., Microsoft,
Adobe, Oracle, etc.) could place those updates on one server, instead of requiring
repeated attempts at joining the network and redirection to a variety of remediation
Servers.

D4, [h my opinion, a POSITA would have had a reasonable expectation of
success in combining the teachings of Gleichauf and Ovadia with Lewis. As
Xplained, Gleichauf’s policy server sends a notification message to a quarantined
device with information and remediation instructions. @X1004, 5:4-11. Put
differently, the policy server identifies whether a device[to be quarantined and, if
it 1s, what actions should be taken to remediate the security issue before the device
1s allowed access to the network. EX1004, 7:3-8, 4:60-63. A POSITA would have
found it straight-forward to provide the contents of Gleichauf’s notification
message in a webpage since doing so would display the contents of the message to

the user in the browser the user is already using. In my opinion, such a
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a POSITA would have understood that directing the system to a quarantine server
would allow distribution of a locally-downloaded and cached version of system
updates, saving network bandwidth, and would enable maintenance of a central
database of what was installed and updated on each system. These are all part of
normal IT operations and would be enabled by use of the quarantine server.
Additionally, a system that required updates from several sources (e.g., Microsoft,
Adobe, Oracle, etc.) could place those updates on one server, instead of requiring
repeated attempts at joining the network and redirection to a variety of remediation
servers.

74. In my opinion, a POSITA would have had a reasonable expectation of
success in combining the teachings of Gleichauf and Ovadia with Lewis. As
explained, Gleichauf’s policy server sends a notification message to a quarantined
device with information and remediation instructions. EX1004, 5:4-11. Put
differently, the policy server identifies whether a device is to be quarantined and, if
it is, what actions should be taken to remediate the security issue before the device
1s allowed access to the network. EX1004, 7:3-8, 4:60-63. A POSITA would have
found it straight-forward to provide the contents of Gleichauf’s notification
message in aebpage since doing so would display the contents T the message to

the user in the browser the user is already using. 42l my opinion, such a
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Ehodification involves a software change that is straightforward and is within the
skillset of a POSITA at the alleged time of invention.

75.  In my opinion, the proposed combinations permit but do not require
physical incorporation of elements from Lewis and Ovadia into Gleichauf.

F. Claim 1

76.  In my opinion, claim 1 would have been obvious to a POSITA at the
time of the invention, in view of the combination Bl Gleichauf, Ovadia, and Lewis.

1. [1pre] A method for protecting a network, comprising:

77.  In my opinion, Gleichauf discloses a “computer-implemented method
to control access to resources in a network.” EX1004, 27:61-62. Gleichauf’s
method protects the network by ecreasing the likelihood of malware or virus
infection and ensuring that the device attempting to access the network is
authorized and is the d®ice it claims to be. EX1004, 5:55-60,’56-61, 8:16-31,
12:57-67.

2. [1a] detecting an insecure condition on a first host that has
connected or is attempting to connect to a protected network,

78.  In my opinion, Gleichauf discloses this limitation.

79.  Gleichauf describes a “computerized device, such as a personal
computer attempting to communicate with restricted resources in the network.”
EX1004, 3:50-56, 8:1-4. Figure 1 illustrates the computerized device sending an

access request to the network (“attempting to connect to a protected network”):
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modification involves a software change that is straightforward and is within the
skillset of a POSITA at the alleged time of invention.

75.  In my opinion, the proposed combinations permit but do not require
physical incorporation of elements from Lewis and Ovadia into Gleichauf.

F. Claim 1

76.  In my opinion, claim 1 would have been obvious to a POSITA at the
time of the invention, in view of the combination of Gleichauf, Ovadia, and Lewis.

1. [1pre] A method for protecting a network, comprising:

77.  In my opinion, Gleichauf discloses a “computer-implemented method
to control access to resources in a network.” EX1004, 27:61-62. Gleichauf’s
method protects the network by decreasing the likelihood of malware or virus
infection and ensuring that the device attempting to access the network is
authorized and is the d@vice it claims to L. EX1004, 5:55-60, 6-61, 8:16-31,
12:57-67.

2. [1a] detecting an insecure condition on a first host that has
connected or is attempting to connect to a protected network,

78.  In my opinion, Gleichauf discloses this limitation.

79.  Gleichauf describes a “computerized device, such as a personal
computer attempting to communicate with restricted resources in the network.”
EX1004, 3:50-56, 8:1-4. Figure 1 illustrates the computerized device sending an

access request to the [htwork (“attempting to connect to a protected network™):
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first host

20
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(E.G., ENDPOINT)
30 32 POSTURE
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66 REMEDIATION 40 42 44 POSTURE
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REQUEST REQUEST
26 DATA
COMMUNICATIONS
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251

@' @ RESOURCE
28 POLICY SERVER \
46 ACCEPTED =2 T
CREDENTIAL @ RESOURCE [ |RESOURCE

SET

X1004, FIG. 1. Gleichauf’s computerized device is a first host, @nd, the network,
which contains resources protected by access control measures, is a protected
network. In my opinion, the computerized device’s attempt to access the restricted
network resources through an access request shows that the device has connected
or is attempting to connect to the network.

@o. Ehleichauf’s policy server detects an insecure condition in the
computerized Blevice. The device’s attempt to connect to the network triggers a
“posture based challenge-response” exchange where the device transmits its
posture credentials to the network. EX1004, 11:29-32. The posture credentials

contain “critical security information” including information about the “particular
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(]
first host 20
22 COMPUTERIZED DEVICE /
(E.G., ENDPOINT)
30 32 POSTURE
POSTURE | |CREDENTIALS
AGENT
66 REMEDIATION 40 42 44 POSTURE
SERVER ACCESS CHALLENGE RESPONSE
REQUEST REQUEST
26 DATA
COMMUNICATIONS
DEVICE
24 NETWORK

251
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EX1004, FIG. 1. Gleichauf’s computerized device is a first host, and, the network,
which contains resources protected by access control measures, is a protected
network. In my opinion, the computerized device’s attempt to access the restricted
network resources through an access request shows that the device has connected
or is attempting to connect to the network.

80. Gleichauf’s policy server detects an insecure condition in the
computerized device. The device’s attempt to connect to the network triggers a
“posture based challenge-response” exchange where the device transmits its
posture credentials to the network. (191004, 11:29-32. The posture credentials

contain “critical security [lformation” including information about the “particular

IPR2025-01468; Citrix
Ex. 1002 - Page 53

K.Mizra LLC, Ex. 2022, p. 25
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

virus software and virus definitionBlersions” installed on the device. EX1004,
3:36-45. The policy server analyzes these posture credentials and defects the
absence “of an anti-virus application (e.g., or an up-to-date anti-virus application
or virus definition file).” EX1004, 14:16-34. Devices that “are not configured with
anti-virus or up-to-date anti-virus applications” are considered “vulnerable”
because “network resources [may] become ‘infected’ with malware carried by the
‘vulnerable’ [computerized] user device 22.” EX1004, 22:38-59, 11:58-12:13. A
device would also be vulnerable to any malware that might be transmitted by
network resources. EX1004, 1:10-14, 2-56.@"hus, in my opinion, the absence of
an anti-virus application or up-to-date anti-virus application is an example of an
insecure condition.

81. Gleichauf also describes other examples of a potential insecure
condition, such as “the version of operating systems used by the user device 22%r
the presence of updated ‘patches’ associated with the operating systems” and
“when was the last time a local antivirus scan was executed.” EX1004, 1:65-2:3,
8:65-9:1, 3:36-45, 31:1-7. Gleichauf explains that there may be “known
vulnerabilities in the device operating system, resident applications, associated
security programs, and their respective configurations.” EX1004, 1:65-2:3.
Additional examples of a potential insecure condition are discussed infra at [1d] in

relation to the attestation of cleanliness.
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virus software and virus definition versions” installed on the device. EX1004,
3:36-45. The policy server analyzes these posture credentials and detects the
absence “of an anti-virus application (e.g., or an up-to-date anti-virus application
or virus definition file).” EX1004, 14:16-34. Devices that “are not configured with
anti-virus or up-to-date anti-virus applications” are considered “vulnerable”
because “network resources [may] become ‘infected’ with malware carried by the
‘vulnerable’ [computerized] user device 22.” EX1004, 22:38-59, 11:58-12:13. A
device would also be vulnerable to any malware that might be transmitted by
network resources. EX1004, 1:10-14, 8:52-56. Thus, in my opinion, the absence of
an anti-virus application or up-to-date anti-virus application is an example offeln
insecure condition.

(9. Bhleichauf also describes other examples of a potential insecure
condition, such as “the version of operating systems used by the user device 22
the presence of updated ‘patches’ associated with the operating systems” and
“when was the last time a local antivirus scan was executed.” EX1004, 1:65-2:3,
8:65-9:1, 3:36-45, 31:1-7. Gleichauf explains that there may be “known
vulnerabilities in the device operating system, resident applications, associated
security programs, and their respective configurations.” EX1004, 1:65-2:3.
Additional examples of a potential insecure condition are discussed infra at [1d] in

relation to the attestation of cleanliness.
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2. my opinion, by gathering information relating to a computerized
device’s vulnerabilities—such as presence of [Eln up-to-date anti-virus
application and operating system patches or when an anti-virus scan was last run—fg
Bhleichauf discloses detecting an insecure condition.
3. [1b] wherein detecting the insecure condition includes

contacting a trusted computing base associated with a trusted
platform module within the first host,

83. my opinion, the combination of Gleichauf and Ovadia discloses
this limitation.

84. QGleichauf’ s computerized device $acludes a “posture agent” @nd one
or more “posture plug-ins” éhstalled on the device that collect information about
the device’s security posture. EX1004, 3:9-16?The posture agent accesses

Pinformation collected by eac}?plug-in using an APl implemented by each plug-in
manufacturer and prepargg posture credentials that it transmits to the policy server
for analysis and access control. EX1004, 9:24-39. Gleichauf’s posture agent is
“embodied as a software or hardware application.” EX1004, 9:29-39. Since the
posture credentials are used to secure access t%che restricted resources, in my
opinion, a POSITA would have understood that the combined functionality of the
posture agent and plugins is part of the mechanism that provides such éecurity.

Thus, the combined functionality of the posture agent and plug-ins is a trusted
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82. In my opinion, by gathering information relating to a computerized
device’s vulnerabilities—such as éhe presence of an up-to-date anti-virus
application and operating system patches or when an anti-virus scan was last run—g,
Gleichauf discloses detecting an insecure condition.

3. [1b] wherein detecting the insecure condition includes

contacting a trusted computing base associated with a trusted
platform module within the first host,

125, In my opinion, the combination of Gleichauf and Ovadia Wscloses
this limitation.
[k, "Gleichauf’s computerized device dudes a “posture agent” §l18l one

or more “posture plug-ins” {talled on the @vice that collect information about

| =
the device’s security sture. EX1004, 3:9-16. The posture agent accesses

#e3formation collected by each plug-in using &1 API implemented by each plug-in

manufacturer and prepargs? posture credentials that it transmits to the policy server
for analysis and access control. EX1004, 9:24-39. Gleichauf’s posture agent is
“embodied as a software or hardware application.” EX1004, 9:29-39. Since the
posture credentials are used to secure access %che restricted resources, in my
opinion, a POSITA would have understood that the combined functionality of the
posture agent and plugins is part of the mechanism that provides such éecurity.

Thus, the combined functionality of the posture agent and plug-ins is a trusted
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82. In my opinion, by gathering information relating to a computerized
device’s vulnerabilities—such as éhe presence of an up-to-date anti-virus
application and operating system patches or when an anti-virus scan was last run—g,
Gleichauf discloses detecting an insecure condition.

3. [1b] wherein detecting the insecure condition includes

contacting a trusted computing base associated with a trusted
platform module within the first host,

83. In my opinion, the combination of Gleichauf and Ovadia discloses
this limitation.

84. QGleichauf” s computerized device $heludes a “posture agent” @nd one
or more “posture plug-ins” ¢nstalled on the device that collect information about
the device’s security posture. EX1004, 3:9-16?The posture agent accesses

Pinformation collected by eacl? plug-in using an API implemented by each plug-in
manufacturer and preparsture credentials that it transmits to the policy server
for analysis and access control. 71004, 9:24-39. Gleichauf’s posture agent is
“embodied as a software or hardware application.” EX1004, 9:29-39. Since the
posture credentials are used to secure access e restricted resources, in my
opinion, a POSITA would have understood that the combined functionality of the
posture agent and plus is part of the mechanism that provides such urity.

Thus, the combined functionality of the posture agent and plug-ins is abBlysred
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82. In my opinion, by gathering information relating to a computerized
device’s vulnerabilities—such as éhe presence of an up-to-date anti-virus
application and operating system patches or when an anti-virus scan was last run—g,
Gleichauf discloses detecting an insecure condition.

3. [1b] wherein detecting the insecure condition includes

contacting a trusted computing base associated with a trusted
platform module within the first host,

83. In my opinion, the combination of Gleichauf and Ovadia discloses
this limitation.

84. QGleichauf” s computerized device $hcludes a “posture agent” @nd one
or more “posture plug-ins” ¢nstalled on the device that collect information about
the device’s security posture. EX1004, 3:9-16?The posture agent accesses

Pinformation collected by eacl? plug-in using an API implemented by each plug-in
manufacturer and prepargs? posture credentials that it transmits to the policy server
for analysis and access control. EX1004, 9:24-39. Gleichauf’s posture agent is
“embodied as a software or hardware application.” EX1004, 9:29-39. Since the
posture credentials are used to secure access t?oche restricted resources, in my
opinion, a POSITA would have understood that the combined functionality of the
posture agent and plugins is part of the mechanism that provides such éecurity.

Thus, the combined functionality of the posture agent and plug-ins is a trusted
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computing Base within the computerized device that provides security Gleichauf’s
data communication system. §III(D)(1) (construction of sted computing base”).
E5. I my opinion, Ovadia discloses a security apparatus that employs a
trusted platform modul§lichplementing the BFrusted Computing Group “main
specification (Version 1.2, October 2003...).”1005, 4:16-47. The main

specification from TCG is the Trusted Platform Module Main Specification:

Trusted Platform
Module specification
i1s 1dentified as the
Document Roadmap “Main” specification.

. .

I
Specification Trusted Platform Module £1p | Software Stack A’:’g‘:ﬁ‘mm
Writers Guide (TPM) Main, Parts 1-4 (TSS) F}mﬁlmwms
Y
i A 4 v Common

Criteria
PDA Platform

Specification

Common

Evaluation
Methodol:

EX1014, iv. EX1015.
86. Ovadia’s trusted platform module implements the Trusted Platform

Q
Module main specification from the TCG and includes a “cryptographic co-
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computing base within the computerized device that provides security Gleichauf’s
data communication system. §III(D)(1) (construction of f;;trusted computing base”).
85. Inmy opiniog?OVadia discloses a security apparatus that employs a
trusted platform modul@implementing the Trusted Computing Group “main
specification (Version 1.2, October 2003...).” EX1005, 4:16-47. The main

specification from TCG is the Trusted Platform Module Main Specification:

Trusted Platform
Module specification
is identified as the

Document Roadmap “Main” specification.

| TCG Documentaﬁonl I Architectural I

IRoadmapaGiossaﬂ 1 Overview l /
¥

v v

Platform-Specific
Specification
Writers Guide

.

Infrastructure
Trusted Platform Module #1p | Software Stack Ard?iiecture &

(TPM) Main, Parts 1-4 (TSS) Profiles

A

Ie
P v 7 Co_mrpon
Criteria
PC Platform PDA Platform Cellular Platfori Other
Specification Specification Specification Platform

Common
Evaluation
Methodol

PDA Platform
Conformance

Other
Conformance

Conformance

I 1SO-15408 Common Criteria Protection Profiles

EX1014, iv. EX1015.

86. Ovadia’s trusted platform module implements the Trusted Platform

x 7]
Modulain specification from the TCG and includes a “cryptographic co-
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non-volatile (NV) memory,” and an “execution engine.”@XlOOS,

99 ¢¢

Blrocessor,
4:46-55, Fig. 2. Since Ovadia’s trusted platform module implements the Trusted
Platform Module main specification, in my opinion, it would have been obvious to
a POSITA that the non-volatile memory Brores cryptographic keys because that is
how it is described in th&hain specification. @XIOB, 19; EX1008, 19; EX1005,

FIG. 2:

( 224

NV STORE

HMAC ENGINE - 204
= [ SHA-1 ENGINE 1 206

L 299 OPT-IN . 208

I §

KEY 212
GENERATOR

L 214
216
L 218

LPC

[ EXEC. ENGINE [

VOL. MEMORY
PCRJO . 220
PCR[24

87.  Further, Gleichauf’s policy server contacts the computerized device’s
posture agent, which prompts the posture agent to collect the device’s posture
credentials from the posture plug-ins. EX1004, 4:7-11, 3:28-36. Gleichauf’s Figure

1, below, shows the posture agent within the device:
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first host 20
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BhX1004, FIG. 1. In my opinion, it would have been obvious to a POSITA that the
3]

trusted platform module would likewise be within the deviceherefore, my
opinion, Ovadia’s trusted platform module is a trusted platform module as claimed.
IH(D)(2) (construction of “trusted platform module”). Furthermore, in my
opinion, the “computerized device” constitutes the hardware portion of the trusted
computing base.

88.  Ovadia’s trusted platform module “may be embodied as a hardware

device (most common) or via software.” EX1005, 4:24-26. Like Gleichauf’s
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posture agent, Byvadia’s trusted platform module is used “to verify [that] a current
configuration of a subscriber station platform is an authorized configuration.”
&x1006, stract. The onﬁguration (called the integrity measurement) includes
information about the subscriberBtation, including the “current measurement of the
firmware and/or software” of the station. EX1006, %3:57-14:12.

89. Inmy opiniogég gOSH?s Woul?dQ}?ave been motivated to combine the
teachings of Gleichauf and Ovadia and doing so would have been within the
POSITA’s skillset. §IV(D) (motivation to combine). A POSITA would have
appreciated the value in implementing Gleichauf’s posture agent with trusted
platform module functionality. §IV(D) (motivation to combine). The TCG, which
prepares the TCG specification discussed above, is “an industry consortium
concerned with platform and network security.” EX1005, 4:31-32. The TCG
specification is a “platform-independent industry specification that covers trust
in computing platforms” as well as how to implement and use trusted platform
modules. EX1005, 4:32-35, 4:22-24. Implementing Gleichauf’s posture agent with
trusted platform module functionality would provide consistency among posture
credentials generated by such posture agents operating on various computerized
devices. On the device side, a posture agent implemented with trusted platform

module functionality would operate consistent with the TCG specification,

regardless of the device it is running on, and operation of such trusted platform
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posture agent, Ovadia’s trusted platform module is used “to verify [that] a current
configuration of a subscriber station platform is an authorized configuration.”
EX1006, ébstract. The configuration (called the integrity measurement) includes
information about the subscriber station, including the “current measurement of the
firmware and/or software” of the station. EX1006, 13:57-14:12.

% [Td
9.

teachings of Gleichauf and Ovadia and doing so would have been within the
POSITA’s skillset. BIV(D) (motivation to combine). A POSITA would have
appreciated the value implementing Gleichauf’s posture agent with Bilisted
platform module functionality. §IV(D) (motivation to combine). The TCG, which
prepares the TCG specification discussed above, is “an industry consortium
concerned with platform and network security.”lOOS, 4:31-32. The TCG
specification is a “platform-independent industry specification that covers trust
in computing platforms™ as well as how to implement and use trusted platform
modules. EX1005, 4:32-35, 4:22-24. Implementing Gleichauf’s posture agent with
trusted platform module functionality would provide consistency among posture
credentials generated by such posture agents operating on various computerized
devices. On the device side, a posture agent implemented with trusted platform
module functionality would operate consistent with the TCG specification,

regardless of the device it is running on, and operation of such trusted platform
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posture agent, Ovadia’s trusted platform module is used “to verify [that] a current
configuration of a subscriber station platform is an authorized configuration.”
EX1006, ébstract. The configuration (called the integrity measurement) includes
information about the subscriber station, including the “current measurement of the
firmware and/or software” of the station. EX1006, %3:57-14: 12.

P9Q
89.  In my opinion, a POSITA would have been motivated to combine the

o
o

teachings of Gleichauf and Ovadia and doing so would have been within the
POSITA’s skillset. §IV(D) (motivation to combine). A POSITA would have
appreciated the value in implementing Gleichauf’s posture agent with trusted
platform module functionality. §IV(D) (motivation to combine). The TCG, which
prepares the TCG specification discussed above, is “an industry consortium
concerned with platform and network security.” EX1005, 4:31-32. The TCG

x ecification is a “platform-independent industry specification that covers trust
in computing platforms™ as well as how to implement and use kehisted platform
modules. EX1005, 4:32-35, 4:22-24. Implementing Gleichauf’s posture agent with
Bdisted platform module functionality would provide consistency among posture
credentials generated by such posture agents operating on various computerized
devices.$h the device side, a posture agent implemented with Belisted platform

module functionality would operate consistent with the TCG specification,

regardless of the device it is running Bih, and operation of such Bdisted platform
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posture agent, Ovadia’s trusted platform module is used “to verify [that] a current
configuration of a subscriber station platform is an authorized configuration.”
EX1006, ébstract. The configuration (called the integrity measurement) includes
information about the subscriber station, including the “current measurement of the
firmware and/or software” of the station. EX1006, %3:57-14: 12.

Lefx 1)
POSITA would have been motivated to combine the

89. In my opinion, a
PPOQ
teachings of Gleichauf and Ovadia and doing so would have been within the

POSITA’s skillset. §IV(D) (motivation to combine). A POSITA would have
appreciated the value in implementing Gleichauf’s posture agent with trusted
platform module functionality. §IV(D) (motivation to combine). The TCG, which
prepares the TCG specification discussed above, is “an industry consortium
concerned with platform and network security.” EX1005, 4:31-32. The TCG
specification is a “platform-independent industry specification that covers trust
in computing platforms™ as well as how to implement and use trusted platform
modules. EX1005, 4:32-35, 4:22-24. Implementing Gleichauf’s posture agent with
trusted platform module functionality would provide consistency among posture
credentials generated by such posture agents operating on various computerized
devices. On the device side, a posture agent implemented with trusted platform
module functionality would operate consistent with the TCG specification,

regardless of the device it is running on, and operation of such trusted platform
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Ehodules would be consistent throughout the adopting industry. ¥n my opinion, on
the network side, a policy[server receiving Gleichauf’s posture Bredentials would
process them more quickly and with Bhore confidence. Indeed, the policy server
would be able to process all received posture credentials in substantially the same
way [ecause such credentials would have been gathered in substantially the same
way. In the combination, Gleichauf’s posture agent would be implemented with
Blusted platform module functionality, i.e., a trusted platform module, per Ovadia.
90. For example, in my opinion, one straight-forward way a POSITA

(o1
would haveHhplemented Gleichauf’s posture agent with trusted platform module

functionality would be for the posture agent software to be executed in
combination with the execution engine in Ovadia’s trusted platform module.
EX1005, Fig. 2. The posture agent implemented with trusted platform module
functionality would interface with Gleichauf’s posture plug-ins in the same way
disclosed in Gleichauf by using the “posture plug-in API [application
programming interface]” to collect information requested by Gleichauf’s policy
server. EX1004, 9:24-28. With the posture agent executing in combination with the
trusted platform module execution engine, the information collected by the posture
agent would be “data generated by a TPM” and thus eligible for digital signature

under the Trusted Platform Module main specification. EX1005, 5:36.
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modules would be consistent throughout the adopting industry. In my opinion, on
the network side, a policy server receiving Gleichauf’s posture credentials would
process them more quickly and with more confidence. Indeed, the policy server
would be able to process all received posture credentials in substantially the same
wayvbecause such credentials would have been gathered in substantially the same
way. In the combination, Gleichauf’s posture agent would be implemented with
trusted platform module functionality, i.e., a trusted platform module, per Ovadia.
90. For example, in my opinion, one straight-forward way a POSITA
would ha\?f? implemented Gleichauf’s posture agent with trusted platform module
functionality would be for the posture agent software to be executed 4
combination with the execution engine in Ovadia’s [Bhisted platform module.
EX1005, Fig. 2. The posture agent implemented with [iWsted platform module
functionality would interface with Gleichauf’s posture plug-ins in the same way
disclosed in Gleichauf by using the “posture plug-in [islp [application
programming interface]” to collect information requested by Gleichauf’s policy
server. EX1004, 9:24-28. With the posture agent executing in combination with the
trusted platform module execution engine, the information collected by the posture
agent would be “data generated by a TPM” and thus eligible for digital signature

under the [ftusted Platform Module main specification. EX1005, 5:36.
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B1.  Asanother example, in an implementation of Gleichauf’s posture
agent with trusted platform module functionality the posture agent software would
simply be integrated with a software-implemented trusted platform module.
EX1005, 4:24-26 (“TPM functionality may be embodied... via software.”). In my
opinion, with the posture agent (part of the trusted computing base) executing on
the TPM hardware or integrated with the TPM software, the functionality of the
posture agent and posture plug-ins would be sociated with a trusted platform
module.

4. [1c] [wherein detecting the insecure condition includes ...]
receiving a response, and

92.  In my opinion, Gleichauf discloses this limitation. Gleichauf’s posture
agent responds to the policy server’s request by collecting the computerized
device’s posture credentials from the one or more posture plug-ins and transmitting
the credentials in a posture response ¢o the policy Blerver. EX1004, 3:28-36, 4:11-
15. Gleichauf’s Figure 1 illustrates the transmission and reception of posture

credentials:
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91. As another example, in an implementation of Gleichauf’s posture
agent with trusted platform module functionality the posture agent software would
simply be integrated with a software-implemented trusted platform module.
EX1005, 4:24-26 (“TPM functionality may be embodied... via software.”). In my
opinion, with the posture agent (part of the trusted computing base) executing on
the TPM hardware or integrated with the TPM software, the functionality of the
posture agent and posture plug-ins would be @ssociated with a trusted platform
module.

4. [1c] [wherein detecting the insecure condition includes ...]
receiving a response, and

92.  In my opinion, Gleichauf discloses this limitation. Gleichauf’s posture
agent responds to the policy server’s request by collecting the computerized
device’s posture credentials from the one or more posture plug-ins and transmitting
the credentials in[tposture response ¢lidhe policy server. EX1004, 3:28-36, 4:11-
15. Gleichauf’s Figure 1 illustrates’ transmission and reception of posture

credentials:
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©X1004, FIG. 1. Thus, my opinion, the policy server “receiv/es] a response” to

its request for the posture credentials.

g 1d] [wherein detecting the insecure condition includes ...]
etermining whether the response includes a valid digitally
signed attestation of cleanliness,

93.

this limitation

94.

b
AsWscussed above, Gleichauf’s posture response includes posture

m

In my opinion, the combination of Gleichauf and Ovadia discloses

credentials. §IV(F)(4) (limitation 1c). The posture credentials received by the

policy server contain information such as “what particular virus software and virus

definition versions are installed,” “when was the last time a local antivirus scan
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5. [1d] [wherein detecting the insecure condition includes ...]
determining whether the response includes a valid digitally
signed attestation of cleanliness,

In my opinion, the combination of Gleichauf and Ovadia discloses

this limitation.

Q.. . .
As discussed above, Gleichauf’s posture response includes posture

iB)

Citrix

credentials. V(F)(4) (limitation Ic). The posture credentials received by the
policy server contain information such as [4yhat[Bhrticular virus software and virus
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was @Xecuted,” “what operating system patches are stalled,” and “types and
versions of software applications” on the device, each individually and collectively
providing an attestation of cleanliness. EX1004, 3:36-49.

95. The olicy server analyzes and “validate[s] the posture Dredentials”
(i.e., “determining whether the response includes a valid ... attestation of
cleanliness”’). EX1004, 10:30-33. For example, the policy server checks for (i.e.,
“determinfes] ") the presence of an anti-virus application. EX1004, 10:30-33. If a
current anti-virus application is present, the computerized device will be allowed to
access the network resources, which demonstrates that the policy server deemed
the response to include “a valid ... attestation of cleanliness.” EX1004, 11:45-58.
If a current anti-virus application is absent, the device’s access to the network will
be restricted, which demonstrates that the policy server deemed the response to
lack “a valid ... attestation of cleanliness.” EX1004, 11:58-67.

96. The posture agent “securely transmit[s]” posture credentials to the
policy server. EX1004, 11:3-12.

97.  Ovadia provides further details about gecure transmission of a
device’s configuration information for the purpose of requesting access to a
network. Like the device in Gleichauf, Ovadia’s subscriber station seeking network

access uses its trusted platform module to respond to an authentication request by

taking a “current measurement of the firmware and/or software configuration” and

4 IPR2025-01468; Citrix

Ex. 1002 - Page 63

K.Mizra LLC, Ex. 2022, p. 46
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S. Patent No. 8,234,705
Declaration of Clay Shields, Ph.D.

was executed,” “what operating system patches are installed,” and “types and
versions of software applications” on the device, each individually and collectively
providing an attestation of cleanliness. EX1004, 3:36-49.

95.  The policy server analyzes and “validate[s] the posture credentials”
(i.e., “determining whether the response includes a valid[q attestation of
Cleantiness ). EX1004, 130-33. For example, the policy server @hecks for (i.e.,
“determinfes]”) the presence of an’ti-virus application. EX1004, 10:30-33. Ifa
current anti-virus application is present, the computerized device will be allowed to
access the network resources, which demonstrates that the policy serveremed
the response to include “a valid ... attestation of cleanliness.” EX1004, 11:45-58.
If a current anti-virus application is absent, the device’s access to the network will
be restricted, which demonstrates that the policy server deemed the response to
lack “a valid ... attestation of cleanliness.” EX1004, 11:58-67.

96. The posture agent “securely transmit[s]” posture credentials to the
policy server. EX1004, 11:3-12.

97. Ovadia provides further details about gecure transmission of a
device’s configuration information for the purpose of requesting access to a
network. Like the device in Gleichauf, Ovadia’s subscriber station seeking network
access uses its trusted platform module to respond to an authentication request by

taking a “current measurement of the firmware and/or software configuration” and
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was executed,” “what operating system patches are installed,” and “types and
versions of software applications” on the device, each individually and collectively
providing an attestation of cleanliness. EX1004, 3:36-49.

95.  The policy server analyzes and “validate[s] the posture credentials”
(i.e., “determining whether the response includes a valid ... attestation of
cleanliness ). EX1004, 10:30-33. For example, the policy server checks for (i.e.,
“determinfes] ") the presence of an anti-virus application. EX1004, 10:30-33. If a
current anti-virus application is present, the computerized device will be allowed to
access the network resources, which demonstrates that the policy server deemed
the response to include “a valid[z] attestation of cleanliness. RIX 1004, 11:45-58.
If a current anti-virus application is absent, the device’s access to the network will
be restricted, which demonstrates that the policy server deemed the response to
lack “a valid ... attestation of cleanliness.” EX1004, 11:58-67.

96. The'sture agent “securely transmit[s]” posture credentials to the
policy server. EX1004, 11:3-12.

97. Ovadia provides further detailout &g7ure transmission of a
device’s configuration information for the purpose of questing access to a
network. Like&le device in Gleichauf, Ovadia’s subscriber station seeking network
access uses its trusted platform module to respond to an authentication request by

taking a “current measurement of the firmware and/or software configuration” and
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was executed,” “what operating system patches are installed,” and “types and
versions of software applications” on the device, each individually and collectively
providing an attestation of cleanliness. EX1004, 3:36-49.

95.  The policy server analyzes and “validate[s] the posture credentials”
(i.e., “determining whether the response includes a valid ... attestation of
cleanliness ). EX1004, 10:30-33. For example, the policy server checks for (i.e.,
“determinfes] ") the presence of an anti-virus application. EX1004, 10:30-33. If a
current anti-virus application is present, the computerized device will be allowed to
access the network resources, which demonstrates that the policy server deemed
the response to include “a valid ... attestation of cleanliness.” EX1004, 11:45-58.
If a current anti-virus application is absent, the device’s access to the network will
be restricted, which demonstrates that the policy server deemed the response to
lack “a valid ... attestation of cleanliness.” EX1004, 11:58-67.

96. The posture agent “securely transmit[s]” posture credentials to the
policy server. EX1004, 11:3-12.

97. Ovadia provides further details about gecure transmission of a
device’s configuration information for the purpose of requesting access to a
network. Like the device in Gleichauf, Ovadia’s subscriber station seeking network
access uses its trusted platform module to respond to an authentication request by

taking a “current measurement of the firmware and/or software configuration” and
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uses this as a “current integrity measurement.”8X1005, 14:1-6. The integrity
measurement is stored in theBlusted platform module. EX1005, 13:61-63, Fig. @.
Ehe integrity measurement is then used to produce a value that is “digitally signed
with the SS’sBkubscriber station’s] AIK [Attestation Integrity Key] private key,
and sent to the AS [Authentication Server].” X 1005, 14:6-10. The [ddscriber
station “is authenticated” and allowed access to the network if the integrity
measurement is acceptable and “the digital signature is authentic.” EX1005, 14:13-
23, 16:66-17:6.

98. In my opinioti,’a POSITA would have been motivated to combine the
teachings of Gleichauf and Ovadia and would have had the skills to do so. §1V(D)
(motivation to combine). A POSITA would have understood that Ovadia’s digital
signature decreases the risk of accepting credentials that have been altered by a
malicious actor. Furthermore, a POSITA would understand that Ovadia’s digital
signature provides the necessary confidence that the credentials have not been
altered. As discussed above, in the combination, Gleichauf’s posture credentials
would be prepared by a posture agent implemented with trusted platform module
functionality (as taught by Ovadia). §IV(F)(3) (limitation 1b). In my opinion, a
POSITA would have recognized that digitally signing Gleichauf’s posture
credentials (as taught by Ovadia) would provide a mechanism for Gleichauf’s

policy server (which evaluates those credentials) to confirm that the posture
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uses this as a “current integrity measurement.” EX1005, 14:1-6. The integrity
measurement is stored in the trusted platform module. EX1005, 13:61-63, Fig. 8.
The integrity measurement is then used to produce a value that is “digitally signed
with the SS’s [subscriber station’s] AIK [Attestation Integrity Key] private key,
and sent to the AS [Authentication Server].” EX1005, 14:6-10. The Subscriber
station “is authenticated” and allowed access to the network if the integrity
measurement is acceptable and “the digital signature is authentic.” EX1005, 14:13-
23, 16:66-17:6.

98. Inmy opinion OSITA would have been motivated to combine the
teachings of Gleichauf and [Elvadia and would have had the skills to do so. §IV(D)
(motivation to combine). A POSITA would have understood that Ovadia’s digital
signature decreases the risk of accepting credentials that have been altered by a
malicious actor. Furthermore, a POSITA would understand that Ovadia’s digital
signature provides the necessary confidence that the credentials have not been
altered. As discussed above, in the combination, Gleichauf’s posture credentials
would be prepared by a posture agent implemented with trusted platform module
functionality (as taught by Ovadia). §IV(F)(3) (limitation 1b). In my opinion, a
POSITA would have recognized that digitally signing Gleichauf’s posture
credentials (as taught by Ovadia) would provide a mechanism for Gleichauf’s

policy server (which evaluates those credentials) to confirm that the posture
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credentials have not been forged or tampered th.Ovadia explains that a device’s
integrity measurements (e.g., posture credentials) are digitally signed with an
Attestation Integrity Key (AIK), and that “AIKs are only permitted to sign data
generated by a TPM.” B5X1005, 14:9, 5:35-36. Since only the Dusted platform
module (Gleichauf’s posture agent implemented with trusted platform module
functionality (§IV(F)(3) (limitation 1b)) could produce a valid digital signature and
theBrusted platform module would only sign posture credentials that it prepares
itself, Gleichauf’s policy server would have an assurance that posture credentials
with a valid digital signature were authentic and correct. [19¢ differently, the policy
server would be assured that a virus or other malware on the computing device had
not tampered with or forged the posture credentials to hide their presence on the
computing device. In my opinion, it would have been obvious to a POSITA to
apply Ovadia’s teaching of digitally signing an integrity measurement of a device’s
configuration information to Gleichauf’s transmission of a device’s posture
credentials. In the combination, Gleichauf’s posture credentials, prepared by the
posture agent implemented with trusted platform module functionality, would be
digitally signed, as taught by Ovadia. In my opinion, a POSITA would have further
found it obvious to substitute Ovadia’s teachings‘? of digitally signing the integrity
measurement for Gleichauf’s generic recitation of secure transmission. §1V(D)

(motivation to combine).
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credentials have not been forged or tampered With?Ovadia explains that a device’s
integrity measurements (e.g., posture credentials) are digitally signed with an
Attestation Integrity Key (AIK), and that “AIKs are only permitted to sign data
generated by a TPM.” EX1005, 14:9, 5:35-36. Since only the trusted platform
module (Gleichauf’s posture agent implemented with trusted platform module
functionality (§IV(F)(3) (limitation 1b)) could produce a valid digital signature and
the trusted platform module would only sign posture credentials that it prepares
itself, Gleichauf’s policy server would have an assurance that posture credentials
with a valid digital signature were authentic and correct. Put differently, the policy
server would be assured that a virus or other malware on the computing device had
not tampered with or forged the posture credentials to hide [eir presence on the
computing device. In my opinion, it would have been obvious to a POSITA to
apply Ovadia’s teaching of digitally signing an integrity measurement of a device’s
configuration information to Gleichauf’s transmission of a device’s posture
credentials. In the combination, Gleichauf’s posture credentials, prepared by the
posture agent implemented with [2isted platform module functionality, would be
digitally signed, as taught by Ovadia.k2l my opinion, a POSITA would have further
found it obvious to substitute Ovadia’s teachings digitally signing the integrity
measurement for Gleichauf’s generic recitation of secure transmission. §IV(D)

(motivation to combine).

3]
[*))
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3. [1e] wherein the valid digitally signed attestation of cleanliness
includes at least one of an attestation that the trusted
computing base has ascertained that the first host is not
infested, and an attestation that the trusted computing base
has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

B9. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

100. The computerized device’s posture credentials transmitted to the
policy server (the “attestation of cleanliness” in@IV(F)(5) (limitation 1d)), contain
information about “the last time a local antivirus scan was executed.”X1004,
3:41. Gleichauf expressly contemplates that #ure to show “timely execution of
the anti-virus application” isti%ailure to show cleanliness and results in restrictions
on network access. EX1004, 22:38-47. In my opinion, it would have been
understood to a POSITA that the opposite showing would have had the opposite
effect. In other words, it would have been well understood from the disclosure that
a posture credential that does show timely execution of the anti-virus application is
to be treated as “an attestation that the trusted computing base has ascertained that
the first host is not infested.”

101. The posture credentials also contain information about “what
particular virus software and virus definition versions are installed,” “what
operating system patches are installed,” and what “types and versions of software

applications” are on the device. EX1004, 3:36-49. In my opinion, such information
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6. [1e] wherein the valid digitally signed attestation of cleanliness
includes at least one of an attestation that the trusted
computing base has ascertained that the first host is not
infested, and an attestation that the trusted computing base
has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

99.  In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

100. The computerized device’s posture credentials transmitted to the
policy server (the “attestation of cleanliness” in §IV(F)(5) (limitation 1d)), contain
information about “the last time a local antivirus scan was executed.” EX1004,
3:41. Gleichauf expressly contemplates that failure to show “timely execution of
the anti-virus application” is?a failure to show cleanliness and results in restrictions
on[twork access. EX1004, 22:38-47. In my opinion, it would have been
understood to a POSITA that the opposite showing would have had the opposite
effect. In other words, it would have been [12e11 understood from the disclosure that
a posture credential that does show timely execution of the anti-virus application2!
to be treated as “an attestation that the trusted computing base has ascertained that
the first host is not infested.”

[(3)1. "The posture credentials also contain information aboutEvhat

19hrticular virus software and virus definition versions are installed,” “what

operating system patches are installed,” and what “types and versions of software

applications” are on the device. EX1004, 3:36-49. In my opinion, such information

[20]
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Boncerning patches associated with software is “an attestation that the trusted
computing base has ascertained the presence of a patch or a patch level associated

with a software component on the first host.”

. A7)l .
[2. Gleichauf's posture agent prepares posture credentials from

1]

information it collects from posture plug-ins.45X1004, 3:9-16, 9:24-39. The

posture agent “is also responsible for determining whether the posture of the
computer device 22 has changed by learning of any changes from the posture plug-
ins 32 through the posture plug-in AP1.” [14x 1004, 9:50-53. In my opinion, the
combined functionality of the posture agent and Plug-ins, i.e., trusted computing
base, thus “ascertains”’ the security posture of the device.

103. Inmy opinion?Gleichauf’ s disclosures regarding the claimed
attestation are substantially the same as those of the *705 patent specification. The
’705 patenéstates:

In some embodiments, the query for cleanliness (1302) may be
responded to by anti-contagion software, such as antivirus software,
with assertions about the currency of a scan, such as the last time
a scan was performed, or a version associated with a current anti-
contagion software or definition file in use, wherein a sufficiently
updated software and/or scan may act as a cleanliness assertion.

EX1001, 14:12-19.
A .
104. In my opinion, a POSITA would have understood Gleichauf’s

disclosure that posture credentials contain information about “the last time a local
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concerning patches associated with software is “an attestation that the trusted

o9

computing base has ascertained the presence of a patch or a patch level associated
with a software component on the first host.”

102. Gleichauf? s? gosture agent prepares posture credentials from
information it collects from posture plug-ins?EX1004, % :9-16, 9:24-39. The
posture agent “is also responsible for determining whether the posture of the
computer device 22 has changed by learning of any changes from the posture plug-
ins 32 through the posture plug-in APL.” EX1004, 9:50-53. In my opinion, the
combined functionality of the posture agent and g-ins, i.e.,[8usted computing

base, thus “ascertains” the security posture of the device.

[)3. In my opinion, Gleichauf’s disclosures regarding the claimed

attestation are substantially the same as those I the *705 patent specification. The
705 paten’tes:

In some embodiments, the query for cleanliness (1302) may be
responded to by anti-contagion software, such as antivirus software,
with assertions about the currency of a scan, such as the last time
a scan was performed, or a version associated with a current anti-
contagion software or definition file in use, wherein a sufficiently
updated software and/or scan may act as a cleanliness assertion.

k1001, 14:12-19.

104. In my opinion, a POSITA would have understood Gleichauf’s

disclosure that posture credentials contain information about “the last time a local
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antivirus scan was Bxecuted” (EX1004, 3:36-49) to equate to the *705 patent’slote
about the currency of a virus[fcan.
E‘
/] [lﬂ: hen it is determined that the response does not include a
valid digitally signed attestation of cleanliness, quarantining
the first host, including by preventing the first host from

sending data to one or more other hosts associated with the
protected network,

105. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

106. As I explained in §IV(F)(5) (limitation 1d), Gleichauf’s policy server
reviews and validates posture credentials. EX1004, 10:30-33, 11:45-58. The policy
server reviews the credentials for compliance with network admission policy, e.g.,
for the presence of an anti-virus application and/or the timeliness of the last virus
scan. EX1004, 11:45-58, 22:38-42.

107. Further, Gleichauf describes using the posture credentials to
determine whether to place the device in quarantine (“quarantining the first host”).
EX1004, 4:24-27, 7:3-8. There are many reasons why a device might be placed
into quarantine, including if it is found to be out of compliance with a network
admission policy (EX1004, 4:50-56), if its behavior is found to be anomalous,
suggesting that it may have been compromised (EX1018, 439), or if it is found to
be infected with a virus or has been hijacked by an unauthorized entity. EX1009,

4:8-14.
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antivirus scan was executed” (EX1004, 3:36-49) to equate to the 705 patent’s note
about the currency of a virus scan.
7. [1f] when it is determined that the response does not include a
valla gitally signed attestation of cleanliness, quarantining
the first host, including by preventing the first host from

sending data to one or more other hosts associated with the
protected network,

105. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

106. As I explained in §IV(F)(5) (limitation 1d), Gleichauf’s policy server
reviews and validates posture credentials. EX1004, 130-33, 11:45-58. The policy
server reviews the edentials for compliance with network admission policy, e.g.,
for the presence of an anti-virus application and/or the timeliness of the last virus
scan. EX1004, 11:45-58, 22:38-42.

107. Further,’eichauf describes using the posture credentials to
determine whether to place [igle device in arantine (“quarantining the first host”).
EX1004, 4:24-27, 7:3-8. There are many reasons why a device might be placed
into quarantine, including if it is found to be out of compliance with a network
admission policy (EX1004, 4:50-56), if its behavior is found to be anomalous,
suggesting that it may have been compromised (EX1018, 439),3r if it is found to
be infected with a virus or has been hijacked by an unauthorized entity. EX1009,

4:8-14.
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antivirus scan was executed” (EX1004, 3:36-49) to equate to the 705 patent’s note
about the currency of a virus scan.
7/} [lﬂi'vivhen it is determined that the response does not include a
valid digitally signed attestation of cleanliness, quarantining
the first host, including by preventing the first host from

sending data to one or more other hosts associated with the
protected network,

105. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

106. As I explained in §IV(F)(5) (limitation 1d), Gleichauf’s policy server
reviews and validates posture credentials. EX1004, 10:30-33, 11:45-58. The policy
server reviews the credentials for compliance with network admission policy, e.g.,
for the presence of an anti-virus application and/or the timeliness of the last virus
scan. EX1004, 11:45-58, 22:38-42.

107. Further, Gleichauf describes using the posture credentials to
determine whether to place the device in quarantine (“quarantining the first host”).
EX1004, 4:24-27, 7:3-8. There are many reasons why a device might be placed
into quarantine, including if it is found to be out of compliance with a network
admission policy (EX1004, 4:50-56), if its behavior is found to be anomalous,
suggesting that it may have been compromised (EX1018, 439), or if it is found to
be infected with a virus or has been hijacked by an unauthorized entity. EX1009,

4:8-14.
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[log. Ifthe policy server “fails to detect the presence of, or a listing Bf, the
anti-virus” application or definition in the device’s posture credentials, the device
1s out of compliance with network admission policy (i.e., @it is determined that the
response does not include a valid digitally signed attestation of cleanliness”).
BX1004, 11:59-60. Gleichauf provides that “devices that are out of compliance
with admission requirements [are assigned] to a quarantine.” EX1004,’3:50-5 6.
Placement in quarantine causes the network (and more specifically, data
communication device 26 acting on directions from the policy server) to “restrict
or completely reject communications from the user device 22 to the resources 25

within the network 24.” EX1004, 11:58-67,.

first host s
|
COMPUTERIZED DEVICE .
%G-. ENDPOINT) ‘/ulleslalmn of
trusted 30 32 POSTURE cleanliness
h POSTURE ||| CREDENTIALS
computing AGENT
base
66 REMEDIATION 40 42 44 POSTURE
SERVER ACCESS CHALLENGE RESPONSE
REQUEST REQUEST
26 DATA other hosts
COMMUNICATIONS i
DEVICE o
7o 2
S (E.G., NAD) with the
.’ 251 ] protected network
[45] ’-L h RESOURCE
48 [e2]
28 POLICY SERVER || \

46 ACCEPTED 252 25N
CREDENTIAL |ﬁ RESOURCE | |RESOURCE

SET

FIG. 1. The resources 25-1 through 25-N are other hosts within the computerized

data network. EX1004, 9:65-67 (“The network resources 25-1, 25-2, 25-N, in one
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108. If the policy server “fails to detect the presence of, or a listing of, the
anti-virus” application or definition in the device’s posture credentials, the device
1s out of compliance with network admission policy (i.e., “it is determined that the
response does not include a valid digitally signed attestation of cleanliness”).
EX1004, 11:59-60. Gleichauf provides that “devices that are out of compliance
with admission requirements [are assigned] to a quarantine.” EX10040—56.
Placement in quarantine causes the network (and more specifically, data
communication device 26 acting on directions from the policy server) to “restrict
or completely reject communications from the user device 22 to the resources 25

within the network 24.” EX1004, 11:58-67,.

first host 3
F i
COMPUTERIZED DEVICE 3
(%,s_, ENDPOINT) /attcslauon of
trusted 30 32 POSTURE cleanliness
computing :gg#ne CREDENTIALS
base 43
66 REMEDIATION 40 42 44 POSTURE
SERVER ACCESS CHALLENGE RESPONSE
REQUEST REQUEST

26 DATA other hosts
COMMUNICATIONS -l
associated

DEVICE
(E.G., NAD) with the

24 NETWORK
251 I~ protected network
RESOURCE
[a] [z
28 POLICY SERVER || \
46 ACCEPTED 52 5N
CREDENTIAL i H
i RESOURCE | |RESOURCE

FIG. 1. The resources 25-1 through 25-N are other hosts within the computerized

data network. EX1004, 9:65-67 (“The network resources 25-1, 25-2, 25-N, in one

IPR2025-01468; Citrix
Ex. 1002 - Page 69

K.Mizra LLC, Ex. 2022, p. 62
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ lay Shields, Ph.D.

rrangement, are configured as servers that contain content accessible by the user
device 22 via the network 24”). Unless the first host is quarantined, for example,
the network resources 25-1 through 25-N run the risk of becoming infected
through the first host. EX1004, 8:21-28 (“By detecting the real-time security state
of the computerized device prior to providing the computerized device with access
to the network resources, thereby limiting at-risk or vulnerable computerized
devices from accessing the network resources and minimizing the risk thatEhe
network resources receive or transmit malware”). Therefore, in my opinion,
restricting or completely rejecting communications from the computerized device
to network resources, e.g., resources 25-1 through 25-N, discloses preventing the
first host from sending data to one or more other hosts associated with the
protected network.

8. [1g] wherein preventing the first host from sending data to one

or more other hosts associated with the protected network
includes receiving a service request sent by the first host,

109. In my opinion, eichauf discloses this limitation.

110. Gleichauf describes how the computerized device Elansmits an “access
request” or “signaling request” in an “attempt to access the network resources
within the network.” EX1004, 3:50-56, 8:1-4. Such access attempts can occur even
after the device has been placed in quarantine. EX1004, 13:52-65. A request to

access network resources is a “service request.” The request is received and acted
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arrangement, are configured as servers that contain content accessible by the user
device 22 via the network 24”). Unless the first host is quarantined, for example,
the network resources 25-1 through 25-N run the risk of becoming infected
through the first host. EX1004, 8:21-28 (“By detecting the real-time security state
of the computerized device prior to providing the computerized device with access
to the network resources, thereby limiting at-risk or vulnerable computerized
devices from accessing the network resources and minimizing the risk that the
network resources receive or transmit malware”). Therefore, in my opinion,
restricting or completely rejecting communications from the computerized device
to network resources, e.g., resources 25-1 through 25-N, discloses preventing the
first host from sending data to one or more other hosts associated with the
protected network.

8. [1g] wherein preventing the first host from sending data to one

or more other hosts associated with the protected network
includes receiving a service request sent by the first host,

109. In my opinion, Gleichauf discloses this limitation.

§10. Gleichauf describes1%w the computerized device transmits an “access
request” or “signaling request” in an “attempt to access the network resources
within the network.” EX1004, 3:50-56, 8:1-4. Such access attempts can occur even
after the device has been placed in quarantine. EX1004,’:52—65. A request to

access network resources is a “service request.”” The request is received and acted
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upon by[s data communications Mevice. EX1004, 3:60-65. Therefore, in my
opinion, (E]eichauf discloses “receiving a service request sent by the first host.”
@. [1h] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first

host when the service request comprises a web server request,
and

111. In my opinion, the combination of Gleichauf and Lewis discloses
and/or renders this limitation obvious.

112. As I explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with network admission policy is
quarantined. 8X1004, 4:50-56. Communications from a quarantined device[dlre
restricted or rejected. EX1004, 11:58-67. Limited communications to certain
destinations, such as a remediation server, may be permitted. EX1004, 14:62-66.
For example, Gleichauf provides that “a redirect access instruction” is applied to
“HTTP traffic.” EX1004, 15:55-67. In my opinion, a POSITA would have known
that HTTP traffic includes a web server request because hyper-text transfer
protocol (HTTP) is the protocol used for communications between web browsers
and web servers. This is evidenced by the fact that Gleichauf refers to the
redirection as a “URL Redirect.” EX1004, 15:45. In my opinion, a POSITA would
have been familiar with URL redirection, which was a common technique used to

forcibly provide an alternative response to a client’s request for a webpage.
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upon by a data communications device. EX1004, 3:60-65. Therefore, in my
opinion, Gleichauf discloses “receiving a service request sent by the first host.”
9. [1h] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first

host when the service request comprises a web server request,
and

111. In my opinion, the combination of Gleichauf and Lewis discloses
and/or renders this limitation obvious.

112. As I explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with network admission policy is
quarantined. EX1004, 4:50-56. Communications from a quarantined device are
restricted or rejected. EX1004, 11:58-67. Limited communications to certain
destinations, such as a remediation server, may be permitted. EX1004, 14:62-66.
For example, Gleichauf provides that “a redirect access instruction” is applied to
“HTTP traffic.” EX1004, 15:55-67. In my opinion, a POSITA would have known
that HTTP traffic includes a web server request because hyper-text transfer
protocol (HTTP) is the protocol used for communications between web browsers
and web servers. This is evidenced by the fact’ Gleichauf refers to the
redirection as a “URL Redirect.” EX1004, 15:45. In my opinion, a POSITA would
have been familiar with URL redirection, which was a common technique used to

forcibly provide an alternative response to a client’s request for a webpage.
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x1017, 93. This technique is commonly used to redirect a user’s web browser to
a login page at a hotel or airport. EX1010, 4:56-57; EX1011, 944.

113. Further, Gleichauf describes providing @one or more notification
messages” for display to a user “indicating that the device has been quarantined.”
EX1004, 4:56-63, 21:1-12. The message may include “a link to a remediation
server or the IP address of the remediation server.” EX1004,’1 11-12.

114. Similar to Gleichauf, Lewis also discloses the use of redirection with a
client device that is quarantined. EX1006, 4:24-31. When a user of the device
opens a web browser (which would generate a “service request compris[ing] a web
server request”’), an initial domain name service (DNS) request from the device is
redirected to a quarantine server. EX1006, 13:7-12. The quarantine server receives
the DNS request and supplies a default webpage on the quarantine server to the
device (“serving a quarantine notification page to the first host”). EX1006, 13:12-
15. The webpage informs the user that the device “is in quarantine and corrective
action must be taken.” EX1006, 10:61-66.

115. In my opinion, a POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and Lewis and would have had the skill to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the security
benefits of redirecting HTTP traffic from Gleichauf’s device to a quarantine server

(per Lewis), rather than a remediation server. The user of the quarantined device
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EX1017, 93. This technique is commonly used to redirect a user’s web browser to
a login page at a hotel or airport. EX1010, 4:56-57; EX1011, 944.

113. Further, Gleichauf describes providing “one or more notification
messages” for display to a user “indicating that the device has been quarantined.”
EX1004, 4:56-63, 21:1-12. The message may include “a link to a remediation
server or the IP address of the remediation server.” EXIOO4,’1-12.

114. Similar to Gleichauf, Lewis also discloses the use of redirection with a
client device that is quarantined. EX1006, 4:24-31. When a user of the device
opens a web browser (which would generate a “service request compris[ing] a web
server request”), [11h initial domain name service (DNS) request from the device is
redirected to a quarantine @rver. EX1006, 13:7-12. The quarantine server receives
the DNS request and supplies [Gldefault webpage on the quarantine server( the
device (“serving a quarantine notification page to the first host”). (=X 1006, 13:12-
15. The webpage informs the user that the device “is in quarantine and corrective
action must bel8ken.” EX1006, 10:61-66.

115. In my opinion, [POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and Lewis and would have had the skill to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the security
benefits of redirecting HTTP traffic from Gleichauf’s device to a quarantine server

(per Lewis), rather than a remediation server. The user of the quarantined device
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EX1017, 93. This technique is commonly used to redirect a user’s web browser to
a login page at a hotel or airport. EX1010, 4:56-57; EX1011, 944.

113. Further, Gleichauf describes providing “one or more notification
messages” for display to a user “indicating that the device has been quarantined.”
EX1004, 4:56-63, 21:1-12. The message may include “a link to a remediation
server or the IP address of the remediation server.” EX1004, 21:1-12.

114. Similar to Gleichauf, Lewis also discloses the use of redirection with a
client device that is quarantined. EX1006, 4:24-31. When a user of the device
opens a web browser (which would generate a “service request compris[ing] a web
server request”), an initial domain name service (DNS) request from the device is
redirected to a quarantine server. EX1006, 13:7-12. The quarantine server receives
the DNS request and supplies a default webpage on the quarantine server to the
device (“serving a quarantine notification page to the first host”). EX1006, 13:12-
15. The webpage informs the user that the device “is in quarantine and corrective
action must be taken.” EX1006, 10:61-66.

115. In my opinion, a POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and Lewis and would have had the skill to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the security
benefits of redirecting HTTP traffic from Gleichauf’s device to a quarantine server

(per Lewis), rather than a remediation server. The user of the quarantined device
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would receive information about the quarantine reasons via aebpage served by
the quarantine server. The user would then have the option to Bither proceed with
remediation or terminate the connection attempt. A user may elect to terminate the
connection @itempt, for example, if the user does not desire to have their device
configuration changed or if the user is in a hurry and does not have time to
remediate the identified issues. In the combination, HTTP traffic from a
quarantined device would be redirected to a quarantine server as taught by Lewis.
The quarantine server would then serve a webpage to the user, as taught by Lewis.
The webpage would inform the user that the device is in quarantine (a “quarantine
notification page”).
10.[1ii he event the service request comprises a DNS query,

prov v ng in response an IP address of a quarantine server

configured to serve the quarantine notification page if a host

name that is the subject of the DNS query is not associated

with a remediation host configured to provide data usable to
remedy the insecure condition; and

[ 6. In my opinion, the combination of Gleichauf and Lewis discloses
and/or renders this limitation obvious.

117. AsIdiscussed in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with a network admission policy is
quarantined and that communications from a quarantined device to protected

resources in the network are restricted or rejected. EX1004, 4:50-56, 11:58-67.
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would receive information about the quarantine reasons via a webpage served by
the quarantine server. The user would then have the option to either proceed with
remediation or terminate the connection attempt. A user may elect to terminate the
connection attempt, for example, if the user does not desire to have their device
configuration changed or if the user is in a hurry and does not have time to
remediate the identified issues. In the combination, HTTP traffic from a
quarantined device would be redirected to a quarantine server as taught by Lewis.
The quarantine server would then serve a webpage to the user, as taught by Lewis.
The webpage would inform the user that the device is in quarantine (a “quarantine
notification page”).

10.[11] in the event the service request comprises a DNS query,
providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host
name that is the subject of the DNS query is not associated

with a remediation host configured to provide data usable to
remedy the insecure condition; and

116. In my opinion, the combination of Gleichauf and Lewis discloses
and/or renders this limitation obvious.

[27. As1discussed in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with[isnetwork admission policy is
arantined and that communications from a quarantined device to protected

resources in the network are restricted or rejected. 1004, 4:50-56, 11:58-67.
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18. In my opinion, Gleichauf discloses a remediation server, shown in

Fig. 1:
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computing =l cenT
base E
66 REMEDIATION 40 42 44 POSTURE
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REQUEST REQUEST
. Y, 26 DATA other hosts
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DEVICE
iati 70 5
remediation —— (E.G., NAD) with the
host protected network

=] res
g RESOURCE
28 POLICY SERVER
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SET

25-N
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EX1004, FIG. 1. The remediation server “is configured to upgrade or provide up-
to-date patches to the operating system or applications, such as anti-virus
applications, associated with the computerized device” “remediation host
configured to provide data usable to remedy the insecure condition”). 1004,
5:4-11.BYTTP traffic from the device directed to the remediation server is
permitted while HTTquErafﬁc directed to other destinations is redirected. EX1004,
14:62-66, 15:55-67.

119. In my opinion, it would have been obvious to a POSITA that HTTP

traffic, such as that from Gleichauf’s device, is usually preceded by a DNS query
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118. In my opinion, Gleichauf discloses a remediation server, shown in

22 COMPUTERIZED DEVICE
(E.G., ENDPOINT)
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s DEVICE
remediation (E.G., NAD)
host 24 NETWORK e g
RESOURCE
28 POLICY SERVER \
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CREDENTIAL RESOURCE

other hosts
associated

protected network

EX1004, FIG. 1. The remediation server “is configured to upgrade or provide up-

to-date patches to the operating system or applications, such as anti-virus

applications, associated with the computerized device” (a “remediation host

configured to provide data usable to remedy the insecure condition™). gX1004,

5:4-11. HTTP traffic from the device directed to the remediation server is

permitted while HTTP' fic directed to other destinations is redirected. EX1004,

14:62-

66, 15:55-67.

119. In my opinion, it would have been obvious to a POSITA that HTTP

traffic, such as that from Gleichauf’s device, is usually preceded by a DNS query

IPR2025-01468; Citrix
Ex. 1002 - Page 74

K.Mizra LLC, Ex. 2022, p. 73
Citrix Systems, Inc. et al. v. K.Mizra LLC

IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

(i.e., “and in the event the service request comprises a DNS query”). The DNS
query is used to obtain the internet protocol (IP) §Eldress of a named server, Bl hich
would be a web server in the case of HTTP traffic. The device cesses g webpage
by sending an HTTP request to the DNS-resolved IP address. EMhese steps were
commonly known and ubiquitously employed by web browsers in the prior art.
EX1010, 5:49-63.

120. Further, Lewis describes a “hijack DNS component 421 for
intercepting DNS queries from quarantined clients.” EX1006, 11:15-17. The
operation of the hijack DNS component is such that “[w]henever the client
performs name resolution on any address, it will receive the IP [address] of QS
[quarantine server].”1006, 14:22-23. As discussed at @111], Lewis’s quarantine
server (QS) provides a default webpage including a quarantine notification. The
default webpage informs the user that the device is in quarantine and what
corrective action must be taken for the device to be released from quarantine.
EX1006, 10:61-66, 13:12-15. Thus, in my opinion, the IP address of Lewis’s
quarantine serveis an IP address of a quarantine server configured to serve the
quarantine notification.

121. Additionally, both Gleichauf and Lewis describe allowing a device
placed in quarantine to communicate with one or more servers to fix the issues that

led to it being quarantined. EX1004, 5:4-13; EX1007, 13:12-17, 14:17-31. In my
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(i.e., “and in the event the service request comprises a DNS query”). The DNS
query is used to obtain the internet protocol (IP) &ddress of a named server, which
would be a web server in the case of HTTP traffic. The device ccesses a webpage
by sending an HTTP request to the DNS-resolved IP address. These steps were
commonly known and ubiquitously employed by web browsers in the prior art.
EX1010, 5:49-63.

120. Further, Lewis describes a “hijack DNS component 421 for
intercepting DNS queries from quarantined clients.” EX1006, 11:15-17. The
operation of the hijack DNS component is such that “[w]henever the client
performs name resolution on any address, it will receive the IP [address] of QS
[quarantine server].” EX1006, 14:22-23. As discussed at [1h], Lewis’s quarantine
server (QS) provides a default ebpage including a quarantine notification. The
default ebpage informs the user that the device is in quarantine and what
corrective action must be taken for the device to be released from quarantine.

(14X 1006, 10:61-66, 13:12-15. Thus,Zl my opinion, the IP address of Lewis’s
quarantine servefillan IP address of a quarantine server configured to serve the
quarantine notification.

191, Additionally, both Gleichauf and Lewis describe allowing a device
placed in quarantine to communicate with one or more servers to fix the[Zsues that

led to it being quarantined. EX1004, 5:4-13; EX1007, 13:12-17, 14:17-31. In my

]
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pinion, it would have beenElell understood and obvious to a POSITA that
communications with such [gervers would be preceded by a DNS request to resolve
the remediation server’s name into its I[P address. This is because servers are
frequently known and referred to by their domain @ame; however, the domain
name cannot irectly be used to address an IP packet to the server.&he domain
name must first ae resolved, using DNS, into the server’ §1d address. The TP
address is then specified as the destination for the IP packet. In my opinion, a
POSITA would have been familiar with the use and operation of DNS.

122. Gleichauf describes allowing a device in quarantine to communicate
with a remediation server “to upgrade or provide up-to-date patches to
applications, such as anti-virus applications.” EX1004, 16:14-16. Hence, it would
have been obvious to a POSITA for a DNS server (responding to a request to
resolve the IP address of the remediation server) to provide the correct IP address
of the remediation server. In my opinion, it would have been obvious to a POSITA
to adapt the functionality of a hijack DNS component, e.g., that of Lewis, to
provide the correct IP address resolution to DNS queries relating to servers
involved with device remediation. For all other queries, the hijack DNS component
would function as described in Lewis by answering such ®NS queries with the IP
address of a quarantine server. Thus, in my opinion, the combined teachings of

Gleichauf and Lewis render obvious responding to a DNS query with the [P
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opinion, it would have been well understood and obvious to a POSITA that
communications with such servers would be preceded by a DNS request to resolve
the remediation server’s name into its IP address. This is because servers are
frequently known and referred to by their domain name; however, the domain
name cannot directly be used to address an IP packet to the server. The domain
name must kst esolved, using DNS, into the server’§’IP address. The IP
address 4 then specified as the destination for(Zle IP packet. 3 my opinion, a
POSITA would have been familiar with the use and operation of’ BN

122. Gleichauf describes allowing a device in quarantine to communicate
with a remediation server “to upgrade or provide up-to-date patches to
applications, such as anti-virus applications.”1004, 16:14-16. Hence, it would
have been obvious to a POSITA for a DNS[8rver (responding to a request to
resolve the IP address of the remediation rver) to provide the correct IP address
of the remediation server. ¥ my opinion, it would have been obvious to a POSITA
to adapt the functionality of a hijack DNS component, e.g., that of Lewis, to
provide the correct IP address resolution to DNS queries relating to servers
involved with device remediation. For all other queries, the hijack DNS component
would function as described in Lewis by answering such ®NS queries with the 1P
address of a quarantine server. Thus, in my opinion, the combined teachings of

Gleichauf and Lewis render obvious responding to a DNS query with the IP
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opinion, it would have been well understood and obvious to a POSITA that
communications with such servers would be preceded by a DNS request to resolve
the remediation server’s name into its IP address. This is because servers are
frequently known and referred to by their domain name; however, the domain
name cannot directly be used to address an IP packet to the server. The domain
name must first ]‘5’6 resolved, using DNS, into the server’§IP address. The IP
address is then specified as the destination for the IP packet. In my opinion, a
POSITA would have been familiar with the use and operation of DNS.

122. Gleichauf describes allowing a device in quarantine to communicate
with a remediation server “to upgrade or provide up-to-date patches to
applications, such as anti-virus applications.” EX1004, 16:14-16. Hence, it would
have been obvious to a POSITA for a DNS server (responding to a request to
resolve the IP address of the remediation server) to provide the correct IP address
of the remediation server. In my opinion, it would have been obvious to a POSITA
to adapt the functionality of a hijack DNS mponent, e.g., that of Lewis, to
provide the correct IP address resolution to DNS queries relating to[2jrvers
involved with device remediation. For all other queries, the hijack DNS component
would function as described inB2bwis by answering such 23S queries with the IP
address of a quarantine server. Thus, &l my opinion, the combined teachings of

Gleichauf and Lewis render obvious responding to a DNS query with the IP
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address of a quarantine server if a host name that is the subject of the DNS query is
not associated with a remediation host configured to provide data usable to
remedy the insecure condition.

B23. In my opinion, a POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and wis and would haveBlad the skills to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the need to
ensure that a device placed into quarantine would be able to access the server

¢ldecessary to remediate its security problem and Ehereafter gain full access to the
netwli&k. Gleichauf contemplates identifying the remediation server by name since
it provides “a link to a remediation server,” which Gleichauf distinguishes from
providing “the IP address of the remediation server.” EX1004, 21:8-12. Gleichauf
further explains that the “link” to the remediation server would be provided as a
Universal Resource Link (URL). EX1004, 21:3-4. It was well known that a “URL
typically includes the domain name of the provider of the identified resource.”
EX1013, 9:12-14. Thus, in my opinion, a POSITA would have found it obvious
from Gleichauf’s statement—that the remediation server is identified via URL—
for the server to be identified to a quarantined device by its domain name. It would
have been obvious and understood to a POSITA that the device needing to
communicate with the remediation server would send a DNS query to obtain the IP

address corresponding to the domain name of the ¥erver. In the combination, the
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address of a quarantine server if a host name that is the subject of the DNS query is
not associated with a remediation host configured to provide data usable to
remedy the insecure condition.

123. In my opinion, a POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and Qg,,ewis and would have had the skills to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the need to
ensure that a device placed into quarantine would be able to access the server

onecessary to remediate its security problem and thereafter gain full access to the
netwrk. Gleichauf contemplates identifying the remediation server by name since
it provides “a link to a remediation server,” which Gleichauf distinguishes from
providing “the IP address of the remediation server.” X 1004, 21:8-12. Gleichauf
further explains that the “link” to the remediation server would be provided as a
Universal Resource Link (URL). (21004, 21:3-4. It was[Zell known that a “URL
typically includes the domain name of the provider of the identified resource.”
1013, 9:12-14. Thus, in my opinion, a POSITA would have found it obvious
from Gleichauf’s statement—that the remediation server is identified via URL—
for the server to be identified to aarantined device by its domain name. It would
have been obvious [lZkd understood to a POSITA that the [@vice needing to
communicate with the remediation server would send a DNS query to obtain the IP

address corresponding to the domain name of the §slver. In the combination, the
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address of a quarantine server if a host name that is the subject of the DNS query is
not associated with a remediation host configured to provide data usable to
remedy the insecure condition.

123. In my opinion, a POSITA would have been motivated to combine the
teachings of Gleichauf, Ovadia, and Qg,,ewis and would have had the skills to do so.
§IV(E) (motivation to combine). A POSITA would have appreciated the need to
ensure that a device placed into quarantine would be able to access the server

onecessary to remediate its security problem and thereafter gain full access to the
netwrk. Gleichauf contemplates identifying the remediation server by name since
it provides “a link to a remediation server,” which Gleichauf distinguishes from
providing “the IP address of the remediation server.” EX1004, 21:8-12. Gleichauf
further explains that the “link” to the remediation server would be provided as a
Universal Resource Link (URL). EX1004, 21:3-4. It was well known that a “URL
typically includes the domain name of the provider of the identified resource.”
EX1013, 9:12-14. Thus, in my opinion, a POSITA would have found it obvious
from Gleichauf’s statement—that the remediation server is identified via URL—
for the server to be identified to a quarantined device by its domain name. It would
have been obvious and understood to a POSITA that the device needing to
communicate with the remediation server would send a DNS query to obtain the IP

address corresponding to the domain name of the Yerver. In the combination, the
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DNS response provided to thé Eevice would include the correct IP address of the

remediation server so that the device couldEesolve its security problems and exit

quarantine (e.g., obtain update virus definitions).

8]
(.11 j ]'ermitting the first host to communicate with the
remediation host.

124. In my opinion, Gleichauf discloses this limitation.
125. As I explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device out of compliance with network admission policy is

quarantined and communications from the device to network resources are

restricted or rejected. EX1004, 4:50-56, 11:58-67. HTTP traffic from the devlid to
a remediation server is permitted, however (i.e., “permitting the first host to
communicate with the remediation host”). EX1004, 14:62-66.

G. Claim 2 - A method as recited in claim 1, wherein detecting an
insecure condition further includes at least one of the following:
scanning for a vulnerability, scanning for malicious data,
determining whether a security software is installed, and
detecting anomalous network traffic.

126. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

127. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

128. In my opinion, Gleichauf renders obvious this additional limitation.
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DNS response provided to thé’device would include the correct IP address of the
remediation server so that the device could resolve its security problems and exit
quarantine (e.g., obtain update virus definitions).

11.[1j] permitting the first host to communicate with the
remediation host.

124. In my opinion, Gleichauf discloses this limitation.

125. As I explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device out of compliance with network admission policy is
quarantined and communications from the device to network resources are
restricted or rejected. EX1004, 4:50-56, 11:58-67. HTTP traffic from the device to
a remediationBrver is permitted, however (i.e., “permitting the first host to
communicate with the remediation St”). EX1004, 14:62-66.

1§,  Claim 2 - A method as recited in claim 1, wherein detecting an

insecure condition further includes at least one of the following:
scanning for a vulnerability, scanning for malicious data,

determining whether a security software is installed, and
detecting anomalous network traffic.

1806, In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

127. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

128. In my opinion, Gleichauf renders obvious this additional limitation.
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E29. AsI explained in §IV(F)(2) (limitation 1a), Gleichauf teaches that a
policy server detects an insecure condition in the computerized devic&lely
reviewing the Wvice’s posture credentials. X1004, 3:36-45,11:29-32, 11:58-
12:3, 14:16-34, 22:39-59.

§30. The posture credentials include information about “the last time a
local antivirus scan was[&ecuted,” and a device that is “not configured with anti-
virus or up-to-date anti-virus applications” and is “vulnerable.” EX1004, 3:36-49,
22:54-56. The failure to show “timely execution of the anti-virus application” is
another indication that the device is “vulnerable” and in an insecure condition.
EX1004, %2:38-5 9?In my opinion, &#POSITA would have understood that
checking for anQanti-virus application and the recency of an anti-virus scan each
constitute “scanning for a vulnerability.”

131. The posture credentials also contain information about whether the
device can “resist reception or transmission of... content (spam and/or data theft).”
EX1004, 8:52-56. In my opinion, a POSITA would have understood that spam is a
type of “malicious data’ because it is unsolicited. A POSITA would also have
understood that the disclosed device would be “scanned” to determine whether the
device can resist reception or transmission of spam. Furthermore, malicious data is

known in the art to generate “anomalous network traffic.” Thus, in my opinion, a
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129. As I explained in §IV(F)(2) (limitation 1a), Gleichauf teaches that a

Q

policy server detects an insecure condition in the computerized devic@by
reviewing the @evice’s posture credentials. EX1004, 3:36-45, 11:29-32, 11:58-
12:3, 14:16-34, 22:39-59.

130. The posture credentials include information about “the last time a
local antivirus scan was executed,” and a device that is “not configured with anti-
virus or up-to-date anti-virus applications”d is “vulnerable.”[HX 1004, 3:36-49,
22:54-56. The failure to show “timely execution of the anti-virus application”
another indication that the device is “vulnerable” and in an insecure condition.

[ 1004, 3 8-59 my opinion, FEDSITA would have understood that
checking for anti-virus application and the recency of an anti-virus scan each
constitute “scanning for a vulnerability.”

1. The posture credentials also contain information about whether the
device can “resist reception or transmission of... content (spam and/or data theft).”
RiX1004, 8:52-56. In my opinion, a POSITA would have understood that spam is a
type of “malicious data” because it is unsolicited. A POSITA would also have
understood that the disclosed device would be “scanned” to determine whether the

device can resist reception or transmission of spam. Furthermore, malicious data is

known in the art to generate “anomalous network traffic.” Thus, in my opinion, a
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129. As I explained in §IV(F)(2) (limitation 1a), Gleichauf teaches that a

Q

policy server detects an insecure condition in the computerized devic@by
reviewing the @evice’s posture credentials. EX1004, 3:36-45, 11:29-32, 11:58-
12:3, 14:16-34, 22:39-59.

130. The posture credentials include information about “the last time a
local antivirus scan was executed,” and a device that is “not configured with anti-
virus or up-to-date anti-virus applications” and is “vulnerable.” EX1004, 3:36-49,
22:54-56. The failure to show “timely execution of the anti-virus application” is
another indication that the device is “vulnerable” and in an insecure condition.
EX1004, %2:38-59?In my opinion, &#POSITA would have understood that
checking for anq’anti-virus application and the recency of an anti-virus scan each
constitute “scanning for a vulnerability.”

131. The posture credentials also contain information about whether the
device can “resist reception or transmission of... content (spam and/or data theft).”
EX1004, 8:52-56. In my opinion, a POSITA would have understood that spam is a
type of “malicious data” because it is unsolicited. A POSITA would also have
understood that the disclosed device would be “scanned” to determine whether the

device can resist reception or transmission of spam. Furthermore, malicious data is

known in the art to generate “anomalous network traffic.” Thus, in my opinion, a
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Bletection of spam is a detection of anomalous network activity, and therefore is an
identification of an insecure condition, thereby meeting the claim language.

132. The posture credentials further include information about the presence
or absence of anti-virus software, whether the anti-virus software is up-to-date, and
the status of a firewall application. EX1004, 3:36-49, 8:62-65. In my opinion, a
POSITA would have understood that an anti-virus and intrusion prevent software
(e.g., a firewall) are types of “security software” because they can detect and
prevent virus and other security infestations. Reviewing the posture credentials for
information about the presence or absence of anti-virus software or firewall
application involves “determining whether a security software is installed.”

H. [&laim 3 — A method as recited in claim 1, wherein detecting an

insecure condition includes determining that the first host should

be quarantined until an update to an operating system has been
installed.

133. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

134. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

135. In my opinion, Gleichauf renders this additional limitation obvious.

136. As I explained in §IV(F)(2) (limitation 1a), Gleichauf teaches that a

policy server detects an insecure condition in the computerized device by
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detection of spam is a detection of anomalous network activity, and therefore is an
identification of an insecure condition, thereby meeting the claim language.

132. The posture credentials further include information about the presence
or absence of anti-virus software, whether the anti-virus software is up-to-date, and
the status of a firewall application. EX1004, 3:36-49, 8:62-65. In my opinion, a
POSITA would have understood that an anti-virus and intrusion prevent software
(e.g., a firewall) are types of “security software” because they can detect and
prevent virus and other security infestations. Reviewing the posture credentials for
information about the presence or absence of anti-virus software or firewall
application involves “determining whether a security software is installed.”

H. Claim 3 — A method as recited in claim 1, wherein detecting an

insecure condition includes determining that the first host should

be quarantined until an update to an operating system has been
installed.

133. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

134. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §1V(F) (claim 1).

135. In my opinion, Gleichauf renders this additional limitation obvious.

136. As I explained in §IV(F)(2) (limitation 1a), Gleichauf teaches that a

policy server detects an insecure condition in the computerized device by
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reviewingosture credentials. EX1004, 3:36-45, 11:29-32, 11:58-12:3, 14:16-34,
22:39-59.

37, gl he posture credentials contain information about “operating system
patches [that] are installed within the omputing system” (i.e., “updates to an
operatingBystem”). EX1004, 3:36-49. Gleichauf explains, and in my opinion a,
POSITA would have known, that an outdated operating system may make the
device “vulnerable” to network threats. EX1004, 1:65-2:3, 4:50-56. When the
device is quarantined, the policy server can transmit a notification message to the
device that may “include a link to a remediation server” where the remediation
server “is configured to upgrade or provide up-to-date patches to the operating
system.” EX1004, 21:8-12, 5:8-11. Once remediated, the device “should be
admitted” into the network. EX1004, 5:11-13. In my opinion, a POSITA would
have understood (and found it obvious) from Gleichauf’s description of
quarantining devices with outdated operating systems and of providing operating
system updates, to quarantine a device “until an update to an operating system has
been installed.”

I. Claim 4 - A method as recited in claim 1, wherein detecting an

insecure condition includes configuring an operating system to

quarantine the first host upon initial startup after installation of
the operating system.

138. In my opinion, the combination of Gleichauf, Ovadia, and Lewis

renders this claim obvious.
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reviewing posture credentials. EX1004, 3:36-45, 11:29-32, 11:58-12:3, 14:16-34,
22:39-59.

137.., The posture credentials contain information about “operating system
patches [that] are installed within the computing system” (i.e., “updates to an
operating system”). EX1004, 3:36-49. Gleichauf explains, and in my opinion a g
SITA would have known, that an outdated operating system may make the
device “vulnerable” to network threats. EX1004, 1:65-2:3, 4:50-56. When the
device is quarantined, the policy server can transmit a notification message to the
device that may “include a link to a remediation server” where the remediation
server “is configured to upgrade or provide up-to-date patches to the operating
system.” EX1004, 21:8-12, 5:8-11. Once remediated, the device “should be
admitted” into the network. EX1004, 5:11-13. In my opinion, a POSITA would
have understood (and found it obvious) from Gleichauf’s description of
quarantining devices with outdated operating systems and of providing operating
system updates, to quarantine a device “until an update to an operating system has
been installed.”

L. Claim 4 - A method as recited in claim 1, wherein detecting an

insecure condition includes configuring an operating system to

quarantine the first host upon initial startup after installation of
the operating system.

138. In my opinion, the combination of Gleichauf, Ovadia, and Lewis

renders this claim obvious.
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139, AsI explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

140. In my opinion, Gleichauf renders this additional limitation obvious.
Gleichauf discloses a posture plugin that executes on the device and indicates a
security posture. EX1004, 8:45-52. In one embodiment, the posture plugin is
maintained by the operating system of the computerized device. EX1004, 8:65-67,
9:21-24. Gleichauf’s policy server receives the security posture information from
the posture plugin and uses these credentials to determine whether to quarantine
the computerized device. EX1004, 9:29-34. A POSITA would have understood
and found obvious that because the operating system has access to the posture
information generated by the posture plugin, the operating system can quarantine
the device upon startup, such in those situations where the computerized device has
installed a new version of the operating system, but has not verified the new
version with the policy server.

J. Claim 5

141. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

1. [Spre]| A method as recited in claim 1, wherein permitting the
first host to communicate with the remediation host includes:

142. As I explained above, the combination of Gleichauf, Ovadia, and

Lewis discloses [a] method as recited in claim 1. §IV(F) (claim 1).
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. [Sa] detecting an outbound communication from the first host;
and

El43. In my opinion, Gleichauf discloses and/or renders obvious this
limitation.

144. Gleichauf’s quarantined device receives a notification message from
the policy server “indicating that the device has been quarantined and needs to be g
femediated” and including “a link to a remediation Blerver.” EX1004, 21:5-12. The
device responds to the message by activating the link and being directed to the
remediation server. EX1004, 21:20-23.

145. In my opinion, a POSITA would have understood that the device
activating the link directing it to the remediation server includes an “outbound
communication from the first host” to the remediation server. Gleichauf explains
that data communications device 26 “is configured to detect attempted
connections to the network 24 by the user device.” EX1004, 10:6-11, 12:57-67. A
POSITA would have understood that directing the device to the remediation
server—a server that is not part of the device—would be an “outbound
communication from the first host.” In my opinion, a POSITA would also have
understood that the data communications device 26 would “detect/] ” an outbound
communication when it is applying access instructions that govern the device’s

permitted level of network access. EX1004, 13:52-65, 14:3-7, 14:20-34, 22:38-47.
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2. [5a] detecting an outbound communication from the first host;
and

143. In my opinion, Gleichauf discloses and/or renders obvious this
limitation.

144. Gleichauf’s quarantined device receives a notification message from
the policy server “indicating that the device has been quarantined and needs to be
remediated” and including ““a link to a remediation server.” EX1004, 21:5-12. The
device responds to the message by activating the link and being directed to the
remediation server. EX1004, 21:20-23.

145. In my opinion, a POSITA would have understood that the device
activating the link directing it to the remediation server includes an “outbound
communication from the first host” to the remediation server. Gleichauf explains
that data communications device 26 “is configured to detect attempted
connections to the network 24 by the user device.” EX1004, 10:6-11, 12:57-67. A
POSITA would have understood that directing the device to the remediation
server—a server that is not part of the device—would be an “outbound
communication from the first host.” In my opinion, a POSITA would also have
understood that the data communications device 26 would “detect/] ” an outbound
communication when it is applying access Bhstructions that govern the device’s

permitted level of network access. EX1004, 13:52-65, 14:3-7, 14:20-34, 22:38-47.
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g, [Sb] forwarding the outbound communication if it is addressed
to the remediation host.

146. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

147. Gleichauf discloses that communications from a quarantined device
are restricted or rejected. §1V(J)(2) (limitation 5a); EX1004, 22:38-47. A
quarantined device is generally permitted to engage in HTTP communication with
a remediation server. EX1004, 14:62-66. In my opinion, a POSITA would have
understood that permitting HTTP traffic from a device to a remediation server, per
Gleichauf, would entail the data communications device 26 “forwarding the
outbound communication if it is addressed to the remediation host.”

K. Claim 6

148. In my opinion, the combination of Gleichauf, Ovadia, and Lewis

renders this claim obvious.

B

1. [6pre] A method as recited in claim 1, wherein preventing the
first host from sending data to the one or more other hosts
includes:

H49. As1 explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

2. [6a] detecting an outbound communication from the first host;
and

150. In my opinion, Gleichauf discloses and/or renders obvious this

limitation. §1V(J)(2) (limitation 5a).
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3. [Sb] forwarding the outbound communication if it is addressed
to the remediation host.

146. In my opinion, Gleichauf discloses and/or renders this limitation
obvious.

147. Gleichauf discloses that communications from a quarantined device
are restricted or rejected. §1V(J)(2) (limitation 5a); EX1004, 22:38-47. A
quarantined device is generally permitted to engage in HTTP communication with
a remediation server. EX1004, 14:62-66. In my opinion, a POSITA would have
understood that permitting HTTP traffic from a device to a remediation server, per
Gleichauf, would entail the data communications device 26 “‘forwarding the
outbound communication if it is addressed to the remediation host.”

K. Claim 6

148. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

1. [6pre] A method as recited in claim 1, wherein preventing the
first host from sending data to the one or more other hosts
includes:

149. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §1V(F) (claim 1).

2. [6a] detecting an outbound communication from the first host;
and

150. In my opinion, Gleichauf discloses and/or renders obvious this

limitation. §IV(J)(2) (limitation 5a).
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4. [6b] redirecting the outbound communication to a quarantine
server if it comprises a request for an approved service and is
not addressed to a remediation host.

E51. I my opinion, the combination of Gleichauf and Lewis discloses
and/or renders obvious this limitation.

152. Gleichauf restricts or rejects communications from a quarantined
device. EX1004, 11:58-67. Gleichauf explains that communications are permitted
“only to certain destination addresses, e.g., IP address of remediation server, and
only to certain protocols or ports, e.g., HTTP traffic.” EX1004, 14:62-66. In my
opinion, aé]DOSITA would have understood Gleichauf to teach that a quarantined
device may be limited to communications with a remediation server using only
GiTTP (an “approved service”).

153. Asdiscussed in §IV(F)(10) (limitation 11), Gleichauf discloses that
HTTP traffic (an “approved service”) from the device to a remediation server is
permitted. BEX 1004, 14:62-66. However, HTTP traffic from the device to other
destinations (“not addressed to a remediation host™) Blill be subject to a “redirect
access instruction” that will “direct the computerized device 22 (e.g., HTTP traffic
from the computerized device 22) to a remediation server.” EX1004, 15:55-16:6.
As I discussed above at §§IV(F)(9)-(10) (limitations 1h-11), in my opinion, it

would have been obvious to a POSITA, in view of Lewis, to redirect unauthorized
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3. [6b] redirecting the outbound communication to a quarantine
server if it comprises a request for an approved service and is
not addressed to a remediation host.

151. In my opinion, the combination of Gleichauf and Lewis discloses
and/or renders obvious this limitation.

152. Gleichauf restricts or rejects communications from a quarantined
device. EX1004, 11:58-67. Gleichauf explains that communications are permitted
“only to certain destination addresses, e.g., [P address of remediation server, and
only to certain protocols or ports, e.g., HTTP traffic.” EX1004, 14:62-66. In my
opinion, a POSITA would have understood Gleichauf to teach that a quarantined
device may be limited to communications with a remediation server using only
HTTP (an “approved service”).

153. Asdiscussed in §IV(F)(10) (limitation 11), Gleichauf discloses that
HTTP traffic (an “approved service) from the device to a remediation server is
permitted. EX1004, 14:62-66. However, HTTP traffic from the device to other
destinations (“not addressed to a remediation host”) will be subject to a “redirect
access instruction” that will “direct the computerized device 22 (e.g., HTTP traffic
from the computerized device 22) to a remediation server.” 19X 1004, 15:55-16:6.
As I discussed above at §§IV(F)(9)-(10) (limitations 1h-11), in my opinion, it

would have been obvious to a POSITA, in view of Lewis, to redirect unauthorized

—
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access requests to a quarantine server that would inform the user of their device’s
quarantine status via a quarantine notification page. 1006, 11:15-17, 14:22-23.
L. Claim 7 — A method as recited in claim 1, wherein quarantining
the first host further includes preventing the first host from

receiving via the protected network data not related to
remediation of the insecure condition.

[d54. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

155. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

156. As explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with network admission policy is
quarantined. EX1004, 4:50-56. Outbound communications from a quarantined
device are not permitted to destinations that are not the remediation server.
EX1004, 11:58-67, 14:62-66. From this disclosure, it would have been obvious
and well understood to a POSITA that inbound communications would be
similarly subject to access restrictions. If outbound requests from the quarantined
device are not permitted to non-remediation destinations, the quarantined device is
effectively prevented from receiving information that it would have received in
response to such requests. Since Gleichauf teaches that a device in quarantine may
only communicate with remediation-related servers, & would have been obvious

and understood to a POSITA that Gleichauf’s system prevents the quarantined
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access requests to a quarantine server that would inform the user of their device’s
quarantine status via a quarantine notification page. EX1006, 11:15-17, 14:22-23.
L. Claim 7 — A method as recited in claim 1, wherein quarantining
the first host further includes preventing the first host from

receiving via the protected network data not related to
remediation of the insecure condition.

154. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

155. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §1V(F) (claim 1).

156. As explained in §IV(F)(7) (limitation 1f), Gleichauf discloses that a
computerized device that is out of compliance with network admission policy is
quarantined. EX1004, 4:50-56. Outbound communications from a quarantined
device are not permitted to destinations that are not the remediation server.
EX1004, 11:58-67, 14:62-66. From this disclosure, it would have been obvious
and well understood to a POSITA that inbound communications would be
similarly subject to access restrictions. If outbound requests from the quarantined
device are not permitted to non-remediation destinations, the quarantined device is
effectively prevented from receiving information that it would have received in
response to such requests. Since Gleichauf teaches that a device in quarantine may
only communicate with remediation-related servers, it would have been obvious

and understood to a POSITA that Gleichauf’s system prevents the quarantined

&4

IPR2025-01468; Citrix
Ex. 1002 - Page 86

K.Mizra LLC, Ex. 2022, p. 99
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

device from receiving information not related to Ebmediation (“preventing ... from
receiving via the protected network data not related to remediation of the insecure
condition™).

157. To the extent that this claim is interpreted as requiring the blocking of
all non-remediation-related traffic from reaching the device, in my opinion, this
restriction would have been obvious to a POSITA. Gleichauf is concerned with
limiting or preventing the risk that network resources “receive or transmit
malware” from or to “vulnerable computerized devices.” EX1004, Abstract, 8:52-
55. That is why vulnerable devices are quarantined in an “isolated ... network
segment” until the vulnerability has been remedied so that the device cannot
receive such malware. EX1004, 4:25-26. It would thus have been obvious and
understood to a POSITA that a device in quarantine would be restricted from
receiving data not related to remediation in the same way that the device is
restricted from transmitting data to non-remediation servers. lgh my opinion, a
POSITA would have had a reasonable expectation of success in restricting
Zbmmunications to or from auarantined device because Gleichauf describes
allowing or preventing communications “between” the device and the network.
EX1004, 14:3-7, 14:20-25.

158. Further, to the extent that Gleichauf does not explicitly disclose

restricting inbound communications to quarantined devices, Lewis discloses that
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device from receiving information not related to remediation (“preventing ... from
receiving via the protected network data not related to remediation of the insecure
condition”).

157. To the extent that this claim is interpreted as requiring the blocking of
all non-remediation-related traffic from reaching the device, in my opinion, this
restriction would have been obvious to a POSITA. Gleichauf is concerned with
limiting or preventing the risk that network resources “receive or transmit
malware” from or to “vulnerable computerized devices.” EX1004, Abstract, 8:52-
55. That is why vulnerable devices are quarantined in an “isolated ... network
segment” until the vulnerability has been remedied so that the device cannot
receive such malware. EX1004, 4:25-26. It would thus have been obvious and
understood to a POSITA that a device in quarantine would be restricted from
receiving data not related to remediation in the same way that the device is
restricted from transmitting data to non-remediation servers. In my opinion, a
POSITA would have had a reasonable expectation of success in restricting
communications to or from a quarantined device because Gleichauf describes
allowing or preventing communications “between” the device and the network.
EX1004, 14:3-7, 14:20-25.

158. Further, to the extent that Gleichauf does not explicitly disclose

restricting inbound communications to quarantined devices, Lewis discloses that

s
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Ehe component responsible for quarantining the device (i.e., local enforcement
component 314) also restricts inbound communication to the device. EX1006,
9:60-66 (“local enforcement component 314 is responsible for quarantining (i.e.
restricting outside access to the local machine) when client 202 is in a quarantine
state” and “is used to isolate the local client 202 from other machines” which
“allows the client 202 to protect itself from being attacked if it finds itself insecure
but not infected”). In my opinion, a POSITA would have found it obvious to
modify Gleichauf’s system to implement Lewis’s limitations on inbound
communications to provide its computerized devices with a more robust security
protocol so that compromised computerized devices can protect themselves from
further attacks. Such a modification would have involved the application of a
known technique (restricting inbound communication) to improve similar devices
(Gleichauf’s computerized device) in the same way (preventing a computerized
device from being attacked from other machines on the LAN).

M. Claim 8 - A method as recited in claim 1, performed at an
Internet service provider.

159. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.
160. As I explained above, the combination of Gleichauf, Ovadia, and

Lewis discloses [/a] method as recited in claim 1. See §IV(F) (claim 1).
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El61. Gleichauf’s computerized device attempts to communicate using Ehe
network, where the network is “a computer network, such an enterprise network or
the Internet, which includes the network resources 25, the data communications
device 26, and the policy server 28.”@X1005, 3:50-56, 9:57-64Network resources
25 are ““servers that contain content accessible by the . . device.” EX1005, 95-
67.

Bl62. In my opinion, a POSITA would have understood that the
combination of the data communications device anolicy server §s an Internet
service provider because the combination selectively provides access to the
network, which Gleichauf explains is the Internet. The policy server determines
whether to quarantine the device (by means of instructions to the data
communications device) and protect the network. EX1004, 4:50-56, 10:30-33,
11:45-67. While in quarantine, the device is unable to communicate with network
resources. EX1004, 11:58-67,14:62-66. A POSITA would have therefore
appreciated that the data communications device and policy server determine
whether the device can access resources on the network, e.g., on the Internet. Thus,
the data communications device and the policy server together operate to provide
the device Internet access, which a POSITA would have understood to be the

function of an “Internet service provider.” Moreover, in my opinion, it would have
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161. Gleichauf’s computerized device attempts to communicate using the
network, where the network is “a computer network, such an enterprise network or
the Internet, which includes the network resources 25, the data communications
device 26, and the policy server 28.” EX1005, 3:50-56, 9:57-64Network resources
25 are “servers that contain content accessible by the . . . device.” EX1005, 9:65-
67.

162. In my opinion, a POSITA would have understood that the
combination of the data communications device aifd policy server¢liihn Internet
service provider because [ide combination selectively provides access to the
network, which Gleichauf explains is the Internet. The policy server [Ghtermines
whether to quarantine the device (by means of instructions to the data
communications device) and protect the network. EX1004, 4:50-56, 10:30-33,
11:45-67. While in quarantine, the device is unable to communicate with network
resources. EX1004, 11:58-67,14:62-66. A POSITA would have therefore
appreciated that the data communications device and policy server determine
whether the device can access resources on the network, e.g., on the Internet. Thus,
the data communications device and the policy server together operate to provide
the @ ice Internet access, which a POSITA would have understood to be the

function of an “Internet service provider.”oreover, in my opinion, it would have
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Been obvious for the data communications device and policy server to be owned by
a company that provides Internet service.

N. Claim 9 - A method as recited in claim 1, wherein the software
component on the first host is an operating system.

[63. I my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

164. s gl explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

165. In my opinion, Gleichauf discloses this limitation for at least the
reasons provided above. §IV(H) (claim 3).

0. Claim 10 - A method as recited in claim 1, wherein determining

that the response does not include a valid digitally signed

attestation of cleanliness includes determining that the software
component on the first host is not sufficiently updated.

166. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

167. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses /a] method as recited in claim 1. See §IV(F) (claim 1).

168. Gleichauf further discloses that its computerized device’s posture
response includes posture credentials. The posture credentials contain information
about the “particular virus software and virus definition versions” installed on

the device. EX1004, 3:36-49, 8:56-9:5. If updated software or current virus
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been obvious for the data communications device and policy server to be owned by
a company that provides Internet service.

N. Claim 9 - A method as recited in claim 1, wherein the software
component on the first host is an operating system.

163. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

164. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §1V(F) (claim 1).

165. In my opinion, Gleichauf discloses this limitation for at least the
reasons provided above. §IV(H) (claim 3).

0. Claim 10 - A method as recited in claim 1, wherein determining

that the response does not include a valid digitally signed

attestation of cleanliness includes determining that the software
component on the first host is not sufficiently updated.

166. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

167. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §1V(F) (claim 1).

168. Gleichauf further discloses that its computerized device’s posture
response includes posture credentials. The posture credentials contain information
about the “particular virus software and virus definition versions” installed on

the device. EX1004, 3:36-49, 8:56-9:5. If updated software or current virus

68 IPR2025-01468; Citrix

Ex. 1002 - Page 90

K.Mizra LLC, Ex. 2022, p. 106
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

Mefinitions are not present, the device is quarantined and communications from it
to the network will be restricted or completely rejected, Blecause of a determination
that the response does not include “a valid . . . attestation of cleanliness.” [5 1004,
11:58-67.
P. [Elaim 11 - A method as recited in claim 1, wherein determining
that the software component on the first host is not sufficiently

updated includes determining that a patch level associated with
the software component on the first host is not sufficiently recent.

&69. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

170. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

171. As I described above in limitation 1d, Gleichauf’s posture credentials
received by the policy server contain information such as “what particular virus
software and virus definition versions are installed,” “when was the last time a
local antivirus scan was executed,” “what operating system patches are installed.”
§IV(F)(5) (limitation 1d). To the extent that the patches inquiry is limited to the
operating system, in my opinion, a POSITA would have understood and found
obvious that the same inquiry related tg gatch level could be made with respect to

the virus software installed on the host device.
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definitions are not present, the device is quarantined and communications from it
to the network will be restricted or completely rejected, because of a determination
that the response does not include “a valid . . . attestation of cleanliness.” EX1004,
11:58-67.
P. Claim 11 - A method as recited in claim 1, wherein determining
that the software component on the first host is not sufficiently

updated includes determining that a patch level associated with
the software component on the first host is not sufficiently recent.

169. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

170. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).

171. As I described above in limitation 1d, Gleichauf’s posture credentials
received by the policy server contain information such as “what particular virus
software and virus definition versions are installed,” “when was the last time a
local antivirus scan was executed,” “what operating system patches are installed.”
§IV(F)(5) (limitation 1d). To the extent that the patches inquiry is limited to the
operating system, in my opinion, a POSITA would have understood and found
obvious that the same inquiry related tgpyich level [(Duld be made with respect to

the virus software installed on the host device.
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5).  Claim 12

€172. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

1. [12pre] A system for protecting a network, comprising:

173. In my opinion, Gleichauf discloses this limitation.

174. Gleichauf teaches a “robust network security architecture and
system for controlling access to a network depending on the configuration state
or ‘security posture’ of a device when it attempts to connect to that network.”
ZX1004, 3:4-9. Gleichauf’s system, and specifically its policy server, protects the
network by reducing the risk of the network becoming infected with malware or
suffering a virus Chtbreak. EX1 004 16-31.

2. [12a] a processor configured to:

175. In my opinion, Gleichauf discloses this limitation.

176. Gleichauf’s policy server operates to protect the network. §IV(F)(1)-
(2) (limitations Ipre-1a). The policy server “includes a controller 209 formed of a
memory 210 and a processor 212.” EX1004, 25:44-46. The processor 212
performs operations, such as those recited in limitations 12b-121 and claims 13-18
below, associated with protecting the network by reducing the risk of the network
becoming infected by executing application 246 to perform the limitations
described below. EX1004, 27:16-21 (“the credential analysis process 248

represents one or more portions of the logic instructions of the credential analysis
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Q. Claim 12

172. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

1. [12pre] A system for protecting a network, comprising:

173. In my opinion, Gleichauf discloses this limitation.

174. Gleichauf teaches a “robust network security architecture and
system for controlling access to a network depending on the configuration state
or ‘security posture’ of a device when it attempts to connect to that network.”
EX1004, 3:4-9. Gleichauf’s system, and specifically its policy server, protects the
network by reducing the risk of the network becoming infected with malware or
suffering a virus outbreak. EX1004, 6-3 1.

2. [12a] a processor configured to:

175. In my opinion, Gleichauf discloses this limitation.

176. Gleichauf’s policy server operates to protect the network. §IV(F)(1)-
(2) (limitations Ipre-1a). The policy server “includes a controller 209 formed of a
memory 210 and a processor 212.” EX1004, 25:44-46. The processor 212
performs operations, such as those recited in limitations 12b-121 and claims 13-18
below, associated with protecting the network by reducing the risk of the network
becoming infected by executing application 246 to perform the limitations
described below. EX1004, 27:16-21 (“the credential analysis process 248

represents one or more portions of the logic instructions of the credential analysis

13)
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pplication 246 while being executed or otherwise performed on, by, or in the
processor 212 within the policy server 28”).

3. [12b] detect an insecure condition on a first host that has
connected or is attempting to connect to a protected network,

177. In my opinion, Gleichauf discloses this limitation. §IV(F)(2)
(limitation 1a).

4. [12c] wherein detecting the insecure condition includes
contacting a trusted computing base associated with a trusted
platform module within the first host,

178. In my opinion, the Gleichauf-Ovadia combination discloses this
limitation. §IV(F)(3) (limitation 1b).

5.¢z12d] [wherein detecting the insecure condition includes ...]
receiving a response, and

l79. In my opinion, Gleichauf discloses this limitation. §IV(F)(4)
(limitation Ic).

6. [12e] [wherein detecting the insecure condition includes ...]
determining whether the response includes a valid digitally
signed attestation of cleanliness,

180. In my opinion, the Gleichauf-Ovadia combination discloses this
limitation. §IV(F)(5) (limitation 1d).

7. [12f] wherein the valid digitally signed attestation of cleanliness
includes at least one of an attestation that the trusted
computing base has ascertained that the first host is not
infested, and an attestation that the trusted computing base
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has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

E81. In my opinion, Gleichauf discloses this limitation. §IV(F)(6)
(limitation le).

8. [12g] when it is determined that the response does not include
a valid digitally signed attestation of cleanliness, quarantine
the first host, including by preventing the first host from
sending data to one or more other hosts associated with the
protected network,

E82. In my opinion, Gleichauf discloses this limitation. §IV(F)(7)
(limitation 1f).

9. [12h] wherein preventing the first host from sending data to
one or pygjre other hosts associated with the protected network
includes receiving a service request sent by the first host,

Elg3. In my opinion, Gleichauf discloses this limitation. §IV(F)(8)
(limitation 1g).

10.[12i] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first
élost when the service request comprises a web server request,
nd

184. In my opinion, the Gleichauf-Ovadia-Lewis combination discloses
this limitation. §IV(F)(9) (limitation 1h).

11.[12]] in the event the service request comprises a DNS query,
providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host
name that is the subject of the DNS query is not associated
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has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

181. In my opinion, Gleichauf discloses this limitation. §IV(F)(6)
(limitation le).

8. [12g] when it is determined that the response does not include
a valid digitally signed attestation of cleanliness, quarantine
the first host, including by preventing the first host from
sending data to one or more other hosts associated with the
protected network,

182. In my opinion, Gleichauf discloses this limitation. §IV(F)(7)
(limitation 1f).

9. [12h] wherein preventing the first host from sending data to
one or ryore other hosts associated with the protected network
includes receiving a service request sent by the first host,

183. In my opinion, Gleichauf discloses this limitation. §IV(F)(8)
(limitation 1g).

10.[12i] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first
host when the service request comprises a web server request,
and

184. In my opinion, the Gleichauf-Ovadia-Lewis combination discloses
this limitation. §IV(F)(9) (limitation 1h).

11.[12j] in the event the service request comprises a DNS query,
providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host
name that is the subject of the DNS query is not associated
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with a remediation host configured to provide data usable to
remedy the insecure condition; and

El85. In my opinion, the Gleichauf-Ovadia-Lewis combination discloses
this limitation. §IV(F)(10) (limitation 11).

12.[12K] permit the first host to communicate with the
remediation host; and

186. In my opinion, Gleichauf discloses this limitation. §IV(F)(11)
(limitation 1j).

13.[12]1] a memory coupled to the processor and configured to
provide instructions to the processor.

187. In my opinion, Gleichauf discloses this limitation.

188. B leichauf’s policy server “includes a controller 209 formed of a
memory 210 and a processor 212.°BX1004, 25:41-46. A POSITA would have
understood that memory 210 is coupled to processor 212 because they are part of
the same controller 209.

[Elg9. Memory 210 is “configured to provide instructions to the processor”
of the policy server because it is “encoded with logic instructions (e.g., software
code) and/or data that form a credential analysis application Bl46” where
“application 246 represents software code, instructions and/or data ... that
reside within memory ... accessible to the policy server 28.” EX1004, 26:66-
27:8.

R. Claim 13 - A system as recited in claim 12, wherein the processor
is configured to detect an insecure condition at least in part by
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with a remediation host configured to provide data usable to
remedy the insecure condition; and

185. In my opinion, the Gleichauf-Ovadia-Lewis combination discloses
this limitation. §IV(F)(10) (limitation 11).

12.[12Kk] permit the first host to communicate with the
remediation host; and

186. In my opinion, Gleichauf discloses this limitation. §IV(F)(11)
(limitation 1j).

13.[121] a memory coupled to the processor and configured to
provide instructions to the processor.

187. In my opinion, Gleichauf discloses this limitation.

188. ¥Gleichauf’s policy server “includes a controller 209 formed of a
memory 210 and a processor 212.” EX1004, 25:41-46. A POSITA would have
understood that memory 210 is coupled to processor 212 because they are part of
the same controller 209.

189. Memory 210 is “configured to provide instructions to the processor”
of the policy server because it is “encoded with logic instructions (e.g., software
code) and/or data that form a credential analysis application 246 where
“application 246 represents software code, instructions and/or data ... that
reside within memory [19 accessible to the policy server 28.” EX1004, 26:66-
27:8.

R. Claim 13 - A system as recited in claim 12, wherein the processor
is configured to detect an insecure condition at least in part by

[11]
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performing one or more of the following: scanning for a
vulnerability, scanning for malicious data, determining whether a
security software is installed, and detecting anomalous network
traffic.

E90. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

191. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 12. See §IV(Q) (claim 12).

192. Furthermore, in my opinion, Gleichauf discloses and/or renders
obvious this limitation. See §IV(G) (claim 2).

S. Claim 14 - A system as recited in claim 12, wherein the processor

is configured to detect an insecure condition at least in part by

determining that an initial startup after installation of an
operating system is being performed.

193. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

194. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 12. See §1V(Q) (claim 12).

195. Furthermore, in my opinion, the combination of Gleichauf and Lewis
discloses and/or renders obvious this limitation. See §IV(I) (claim 4).

T. Claim 15 - A system as recited in claim 12, wherein the processor
is configured to quarantine the first host at least in part by
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preventing the first host from receiving via the protected network
data not related to remediation of the insecure condition.

E96. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

197. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 12. See §IV(P) (claim 12).

198. Furthermore, in my opinion, the combination of Gleichauf and Lewis
discloses and/or renders obvious this limitation. See §I1V(K) (claim 7).

U. Claim 16 - A system as recited in claim 12, wherein the software
component on the first host is an operating system.

[99. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

200. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 12. See §IV(Q) (claim 12).

201. Furthermore, in my opinion, Gleichauf discloses and/or renders
obvious this limitation. See §IV(N) (claim 9).

&

B.  Claim 17 -0 system as recited in claim 12, wherein determining
that the response does not include a valid digitally signed
attestation of cleanliness includes determining that the software
component on the first host is not sufficiently updated.

112, In my opinion, the combination of Gleichauf, Ovadia, and Lewis

renders this claim obvious.
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preventing the first host from receiving via the protected network
data not related to remediation of the insecure condition.

196. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

197. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses /a] system as recited in claim 12. See §1V(P) (claim 12).

198. Furthermore, in my opinion, the combination of Gleichauf and Lewis
discloses and/or renders obvious this limitation. See §1V(K) (claim 7).

U. Claim 16 - A system as recited in claim 12, wherein the software
component on the first host is an operating system.

199. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

200. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses /a] system as recited in claim 12. See §1V(Q) (claim 12).

201. Furthermore, in my opinion, Gleichauf discloses and/or renders
obvious this limitation. See §IV(N) (claim 9).

V. Claim 17 - A system as recited in claim 12, wherein determining
that the response does not include a valid digitally signed
attestation of cleanliness includes determining that the software
component on the first host is not sufficiently updated.

202. In my opinion, the combination of Gleichauf, Ovadia, and Lewis

renders this claim obvious.
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Ho3. AsI explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 12. See §1V(Q) (claim 12).
204. Furthermore, in my opinion, Gleichauf discloses and/or renders
obvious this limitation. See §IV(O) (claim 10).
W. Claim 18 - A system as recited in claim 17, wherein determining
that the software component on the first host is not sufficiently

updated includes determining that a patch level associated with
the software component on the first host is not sufficiently recent.

205. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

206. As I explained above, the combination of Gleichauf, Ovadia, and
Lewis discloses [a] system as recited in claim 17. See §1V(V) (claim 17).

207. Furthermore, in my opinion, Gleichauf discloses and/or renders
obvious this limitation. See §IV(P) (claim 11).

X. Claim 19

208. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious.

1. [19pre] A computer program product for protecting a
network, the computer program product being embodied in a

non-transitory computer readable medium and comprising
computer instructions for:

209. In my opinion, Gleichauf discloses this limitation.
210. Bhleichauf describes how a “computer program product 200

includes an application or logic instructions that are loaded into the computerized
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device 22, data communications device 26, and policy server 28 to configure the
devices 22, 24, 26 to operate as part of the data communications system 20”
described throughout the reference. BX1004, 25:46-51, 3:4-9. In my opinion,
POSITA would have understood that Gleichauf’s computer program product
comprises computer instructions.

211. As I described for claim 12, Gleichauf’s policy server operates to
protect the network and directs the operation of the data communications device
26. See §1V(Q)(2) (limitation 12a). The policy server includes a “non-transitory
computer readable medium” in the form of memory 210 that stores “logic
instructions (e.g., software code) and/or data” for operating the disclosed
security architecture. EX1004, 26:66-27:8. Gleichauf’s system protects the
network by reducing the risk of the network becoming infected with malware or
suffering a virus outbreak. EX1 004,’: 16-31.

2. [19a] detecting an insecure condition on a first host that has
connected or is attempting to connect to a protected network,

212. In my opinion, Gleichauf discloses this limitation. §IV(F)(2)
(limitation 1a).

3. [19b] wherein detecting the insecure condition includes
contacting a trusted computing base associated with a trusted
platform module within the first host,

213. In my opinion, Gleichauf discloses this limitation. §IV(F)(3)

(limitation 1b).
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device 22, data communications device 26, and policy server 28 to configure the
devices 22, 24, 26 to operate as part of the data communications system 20
described throughout the reference. EX1004, 25:46-51, 3:4-9. In my opinion,
POSITA would have understood that Gleichauf’s computer program product
comprises computer instructions.

211. As I described for claim 12, Gleichauf’s policy server operates to
protect the network and directs the operation of the data communications device
26. See §1V(Q)(2) (limitation 12a). The policy server includes a “non-transitory
computer readable medium ” in the form of memory 210 that stores “logic
instructions (e.g., software code) and/or data” for operating the disclosed
security architecture. EX1004, 26:66-27:8. Gleichauf’s system protects the
network by reducing the risk of the network becoming infected with malware or
suffering a virus outbreak. EX1004, 6-3 1.

2. [19a] detecting an insecure condition on a first host that has
connected or is attempting to connect to a protected network,

212. In my opinion, Gleichauf discloses this limitation. §IV(F)(2)
(limitation 1a).

3. [19b] wherein detecting the insecure condition includes
contacting a trusted computing base associated with a trusted
platform module within the first host,

213. In my opinion, Gleichauf discloses this limitation. §IV(F)(3)

(limitation 1b).

[&t7

IPR2025-01468; Citrix
Ex. 1002 - Page 99

K.Mizra LLC, Ex. 2022, p. 121
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



U.S.Blatent No.[,234,705
Declaration of’ 1ay Shields, Ph.D.

49c] [wherein detecting the insecure condition includes...]
receiving a response, and

@14. In my opinion, the combination of Gleichauf and Ovadia discloses

this limitation. §IV(F)(4) (limitation 1c¢).

5. [19d] [wherein detecting the insecure condition includes...]
determining whether the response includes a valid digitally
signed attestation of cleanliness,

215. In my opinion, Gleichauf discloses this limitation. §IV(F)(5)

(limitation 1d).

6. [19¢] wherein the valid digitally signed attestation of
cleanliness includes at least one of an attestation that the
trusted computing base has ascertained that the first host is not
infested, and an attestation that the trusted computing base
has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

E16. In my opinion, the combination of Gleichauf and Ovadia discloses

this limitation. §IV(F)(6) (limitation 1e).

7. [19f] when it is determined that the response does not include a
valid digitally signed attestation of cleanliness, quarantining
the first host, including by preventing the first host from
sending data to one or more other hosts associated with the

protected network,

917, In my opinion, Gleichauf discloses this limitation. §IV(F)(7)

(limitation 1f).
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4,.,[19¢] [wherein detecting the insecure condition includes...]
receiving a response, and

214. In my opinion, the combination of Gleichauf and Ovadia discloses

this limitation. §IV(F)(4) (limitation Ic).

5. [19d] [wherein detecting the insecure condition includes...]
determining whether the response includes a valid digitally
signed attestation of cleanliness,

215. In my opinion, Gleichauf discloses this limitation. §IV(F)(5)

(limitation 1d).

6. [19¢] wherein the valid digitally signed attestation of
cleanliness includes at least one of an attestation that the
trusted computing base has ascertained that the first host is not
infested, and an attestation that the trusted computing base
has ascertained the presence of a patch or a patch level
associated with a software component on the first host;

216. In my opinion, the combination of Gleichauf and Ovadia discloses

this limitation. §IV(F)(6) (limitation le).

7. [191] when it is determined that the response does not include a
valid digitally signed attestation of cleanliness, quarantining
the first host, including by preventing the first host from
sending data to one or more other hosts associated with the

protected network,

217. In my opinion, Gleichauf discloses this limitation. §IV(F)(7)

(limitation 1f).
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4. [19¢] wherein preventing the first host from sending data to
one or pysjre other hosts associated with the protected network
includes receiving a service request sent by the first host, q

@18. In my opinion, Gleichauf discloses this limitation. §IV(F)(8)
(limitation 1g).

9. [19h] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first
host when the service request comprises a web server request,
and

219. In my opinion, the combination of Gleichauf, Ovadia, Bnd Lewis
discloses this limitation. §IV(F)(9) (limitation 1h).

10.[19i] in the event the service request comprises a DNS query,
providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host
name that is the subject of the DNS query is not associated
with a remediation host configured to provide data usable to
remedy the insecure condition; and

©20. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
discloses this limitation. §IV(F)(10) (limitation 11).

11.[19j] permitting the first host to communicate with the
remediation host.

221. In my opinion, Gleichauf discloses this limitation. §IV(F)(11)

(limitation 1j).
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8. [19g] wherein preventing the first host from sending data to

one or rgore other hosts associated with the protected network
includes receiving a service request sent by the first host,

218. In my opinion, Gleichauf discloses this limitation. §IV(F)(8)
(limitation 1g).

9. [19h] [wherein preventing the first host from sending data to
one or more other hosts associated with the protected network
includes...] serving a quarantine notification page to the first
host when the service request comprises a web server request,
and

219. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
discloses this limitation. §IV(F)(9) (limitation 1h).

10.[19i] in the event the service request comprises a DNS query,
providing in response an IP address of a quarantine server
configured to serve the quarantine notification page if a host
name that is the subject of the DNS query is not associated
with a remediation host configured to provide data usable to
remedy the insecure condition; and

220. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
discloses this limitation. §IV(F)(10) (limitation 11).

11.[19j] permitting the first host to communicate with the
remediation host.

221. In my opinion, Gleichauf discloses this limitation. §IV(F)(11)

(limitation 1j).
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[Old]: "(serving a web page with information and remediation instructions to a quarantined device, per Lewis) to a known method (providing a
notification message identifying the reasons for denying a device access to the network, per Gleichauf and Ovadia) ready for improvement to
yield predictable results. A POSITA would have known that serving a web page to a quarantined device from a quarantine server (with
remediation instructions) would have the benefit of providing information to the user while at the same time preventing the device from
communicating with network resources. Lewis at 10:61-66, 13:63-14:1. Serving a quarantine web page, per Lewis, would also be advantageous to
sending a notification message, per Gleichauf or Ovadia. The redirection to Lewis's quarantine server is triggered by the user opening a browser
and attempting to access network resources. See Lewis at 10:63-66 (“When client 202 is in quarantine and a user opens a web browser on client
202, QS 201 provides a web page to inform the user that the client 202 is in quarantine and corrective action must be taken.”). Redirecting the
device to a quarantine server and then serving a web page from the quarantine server"
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that serving a webpage with remediation instructions to a quarantined device from a quarantine server would beneficially provide information to
the user while simultaneously preventing the device from accessing protected network resources. EX1006, 10:61-66, 13:63-14:1. Lewis's
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"extensible messaging format, such as a Type-Length-Value (TLV) or an extensible markup language (XML) format” which “are well-defined,
application independent form for representing information or data.” EX1004, 20:56-60. In comparison, Lewis's webpage served by the quarantine
server is displayed"”
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messages to the posture agent and/or posture plug-ins running on the computer device attempting the gain access to the network.”); Ovadia at
16:62-65 ("...a display string containing an error message”). 69. Serving a web page from a quarantine server would also give the user of the
quarantined device the added option to elect to proceed with the recommended remediation or terminate the connection attempt. A user
attempting to access the network from a fixed location, such as an office, may have the time necessary to proceed with the remediation actions.
In this instance, the web page would direct the user to a remediation server, as taught by Gleichauf, that can correct the security issue. Gleichauf
at 5:4-11. On the other hand, a user that may not have the requisite time needed to remediate the security issues may elect to terminate the
connection attempt. This may occur, for example, if a user is attempting to access the network from a temporary location such as an airport
terminal to quickly check e-mail shortly before boarding a flight. A"

[New]: "EX1004, 4:56-60; EX1005, 16:62-65. 72. In my opinion, serving a webpage from a quarantine server would also provide the quarantined
device's user the option to proceed with the remediation or terminate the connection attempt. A user attempting to access the network from a
fixed location (e.g., an office) may have time to proceed with remediation. In this instance, the webpage would direct the user to a remediation
server that can resolve the security issues per Gleichauf. EX1004, 5:4-11. A user that does not have the time to remediate security issues (e.g., a
user attempting access from an airport terminal) may opt to terminate the connection attempt. In my opinion, a"
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Update server, which would be the remediation server of the patent, doing so might cause wasted bandwidth from duplicate download and
would not allow an organization’s IT service to track what updates were installed on the system. Instead, in my opinion,"
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[Old]: "related side effects, by preventing systems capable of participating in such an outbreak from gaining access to the network. Gleichauf at
8:16-31. The status query mechanism is a simple authenticated challenge-response mechanism used to determine whether the posture on the
computer device has changed, and also to make sure that the computer device that responds to the request is the same one that was previously
authorized to access the network. Gleichauf at 5:55-60; see also Gleichauf at 7:56-61, 12:57-67. 74. Therefore, Gleichauf discloses “[a] method for
protecting a network,” as recited in the preamble. b. [1.1] detecting an insecure condition on a first host that has connected or is attempting to
connect to a protected network, wherein detecting the insecure condition includes 75. Gleichauf renders this limitation obvious. 76. First,
Gleichauf describes a “computerized device, such as a personal computer” that attempts to communicate with restricted resources: During an
example operation of one embodiment, the computerized device, such as a personal computer attempting to communicate with restricted
resources in the network, transmits an access request to the data"
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protected network, 78. In my opinion, Gleichauf discloses this limitation. 79. Gleichauf describes a “computerized device, such as a personal
computer attempting to communicate with restricted resources in the network.” EX1004, 3:50-56, 8:1-4. Figure 1 illustrates the computerized
device sending an access request to the"
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"dampen” the propagation of worms and viruses, and"
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[Old]: "versions are installed within the computer system.” Gleichauf at 3:3645. The policy server 28 of the network analyzes these posture
credentials and detects, for example, the absence of an anti-virus definition, of an anti-virus software, or recent execution of the anti-virus
software, any of which indicate that the computerized device 22 can be considered to be “vulnerable.” This “vulnerability” is identified because
network resources may become “infected” with malware carried by “vulnerable” devices. A device would also be “vulnerable” to any malware that
might be transmitted to it by various network resources. A POSITA would thus have understood Gleichauf gathering and analyzing posture
credentials to render obvious “detecting an insecure condition”: While connected to the network, the conventional computerized devices can be
subject to receive malware, such as computer viruses, worms, spy-ware, spam, or other types of unauthorized applications or content (here after
referred to as “malware”). Gleichauf at 1:10-14. The security posture of the user device 22 relates, for example, to the user device's 22 ability to
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[New]: "versions” installed on the device. EX1004, 3:36-45. The policy server analyzes these posture credentials and detects the absence “of an
anti-virus application (e.g., or an up-to-date anti-virus application or virus definition file).” EX1004, 14:16-34. Devices that “are not configured
with anti-virus or up-to-date anti-virus applications” are considered “vulnerable” because “network resources [may] become ‘infected’ with
malware carried by the ‘vulnerable’ [computerized] user device 22." EX1004, 22:38-59, 11:58-12:13. A device would also be vulnerable to any
malware that might be transmitted by network resources. EX1004, 1:10-14,"
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the policy server 28 transmits an access instruction 48 to the data communications device 26 that directs the data communications device 26 to
restrict or completely reject communications from the user device 22 to the resources 25 within the network 24. This may include providing
limited network access, such as only providing a path out of a corporate network to the Internet, but fully restricting access to any internal sub-
networks. Gleichauf at 11:58-12:13. In another example, assume that during the analysis of the posture credentials 32 of the computerized device
22, the policy server 28 fails to detect the presence of an antivirus application (e.g., or an up-to-date anti-virus application or virus definition file)
associated with the user device 22. The access instructions 48 generated by the policy server 28 and then transmitted to the data
communications device 26 directs the data communications device 26, in turn, to restrict (e.g., prevent) communications traffic between the user
device 22 and the network resources 25. In such an example,"
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[Old]: "of the network 24. As such, the data communications device 26, in one arrangement, denies the user device 22 access to the network
resources 25, based upon the access instruction 48 because the user device has a relatively high probability or risk of passing a virus into the
network 24. Gleichauf at 14:16-34. Assume, however, that based upon the analysis, the policy server 28 fails to detect the presence of, proper
configuration, or timely execution of the anti-virus application from the particular manufacturer within the accepted credential set 46. In such an
example, in one arrangement, the policy server 28 transmits a network admission instruction 48 to the data communications device 26 that
directs the data communications device 26 to restrict or reject communications from the user device 22 to the resources 25 within the network
24. In the above-described arrangement, the policy server 28 detects the real-time security posture or security state of a user device 22 (e.g., as
indicated by the posture credentials 32) prior to providing the user device 22 with access to the network resources 25. By detecting the real-time
security"

[New]: "Gleichauf also describes other examples of a potential insecure condition, such as “the version of operating systems used by the user
device 22"

Font "CIDFont+F1" changed to "TimesNewRomanPSMT".
Font-color changed.

gNumber: 10 Author: Text Inserted Subject: Text Date: Indeterminate
g1
& Number: 11 Author: Text Deleted Subject: Text Date: Indeterminate

"Declaration of Narasimha Reddy, Ph.D. Inter Partes Review of U.S. 8,234,705"
ﬂNumber: 12 Author: Text Replaced Subject: Text Date: Indeterminate

[Old]: "state of the user device 22, the policy server 28 aids in minimizing “vulnerable” user devices 22 (e.g., user devices 22 that are not
configured with anti-virus or upto-date anti-virus applications) from accessing the network 24. As such, the policy server 28 aids in minimizing
the risk that the network 24 or network resources 25 become "“infected” with malware carried by the “vulnerable” user device 22. Gleichauf at
22:38-59. 79. Gleichauf describes detecting other potential insecure conditions based on, for example, the version of an operating system on the
device, the presence of updated “patches” associated with the operating system, and when was the last time a local virus scan was performed
because vulnerabilities may exist as a result of these device characteristics: Also assume that a scanning application periodically scans
computerized devices connected to LAN (e.g., once a day) for the presence of known vulnerabilities in the device operating system, resident
applications, associated security programs, and their respective configurations. Gleichauf at 1:65-2:3. In another arrangement, the user device 22
includes a posture plug-in 32 that indicates the version of operating systems used"
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executed.” EX1004, 1:65-2:3, 8:65-9:1, 3:36-45, 31:1-7. Gleichauf explains that there may be “known vulnerabilities in the device operating system,
resident applications, associated security programs, and their respective configurations.” EX1004, 1:65-2:3. Additional examples of a potential
insecure condition are discussed infra at [1d] in relation to the attestation of cleanliness."
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and to transmit these posture credentials securely to a policy server operating within the network to determine what type of admission policy
and level of network access should be assigned to that device. Gleichauf at 3:28-36. The posture agent requests the specified posture credentials
from the associated posture plug-ins installed on the device and transmits the requested posture credentials back to the policy server via the
data communications device. Gleichauf at 4:11-15."

[New]: "the transmission and reception of posture credentials:

Font "CIDFont+F1" changed to "TimesNewRomanPSMT".
Font-color changed.

@ Number: 14 Author: Text Deleted Subject: Text Date: Indeterminate
"/ Page 55 of 110 Ex.1003 CISCO SYSTEMS, INC."

1|Number: 15 Author: Text Replaced Subject: Text Date: Indeterminate
[Old]: "/ Page 56 of 110 Ex.1003 CISCO SYSTEMS, INC."
[New]: "39"

Font "CIDFont+F1" changed to "TimesNewRomanPSMT".
Font-color changed.

K.Mizra LLC, Ex. 2022, p. 167
Citrix Systems, Inc. et al. v. K.Mizra LLC
IPR2025-01468



Page: 20

gNumber: 1 Author: Text Inserted Subject: Text Date: Indeterminate
"8,234,705"
J]Number: 2 Author: Text Replaced Subject: Text Date: Indeterminate

[Old]: "8,234,705"
[New]: "Patent No."

Font "CIDFont+F1" changed to "TimesNewRomanPSMT".
Font-color changed.

1|Number: 3 Author: Text Replaced Subject: Text Date: Indeterminate
[Old]: "Narasimha Reddy,"
[New]: "Clay Shields,"

Font "CIDFont+F1" changed to "TimesNewRomanPSMT".
Font-color changed.

& Number: 4 Author: Text Deleted Subject: Text Date: Indeterminate
98"

!‘Number: 5 Author: Text Inserted Subject: Text Date: Indeterminate
“in my opinion,"

m|Number: 6 Author: Text Inserted Subject: Text Date: Indeterminate
"EX1004, FIG. 1."

@ Number: 7 Author: Text Deleted Subject: Text Date: Indeterminate

"Inter Partes Review of"

1|Number: 8 Author: Text Replaced Subject: Text Date: Indeterminate
[Old]: "Gleichauf illustrates in Figure 1 (below) the transmission and reception of the posture credentials:"
[New]: "5. [1d] [wherein detecting the insecure condition includes ...]"

Font "CIDFont+F1" changed to "TimesNewRomanPS-BoldMT".
Font-color changed.

1|Number: 9 Author: Text Replaced Subject: Text Date: Indeterminate
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[OId]: "installed within the computer system, what particular types and versions of software applications are configured and active within the
computer system, and so forth. By providing a security posture based challengeresponse mechanism for network admission control,
embodiments of this invention are able to dramatically reduce the opportunities for injection of malware into a network. Gleichauf at 3:36-49."
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[Old]: "cleanliness”): The policy server 28 is a computerized device configured to determine the particular posture credentials to request from the
posture agent, and [to] validate the posture credentials 32 associated with the user device 22."
[New]: "cleanliness”). EX1004,"
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[Old]: "may accept as valid a set of posture credentials that show an anti-virus application and a desired version of anti-virus definitions: The
policy server 28 reviews the accepted credential set 46 to detect the presence (e.g., a listing) of the identity of the anti-virus application and
definition version from the particular manufacturer within the accepted credential set 46. Assume, for example, that based upon the comparison
the policy server 28 detects the presence of, or a listing of the same anti-virus application and definition version from the particular manufacturer
within the accepted credential set 46. In such an example, in one arrangement, the policy server 28 transmits an access instruction 48 to the data
communications device 26 that directs the data communications device 26 to allow communications between the user device 22 and the
resources 25 within the network 24. Gleichauf at 11:45-58."
[New]: "checks for (i.e., “"determin[es]”) the presence of an"
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allowed to communicate with"
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[Old]: "Gleichauf at 11:45-58. If, on the other hand, the current anti-virus definition is not present, communications from the computerized device
to the network will be restricted or completely rejected, showing that the response is deemed not to include “a valid ... attestation of cleanliness.”
Gleichauf at 11:58-67."

[New]: "EX1004, 11:45-58. If a current anti-virus application is absent, the device's access to the network will be restricted, which demonstrates
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[Old]: "Third, Gleichauf explains that the computerized device's posture agent transmits posture credentials (i.e., “attestation of cleanliness”)
“securely” to the policy server: The data communications device 26, policy server 28, and posture agent 30 may securely transmit posture and/or
identity using protocols such as the Extensible Authentication Protocol (EAP), Protected Extensible Authentication Protocol (PEAP) and Flexible
EAP Authentication using Secure Tunnel Protocol (EAP-FAST) over various network transports, including a Layer 2 transport Such as wired LAN
(Ethernet) and wireless LANs, and a Layer 3-based transport such as User Datagram Protocol (UDP). Gleichauf at 11:3-12."

[New]: "posture agent “securely transmit[s]” posture credentials to the policy server. EX1004, 11:3-12. 97."
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[Old]: "Gleichauf, Ovadia’s device seeking network access—a subscriber station, “SS"—uses its TPM to respond to an authentication request
message by making"
[New]: "the device in Gleichauf, Ovadia's subscriber station seeking network access uses its trusted platform module to respond to an
authentication request by taking"
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[Old]: "Ovadia at 13:61-63, 14:6-10, Fig."
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[OId]: "If the integrity measurement of the subscriber station is acceptable and “the digital signature is authentic,” then the subscriber station “is
authenticated” and allowed access to the network. Ovadia at 14:13-23; see also Ovadia at 16:66-17:6 ("...the requesting SS, whose identity was
authenticated through the SS AIK private key signature, is authorized for basic unicast [communication] services...")."
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[New]: "subscriber station “is authenticated” and allowed access to the network if the integrity measurement is acceptable and “the digital
signature is authentic.” EX1005, 14:1323, 16:66-17:6. 98. In my opinion,"
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"As described in more detail in Section IX.D,"
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[Old]: "Ovadia, and doing so would have been within the POSITA's skillset. A POSITA would have understood the role Ovadia’s digital signature
played in authenticating a user’s device. Digitally signing Gleichauf's posture credentials, as taught by Ovadia, would provide a mechanism for
Gleichauf's policy server (which evaluates those credentials) to be assured"”

[New]: "Ovadia and would have had the skills to do so. §1V(D) (motivation to combine). A POSITA would have understood that Ovadia’s digital
signature decreases the risk of accepting credentials that have been altered by a malicious actor. Furthermore, a POSITA would understand that
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the computerized device to network resources, e.g., resources 25-1 through 25-N, discloses preventing the first host from sending data to one or
more other hosts associated with the protected network. 8. [1g] wherein preventing the first host from sending data to one or more other hosts
associated with the protected network includes receiving a service request sent by the first host, 109. In my opinion,"
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computer transmits packets or a signaling request to the data communications device in an attempt to access the network resources within the
network. Gleichauf at 8:1-4. 128. Gleichauf further describes network traffic from the computerized device seeking to access network resources
after the device has been placed into quarantine: In step 110, the data communications device 26 applies the access instruction 48 to
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Gleichauf further explains that "HTTP traffic"—which would include a web server request because hyper-text transfer protocol (HTTP) is the
protocol used for communications between a web browser running on a device and web servers— is redirected: For example, assume that when
comparing the posture credentials 32 of the user device 22 with the accepted credential set, the policy server 28 detects the presence of an anti-
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virus application associated with the user device 22 and further detects that the anti-virus application is out-of date (e.g., the user device does
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permitted. EX1004, 14:62-66. For example, Gleichauf provides that “a redirect access instruction” is applied to “HTTP traffic.” EX1004, 15:55-67. In
my opinion, a POSITA would have known that HTTP traffic includes a web server request because hyper-text transfer protocol (HTTP) is the
protocol used for communications between web browsers and web servers. This is evidenced by the fact"
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policy server can transmit one or more notification messages to the posture agent and/or posture plug-ins running on the computer device
attempting the gain access to the network. The notifications may include the results of the posture check, remediation actions (if any) and an
informational message to be displayed to the user, or written to a local log file. Gleichauf at 4:56-63. The notification message may contain a text
message for display to a user or for logging to a log file (e.g., messages to display to the user or a log or URLs of the remediation server 66 and
any remediation actions to be performed). For example, in the case that a user device 22 is noncompliant, the message may be displayed to the
user or written to a log file indicating that the device has been quarantined and needs to be remediated. The notification message may also
include a link to a remediation server or the IP address of the remediation server 66 that a user may click on or an application on"
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discloses the use of redirection. A client device that is not authorized to use network resources is quarantined. Lewis at"
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[Old]: "attempt if, for example, the user is in a hurry to access some protected network resource but does not have time to remediate any
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computerized device, like those described by Gleichauf, would be redirected a quarantine server (QS), as taught by Lewis. The quarantine server
(QS) would then serve a web page to the user of the computerized device, as further taught by Lewis. The web page would inform the user that
their computerized device is in quarantine, and thus, be a "quarantine notification page.”"
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[OId]: "form of "malicious data” because spam is unsolicited by the user of the computer and can result in the computer becoming infected with
a virus or malware. 160. The posture credentials further contain information about, for example, the presence (or absence) of an anti-virus
software, currency of an anti-virus definition, and the status of a firewall application. Gleichauf at 3:36-49; see also Gleichauf at 8:62-65 (reporting
on the “status of intrusion prevention (e.g., firewall) applications”). A POSITA would have understood that an anti-virus software or firewall
application is a type of “security software” because it can detect and prevent virus and other security infestations on the device. Reviewing the
posture credentials for information about the presence or absence of anti-virus software or firewall application involves “"determining whether a
security software is installed” on the computerized device."
[New]: "detection of spam is a detection of anomalous network activity, and therefore is an identification of an insecure condition, thereby
meeting the claim language. 132. The posture credentials further include information about the presence or absence of anti-virus software,
whether the anti-virus software is up-to-date, and the status of a firewall application. EX1004, 3:36-49, 8:62-65. In my opinion, a POSITA would
have understood that an anti-virus and intrusion prevent software (e.g., a firewall) are types of “security software” because they can detect and
prevent virus and other security infestations. Reviewing the posture credentials for information about the presence or absence of anti-virus
software or firewall application involves “determining whether a security software is installed.” H."
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acts, any one of Gleichauf's teachings discussed above is sufficient to disclose this limitation. 162. Therefore, Gleichauf discloses “wherein
detecting an insecure condition further includes at least one of the following: scanning for a vulnerability, scanning for malicious data,
determining whether a security software is installed, and detecting anomalous network traffic.” 3. Claim 3 a. [3.0] A method as recited in claim 1,
163. See analysis at [1.0]-[1.10]. b. [3.1] wherein detecting an insecure condition includes determining that the first host should be quarantined
until an update to an operating system has been installed. 164. Gleichauf renders this limitation obvious. 165. First, as explained in [1.1], Gleichauf
teaches that a policy server detects an insecure condition in the computerized device 22"
[New]: "Claim 3 — A method as recited in claim 1, wherein detecting an insecure condition includes determining that the first host should be
quarantined until an update to an operating system has been installed. 133. In my opinion, the combination of Gleichauf, Ovadia, and Lewis
renders this claim obvious. 134. As | explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1.
See §IV(F) (claim 1). 135. In my opinion, Gleichauf renders this additional limitation obvious. 136. As | explained in §IV(F)(2) (limitation 1a),
Gleichauf teaches that a policy server detects an insecure condition in the computerized device"
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[Old]: "system"): Posture credentials collected in real time from the posture plug-ins by the posture agent can identify critical security information
such as what particular virus software and virus definition versions are installed within the computer system, when was the last time a local
antivirus scan was executed, what operating system patches are installed within the computer system, what particular types and versions of
software applications are configured and active within the computer system, and so forth. By providing a security posture based challenge-
response mechanism for network admission control, embodiments of this invention are able to dramatically reduce the opportunities for
injection of malware into a network. Gleichauf at 3:36-49. 167. Gleichauf discloses that posture credentials can identify whether the device's
operating system makes the device “vulnerable”: Also assume that a scanning application periodically scans computerized devices connected to
LAN (e.g., once a day) for the presence of known vulnerabilities in the device operating system, resident applications, associated security

programs, and their respective configurations. Gleichauf at 1:65-2:3."

[New]: "system”). EX1004, 3:36-49. Gleichauf explains, and in my opinion a"
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[Old]: "168. A computerized device will be quarantined if it is out of compliance with the network admission policy. Gleichauf at 4:50-56. A
POSITA would have understood that missing operating system patches can make a device vulnerable to various network threats and, as a result,
can render the device out of compliance with network admission policy, consistent with Gleichauf's teachings. 169. Once the device is
quarantined, the policy server can transmit a notification message to the device “indicating that the device has been quarantined and needs to
be remediated.” Gleichauf at 21:5-8. The notification message may also “include a link to a remediation server or the IP address of the
remediation server 66 that a user may click on or an application on the user device 22 may process to remediate the user device 22
automatically.” Gleichauf at 21:8-12. The remediation server “is configured to upgrade or provide up-to-date patches to the operating system or
applications, such as anti-virus applications, associated with the computerized device.” Gleichauf at 5:8-11. The computerized device “should be
admitted into the original network if the remediation process was successful.” Gleichauf at 5:11-13. A POSITA would have found it obvious from
Gleichauf's discussion of a device with outdated operating systems being placed into quarantine and of providing operating system updates, to
quarantine a device “until an update to an operating system has been installed.” This is consistent with Gleichauf's teaching"

[New]: "POSITA would have known, that an outdated operating system may make the device “vulnerable” to network threats. EX1004, 1:65-2:3,
4:50-56. When the device is quarantined, the policy server can transmit a notification message to the device that may “include a link to a
remediation server” where the remediation server “is configured to upgrade or provide up-to-date patches to the operating system.” EX1004,
21:8-12, 5:8-11. Once remediated, the device “should be admitted” into the network. EX1004, 5:11-13. In my opinion, a POSITA would have
understood (and found it obvious) from Gleichauf's description of quarantining devices with outdated operating systems and of providing
operating system updates, to quarantine a device "until an update to an operating system has been installed.” . Claim 4 -A method as recited in
claim 1, wherein detecting an insecure condition includes configuring an operating system to quarantine the first host upon initial startup after
installation of the operating system. 138. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim obvious."
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[OId]: "that the computerized device will be admitted into the original network, out of its quarantine, if the remediation process was successful.
170. Therefore, Gleichauf discloses “wherein detecting an insecure condition includes determining that the first host should be quarantined until
an update to an operating system has been installed.” 4. Claim 5 a. [5.0] A method as recited in claim 1, 171. See analysis at [1.0]-[1.10]. b. [5.1]
wherein permitting the first host to communicate with the remediation host includes: 172. As discussed in [1.10], Gleichauf discloses that
communications from a quarantined computerized device are restricted or rejected. Gleichauf at 11:58-67. HTTP traffic from the device to a
remediation server, however, is permitted. Gleichauf at 14:62-66. Thus, Gleichauf discloses this limitation for the same reasons discussed in [1.10].
c. [5.2]"

[New]: "139. As | explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).
140. In my opinion, Gleichauf renders this additional limitation obvious. Gleichauf discloses a posture plugin that executes on the device and
indicates a security posture. EX1004, 8:45-52. In one embodiment, the posture plugin is maintained by the operating system of the computerized
device. EX1004, 8:65-67, 9:21-24. Gleichauf's policy server receives the security posture information from the posture plugin and uses these
credentials to determine whether to quarantine the computerized device. EX1004, 9:29-34. A POSITA would have understood and found obvious
that because the operating system has access to the posture information generated by the posture plugin, the operating system can quarantine
the device upon startup, such in those situations where the computerized device has installed a new version of the operating system, but has not
verified the new version with the policy server. J. Claim 5 141. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim
obvious. 1. [Spre] A method as recited in claim 1, wherein permitting the first host to communicate with the remediation host includes: 142. As |
explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. 8IV(F) (claim 1)."
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~ [OId]: "server or the IP address of the remediation server 66 that a user may click on or an application on the user device 22 may process to
remediate the user device 22 automatically.” Gleichauf at 21:8-12. The computerized device responds to the notification message by “activat[ing]
a link, associated with the notification message, to direct the computerized device 22 to the remediation server 66." Gleichauf at 21:20-23. 175. A
POSITA would have understood that activating the link to direct the computerized device to the remediation server includes an “outbound
communication” to the remediation server. In fact, Gleichauf's data communications device 26 is already “configured to detect attempted
connections to the network 24 by the user device 22." Gleichauf at 10:6-11, 12:57-67. Since the remediation server is not a part of the
computerized device (the “first host"), directing the computerized device to the remediation server would be an "outbound communication from
the first host.” 176. A POSITA would have further understood that the network “detects” the outbound communication from the first host. The
specific access rights of the quarantined device to network resources is administered by the data communications device 26, based on admission
instructions 48 provided by the policy server. Gleichauf at 22:38-47. The data communications device 26 receives (i.e., “"detects”) communications
from the quarantined device and then either restricts or rejects them,"
[New]: "server.” EX1004, 21:5-12. The device responds to the message by activating the link and being directed to the remediation server. EX1004,
21:20-23. 145. In my opinion, a POSITA would have understood that the device activating the link directing it to the remediation server includes
an “outbound communication from the first host” to the remediation server. Gleichauf explains that data communications device 26 “is
configured to detect attempted connections to the network 24 by the user device.” EX1004, 10:6-11, 12:57-67. A POSITA would have understood
that directing the device to the remediation server—a server that is not part of the device—would be an “outbound communication from the first
host.” In my opinion, a POSITA would also have understood that the data communications device 26 would “detect[]” an outbound
communication when it is applying access"
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[OId]: "177. Therefore, Gleichauf discloses “detecting an outbound communication from the first host.” d. [5.3] forwarding the outbound
communication if it is addressed to the remediation host. 178. Gleichauf discloses this limitation. 179. As discussed in [5.2], Gleichauf discloses
that the data communications device 26 receives communications from a quarantined device and then either restricts or rejects them, depending
on instructions from the policy server. Gleichauf at 22:38-47. HTTP traffic from the quarantined device to a remediation server are generally
permitted. Gleichauf at 14:62-66. A POSITA would have understood that permitting HTTP traffic from a device to a remediation server, within
Gleichauf's context, would entail the data communications device 26 “forwarding the outbound communication” from the device “to the
remediation host.” 180. Therefore, Gleichauf discloses “forwarding the outbound communication if it is addressed to the remediation host.” 5.
Claim 6 a. [6.0] A method as recited in claim 1, 181. See analysis at [1.0]-[1.10]."

[New]: "3. [5b] forwarding the outbound communication if it is addressed to the remediation host. 146. In my opinion, Gleichauf discloses and/or
renders this limitation obvious. 147. Gleichauf discloses that communications from a quarantined device are restricted or rejected. §IV(J)(2)
(limitation 5a); EX1004, 22:38-47. A quarantined device is generally permitted to engage in HTTP communication with a remediation server.
EX1004, 14:62-66. In my opinion, a POSITA would have understood that permitting HTTP traffic from a device to a remediation server, per
Gleichauf, would entail the data communications device 26 “forwarding the outbound communication if it is addressed to the remediation host.”
K. Claim 6 148. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim obvious. 1. [6pre] A method as recited in claim
10
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[Old]: "182. As discussed in [1.6], Gleichauf discloses that communications from a quarantined computerized device to network resources are
either restricted or rejected. Gleichauf at 11:58-67. Thus, Gleichauf discloses this limitation for the same reasons discussed in [1.6]. c. [6.2]
detecting an outbound communication from the first host; and 183. As discussed in [5.2], Gleichauf discloses that the data communications
device 26 detects outbound communications from the computerized device to the remediation server. Gleichauf at 21:20-23, 22:38-47. Thus,
Gleichauf discloses this limitation for the same reasons discussed in [5.2]. d. [6.3]"
[New]: "149. As | explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1).
2. [6a] detecting an outbound communication from the first host; and 150. In my opinion, Gleichauf discloses and/or renders obvious this
limitation. 81V(J)(2) (limitation 5a)."
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[Old]: "184. The combination of Gleichauf and Lewis renders this limitation obvious. 185. First, communications from a quarantined device to
restricted resources in the network are restricted or rejected. Gleichauf at 11:58-67. Indeed, communications may only be permitted “only to
certain destination addresses, e.g. IP address of remediation server, and only to certain protocols or ports, e.g. HTTP traffic.” Gleichauf at
14:62-66. As such,”

[New]: "151. In my opinion, the combination of Gleichauf and Lewis discloses and/or renders obvious this limitation. 152. Gleichauf restricts or
rejects communications from a quarantined device. EX1004, 11:58-67. Gleichauf explains that communications are permitted “only to certain
destination addresses, e.g., IP address of remediation server, and only to certain protocols or ports, e.g., HTTP traffic.” EX1004, 14:62-66. In my
opinion,"
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[Old]: "HTTP, an "approved service.” 186. Second, as discussed in [1.9], Gleichauf discloses that HTTP traffic ("approved service") from the
computerized device directed"

[New]: "HTTP (an “approved service"). 153. As discussed in §IV(F)(10) (limitation 1i), Gleichauf discloses that HTTP traffic (an “approved service”)
from the device"
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[OId]: "Lewis at 11:15-17, 14:22-23; see supra [1.8]-[1.9]. 187. Therefore, the combination of Gleichauf and Lewis discloses “redirecting the
outbound communication to a quarantine server if it comprises a request for an approved service and is not addressed to a remediation host.” 6.
Claim 7 a. [7.0] A method as recited in claim 1, 188. See analysis at [1.0]-[1.10]."

[New]: "EX1006, 11:15-17, 14:22-23. L. Claim 7 — A method as recited in claim 1,"
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[OId]: "189. Gleichauf renders this limitation obvious. 190. As explained in [1.6], Gleichauf discloses placing into quarantine a computerized device

that is out of compliance with network admission policy. Gleichauf at 4:50-56. Communications from a quarantined device to restricted resources
in the network are restricted or rejected, unless they are directed to a remediation server. Gleichauf at 11:58-67, 14:62-66. In other words,
Gleichauf discloses that outbound traffic is not permitted from the quarantined device to a destination that is not the remediation server: The
access instruction 48 may permit traffic from user device 22 only to certain destination addresses, e.g. IP address of remediation server, and only
to certain protocols or ports, e.g. HTTP traffic. Gleichauf at 14:62-66. 191. It would have been obvious to a POSITA that because a quarantined
device is not permitted to transmit a request for information to a non-remediation server, the quarantined device is effectively prevented from
receiving information that it would have received in response to the request. This is because such a request for information is blocked from ever
reaching the non-remediation server, and hence"

[New]: "154. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim obvious. 155. As | explained above, the
combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1). 156. As explained in §8IV(F)(7)
(limitation 1f), Gleichauf discloses that a computerized device that is out of compliance with network admission policy is quarantined. EX1004,
4:50-56. Outbound communications from a quarantined device are not permitted to destinations that are not the remediation server. EX1004,
11:58-67, 14:62-66. From this disclosure, it would have been obvious and well understood to a POSITA that inbound communications would be
similarly subject to access restrictions. If outbound requests from the quarantined device are not permitted to non-remediation destinations, the
quarantined device is effectively prevented from receiving information that it would have received in response to such requests. Since Gleichauf
teaches that a device in quarantine may only communicate with remediation-related servers,"
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[Old]: "the non-remediation server never sends any response. Thus, it would have been obvious to a POSITA that, by preventing a quarantined
device from sending traffic (such as an HTTP GET request) to non-remediation servers, Gleichauf's system also"
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[Old]: "remediation. 192. To the extent that this claim is interpreted as requiring blocking all nonremediation-related traffic from reaching the
quarantined device, such a restriction would have been obvious to a POSITA. Gleichauf describes an example of a quarantine location as an
“isolated... network segment.” Gleichauf at 4:25-26. Gleichauf also explains that its quarantine is used to “minimiz[e] the risk that the network
resources receive or transmit malware” from or to “vulnerable computerized devices.” Gleichauf at Abstract. Consistent with the concern that a
device in quarantine would receive undesirable transmissions such as malware, Gleichauf's security posture (used to determine whether to
quarantine, see supra [1.3]-[1.5]) includes information about a device's “ability to resist reception or transmission of malware (e.g., viruses),
content (spam and/or data theft)...."” Gleichauf at 8:52-55. Because Gleichauf describes the concern that a vulnerable device might receive
malware from the network, it would have been obvious to a POSITA that a device placed into"

[New]: "remediation (“preventing ... from receiving via the protected network data not related to remediation of the insecure condition”). 157. To
the extent that this claim is interpreted as requiring the blocking of all non-remediation-related traffic from reaching the device, in my opinion,
this restriction would have been obvious to a POSITA. Gleichauf is concerned with limiting or preventing the risk that network resources “receive
or transmit malware” from or to “vulnerable computerized devices.” EX1004, Abstract, 8:5255. That is why vulnerable devices are quarantined in
an “isolated ... network segment” until the vulnerability has been remedied so that the device cannot receive such malware. EX1004, 4:25-26. It
would thus have been obvious and understood to a POSITA that a device in"
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“communications traffic between the user device 22 and the network resources 25.” Gleichauf at 14:3-7, 14:20-25. 193. Therefore, Gleichauf
renders obvious “wherein"

[New]: "quarantined device because Gleichauf describes allowing or preventing communications “between” the device and the network. EX1004,
14:3-7, 14:20-25. 158. Further, to the extent that Gleichauf does not explicitly disclose restricting inbound communications to quarantined
devices, Lewis discloses that"
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the device. EX1006, 9:60-66 ("local enforcement component 314 is responsible for quarantining (i.e. restricting outside access to the local
machine) when client 202 is in a quarantine state” and “is used to isolate the local client 202 from other machines” which “allows the client 202 to
protect itself from being attacked if it finds itself insecure but not infected”). In my opinion, a POSITA would have found it obvious to modify
Gleichauf's system to implement Lewis's limitations on inbound communications to provide its computerized devices with a more robust security
protocol so that compromised computerized devices can protect themselves from further attacks. Such a modification would have involved the
application of a known technique (restricting inbound communication) to improve similar devices (Gleichauf's computerized device) in the same
way (preventing a computerized device from being attacked from other machines on the LAN). M. Claim 8 -A method as recited in claim 1,
performed at an Internet service provider. 159. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim obvious. 160. As
| explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1)."
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[Old]: "reviews the computerized device's posture credentials. Gleichauf at 10:30-33, 11:45-58. If the device is found to be out of compliance, it is
quarantined by the data communications device in response to instructions from the policy server. Gleichauf at 4:50-56, 11:58-67. While
quarantined, the computerized device is unable to communicate with network resources 25. Gleichauf at 11:58-67, 14:62-66. A POSITA would
have therefore appreciated that the data communications device and policy server determine whether the computerized device can access
network resources on the network, which is the Internet. The"

[New]: "determines whether to quarantine the device (by means of instructions to the data communications device) and protect the network.
EX1004, 4:50-56, 10:30-33, 11:45-67. While in quarantine, the device is unable to communicate with network resources. EX1004,
11:58-67,14:62-66. A POSITA would have therefore appreciated that the data communications device and policy server determine whether the
device can access resources on the network, e.g., on the Internet. Thus, the"
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[Old]: "discussed in [3.1], the computerized device's posture response includes posture credentials gathered by the posture plug-ins. The posture
credentials contain information about the presence of “operating system patches [that] are installed within the computer system.” Gleichauf at
3:36-49, 8:65-9:1. Thus, Gleichauf discloses this limitation for the same reasons discussed in [3.1]. 9. Claim 10 a. [10.0] A method as recited in
claim 1, 201. See analysis at [1.0]-[1.10]. b. [10.1] wherein determining that the response does not include a valid digitally signed attestation of
cleanliness includes determining that the software component on the first host is not sufficiently updated. 202. As discussed in [1.4], the
computerized device's posture response includes posture credentials. The posture credentials contain information about the “particular virus
software and virus definition versions” installed on the device. Gleichauf at 3:36-49, 8:56-9:5. If the current anti-virus definition is"

[New]: "I explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1). 165. In
my opinion, Gleichauf discloses this limitation for at least the reasons provided above. §1V(H) (claim 3). O. Claim 10 -A method as recited in claim
1, wherein determining that the response does not include a valid digitally signed attestation of cleanliness includes determining that the
software component on the first host is not sufficiently updated. 166. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this
claim obvious. 167. As | explained above, the combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F)
(claim 1). 168. Gleichauf further discloses that its computerized device's posture response includes posture credentials. The posture credentials
contain information about the “particular virus software and virus definition versions” installed on the device. EX1004, 3:36-49, 8:56-9:5. If
updated software or current virus"
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[OId]: "204. Gleichauf discloses this limitation. 205. The computerized device’s posture response includes posture credentials. The posture
credentials contain information about the “particular virus software and virus definition versions” installed on the device. Gleichauf at 3:36-49,
8:56-9:5. If a review of the posture credentials “fails to detect the presence of an antivirus application (e.g., or an up-to-date anti-virus application
or virus definition file),” the device will be quarantined. Gleichauf at 14:16-34. A POSITA would have understood that failure to detect an up-to-
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date anti-virus application or definition file indicates that the existing anti-virus application or definition file on the computerized device “is not
sufficiently recent.”"

[New]: "169. In my opinion, the combination of Gleichauf, Ovadia, and Lewis renders this claim obvious. 170. As | explained above, the
combination of Gleichauf, Ovadia, and Lewis discloses [a] method as recited in claim 1. See §IV(F) (claim 1). 171. As | described above in limitation
1d, Gleichauf's posture credentials received by the policy server contain information such as “what particular virus software and virus definition
versions are installed,” “when was the last time a local antivirus scan was executed,” “what operating system patches are installed.” §IV(F)(5)
(limitation 1d). To the extent that the patches inquiry is limited to the operating system, in my opinion, a POSITA would have understood and
found obvious that the same inquiry related to"
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[Old]: "resources receive malware. In effect, this invention helps “"dampen” the propagation of worms and viruses, and related side effects, by
preventing systems capable of participating in such an outbreak from gaining access to the network. Gleichauf at 8:16-31. 209. Therefore,
Gleichauf discloses “[a] system for protecting a network,” as recited in the preamble. b. [12.1] a processor configured to: 210. Gleichauf discloses
this limitation. 211. As discussed in [1.0]-[1.10], Gleichauf's policy server protect the network. The policy server “includes a controller 209 formed
of a memory 210 and a processor 212.” Gleichauf at 25:44-46."
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to protect the network. §IV(F)(1) (2) (limitations 1pre-1a). The policy server “includes a controller 209 formed of a memory 210 and a processor
212." EX1004, 25:44-46. The processor 212 performs operations, such as those recited in limitations 12b-12I and claims 13-18 below, associated
with protecting the network by reducing the risk of the network becoming infected by executing application 246 to perform the limitations
described below. EX1004, 27:16-21 (“the credential analysis process 248 represents one or more portions of the logic instructions of the
credential analysis"
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memory 210 that stores “logic instructions (e.g., software code) and/or data” for operating the disclosed security architecture. EX1004, 26:66-27:8.
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network, the computer program product being embodied in a nontransitory computer readable medium and comprising computer instructions,”
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limitation. §1V(F)(3) (limitation 1b)."
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