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SYSTEM AND METHOD FOR PARALLELIZING
FILE ARCHIVAL AND RETRIEVAL

FIELD OF THE INVENTION

[0001] The present invention relates generally to database
management systems for the storage of data objects, and
particularly for the efficient management of access and
control over data linked to a database system and stored
remotely in a file system or another object repository. More
specifically, the present invention relates to a system and
associated method for parallelizing file or data archival and
retrieval in an extended database management system.

BACKGROUND OF THE INVENTION

[0002] Data is typically maintained for storage and
retrieval in computer file systems, wherein a file comprises
a named collection of data. A file management system
provides a means for accessing the data files, for managing
such files and the storage space in which they are kept, and
for ensuring data integrity so that files are kept intact and
separate. Applications (software programs) access the data
files through a file system interface, also referred to as the
application program interface (API). However, management
of computer data using file management systems can be
difficult since such systems do not typically provide suffi-
cient information on the characteristics of the files (infor-
mation called metadata).

[0003] A database management system (DBMS) is a type
of computerized record-keeping system that stores data
according to a predetermined schema, such as the well-
known relational database model that stores information as
a collection of tables having interrelated columns and rows.
A relational database management system (RDBMS) pro-
vides a user interface to store and retrieve the data, and
provides a query methodology that permits table operations
to be performed on the data. One such RDBMS is the
Structured Query Language (SQL) interface.

[0004] In general, a DBMS performs well at managing
data in terms of data record (table) definition, organization,
and access control. A DBMS performs well at data manage-
ment because a DBMS associates its data records with
metadata that includes information about the storage loca-
tion of a record, the configuration of the data in the record,
and the contents of the record. A file management system or
file system is used to store data on computer systems. In
general, file systems store data in a hierarchical name space.
Files are accessed, located, and referenced by their unique
name in this hierarchical name space.

[0005] As part of its data management function, a DBMS
performs many automatic backup and copying operations on
its tables and records to ensure data integrity and recover-
ability. Backing up data has become an integral part of safe
computing, and is not merely reserved for mission critical
applications.

[0006] Current computer users rely heavily on sophisti-
cated backup and recovery solutions to ensure data access
and integrity. For desktop systems, backup can be imple-
mented on numerous data storage systems including dis-
kettes, hard drives, magnetic tapes, optical drives, CDRs
(writable compact disks), CDRWs (re-writable compact
disks), or high capacity removable magnetic media. For
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networked computers, backup can span the network to larger
drives on a file server, tape, or optical backup systems.

[0007] The following definitions and explanations provide
background information pertaining to the technical field of
the present invention, and are intended to facilitate the
understanding of the present invention without limiting its
scope:

[0008] A “Daemon” is an acronym for “Disk And Execu-
tion MON:itor”. It is a program that is not invoked explicitly,
but lies dormant waiting for some condition(s) to occur. In
other words, it is a process that is constantly running on a
computer system to service a specific set of requests. In
UNIX, for example, lpd is a daemon that manages printing
requests. Daemons are self-governing functions. Although
they are not part of an application program, daemons may
service application requests.

[0009] An “agent” is an independent program or process
that executes one or more tasks (such as information gath-
ering from Networks, DataBases, or the Internet), providing
services for application programs or acting as a principal. In
general, the term “Daemon” refers to a persistent agent that
has a very long life, whereas an agent refers to a process that
has either a short file or a long life. However, for the purpose
of simplification, the following description uses the terms
agent and Daemon interchangeably.

[0010] A “Copy Daemon” is also referred to herein as
“copy agent”, and represents a process that performs the task
of archiving a file.

[0011] A “Retrieve Daemon” is also referred to herein as
“retrieve agent”, and represents a process that performs the
task of retrieving or recovering a file.

[0012] “Hashing” is a method for delivering high-speed,
direct access to a particular stored data based on a given
value for some field. Usually, but not necessarily, the field is
a key. The following is a brief description of a typical
hashing operation:

[0013] Each data record is located in a database whose
hash value is calculated by a hash function of a selected field
from that record (called a hash field). In order to store a
record, the DBMS computes the hash value and instructs a
file manager to place the record at a specific location
corresponding to the calculated hash value. Given a hash
field, the DBMS can retrieve the record by an inverse
computation on the hash fields.

[0014] The hashing operation presents certain character-
istics, among which are the following:

[0015] 1. Multiple distinct records may be mapped to
a single hash value; and

[0016] 2. As the hash table increases in size, the
number of records mapped to the same value
decreases (when the number of hash table entries
increases, the number of records mapped to the same
value decreases. On the other hand, when the number
of records increases, there will be more records
mapped to a hash value/entry.

[0017] Current technology such as Datal.inks, backs up
files, sequentially, one file at a time, which might not meet
the demand of a large database, especially with the occur-
rence of a large number of concurrent transactions/users
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and/or a large number of files being updated per transaction.
Typically, an updated file is not accessible by the users (other
than the user updating the file) for further update or pro-
cessing, until the backup operation of the file is completed.
Therefore, a database or table space level backup operation
cannot be completed until all the file backup operations are
completed. Hence, serializing the file backup operation
could adversely affect the overall DBMS performance.

[0018] 1t would therefore be desirable to effectively par-
allelize the backup operations while avoiding contentions
between backup/copy agents, and to further enable the read
back operation without searching all the backup targets
where the files are stored.

SUMMARY OF THE INVENTION

[0019] It is one feature of the present invention to present
a system and associated method for parallelizing file or data
archival and retrieval in an extended database management
system that satisfy this need. More specifically, the system
includes a set of agents that selectively acquire the backup
tasks from a queue. The chance of overlap between any two
agents acquiring the same task is significantly minimized.

[0020] Once a specific copy agent is assigned the backup
task, a backup process is implemented to determine the
optimal way to write the backup file to a target, while
avoiding write contention between two copy agents. This is
in contrast to conventional backup methods according to
which a single copy agent implements the backup operation
sequentially, one file at a time.

[0021] In addition, subsequent to the backup operation, a
need may arise to restore or retrieve the stored file. While in
conventional systems a restore agent searches all the targets
to find the desired file, the present invention enables an
efficient and expeditious retrieval of the desired file without
having to search all the targets.

[0022] To this end, the system and method of the present
invention parallelize the file copying or backup operations
with no additional latch or lock overhead and with no or
minimal disk I/O contention. In addition, it provides a
mechanism for efficiently locating the backup copy of a file
when recovery or restore of the file is needed.

[0023] As an exemplary specific implementation, at a
database manager or Datalink File Manager (DLFM) startup
time, n Copy Daemons (or copy agents) are activated where
n is a user configurable parameter. The n Copy Daemons
acquire the task from a common queue. To avoid the need of
latch and unlatch for every access to the common queue, the
present invention assigns work to the Copy Daemon using a
hash function. The hash function generates a hash value
based on a file name. The hash value ranges from 0 to m-1,
where m is much greater than n (m>>n).

[0024] The m hash values are grouped into K bins, where
K is greater than or equal to n (K>=n), in a round robin
manner. Each of the K bins is assigned to a Copy Daemon.
When a Copy Daemon reads a file name from the common
queue, it applies the hash function to the file name to obtain
a hash value. After computing the hash value, mapping of
the hash value to the bin is performed. The Copy Daemon
will backup the file only if the hash value maps to a bin that
is assigned to it. As a result of the above calculations if it is
decided that the copy daemon should backup the file, then

Dec. 5, 2002

the file name is archived and removed from the common
queue. Otherwise, the Copy Daemon skips the file and
moves to the next file in the queue.

[0025] According to the present invention, files are first
hashed to generate hash values that are then grouped into
“bins”. A Copy Daemon is responsible for one or more bins
but a bin is always assigned to exactly one Copy Daemon.
This enables multiple Copy Daemons to implement file
backups concurrently without any contention on the bins.

[0026] In addition, to achieve optimal I/O parallelism with
no disk contention, bins could be mapped to disk arms. By
mapping Copy Daemons to bins and bins to disk arms, I/O
contention from different Copy Daemons at the disks is also
avoided.

[0027] The action of bringing a file into database control
is termed “linking the file”. Linking results from either an
SQL insert operation or the database Load utility. When a
file is “linked”, a referential constraint is maintained
between the file and the database record that references the
file. An SQL insert statement could insert multiple records
into a database table, which could result in linking of
multiple files. An entry is also inserted into the archive table,
which acts as a persistent common queue for all Copy
Daemons. The common queue is sorted by the time at which
the file is linked to the database. Copy Daemons do an
uncommitted read from the archive table to avoid any latch
or lock contentions.

[0028] Though the present invention has been summarized
with reference to a specific exemplary implementation, e.g.
Datalinks technology, it should be clear that the present
invention is similarly applicable to other systems that per-
form data archival and/or retrieval.

[0029] Briefly, the present invention achieves a method to
maximize throughput and to minimize contention (i.e., con-
flict) among agents as they are storing data into targets.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] The various features of the present invention and
the manner of attaining them will be described in greater
detail with reference to the following description, claims,
and drawings, wherein reference numerals are reused, where
appropriate, to indicate a correspondence between the ref-
erenced items, and wherein:

[0031] FIG. 1 is a block diagram representation of a file
archival and retrieval system of the present invention;

[0032] FIG. 2 is a process flow chart that illustrates the
initialization method for a backup operation as implemented
by the file archival and retrieval system of FIG. 1;

[0033] FIG. 3 is a process flow chart that illustrates a
backup operation as implemented by the file archival and
retrieval system of FIG. 1; and

[0034] FIG. 4 is comprised of FIGS. 4A and 4B, and
represents a process flow chart that illustrates a restore
operation as implemented by the file archival and retrieval
system of FIG. 1.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0035] FIG. 1 is a block diagram representation of a file
archival and retrieval system 10 of the present invention. In
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one embodiment of the system 10, a client or user, repre-
sented by a computer 20, uses a client application 24 to issue
a request to archive a file. The client application database, in
turn, sends a request to the system 10 to backup the file in
a file repository 28, and to subsequently archive this file in
an archive repository 33 according to the present invention.

[0036] At some future point in time, the same user 20, or
another user represented by a remote or networked computer
22, may wish to retrieve the stored file by means of the client
application/database 24 over a file communication path 30.
To this end, the user 20 or 22 issues a retrieve command to
the client application 24. The client application database, in
turn, sends a request to the system 10 to restore the file from
the archive repository 33 and to save it in the file repository
28. While only two users 20, 22 are illustrated, it should be
clear that many more users could access and use the system
10 either separately or concurrently.

[0037] Having accessed the desired file or files, the user 20
can selectively perform any one or more of the following
operations by means of the system 10, as it will be described
later in greater detail:

[0038] File initialization and backup operations 300,
400 of FIGS. 2 and 3, respectively.

[0039] File retrieve or restore operation 500 of FIG.
4.

[0040] FIG. 2 is a process flow chart that illustrates an
initialization process 300 for a back-up operation, according
to the present invention. The initialization process 300
enables the system 10 to compute the hash value for use in
the backup process 400 and the restore process 500.

[0041] The initialization process 300 starts at step 310 by
reading the current bin count, B(j), from the bin count list
which is typically stored in the file repository 28 with a
backup copy in archive repository 33. The system 10 allows
for a dynamic change of the number of bins, such as by
expanding the number of bins over a long period of time. As
used herein, the bin count list is a sequential list of the
number of bins from the initial installation of the system 10
up to the present. An exemplary bin count list could appear
as follows: 2, 4, 8, 10, 20, where the number 2 represents the
number of bins at the time the system 10 was installed, and
the number 20 represents the number of bins at the present
time.

[0042] At decision block 315, the process 300 checks
whether the bin count list is legible, corrupt, or unavailable.
If the bin count list does not pass this integrity test, the
process 300 proceeds to step 320, where it refreshes the bin
count list from the last saved list in the archive repository 33.

[0043] Otherwise, if the bin count list is readable, the
process 300 proceeds to decision step 325 and inquires
whether the bin count has been modified by the user. If it has
not, the process 300 proceeds to block 330 and terminates
the initialization operation. However, in the event of any
user modification to the bin count at step 325, the bin count
list is regenerated at step 335 and a copy of the regenerated
bin count list in the stored in the persistent storage 28 and a
backup is made to the archive repository 33.

[0044] FIG. 3 illustrates the parallel backup process 400
of the present invention for archiving files from the on-line
file repository 28 to the archive repository 33 (FIG. 1).
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Process 400 starts at block 402 when a user enters an
“archive™ request to store or archive the desired file with a
file name with a filename value of f(i). This request causes
the filename to be stored in a copy queue. While a preferred
embodiment is described herein as using a single queue, it
should be clear that two or more queues could alternatively
be used. At step 405, the process 400 instructs the system 10
to initiate a backup of the file system contents. Each copy
Daemon is independent and schedules itself to initiate the
process of backup of the file.

[0045] Only the names of all the files from all the sources
(i.e., user applications) that need to be archived or scheduled
for archiving, are copied to the queue. The queue can be a
shared memory, a persistent memory, or a database. By
saving the filenames to the queue, the first of a plurality of
available copy agents of the system 10 can now read the first
filename at the head of the queue at step 410.

[0046] At step 415, the process 400 uses a hash function
that inputs the filename values of the files to be archived, and
generates hash values h(i) there from. As an illustration, the
hash values h(i) vary from 0 to m-1.

[0047] At step 420, the process 400 uses a modulus
operation to map the hash values h(i) to bin numbers b(i). As
used herein, a bin number b(i) is the number of a logical bin
where a file f(i) will be archived.

[0048] Process 400 then proceeds to decision block 425
and inquires if the copy agent that undertook the archiving
task at step 410, is authorized to copy the file {(i) to the bin
b(i) that has been mapped at step 420. For example, method
400 determines if the remainder value of the modulus
operation matches the copy agent identification number.

[0049] 1If process 400 determines at step 425 that the copy
agent is not authorized to copy the file f(i) to the bin b(i), it
proceeds to step 450 where it increments the file count
number by 1, and returns to step 410 where the copy agent
reads the next filename in the queue, and repeats steps 415,
420, and 425, as described earlier. As a result, multiple copy
agents will not undertake the task of archiving the same file
().

[0050] On the other hand, if process 400 determines at step
425 that the copy agent is authorized to copy the file f(i) to
the bin b(i), the copy agent copies the content of file f(i) to
bin number b(i) at step 435. Thereafter, at step 440, the bin
number, b(i), along with the filename value f(i), are copied
to the file_info table 44 (FIG. 1).

[0051] At step 445, and subsequent to the copy operation
of step 440, the filename (i) is deleted from the queue, and
method 400 proceeds to step 450 to increment the file count
and to continue as described earlier.

[0052] Turning now to FIG. 4, which is comprised of
FIGS. 4A and 4B, it illustrates a flow chart for the imple-
mentation of a parallel file restore or retrieve process 500.
Process 500 is initiated at step 502 by a “restore” command
issued by the user. In response, the filename f(i) of the file
or files to be restored is placed in a restore queue.

[0053] Whereupon, one of a plurality of retrieve agents of
the system 10 reads the filename (i) at the head of the queue
at step 505. At step 510, the process 500 determines if the
filename f(i) to the bin number b(i) is available in the
file_info table 44 of FIG. 1.
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[0054] If such mapping is not available, such as if the
file_info table 44 is corrupted, the process 500 proceeds to
step 512 of FIG. 4B, and disables the parallel restore
execution operation, so that one or optionally more dedi-
cated restore agents will be assigned to retrieve the desired
file or files.

[0055] Process 500 then proceeds to step 515 where it
applies the hash function to the filename f(i). In a preferred
embodiment, the hash function used in the restore process
500 is the same as the hash function used in the backup
process 400.

[0056] At step 520, the process 500 acquires the bin count
from the bin count list determined by the initialization
process 300 of FIG. 2. At step 525, the process 500
considers the most recent bin count in the bin count list. In
the example presented earlier, where the bin count list is as
follows: 2, 4, 8, 10, 20, the process 500 selects the last bin
count, 20.

[0057] Having obtained the most recent bin count, the
process 500 proceeds to step 530 where it maps the hash
value computed at step 515 to the bin number b(j) where the
desired file is most likely to be stored.

[0058] At step 535, the process 500 determines if the file
with the filename value (i) is present in bin b(j) which was
computed at step 530. If the file is present in bin b(j), the
process 500 proceeds to step 550 of FIG. 4A, and retrieves
the file content, and continues as it will be described later in
connection with FIG. 4A

[0059] Otherwise, if the file is not present in bin b(j), the
process 500 proceeds to step 537 (FIG. 4B), and inquires if
there exists any other entries in the bin count list. If no such
entries exist, the process 500 proceeds to step 539 and
searches all the bins for the desired filename f(i). This
comprehensive search will reveal the desired file f(i), and the
process 500 proceeds to step 550 to restore the file content
and to continue as detailed below.

[0060] If, however, at step 537, the process 500 deter-
mines that there exists an additional entry in the bin count
list, it increments the bin count by 1, and retrieves the next
bin count from the list. In the above example, the next bin
count is 10. Process 500 then proceeds to step 530 and
repeats steps 535, 537, 539, and 540, as described above.

[0061] Returning now to step 510 of FIG. 4A, if the
process 500 determines that the filename f(i) to the bin
number b(i) is available in the file_info table 44 of FIG. 1,
it proceeds to step 545 where it retrieves the bin that
corresponds to bin number b(i) from the file_info table 44.
The process 500 then inquires, at step 547, if the filename
f(i) is available in the retrieved bin, and if it is, process 500
restores the file content at step 550, and removes the
filename f(i) from the restore queue. Process 500 then
increments the file count by 1 at step 560, and then returns
to step 505 and continues as described earlier.

[0062] If at step 547, the process 500 determines that the
filename f(i) is not available in the retrieved bin, it reports
an error and proceeds to step 560 and therefrom to step 505
as described above.

[0063] Tt is to be understood that the specific embodiments
of the present invention that have been described are merely
illustrative of certain applications of the principle of the
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present invention. Numerous modifications may be made to
the system 10 and associated methods 300, 400, and 500
described herein without departing from the spirit and scope
of the present invention. For example, while the present
invention has been described in relation to a single user, it
should be clear that more than one user can use the system
10 concurrently.

What is claimed is:
1. A method of parallelizing file archival in a database
management system, comprising the steps of:

placing one or more backup tasks in a copy queue; and

using a plurality of copy agents for selectively acquiring
the backup tasks from the copy queue, wherein the
probability of contention between any two copy agents
acquiring the same backup task is minimized.

2. The method according to claim 1, further including the
step of selectively assigning a single copy agent to perform
a single backup task in the queue.

3. The method according to claim 2, further including the
step of backing up a file while avoiding contention between
two copy agents.

4. The method according to claim 3, further including the
step of retrieving one or more files that have been backed up.

5. The method according to claim 4, wherein the step of
retrieving the files includes using one or more retrieve
agents.

6. The method according to claim 5, wherein the step of
using one or more retrieve agents includes causing a single
retrieve agent to perform a single restore task.

7. The method according to claim 1, further including the
step of initializing backup operation to compute a hash value
for use in a backup process and a retrieval process.

8. The method according to claim 1, wherein the step of
placing one or more backup tasks in the copy queue includes
listing only the names of a plurality of files to be archived
in the copy queue.

9. The method according to claim 8, wherein the step of
using the copy agents includes having one agent read a first
filename of the copy queue.

10. The method according to claim 9, further including the
step of using a hash function to filenames of files to be
archived, and generating corresponding hash values.

11. The method according to claim 10, further including
the step of mapping the hash values to bin numbers.

12. The method according to claim 11, further including
the step of inquiring if a copy agent that undertook the
backup task is authorized to archive the file to a correspond-
ingly mapped bin.

13. The method according to claim 12, wherein if the copy
agent is authorized to archive the file to a designated bin, the
copying the file content to the bin; and

further storing the bin number and a filename of the file
to a file info table.
14. A method of parallelizing file retrieval in a database
management system, comprising the steps of:

placing one or more restore tasks in a restore queue; and

using a plurality of retrieve agents for selectively acquir-
ing the restore tasks from the restore queue, wherein the
probability of contention between any two restore
agents acquiring the same restore task is minimized.
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15. The method according to claim 14, further including
the step of having a single retrieve agent read a first filename
of the restore queue.

16. The method according to claim 15, further including
the step of mapping the filename to a bin number to
determine if a filename to bin number map is available in a
file_info table.

17. The method according to claim 16, wherein if the
filename to bin number map is not available, disabling a
parallel restore operation, so that one restore agent is
assigned to retrieve the file.

18. The method according to claim 17, further including
the step of applying a hash function to the filename.

19. The method according to claim 18, further including
the step of mapping the hash value to a bin number where
a desired file is most likely to be stored.

20. A system of parallelizing file archival in a database
management system, comprising:

means for placing one or more backup tasks in a copy
queue; and
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a plurality of copy agents for selectively acquiring the
backup tasks from the copy queue, wherein the prob-
ability of contention between any two copy agents
acquiring the same backup task is minimized.

21. The system of claim 20, further including a plurality
of retrieve agents for selectively acquiring restore tasks from
a restore queue, wherein the probability of contention
between any two restore agents acquiring the same restore
task is minimized.

22. A system for parallelizing file retrieval in a database
management system, comprising:

means for placing one or more restore tasks in a restore
queue; and

a plurality of retrieve agents for selectively acquiring the
restore tasks from the restore queue, wherein the prob-
ability of contention between any two restore agents
acquiring the same restore task is minimized.
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