
---iiiiiiiiiiii 
iiiiiiiiiiii 

---
iiiiiiiiiiii 

iiiiiiiiiiii ---
-iiiiiiiiiiii 
iiiiiiiiiiii 

~ 
Q 
ln 
t--­
QO 

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 

(19) World Intellectual Property Organization 
International Bureau 

( 43) International Publication Date 
24 August 2006 (24.08.2006) 

(51) International Patent Classification: 

PCT 

H04Q 7132 (2006.01) G06K 19107 (2006.01) 

(21) International Application Number: 
PCT/GB2005/000538 

(22) International Filing Date: 
15 February 2005 (15.02.2005) 

(25) Filing Language: 

(26) Publication Language: 

English 

English 

(71) Applicant (for all designated States except US): VODA­
FONE GROUP PLC [GB/GB]; Vodafone House, The 
Connection, Newbury, Berkshire RG14 2FN (GB). 

(72) Inventors; and 
(75) Inventors/Applicants (for US only): WATERS, Patrick 

[GB/GB]; Lindum, Chapel Lane, Redlynch, Salisbury SP5 
2HN (GB). MANNING, Stephanie [GB/GB]; 16 Manor 
Park Close, Reading, Berkshire RG30 4PS (GB). 

(74) Agent: FOSTER, Mark, Charles; Mathisen Macara & 
Co., The Coach House, 6-8 Swakeleys Road, Ickenham, 
Uxbridge UB 10 SBZ (GB). 

1111111111111111 IIIIII IIIII 11111111111111111111111111111111111111111111111111111111 IIII 11111111 

(10) International Publication Number 

WO 2006/087503 Al 
(81) Designated States (unless otherwise indicated, for every 

kind of national protection available): AE, AG, AL, AM, 
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN, 
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, Fl, 
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE, 
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD, 
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG, 
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SM, SY, 
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, 
ZA, ZM,ZW. 

(84) Designated States (unless otherwise indicated, for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM, 
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), 
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, Fl, 
FR, GB, GR, HU, IE, IS, IT, LT, LU, MC, NL, PL, PT, RO, 
SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, 
GQ, GW, ML, MR, NE, SN, TD, TG). 

Published: 
with international search report 

For two-letter codes and other abbreviations, refer to the "Guid­
ance Notes on Codes and Abbreviations" appearing at the begin­
ning of each regular issue of the PCT Gazette. 

---------------------------------------------
(54) Title: IMPROVED SECURITY FOR WIRELESS COMMUNICATION 

39 
45 

34 

___ 1 

•••••• 
■ ■ ■ ■ ■ -----1-37 

41 
15 

Q (57) Abstract: A mobile terminal is disclosed which includes a near field or RF ID tag (41). The mobile terminal (1) communicates 
\0 with the mobile telecommunications network and is authenticated with that network using the SIM (15). The mobile terminal (1) 
Q is operable to obtain security data from the user thereof, such as a PIN or biometric data, or the mobile terminal (1) incorporates a 
0 sensor such as a light sensor, pressure sensor, heat sensor, skin resistant sensor or inertial sensor. The input device or sensor is used 
M to confirm the identity of the user or to evaluate whether the user wishes to use the near field tag (41) to make a payment or obtain 
0 entry to a building (for example). Data from the sensor is passed to the SIM (15), which issues a command enabling the near field 
:, tag (41), via link (43). The near field tag (41) may then be read by a reader. The near field tag (41) may be automatically disabled 
;;, after being read by the reader, after a predetermined time, or when the stimulus to the sensor is no longer present. 
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IMPROVED SECURITY FOR WIRELESS COMMUNICATION 

Technical Field 

The present invention relates to apparatus for controlling use of a near field 

communication device, including smart card means associable with a mobile 

telecommunications network for authenticating the smart card means with the 

network, to a method of controlling use of a near field communication device 

and to a communication device including near field communication means. 

Background to the Invention 

Near field or RFID tags are known. Such tags may be incorporated into smart 

cards or other devices for use in obtaining entry to buildings or as electronic 

tickets for use of public transport or toll fee payment. Although such tags 

typically have to be brought into close proximity (less than 20 centimetres) of a 

reader, it is possible for a reader to exchange information with the tag without 

the owner's permission. Sensitive data stored on the tag could be stolen or 

changed. The tag may therefore participate in a sensitive or valuable 

transaction without the knowledge of the owner. 

Known devices incorporating such tags may be provided with some protection 

against such mis-use. For example, the RF link between the card and the 

reader is of limited range, as discussed above. This should mean that the 

holder of the device incorporating the tag will be able to see the reader. 

However, it is possible for specialist radio equipment to extend the intended 

range within which communication between the tag and the reader can occur, 

and thereby exchange information with the tag without the owner's permission. 

It is also known to encrypt the communication between the tag and the reader. 

Although encryption can be effective, it does not guard against unauthorised 

SUBSTITUTE SHEET (RULE 26) 

Page 2 of 38



WO 2006/087503 PCT/GB2005/000538 

2 

communication with a rogue reader, such as a genuine reader that has been 

stolen or a reader that has broken the encryption algorithm. 

Another known but not widely used security precaution is to place the device 

including the tag in a metal or other enclosure that provides shielding to 

prevent RF access to the card. Although shielding is effective, it is not user 

convenient as it requires the user to remember to place the card in the shield. 

Further, if the user has several devices incorporating such tags, this can become 

even more inconvenient. 

Summaiy of the Invention 

The present invention, in one aspect, seeks to provide additional or improved 

security. 

According to a first aspect of the present invention, there is provided apparatus 

for controlling use of a near field communication device, including smart card 

means associable with a mobile telecommunications network for authenticating 

the smart card means with the network, wherein the smart card means is 

operable to receive from the mobile telecommunications network data for 

controlling use of the near field communication device and is operable to 

selectively enable the near field communication device in dependence upon the 

data. 

The invention also relates to a mobile telecommunications network including 

such apparatus. 

According to another aspect of the present invention, there is provided a 

method of controlling use of a near field communication device, including 

associating smart card means with a mobile telecommunications network for 
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authenticating the smart card means with the network, transmitting to the smart 

card means from the mobile telecommunications network data for controlling 

use of the near field communication device and selectively enabling the near 

field communication device in dependence upon the data. 

According to a further aspect of the present invention, there is provided a 

communication device including near field communication means; smart card 

means for authenticating the device with a mobile telecommunications 

network; means for enabling the smart card to receive data from the mobile 

telecommunications network to authenticate the device; and means for 

selectively enabling the near field communication means in dependence upon 

the data received by the smart card. 

According to a further aspect of the present invention, there is provided a 

mobile telecommunication device for use with a mobile telecommunications 

network and including a near field device, wherein the mobile 

telecommunication device 1s operable to selectively enable the near field 

communication device. 

Brief Description of the Drawings 

For a better understanding of the present invention, embodiments will now be 

described by way of example with reference to the accompanying drawings, in 

which: 

Figure 1 shows schematically the elements of a communications 

network. 

Figure 2 shows schematically a mobile terminal m accordance with 

embodiment of the invention; 
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Figure 3 shows schematically a dongle in accordance with embodiment 

of the invention; 

Figures 4 to 8 show modified smart cards m accordance with 

embodiments of the invention; and 

Figure 9 shows a wallet for storing a smart card in accordance with the 

invention. 

In the drawings like elements are generally designated with the same reference 

number. 

Modes of Carrying Out the Invention 

Figure 1 shows schematically a network with which the invention may be used. 

Mobile terminal 1 is registered with GSM/GPRS or UMTS (3G) mobile or 

cellular telecommunications network 3. The mobile terminal 1 may be a 

handheld mobile telephone, a personal digital assistant (PDA) or a laptop 

computer equipped with a datacard. The mobile terminal 1 communicates 

wirelessly with mobile telecommunications network 3 via the radio access 

network (RAN) of the mobile telecommunications network 3, comprising, in 

the case of a UMTS network, base station (Node B) 5, and radio network 

controller (RNC) 7. Communications between the mobile terminal 1 and the 

mobile telecommunications network 3 are routed from the radio access network 

via GPRS support nodes (SGSN) 9, which may be connected by a fixed (cable) 

link to the mobile telecommunications network 3. 

In the conventional manner, a multiplicity of other mobile terminals are 

registered with the mobile telecommunications network 3. These mobile 

terminals include mobile terminals 11 and 13. The terminals 11 and 13 
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communicate with the mobile telecommunications network 3 in a similar 

manner to the terminal 1, that is via an appropriate Node B 5, RNC 7 and 

SGSN 9. 

The mobile telecommunications network 3 includes a gateway GPRS support 

node (GGSN) 17 which enables IP-based communications with other networks, 

such as the Internet 19 via an appropriate link 21. A multiplicity of terminals 

are connected to the Internet (by fixed or wireless links), and a PC terminal 23 

and a PDA terminal 25 are shown by way of example. 

Each of the mobile terminals 1, 11 and 13 is provided with a respective smart 

card or subscriber identity module (SIM) 15. During the manufacturing 

process of each SIM, authentication information is stored thereon under the 

control of the mobile telecommunications network 3. The mobile 

telecommunications network 3 itself stores details of each of the SIMs issued 

under its control. In operation of the mobile telecommunications network 3, a 

terminal 1, 11, 13 is authenticated (for example, when the user activates the 

terminal in the network with a view to making or receiving calls) by the 

network sending a challenge to the terminal 1,11,13 incorporating a SIM 15, in 

response to which the SIM 15 calculates a reply ( dependent on the 

predetermined information held on the SIM - typically an authentication 

algorithm and a unique key Ki) and transmits it back to the mobile 

telecommunications network 3. The mobile telecommunications network 3 

includes an authentication processor 17 which generates the challenge and 

which receives the reply from the terminal 1,11,13. Using information pre­

stored concerning the content of the relevant SIM 15, the authentication 

processor calculates the expected value of the reply from the mobile terminal 

1, 11, 13. If the reply received matches the expected calculated reply, the SIM 

15 and the associated mobile terminalare considered to be authenticated. 
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It should be understood that such an authentication process can be performed 

for any terminal provided with a SIM 15 under control of the mobile 

telecommunications network 3. In the embodiment the terminal communicates 

wirelessly with the mobile telecommunications network 3 via the network's 

radio access network, although this is not essential. For example, the terminal 

may communicate with the network via the fixed telephone network (PSTN), 

via a UMA "access point" and/or via the Internet. The PC 23 and the PDA 25 

may also be provided with a SIM 15 under the control of the network. 

The SIM 15 used by the terminal 1,11,13,23,25 may be a SIM of the type 

defined in the GSM or UMTS standards specifications, or may be a simulation 

of a SIM - that is, software or hardware that performs a function corresponding 

to that of the SIM. The SIM may be in accordance with the arrangement 

described in WO-A-2004 036513. 

It should be noted that the authentication process being described does not 

necessarily authenticate the human identity of the user. For example, mobile 

telecommunication networks have pre-pay subscribers who are issued with 

SIMs in return for pre-payment, enabling them to use network services. 

However, the identity of such pre-pay subscribers may not be known by the 

network. Nevertheless, such a user cannot make use of the network until the 

network has authenticated the user's SIM - that is, has confirmed that such user 

is a particular user who has a particular pre-paid account with a network. 

The network shown in Figure 1 comprises both the mobile telecommunications 

network 3 and the Internet 19 (which itself comprises a multiplicity of other 

networks). 

In addition to performing authentication functions, the SIM 15 may perform 

various other functions. For example, the SIM may store a directory of the 
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names and telephone numbers of people frequently called by the user of the 

mobile terminal 1. Additionally, the SIM may store information which controls 

how the mobile terminal 1 is allowed to interact with the mobile 

telecommunications network 3. For example, the SIM may determine whether 

or not "roaming" of the mobile terminal 1 in a visited mobile 

telecommunications network is permitted. 

The mobile telecommunications network 3 operator may wish to alter the 

information on a SIM 15, for example to introduce new services. In order to 

allow such updating of the SIM 15 in a rapid and cost-effective way, over-the­

air (OTA) updating technology has been developed. 

The mobile telecommunications network 3 includes an OTA gateway 30 that 

transforms updating messages from the network 3 into short messages (SMS 

messages) to be sent to the SIM 15. The OTA gateway 30 sends the SMS 

message to a short message service centre (SMSC) 32, which then transmits the 

short message to the relevant SIM 15 via the radio access network. 

As indicated above, OTA updating is currently performed using the SMS 

bearer. However, it is also possible for the transport bearer to be CSD or 

GPRS. To perform OTA with CTS or GPRS bearer, CAT-TP/BIP or 

J2ME/JSR#l 77 mechanisms could be used. References in this specification to 

over-the-air updating includes references to updating by these bearers or any 

other similar bearers. 

The OTA gateway 30 receives service requests through a gateway API that 

indicates the SIM that requires updating. The OTA gateway 30 includes a 

database including information about each SIM card associated with the 

network 3, including the card manufacturer, the card's identification number, 

the IMSI and the MSISDN. When card identification data is received by the 
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OTA gateway 30, this database is used to address the OTA message to the 

relevant SIM. The OTA gateway 30 converts the service request information 

into a format that can be processed by the target SIM. The formatted message 

is sent to the SMSC 32, for example in the manner described in standards 

specification GSM 03.48 or TS 23.048. In order to perform the required 

update, a plurality of SMS messages may be required because currently SMS 

messages are restricted to 160 characters. The OT A gateway 30 is responsible 

for the integrity and security of the updating process. 

In addition to receiving OTA updating messages by SMS, mobile terminal 1 is 

also capable of receiving conventional SMS messages - such as text messages 

to be read by the user of the mobile terminal 1. In order to distinguish an OT A 

updating SMS from a conventional SMS message, the OTA updating SMS 

message has its protocol identifier set to "SIM data download". The message 

will include ENVELOPE or UPDATE RECORD commands. The GSM or 3G 

application running on the mobile terminal 1 receives these commands and 

calls the OTA layer. The OTA layer checks the messages according to 

standards specification GSM 03.48 or TS 23.04. Each secured packet in the 

messages may contain one or more APDUs commands dedicated to Remote 

File Management or Remote Applet Management or SIM Tool Kit. 

As shown in Figure 2, mobile terminal 1 in accordance with the embodiment 

includes, in addition to SIM 15, a display 34, keypad 37 and an antenna 39 for 

communicating wirelessly with the mobile communications network 3. 

Further, the mobile terminal 1 includes a near field or RFID tag 41. The near 

field tag 41 operates in the unregulated RF band of 13.56 MHz in this 

embodiment although other frequencies could be used. No licences are 

required for the use of the near field devices in this RF band. However, each 

country imposes certain limitations on the electromagnetic emissions in this RF 

band. Limitations mean that in practice the distance at which the near field tag 
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41 can communicate with another device is typically less than 20 centimetres. 

Often the range of communication is such that the RF tag 41 must touch or 

almost touch the device with which it is to communicate. Communication may 

be using the Near Field Communication Interface and Protocol (NFCIP-1). 

The near field tag 41 may operate in accordance with ISO-IEC 14443 and ISO­

IEC 15693 standards. The tag 41 includes an inbuilt inductive antenna that 

allows the card to exchange information with a tag reader when the two are 

brought into close proximity, as described above. The reader may emit an RF 

signal to supply power to the tag to communicate with it if the tag is "passive". 

If the tag is "active" it will have a power supply and its operation is 

independently of the reader. The near field tag 41 may transmit selected 

information, such as an ID number (GU ID). 

In order to improve the security of the near field tag, in the present embodiment 

it is proposed to use the SIM 15 of mobile terminal 1 to control to some extent 

the operation of the near field tag 41. The authentication process of a SIM 15 

with a mobile telecommunications network, using the network's authentication 

processor 17 is considered to be highly secure. In this embodiment, this 

authentication of the SIM 15 is used to protect data held by the memory of the 

near field tag 41 from unauthorised access. 

According to an important feature of this embodiment, the near field tag 41 is 

selectively enabled or disabled for communication with the reader under 

control of the SIM 15, by means of communication link 43. By means of the 

link 43, the SIM can enable or disable the near field tag 41 by, for example, 

rendering its antenna inoperative. In the disabled state, a reader is not able to 

obtain any information from the near field tag 41, even when brought into close 

proximity thereto (within a range that, in normal circumstances, near field 

communication would be possible). 
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Conveniently, the SIM 15 is provided with data which controls operation of the 

near field tag 41 by receiving an OTA message, which is sent to the mobile 

terminal 1 from the mobile telecommunications network 3 (via the OTA 

gateway 30 and SMSC 32). As described above, the OTA update message is 

received by the mobile terminal 1 and it is determined that this is an updating 

OT A update message rather than a conventional SMS message. The message 

is then passed to the SIM 15 for processing. Upon processing of the message, 

commands contained within that message are executed, causing the desired 

control of the RF tag 41 via the link 43. 

In a first example, it is desired to only enable the near field tag 41 to 

communicate with the reader when it is in the vicinity of the user's office 

(where entry is obtained using the near field tag 41). The SMSC 32 may send 

an OT A update message to the node B 5 associated with the cell or group of 

cells in which the user's office is located. When the mobile terminal 1 enters a 

cell in the group, the node B transmits the OTA message to the mobile terminal 

1. The procedure described above is applied, and the OTA message is passed 

to the SIM 15 and the instructions therein are processed. A command is sent to 

the near field tag 41 via link 43 to activate the near field tag (for example, by 

allowing its antenna to communicate with the reader). When the mobile 

terminal 1 moves to a different cell, a command is sent from the SIM 15, via 

the link 43, to disable the near field tag 41. This command may be issued in 

response to a further OT A message being received from the network 3 when 

the mobile terminal 1 moves to a different cell, or movement to a different cell 

may be detected automatically by the SIM ( or the mobile terminal 1) and used 

to generate an appropriate command for sending to the near field tag 41. 

The near field tag 41 may be rendered completely inoperable when not in the 

location of the cell of the user's office. Alternatively, the near field tag 41 may 

be partially disabled (for example, by rendering the antenna inoperable). In this 
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partially disabled mode the tag 41 may perform certain functions, such as 

allowing its codes or other data to be reprogrammed. 

In the second example, a user wishes to use the near field tag 41 of the mobile 

terminal 1 to pay for travel by public transport ( for example on the London 

Underground), where entry barriers are equipped with a suitable near field tag 

reader. Because the commuter travels at particular, consistent times of day, it is 

desirable to enable the near field tag 41 only at those times, in order to provide 

improved security. When so configured, if the mobile terminal 1 incorporating 

the near field tag 41 were stolen, the thief would not be able to pay for use of 

public transport using the near field tag 41 outside the times specified. 

The mobile telecommunications network 3 is configured to transmit an OTA 

message to the mobile terminal 1 at the beginning of the time period during 

which the commuter begins their normal journey. As before, this message is 

received and interpreted by the SIM, which sends an instruction to enable the 

near field tag 41 via the link 43. The near field tag 41 is then able to 

communicate with readers to allo\\'. use of public transport. At the end of the 

time period during which the commuter completes their usual journey, a second 

OTA message is sent by the network 3 to the mobile terminal 1. This OTA 

message is received and interpreted by the SIM 15, and sends an appropriate 

deactivation instruction to the RF tag 41 via the link 43. The near field tag 41 

is thereafter not able to allow the user to obtain access to public transport. 

A similar arrangement could be used, for example, to enable a school child to 

pay for their lunch using the near field tag 41. OT A messages would be sent at 

the beginning and the end of the school lunch time so that the near field tag 41 

could only be used to make a payment during ~he appropriate time. 
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The times at which, and the circumstances in which, the OT A messages are 

sent by the mobile telecommunications network 3 to the user's SIM card 15 

may be set by the user of the mobile terminal 1. For example, the user of the 

mobile terminal 1 may initiate a communication session ( such as a SIP 

communication session) with the mobile telecommunications network 1 to 

configure the times or places in which the RF tag 41 should be enabled. This 

updating process may require entry of a password, or employ some other 

security mechanism, to prevent unauthorised persons from reconfiguring the 

times and/or locations at which the near field tag is rendered operable or 

inoperable. Alternatively, the user may configure the times and/or locations at 

which the OT A messages are sent by some other mechanism - for example, by 

providing verbal instructions to the operator of mobile telecommunications 

network 3 by a mobile or PSTN telephone call, or by visiting the website of the 

mobile telecommunications network operator (whether using the mobile 

terminal 1 or independently thereof using a PC connected to the Internet). 

Rather than the user of the mobile terminal 1 determining when/where the RF 

tag 41 is activated, this may be determined by the mobile telecommunications 

network 3 or some other entity. For example, a school child's parent may set 

the times during which the school child is able to use their RF tag to make 

payments, in the example given above relating to paying for a school lunch. In 

the example given above relating to payment for public transport, the public 

transportation authority may alternatively or additionally be able to control 

when OT A messages are sent so that, if it is notified that the mobile terminal 1 

incorporating the near field tag 41 has been stolen, that authority can 

permanently or temporarily deactivate the near field tag 41. 

In an alternative embodiment, the SIM 15 activates and deactivates the tag in 

dependence upon whether the SIM is authenticated with the mobile 
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telecommunications network (using the authentication algorithm and the unique 

Ki in the manner described above). 

Typically, when the mobile terminal 1 is powered up within the coverage area 

of the mobile telecommunications network 3, the authentication process 

between the SIM 15 and the authentication processor 17 of the network 3 

occurs automatically. When this authentication has been completed, a message 

is sent to the near field tag 41, via the link 43, to enable operation of the tag. 

When the SIM 15 is no longer authenticated (for example, when the mobile 

terminal 1 is powered down), a further message is sent from the SIM 15 to the 

near field tag 41, via the link 43, to deactivate the near field tag 41. 

In the modification to this arrangement, the mobile terminal 1 does not have to 

be always authenticated with the network 3 for the tag 41 to be enabled. 

However, the tag 41 is configured so that it is only enabled when it receives 

messages from the SIM 15 indicating that the SIM 15 has been authenticated at 

predetermined times or events - for example, once a day or on powering on/off 

of the mobile terminal 1. Such an embodiment is advantageous because, if the 

mobile terminal 1 is stolen, both the SIM 15 and the near field tag 41 can be 

disabled together by sending a single OT A message. 

In another embodiment of the invention, the mobile terminal and/or near field 

tag 41 is provided with means for disabling the tag 41 without requiring 

communication between the mobile terminal 1 and the mobile 

telecommunications network 3 ( and therefore without requiring receipt of an 

OT A message). 

The near field tag 41 may be selectively enabled and disabled in order to reduce 

the opportunity to obtain information from the near field tag 41 by an 

unauthorised reader. 
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The following arrangements are useful if the near field tag 41 is to be enabled 

and disabled for fairly long periods of time: 

(I) Personal identification number (PIN) entry - the keypad 3 7 of the 

mobile terminal 1 is used to enter a PIN ( or other secret password) to enable the 

near field tag 41. The user's PIN may be stored in a secure location in the 

mobile terminal 1 or in the SIM 15. When the user enters their PIN using the 

keypad 37, the entered PIN is compared with the stored PIN. If the PINs 

match, the SIM transmits a message, via link 43, to the near field tag 41 to 

activate the near field tag. 

(2) Biometric data entry - the mobile terminal 1 may incorporate a 

fingerprint reader 45. The fingerprint reader 45 scans the fingerprint of the user 

when the user's finger is placed on the reader 45 and compares it to the user's 

fingerprint stored in the memory of the mobile terminal 1 or the SIM 15. If the 

fingerprints are determined to match, the message is sent from the SIM 15, via 

link 43, to the RF tag 41. As an alternative to a fingerprint, other biometric 

data could be used - for example, voice recognition (using the mobile 

terminal's built-in microphone and a voice recognition algorithm within the 

mobile terminal 1 or SIM card 15) or retinal scanning (using the mobile 

terminal's built-in camera). 

Arrangements (1) and (2) above may advantageously be combined with an RF 

tag 41 that automatically deactivates after it has been read by a reader. That is, 

the user will activate the RF tag by entering their PIN or biometric data prior to 

bringing the mobile terminal 1 into proximity to the reader. After successful 

reading of the RF tag 41, the RF tag automatically disables itself so that no 

further reading can occur without the PIN or biometric data being re-entered. If 

the mobile terminal 1 is lost or stolen, an unauthorised person cannot use the 

RF tag 41. 
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Arrangements (1) and (2) above are fairly inconvenient if a user wishes to 

activate their RF tag 41 fairly frequently. The following arrangements may be 

more convenient when relatively frequent activation of the RF tag 41 is 

required: 

(1) Light sensor - for example a photodiode (a sensor that modifies an 

electric current when exposed to a light source) could be built into the casing of 

the mobile terminal 1 and act as a switch to activate or deactivate the RF tag 

41. The RF tag 41 is controlled by the photo diode so that the RF tag 41 is only 

enabled when the mobile terminal 1 is exposed to light. Therefore, when the 

mobile terminal 1 was in an opaque case or the user's pocket, the RF tag 41 will 

be disabled. The photodiode may be sensitive to a particular frequency range -

for example visible light, infra red or ultra violet. The tag reader may be 

provided with a light emitter that emits light at this frequency, in order to 

activate the tag. 

(2) Pressure sensor - a pressure sensor on the casmg of mobile 

terminal 1 acts as a switch. The RF tag 41 is only enabled when the user 

physically presses the pressure sensor. Therefore, when the mobile terminal is 

in a case or the user's pocket, the pressure sensor is disabled. The pressure 

sensor may itself be deactivated by the user, for example, when a function of 

the mobile terminal 1 is selected sµch that the keypad 37 is inoperative. The 

pressure sensor may be combined with the fingerprint scanner 45. The 

combined sensor detects, not only that pressure is applied, but also that an 

authorised person is pressing the sensor. Alternatively, the pressure sensor 

could be combined with an electrical resistance meter and used to detect that it 

is a human hand pressing the pressure sensor, rather than some other object. 

(3) Heat sensors - such sensors incorporated in an appropriate position 

on the casing of the mobile terminal 1 could be configured to detect that the 
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mobile terminal is in a user's hand by detecting the heat from the hand, and 

only enabling the near field tag 41 when heat from the hand is so detected. 

( 4) Skin resistance sensor - a skin resistance sensor may be provided 

on the casing of the mobile terminal 1 in dependence of the presence of the 

pressure sensor described above. The near field tag 41 will only be operated 

when an appropriate resistance, capacitance or inductance is detected, 

indicating that the user's hand is touching the sensor. 

( 5) Inertial sensors. An inertial sensor incorporated in the mobile 

terminal can be used to detect that _the user is moving the terminal ( and tag 41) 

around at a sufficient speed to indicate that it is to be used. Inertial sensors 

may be based on micro-accelerators, which are commonly used in motion 

detectors - for example in gaming and virtual reality/remote control systems. 

Arrangements (1) to (5) immediately above activate the radio frequency tag 41 

in dependence upon ambient conditions (light, pressure, heat, movement etc.) 

which change from when the card is being stored to when the card is required 

to be active. Other types of ambient sensors could be used and are within the 

scope of the invention. The arrangements (1) to (5) described above could be 

combined with an arrangement for automatically deactivating the near field tag 

41 after it has been read once, or alternatively the tag 41 may deactivate when 

the ambient conditions change ( for example the light/pressure/heat/movement 

is no longer applied). 

Alternative arrangements for protecting the data associated with the near field 

tag 41 are identified below and are useful for single or multiple RF tags or 

where the RF tag is not in a user's possession (such as in tagging systems): 
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(1) Jamming device - the near field tag 41 and/or the mobile terminal 1 

is designed to jam/disrupt the low level communications of all other RF tags 

within range of the jamming device. Instead of following the anti-collision 

protocol commonly used in near field tag technology, the device attempts to 

create collisions and other forms of interference. The jamming device is 

disabled, or the near field tag 41 is removed from proximity of the jamming 

device, when authorised use of the card is required. 

(2) Round trip detector - to guard against access from RF fields that 

have been greatly extended, the mobile terminal or near field tag 41 has a round 

trip delay tester (that measures the time taken for a signal to travel from the 

near field tag 41 to the reader and back to the tag 41). It sends a test signal 

when the near field tag 41 is being read/probed and expects a response within a 

certain round trip delay. If the response is not received after a predetermined 

delay, the near field tag is disabled either permanently or temporarily. 

(3) Shielding - a case for the mobile terminal 1 may have a thin metal 

plate sewn into the fabric ( or otherwise incorporated therein) of the case in 

order to conveniently shield the near field tag 41. 

A mobile terminal 1 may have any of the above arrangements implemented in 

any combination. For example, a manual entry system and an automatic entry 

system may be provided, respectively, to enable the card for short and long 

periods of use. Alternatively, the arrangements may work in parallel, and the 

near field tag 41 would be enabled only if the light sensor was activated and the 

correct PIN was entered (for example). Further, the arrangements may work in 

series - for example, the near field tag 41 would be enabled if the light sensor 

was activated and the correct PIN was subsequently entered. 
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In the arrangements described above the tag 41 and the mechanism for 

activating/deactivating the near field tag 41 is incorporated into the mobile 

terminal. Alternatively, the mechanism for activating/deactivating the tag may 

be incorporated directly into the smart card or SIM 15 itself. Also, the tag 41 

or part of the tag 41 may be incorporated into the SIM 15. 

The principle of controlling operation of a near field tag by means of a smart 

card or SIM is not restricted to an arrangement where the SIM is, or is always, 

associated with a mobile terminal 1. For example, the SIM may be associated 

with a "dongle" of the type disclosed in WO-A-2004 036513. 

Figure 3 shows such a dongle. According to Figure 3, the dongle 50 has the 

SIM accommodated completely within its housing 52, and the SIM cannot 

therefore be seen in the Figure. The dongle 50 has a connector 54 for 

connection to a PC. At the opposite end of the casing 52 an optional loop 

connector 54 may be provided to provide a convenient means for carrying the 

dongle 50 by attaching it to a user's key ring. 

One face of the housing 52 has a variety of push buttons 56 mounted thereon, 

ten of which have respective numerals from O to 9 displayed thereon. In this 

embodiment, the dongle 50 includes means (such as software) for receiving the 

entry of a PIN number from a user by operating the appropriately designated 

push buttons 46 which is compared to the PIN number provided for and stored 

on the SIM. The SIMs used in the mobile telecommunications network are 

conventionally provided with such a PIN. 

The housing 52 may further optionally provide a display 58 for prompting the 

user to enter their PIN number and/or for displaying the PIN number as it is 

entered, if desired. On entry of the PIN number using the push buttons 56, the 

entered PIN number is compared to the PIN number stored on the SIM. If the 
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PINs are found to match, communication between the SIM and the PC is 

permitted to authenticate one or more transactions. The comparison between 

the entered PIN number and the PIN number stored on the SIM 15 is performed 

within the dongle 50, and neither the entered PIN number nor the PIN number 

stored on the SIM is communicated to the PC. This prevents or reduces the 

likelihood that the PINs will become compromised by disclosure to an 

authorised party. 

To allow entry of the PIN the dongle 50 requires a power supply. Power can be 

provided by the PC. Advantageously, the PIN has its own temporary power 

supply which allows the PIN to be entered and verified. Subsequently, the 

power supply is interrupted and the PIN data is lost. This is an additional 

security feature, and is described in more detail below. 

The PIN entry companson arrangement of Figure 3 may be provided in 

addition to or as an alternative to th~ other security measures described herein. 

The dongle may also incorporate the near field tag 41. The SIM within the 

dongle can only communicate with the mobile telecommunications network 3 

when it is connected to another device, such as a mobile terminal or a PC that is 

connected to the mobile telecommunications network 3 via the Internet. When 

this connection between the SIM and the mobile telecommunications network 3 

occurs, OTA update messages for the SIM can be received and downloaded to 

the SIM within the dongle. The commands within these messages can then be 

executed by the SIM and used to control the tag. The commands may 

activate/deactivate the tag according to a timetable or set of events, and the 

SIM controls activation/deactivation of the tag in accordance with these 

commands even when the SIM is no longer connected to the mobile 

telecommunications network. 
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In another example, the SIM and the near field tag may be incorporated in a 

data card, which allows a notebook computer or other device to communicate 

wirelessly with mobile telecommunications network 3. 

Figure 4a shows a SIM or smart card 100 with an in-built near field tag 

including an inductive antenna 200, and a PIN entry system. Due to the size of 

a smart card 100 the PIN entry system consists of a small display 110 which 

shows the current number. An "up" and "down" button 111 will allow the user 

to go through the numbers and an "enter" button 112 will allow the user to 

select a number. 

Figure 4b shows another PIN entry system that uses symbols printed on buttons 

113 on the smart card 100 and the user must enter the symbol in the correct 

order to activate the tag. 

Figure 5 shows a smart card 100 with an in-built near field tag including an 

inductive antenna 200, and a biometric system 120 for reading a finger print. 

The print is ideally compared to a previously taken print stored in the memory 

130 of the smart card 100 or may just be judged as having the characteristics of 

a non-specific fingerprint. 

Figure 6 shows a smart card 100 with an in-built near field tag including an 

inductive antenna 200, and photo diode 140 that enable the card when the diode 

140 is exposed to light. The smart card 100 may contain single or multiple 

photo diodes 140. To prevent accidental activation multiple photo diodes 140 

may have to be activated to make the smart card 100 enabled. 

Figure 7 shows a smart card 100 with an in-built inductive antenna 200 and 

pressure sensor 150 that enables the card when the card is being held. To 

prevent accidental activation multiple pressure sensors 150 may have to be 
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activated to make the smart card 100 enabled. The card may contain multiple 

pressure sensors 150 on the same face of the smart card 100 or on the opposite 

face of the smart card 100. The smart card 100 may require a single hand to 

operate or two hands to operate. 

Figure 8 shows a smart card 100 with an in-built inductive antenna 200 and an 

inertial sensor 160 that enables the card when the card is being waved around at 

a sufficient speed. 

Figure 9 shows a wallet/purse 170 with metal shielding 180 that prevents RF 

signals reaching the smart card 100 held in the wallet/purse 170. The tag 

cannot be read while in the wallet/purse 170. 

The features described in relation to a SIM in Figures 4a to 9 could be applied 

to a device incorporating a SIM, such as a mobile terminal, datacard or dongle. 

A mobile terminal 1 incorporating a near field tag 41 may incorporate other 

security features. For example, the mobile terminal ( or the SIM) may limit use 

of the tag. For example, the mobile terminal (or SIM) may maintain a record of 

the number of uses of the tag made within a predetermined time period. If the 

number of uses within that predetermined time period exceeds a threshold, 

further uses may not be permitted. Alternatively, or additionally, the mobile 

terminal ( or SIM) may provide an indicator that the tag is being used. For 

example, when the tag is being read, the mobile terminal may provide a visual 

indication (such as showing an icon on its display 34, may generate a sound 

using its built-in loudspeaker or may produce some other physical indication, 

such as vibrating. These indicators will alert the user to use of the tag. The 

user will then be able to assess whether the use of the tag is likely to be 

legitimate or illegitimate. 
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If shielding is applied to the near field tag, this may advantageously shield all 

reading attempts except those from a predetermined direction. For example, 

the shielding may be arranged so that the near field tag ( or its antenna) must 

face the reader directly. This could be provided by shielding in the mobile 

terminal I casing or signal jamming created by the handset. Such shielding 

will reduce the likelihood that a rogue reader transmitting random read requests 

will be able to successfully read the tag. 

Although the embodiments described use a single near field tag, it should be 

understood that multiple near field tags may be incorporated in a single SIM or 

mobile terminal. The SIM may control each of these tags separately in 

dependence upon OT A update instructions received for the respective tags. 

The invention is applicable to any device that uses RF communication and 

relies on close proximity of a reader for its operation. 
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CLAIMS 

1. Apparatus for controlling use of a near field communication device, 

including smart card means associable with a mobile telecommunications 

network for authenticating the smart card means with the network, 

wherein the smart card means is operable to receive from the mobile 

telecommunications network data for controlling use of the near field 

communication device and is operable to selectively enable the near field 

communication device in dependence upon the data. 

2. The apparatus of claim 1, wherein the smart card means is operable to 

selectively enable the near field communication device by selectively 

enabling the near field communication device to be read by a reader 

3. The apparatus of claim 1 or 2, including means for operatively coupling 

the smart card means to the mobile telecommunications network. 

4. The app~ratus of claim 3, wherein the coupling means includes a mobile 

terminal for communicating wirelessly with the mobile 

telecommunications network. 

5. The apparatus of claim 3, wherein the coupling means includes a device 

for coupling the smart card means to data processing apparatus, which 

data processmg apparatus is connectable to the mobile 

telecommunications network. 

6. The apparatus of any one of claims 1 to 5, ·wherein the smart card means 

stores predetermined authentication information respective to a user, the 

smart card means being registered with the mobile telecommunications 

network, which includes authenticating means. 
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7. The apparatus of any one of claims 1 to 6, including security data entry 

means. 

8. The apparatus of claim 7, wherein the security data entry means 

comprises alphanumeric data entry means. 

9. The apparatus of claim 7, wherein the security data entry means 

comprises a keypad. 

10. The apparatus of claim 7, 8 or 9, wherein the security data comprises a 

Personal Identification Number (PIN) and the apparatus includes means 

for comparing the PIN obtained by the security data entry means with a 

PIN stored on the apparatus and only enables operation of the near field 

device when the respective PINs match. 

11. The apparatus of claim 7, wherein the security data entry means 1s 

operable to detect biometric data from a user. 

12. The apparatus of any one of claims 7 to 10, comprising a display for 

displaying security information. 

13. The apparatus of any one of claims 1 to 12, including a pressure detector 

coupled to the smart card means to selectively enable the near field 

communication device. 

14. The apparatus of any one of claims 1 to 13, including a heat detector 

coupled to the smart card means to selectively enable the near field 

communication device. 
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15. The apparatus of any one of claims 1 to 14, including an electronmagnetic 

radiation detector coupled to the control means to selectively enable the 

near field communication device. 

16. The apparatus of any one of claims 1 to 15, including a movement 

detector coupled to the control means to selectively enable the near field 

communication device. 

17. The apparatus of any one of claims 1 to 16, including electrical 

characteristic detector coupled to the control means to selectively enable 

the near field communication device. 

18. The apparatus of any one of claims 1 to 17, including a near filed radio 

jamming or disrupting device 

19. The apparatus of any one of claims 1 to 18, including means for detecting 

the distance between the near field device and a reader therefor. 

20. The apparatus of claim 19, wherein the detecting means is operable to 

measure the time taken to transmit a signal between the near field device 

and the reader therefor. 

21. The apparatus of any one of claims 1 to 20, including a near field radio 

shield. 

22. The apparatus of claim 21, wherein the shield allows the near field device 

to receive near field radio from only a predetermined direction. 

23. The apparatus of any one of claims 1 to 22, wherein the smart card means 

comprises a SIM. 
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24. The apparatus of any one of claims 1 to 23, wherein the data is for 

programming the smart card means. 

25. The apparatus of claim 24, wherein the data compnse over-the-air 

updating messages. 

26. The apparatus of claim 24 or 25, wherein the data comprise SMS 

messages. 

27. The apparatus of any one of claims 1 to 27, wherein the apparatus 

receives location data from the mobile telecommunications network and 

enables the near filed device independence upon the location data. 

28. The apparatus of any one of claims 1 to 26, wherein the smart card means 

selectively enables the near field communication device in dependence 

upon whether the smart card means is or has been authenticated with the 

mobile telecommunications network 

29. The apparatus of any one of claims 1 to 27, wherein the data controls the 

time at which the near field device is enabled. 

30. A mobile telecommunications network including the apparatus of any one 

of the preceding claims. 

31. A method of controlling use of a near field communication device, 

including associating smart card means with a mobile 

telecommunications network for authenticating the smart card means with 

the network, transmitting to the smart card means from the mobile 

telecommunications network data for controlling use of the near field 
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communication device and selectively enabling the near field 

communication device in dependence upon the data. 

32. A communication device including near field communication means; 

smart card means for authenticating the device with a mobile 

telecommunications network; means for enabling the smart card to 

receive data from the mobile telecommunications network to authenticate 

the device; and means for selectively enabling the near field 

communication means in dependence upon the data received by the smart 

card. 

33. A mobile telecommunication device for use with a mobile 

telecommunications network and including a near field device, wherein 

the mobile telecommunication device is operable to selectively enable the 

near field communication device. 

34. The mobile telecommunication device of claim 33, including a SIM and 

wherein the SIM is operable to selectively enable the near field 

communication device 

35. The mobile telecommunication device of claim 33 or 34, including a 

pressure detector coupled to the smart card means to selectively enable 

the near field communication device. 

36. The mobile telecommunication device of any one of claims 33 to 35, 

including a heat detector coupled to the smart card means to selectively 

enable the near field communication device. 
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37. The mobile telecommunication device of any one of claims 33 to 36, 

including an electromagnetic radiation detector coupled to the control 

means to selectively enable the near field communication device. 

38. The mobile telecommunication device of any one of claims 33 to 37, 

including a movement detector coupled to the control means to 

selectively enable the near field communication device. 

39. The mobile telecommunication device of any one of claims 33 to 38, 

including electrical characteristic detector coupled to the control means to 

selectively enable the near field communication device. 

40. The mobile telecommunication device of any one of claims 33 to 39, 

including a near filed radio jamming or disrupting device 

41. The mobile telecommunication device of any one of claims 33 to 40, 

including means for detecting the distance between the near field device 

and a reader therefor. 

42. The mobile telecommunication device of claim 41, wherein the detecting 

means is operable to measure the time taken to transmit a signal between 

the near field device and the reader therefor. 

43. The mobile telecommunication device of any one of claims 33 to 42, 

including a near field radio shield. 

44. The mobile telecommunication device of claim 43, wherein the shield 

allows the near field device to receive near field radio from only a 

predetermined direction. 

SUBSTITUTE SHEET (RULE 26) 

Page 29 of 38



WO 2006/087503 

13 

23 

D 
00 
000 
000 
000 
000 
000 

1 

000 D ~o 

0 
0 
0 
000 
000 ooon ~o\ 

15 

D 

PCT/GB2005/000538 

1/6 

17 

30 

0-15 

Fig.1 

SUBSTITUTE SHEET (RULE 26) 

Page 30 of 38



WO 2006/087503 

41 

41 

56 

2/6 
39 

45 

34 

...--1 

•••••• 
■ ■ ■ ■ ■ -~-37 
•••••• 

43 
15 

Fig.2 

54 

/ 

( J~sa 
000 
000 50 

7 0 0~s2 
000~ 

54 

Fig.3 

SUBSTITUTE SHEET (RULE 26) 

PCT/GB2005/000538 

Page 31 of 38



WO 2006/087503 PCT/GB2005/000538 

3/6 

100 

200 111 

2 - I ----112 

I 
110 111 

Fig.4a 

200 113 

I + I ..... 
~ 113 

~ 0 100 

113 

Fig.4b 

SUBSTITUTE SHEET (RULE 26) 

Page 32 of 38



WO 2006/087503 

200 

200 

140 

4/6 

Fig.5 

Fig.6 

130 

100 

120 

SUBSTITUTE SHEET (RULE 26) 

PCT/GB2005/000538 

140 

100 

140 

Page 33 of 38



WO 2006/087503 

200 

150 

5/6 

Fig. 7 

~ 

Fig.8 

100 

160 

SUBSTITUTE SHEET (RULE 26) 

PCT/GB2005/000538 

150 

100 

Page 34 of 38



WO 2006/087503 PCT/GB2005/000538 

6/6 

I 
170 

-
I I 

I I 0 kt I ,~ .... 100 

I\ 
I I 

2 I \ 180 

Fig.9 

SUBSTITUTE SHEET (RULE 26) 

Page 35 of 38



INTERNATIONAL SEARCH REPORT ~tal Application No 

PCT/GB2005/000538 
A. CLASSIFICATION OF SUBJECT MATTER 
IPC 7 H04Q7/32 G06K19/07 

According to International Patent Glasslficatlon (IPG) or to both national classification and IPC 

B, FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 H04Q G06K 

Documentation searched other than minimum documenlation to the extent that such documents are included in the fields searched 

Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 

EPO-Internal, WPI Data, PAJ 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category 0 Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

X us 2002/186845 Al (DUTTA SANTANU ET AL) 1-12,18, 
12 December 2002 (2002-12-12) 23-34,40 

y 13-17, 
19-22, 
35-39, 
41-44 

figures 2,8 
paragraphs '0001!, '0006! - '0009!, 
'0021!, '0022!, '0024!, '0033!, 
'0038!, '0043! - '0046!, '0050!, '0059! 
claim 1 

-----
-/--

[] Further documents are listed in lhe continuation of box C. [] Patent family members are listed in annex. 

• Special categories of cited documents: 
'T' later document published after the international filing date 

'A' document defining the general state of the art which is not 
or priority date and not in conflict with the application but 
cited to understand the principle or theory underlying the 

considered to be of particular relevance invention 
'E' earlier document but published on or after the international 'X' document of particular relevance; the claimed invention 

filing date cannot be considered novel or cannot be considered to 
'L' document which may throw doubts on priority clalm(s) or involve an inventive step when the document is taken alone 

which is cited to establish the publication date of another 'Y' document of particular relevance; the claimed invention 
citation or other special reason (as specified) cannot be considered to involve an Inventive step when the 

'0' document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-
other means ments, such combination being obvious to a person skilled 

'P' document published prior to the international filing date but in the art. 
later than the priority date claimed '&' document member of the same patenl family 

Date of the actual completion of the international search Date of malling of the international search report 

20 October 2005 04/11/2005 
Name and mailing address of the ISA Authorized officer 

European Patent Office, P.B. 5818 Patentlaan 2 
NL - 2280 HV Rijswljk 

2 Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, Chimet, D Fax: (+31-70) 340-3016 

Fonn PCT/ISA/210 (second sheet) (January 2004) 

page 1 of 2 

Page 36 of 38



INTERNATIONAL SEARCH REPORT 
~al Application No 

PCT/GB2005/000538 
C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT 

Category 0 Citation of document, with indication, where appropriate, oflhe relevant passages Relevant to claim No. 

X US 2004/110488 Al (KOMSI ASKO 'US!) 1-12,18, 
10 June 2004 (2004-06-10) 23-34,40 

y 13-17, 
19-22, 
35-39, 
41-44 

paragraphs '0001 ! , '0017!, '0021! -
'0023!, '0025!, '0027!, '0031!, 
'0032!, '0036!, '0039!, '0044! 

-----
y US 2004/124248 Al (SELKER EDWIN JOSEPH) 13-17, 

1 July 2004 (2004-07-01) 19-22, 
35-39, 
41-44 

paragraphs '0002!, '0005!, '0008! -
'0011!, '0015! - '0017!, '0036!, 
'0044!, '0049!, '0056! 

-----

2 

Form PCT/ISN210 (continuation of second sheet) (January 2004) 

page 2 of 2 

Page 37 of 38



INTERNATIONAL SEARCH REPORT ~al Application No 

Information on patent family members PCT/GB2005/000538 
Patent document 

I 
Publication 

I 
Patent family 

I 
Publication 

cited in search report date member(s) date 

us 2002186845 Al 12-12-2002 WO 02102104 Al 19-12-2002 
-
us 2004110488 Al 10-06-2004 NONE 

us 2004124248 Al 01-07-2004 us 2003132301 Al 17-07-2003 

Form PCT/ISA/21 a (patent family annex) (January 2004) 

Page 38 of 38




