
US 2002O116345A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2002/0116345 A1 

Harrison (43) Pub. Date: Aug. 22, 2002 

(54) APPARATUS FOR CREDENTIAL Publication Classification 
AUTHORSATION 

(51) Int. Cl." .............................. H04K 1700; H04L 9/00; 
G06F 17/60 

(76) Inventor: Keith Alexander Harrison, Penmoel (52) U.S. Cl. ................................................................ 705/76 
Lane (GB) 

(57) ABSTRACT 

Correspondence Address: A mobile communication device, Such as a mobile phone 
HEWLETTPACKARD COMPANY (3), which comprises a processor which is configured to 
Intellectual Property Administration process requests for authorisation of use of a credential, Such 
P.O. BOX 272400 as a credit card, and the processor causes the device to emit 
Fort Collins, CO 80527-2400 (US) a signal, Such as an audible intermittent tone, the character 

istics of which are indicative of the deemed importance of a 
(21) Appl. No.: 10/079,598 particular use of the credential. 

(22) Filed: Feb. 19, 2002 Advantageously the owner of the device is alerted to the 
deemed importance of a use of a credential. For example, an 

(30) Foreign Application Priority Data intermittent tone of characteristic frequency is emitted by a 
mobile phone in relation to the monetary value of a trans 

Feb. 20, 2001 (GB)......................................... O104136.7 action using a credit card. 

CREDICARD USED A EFTPOS UNIT 

DATAREPRESENATIVE OF AMOUNT OF 
RANSACON AND CARD NUMBER 
TRANSWED TO ROUTER UNIT 

ROUTER UNIT LOCATES CORRESPONDING 
TELECOMSADDRESS OF AUTHORSER 

ROUTER TRANSMTSSGNAL REPRESENTATIVE 
OFAMOUN OF TRANSACTION AND CARD 

NUMBER TOAUTHORSER'S 
TELECOMMUNICATIONS DEVICE 

21 

SIGNAL RECEIVED BY ELECOMMUNICATIONS 24 
DEVICE AND PROCESSORDETERMINES THAT 

SANAUTHORSATON RECUES 

PROCESSOR COMPARES AMOUNT OF 
TRANSACTION TO THE STORE AER 
SENGSIN THE RAM OF DEVICE 

PROCESSOR CAUSESAPPROPRIATE 
ALERTO BEACTIVATED 

  

    

  

    

  

    

  

    

  

Page 1 of 8 GOOGLE EXHIBIT 1009



US 2002/0116345 A1 Patent Application Publication Aug. 22, 2002. Sheet 1 of 4 

  

  

  

Page 2 of 8



US 2002/0116345 A1 

z aun61-I 

LINT TO}} | NOO XVIldSIC] 

LINQ TOX-ILNO O SNO||L\/OINT WWNOO 

Patent Application Publication Aug. 22, 2002. Sheet 2 of 4 

  

Page 3 of 8



Patent Application Publication Aug. 22, 2002. Sheet 3 of 4 US 2002/0116345 A1 

O 
CREDIT CARD USEDAT EFTPOS UNIT 

DATA REPRESENTATIVE OF AMOUNT OF 21 
TRANSACTION AND CARD NUMBER 
TRANSMITTED TO ROUTER UNIT 

22 
ROUTER UNIT LOCATES CORRESPONDING 
TELECOMSADDRESS OF AUTHORSER 

ROUTER TRANSMTS SIGNAL REPRESENTATIVE 23 
OF AMOUNT OF TRANSACTION AND CARD 

NUMBERTO AUTHORSER'S 
TELECOMMUNICATIONS DEVICE 

SIGNAL RECEIVED BY TELECOMMUNICATIONS 24 
DEVICE AND PROCESSOR DETERMINES THAT 

TS AN AUTHORSATION RECUES 

PROCESSOR COMPARES AMOUNT OF 25 
TRANSACTION TO THE STORED ALERT 

SETTINGS IN THE RAM OF DEVICE 

PROCESSOR CAUSESAPPROPRIATE 26 
ALERT TO BE ACTIVATED 

FIGURE 3 

  

Page 4 of 8



#7 e infil 

US 2002/0116345 A1 Patent Application Publication Aug. 22, 2002. Sheet 4 of 4 

  

  

  

  

  

  

  

Page 5 of 8



US 2002/0116345 A1 

APPARATUS FOR CREDENTIAL 
AUTHORSATION 

0001. The present invention relates to apparatus for cre 
dential authorisation, and is particularly, but not exclusively, 
relevant to mobile phones which are adapted to receive and 
proceSS requests for authorisation of use of a credential. 

BACKGROUND OF THE INVENTION 

0002. Where a user interface device, such as a mobile 
phone, has been configured to receive and proceSS requests 
for authorisation of use of a credential, Such as a credit card, 
it has been realised that it would be desirable to alert the 
person who controls the mobile phone to the pending 
transaction by means of a signal which is emitted by the 
phone which is indicative of the monetary value, Say, of the 
transaction. The control of the provision of authorisation for 
use of the credential is thus facilitated. 

0003. The term credential is used herein to denote any 
means which provides prima facie authority for entitlement 
to do Something, for example a credit or debit card paying 
for goods or a pass card or PIN for entering a particular 
region of a building. 

SUMMARY OF THE INVENTION 

0004. According to a first aspect of the invention there is 
provided a user interface device which comprises a com 
puter, the computer being configured to process requests for 
use of a credential which are transmitted to the device and 
the device being Such that in use the computer is operative 
to cause the device to emit an alerting Signal on receipt of a 
request for authorisation for use of the credential and the 
emitted alerting Signal being indicative of the deemed 
importance of a particular use of a credential. 
0005 The term “computer is used herein to mean any 
device which accepts an input, processes that input in 
accordance with pre-defined rules and producing an output. 
0006 The computer is preferably operative to process 
information contained in the request So that the alerting 
Signal emitted possesses characteristics which indicate the 
deemed importance of the use of a credential for which 
authorisation is Sought. 
0007. The device preferably stores characteristics of an 
array of alerting Signals, each alerting Signal corresponding 
to a particular use of credential. 
0008. The alerting signal emitted by the device may be an 
intermittent audible Signal, the frequency of which increases 
with increasing deemed importance of use of credential. 
0009. The user interface device is most preferably a 
portable communication device. 
0010. According to a second aspect of the invention there 
is provided a method of operating a user interface device in 
response to information received by the device relating to a 
request for authorisation of use of a credential, the device 
comprising a computer and the computer being configured 
Such that in use the computer causes the device to emit an 
alerting Signal which is indicative of the deemed importance 
of a particular use of a credential. 
0011. According to a third aspect of the invention there is 
provided a mobile phone, the mobile phone comprising a 
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processor which is operative in use to proceSS information 
transmitted to the phone relating to a request for authorisa 
tion of use of a credential and emit an audible alerting Signal 
which is indicative of the deemed importance of the use of 
the credential for which authorisation is Sought. 
0012. According to a fourth aspect of the invention there 
is provided a telecommunications device comprising a com 
puter, a data Storage device and an alerting device, the 
telecommunications device being adapted to receive signals 
representative of a request for authorisation of use of a 
credential, the computer device being adapted to compare 
data in a received signal representative of a request for 
authorisation with criteria data Stored in the data Storage 
device and consequently determine whether to activate the 
alerting device. 
0013. According to a fifth aspect of the invention there is 
provided a network, the network comprising a router and a 
telecommunications device, the router comprising a data 
Storage device which has stored therein identification data of 
a credential and a telecoms address of the telecommunica 
tions device, the telecommunications device comprising a 
computer, a data Storage device and an alerting device, the 
network being Such that in use the router transmits to the 
telecommunications device a signal which is representative 
of a request for authorisation of use of a credential, the 
computer being adapted to compare data in Said Signal with 
criteria data Stored in the data Storage device of the tele 
communications device, and consequently determine 
whether to activate the alerting device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014) The invention will now be further described, by 
way of example only, with reference to the accompanying 
drawings in which: 
0015 FIG. 1 is a schematic representation of a mobile 
phone configured in accordance with the invention in a 
System for receiving requests for authorisation of a creden 
tial, 
0016 FIG. 2 is a block diagram of some of the compo 
nents of the telephone shown in FIG. 1, 
0017 FIG. 3 is a flow diagram of an authorisation 
process executed by the system of FIG. 1, and 
0018 FIG. 4 is a flow diagram showing how the proces 
sor inside the mobile shown in FIG. 1 is programmed. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0019. With reference to FIG. 1 there is shown a system 
1 comprising a mobile phone 3, a communication network 
5, a router unit 9 and an Electronic Funds Transfer at Point 
of Sale (EFTPOS) unit 11 located at a trader 7. 
0020. With reference to FIG. 2 the mobile phone 3 
comprises a central processing unit (CPU) 12, a communi 
cations control unit 13, a random access memory (RAM) 14, 
a display control unit 15, a vibration generation unit 16, a 
Sound generation unit 17 and a speaker 18. The communi 
cations control unit 13 comprises a transceiver and a decoder 
(not shown). 
0021. The telephone 3 is adapted to receive signals which 
are representative of a request for authorisation for a trans 
action using a credit card. 
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0022. A person is designated as being the authoriser for 
transactions with a particular credit card (not shown), ie that 
person (the authoriser) is capable of authorising at least 
Some transactions using the credit card in question. 

0023 The authoriser is provided with the mobile tele 
phone 3 which he is able to program as follows. 

0024. The authoriser is initially prompted to input into 
the phone by way of a keypad of the telephone 3, when and 
how he would like to be alerted when a signal representative 
of a request for authorisation of a particular transaction is 
received. By way of a liquid crystal display (LCD) screen 30 
of the telephone 3 the authoriser is prompted to enter at 
which monetary amount of transaction or between which 
transaction a amount range he would like to be alerted. For 
example, the authoriser may input that he would like to be 
alerted to a pending transaction the amount of which is 
between £50 and E100 inclusive. The authoriser is then 
prompted to chose the characteristics of the alert. 

0.025 The user can be alerted to a pending transaction by 
way of one or a combination of the Sound generation unit 17, 
the display control unit 15 and the vibration generation unit 
16. 

0026. The authoriser programs the telephone 3 to emit an 
audible intermittent tone at a frequency of 1HZ and cause the 
Vibration generation unit to be activated at the same fre 
quency if a request for authorisation of an amount between 
£50 and E100 is received. 

0027. The authoriser then begins the process again and 
programs the telephone 3 to emit an audible intermittent 
tone of 3 Hz and simultaneously activate the vibration 
generation unit 16 if the amount of the pending transaction 
is greater than £100. 

0028. With particular reference to FIG. 3, the system 1 
operates as follows. A person wishes to pay for goods having 
a value of E110 at the trader 7 with the aforementioned credit 
card (not shown). As shown at 20 and 21, on interfacing the 
card with the EFTPOS unit 11 details of the proposed 
transaction, including the number of the card and the amount 
of the transaction, are transmitted via the communications 
network to the router unit 9. The router unit 9 is a server 
which contains a database comprising telecoms addresses 
including mobile telephone numbers of authorisers who 
subscribe to the service provided by the system 1. The router 
unit 9 is operative to map a particular card number to a 
corresponding telecoms address as shown at 22. The details 
of the pending transaction are then forwarded as shown at 23 
via the communications network 5 to the mobile phone 3 
which is in the possession of the authoriser. AS the skilled 
person will appreciate, any of a large number of conven 
tional mechanisms for electronic payment can be used in 
conjunction with embodiments of the present invention 
the Significant aspect of the mechanism as regards the 
present invention is the provision of authentication by the 
user, and that is the only aspect of the mechanism considered 
in detail here. 

0029. On receiving the signal from the router unit 9 the 
communications control unit 13 and the CPU 12 of the 
telephone 3 processes Said Signal and determine that the 
Signal relates to a request for authorisation for a transaction 
with the card in question. This is achieved by configuring the 
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telephone 3 to recognise characteristic data which acts as a 
flag to indicate to the telephone that it is Such a signal. 
0030. As shown at 25 the CPU 12 then compares the alert 
settings which are stored in the RAM 14 by the authoriser 
with that part of the received signal which is representative 
of the amount of the transaction. Since the amount of the 
pending transaction is greater than £100 the Sound genera 
tion unit 17 is operative to emit an intermittent tone at 3 Hz, 
and also to cause the vibration generation unit 16 to be 
activated at the same frequency. 
0031 When an alert is activated a back-lighting arrange 
ment (not shown) of the display screen 30 is caused to flash 
and in So doing cause the display Screen to be illuminated 
intermittently. The display screen 30 shows the text autho 
risation request received. In order to read details of the 
request the authoriser is required to depress a key on the 
keypad of the telephone 3. On doing So the Sound generation 
unit and the vibration geneation unit are deactivated as the 
display Screen then shows the text do you wish to authorise 
a transaction for £110 on card number 12345672. The 
authoriser can then decide whether he wishes to authorise or 
deny the transaction by depressing the appropriate key on 
the keypad of the telephone 3. A Signal representative of the 
decision of the authoriser is emitted from the telephone 3 via 
the communications network 5 to the EFTPOS. 

0032. Thus the system 1 advantageously allows for an 
authoriser to be alerted to the deemed importance of the 
transaction for which authorisation is Sought Since he knows 
that the frequency of the fine emitted is indicative of the 
value of the transaction. 

0033. The CPU 12 is thus readily programmable so that 
the characteristics of an alert can be set according to the 
authoriser's requirements and/or preferences. The telephone 
3 may be configured to allow the authoriser to Set Such 
parameters as Volume, frequency, tone and pitch of an 
audible alerting Signal. The telephone 3 may be configured 
to allow the authoriser to Select one of a plurality of pre-Set 
alerting Signals. The authoriser may be able to customise the 
characteristics of the pre-Set alerting Signals. 

0034. In another embodiment of the invention the system 
1 is configured Such that when a user interface device 
receives an authorisation request Signal the authoriser has a 
predetermined time limit in which to deny authorisation, 
failing which the transaction will be authorised by default. 
0035) In a further embodiment of the invention the autho 
riser is provided with more details about the transaction, for 
example place of transaction, nature of transaction (eg what 
type of goods are involved in the pending transaction). 
0036) Although use of mobile telephones has been spe 
cifically discussed, the present invention finds utility with 
any Suitably configured user interface device which com 
prises a computer and which can communicate with a 
remote device which transmits authorisation request Signals, 
for example a personal computer (PC) or a personal digital 
assistant (PDA). 
0037 Advantageously one embodiment of the present 
invention is configured to allow an authoriser to program his 
user interface device to emit respective alerting Signals for 
each of a plurality of credentials for which the device 
adapted to receive requests for authorisation. 
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0.038. It will also be appreciated that the present invention 
also finds utility for Security Systems, Such as where the use 
of pass cards for entry into various areas in a building is 
required. The invention is also applicable to requests for 
authorisation of the use of passwords for access to databases. 

1. A user interface device which comprises a computer, 
the computer being configured to proceSS requests for use of 
a credential which are transmitted to the device and the 
device being Such that in use the computer is operative to 
cause the device to emit an alerting Signal on receipt of a 
request for authorisation for use of the credential and the 
emitted alerting Signal being indicative of the deemed 
importance of a particular use of a credential. 

2. A user interface device as claimed in claim 1, in which 
the computer is operative to process information contained 
in the request So that the alerting Signal emitted possesses 
characteristics which indicate the deemed importance of the 
use of a credential for which authorisation is Sought. 

3. A user interface device as claimed in claim 2, in which 
the device Stores characteristics of an array of alerting 
Signals, each alerting Signal corresponding to a use of 
credential having a particular deemed importance. 

4. A user interface device as claimed in claim 1, in which 
the alerting Signal emitted by the device is an intermittent 
audible signal the frequency of which increases with 
increasing deemed importance of use of credential. 

5. A user interface device as claimed in claim 1 which is 
a portable communication device. 

6. A method of operating a user interface device in 
response to information received by the device relating to a 
request for authorisation of use of a credential, the device 
comprising a computer being configured Such that in use the 
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computer causes the device to emit an alerting Signal which 
is indicative of the deemed importance of a particular use of 
a credential. 

7. A mobile phone, the mobile phone comprising a 
processor which is operative in use to proceSS information 
transmitted to the phone relating to a request for authorisa 
tion of use of a credential and to cause the phone to emit an 
audible alerting Signal which is indicative of the deemed 
importance of the use of the credential for which authori 
sation is Sought. 

8. A telecommunications device comprising a computer, a 
data Storage device and an alerting device, the telecommu 
nications device being adapted to receive Signals represen 
tative of a request for authorisation of use of a credential, the 
computer being adapted to compare data in a received signal 
representative of a request for authorisation with criteria 
data Stored in the data Storage device and consequently 
determine whether to activate the alerting device. 

9. A network, the network comprising a router and a 
telecommunications device, the router comprising a data 
Storage device which has stored therein identification data of 
a credential and a telecoms address of the telecommunica 
tions device, the telecommunications device comprising a 
computer, a data Storage device and an alerting device, the 
network being Such that in use the router transmits to the 
telecommunications device a signal which is representative 
of a request for authorisation of use of a credential, the 
computer being adapted to compare data in Said Signal with 
criteria data Stored in the data Storage device, and conse 
quently determine whether to activate the alerting device. 
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